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Recent Customers Candeia

Meta < Charter % FCS < Sky UK
SpaceX % Telnet networks % LDC % Tele2
Comcast < Imco-manassas <% Cisco % Ekinops
Qualcomm <+ Qnet < Ddsoftware < Samsung
Commscope % Haivision % Optus % FreeBox .
Cisco % GogoAir % Palo Alto % Altice “ Alirtel % Sony
QACafe % Sony % Casepoint & Samsung  * Reliance % True Wireless
Commscope % Netf experience % Raytheon & Vestifi % Netgear & TOT
Eero < ViaSat < fierey- & smart-e- “ Qualcomm 4 3BB
CAC] < Assured Networks strachan.co.uk tech.de < Netgear < FPT
Adtran % Sterling % sos-software.com & NordicLAN % Commscppe % Huawei
Citrix < Unwired < Matthew Shelden % rdt.co.l « Capgemini & Qualcomm
NetApp % Tessco % Rockstar games % Intel < Cisco % LinkWen Electronics
Starry < Action < Nortek-control % Infelsat < Relay2 < Commscope
Sony-san-Diego « smartrg.com % chevron.com % Dyson * Comcast < Belkin
Raytheon-lIS < Tactical Coms < Onemediallc % Philips « Technicolor & Optus
Sierra Wireless < magic leap % sea-machines.com & NetModule * NetApp
Telus < Brinker < Deutsche * HFCL
Panasonic < Oceaneering Telekom “ CDOT

& Dekra % Arista

% TataElxsi
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Caniala

Key Careabouts

Cover alltests in the WiFi test plan Accurate measurements with very little
margin of error from the test tools.

Highly Repeatable Test
High Degree of Automation

Environments
Highly repeatable test results that can Run 100s of test cases fully automated
at one push of a button.

eliminate all variables except the DUT |
Infuitive and Easy to Use Tools @ Key Insights and Expert Analysis
Easy to configure and run tests, easy to = Get key Insights and expert analysis
interpret results. and diagnostics when issues are found
with the DUT.




Exceptional Support

Small team of product experts.
Support line goes directly to product
developers.

Feature Velocity

Product design and architecture allows
for super fast feature development
Developers work directly with the
customers

Custom Solutions

Team can build any kind of custom
solution the customer needs.

Most of we do is available for customers
as open source to build on top of.

WHY CANDELAZ

B

0’

Caniala

Technology Expertise

Team members have over 18 years experience
in the WiFi Industry. You get not just good
products, but solutions and domain/industry
expertise.

Comprehensive Feature Set
A comprehensive set of features for
functional, performance, interoperability,
Proof-of-Concept, validation, regression
and many forms of testing.

Highly Affordable

Offers the most affordable solutions
in the market. Renting/Leasing/ Rent
to own and other models available



WHAT CAN OUR PRODUCTS DO FOR YOU-®?

Test APs

LANforge

Use Cases

v AP
Benchmarking

v" Functional
Testing

v’ Certifications

v' Regressions

v' Automation

v Proof of Concept

v' Vendor Selection

Industries

v' Equipment
Makers

v ODMs/OEMs

v" Chip vendors

v' Operators

v' MSOs

v' Enterprises

Test Devices

Use Cases

v' Benchmarking

v' Functional Testing
v’ Regressions

v' Automation

v Proof of Concept
v' Vendor Selection

Industries

v' Computing
v' Healthcare
v' Retail
v Home
Entertainment
v Industrial loT
v Transportation
v Service
Providers

Test Networks

LANforge

Use Cases Industries

v’ Performance v' Network

v Scale Equipment

v Functional Testing Makers

v' Real-World v Enterprises
Simulation v Service

v' Monitoring Providers

v' Service Assurance

Candeia

TECHNOLOGIES

Test Applications

LANforge

Use Cases

v Application
Performance

v' Real-world
scenarios

v' End user
Quality of
Experience

v Scale

v Impairments

Industries

v Gaming

v Infotainment

v Hospitality

v' Retail

v Home
entertainment

v Transportation

v’ Healthcare



PRODUCT CATEGORIES

LANforge - FIRE

Network Traffic Generation

» Supports real-world protocols:

» Ethernet, 802.1Q VLANs, MAC-VLANSs,
802.11a/b/g/n/ac (wireless) Layer 3:
TCP/IP,IPvé, UDP/IP, UDP Multi-cast,
including TOS/QoS , Layer 4-7: FTP,
HTTP, HTTPS, TELNET, PING, DNS, SMTP ,
G711, G729, SIP, SCP, iPerf3

» Capable of 140+ emulated VolP phones per
machine, capability to dial real phones,
direct-dial mode and gateway mode.

» Comprehensive reporting of Call, RTP and
RTCP statistics. PESQ automated voice quality
reporting.

» Test routing protocols like OSPF, bridges, NAT
efc...

» Emulates 1000+ unique networked devices
per LANforge machine

» Comprehensive fraffic reports include:
Packet Tx/Rx rate, Packet drop, Tx/Rx bytes,
Latency, jitter and many more statistics.

— T—

LANforge - ICE

WAN Emulation

Candeia

TECHNOLOGIES

LANforge - WIFIRE

WiFi Device & AP Emulation

» General purpose WAN and Network
impairment emulator

» Simulate DS1, DS3, OC-3, OC-12, GigE, DSL,
Cable-Modem, Satellite links and other rate-
limited networks, from 10bps up to 10Gbps
speeds (full duplex)

» Can modify various network afttributes
including: line-speed, latency, jitter, packet-
loss, packet-reordering and packet-
duplication.

» Supports Ethernet packet corruption with
option to recalculate IP, UDP, and TCP
checksums. Corruptions include bit flip, bit
franspose, and byte over-write

» Supports 'WAN-Playback' allowing capture
and replay

All LANforge FIRE and ICE features

Emulate 100s of 802.11a/b/n/ac WLAN STAs and
APs

All 2.4 and 5GHz channels supported
20/40/80/160 MHz channel BWs

Most WLAN Security protocols.

Modular platform that can house several radios .
Hardware comes in many different form factors
Per station MAC and PHY controls.
Programmable Attenuation, Radar, Interference
Signal, Noise Generation.

Roaming/Range Testing, Fast Roaming

Data plane performance testing

Client scale/capacity testing

Hotspot 2.0 / Captive Portal

Voice/Video/Data traffic

Mesh testing

loT Device Testing

Mu- MIMO

Y VYV

VVVVVVVVVVVVYVYVYVYYVYY




TECHNOLOGIES
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Gaming WiFi Applications

Full Ci/CD Automation

TR-398 Testing Standard



Lots of GUI controls and GUI based tests Candeia

TECHNOLOGIES
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WIFI Test Topologies Candeia

LANforge LANforge LANforge * bi LANforge : LANforge
LANforge Stations Real APs | ANforge Servers LANforge Stations Real APs Real Servers LANforge Stations Real APs LANforge
Cloud
4@ @
Real Stafions  LANforge APs LANforge Servers Real Stations  LANforge APs  Real Servers Real Stations Real APs LANforge Servers
' LANforge LAprrge LANforge LANforge Real Stations Real APs Real Servers
Real Stations Real APs Cloud Stations APs Servers
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WIFI Test Ecosystem
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Candela Test Offerings L

TECHNOLOGIES

= Complete CI/CD Automation provides. From BGS|C MCIﬂUC]|

= Full automation to fetch and load builds on FUﬂCﬁOﬂCﬂ TesTin to FU”
DUT, find the reserve testbeds, fetch and run . g
test jobs, gather and analyze test results, export LIghTS Out Cl/CD
fo result visualization tools. g

= Infegration with tools and platforms like Jenkins, = Create 100s of fully automated test scripts that Aufomation and

Jira, GitHub, Testrail efc.. can automate both Tester and DUT controls. Everything in Between.
= Create custom test reports and results

comparisons across various DUT models and

firmware versions.

= Full automated testplans like TR-398, Mesh, AP
performance.

= 100s of tests fully automated with clear PASS/FAIL
results and reports.

FU ” C |/C D » Tests that cover various aspects of AP
. performance , stress, scale, real world scenarios
Automaftion

and long term stability

Automation of GUI based automated tests with test reports.

both Tester
= Unif festing
Gnd DUT Automated i = Test basic AP functions like
Testplans connectivity, security, QoS,
OFDMA, Mu-MIMO etc..
Performance » Fully flexible GUI to create

any type of test scenarios
= |deal for Developer and

Functional early stage dev testing.
Testing

Testing
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RF Performance
Client Scale

MAC Throughput
Security

Multi-Band/ multi-SSID
Performance

Mixed mode clients
MU-MIMO

Traffic Mix tests

Step1 : Benchmarking

AN NI N NN

AN

Range

Rate Scaling

Roaming

BSS Transition
Neighbor APs

Off Channel Scanning

AN NENE NN

Step2 : Mobility

oy

Ecosystem —
Neighboring APs and
Stations

—

Stations
| &
DT g

Interference — Bluetoot

Radar, Random Noise
efc..

AC
Point

v' Performance in the
presence of co-
channel/ adjacent
channel interference
Air time Fairness
Medium Utilization
QoS

Step3 : Ecosystem

i

ANENEN

Point
(BUT)

v' Performance in the
presence of RF
Interference
Radar compliance
Performance with
WAN impairments
\/ Defective Stations
Rouge APs

Step4 : Impairment

ANEN

TECHNOLOGIES

WAN
Impairments

HD video streaming
FTP download

VOIP Quality

Real Application
traffic performance
for Application
Specific Devices

Step5 : Real Applications

ASENENEN
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O
-
&
<
L
o
f—
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=

Repeatability Expert Analysis > Executive Reports


https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiHv66asPfeAhUD-J8KHX_yBi4QjRx6BAgBEAU&url=http://www.stickpng.com/cat/electronics/android-phones?page%3D1&psig=AOvVaw04rw5Yd8djYjcfBtTXMTiR&ust=1543504425967029
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiHv66asPfeAhUD-J8KHX_yBi4QjRx6BAgBEAU&url=http://www.stickpng.com/cat/electronics/android-phones?page%3D1&psig=AOvVaw04rw5Yd8djYjcfBtTXMTiR&ust=1543504425967029
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiHv66asPfeAhUD-J8KHX_yBi4QjRx6BAgBEAU&url=http://www.stickpng.com/cat/electronics/android-phones?page%3D1&psig=AOvVaw04rw5Yd8djYjcfBtTXMTiR&ust=1543504425967029
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiHv66asPfeAhUD-J8KHX_yBi4QjRx6BAgBEAU&url=http://www.stickpng.com/cat/electronics/android-phones?page%3D1&psig=AOvVaw04rw5Yd8djYjcfBtTXMTiR&ust=1543504425967029
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiHv66asPfeAhUD-J8KHX_yBi4QjRx6BAgBEAU&url=http://www.stickpng.com/cat/electronics/android-phones?page%3D1&psig=AOvVaw04rw5Yd8djYjcfBtTXMTiR&ust=1543504425967029
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiHv66asPfeAhUD-J8KHX_yBi4QjRx6BAgBEAU&url=http://www.stickpng.com/cat/electronics/android-phones?page%3D1&psig=AOvVaw04rw5Yd8djYjcfBtTXMTiR&ust=1543504425967029

TOPOLOGY - TESTING ACCESS POINTs Candeia

RF ENCLOSURE

All Blocks in GREEN are Candela test
building Blocks

5 50

\ile A RF ENCLOSURE

\4

DHCP /RADIUS WAN

|[ } * F } 1' | SIP / IPERF )
J SERVERS Emulation

Switch

LANforge

LANforge
Cloud

RF ENCLOSURE

Attenuator

WiFi STATIONS & APs
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WIFI Access Point Tests

Client Capacity
Test

Receiver
Sensitivity Test

QoS Test

Co-existence
Test

Client Clear Channel

Data Plane
: Assessment
Connection Test (CCA) Test Throughput Test

TX Power Test Roaming Test Multi-band Test

Load Mu-MIMO
Balancing/Band Performance Test
Steering Test

Application
Performance Test

Captive Portal Traffic

DFS Test Login Test Shaping/Policing Test

Rate vs Range

Traffic Mix Test Test

Airtime Fairness

Multi-SSID Test Test

OFDMA Long Duration
Performance Stress Test

Performance over
Antenna Orientation
Test

Real-World Load
Patterns Test



Access Point Testcases m

TECHNOLOGIES

Category Sub-Category Test Cases developed for

Command and
Control

Functional
Testing

Performance
Testing

Stress and
Endurance
Testing

Use Case
Testing

Firmware

Configuration & Communication
Operation Modes

Physical & Virtual Interfaces
GUI/APIs

BSS Capabilities
Connectivity & Security
Radio Resource Management
Smart WiFi

QoS & Mobility & Power Save
Throughput Benchmark
Multiband Performance
Mobility Performance

Radio Performance
Application Performance
Day in Life Test

48-hour Stress Test

Load Patterns #1,#2, #3
Single AP SOHO

SOHO Mesh

Med-Enterprise Network
Multi Dweller Unit (MDU)
Campus Network/ LPV

Upgrades/Downgrades, AP boots/reboots, System resources

AP provisioning, ZTP, setting up networks/channels/profiles/APs, cloud connectivity, DHCP/Radius and other services, Alarms
Bridge/vlan/router modes,

Basic functions of LAN/WAN/WLAN physical interfaces, indicators/LEDs, virtual interfaces (SSIDs/VLANs etc..)

GUI settings (Read/Write) , API calls (Push/Pull)

Basic/Extended Capabilities, Security, QoS, RRM, DFS, 802.11a/b/g/n/ac/ax/k/v/r/i/u/w settings, reg domains etc..
Basic connectivity with all WPA/2/3 Personal/Enterprise, All EAP method, Passpoint. Captive Portal, WPS etc...
Load Balancing, Band Steering, Auto Channel Selection, DFS

Role/User/Device/Network based policies, Traffic Shaping, Int Detection/Mitigation, DPI, threat detection, Location Services
WMM, Fast Roaming, Open Roaming, Network assisted handoff, Legacy/WMM/MIMO Power Save

Throughout for STA Modes/MIMO types/STA counts/BW settings/Traffic Types/Direction/Packet Sizes etc..
Single/Dual/Tri band performance

Rate vs Range, Rate vs Antenna Orientation, Roaming Delay, Roaming performance with different security types
Receiver Senisitivity, Transmitter Quality, Reg Domain TX power testing.

VOIP Performance, Youtube/OTT Video Streaming, HTTP/FTP Performance, Social Media Apps performance

Mix of Stations/APs/SSIDs/Security Types/User Policies/Traffic/Device Load Patterns over time in a 10 hour day

Full system load across all interfaces with maximum stations/traffic run for 48 hours

Various real world load patterns run over long durations.

TR-398 or similar test plan for comprehensive single SOHO AP testing, Qualification/Badge Program

Throughput Per Hop, Mesh Failover, Roaming, Load Balancing, Qualification/Badge Program

Medium Size Enterprise Network Use cases, Qualification/Badge Program

MDU Test plan with clear PASS/FAIL results , Qualification/Badge Program

Campus Network/Large Public Venue Test Plan/Operator Network, Qualification/Badge Program
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Test Topologies Candeia
: (

Virtual Client(s) Virtual Servers( DHCP, Radius, FTP, HTTP, VOIP etc..)

LANforge 1_

Virtual Client(s)

LANforge
Software 1

Client(s)

LANforge o —— WA\Ni{e]{e]S

Virtual Client(s) WLAN Confroller Servers( DHCP, Radius, FTP, HTTP, VOIP efc..)

LANforge —— LANforge

Virtual Client(s) Virtual AP(s) WLAN Confroller Servers( DHCP, Radius, FTP, HTTP, VOIP etc..)

Servers( DHCP, Radius, FTP, HTTP, VOIP etc..)

LANforge

Virtual Servers( DHCP, Radius, FTP, HTTP, VOIP etc..)

Controller
Testing



WiFi Access Point Test System Capabillities

SN N N N N N NN

AN

Station Controls

IP/MAC Address

DHCP/IPV4/IPVé

SSID/BSSID

HT/VHT/20/40/80/160 MHz modes
802.1Ta/b/g/n/ac Modes
Custom Information Elements
Delay Handshake Responses
Corrupt/Ignore frames in protocol
handshakes

Rate Adaptation / Retry Limits / Tx
Rates

Power Save Settings

Band Steering Settings
Passive/Active Scanning

IBSS Mode/ Mesh Mode / WDS
Mode

Slot Times/Guard Intervals
AMPDU/AMSDU settings

Traffic Controls

v' Frame size/rate, traffic direction,
CBR/VBR traffic rates

v IPv4/IPv6/TCP/UDP/VOIP

v' All kinds of WiFi traffic

v' FulliPerf and Native traffic Gen
support

v' Ping/Traceroute/DNS/SMTP/Telnet/Cu

rl/Captive Portal

IP ToS (QoS) supported per RFCs:

1349, 2474 and 2481

SIP and H.323

Real and emulated voice calls

http:// and ftp:// URLs

HTTP Authentication types (Basic,

Digest, GSS, NTLM).

POP3, P2P, iSCSI

ANENENE NN

<

A N N N N N N N N N N N N NN

Auth/Encryption Methods

WPA
WPA2

WPA3

OSEN

WEP

EAP-TLS

EAP-TTLS
EAP-MSCHAPV?2
EAP-MD5
EAP-OTP
EAP-GTC
EAP-PEAP
EAP-SIM
EAP-AKA
EAP-IKEV2
EAP-FAST
WFA-AUNAUTH-TLS
WPA-PSK
FT-PSK(11r)
FT-EAP(111)
WPA-PSK-SHA256
FT-SAE
WPA-EAP-SUITE-B
FILS-SHA256/384

OWE
Protocols
v 802.11a/b/g/n/ac/ax/axe/be
v 802.11k
v 802.11v
v 802.11u
v" Hoftspot 2.0
v 802.11w
v' WebAuth/Captive Portal

AN

AN N N N N N N N U U U U N N NN

Client Capacity Test

Client Connection Test

Clear Channel Assessment (CCA)
Test

Data Plane Throughput Test
Traffic Mix Test

Rate vs Range Test

Receiver Senisitivity Test
Roaming Test

Multi-band Test

Multi-SSID Test

Airfime Fairness Test

QoS Test

Application Performance Test
Load Balancing/Band Steering Test
Mu-MIMO Performance Test
Long Duration Stress Test
Co-existence Test

DFS Test

Captive Portal Login Test
Traffic Shaping/Policing Test
Performance over Antenna
Orientation Test

Services

Custom Test Automation

Custom Testplan Development
Restful APIs

Text based APIs

Full AP Performance Test as Service

SNENENENEN

TECHNOLOGIES

v' 0to 95dB Programmable
Attenuation

v" Most of the ETSI, FCC Radar Pulses

v' Can modify various network
attributes including: network-
speed, latency, jitter, packet-loss,
packet-reordering, and packet-
duplication.

v' Supports Packet corruptions,
including bit-flips, bit-transposes
and byte-overwrites

v WAN-capture Playback

v' WiFi Impairments : Ignore % Rx
Frames, Corrupt % Tx Frame,
Duplicate % Tx Frames, Delay %
Frame processing,

v' RF Noise Generation

v' Co-channel / Adjacent Channel
Interference.

v' Custom Payloads

Accessories

RF enclosures
Programmable Attenuators
RF Noise Generators
Channel Emulators
Programmable Turntables
RF Cables
Splitter/Combiners
Antennas

AN N N NS



SYSTEM CAPABILITIES SUMMARY Candeia

Station/AP Controls Impairments

Traffic Gen

v IP/MAC Address v |Pv4/IPv6/TCP/UDP/VOIP IPv4/IPvé Addresses v' 0 to 95dB Programmable

v' DHCP/IPV4/IPVé v All kinds of WiFi traffic Tx/Rx Mbps / Pps Atftenuation

v SSID/BSSID v FulliPerf and Native traffic Rx/TX Errors v Most of the ETSI, FCC Radar
v Most Authentication & Encryption Gen support Tx/Rx PHY Rates Pulses

AN NN

AN

protocol handshakes

Rate Adaptation / Retry Limits /
Tx Rates

Power Save Settings

Band Steering Settings
Passive/Active Scanning

IBSS Mode/ Mesh Mode / WDS
Mode

Slot Times/Guard Intervals
AMPDU/AMSDU settings

(Basic, Digest, GSS, NTLM).

v SSL/HTTPS certification

v" Over 28,000 URLs per second
per Resource

v" Over 3000 HTTP simultaneous
connections each with
unique MAC and IP address

v' Maximum aggregate
download speed 9.74 Gbps
on 10GE

v' 2000 NFS Endpoint/clients
per ressource

v POP3, P2P, iSCSI

N N N N N N N N N N N NN

% Retry and Failed Retries
Frame Sizes

Failed Login Attempts

PESQ / MoS /Voice Quality
Jitter/Latency/Dropped Calls

Methods v' Ping/Traceroute/DNS/SMTP/T Channel v' Can modify various network
v HT/VHT/20/40/80/160 MHz modes elnet/Curl/Captive Portal Access Point connected attributes including: network-
v 802.11a/b/g/n/ac Modes v IP ToS (QoS) supported per RSSI speed, latency, jitter, packet-loss,
v Advanced EAP Authentication RFCs: 1349, 2474 and 2481 Noise Level packet-reordering, and packet-
v 802.11u/ Hotspot 2.0 v" SIP and H.323 Connection Time duplication.
v Fast Reauth/ Fast Roaming v Real and emulated voice DHCP Handshake Time v Supports Packet corruptions,
v 802.11k/v* calls ANQP Time including bit-flips, bit-transposes
v 802.11w v allows http:// and ftp:// URLs 4-way Handshake Time and byte-overwrites
v' Custom Information Elements to be accessed with multiple Last Connection Attempt Time v' WAN-capture Playback
v Delay Handshake Responses sessions WiFi Connection Time v WiFi Impairments : Ignore % Rx
v' Corrupt/Ignore frames in v' HTTP Authentication types Disconnect Duration Frames, Corrupt % Tx Frame,

Duplicate % Tx Frames, Delay %
Frame processing,

RF Noise Generation
Co-channel / Adjacent Channel
Interference.

Custom Payloads
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802.11ac Access Point Test Plan - Overnight Candeia

»  Connect and Disconnect 20 clients each on 2.4Ghz and
5Ghz radios using Open, WPA-PSK, WPA-Enterprise
methods, measure connecting fimes and connection
drops.

»  Run full line rate traffic with single client in 4x4 MIMO
80Mhz mode in 5GHz and 3x3 MIMO 40 Mhz in 2.4GHz.
Measure and Benchmark maximum throughput.

» Load all radios and ethnet interfaces simultaneously with
full line rate traffic and measure the maxium achieved
system throughput

»  Create lots of clients and connect them to the AP and
then cause lots of roams across various security types
and measure romaing performance

»  Fix the MCS rates on the client and send fraffic with same
MCS rate but different transmit power values and measure
receiver sensitivity at all power level. Run test at all MCS rates

»  Measure performance over distance for various traffic
types both Upstream and Downstream.

>

>

>

TECHNOLOGIES

> Run a throughput test with 1,2,5,10,20 and 40 clienfs.
Repeat test on both 2.4GHz and 5GHz bands.

»  Create 3 STAs (1x 2x2 MIMO and 2x SISO) and
measure the increase in froughput when Mu-MIMO
feature is enabled.

»  Connect 1x802.11ac client and 1x 802.11n client
and 1x 802.11a client, run equal amount of fraffic on
all three clients and see if AP distributes airtime fairly.

»  Create different voice, video and data tfraffic streams
with different DSCP settings and WMM settings and
check to make sure the AP provides better throughput
to high priority traffic.

»  Generate different types of Radar Pulses and make
sure the AP can detect Radar and move to a
differen channel and stay off channel.

> Connect lots of clients and run traffic for a 24 hour
period and look for any instability in the AP
performance



Lights Out AP Testbed Setups Candeia

TECHNOLOGIES

£ 192.168.100.64/index htr LA B « 4 n

jora Magazine = Fedora Project B User Communities £ Red Hat F5 Free Content

Controller: TIP Testbed 1
Wed Jun 17 22:05:50 2020

AP Test R ==

o 1 USBHub ON Switch OFF Cycle
A U TO m O 'I-I O n 2 Interior Lights ON Switch OFF Cycle
3 Outlet3 OFF Switch ON
A P TeST 4 Outlet4 OFF Switch ON
. 5 Chamber Fans ON Switch OFF Cycle
A U 'I'O m O 'I'I O n 6 LANforge System g ON Switch OFF Cycle
7 DUT ON Switch OFF Cycle
8 Outlet8 OFF Switch ON
Master Control
All Qutlets OFF
All Outlets ON

Cycle all Outlets
Sequence delay: 10 sec.

- .. ') 4 +
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Fully Automated Basic AP Testbed

LED Lighting

AP
Under Test

WiFi Stations Autormation
Radius Server Impairments
Programmable -
A/C Power Switch Traffic Generators RF Sniffer
Power

Network Servers

Eth - Data

Serial

RF Enclosure

Serial

Eth - Data

Eth - Mgmt

usB

——ﬁ

USB
Serial
Hub

Eth
NYifelg

Eth

m—  S\vitCh

» Run 100s of tests fully automated without having to touch the testbed once setup with the DUT.

» Automate AP settings, upgrade and reboot APs through serial interface connected to LANforge system.

» Programmable Power Switch to power cycle all devices remotely.

» Can create any kind of custom tfest scripfs.

TECHNOLOGIES

Infernet

Test
Automation

Host
Machine

LAB

Eth
Out

Network




.,
WiFi Client Capacity Test Candeia

[
The Candela WiFi Capacity test is designed to measure performance of an Access Point when handling several WiFi Stations. The test

allows the user to increase the number of stations in user defined steps for each test iteration and measure the per station and the
overall throughput for each trial. Along with throughput other measurements made are client connection times, % packet loss, DHCP
times and more. The expected behavior is for the AP should be able to handle several stations (within the limitations of the AP specs)
and make sure all stations get a fair amount of airtime both in the upstream and downstream.
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Dataplane Test

JE

The Candela WiFi data plane test is designed to conduct an exhaustive walk through of all combinations of station types, MIMO types, Channel
Bandwidths, Traffic types, Traffic direction, Frame sizes etc...and run a quick performance test at every combination of these test variables and plot all the
result a chart to compare performance. The user is allowed to defined an intended load as a percentage of the max theoretical PHY rate for every test
combination.

The expected behavior is that for every test combination the achieved throughput should be at least 70% of the theoretical max PHY rate under ideal test
conditions. This test provides way to get through hundreds of combinations in a fully automated fashion and very easily find patterns and problem areas
which can be further debugged using more careful testing.

Channel|Security|NSS| Mode [Bandwidth| PDU|Traffic-Type|Direction [Atten|Duration|Offered-1m| Rx-Bps |Rx-Bps-lm|Rx-Bps-3s|Thearetical|[RSSI| Tx-Failed |[Tx-Failed%| Tx-Rate | Rx-Rate | Mode

157 auto |3 [Bo2.11an-Ac|B0 64 |UDP DUT-TX  [NA |10 375636278 |B2006786 (82774154 [B2110085 [1209800000(-35 [0/7 0 585 Mbps |1.3 Ghps  |802,11an-AC

157 auto |3 [eoz.11an-acleo 64 |UDP DUT-RX  [NA |10 58675445 |584B7656 (58669531 (58822154 [1299900000)-27 [0 /1146442(0 1300 Mbps [1.3 Gbps 802, 11an-AC

157 auto |3 [so2.11an-Ac|ED 64 |TCP DUT-TX  [NA |10 82612883  [B2081450 [82754520 78784362 120000000035 [0/22627 |0 1300 Mbps [1.3 Gbps  [802,11an-AC

157 auto |3 [Bo2.11a3n-ac[Bo 64 |TCP DUT-RX  [NA |10 68193119 [57910744 [6B027524 67960029 [1299800000-35 [0/ 1057056/0 1170 Mbps [1.3 Ghps (802, 11an-AC

157 auto |3 fe02.11an-Ac(B0 256 |UDP DUT-TX  [NA |10 794434891 |31878518032093006 1,000

157 auto |3 [Bo2.11an-ac(o 256 |UDP DUT-RX  [NA |10 248140311 [247482798(24891779

157 auto |3 [eoz.11an-Ac|eo 256 |TCP DUT-TX  [NA |10 214017649 (213858800(21387888 900

157 auto |3 [so2.11an-ac(so 256 |TCP DUT-RX  [NA |10 176724557 [173728847(17501814 » 800

157 AUTO |3 [B02.11an-AcC[BO 1024|UDP DUT-TX  [NA  [10 941816029 (939300716/93953957 a

157 |AUTO |3 |@02.11an-AC[80 1024UDP DUT-RX |NA |10 852508003 |8s221642185250637 =2 /00

157 AUTO |3 [Bo2.11an-AcC(B0 1024|TCP DUT-TX  [NA |10 886778280 |BH2152010(88431859 = 600

157 auto |3 [soz.11an-acleo 1024|TCP DUT-RX  [NA |10 857774487 |853235642[85670856

157 auta |3 [e02.11an-AC|BO MTU [UDP DUT-TX  [NA |10 968308432 |956770180/95810850 _g- 500

157 auto |3 [Boz.11an-acC|B0 MTU [UDP DUT-RX  [NA |10 1039199500(953035574|96055810 2 400

157 auto |3 [eoz.11an-acleo MTU [TCP DUT-TX  [NA |10 923497341 [915752666(91680383 g

157 auto |3 [soz.11an-Ac|B0 MTU [TCP DUT-RX  [NA |10 940290526 [935195045/93578771 £ 300

157 auto |2 [Bo2.11a3n-Ac[BO 64 |UDP DUT-TX  [NA |10 378401986 (2020019 [82367334 = 200

157 AUTO |2 |e02.11an-AC[BO 64 |UDP DUT-RX  [NA |10 61030017  [B0627326 61031149

157 auto |2 [Bo2.11an-ac(Bo 64 |TCP DUT-TX  [NA |10 81180186 |B1178389 [81185154 100

157 AUTO |2 [B02.11an-Ac(BO 64 |TCP DUT-RX  [NA  [10 70477487  |69B07479 |70360985 0

157 auto 2 [so2.11an-ac[Bo 256 (UDP DUT-TX  [NA  [10 784572901 [318743810(31005216 s 5 o 3
157 AuTo |2 [B02.11an-Ac[BO 256 |UDP DUT-RX  [NA |10 256922016 |257099887(25718518 © 0 & E
157 AUTO |2 [B02.11an-AcC(B0 256 |TCP DUT-TX  [NA |10 215336087 (214365548(21550774 —
157 AuTo |2 [Bo2.11an-AcC[BO 256 |TCP DUT-RX  [NA  [10 183800509 [180087631[18128714 PDU Size

157 AUTO |2 [B02.11an-AcC[BO 1024|UDP DUT-TX  [NA  [10 855622771 |674015653(67891515

157 Auto |2 [so2.11an-Ac[BO 1024|UDP DUT-RX  [NA |10 652023962 [653432901|65393406 |M ch157-UDP-DUT-TX-3NSS-80Mhz-802.11an-AC-1m m ch157-UDP-DUT-RX-3NSS-80Mhz-802,11an-AC-1m
157 Jauto 12 Jso2llan-ACte 1024 TCP DUT-TX _INA__ 10 677016512 880128367166020774 | ch157-TCP-DUT-TX-3NSS-80Mhz-802.11an-AC-1m  ch157-TCP-DUT-RX-3NSS-80Mhz-802.11an-AC-1m
157 auto |2 [B02.11an-ac[so 1024[TCP DUT-RX  [NA |10 634571098 |625403476(63027596

157 AUTO |2 |B02.11an-AC|BO MTU |UDP DUT-TX  INA |10 858803620 |733473400|73660390 ® ch157-UDP-DUT-TX-2NSS-80Mhz-802.11an-AC-1m = ch157-UDP-DUT-RX-2NSS-80Mhz-802.11an-AC-1m
157 AUTO 2 |BO2.11an-AC|BO MTU |UDP DUT-RX  [NA  [10 732609278 [727490182|73119490 |% ch157-TCP-DUT-TX-2NSS-80Mhz-802.11an-AC-1m M ch157-TCP-DUT-RX-2NSS-80Mhz-802.11an-AC-1m
157 auTo |2 [Boz.11an-AcC(Bo MTU |TCP DUT-TX  |NA |10 719999737 |707701884(71061298

157 auto |2 leoz 11an-acleo MTU [TCR DuT-RX  MA 10 681104936 |676757431/6806091514 [6704R4806/866600000 [-36 o/ e1s10s [0 la66.7 Moos[a66 7 Mboslaoz 11an-ac]




WIFI Client Reset Test

The port reset test allows user to create lots of WiFi stations and connect them the AP
under test and then disconnect and reconnect a random number of stations at
random intervals. The objective of this test is to mimic an enterprise/large public venue
scenario where a number of stations arrive, connect and depart in quick succession.
This test when run over a long duration can stress the various control and management
aspects of the core Access Point functions and can often times find very interesting
problems with the APs.

Number
N
o

Testing WiFi networks in highly
crowded environments with
® Port Resets ®m Disconnected m Scans  Association Attempts ® Auth Timeouts = Association Rejected = Connected ] OOOS Of W|F| C|IeﬂTS AI’I’IVIng

Totals

and Departing.



D)

Rate vs Range Test Candeia

This test measures the performance over distance of the access point. Distance is emulated using programmable attenuation and a throughput test is
run at each distance/RSSI step and plotted on a chart. The test allows the user to plot RSSI curves both upstream and downstream for different types of

traffic and different station types.

RX (Mbps)
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Throughput vs Antenna Orientation

This fest measures the performance of the DUT atf different antenna orientations. Different
antenna orientations of the transmitter will respect to the receiver may results in huge variations

of performance caused by antenna nulls and dead spots .
programmable turntable, the DUT is rotated to various angles and upstream/downstream
throughput is measured at each orientation and the results are plotted on a polar plot.

Using a large chamber with @

Tﬁroughput (iVIbps) related to Signal and Rotation

Candeija

TECHNOLOGIES
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Receiver Sensitivity Test Candeia

In the real-world the Access Points receiver is expected to handle stations at many different receive signal strengths and many different stations transmit
modulation and coding schemes (MCS rates). The Candela Receiver Sensitivity test provides an excellent way to test the AP receiver for all combinations of
station transmit power and MCS rates and measure packet loss and throughput for all combinations.

The test plots the receiver sensitivity curves and can provide a clear indication of problem patterns for certain combinations of Tx power and MCS rates. The
expected behavior is for the AP to achieved equal of better receiver sensitivity as defined by the spec for all RSSI and MCS settings.

Throughput vs Calculated Signal
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Airtime Fairness Test

Test Description

v' Create 3 clients in the 5GHz band. Client1 : 11ac, Client2: 11n and
Client3:11a.

v AP transmitting TCP fraffic at full infended load to all three clients.

v' Total throughput and throughput per station were measured.

Result Observations

v The expected result is that if airtime fairness is working the AP needs
to evenly distribute the adirfime between the 3 clients resulting in the
highest throughput for 11ac and least(by non zero) throughput for
11a client.

v The Vendor A performed as expected, resulting in a very impressive
total throughput of 567Mbps

v" Vendor B performed very poorly and the 11n client performed
better than the 11ac client, clearly showing airtime fairness is not
working on both these APs.

TECHNOLOGIES

350,000,000 1
300.000,000
- 250,000,000
W
o
2 200,000,000
w
% 150,000,000
>
100,000,000
£0,000,000
[s] —
802.11ac 802.11n 802.11a
Stations
[ TcP-Downioad @ TCP-Upioad]
Vendor A
22,500,000
20,000,000 1
~ 17,500,000
]
a 15,000,000
o
“5'_" 12,500,000 4
= 10,000,000 |
2 7,500,000
5,000,000 4
2,500,000 4
ol

802.11ac 802.11n 802.11a

Stations

[m TcP-Download m Tee-Upioad]




QoS Performance Test

Test Description

v

v

v

Test run with 4 clients connected to the 5GHz radio of the AP
under test.

Downlink(AP to client) TCP fraffic streams were set up to each
client with different QoS access categories to each client (
Client1: Voice, Client2: Video, Client3: Best Effort a Client4:
Background

All 4 traffic streams were run at full rate.

Result Observations

v

v

The Vendor A AP provides similar throughput to Video and
Voice traffic and the Best Effort fraffic got lower throughput
followed by Background with the lowest throughput, clearly
showing that QoS works on this AP.

The Vendor B AP provided better throughput to Voice traffic,
but clearly provided the same amount of throughput for all the
other access categories. It looks like this AP has only 2 priority
queues instead of the usual 4.

Candeig

TECHNOLOGIES

C V0|ce (ToS ]92) - 161Mbps AC: Vldeo(ToS 128) - ]6]Mbps

AC: Best Efforf(ToS 926) — 70Mbps

AC: Background(ToS 64) — 16Mbps

0 o0:16.0 oo27.0 o0:38.0 00:50.0 ol:01.0 o120 oL:240 oL:3s.0 oli46.0 o1:57.0 o208.0 o200 o2:31.0 02:43.0 02:54.0 2015.07.03 160217

AC. oice (ToS 192) - 238Mbps

AC: Best Effort(ToS 96) -86Mbps  AC: Video(ToS 128) — 80Mbps.

AC: Background(ToS 64) — 81Mbps




Near/Far Clients Test

Test Description

v

v

v

v

Three clients were created, one each on three different LANforge
radios.

Each client is connected to the DUT chamber through a different
programmable attenuator allowing for different distances emulated
for each client.

The path loss created for the three clients was 45dB, 65dB and 85dB
representing a Near, Medium Distance and Far Clients respectively.
Test run at full rate TCP downstream from AP to all three clients and
throughput is measured for each client.

Result Observations

v

In the case of the Netgear AP, the performance was as expected,
with the near clients achieving the most throughput with lesser
throughput from the Medium and the Far clients.

In the case of True APs the throughput dropped steeply for the
Medium and the Far clients resulting in a smaller total throughput
than the Netgear AP.
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@
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Long Duration Stability Candeia

TECHNOLOGIES

Test Description zaioigool
v' This test was run with 32 clients each on both the radios with alll s
client sending and receiving TCP fraffic at full rate.

v The idea was to fully stress the AP for long test duration (in this
case 1 hour, but the test should ideally be run for 24 hours). 00,000,000 ( "

Result Observations rsonono || My Yyt x»;f»« ~h~f~w WW N MM¢ M’)‘J

v The Vendor A AP showed almost consistent performance all S
through the 1 hour test duration.

000,00
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RX (bps)

v The Vendor B AP for a large part of the test had very low Tl e 12 14 136 1w JOE Y e e 1
throughput as none of the traffic flows on the 5GHz band were Essa e —Dowied i)
running properly. At around the halfway point of the test, the
SGHz traffic started to run and so increased the overall
throughput.
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MuU-MIMO Performance Test %

Test Description 350,000,000 4
v Test was run with 3 Mu-MIMO clients connected to the 300,000,000 -
APs 5GHz radio. Client1 was set to 2x2 MIMO and _ 250,000,000
Client2 and Client3 were sef fo 1x1 Mode. 8 00 000,000
v' TCP fraffic is run aft full rate from AP to all three stations. < '
Result Observations § 1enoone
v The expected result is the 4x4 MIMO AP should be able 100,000,091
to beamform simultaneously to all three stations. 50.000.000
v Vendor A AP performed excellently with 325Mbps o
throughput to the 2x2 client and 200 Mbps each to the 2x2 MIMO 11ac Client 1x1 MIMO 11ac Client 1x1 MIMO 11ac Client
two 1x1 clients, achieving a total of 758Mbps
throughput . . Stations
v Mu-MIMO was not working at all on Vendor B AP. | LOP-Downioad @ UDP-Upload)

Because of this the total throughput was less than 300
Mbps for both the APs.

100,000,000 Total Throughput : 268 Mbps
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Day in the Life of a Coffee Shop Access Point

Visit date start
7/10/2019 0:02
7/10/2019 0:04
7/10/2019 0:05
7/10/2019 0:21
7/10/2019 0:24
7/10/2019 0:27
7/10/2019 0:31
7/10/2019 0:34
7/10/2019 0:35
7/10/2019 0:36
7/10/2019 0:39
7/10/2019 0:47
7/10/2019 0:53
7/10/2019 1:00
7/10/2019 1:05
7/10/2019 1:07
7/10/2019 1:11
7/10/2019 1:13
7/10/2019 1:16
7/10/2019 1:22
7/10/2019 1:23
7/10/2019 1:24
7/10/2019 1:29
7/10/2019 1:32
7/10/2019 1:41
7/10/2019 1:52
7/10/2019 1:55
7/10/2019 1:58
7/10/2019 1:59
7/10/2019 2:04

Visit date end Download

7/10/2019 0:04351627.0 B
7/10/2019 0:224.7105071E7 B
7/10/2019 4:051.3008324E7 B
7/10/2019 0:21414.0 B
7/10/2019 0:261527739.0 B
7/10/2019 0:445.9727372E7 B
7/10/2019 0:371190041.0 B
7/10/2019 1:088.5999986E7 B
7/10/2019 0:381276129.0B
7/10/2019 0:458020413.0 B
7/10/2019 0:44733313.0 B
7/10/2019 2:292.8476303E8 B
7/10/2019 0:582.11845603E8 B
7/10/2019 1:364.455044E7 B
7/10/2019 1:512651742.0B
7/10/2019 1:083003403.0 B
7/10/2019 1:272.343592E7 B
7/10/2019 4:555.3491009E8 B
7/10/2019 4:341.43801092E8 B
7/10/2019 5:222.11108569E8 B
7/10/2019 5:235423068.0 B
7/10/2019 1:341121260.0 B
7/10/2019 1:383.3440411E7 B
7/10/2019 1:341528406.0 B
7/10/2019 2:407.342847E7 B
7/10/2019 2:098598326.0 B
7/10/2019 1:581.5047469E7 B
7/10/2019 2:101.69738271E8 B
7/10/2019 2:155.156241E7 B
7/10/2019 2:053.3489639E7 B

Upload
113419.0B
1859678.0B
1701971.0B
4179.08B
243094.0 B
2756779.0B
88373.0B
3489004.0 B
852757.0 B
1023410.0 B
566094.0 B
1.1469431E7 B
1.0356751E7 B
5108056.0 B
728853.0 B
208901.0 B
2657370.0B
3.6869387E7 B
6932686.0 B
2.9101562E7 B
4811633.0B
278450.0 B
1482691.0B
192901.0B
3158211.0 B
938985.0 B
1440084.0 B
4848470.0 B
2562057.0B
1243454.0 B

Device
Phone
Phone
Phone
Phone
Phone
Desktop
Phone
Phone
Phone
Phone
Phone
Phone
Phone
Phone
Phone
Phone
Phone
Phone
Phone
Phone
Tablet
Phone
Phone
Phone
Phone
Phone
Desktop
Desktop
Phone
Phone

(0}
Android
iOS
Android
Android
Android
Windows NT
iOS

iOS

iOS
Android
iOS
Android
iOS
Android
Android
Android
iOS
Android
Android
Android
Android
Android
iOS

iOS

iOS

iOS
Mac OS X
Mac OS X
Android
iOS
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Length of stay
Im 53s
17m 44s
3h 59m 58s
19s

Tm 20s
16m 52s
6m 28s
33m 50s
3m 7s

9m 42s

5m 3s

1h 41m 50s
S5m 19s
35m 44s
46m 12s
33s

15m 57s
3h 41m 565
3h 18m 3s
3h 59m 59s
3h 59m 59s
10m 4s

9m 36s

Tm 10s
58m 50s
16m 565
2m 20s
11m 565
15m 34s
1m 37s
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Large Scale Client Testbed Requirements Candeia

v' Emulate 2000 WiFi Stations
v Mix of 1Tax, 11Tac and 11n stations
v Test 50 APs representing an entire campus.
v' APs across different channels, SSIDs, security types etc..
v Test with 1000s of real work traffic streams.
v' Recreate various real work load scenarios in the lab.
v University Campus
v Small and Medium Enterprise
v Shopping Mall
v Small/medium/Large Hotel
v' Create various types of roaming patterns.
v' Create groups of APs to test for load balancing
v Create application layer traffic to test DPI, device profiling, traffic shaping/policing
functions on the AP.
v Test insight Application.
v Automate 1000s of test cases and DUT configurations.



Candeia

Example University Campus Test Profile

» 08:00am - 12:00pm
v' 2000 devices connect to 50 APs across 25 classrooms.
v" 1000 students start browsing the internet for class research
v' 500 students watch online lectures
v' 500 university staff browse internet , place VOIP calls
» 12:00pm - 03:00pm
v" 1000 students move from classrooms to cafeterias and dorms causing lots of roams.
v' Students use their personal devices like smartphones and tablets of various kinds.
v' 200 devices of various kinds (POS terminals, scanners etc..) operate in the cafeterias.
» 03:00pm - 06:00pm
v' 500 students congregate in the indoor basket ball courts, watch real-time game scores and replays.
v' 200 students meet in the library and do online research for class projects.
v Radar detected on some of the 5GHz channels.
» 06:00pm — 09:00pm
v 1000 members are in the school theater participating in the school play and actively sharing details on
social media.
v' 500 students participating in live voting and surveys for student body elections.
v' 500 students and staff watching soccer game and tweeting.



Key Performance Indicators Candeia

TECHNOLOGIES

Client Connection Times
Connection Reliability / Uptime
Performance over Distance
Upload/Download Speeds
Roaming Delays

Network Latency

File Download Times

Voice Quality

v Video buffering and stalls

v Video streaming Quality

v Consistent quality over time.

AN N N N N N



Large Scale Campus Testing in the Lab -

TECHNOLOGIES

GHE0OH0 ooOon ooooo aohasc

LANF : 200 STAs, 8 radios, .
QOOOOf;gfeﬁc streams racios LANforge: 200 STAs, 8 radios,
2000 traffic streams

Totals:
11ax Clients — 20
11ac Clients — 640 Candela
11n clients — 1340 ligeliile
. Radios — 40 Server rado R ise
Traffic Streams — 20,000 1GE | 10GE | 20000 traffic Streams Generator

LANforge: 200 STAs, 8 radios,

2000 traffic streams

B 8l

LANforge: 200 STAs, 8 radios, LANforge: 200 STAs, 8 radios,

2000 traffic streams 2000 traffic streams
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AP Auto Test Suite

Throughput Test

Long Term Stability Test

Client Connectivity Test

Connect lots of clients
across multiple bands
using various security types o o
and measure connection
times and provide
PASS/FAIL results

\ <

Dual band Performance Test

Run a binary search
mechanism o measure
throughput of the DUT at
various packet sizes,
mpare it with pass criteria
and provide PASS/FAIL

Run Throughput on one radio at
a fime on the AP and then run
throughput test simultaneously

on both bands (radios) and
check if there is degradation in
performance when both bands
are used

results

Mixed Stability Test

Allows the user to create a
mix of voice, video and
data traffic and run tests for
long durations with a large
number of clients to mimic
real-world client and traffic
load paftterns.

Create a mix of clients and
w fraffic and run tests for long
duration and measure if
there is any performance
degradation over fime.

\

Mixed Capacity Test

Allows the user to create a
mix of voice, video and
data traffic and run tests for
long durations with a large
number of clients while
randomly disconnecting
and reconnecting cliengs.




AP Auto Test Suite

.

AP Automated Test

0100

[rSettinqs | Advanced Configuration r Stability Configuration r Capacity Configuration r Pass/Fail Configuration rReport Configuration |

Selected DUT 2G:

Selected DUT 5G:

Open DUT PSK DUT Enterprise DUT
|TR398-DUT NETGEARGE |v| |NA |v| |NA |v|
|TR398-DUT NETGEARGE-5G |v| |I\IA |v| |NA |v|

Upstream Port: 111 ethl

2.4Ghz Radios 5Ghz Radios

[1.1.8 wiphyl |+ [1.1.3 wiphyo v
[1.1.9 wiphy3 | ¥ [1.1.5 wiphy2 v
[1.1.10 wiphy5 | ¥ [1.1.7 wiphy v
| =] | M
| ]| M
| ]| M
| ]| M
| ]| M

Tests to run:

Estimated Test Duration: 7 m

[ ] Basic Client Connectivity [ ] Throughput vs Pkt Size

[ ] Dual Band Performance [ ] Capacity

Stability

[]Long-Term

[ ] Another lteration

[]Pause

Cancel

Test Setup Information |
Device Under Test NETGEARGE-5G NETGEARGE
Operator John Smith
Estimated Run Time 1.95h
|Actual Run Time 3089 h
Summary Results
Test Result (20918 gyapsed info
Max Stations Connected: 64

|Basic Client Connecﬁ«llyi%lmL B0

4. 708 m

Tatal Stations Conpected: 160.0 / 160.0
ITatal Stations Connected In Time: 37.0 / 160.0
[Combinations Testeo: 3.0/ 9.0

Throughput vs Pkt Size

18340

Total Reported vs Reguested: 2,368,97 / 1,864,00 Mbps

IDual Bang Parformance

2.809 m

IDuakConcurrent vs 90% of Sum; 926.83 Mbps / 1,202 47 Mbps
IDuak-Concurrant vs 90% of Sum: 954 68 Mbps / 901.37 Mbps

KCapacity

24.029 m

[2.4Ghz 12 Stations, 24,23 Mbps
Total throughpat: 24,23 Mbps / 401,99 Mbps (P/F Auto-Calculated)

[ 4Ghz 12 Stations, 338 34 Mbps
Total throughput: 338 34 Mbps [ 401,99 Mbps (P/F Auto-Calculated)

I5Ghz 64 Statlons, 25.42 Mbps
Total throughput: 25.42 Mbps /818,20 Mbps (P/F Auto-Calculated)

[2.4Ghz 32 Stations, 2557 Mbps
15Ghz 33 Statlons, 24.76 Mbps
[Total throughput: 50,34 Mbps /1.220.19 Mbps (P/F Aute-Calculated)

Stability ‘ |67

37579 m

[Station Resets: 66,0

IStation Connections: 66.0

uth Timeouts: 0.0

Wssaciation Rejected: 0.0

andwidth Check: 152.0/504.0

TA Connected Check: 160.0/160.0

Long-Term

5473 m




AP Auto : Client Connectivity Test

The client connectivity test is designed to check how
well the AP can handle lots of clients trying to connect
at the same time across both 2.4 and 5 GHz bands. The
test systems creates and connects lot of clients and

measures client connection times,

association aftempts, Auth

rejections etc..

number of scans,
tfimeouts,

Association

The test also lets the user define a PASS/FAIL criteria and

the provides the user test results.

Type | Result Notes
DUT: TR398-DUT NETGEARGS CH 1 1.1.10 sta00500|FAIL PSK DHCP: 14683ms Connect: 324 /50 ms
DUT: TRISE-DUT METGEARSE CH 1 1.1.11 stal0Z01 | FAIL PSK DHCP: 10155ms Connect: 538 / 50 ms

DUT: TRIZE-DUT NETGEARGS CH 1 1.1.12 sta00502 FAIL

PSE DHCP:

8162ms Connect: 102 / 50 ms

DUT: TRISE-DUT METGEARBSE CH 1 1.1.13 sta00503(FAIL

FSK DHCP:

31e6lms Connect: 29384 7 50 ms

DUT: TRIZE-DUT NETGEARES CH 1 1.1.14 sta00504 FAIL

PSK DHCP:

13416ms Conneck: 334 /50 ms

DUT: TRISE-DUT METGEARSS CH 1 1.1.15 sta00505|FAIL

PSE DHCP:

10179ms Connect: 107 /50 ms

DUT: TR3I93-DUT NETGEARGS CH 1 1.1.16 5ta00506|PASS

PSK DHCP:

7479ms Cannect: 41 / 50 ms

DUT: TRIZE-DUT NETGEARGSE CH 1 1,1.17 sta00507 PASS

PSE DHCP:

7448ms Connect; 41 / S0 ms

DUT: TRISE-DUT METGEARBS CH 1 1.1.18 stal0508|PASS

PSE DHCP:

T022ms Connect: 38 /50 ms

DUT: TR398-DUT NETGEARGS CH 1 1.1.19 stal0509|PASS

PSE DHCP:

T623ms Connect: 39 /50 ms

DUT: TRISE-DUT NETGEARSS CH 1 1.1.20 staD0510|PASS

PSE DHCP:

7426ms Cannect: 40 / 50 ms

MEIT: TRIGAMNT METREARES FH 1 1 1 21 ebaflAnnlEan
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AP Auto : Throughput Test

The throughput test conducts a binary search and
measures the maximum amount of traffic that can be
forwarded at zero or acceptable packet loss. This
procedure is repeated for each packet size and each
frequency band.

Throughput is plofted for each frame size and PASS/FAIL
results are provided based on the user defined criteria.

450 ;

Throughput Mbps

k. L. L i
(=1 w (=] (k] (=3 (L
[=] (=1} [= [=

]
B

2.4Ghz Throughput vs Packet Size

TECHNOLOGIES

Realtime Throughput for: Throughput vs Pkt Size

X (Mbps)

M 19 420 04 30 M AD o B

| Iproan KX pps

0500 0510 0%:20
Date

0530

Dowrvaan Rx l.ml

| I I
255 512

Packet Size

1034

m Dowrload @ Linload

]

Throughput vs Pkt Size Results

Type

[Result]

Notes

2.4Ghz Download 256 |Info

291.59 Mbps PER: 0.63

2.4Ghz Download 512 |Info

413.21 Mbps FER: 0.04

2.4Ghz Downlaad 1024|Info

452.84 Mbps PER: 0.95

2.4Ghz Download MTU [PASS

446.66 ) 282.00 Mops PER: 0

2.4Ghz Upload 256 Info  [210.02 Mbps PER: D

2.4Ghz Upload 512 [Info [219.85 Mbps PER: O

2.4Ghz Upload 1024 |Inf|:: 281.95 Mbps PER: D

2.4Ghz Upload MTU  [PASS [291.84 / 282,00 Mbps PER: D
5Ghz Download 256  [Info [332.36 Mbps PER: 0.76
5Ghz Download 512 |Ir1fu 66876 Mbps PER: 0.58
5Ghz Download 1024 |Info  [BO3.04 Mbps PER: 0.24
5Ghz Download MTU  [PASS [909.11 / 650.00 Mbps PER: 0
5Ghz Upload 256 [info  [260.56 Mbps PER: 0

5Ghz Upload 512 |Inf|:: 551.01 Mbps PER: O

5Ghz Upload 1024 info  [732.04 Mbps PER: 0

5Ghz Upload MTU [PaSS [721.37/ 650.00 Mbps PER: 0




Throughput Test Result Analysis Example

TECHNOLOGIES

Traffic Type [Traffic Direction *
Channel BW => 20 MHz 40 MHz 80 MHz
MIMO Type => NSS1 NSS2 NSS3 NSS4 NSS1 NSS2 NSS3 NSS4 NSS1 NSS2 NSS3 NSS4
32%
32%
50%
63%
84%
44% 66% 73% 66% 48% 68% 60% 46%
48% 66% 71% 72% 52% 71% 72% 40%
DUT-RX 62% 70% 76% 80% 68% 80% 81% 77%
68% 71% 75% 74% 73% 75% 74% 65%
75% 74% 84% 83% 77% 73% 88% 82%
| 18%  35%  32%  27%
35% 39% 34% 30%
51% 64% 63% 55%
62% 66% 71% 67%
73% 62% 73% 79%
TCP 33%
30%
45%
55%
59%
40%|  45%  33%  28%  37%  36%  27% _ 21%
48% 51% 38% 32% 43% 42% 28% 32%
DUT-TX 71% 72% 50% 41% 64% 68% 49% 55%
88% 85% 56% 59% 79% 80% 64% 62%
89% 89% 55% 59% 86% 84% 68% 59%
| 2%  32% 277  23%
44% 36% 31% 27%
65% 56% 48% 43%
78% 61% 40% 48%
84% 62% 43% 57%




AP Auto : Dual Band Performance Test

The Dual band performance test is designed to check if
the AP has any systems limitations with resources that are
shared across multiple radios on the AP. The test runs
traffic at full rate on the 2.4GHz first and then repeats the
test in the 5 GHz band. Then the tests is run with full line
rate traffic on both bands simultaneously. The
combined throughput across both the bands when the
tests are run separately are compared to the combined
throughout when both the bands are loaded
simultaneously . The PASS/FAIL criteria is determined
based on how close the dual concurrent throughput is
to the combined throughput.

Mbps

1,400
1,300
1,200
1.100
1,000

2.4Ghz

TECHNOLOGIES

Throughput for different bands

a00
ao0
700
600
500
400
300
200
100

0

Cambmed Dual- Cancurrent
Band
® Download m Upluad|

Dual Band Performance Results

Type

Result

Notes

2.4Ghz Download
5Ghz Download

Dual-Concurrent Download

2.4Ghz Upload
5Ghz Upload

Dual-Concurrent Upload

PASS
PASS

FAIL

PASS
PASS

PASS

453,28 Mbps PER: 7.01
882.79 Mbps PER: 1.71

926.83 Mbps PER: 2.16
Dual-Concurrent vs 90% of Sum: 926.83 Mbps / 1,202.47 Mbps

292.03 Mbps PER: 0
709.50 Mbps PER: 0

954.68 Mbps PER: 0
Dual-Concurrent vs 90% of Sum: 954.68 Mbps / 901.37 Mbps




AP Auto : Mixed Stability Test Candeia

This test allows the user to create a number if real

world test scenarios with a mix of voice, video and stability Duration: 1600 (10 min) || CIReset Radios
data traffic streams with lots of WiFi clients Concurrent Ports to Reset: single @) |+|
COﬂneCﬁﬂg and diSCOﬂﬂeCﬂﬂg to the WiFi network. Minimum Time between Resets: |20 seconds (20 s) |v| Maximum Time between Resets: |3G seconds (30 s) |v|
This fest is designed to bring more realism to testing VOIF Gall count penei(0)() -]
in the lab and reproducing very interesting memory Video EmiationRate: [sD 360p (700 Kops) || ideo Bufer size: 500k (488.28125 KB) | v |
leaks  deadlocks and ofher AP erformance Stability UDP Min Download Rate:  |500000 (560 Kbps) | v | stability UDP Max Download Rate: 1 (1544 wops) ||
|I that . i ; T'p | Stability UDP Min Upload Rate: [se0000 (s00 Kbps) | | stability UDP Max Upload Rate: 1 (1544 wops) ||
prob ems. ar are missed in lab . es '”9 an only Stability TCP Min Download Rate: ~ [500000 (500 Kbps) | v | stability TcP Max Download Rate: L (1544 mops) ||
appear in the real when dealing with diverse Stability TCP Min Upload Rate: [s00000 (500 Kbps) [+| stability TcP Max Upload Rate: M (1ssa mps) |+
client/load patters, stress, scale and long service Stability stall threshold UDP Upload: (100000 (100 Kbps) | »| stability stall threshold UDP Download: [100000 (100 Kbps) |~
hours. Stability stall threshold TCP Upload: [100000 (100 Kbps) | v | stability stall threshold TCP Download: [100000 (100 kbps) |+ |
Stability stall threshold Video: [100000 (100 Kbps) | v | stability stall threshold VOIP: [zero (0 bps) |~
Throughput for each Station: 2.4Ghz_802.11abg Connection totals for each band
1.0 ' .
60
0.9 55
ol 50
0.7 45
006 i 40
[
§os g%
04 25
0.3 20
0.2 15
10
0.1 S
0.0 SRR LR ERl SR R AR R A RS R AR R AR R A RS AR Rl Ryl ] o . - -
1 2 3 45 6 7 8 9 10111213 141516 17 1819 20 21 22 23 24 25 26 27 28 20 30 31 32 2.4Ghz 5Ghz Dual-Band
Station Band

W Throughput -DL-Pkt-MTU m Throughput-UL-Plt-MTU ® Connected @ Has IP m No P Not Connected




Emulating Misbehaving WiFi Clients Candeia

TECHNOLOGIES

Current: DOWN LINK-DOWN GRO NONE
Driver Info: Port Type: WIFI-STA Parent: wiphyl

» Create misbehaving clients that can

mimic real-world client behaviors. Port Configurables
> OH.O per client basis set the foIIowmg on ( Sstandard Configuration | Advanced Configuration | Misc Configuration | Corruptions [ Custom WiFi
VAarious monogemen’r frames. Configurable WiFi Corruptions

> Ignore % RX Frames
» Corrupt % TX Frames
» Duplicate % TX Frames

> De|0y Frame Responses Ignore RX Frames Corrupt TX Frames Duplicate TX Frames Delay Frame Processing
> Select one or more types of frames to 7% (759 |~v|[zero (%) |7 [zere (0w 7| Min o (No Delay) (0 ms) |«
apply these corruptions. Max [0 (No Delay) (0 ms) |w]

[_] Any/All EAPOL  [_] EAPOL 2/4 [_] EAPOL 2/4 [ ]EAPOL 1/4
[] DEAUTH (] EAPOL 4/4 [] EAPOL 4/4 [] EAPOL 3/4
[ ]EAPOL 1/4 ] EAPOL 2/2 (] EAPOL 2/2 [ ]EAPOL 1/2
[] EAPOL 3/4 [ ] ID-Response [ ] ID-Response [ ] ID-Request
[L]EAPOL 1/2 [ ] Other-Response [ | Other-Response [_] Other-Request
ASSOC
[ ] ID-Request

[ ] Other-Request




Wireshark Capture File Analysis

RX (All) Retransmit percentage: 5197/78377 == 6.63077178253825
RX (Big) Retransmit count: 5197

TX (All) Retransmit percentage: 3/7108 == 0.0422059651097355
TX (Big) Refransmit count: 0

RX (All) no-ack-found: 56234

RX (Big) no-ack-found: 55705

TX (All) no-ack-found: 6

TX (Big) no-ack-found: 0

RX average gap between AMPDU frames (ms): 0.00344110614165813

RX average AMPDU chain time (ms): 0.0465246330408624
TX BA to RX AMPDU average gap (ms): 1.53520291279184
RX BA to TX AMPDU average gap (ms): 61.600923538208
Duplicate TX BA without AMPDU between them: 54
Duplicate RX BA without AMPDU between them: 32

WMM Info from DUT Beacon

TX Block-Ack packets Acked per Pkt

80

70

60

50

40

30

Packets Acked

20

10

o % s S 4

TECHNOLOGIES

TX Packet Type histogram
Type Packets | Percentagé| py AMPDU chain count histogram
802.11 Block Ack (0x0019) 3657 | 51.449071
Average: 8§.75712971481141
Acknowledgement (0x001d) 9 0.126618 -
Chain Count | Packets | Percentage
Clear-to-send (0x001c) 3390 | 47692741
2 43 1.977921
QoS Data (0x0028) Best Effort (Best Effort) 51 0.717501 3 834| 38362466
Request-to-send (0x001b) 1 0.014069 1 796| 33394664
RX Packet Type histogram 5 20 0.919963
Type Packets | Percentage 6 32 1.471941
802.11 Block Ack (0x0019) 51| 0.065070| | T 22 1.011960
Beacon frame (0x0008) 66| 0.086760| |5 5 0.229991
Data (0x0020) 2| 0002582| [g 3| 0137994
Probe Response (0x0005) 11 0.014035 -
10 1 0.045998
QoS Data (0x0028) Background (Background) 7 0.008931
QoS Data (0x0028) Best Effort (Best Effort) 77121| 98.397480| |11 2| 0.091596
QoS Data (0x0028) Controlled Load (Video) 23| 0.029345| |12 4 0.183993
QoS Data (0x0028) Excellent Effort (Best Effort) 1| 0.001276| |43 1 0.045998
QoS Data (0x0028) Network Control (Voice) 5| 0006379 14 5| 0229991
QoS Data (0x0028) Spare (Background) 9 0.011483
QoS Data (0x0028) Video (Video) 4| 0005104 19 9] 0413983
QoS Data (0xD028) Voice (Voice) 8| o0o010207| |16 3 0.2295:1
QoS Data + CF-Acknowledgment (0x0029) Best Effort (Best Effort) 2 0.002552| (17 4 0.183993
QoS Data + CF-Poll (0x002a) Best Effort (Best Effort) 3| 0.003828| |4g 2| 00919986
QoS Data + CF-Poll (0x002a) Controlled Load (Video) 1| 0001276
- 19 6| 0.275989
QoS Null function (No data) (0x002¢) Best Effort (Best Effort) 3| 0003828
Request-to-send (0x001b) 530| ose7e219| |20 8| 0.367985
Unknown (0x002d) Best Effort (Best Effort) 1| 0.001278| |21 5 0.229991
527| 0.6723%1| |32 18| 0.827967

34:38 34:40 34:42 34:44 34:46 34:48 34:50 34:52 34:54 34:56 VHT/HE NDP Announcement (0x0015)

TX Encoding rate histogram.
Rate Mbps | Packets | Percentage
6.0 3539 49.788970
12.0 9 0.126618
14.4 1 0.014069
240 3509 | 49366911
28.8 1 0.014069
30.0 1 0.014069
450 1| 0.014069
54.0 1| 0.014069
58.5 1| 0.014069
58.6 <] 0.084412
60.0 1 0.014069
65.0 1 0.014069
87.9 12 0.1685824
97.5 2| 0028137
117.0 2 0.028137
17.2 5| 0.070343
130.0 2| 0028137
175.5 3| 0.042206
195.0 1 0.014069
260.0 4 0.056275
263.4 2 0.028137
2925 1| 0.014069
390.0 1| 0.014069
468.0 2| 0028137




EAP-SIM and EAP-AKA Testing Candeis

TECHNOLOGIES

y—@ ——————— W ———————— 1 [ — Wiz A
cus AP : —
l— 1. Connection Estaldishment -
l—— 2. EAP Requestidentity
2. BEAF Responsesiddentity 1
MNAl based [s] 1RSI
¢ SEHon & pesudnnym or ! 4. - Identify sulbscrileer « O
- Get Authenfcation WVector ()
l——————————— = EAP FReguest/AKA- Identity(Any i den tity) —————— Cl
ient AP AAA Server HSS/HLR
5. EAP ResponserARA- Identity -
ANy identity)

|7. - Check WLAN access profile |

| - Derive MK using CKand 1K
. 8. EAP Request/A KA Challenge (RanD, aUTh,
mMaC, Proected pseudonym , nextre-auth id})
T verity ALUTH LANforge 1
- Compute RES, 1K, K

- Derive MK using new computed Ck, 1K

10. BAF Responze/AkKa Challenoe ] .
2= , Client(s) AP AAA Server HSS/HLR
11, - Wetify MAC
- Compare ¥RESand RES

12. EAP-ReguestrAKA Motification

{Success Motification)

13. EAP-Respomse/AKA Motificaton
i _—
(Success Mofification)

14. EAP Success (Key)
—— 16 EAF Success (Key
Client(s) AP AAA Server HSS/HLR

‘ _ 1 LANforge ° l_- LANforge LANforge LANforge

Client AP AAA Server HSS/HLR Client(s) AP AAA Server HSS/HLR

LANforge LANforge

LANforge LANforge LANforge

|: 1— W\Nj{elgelS LANforge LANforge

Client AP AAA Server HSS/HLR Client(s) AP AAA Server HSS/HLR

LANforge




Captive Portal/Web Auth Testing

» Support various types of custom captive

portal implementations.

» Can create custom scripts based on
customer requirements. — e
> Can test with: R
= Redirects - Login Fage
=  Form posts e ‘
- AJAX gin Submit >
- Hidden fields - Redirect to Original GET
= Cookies
=  Security headers — >
» Canscale to 1000s of captive portal logins.
> Can stress the DUT with lots of login e |
attempts/sec from unique endpoints with i o |
different MAC addresses. SORETBCRNMTHINR Rai=s B
» Measure:
= Time to receive the redirects
= Time to Login page
= Login Latency &
= Login Completion Rates T 1somio eems i
Control Reporting Tear-Off |nfo Plugins

Portal Login/Logout Times

B 1.500 {|°
< 1.250{f
2 1.000 |
E

18:06:50 18:06:55

Date

o ) 1
18:06:30 18:06:35 18:06:40 18:06:45 18:07:00

[ = Portal Login Times e Portal Logout Times]

> curl -sgv http://basic-portal/start

STATE: INIT => CONMECT handle 0x25bd9e8; 1ine 1034 {connection #-5000)

Added connection O. The cache now contains 1 members

STATE: CONMECT => WAITRESOLVE handle Ox25hd9e8; line 1071 (connection #0)
Trying 10.26.1.254...

bind-local, addr: (nil) dev: (nil)

STATE: WAITRESOLVE => WAITCONNECT handle 0x25bd9e8; 1ine 1151 (connection #0)

Connected to basic-portal (10.256.1.254) port 80 (#0)

Marked for [keep alive]: HTTP default

STATE: WAITCONMECT => DO handle 0x25bd9eB; 1ine 1229 (connection #0)

GET /start HTTP/1.1

User-Agent: curl/7.41.0-DEV

Host: basic-portal

Accept: */*

STATE: DO => DO_DONE handle 0x25bd9e8; line 1314 (connection #0)

STATE: DO_DONE => WAITPERFORM handle Ox25hd9e8; line 1441 (connection #0)

STATE: WAITPERFORM => PERFORM handle 0x25bd9e8; line 1454 (connection #0)

HTTP 1.1 or later with persistent connection, pipelining supported

HTTP/1.1 302 Found

Date: Fri, 04 Sep 2015 22:52:53 GMT

Server Apache/2.4.7 (Ubuntu) is not blacklisted

Server: Apaches2.4.7 (Ubuntu)

Location: http://basic-portal/login.php

Content-Length: 290

Content-Type: text/html; charset=iso-8839-1

AAAA AN # 3 3 2V VVVV oS R o4 %3 % od

<

<!DOCTYPE HTML PUBLIC “-//IETF//DTD HTML 2.0//EN">

<html><head>

<title»>302 Found</titlex>

</head><body>

<hl>Found</hl>

<p>The document has moved <a href="http://basic-portalTogin.php"=here</a>.</p>
<hr>

<address=Apache,/2.4.7 (Ubuntu) Server at basic-portal Port 80</address>
</body></html>

Version(s

LANforge Manager

I Stop All ] l Restart Manager | [ Refresh | [ HELP ]

[

Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Layer-3

Status L3 Endps WanLinks I Test Mgr |
| Select All || Create || Modify | | Delete

18:07:05

=

Login/Logout ’T‘otals

g

Number
EnNRES EA
cwShSRBEREE

Stations Login OK Stations Logout OK Stations Login Falled

Stations

W Success m Falled|

e | |Custom -L0GoU
-2614:29:29.053 | 3091] Info___ |default _____ lLogout ___[User: default logged out.

Event Description
IT 0.

vo

ubmit_io
defa

A E—
)G I

Disconnect |stal00 (phy #0): disconnected (local request)

Link-Up Port stal00 is Link UP. Port

|stal00 (phy #0): connected to 00:0e:8e:08:db:e9 [Port

Stations Log|

2016-01-26 14:29:29.967

< I

| [T

TTvT




SpeedTest.NET Testing Candeia

TECHNOLOGIES

» Create lots of virtual wired and wireless clients to the network under test and a speed test to real Speedtest.net servers.
» Measure download and upload speeds.

Control Reporting Tear Off Info Plugins

| Stop All | | Restart Manager | Refrash | | HELP |

Attenuators | RF-Generator | Filed0 | Generic | Test Mgr | Test Group | Resource Mgr [ vAP Stations | DUT | Profiles [ TrafficProfiles | Event Log | Alerts | Messages [ Warnings | + | WifiMessages |
Status I Port Mgr I Layer-3 I L3 Endps I Layer 4-7 [ Armageddon I WanLinks I WolP/RTP I VoIP/RTP Endps |

| Select All || Start + || Stop - || Clear |

Rpt Timer: |fas‘t 1 s) |V|Go| Test Manager

Generic Endpoints for Selected Test Manager

| Create || Modify | | Delete |

Name EID Status | Rpt# Last Results Tr Bytes Rx Bytes Tx Pkts PDU/s TX Rx Pkts PDU/s RX | Dropped bps TX bps RX Command Rpt Timer
speedtestd  |1.1.20....|Stopped |1 5789, Tech Futures Interactive Inc.,"Burnaby, BC",2019-11-14T00:19:47.99...[0 B 0B 0 0 0 0 0 12,984 Mbps  |9.086 Mbps vrf_exec.bash sta000... 1.000
speedtests 1.1.19....|Stopped |1 2556,Delta Cable,"Delta, BC",2019-11-14T00:18:47.9422747,42.62090811...|0 B 0B 0 0 0 0 0 4.819 Mbps 33.075 Mbps  |vrf_exec.bash stal00... 1,000
speedtest?7  [1.1.17...[Stopped |1 11142, Green House Data,"Bellingham, WA",2019-11-14T00:19:42,817307...[0 B 0B 0 0 0 0 0 2,065 Mbps 16,577 Mbps  |vrf_exec.bash stal00... 1,000
speedtests  [1.1.16....|Stopped |1 11142,Green House Data,"Bellingham, WA",2019-11-14T00:19:42.756142...[0 B 0B 0 0 0 0 0 2.378 Mbps 23.302 Mbps  |vrf_exec.bash sta000... 1.000
speedtests  |1.1.15....|Stopped |1 11142,Green House Data,"Bellingham, WA",2019-11-14T00:15:42.747107...[0 B 0B 0 0 0 0 0 2,273 Mbps 21.693 Mbps  |vrf_exec.bash sta000... 1,000
speedtest3  [1.1.13....[Stopped |1 11142 ,Green House Data,"Bellingham, WA",2019-11-14T00:19:42.668359...|0 B 0B 0 0 0 0 0 2.148 Mbps 17.555 Mbps  |vrf_exec.bash sta000... 1.000
speedtest4  [1.1.14....[Stopped |1 11142,Green House Data,"Bellingham, WA",2019-11-14T00:19:42.640550...|0 B 0B 0 0 0 0 0 2.505 Mbps 21.955 Mbps  |vrf_exec.bash sta000... 1.000
speedtestl  [1.1.11.5 |Stopped |1 11142,Green House Data,"Bellingham, WA",2019-11-14T00:19:42.638259...[0 B 0B 0 0 0 0 0 2.557 Mbps 20.061 Mbps  |vrf_exec.bash sta000... 1,000
speedtest 1.1.10.3 |Stopped |1 11142, Green House Data,"Bellingham, WA",2019-11-14T00:19:42.594436...[0 B 0B 0 0 0 0 0 2.883 Mbps 23.372 Mbps  |vrf_exec.bash stal00... 1.000
speedtest2  [1.1.12....|Stopped |1 11142 ,Green House Data,"Bellingham, WA",2019-11-14T00:19:42.592160...|0 B 0B 0 0 0 0 0 2.201 Mbps 22.245 Mbps  |vrf_exec.bash stad00... 1,000

8760726448.png (PNG Image, 350 x 200 hd ()L

(?) 8760726448.png (PNG I % | +

<« C | @& ht

‘www.speed e U | =
r
() SPEEDTEST

PING @ DOWNLOAD ) UPLOAD

ol.. 9.09 12.98

[d] i [»]

Logged in to: localhost: 4002 as: Admin



6E Test cases Covered

6E Throughput Benchmark Client Capacity §. _ Near/Far Clients, Band Steering
This test gives the 6E performance with WiFi Capacity test is designed to o:‘_“\o Measure the performance and stability of the
different packet sizes, channel BWs, measure performance of an o

6E clients based on low and high RSSI levels
traffic types, MIMO types.

Access Point when handling
several 6E WiFi Stations.

Tri-band Performance

Running traffic on 2.4, 5 & 6Ghz
clients simultaneously.

6E RVvR and RvO

This test measures the 6E performance
over distance and different antenna
orientafion of the access point.

OFDMA Performance

This test gives the downlink and uplink
OFDMA performance for the multiple 6E

clients. Sizes of RUs allocated to different
users

Latency

This test intends to verify latency
under low, high and maximum AP
traffic load with multiple stations

Airtime Fairness, QoS MU-MIMO
Airfime Fairness Test intfends to verify

. - . This test measures the 6E Downlink and
the capability of Wi-Fi device to . ; . .

! L uplink multiuser, multi input, multi output
ensure the fairness of airfime usage.




6E Testbed Images
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6E Throughput Benchmark

TECHNOLOGIES

The Candela WiFi data plane test is designed to conduct an automatic testing of all combinations of station types, MIMO types, Channel

Bandwidths, Traffic types, Traffic direction, Frame sizes efc...

It will run a quick throughput test at every combination of these test variables and

plot all the results in a set of charts to compare performance. The user is allowed to define an infended load as a percentage of the max
theoretical PHY rate for every test combination. The expected behavior is that for every test combination the achieved throughput should be at
least 70% of the theoretical max PHY rate under ideal test conditions. This test provides a way to go through hundreds of combinations in a fully
automated fashion and very easily find patterns and problem areas which can be further debugged using more specific testing. The below
chart shows the throughput with all the 6E channels

2035
2030
2025
2020
2015
2010
2005
2000
1995
1990

Throughput (Mbps)

Download Throughput

) o A0 O 55 O o & o
P S RN FESE LT E S S

Frequency (Mhz)

% $

Fa

SO0

[

L s ]u]

1500

1000

500

0

81 7B
I .

Packet size vs throughput (Mbps)

1947
1558 23 19331929

1708
p=
862 372
443 gq08 I

142 254 512 1024 MATL
mvendor A4 ®EVendorB



WiFI Capacity Test |

The Candela WiFi Capacity test is designed to measure performance of an Access Point when handling several 6E WiFi Stations. The test allows
the user to increase the number of stations in user defined steps for each test iteration and measure the per station and the overall throughput
for each trial. Along with throughput other measurements made are client connection times, % packet loss, DHCP times and more. The
expected behavior is for the AP should be able to handle several stations (within the limitations of the AP specs) and make sure all stations get a
fair amount of airtime both in the upstream and downstream.
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6E Rate vs Range Test Candeia

TECHNOLOGIES

This test measures the performance over distance of the Device Under Test. Distance is emulated using programmable attenuation and a
throughput test is run at each distance/RSSI step and plotted on a chart. The test allows the user to plot RSSI curves both upstream and
downstream for different types of traffic and different station types. The below chart runs with the channel 227.
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6E Rate vs Orientation Test

Candeia

TECHNOLOGIES

This test measures the performance of the DUT at different antenna orientations. Different antenna orientations of the transmitter will respect to

the receiver may results in huge variations of performance caused by antenna nulls and dead spofts . Using a large chamber with a

programmable turntable, the DUT is rotated to various angles and upstream/downstream throughput is measured at each orientation and the

results are ploftted on a polar plot
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Tri-Band Test

JE

This test creates each client on 2.4, 5 and 6Ghz bands and run the traffic simultaneously. The Multi Band Performance test intends to verify that
the Wi-Fi AP throughput with multiple bands active with a single station on each band. The configured speed will be 20% higher than the passing
value for MTU sized frames in the throughput test. If the throughput test was skipped, then fixed values will be used.
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Band Steering Test

TECHNOLOGIES

Through this test, clients get steered from one band to another based on RSSI levels or load based. The below chart shows the auto selected
band of a station which is created on each iteration, Based on the overall load on the access point the next station will be created on a band
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6E MU-MIMO Performance test

Test Description

» Test was run with 3 MU-MIMO clients connected to the
APs 6GHz radio. Client1 was set fo 2x2 MIMO and
Client2 and Client3 were set to 1x1 Mode.

> UDP traffic is run at full rate from AP to all three stations.
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6E OFDMA Performance test

Test Description

> Test was run with 4 clients connected o the

APs 6GHz radio.

» Four 1Tax stations each with a UDP download at
300B payload size which will show that the AP is

using OFDMA..

» Packet capture on one of the STA shows AP using
HE MU PPDU frame format for sending the QoS
data and 242-tone RU is allocated.
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6E Near/Far Clients test

Test Description

>

>

Three clients were created, one each on three different
LANforge radios.

Each client is connected to the DUT chamber through a
different programmable attenuator allowing for different
distances emulated for each client.

The path loss created for the three clients was 10dB, 25dB and
35dB representing a Near, Medium Distance and Far Clients
respectively.

Test run at full rate TCP downstream from AP to all three
clients and throughput is measured for each client.
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6E QoS Performance test

Test Description

» Testrun with 4 clients connected to the 6GHz radio of the
AP under test.

» Downlink(AP to client) TCP traffic streams were set up to
each client with different QoS access categories to each
client Clientl: Voice, Client2: Video, Client3: Best Effort,
Client4: Background

» All 4 traffic streams were run at full rate.

Candeia

TECHNOLOGIES
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6E Latency test

Test Description

» The Latency test intends to verify latency under low,
high, and maximum AP traffic load, with 1 stations.
Traffic load is a 4 bi-directional TCP streams for each
station, plus a low speed UDP connection to probe
latency.

» Low load considered as 1% of max TCP throughput

» Medium load considered as 70% of max TCP
throughput

» High load considered as 70% of max TCP throughput
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Sample Results:

Throughput vs LANforge RSSI
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4096 QAM Modulation Scheme:
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16 x 16 MU-MIMO and PHY Lavyer: Candeia

Multi link & MIMO Management
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Wi-FiI 7 320 MHz Bandwidth:
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MCS Table for Wi-Fi 7: Candeia

TECHNOLOGIES

Data rate (Mbit/s)

9 256-QAM 5/6 98 108 115 195 217 229 408 453 480 817 907 961 1633 1815
10 1024-QAM  3/4 110 122 129 219 244 258 459 510 540 919 1021 1081 1838 2042
1 1024-QAM  5/6 122 135 143 244 271 287 510 567 600 1021 1134 1201 2042 2269

131 146 155 263 293 310 551 613 649 1103 1225 1297 2205 2450

MCS Modulation Coding 20 MHz channels 40 MHz channels 80 MHz channels 160 MHz channels 320 MHz channels
index type rate  3200ns 1600ns 800ns 3200ns 1600ns 800ns 3200ns 1600ns 800ns 3200ns 1600ns 800ns 3200 ns 1600 ns
Gl Gl Gl Gl Gl Gl Gl Gl Gl Gl Gl Gl Gl Gl
0 BPSK 1/2 7 8 9 15 16 17 31 34 36 61 68 72 123 136 | 144
1 QPSK 1/2 15 16 17 29 33 34 61 68 72 122 136 144 245 272 | 288
2 QPSK  3/4 22 24 26 44 49 52 92 102 108 184 204 216 368 408 | 432
3 16-QAM  1/2 29 33 34 59 65 69 123 136 144 245 272 282 490 544 -
4 16-QAM  3/4 44 49 52 88 98 103 184 204 216 368 408 432 735 817 -
5 64-QAM  2/3 59 65 69 117 130 138 245 272 288 490 544 576 980 1089 -
6 64-QAM  3/4 66 73 77 132 146 155 276 306 324 551 613 649 1103 1225 -
7 64-QAM  5/6 73 81 86 146 163 172 306 340 3460 613 681 721 1225 1361 -
8 256-QAM  3/4 88 98 103 176 195 207 368 408 432 735 817 865 1470 1633 -

146 163 172 293 325 344 613 681 721 1225 1361 1441 2450 2722



Compressed Block Ack:[612,1024 MPDU’s]

802.11 a/b/g 802.11 n/ac 802.11 AX
RTS RTS
QoS Data QoS Data QoS Data
QoS Data QoS Data
QOS Dqtq Qos quq
Block Ack QoS Data
WiFi-7 forms larger aggregates when compared to its
previous Wi-Fi standards. QoS Data
So, to acknowledged the QoS data frames, creating Block
acks like WiFi-6 deployment might increase the Airtime Block Ack

overhead, because the Block operates at 24 Mbps PHY -rate.
So, WiFi-7 has compressed Block Ack feature which
acknowledge up to 512 &1024 MPDU'’s.

TECHNOLOGIES

802.11 BE
RTS

QoS Data
QoS Data
QoS Data
QoS Data
QoS Data
QoS Data

QoS Data

Compressed BA



MU-OFDMA: [1024 Multi RU] Candeia

TECHNOLOGIES

Multi RU RU Puncturing
User-1 Unused User-2 User-1 %X No Puncturing User-2
------------------- _ s 20 MHz 20 MHz 40 MHz
User-1 I User-2 8 User-1 RU-Puncturinc User-2
................... y
Multi-RU 20 MHz 20 MHz 0 MHz
Multi-RU Puncturing in Wi-Fi 7:
* There are some advancements in WiFi-7
Mulfi-RU based on OFDMA as there is a scope of
= Puncturing communication in multiple channels.
s Puncture - * The clients also have the possibility of
S 20 MHz 20 MHz 20 MHz communicating in various Resource Units
available such that it has more capacity for
data exchange.




Multi-Link Operation MLO: Candeia
Wi-Fi 6E

A Client can connect to any of the band
based on the conditions of traffic and load
on can get data.
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Multi-Link Operation variants: Candeia

Asynchronous Multi-Link Operations: Synchronous Multi-Link Operations:

o ey ST
ary BT S - -
Time

Time

In this kind of MLO implementation, irrespective of data if both the links acknowledge the data
at the same time, then it considered as Synchronous Multi-link operation, and if they are
acknowledged at different times then it considered as Asynchronous Multi-link operation.



Multi-Link Operation variants: Candeia

STR Mode (Simultaneous Transmit and Receive Operation):

Uplink uplink [l upiink [ Uplink

St 3 Downlink Downlink

NSTR Mode (Non simultaneous Transmit and Receive Operation):

Uplink Uplink
Uplink Uplink

Downlink Downlink

m Downlink

]
|
I

Downlink




Types of Multi-Link Operation: Candeia
Multi-Link Single Radio[MLSR] Multi-Link Multi Radio[MLMR]

________________________

Multi-Link Setup
Performed over
one link

Multi-Link Setup
Performed over one link

6GHz 6 GHz link Disabled, TID flow
o active on 5GHz and 2.4GHz
Disabled ™~ _

5GHz /

2.4GHz

5G HZ 2.4GHz link

Disabled, TID flow

active on 5GHz

U 5GHz

J,/Disobled

5 GHz link
Disabled, TID flow
active on 2.4 GHz

link
“~.Disabled
) 5GHz

5 GHz link Disabled, TID flow
6GHz active on 2.4GHz and 5GHz

——————————

““““““ " Disabled




Multi-Link Operation variants [EMLSR]: CAlA

EMLSR [2-links] 2.4GHz and 5GHz EMLSR [2-links] 2.4/5GHz and 6GHz
AP

-“

2.4 GHz

5 GHz

] NSS=2

6 GHz

EMLSR [2-links] 5GHz and 6GHz
AP

B e

NSS=1

-
-
-
-

- NSS=2 - R NSS=2




Attenuators shelf

Programmable Turntable

DUT(2D-Large Chamber/CT840a)

Throughput Benchmark Client Capacity

WiFi Capacity test is designed to measure
performance of an Access Point when handling
several 6E WiFi Stations.

Near/Far Clients, Band Steering

Measure the performance and stability of the
6E clients based on low and high RSS! levels

This test gives the 6E performance with different
packet sizes, channel BWs, fraffic types, MIMO
types.

Wider Bandwidth -320Mhz
Supports Bandwidth upto 320Mhz

4096 QAM

4096-QAM offers the potential for extremely
high data rates, it also requires a high signal-to-
noise ratio (SNR) for reliable communication

Rate vs Range vs Orientation

This test measures the 6E performance over distance
and different antenna orientation of the access point.

Latency Airtime Fairness, QoS

MLO (Not Supported for now)

This test intends to verify latency under low,

high and maximum AP traffic load with multiple
stations

Airtime Fairness Test intends to verify the capability

of Wi-Fi device to ensure the fairness of airtime
usage.

It enables devices to simultaneously send and

receive data across different frequency bands
and channels.
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Testbed Images l:a_ln=-a




WI-FI 7 Throughput Benchmarking Test:

Throughput vs Packet Size-TCP-Download - Real Client

2746

o
Hy
1798

3 1672 1652
g. 1294 1352
£
4 979
2 767 850
£ 610
= 545 508 534

142 256 512 1500

Packet sizes (Bytes)

E2GHz 11Ax ®2GHz 11Be ®m5GHz 11Ax ©=5GHz11Be m4éGHz11Ax = 4GHz 11Be

The Candela Wi-Fi data plane test is designed to conduct an automatic testing of alll
combinations of station types, MIMO types, Channel Bandwidths, Traffic types, Traffic
direction, Frame sizes efc.... It will run a quick throughput test at every combination of
these test variables and plot all the results in a set of charts to compare performance.
The user is allowed to define an intended load as a percentage of the max theoretical
PHY rate for every test combination. The expected behavior is that for every test
combination the achieved throughput should be at least 70% of the theoretical max
PHY rate under ideal test conditions. This test provides a way to go through hundreds of
combinations in a fully automated fashion and very easily find patterns and problem
areas which can be further debugged using more specific testing. The below chart
shows the throughput with all the 6E channels.

@
60

Throughput{Mbps)

Candeja

TECHNOLOGIES

BE 6Ghz WiFi Packet MCS Percentages
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Throughput (Mbps)

Wi-Fi 7 Client Capacity Test cm

Total Mbps Received - 11be Virtual Clients Individual Throughput for 16-11be Clients
2325 2243 140
1916 120
I 1757 1659 ~ 100
0
Qo
a8 80
3
T 60
-g.
I I - | | | | | | | | | |
2
9 20
=
=
0
O & O SO & b A ®
1 2 10 16 & & & & & & & & & &E
@@000000&\@4&\4&\3@\
Number of Stations < < < < < < <
Stations
BE 6Ghz WiFi Packet AMPDU Length Percentages
56%
The Candela Wi-Fi Capacity test is designed to measure 22
performance of an Access Point when handling several 6E Wi-Fi s
Stations. The test allows the user to increase the number of statfions in e
user defined steps for each test iteration and measure the per ?22 a1
station and the overall throughput for each ftrial. Along with i 2%
throughput other measurements made are client connection times, e 19%
% packet loss, DHCP times and more. The expected behavior is for 15
the AP should be able to handle several stations (within the
limitations of the AP specs) and make sure all stations get a fair
amount of airtime both in the upstream and downstream. - = = a9 3 4 R E 3

104-127
128-151
152-175
176-199
200-223

W Percent-TX M Percent-RX



Throughput(Mbps)

Wi-Fi 7 Rate vs Range Test: G

TECHNOLOGIES

This test measures the performance over distance of the Device Under Test. Distance is emulated using programmable
aftenuation and a throughput test is run at each distance/RSSI step and plotted on a chart. The test allows the user to
plot RSSI curves both upstream and downstream for different types of traffic and different station types.

RVvR - 11be Virtual Client

2133 2177 2196 2062
7
(o}
Q
3
5
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L
2
o 281
L
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56 61 66 71 76 81 86 9] 96
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TCP Download(é6GHz)-Rate vs Range - Real Client Throughput vs Distance
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Wi-Fi 7 Multi-Band Throughput Test:

This test creates each client on 2.4, 5 and 6Ghz bands and run the traffic simultaneously. The Multi Band Performance
test intends to verify that the Wi-Fi AP throughput with multiple bands active with a single station on each band. The
configured speed will be 20% higher than the passing value for MTU sized frames in the throughput test. If the
throughput test was skipped, then fixed values will be used.

TECHNOLOGIES

Multi-Band Throughput-TCP Download

3904

3064

6.2.8 Multi-Band Throughput Test BE-2.4 + BE-5G + BE-6G
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Multi-Link Operation: Candeia

TECHNOLOGIES

It enables devices to simultaneously send and receive data across different frequency bands and channels.
With MLO, Wi-Fi 7 supports establishing multiple links between the Station (STA, such as your phone) and Wi-Fi
access point (AP, such as your router). Connecting to the 2.4 GHz, 5 GHz, and 6 GHz bands simultaneously
increases throughput, reduces latency, and improves reliability. It is ideal for emerging applications like VR/AR,
online gaming, remote office, and cloud computing.

Multi-Link Operation in BE Mode

2900 3300
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(= 1408

2.4GHz+5GHz 2.4 GHz+6GHz 5 GHz+6GHz 2. 4GHz+5GHz+6GHz

H Achieved mExpected

. . . PHY-rate TCP-DL Throughput TCP-UL Throughput
Client Connected MLO Enabled MLO Working Mode Bandwidth Channel RSSI(dBm) ) (Mbps) (Mbps)
2.4GHz + 5GHz 5GHz Yes \CH BE 2 13 160 36 -30 2882 1408 1324
2.4GHI + 6GHZ 2.4GHz, 6GHz Yes Yes BE 2 9 320 1,37 -19 1921, 3843 628 342
5GHz + 6GHz 5GHz Yes No BE 2 12,11 320 36 -29 5187, 4803 2.15 Gbps 2.43 Gbps

2.4GHz + 5GHz + 6GHz 6GHz Yes No BE 2 13 320 1 -14 5764 1.89 Gbps 1.73 Gbps




802.11be Test-house Results:

TECHNOLOGIES

Throughput in 6GHz band

AX Mode BE Mode
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Automation




Candela Automation Architecture

- Test scripts for throughput, client
capacity, roaming, range etc..
With minimum use of JSON AP
Structure for PASS/FAIL criteria and
for CI/CD Automation

Provide high level access to
creating test scenarios
Access to high level results
Standard JSON results using
REST API

- REST APl Interface

- GUI Automation Interface
- Access to high level result
calculations

Tests: Tests:
Py-Scripfs Perl-Scripts

API

Py-JSON Perl-JSON
Library Library

N REST

LANforge

GUI ,
Perl-CLI Library

CP Telnet
—

LANforge
Manager

LANforge LANforge LANforge
Resource Resource Resource

Scripts

Lilbraries

Software

Hardware

Caniala

GUI Automation Interface

Access to endpoint stafistics
Standalone scripts with mid level port
and endpoint conftrol.

LANforge Resource Management
Manage third party resources
(Attenuators, chambers etc..)
Create clients/servers/traffic
Consolidate and Present low level
Statistics

Physical Network Ports
Virtual WiFi Statfions
Virtual Access Points
VLANs



Running GUI Tests from CLI Candeia

» Create test scenarios in the GUI and save the test configurations.

» Run the GUI created test configurations from the command line using “run_cv_scenario.py” script and passing the arguments with the Test name and
the test profile name.

» Watch the test progress from the command line and also watch the test results in the GUI.

» The CLI based test run will save all the results and reports to the file system.

$ ./run _cv _scenario.py -d DFLT -c 1 station test -n "WiFi Capacity" -s 1 wifi station test

L Mate Terminal ) (a) (%
DU Mix Settings | Advanced Settings | Pass/Fail Settings | Select Output | Notes | Report T % [ Report-2 T % File Edit View Search Terminal Tabs Help
Settings Select Ports
ITIEaSUTE e pel SLatlon and LNe overall LIToUgnpUt [0 each LAl ANg WITH tNroUgnputr OLner MMeasurelIents Made are cllemnt
connection times, Fairness, % packet loss, DHCP times and more. The expected behavior is for the AP to be able to handle 1 bl St ; i . - ¢ -d DFLT -c 5 o -n "WiFi Capac
several stations (within the limitations of the AP specs) and make sure all stations get a fair amount of airtime both in the S ! ) )
upstream and downstream. An AP that scales well will not show a significant over-all throughput decrease as more stations are _ -
acded. running
running
2dd your notes below
enario to build
Realtime Graph shows summary download and upload RX bps of connections created by this test.
Realtime BPS
650 te 'WiFi Capa
600
550 A .
ref 'l wifi_station_te
500
450 .
gaoo ——— lick t_ref 'Auto Save Report'
2 350 ' — :
= [
= 300
é 250
200
150
100
50
0
22:18:55 22:19:05 22:19:10 22:19:15 22:19:20 22:19:25 22:19:30
Date
anitering traffic connections for 30 seconds. L
Fi Capacity Test 1 /1 stations. Verbosity: Close Save HTML Save PDH

01234567 881011

Stop Pause Cancel




Buillding from Existing Script Examples

Libraries of scripts for various
tests are available on GitHub:
https://github.com/greearb/la
nforge-scripfts

Generic set of scripts for simple
test functions like creating WiFi
stations and traffic and making
measurements.

Scripts available for more
involved CI/CD automation fo
help automate command and
controls for various CI/CD build
and execution modules.
Python modules to help create
specific test scenarios like
testing specific wireless security
setting, fraffic types, power
save features etfc.

Perl scripts available for
Captive Portal Login testing.

Candeia

TECHNOLOGIES

1candelatect X o lanforge-scripts/py-scripts at me X O lanforge-scripts/py-scripts at me X | @@ Wi-Fi 7 and Beyond x | & Thought for the Day : 30th Auge X ‘ M Motifications | Linkedln

eearb/lanforge-scripts/tree/master/py-scripts B 2 & ] 2

Sign in ‘ Sign up |

O Why GitHub? Team Enterprise Explore Marketplace Pricing

@ Watch | 5 ir Star | 5 W Fork 1

jons  [1] Projects O security |~ Insights

P master +  lanforge-scripts / py-scripts / Go to file

LoganLipke Updated stop method a7sazzd 2 daysago Y5 History

[ READMEmd Adds links to cookbooks 2 months ago
9 e sta_connect.py : This function creates a station, create TCP and UDP traffic, run it a short amount of time, and verify whether traffic was
D cicd Tipintegration.py sent and received. It also verifies the station connected to the requested BSSID if bssid is specified as an argument. The script will clean up
O cied testrail. py the station and connections at the end of the test.
[ cicd_testrailandinfraSetup.py
o class StaConnect(LFCliBase) :
R = function get_realm: returns the local realm
0 sty = function get_station_url:
g e s function get_upstream_url :
. ::::::Z:?j:;plepy = function compare_vals : compares pre-test values to post-test values
B statons conmectedpy = function remove_stations : removes all stations
O test genericpy = function num_associated :
O test ipva connectiongy s function clear_test_results:
(3 test_ipvd_l4py = function run:
[ test_ipv4 |4 fip_upload.py = function setup:
(3 test_ipvd_l4_ftp_urls_per_ten.py = function start:
[ test_ipv4_l4_fip_wifipy = function stop:
D) testipvé_i4_urls_per_tenpy = function finish:

= function cleanup :

s function main:



https://github.com/greearb/lanforge-scripts
https://github.com/greearb/lanforge-scripts

Low Level CLI Commands

Add an Armageddon (Kernel accelerated UDP) endpoint
MAdd a cross-connect to a test-manager
Add a Collision Domain (grouping of WanLinks)
Add an Endpoint to a Collision Domain

add_cd_vr Add a Virtual Router to a Collision Domain
Add a File endpoint to the LANforge Manager
Add a Generic endpoint to the LANforge Manager
Add a Layer-4 endpoint to the LANforge Manager
Add a grouping of DSO channels to be used by PPP
mm-Add a PPP interface connection
Add a T1/E1 SPAN to the LANforge Manager
Add a VOIP endpoint to the LANforge Manager
Add or modify a Virtual Router object
Add BGP configuration to a virtual router
Add/Modify BGP peer configuration to a virtual router
Add or modify a Virtual Router Connection Endpoint
MModify a Virtual Router Connection Endpoint object
MModify a Virtual Router Connection interface cost
Add an endpoint to the LANforge Manager
Add a new event or modify an existing one
add_bond Add a Linux Bond Device

Add a Linux Bridge Device

Add a MAC based VLAN (Requires kernel support)
Add a Redirect-Device (Requires kernel support)
add_gre Add a GRE Tunnel device

Add or update secondary IP Address(es)
Add an 802.1Q VLAN (Requires kernel support)
Add/modify a Venue

EELRE S Add/modify a WIFI Virtual Station (Virtual STA) interface
Add/modify a WIFI Virtual Access Point (VAP) interface
Add/modify a WIFI Montior interface
MCreate and add a new test manager to the system
Create a new test group

mmds CX to test group

Add a WanLink (ICE) endpoint to the LANforge Manager

Add a WanPath (ICE) personality to a WanLink
mvmous admin commands
Apply all of the virtual routing settings
Cancel a virtual-router configuration process
Clear counters for one or all cross-connects
Clear counters for one or all endpoints
Clear counters for one or all Collision Domains
MCIears all cross-connects in a test group
Clear one or all port counters or other items
Clear counters on one or all resources
Clear WanPath counters for one endpoint
MForce discovery of nodes on the management
_Get diagnostic information from the LANforge
MHandle input from the DHCP client process
MStan a PESQ calculation
_Download files through LANforge API
MSend a message to everyone else logged in
MGet tx pps rate over the last 3 seconds
MGet rx pps rate over the last 3 seconds
MGet rx bpsrate over the last 3 seconds
MGet the total tx packets sent
m_Get the total rx packets sent
MGet the total packets dropped
Get the average latency for an endpoint

Get the total error packets detected
Get the total error packets detected
Get the IP for an endpoint
MGet the IP Mask for an endpoint
MGet the MAC address for an endpoint
_Show help for command(s)
Mlnitialize the Wiser NCW/HNW module
MPrint out license information. See also: set_license
_Load a previously saved test database
_Login as the client who's name you enter

create_client Create a new client

TECHNOLOGIES
log_level Query or modify the logging level

Get the message of the day (alerts

Non-Cached Show one or all endpoints
mNon Cached Show PESQ results
Show one/all ports for one/all
m%ow one/all ports for one/all resources
Show one/all ChannelGroups for one/all resources
Show one/all Spans for one/all resources
MShow one/all Virtual Routers for one/all resources
m%ow one/all Virtual Router Connections
MShow one/all Collision Domains
Show one/all PPP Links for one/all resources
Probe & report low-level details for a port
Check for the existence of new (virtual) interfaces
notify LANforge the reset has completed
_ Log out of the LANforge control server
mmnﬁgure server-side reporting
MReset an Ethernet port or ports

Reset a serial span

reboot_os Restart the OS on a remote resource
rm_attenuator Remove Attenuator

m—Remove a Collision Domain
MRemove an Endpoint from a Collision Domain
MRemove a Virtual Router from a Collision Domain
MRemove one or all endpoints
Remove a channel group

rm_event |

Remove one or more events from the event log

m Deletes a new test group
m Remove existing threshold-alert
m Removes CX from test group
MRemove avenue
MRemove one or all Virtual Routers
m Remove one or all Virtual Router Connections
m Remove a Serial Span
TR Remove a PppLink




Running LANforge CLI Commands Candeia

TECHNOLOGIES

LANforge CLI commands are used by scripts and the GUI.
Available Perl scripts can access the CLI commands directly.
Python scripts talk to the GUI that issues CLI commands.

Perl script debug mode can show all CLI commands being issued.

YV VY

Create a Layer 4-7 Web Connection

Layer 4-7 connections are created with a one-sided technique, the curl command always operates on the A-side and
the B-side is unmanaged. The endpoint and connection naming does nof follow the Layer-3 convention.

Shell zcript:
A1 _wvue_mod.sh --mgr jedtest --resgurce 2 --create_l4 --pame yh200 --sta sta20d --url
http:/fwew.yvahoo.com/ --utm 2400 --log_cli /tmp/clilog.txt --quiet 1 8
Perl script Command Composer [set_port]

Commands are sef using 1¥_firemod.pl --action do_cmd --cmd ...

CLl commands: This is the curl command:

$ echo '' > ftmp/curl data
add 14 endp yh2ee 1 2 sta2ee 14 generic 8 18eee 2488 "dl http://www.yahg $ curl -sqv -H "Accept: application/json’ -X POST -d '@/tmp/curl_data' http://atlas:8880/cli-form/set _port
set_endp tos yh288 DONT-SET @

set_endp _flag yh28@ L4Enableda4 @ This is the CLI command:
set_endp report timer yh288 S88e
set_endp _flag yh2e@ ClearPortOnStart @ 1 3 sta30o0 WA MNA NA NA 2147483649 NA NA MNA NA 16384 3 NA NA NA NA MA NA NA NA NA

- NA MA NA NA NA MA NA NA NA
set_endp quiesce yh286 3

add cx CX _yh2eg default tm yh28e



REST APIs

LANforge GUI contains an embedded webserver that
processes REST requests.

LANforge GUI can handle multiple REST requests at
once.

REST provides more information than available from CLI.
REST APIs can be used from all programming language

A
T .

| - "
i -

TECHNOLOGI

Creating a WiFi Station

Flease refer to the scripfs 1f_associate_ap.pl and 1f_wvue_mod.sh for examples of how to produce lists of CL

commands involryed in creating stafions. Please refer to:

1. Leam CLI Commands used to operate WIiF stations

2. and Changing S$tation WiFi 331D with the CLI AFI
These will provide ways of collecting the CLI commands in log files for you to place intoe the command fhelp/ page.

» Use ssh to log into your LANforge manager. Use the 1f_wvue_mod. sh script to ereate a station:

% od scripts -
$ ./1f wvue mod.sh ——mgr localhost ——resource 3 ——create sta ——name sta3101 \
——radioc wiphyl ——-ss3id idtest-1000-open ——-passphrase " [BLANE]"

——log cli /ftmp/fclilog.txt

$ cat /ftmpfclilog.txt

s=et wifi radio 1 3 wiphyl NA&A -1 NA NA NA NA NA NA N&a NA Oxl N&A

add sta 1 3 wiphyl =ta3l0l 1024 idtest—-1000-cpen WA [ELANE] AUTO MA 00:0s:Be:cl:df:43 B 1
set port 1 2 sta3l101 0.0.0.0 255.255.0.0 0.0.0.0 NA 2147483648 00:0e:Be:cl:df:45 NA NA NI ™~
4 L4

= Enter each command into the yvour browser toolbar by altering the command into a url:

1. fflocalhost:8888/help/set_wifi_radio?cli=1 3 wiphyl NA -1 NA NA NA NA NA NA NA NA 8x1 NA
“ 3

Produces:

% echo "shelf=1&resource=3&radio=wiphyl&channel=-1&flags=8x1" > /tmp/curl_data
% curl -sqv -H "Accept: application/json” -X POST -d "@/ tmp/Scurl_data”
http://localhost:8e88/cli-form/set_wifi_radio

2. http://localhost:8888/help/add sta?cli=1 3 wiphyl sta3181 1824 idtest-l1eee-open NA [BLAN
< 3

Produces:

% echo "shelf=1&resource=3&radio=wiphyl&sta_ name=sta3l10l&flags=1024&ssid=idtest-1008-ope
% curl -sqv -H "Accept: application/json® -X POST -d "@/tmp/curl_data®
http://localhost:8e8e/cli-form/add_sta
'l 3

3. http://localhost:8888/help/set_port?cli=1 3 sta3181 €.98.8.8 255.255.8.8 8.0.8.8 NA 21474
L 3




Running Groups of Tests

=(Untitled) &.0X

Users can use scripfts to load different cat_Search_Optons b
fest scenarios. ;ﬁé/%g;:ﬁgnfw e/scripts
Multi connections can be controlled 9 b

. 3./1f_firemod.pl --mgr localhost --action do_cmd \ Test Script#1
via test groups. 4 --cmd "load tcp_thruput overwrite" Script#2
Reports can be generate at the end 5sleep 15 :
of a series of tests. 6./1f_firemod.pl --mgr localhost --action do_cmd \ Script#3
Test groups can be integrated easily ;Siég:"d G;Start—gr“p tep_groupl” Script#4
info any existing automation 9./1f_firemod.pl --mgr localhost --action do_cmd \
framework. 10 --cmd "quiesce_group tcp_groupl"

11sleep 5 Test Script#N
12

13./1f_firemod.pl --mgr localhost --action do_cmd \
14 --cmd "load udp_thruput overwrite"

15sleep 15

16 ./1f_firemod.pl --mgr localhost --action do_cmd \
17 --cmd "start_group udp_groupl"

18sleep 60

19./1f_firemod.pl --mgr localhost --action do_cmd \
20 --cmd "quiesce_group udp_groupl"

21sleep §

22

23 ./1f_firemod.pl --mgr localhost --action do_cmd \
24 --cmd "load mcast_thruput overwrite"

25sleep 15

26 ./1f_firemod.pl --mgr localhost --action do_cmd \
27 --cmd "start_group mcast_groupl"

28sleep 60

29 ./1f_firemod.pl --mgr localhost --action do_cmd \
30 --cmd "quiesce_group mcast_groupl"

3lsleep 5

32

Series of Test
Scripts/Configurations




Scripting with Device Under Test Controls -

TECHNOLOGIES

> Device Control » LANforge Control . > Test Harness Interaction
> SSH: Commands » Loading test scenarios > Reporting PASS/FAIL results
» Telnet : Commands » Creating fraffic > Submitting test data
> TFTP : Firmware > Measuring Results > Facilitating Images and Charts
- Device

.s = pxssh.pxssh() Uﬂdel’ TeST

s.login(host2, user2, pwd)

s.sendline( 'sysupgrade /tmp/openwrt-ipg40xx-generic-linksys ea8300-squashfs-sysupgrade.bin')

%]

.prompt() # match the prompt
print(s.before) # print everything before the prompt.
s.sendline('service opensync restart')
s.prompt() # match the prompt
print(s.before) # print everything before the prompt.
s.logout ()
return "pass"

except pxssh.ExceptionPxssh as e:

Candela
LANforge

print(e)

def run_opensyncgw_in_docker(self): LANf I T 'I'
-1 #my_env = os.environ.copy() © ,ge e LANforge APls
#my_env["userpass"] = user_password f;(:rIF)fS
#my_command = 'python --version'
#subprocess.Popen('echo', env=my_env)
with open(local_dir +"docker_jfrog_login.log", "a") as output:
subprocess.call("docker login --username" + cicd_user + "--password" + cicd_pw + " https://tip-tip-wlan-clot
stderr=output) S
with open(local_dir +"opensyncgw_upgrade.log", "a") as output: L/<[$ FREBSLJlfS
subprocess.call("docker pull tip-tip-wlan-cloud-docker-repo.jfrog.io/opensync-gateway-and-mqtt:0.0.1-SNAPSHC C”]/(:SL/ [)C]TC]k)(]SfB

stderr=output)
with open(local_dir+"opensyncgw.log", "a") as output: e e 2
subprocess.call("docker run --rm -i -p 1883:1883 -p 6640:6640 -p 6643:6643 -p 4043:4043 \ /Visualization
-v ~/mosquitto/data:/mosquitto/data \ 'T()()IS
-v ~/mosquitto/log:/mosquitto/log \
-v ~/wlan-pki-cert-scripts:/opt/tip-wlan/certs \
-v ~/app/log:/app/logs \
-v ~//app/config:/app/config \
-e OVSDB_CONFIG_FILE='/app/config/config_2_ssids.json' \
tip-tip-wlan-cloud-docker-repo.jfrog.io/opensync-gateway-and-mqtt:0.0.1-SNAPSHOT",shell=True, stdout=output,
stderr=output)
print(“"opensync Gateway is running")
return "pass"




Cl/CD WiFi Pipeline Candeia

Plan target market, Builds/binaries are Release G Live monitoring
product feature set, created as hardware/software for \,}\ of deployed
dev phases, loaded in repos OCCGDTGnce/use_r networks,

acceptance criteria 6 “. :&; experience validation E product support

Deve|opers from FU” TeST OUTOI’ﬂOTiOh fOI’ ) Deploy

multiple teams : . functional, ) upgrades,

check in code %4 Performance and \! ;[ launch new

: regression testing products to
various markets




Continuous Integration(Cl) / continuous Delivery(CD) Automation i

02 Load Builds

When new build is found, determine the hardware
platform, and find the least-used test-bed that
matches that DUT hardware and testplan
schedule. Poll the Test Orchestrator, looking in the
web folder specific for this test bed.

Download AP image from where the build places
it .Use serial port to ask the AP to download the AP
image from the test conftroller and update itself

[

01 Find Builds

Script polls a known URL,
which provides a file listing.
Parse that to find new
builds

1A

STOI’T Functional

03 Run Tests

Reboot/Reset DUT and Test system and other testbed

components as needed. Pull information about test
jobs to run, run the fully automated regression tests.

/

NeA

Deployment User
Scenarios Acceptance

SA 5B

Performance { Performance

1B

Functional

TECHNOLOGIES

04 Generate Reports

Generate various forms of PDF, CSV,
HTML, and PASS/FAIL reports.

Save all results and logs in a
database. Send emails/alert upon
test completion/failures

[O)

S

05 Compare/Analyze

Compare results across
builds, DUT models, test
setups etc...Presents
performance frends and
expert analysis.

=gle




Cl/CD Automation Work Flow Candeia

TECHNOLOGIES

Test

Repository

Build System Fetch Test Jobs
Artifacts

Internet

Store Results
Results
Visualization

Poll for Builds

Cloud
Conftroller

Fetch Builds Read Controller Logs

Test
Orchestrator

Push Reports

Load Test Scripts Testbed

Controller Push configs

DUT Reports/Logs
Report Events/Logs

Run Tests Config DUT

Get Results/Logs

Test Ethernet Traffic
Equipment
(Candela

Device
Under Test

LANforge)

WiFi Stations/Traffic



CIl/CD Testbed Diagram

Build Repos

Test Orchestration Framework
Build/Test Orchestration
User/Account Management
High level result/reporting
database

Lab Network

Test Orchestrator

Lab Network

VPN/Firewall/DHCP/NAT etc
Provide network mgmt. and
test orchestration.
connectivity fo LANforge
and test Controller

WiFi Client Emulation

Test traffic generation& Analysis
Conftrol webcam

Run Automated test suites
Generate test results and reports in
various formats.

Switch/Router

Switch

Programmable
Power Switch

Candela
LANforge

Internet

Cloud
Controller

Test Conftroller

NWiitelsY
Router

USB Hub

WAN

AP (DUT)

RF Enclosure

TECHNOLOGIES

Serial Connection to LANforge and DUT for
debugging and resetting.

Connection to AP and Cloud controller for
remote control and firmware updates.
Save session and debug logs

Local database of detailed test results, logs,
capture files, session data etc.

Host Candela firmware/software repos and
test script repos.

Provide DHCP on the test network.
NAT to Internet for AP to cloud
controller connectivity and to run
tests on the Datapath.

Physical AP Hardware

Assume WAN port can receive
LANforge test traffic towards Wi-Fi
interfaces.

Assumed to have atleast 2
802.11a/b/g/n/ac/ax radios (2.4 and
SGHz)



Lights Out AP Testbed Setups Candeia

TECHNOLOGIES

£ 192.168.100.64/index htr LA B « 4 n

jora Magazine = Fedora Project B User Communities £ Red Hat F5 Free Content

Controller: TIP Testbed 1
Wed Jun 17 22:05:50 2020

C | /C D TeST | ‘"d;Vid”:L(;‘:]trOI State Action

o 1 USBHub ON Switch OFF Cycle
A U TO m O 'I-I O n 2 Interior Lights ON Switch OFF Cycle
3 Outlet3 OFF Switch ON
C | /C D TeST 4 Outlet4 OFF Switch ON
. 5 Chamber Fans ON Switch OFF Cycle
A U 'I'O m O 'I'I O n 6 LANforge System g ON Switch OFF Cycle
7 DUT ON Switch OFF Cycle
8 Outlet8 OFF Switch ON
Master Control
All Qutlets OFF
All Outlets ON

Cycle all Outlets
Sequence delay: 10 sec.

- .. ') 4 +
TR ER Rt




1 Tax Testing

i D)
8x8 mzm=  OFDMA /T— Up link resource
DL/UL e m b o

= y 2.4GHz 5C
+ L =N B
| , ®

Long OFDM 1024 QAM Extended range More spatial BSS color
symbol streams




LANforge
AX
Client2

LANforge
AX
Client4

AX
Client5
LANforge
AX
Clienté

LANforge
AX
Client8

AX
Client9

LANforge

AX
Client10

AX
Clienf11
LANforge
AX
Client12

Gaiue|D

32 1Tax+ 128 11ac Client Test Setup

LANforge GUI

SBIOINVT
SBIOJNVT
SBIOJNVT
9BIOJNVT
SBIOINVT

XV
9zIusID
XV
YrdUl)
XV
8zZIUSID
XV
6ziusID
XV
0gtuSID
XV
LElualD
XV
ZewalD
XV

32 11ax 2x2 MIMO Client + 128 11ac 4x4 MIMO Clients

302.11Tax AP

AX
Client13

LANforge

AX
Client14

AX
Client15
WANj{elfe[}
AX
Client16

AX
Client17
LANforge
AX
Client18

AX
Client19
LANforge
AX
Client20

AX
Client21

LANforge

AX
Cleitn22

AX
Client23
LANforge
AX
Client24

TECHNOLOG I!!

v MCS 10,11
v UL/DL Mu-MIMO
v' UL/DL OFDMA

Tests

Throughput

Client Connectivity
Range
Functionality
Airtime Fairness
Client Scale

AN N NI NN



CT-523c-8ax-ac2-db-10GE System

Interfaces:
» Slot0:
» EthO : Management
> Eth1 : 1GE Traffic Port
> Slotl:
> Eth2: 1/2.5/5/10 Gig Ethernet
> Eth3:1/2.5/5/10 Gig Ethernet
» Slot2:
» 4 unifs of 2x2 MIMO 11ax Radios
» Slot3:
» 4 unifs of 2x2 MIMO 11ax Radios
> Slot4:
> 1 unift of 4x4 MIMO 11ac 2.4Ghz radio
» 1 unift of 4x4 MIMO 11ac 5GHz radio

8 ax client + 128 11ac clients

e Tests

DN N N N N NN

Throughput

Client Connectivity
Range

Functionality

Airtime Fairness

Client Scale

QoS

OFDMA Performance
Mu-MIMO Performance

SMAI O\ ax

2x2 Client1
SMA2

SMA30\ Nax

2x2 Client2

SMA5 O\

11ax
2x2 Client3

smas(C )
sma7 () o

2x2 Client4
SMA8

smatl ()

11ax
2x2 Client5

SMA2

SMAS( )\ Nax
2x2 Clienté

smas( )
SMAS O\ 1ax

2x2 Client7

smas( )
smaz (-

11ax
2x2 Client8

SMAS8

TECHNOLOGIES

SMAT O\

sma2( )~ Tac

4x4 MIMO

2.4GHz
sma3 () 64 clients

SMA40/
SMAS O\

smas( )~ Tlac

4x4 MIMO

SGHz
sma7 () ¢4 clients

SMASO/




TECHNOLOGIES

Mu-MIMO Testing

S
<
O
o}
=
=]

CXC X0 1208

» Test upto 8x8 MIMO 11ax AP,
using Mu-MIMO for upto 4 2x2
MIMO 11ax clients

802.1Tax 2x2 802.1Tax 2x2
MIMO client MIMO client

Y
4
N
x
O
I
o
15e)

c
2
]
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9120AX-E TX Power Test 5GHz (B Domain - US

—

RSSI

-4 -41] -41] -39

-41 -42 -42 -41

-45 -45 -45 -44

: 47 | 47 | 47 | 45

. -50 -5] -49 -50

AP Tx Power Testing
j -57 -57 -56 -56
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-56
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AP Tx Power Measurement Testbed cm

Single Candela Unit does:
» WiFi Client creation
» Traffic Generation Tester Chamber
= RSSI Measurements
» Control Settings on AP/Conftroller

DUT Chamber

Traffic

Host and Run automation scripts
Create Test Reports.

L)
[0)
O
C
o)
O

Test Inputs: .

» Channels : All 2.4 and 5GHz channels Tes’rbeg Cc]);nggpggl’rg 523C Chassis

» Power Levels : All power level setting supported on AP (1 through 8) % 1x Candela 2.4GHz 4x4 MIMO Radio
> MIMO Types: 1x1, 2x2, 3x3, 4x4 % 1x Candela 2.4GHz 4x4 MIMO Radio
» Channel BWs : 20,40,80,160 MHz & 1x Candela 10GE Ports

» Regulatory Domains : Various country modes % 2% Small RE enclosures

Report: < 20x RF cables

v Test Inputs: Channel, Set Power, MIMO Type, BW, Reg Domain % 6x 30dB fixed attenuators

v Measures Power (Antenna A,B,C and D) s 6x Caté Ethernet Cables

v' Calculated Tx Power(Antenna A,B,C and D) s AP under Test

v Offset Values (Antenna A,B,C and D) — PASS/FAIL results % AP Tx Power Measurement Automation Script
v PDF/HTML test report with color coded results
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Example Measurements/Results A

9120AX-E TX Power Test 5GHz (B Domain - US)
Allowed
Tx  [Per-Path| Path | RSSI | RSSI 1 RSSI | RSSU 1 ppta | AntB | AntC | AntD |Offset A| Offset B |Offset C| Offset D Pass/Fail
Channel NSS Power Loss
BW (dBm) | (dBm) | A B c D
(dB) | (dB) | (dB) | (dB) | (dBm) | (dBm) | (dBm) | (dBm) | (dB) | (dB) | (dB) | (dB) [(+-3dB)
36 |[20MHz]| 4 ] 17 | 54 | 41 | 41 | 41 | 39 | 13 | 138 | 13 | 15 | 4 4 4 2 | FAL
36 |20MHz| 4 2 14 | 54 | 41 | 42 | 42 | a1 | 13 | 12 | 12 | 13 | - 2 2 1| PASS
36 [20MHz| 4 3 i 54 | 45 | 45 | 45 | a4 | 9 9 9 0 | 2 2 2 7| PASS
36 |[20MHz| 4 4 8 54 | 47 | 47 | 47 | 45 | 7 7 7 9 N N N 1| PAss
36 |[20MHz| 4 5 5 54 | 50 | 51 | 49 | 50 | 4 3 5 4 N 2 0 T PASS
36 [20MHz| 4 6 2 54 | 54 | 54 | 53 | 52 | 0 0 ] 2 2 2 N 0__| PASS
36 [20MHz| 4 7 Ny 54 | 5 | 57 | 56 | 56 | =3 3 2 2 2 2 N 1| PASS
36 [20MHz| 4 8 4 | 54 | 59 | 60 | 60 | 59 | 5 6 6 5 N 2 2 7| PASS
36 [40MHz| 4 ] 17 | 54 | 41 | 40 | 40 | 40 | 13 | 14 | 14 | 14 | 4 3 3 3 | FAL
36 [40MHz| 4 2 14 | 54 | 40 | a1 | 42 | 20 | 14 | 13 | 12 [ 14 0 N 2 0| PAsS
36 |[40MHz| 4 3 K 54 | 44 | a4 | 45 | 44 | 10 | 10 9 0 [ - N 2 1| PASS
36 [40MHz| 4 4 8 54 | 47 | a7 | 47 | 45 | 7 7 7 9 N N N | PASS
36 [40MHz| 4 5 5 54 | 50 | 50 | 49 | 48 | 4 4 5 6 N N 0 | PASS
36 [40MHz| 4 6 2 54 | 53 | 53 | 53 | 52 1 ] ] 2 N N N 0| PAsS
36 [40MHz| 4 7 By 54 | 56 | 56 | 55 | 56 | -2 2 N 2 N N 0 1| PASS
36 [40MHz| 4 8 4 | 54 | 59 | 59 | 59 | 57 | 5 5 5 3 N N N | PASS
36 [80MHz| 4 ] 17 | 54 | 41 | 40 | 39 | 40 | 13 | 14 | 15 | 14 | 4 3 2 3| FAL
36 [80MHz| 4 2 14 | 54 | 41 | 40 | 41 | 40 | 13 [ 14 | 13 [ 14 [ - 0 Ny 0| PAsS
36 [80MHz| 4 3 K 54 | 44 | 43 | 43 | 43 | 10 [ 1 T K N 0 0 0__| PASS
36 [80MHz| 4 4 8 54 | 46 | a6 | 46 | 46 | 8 8 8 8 0 0 0 0__| PASS
36 [80MHz| 4 5 5 54 | 50 | 49 | 49 [ 49 | 4 5 5 5 N 0 0 0| PAsS
36 |[80MHz| 4 6 2 54 | 53 | 52 | 52 | -5 1 2 2 2 N 0 0 0| PAsS
36 [80MHz| 4 7 By 54 | 56 | 55 | 55 | 55 | - N N Ny N 0 0 0__| PASS
36 [80MHz| 4 8 4 | 54 | 58 | 58 | 58 | 59 | -4 4 4 5 0 0 0 1| PASS
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<, 100+ Real Device Testbed




Large Walk-in Chamber with 100+ Real Devices E

TECHNOLOGIES

|114



Interop Scale Testbed Topology ﬂ

TECHNOLOGIES
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Interop Scale Testbed Topology cm

TECHNOLOGIES

Fully Automated Tests

48 R.e.OI » Throughput/Client Capacity
W!FI « Mixed Traffic Perfformance/ QoS
Devices « ACI/CCI Performance

* Load Balancing / Band Steering
« Video Streaming/Conferencing Performance
* Long Duration Stress/Stability

16 Port USB Hub
16 Port USB Hub

Endpoint

Endpoint Client

Client

LANforge
Interop
Automation
Software

C Internet

Candela
LANforge

Serial

Management Network

0O

D
T
aa)
(0]
)
T

O
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InterOp Test Application

data, voice,
video traffic and
collect metrics

Run many

TECIINOLOGIFS

LANforge
InterOp

phone_1

192.168.52.89

ENTER TEST ROOM

SM-M115F (as superuser)(v

SM-M115F (as superuser] v ~ x|

SYS_INFO SPEEDOMETER

SPEED (it} 12.47 Kbps/29.99 Kbps

1P 192.168.52.10

SSID "Pietronics-Main"

BSSID 10:27:15:d8:67:56
Signal -54 dBm

LinkSpeed 72 Mbps.
Channel 2427 MHz

CPU util 17.54 %

DNS1 192.168.52.1

DNS2 0.0.00

DHCP Server 192.168.52.1

Gateway 192.168.52.1

LeaseDuration 86400 Sec
WIFI Congested NO
Cellular Congested NO
SaveData | :s‘g

Run several

different types of| automated tests,

collect logs and
create test
reports

SM-M115F (as superuser] v ~ x

= LANforge InterOp

LIVE_DATA SPEEDOMETER {

SPEED (1) 6.52 Kbps/254 bps

MANUFACTURER samsung
MODEL SM-MT15F
PRODUCT m11gnmex
HOST VPDJR210
D SP1A210812.016
INCREMENTAL. M115FXXUSCVH1
RELEASE 12
SDK No. 31
BOARD QC_Reference_Phone
BRAND samsung
CPU_ABI armeabiv7a
HARDWARE qcom
lSave Data | g{;

JECHNOLOGIES

LANPor?e_

In‘ter‘OP Solution

SM-M115F (as superuser)(v) () (x)

= LANforge InterOp

LIVE_DATA SYS_INFO SPEEDOMETER

SPEED (i) 3,80 Mbps/126.88 Kbps

= AL IMAGES &t W

Google

Google offered in:
B A Bk WA gilp Jed 3@

oewige Gl

India

[Save Data

[

SM-M115F (as superuser]) v~ x

http://192.168.52.150/video.mp4

http://192.168.52.150/video.mp4
TOTAL BUFFERS: 1
Mean Bandwidth: 0 bps
TotalPlayTimeMs; 12312
MeanRebufferCount: 0.0
totalBandwidthBytes: 0
RebufferRate: 0.0
TotalWaitTimeMs: 1849
MeanlnitialVideoFormatBitrate: -1

DroppedFramesRate: 0.0
fatalErrorCount: 0
foregroundPlaybackCount: 1
TotalSeekTimeMs: 0
MeanVideoFormatBitrate: -1
totalVideoFormatBitrateTimeMs: 0

TECHNOLOGIES



Devices Dashboard

TECHNOLOGIES
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TECHNOLOGIES

The LANforge and Laptop .
should be clustered. dA P

LANforge: CT-521a
eth0 ethl eth2

\ 4
2
f V¥
6_"/
‘o

]
UsB
[_|——] {k A

ER Windows _

)
W=

\ 4

N\

DEVICE UNDER TEST

Management Controlled Representation:
Network. Network. Ethernet cables
_———- USB cables
The controlled network should be able Candela- | ANforge InterOP

to ping Management network =
N - LANforge Resource



@l Performance Test '

(|webprowser st |

@IFTP File Transfer '

@l HTTP File Transfer '

Interop Solution
Test Scenarios

1120



Lanforge Interop Wi-Fi Capacity F-)

Test report for Wi-Fi Client
Devices

a2 1013 3e1e

e o D Pectcemnce Chest.

|-_-|....|=—,_-_-|.._..=.........I.::.I..'..I... [ R

= ]

Test Layer 3 Cross-Connect
Traffic: test_I3.py

=1

EEEAAREN]

I
|

3

I.

i
l-

HTTP DOWNLOAD TEST

jI

==

Interop QOS

FTP Test

Tt St icmmrncn,
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Sealo~ias -.-‘\i.a

TECHNOLOGIES

data rates, achieved throughputs, and per-client throughput

covering

Performance Test

In this test, we'll link real clients from various operating systems to the Device Under Test (DUT) and apply the
total infended load across different traffic directions and types. Our approach involves comprehensive

monitoring and reporting,

distributions.
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Ping Test Candeia

TECHNOLOGIES

In this test we will connect multiple clients to any of the available SSID’s and run PING sessions parallelly for all
clients with various time intervals. Depending on the requirement we monitor and report the Packet loss and
latency for ping test.

Ping Latency per client
Packets sent vs received vs dropped ’ Y B

3 Min Latency (ms}
3 Average Latency (ms)
B Max Latency (ms)

[ Packets Loss
3 Packets Received 1161, ni Mac appies-MacE
1161200 Mac appies-MacE B Packets Sent

1.159 200 Mac Mac.-14 loch
1.155.en0 Mac Mac-14.loca

1.158.en0 Mac users-MacBa 1.158.2n0 Ma users-HacBa

1.157 #n0 Mac sppies-Maclh 1157 #n0 Mac sppies-Mach

1.15%.2n0 Mac mac-12 loca 1155 enlk Mac mac-12.loca

1154 en0 Mac users-Hacla L 1% anD) Mac users-Macla

1153.en0 Mac Apples-Mach 1183 2nf) Maz Apples Mach

L152en0 Mac mac-llioea ] 1152 enl) Mac mac-11 inca

M, H,
1151.end Mac users-MacBo 1151 ani) Maz isars-Machs

1150 en0 Maz apples-Mazh
1150 end Ma apples-Hach

-1 o (1] 59 6l 58 I T r T T T T T T
Pﬂtkﬂts Count o n 40 60 80 100 120 140 160
Time (ms)




Web Browser Test

In this test we will fry to reach any of the website based on the requirement and check how the user experience
to reach the webpage is varying based on the number of real clients involved in the test.

Windows
©
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Number of Buffers

Video Streaming Test Candeia

TECHNOLOGIES

In this test, we'll link all the actual clients to the Device Under Test (DUT) and stream videos on each client using
various media sources such as DASH, HLS, Progressive, etc. Through this test, we can observe and frack Total
number of Buffers, Wait time, and other relevant parameters.

HLS - Total-Buffers for 1 Complete URL

5 —
4 4 4 LANforge Manager Version(5.4.7) B
Control Reporting Windgws Info Tests 3
4
Status | PotMgr | Layer3 | 3Endgs | Layerd7 | {
4
33 3 3 333 3 33 3 3 3 3 33
3
€D
3 1.10.0135.
2 2 2 2 2 2222 2 2222222 2222 2
2
2 vivo1915{assu... ¥ ~ X
1 1 1 1 1 SM-MO156 {ass... ¥/ &) X
1 op
MiAl (assuperu. © & X 5
1 ST P souscs [}@ Currently Running : 1
0 op Curently Running : 1
0 Op LVEDATA orge InterOp
NN SETNONODNDO A NN ONODNDNOANMITLU ONODNDNOANMSTINDONONOWODO ANMS N O IN Ve BATA wensonses | (@) Cumently Running : 1
222, Paddddodddddd NN NNNNNNNOONONONOONNNONIITITIIISS Curently Running: 1
B T o R B I I o L o T e B o B e e I o I o T o o o o e B B = T e e B @ Curently Running.: 1 @ Curtently Running - 1
Q 0OV VOV OLVLOVWOLWLOLVWC C CC C C C C C C C C C Cc C C C CcC C CcC C CcC C C C C CcC C C C C C C C C C C C
s - oD oD - -0 -0 -0 0999090999099V 9090V 9YVo0O 999090V 99990990909V YVOY OO0V VYOO O D
L 100 0000000000000 0000000000L0O0O00LOOLLUOOLOLUOOOVO
O O 00 o0 o0 o0 o0 o | I A A R N A S A i A R A A A A R R A E E R R N S BN R I N N B
VYV VLYWLV O O OO0 0000000000000 000000000000 O0OO0OO0OO0OO0OO0OO0OO0OO0 .
T T U U 00U T T V0oLV oY QY9 eo oo o999 99eovoe 9o 9eoeoooQoeoeo oo -
S55555555 080D 00T T U T T T T DU T U T T U TU U T DT T T U 0T DT T DT T T T T DT T T T W
[N N I N I R N N B e I T e e e e > i i A T R e e i i e g
nunnunnunumumoununuu [ I R I A I B I R A I I I R A I R R I R i I I I R I I B R IR R R i I IR R N
S d dd dJdd D Jn ununmunumunumunomunumounuomonuomounomonuomounuomounuomounomounomounomoumomonomomonoumoumuoum \
T IIIIIIIIT D JJ0dJ03dJd04dJd3dd33dJd304dJd304dd3034d3d304dd04dd04ddad
I rr r r r r r r r r r rI rI I rI rI I rI I I I I IIIIIIIIIIIIT I I I
Android Clients



FTP File Download Test

TECHNOLOGIES

In this FTP test, we confirm that a specified number of clients connected to a particular band can download a
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FTP Download Test
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HTTP File Download Test

TECHNOLOGIES

In this test we will try to download a file of various sizes based on our requirement and place them in HTTP server.
We will fry to download the file from the HTTP server with all the clients connected to it and monitor the Rx rate,

RRT efc.
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TECHNOLOGIES

Multicast Test
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Multicast Traffic Test

on the number of clients we will try to send data to multiple clients from one server and record the packet

In this test we create a multicast server on an Upstream interface and then
loss and round-trip times.

Device Names



QOS Test F

TECHNOLOGIES

In this test we conduct QoS testing using various Differentiated Services Code Point (DSCP) values for Voice
(VO), Video (VI), Best Effort (BE), and Background (BK) traffic and based on the number of clients involved we
will fry to check which ToS is getting the highest priority.

Overall Download throughput - BK,BE,VO,VI traffic streams
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Rate vs Range Test (RVR) Candeia

TECHNOLOGIES

In this test, we assess the performance of the Device Under Test (DUT) across varying distances. The distance is
simulated using programmable attenuation, and we gauge the throughput at each distance/RSSI step.
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Mixed Traffic Test

TECHNOLOGIES

To Measure the Performance and Stability of an access point, we initiate this mixed traffic test by running
multiple fraffics (Ping, QQOS, FTP , HTTP and Multicast) on all the Real devices (Android, Windows, Linux and
MacBook) all at a time.

Mixed Traffic Test

2023-10-05-14-08-01

Test Setup Information

DUT Mede!
DUT Firmware V1.00.10
$SID Test_Tool_Eval
Overall Setup Info For all Security wpa2
Tests
41 {Virtual Clients: 0, Windows: 0, Linux: 0, Mac: 0.
Moot Devices Android: 41)
Test Durafion e
(HHMMSS) 000020,

Objective

JECHNOLOGIES

No of times file Download {Count)

FTP

e

Client names

Wireless Clients

The Candela mixed traffic test s designed to measure the access point perfermance andstability by running mulfiple traffic on recl clients like Android, Linux,
Windows, and IOSconnected to the access point. This test allows the user to choose multiple types of traffic likeclient capacity test, web browser test, video
streaming test ping test, Along with theperformance measurements are client connection times, Station 4-Way Handshake time, DHCPtimes, and more. The
expected behavior s for the AP to be cble to handle all types of traffic onthe several stations {within the limitations of the AP specs) and Make sure all clients can

run alltypes of traffic.

Traffic Details

Sno Test Cases Test Duration
1 Ping Test 1 min
2 | Quaiity Of Service(QOS) Test VI, 'VO', ‘BK', 'BE) | 4 min
3 FTP Test 1 min
4 HTTP Test 1 min
5 Multicast Test 1 min

1. Ping Test

Test Configuration

Test Setup Information | 1P s website 192.168.242.128 | ‘

MULTICAST
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Overall Bi-direction throughput - BK.BE.VO.VI traffic streams
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CICD workflow:

Build
Artifacts

A

Querying Latest Build (Major/Minor)

y
LF AP LF AP
Testbed1 Testbed1
AP Model: A AP Model: B
LF AP LF AP
AP model firmware:****23, Testbed1 Testbed1
AP_Model: AB.C.D.... AP Model: C il LB

Test_suite: Multi-test(example)

Test Environment

-

{L

L || LLE LF
] ]

AP AP

Running Test Suite/s

Test Execution Workflow

fandeig

TECHNOLOGIES

Results/Reports
Visualization

176 70.45%
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CI-CD framework Architecture: Candeia

TECHNOLOGIES

PY-TEST Framework

A 4 VL

APUT-Automation script Lanforge-Automation script
¥ x ~ Functionality |
Query Builds Firmware Upgrade | tests |
: Sanity suite ‘
Collecting LanForge and AP Logs if Test case Failed — L RG%L?TS:OH |

/\ [ Long term )
suite )

Performance
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Results and Report Visualization: Gandeia

TECHNOLOGIES

STATUS SEVERITY
120
110
Failed 100 -
B Fai o]
80|
Broken 1704
60 -|
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50
|shl Graphs Skipped
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esults and Report Visualization:

Suites

Suites (i R
$  name = = = Status: [E5) [ Marks: [@][4A]

> controller_tests

> e2ebasic
> e2e basic.configuration_tests. bridge_mode (1]
» e2e.basic.configuration tests.nal mode a8
> @2e basic.configuration_tests.vian_mode a8
w @2e.basic.validation of operating modes.bridge mode.client connectivity 2]
wlesl_enlerprise_lis a
w TestBridgeModeEnterprise T TLESuite A B
#3 tesl_wpa2_enterprise_2g[setup_profiles) e 25"; {'wpa_e . 1m 05s
#4 test wpa2 enterprise 5Sg[setup profilesd] ['mode” BRIDGE. m " {'wpa e I [{'ssid name"'...1ms
#5 test_wpa3_enterprise_2g[setup_profiles0] |'mode T ‘wpa_enterg [{'ssid e 0s
#6 lesl_wpa3 enterprise_Sg[setup profiles0) BF 0s
#1 test wpa enterprise_2g|setup_profilesd] ['mo f [ i modes': {"wf Tterp nar 2m 38s
e #2 test_wpa_enterprise_Sg(setup_protilesO) RIDGE i modes'; ' ' r 3m 23s

» TestBridgeModeEnterprise T TLSSuite Two

> lesl_general_security_modes (1]
» e2e.basic.validation of operating modes.nat mode.client connectivity a
» @2e.basic.validation_of_operating_modes.vlan_mode.client_connechivity [10]

» lesl connectivity

Candeia

TECHNOLOGIES

‘e.basic.validation_of_operating_modes.bridge_mode.client_conneclivity.test_enterprise_1tls. TestB
test_wpa2_enterprise_2g[setup_profiles0]

Qverview History Retries

) [ zanity_55 | wpa2_entarprise [ suiteA [ enterprise | sanity | elient_connectivity

Severity: normal

Duration: @ 1m 05s
Description
wpa enterprise 2g pytest -m "client_connectivity and bridge and enterprise and ttls and wpa?_enterprise and twog"”
Parameters
: {'mode”: 'BRIDGE', 'ssid_modes" ('wpa_enterprise’ [{'ssid_name': 'ssid_wpa_eap 2g', 'appliedRadios': [1s2dot4GH...
Execution

» Setup
» Test body
w Tear down
get_lanforge_data::0
upgrade_firmware::0
exit_on_fail::0 1ms
get_apnos:0
station names twog::0
should upload firmware::0
instantiate_profile::0
test cases::0
setup_profiles::1
setup profiles::teardown session 1 attachment 255 836m:
testbed::0
radius_info::0
get_configuration::0
setup_test run::0

check ap firmware cloud::0
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Wi-Fi In-Premises Performance Testing

(hitps://www.broadband-
forum.org/download/TR-398.pdf )



https://www.broadband-forum.org/download/TR-398.pdf
https://www.broadband-forum.org/download/TR-398.pdf

TR-398 Test Plan Summary %

Downlink MU-MIMO Perf

Test to ensure the downlink throughput
increases substantially with multiple
clients and MU-MIMO enabled.

Range Versus Rate Test

Test measures the Throughput of the DUT
with the station being at different
distances from the AP.

Receiver Sensitivity Test
Test the Quality/Ability of the AP’s receiver
in being able to handle different coding
schemes at different power levels .

Maximum Connection Test Long Term Stability
6 51 Test to make sure the AP can
e consistently achieve high throughput

over a very long test duration.

Spatial Consistency Test
Test measures the performance of the AP
at various antenna orientations with
respect to the stations.

The Maximum Connection test intends to verify
that the Wi-Fi AP can support 32 STAS
simultaneously connected with minimal packet
loss and no disassociations taking place

Maximum Throughput Test
6.2.2

AP Coexistence

Test to make sure the AP can achieve
good performance in the presence of
other neighboring APs and clients

Multiple STAs Perf Test

Measure performance of the AP with
multiple stations at different distances,
to emulate the real world behavior.

Test intends to measure the maximum
throughput performance of the DUT.

Airtime Fairness Test

Verify the capability of Wi-Fi device to
guarantee the fairness of airtime usage when
handle a mix of clients using new and legacy
802.11 standards.

Multiple Assoc/Disassoc Stability
642 In a multi client scenario, test if the AP throughput
performance degrades with other clients
connecting and disconnecting simultaneously
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TR-398 Testbed Building Blocks

Multi-station Emulator

Traffic Generator

Path Loss Emulator (Programmable Attenuator)
Shielded Chambers / RF enclosures

Programmable Turntable for Spatial Consistency Testing
Mu-MIMO Station emulator for Mu-MIMO testing

AP Emulator (to create Alien AP and Alien STAs for co-
existence tfesting)

Test Conftroller and Automation Test Software

Candela Technologies offers a fully automated TR-398
Test suite with PASS/FAIL test results and all the testbed

building blocks.

Path Loss equivalent to X meters in free
space (at 0 dB setting on the attenuators)

i

robe antennas

P

£4

I
1
I
I
I‘
. Distancepyr_pese

Shielded Chamber

TECHNOLOGIES

SBUUSUB 8014

Shielded Chamber

{ Traffic Generator '71

Test Controller

1 Control of attenuators
2. Configuration of traffic
3. Record of test resulls

} ﬁ Traffic Analyzer



TR-398 Testbed Setup

J7E
S Automated - PASS/FAIL
Test TR-398 Tests - Gul - Reports Multple.
—— RF Cables Test
- Ethernet Cables
Maximum USB Cables

Connection
Test

Management
Network
(Switch)

Multiple
Assoc/Disas

soc Stability

DEVICE UNDER TEST CHAMBER Test

Maximum
Throughput
Test

Programmable Afttenuator UESIIER SRS

P Candela
— LANforge
0-95dB

Chassis

Mgmt Eth

Downlink
MU-MIMO
Perf Test

- 95dB

Eth Control

Airtime
Fairness Test

Long Term
Stability
Test

USB Control Port

i

Range
Versus Rate
Test

Programmable Turntable

AP
Coexisten
ce Test

" Radiol-2 | TestSTAs

Nelelife]

Consistency . Radio3-4  Mu-MIMO STAs/Alien APs

Test

_ MuU-MIMO STAs/ Alien STAs



TR-398 Testbed Pictures Candeia

TECHNOLOGIES

Candela

Cheese

| Photo  Video Burst & Effects



TR-398 Automated Test GUI Candeia

TECHNOLOGIES

TR-398 Automated Test s L |
l/ Settings |/ Advanced Configuration
Selected DUT 5G: [Netgear2 TR398-5G |+ | Upstream Port: [1.1.1 eth1 ~]
Selected DUT 2G: |Netgear2 TRZ98-2G |v| Turn-Table-Chamber: |DUTChamber |v|
2.4Ghz 2m RSSI |-24 | v | 5Ghz 2m RssI 28 [~]
Extra Download Path-loss [3 |
Radio 2.4Ghz RSSI 0 Atten 5Ghz RSSI 0 Atten Aftenuator Modules
Group: 0
5Ghz [1.1.3 wiphyo |v| |23 | |31 |[1.1.86.0 |~
2. 4Ghz [1.1.4 wiphy1 |~ | |23 | |31 |[11.861 |~
|-23 | |-31 |[1.1.86.2 |~
23 | |-=1 ||1.1.86.3 |~|
Group: 1
5Ghz [1.1.4 wiphy2 |~ | |25 NEE |[11.85.0 |~
2.4Ghz [1.1.5 wiphys |v| |25 | |32 |[11851 |~
[25 | [32 || [~]
EB | [32 | |~
Group: 2
5Ghz |1.1.5 wiphy4 |v||—23 | |-=0 | |l.1.85.2 |v|
2.4Ghz [1.1.8 wiphys |v| |23 | 20 |[1185.3 |~
E I= | =]
23 | [30 | [~]
TR-398 tests to rum: Estimated Test Duration: 6.583 h
Receiver Sensitivity Maximum Connection Maximum Throughput Airtime Fairness
Range “Wersus Rate Spatial Consistency Multiple STAs Performance Multiple Assoc Stability
Downlink MU-MIMO [] AP Coexistence []Long Term Stability
[ ] Another lteration []Pause




6.2.2 Maximum TCP Throughput Test Results

Sample Test Results

Tvpe [Result Sotes TECHNOLOG
Sum-total download: 114 .46 Mbps Requires: 100Mbps
[Fotal 2.4Ghz download throughputlPASS  |ory pecy 31 Ru-Rate: 144.4M Tx-Rate: 144.4M

Sum-total upload: 111.94 Mbps Requires: 100Mbops
STA-RSSL: -30 Re-Rate: 144.4M Ta-Rate: 144.4M

Total 5Ghz dwnioad throughput PSS |G et R B e sea Comprehensive PDF Test Reports

Total 2.4Ghz upload throughput  |PASS

Summary Results

Test Info Sum-total upload: 697.47 Mbps Requires: 560Mbps
; - 2 4Ghz passed 16 16 Pass-Avg: 10.9 Tetal 5Ghz upload throughput |PASS _RESL: Rate: Rate:
6.1.1 Receiver Sensitivity Test 2109 h (oo esed 16/ 16 Pass-fug: 3.0 STA-RSSE 44 Re-Rate: 866.7M Tx-Rate: 8686.7M
[Throughput: 2 4Ghz UL 104 11% DL 104 .39%
6.2.1 Maximum Connection Test (32-5TA) 8.763 m [Throughput 5Ghz UL 101.95% DL 104.34% Realtime Throughput for: 6.2.3 Airtime Fairness Test
Passed PER: 128/ 128
. [Throughput 2. 4Ghz UL 1.12% DL 1.14% 275
6.2.2 Maximum TCP Throughput Test 5.401 m Throughput 5Ghz UL 1.25% DL 1.24% =
5.2.3 Airbime Faimess Test 5.164 m [* Candela is not convinced these passfail metrics are very halpful. 224
5GhzUL13/13DL13/13 200
6.3.1 Range Versus Rate Test 34.083 m24CGhz UL 16/ 22 DL 17/23 3178 F
2.4Ghz Retried O traffic tests. § 8 e
5Gh passed 11/ 12 £ 150 A n h —_—
6.3.2 Spatial Consistency Test 443 m gﬁ"(‘szh’::gzget e sests g 125 | | . \ | A Py e
2.4Ghz retried 7 traffic tests. 100 ‘ "‘ |11 le I -
Modal Nurmber Nelgear 0T8OI
6.4.1 Multiple STAs Performance Test 18.232 m| géfzh;azs:fg ?é & 75 / I ‘ | Davice nder Tust SS0s TR308-5G TRI06-2G
6.4.2 Multiple Association [ 7161 m |2.4Gh: Passed 950 / 960 5¢ | Bssins eciet M et T
Disassociation Stability Test : 5iGhz Passed 960 / 960 25 \ TS T T
6.4.3 Downlink MU-MIMO Performance Test 13.883m ! [Estimaied fun Thvie 0883 1
rased57E 21 3530 21:40:00 21:40:30 21:41:00 21:41:30 21:4200 21:42:30 21:4300 214330 21:44:00 21:4430 21:45:00 21:453 Aton) un Ties J3.017n
| Date
) NOTE: User has calibrated different Interferer transmil rates,
5.3.2 AP Coexistence Test 17.533 My 398 specified vs actual inteferer rate settings: Objective
5G-80Mhz: 195 vs 195 5G-40Mhz: 90 vs 90 246027 6.3.2 Spatial Consistency Test Results
2 4Gh: Throughput Avg 198,04 Mbps Passed: 46 F 50 Ir:; ;: er: P«‘?‘rmm‘ul- le:l p!.:lhy":(he Broadband forum provides o cowpreremwe mcnv tests to n\'nmlhe“p'!l‘ur;\nnu of :lptlt_aue‘-x'; paints
. 2.4Ghz FAIL 2 4Ghz Packet Error Rale Passed: 0 f 5 5) dsigned for esidertial and small oMce i, Connection Stabiily, Airtime Farness, AP Co-axislance,
[#.5.1 Lang Term Stabilicy Test lsGhzpass (*10 34398 Msgh, Throughput Avg 503.30 Mbps Passed: 50/ 50 Type [Resul] Notes .’:.x:s:::?;:;:.,:‘;:“mzszms%::2-‘,”.3i‘a:"':.*.:'.:.:".:ﬁ::'..":,;:;: Aok e Tor SQupoma Ak o 1L GLring e Suvatppimert of
SGhe Peckel Errgr Rate Passed: 5/ 5 This test o nat fy RS \ibrating it 5 difficult, the APs, Candels Technalogies offers a fully automated TA.398 test system. The user can select from the flst of 11 tests availabie in the GUI anc ail selectod
5 t2st does not spedl , 50 celibrating It 15 diifcult, tests are run ruuy utomated ol one chck of & button. Measurernents are made and comgaed to Lhe specified PASS/TAIL criteria in the TR-198 test plan and
3, i i 1 1L L ] 1his report will show the summaey PASSFAL results fallowed more detalled results for each test.
6.3.2 Assumptions INFO  [You may shift the attenuation by modifying the Attenuation Adjustiment setting
- ez = on the 'Advanced Configuration' screen,
6' 1' 1 RECEIVEF SEHSItIVIty Test R'ESI-I ltS Configuration NOTE INFO _|Attenuation Adjustment set to: 4
Configuration NOTE INFO__[Traffic duration |5 set to: 105, default (s 60s Summary Results
Type Result Notes Configuration NOTE INFO_ |This test will retry below average tests: 3 times and record the best result. Fout T )
. This test does not specify RSSI, so calibrating it is difficult. . ) 5Ghz Awg DL Sig: 10 PASS |Awg download must be at least: 500Mbps, reported: 688 1 6.1.1 Receiver Sensitivity Test 0]2.1000 ;:ﬁ:";:::;“ﬂo‘:o:fxxu) 109
6.1.1 Assumptions (INFO [Youw may change the attenuation by modifying the Attenuation Adjustment setting SGhz Mlnlmum |:||_ 5|g 10 [PASS |Min dnwnload 6239 must be at Ieast BO%: 412, E nf the avg: 688. 1Mbps Thiowghput: 2 4Ghz UL 104.11% OL 104 35%
fon the “Advanced Configuration’ screen. 5 = [6.2.1 Masimam Cannection Test {32.5TA) 154.2 {8.763 m me‘: s]a;: I.;I.Z;ﬂl 95% DL 104 38%
- - - N = aseed PL !
Configuration NOTE|INFO :ét::::::zﬂ;#s;gs;:s;t to: 4 % 6.4.2 Mult'ple Association ,' Disassociation StahllltyI Test Results 16.2.2 Maximaen TCP Thioughput Test mmgm 246he U TITW DT 1%
PASS |ast-atten-pass: 47 passing value: 46 5TA RSSI: -60 Expected AP RSSI: -65 5 l6.2.3 Aiime Fairness Test - Candeln s not convinced these passfiol metrtcs are very helpll
5Ghe mos: O BW: B0 rok: 0 [ 5Ghz UL 13/13 DL 13713
PASS i 5 Type [Result] Notes PR :
last-alten-pass: 27 passing value: 21 STA RSSI: .38 Expected AP RSSI: -45 E - O MRN Min T aaaim LLBS R DL S (R
Lo T pr ], 2 5 [2.4Ghz CX: cv_udp-1.1-1 51a0600--1.0 0 Sleady-State_|PASS |Requires: 3.96 Mbps Reporled: .00 Mbp 2k et D i ey,
PASS 5Ghe mes: O BW: B0 rol: 45 E 5 3Gz CF ov udp11- sglu’:m“’;a}"z R
|ast-atten-pass: 51 passing value: 46 5TA RSSI: -61 Expected AP RSSI: 69 | & Halle LA GV RS, [6.3.2 Spatial Consistency Test faasm ha i
bass [pGNz mis: B BW: 80 ok 45 2.4Ghz CX: ev uap1.1- 6.4.3 Downlink MU-MIMO Performance Test Results A fetnas 7 tralie tete
last-alten-pass: 31 passing value: 21 5TA RSS): -40 Expected AP RSSI: -49 2 4Ghz CX: ¢v_udp-1.1- l6.4.1 Mutigie 5TAs Performance Test .0[18.232 ml3 4602 Faseed 876
5Ghe mes: O BW; 80 rot: 90 - - [Resuly Notes (6.4 3 Multiple Associstion 2.Ghe Passed 960 1 560
) ! B . . 2.4Ghz CX: ov udp-1.1 & 7161 0
PASS |last-atten-pass: 50 passing value: 46 STA RSSI: .62 Expected AP RSSI: -68 —-—L: AGhs CX ev o1 Tvp - ownioad Rate: 67031 Mbps [isassociaton Stabiky Test - " [5Ghz Passed 960 /960
= 5Ghz mos: 9 BW- B0 rot: 90 2.4Gh Cx- dtl -:l G.4.3.4.3 SU-MIMO Sta-1 Baseline INFC STA-RSSI -45 Rx-Rate: 866 7M Tx-Rate: 866 7M [0.0.3 Downlink MU MMO Performance TeslSe) .0 (13,083 m|
|last-alien-pass: 27 passing valwe: 21 5TA RSSI): -38 Expected AP RSSI: -45 |£-A0he CA: v _udp-1.1- . Download Rate: 347 54 Mbps naeed 3 (9
pags [PGNz mes: D BW: B0 ro: 135 2.4Ghz CX: ov_udp-1 1- 24344 SUMIMO Sta-2 Baseline INFO loTa-RSSI: 33 R Rate: 433.3M TaRate: 433 3M 16.3.2 AP Corrttence Test ZENI 5”"";‘EE,::“.Z;EJfa?g‘fg'g?q;ﬁﬁf';'gfﬁi“:;:'; "
. i - . " - 1195 ve . 40Mhz: 90 vs v
ast-alten-pass: 50 passing value: 46 STA RSSI: -61 Expected AP RSSI: -58 2.4Ghz CX: cv udp-1.1- |5.4.34.5 SUMIMO Sta-3 Basoline PG [Dovmicad Rate: 389 77 Mbps ] s T TS s s 670
1z mis: 8 BW. B0 rob 1 e ot B MR L STA-RSSI: -49 Rx-Rate: 433 3M Tx-Rate: 433.3M Gz Pckes Lrror Apte P
pass [C cs: 9 B0 rot: 135 2.4Ghz CX: cv udp-1.1- 16.5.1 Long Tenm Statisty Tast 1.0 [sa.568 m[ZGrs Packes Error Aate Passed: O
|ast-atten-pass: 26 passing value: 21 STA RSSI: -36 Expected AP RSSI: -44 STz LA EV_Udp- 2. 1o [Total Download Rate: 57500 Mops sal a ;:mﬂg';‘m_‘";:’&“;ﬂ Picses 50150
5Ghz mas: O BW: 80 ot 180 |2.4Ghz CX: ev_udp-1.1- Sta-1 Download Rate: 300.15 Mbps Jsh
e 2.4Ghz CX: ev udp-1.1- STA-RSSI: -45 Rx-Rate; 32,6M Tx-Rate; B66.TM
— = = ——— |5.4.2.4.6 MU-MIMO 5tal - 3 Total INFO  |Sta-2 Download Rate: 274 .85 Mbps
6.2.1 Maximum Connection Test (32-STA) Results STA-RSSI: -50 Rx-Rate: 32.6M Tx-Rate: 390M 6.1.1 Receiver Sensitivity Test
5ta-3 Download Rate: O Mbps
STA-RSSI: -38 Rx-Rate: 433. 3M Tx-Rabe: 390M
Type Notes
[The spec is open to INterpretation: [Total Download Rate: 575.00 Mbps

Sta-1 Download Rate: 204.07 Mbps Summary

62,1 Assumptions P
STA-RSS1: -45 Rx-Rate: B66.7M Ta-l Rabe BEG.TM

endela assumes stations can run at full available NSS and bandwidth

(I 6.2.15A24Chz cv wdp-1,1-1.5ta0600--1 0.0 Download-PER: 0STA-RSSI: -26 Rx-Rate: GO0M Tx-Rate: 240M 6.4.3.4.7 SU-MIMO Stal - 3 Total INFO  [Sta-3 Download Rate: 105.97 Mbp. l':.‘:.:.':ﬁ.".".:‘.‘.::‘.‘;;;‘.‘;..";.’.:3,".“\,’.;"‘;:‘.“:::,'.:’ Comectly demoduiute weak signal. This st provides o simplfed mesursment Tuﬁu":m’
b2.15A20hs o uip P e o T tone 1o STARSSL 45 ot £33 3 T-fae: 350m D T e e e e ot s St
PASS  |Download-PER: OSTA-RSSI: 26 Rx-Rate: GOOM Tx-Rate: 180M Sta-3 Download Rate: O Moj W rob - P ; 4 g poibbodadils a1 . o
8315 A2 4CNz v_udp1 PASS Downlond PER. 0STA RSSI- 25 Roc Rnte, 500M Tr-Rabe 240M CTARSS): 38 Fx Rate: 433 IM Tx-Rabe: 300M with calibrated transmitter power levels. The Last ks repeated with muliple coding schermes, essuring te DUT should umoathly trsnsition between coding
) ) ' MU-MIMO-Throughput FAIL |Requires: 615.43 Mbps Reported: 575.00 Mbps
6.2.1.5.A 2 4Ghz ov_udp-1.1-1.sla0604--1.0.0 PASS |[Download-PER: 0STA-RSS) -26 Rx-Rale: GO0M Tx-Rate: 240M 6.4.3.5.8 MIMC Throughput Comparison|PASS  |SU-MIMC-Total: 419.52 Mbps MU-MIMO-Total: 575.00 Mbps|

6.2.1.5.A 24Ghz cv_wdp-1.1

-5tad605-1.0.0 PASS |[Download-PER: OSTA-RSSI: -26 Rx-Rate: G00M Tx-Rate: 240M




v 3x 5GHz and 3x 2.4GHz
NICs (4x4 Wave?2)

v’ 2x 10GE Copper Port

v' 64 STAs per Radio

v' Background (Alien) APs
and STA

v’ L2-7 traffic generation
and monitoring

TR-398 Test Equipment and Components

Isolation: 75+ dB

Frequency(GHz): 0.8 to 6GHZ
Standard Interfaces: 16x SMAs, 2x
USB 3.0, 2x 10G Ethernet, USB-C, 4K
HDMI, RF Coax, Fiber, fan, DC
power, universal A/C power strip.
Other options available.

In Dim({mm): 480(W) 490(D) 480(H)
Out Dim(mm): 550(W) 650(D)
535(H)

Weight: 30kg

CT840a

TECHNOLOGIES

v’ Isolation: > 80 dB
Frequency(GHz): 0.8 to 6GHZ
Standard Interfaces: 16x
SMAs, 2x USB 3.0, 2x 10GE,
USB-C, 4K HDMI, RF Coax,
Fiber, fan, DC power,
universal A/C power strip.
Programmable Turn Table

In Dim(mm): 890 x 450 x495
Out Dim(mm): 1060 x 770 x
880

v’ Weight: 90kg

v' Semi-rigid cable package
included

v Splitter/Combiners

v’ Fixed Attenuators

v' LANforge TR-398
Automation Test Frequency Range:0.3 GHz — 6.0 GHz
Suite. ‘o8 b Attenuation Range:0 — 95.5 dB
v PASS/FAIL Test Report ' 3 Attenuation Steps:0.5 dB
increments
Insertion Loss:8 dB nominal, 10 dB
max
Attenuation Accuracy:1-15 dB:
+1dB, 16+ dB: +1.5dB or 4%

E—
_\/{0\%

CT704b

Software




TR-398 Issue 3 Test Cases

* 6.1. RF capability

6.1.1 Receiver Sensitivity Test

* 6.2. Baseline Performance

6.2.1 Maximum Connection Test
6.2.2 Maximum Throughput Test
6.2.3 Airtime Fairness Test

6.2.4 Dual-band Throughput Test
6.2.5 Bidirectional Throughput Test
6.2.6 Latency under Load Test
6.2.7 Quality of Service

* 6.3. Coverage

6.3.1 Range Versus Rate Test
6.3.2 Spatial consistency test -
6.3.3 802.11ax Peak Performance Test

* 6.4. Multiple STAs Performance

6.4.1 Multiple STAs Performance Test

6.4.2 Multiple Association/Disassociation Stability Test
6.4.3 Downlink MU-MIMO Performance Test

6.4.4 Multicast Multi-Station

* 6.5. Stability/Robustness

°* 6.6

6.5.1 Long Term Stability Test
6.5.2 AP Coexistence Test
6.5.3 Automatic Channel Selection Test

Mesh Performance
6.6.1 Mesh Backhaul RVR

6.6.2 Mesh Backhaul Node2 RVR
6.6.3 Mesh Roam Time

:

:

Mobile
Stations

IR
b

IJ ;

Device Under Test

+»* The testcases in Orange colourrepresent
new tests added in TR-398 Issue3

R [

|



TR398 issue 3 +Mesh Wiring Diagram

MTK Stations Chamber (Medium Chamber)

LANforge 1 (CT523c)
6-MTKs
A3-P10
A1-P10 A2-P10 — A4-P10
wocto () wacro () — o |wacHo —»E A4-P30
—>E_> _[,E_' O\ T1ax SMA

' F 11
wocH1 P W2CH1 & Hax W4 CH1 O— a Terminator

ax4 2.4GHz

SMATerminator

2.4GHz
WOCH2 24GHz 19 Clients
actens ALpP20 2CH2 Oﬁ 1octens A2-P20 o 8>

WO CH3 O/ —_—] W2CH3 O/ . W4 CH3

A3-P20
w1cHo AL-P30 3 co A2-P30 A4-P20
W6 CHO ‘\

A4-PA0
W1CH1 F 1|
4x4
W3 CH2 W7CHO

TECHNOLOGIES

Programmable Attenuator

P11 @ P21 @P3L@PILEG

p10 @ P20 @ P30 @ P40.]

Node 1 (Medium Chamber)

LANforge 3 (CT521b)

p10@ p2080 P3@® Pi@
Pllg P2 P3W P

—
p10 @ p20 @ P30 @ P20 @
PI1 @ p21 @PL@ PG

1-11ax4 1-11ax4

|B1-P11

p10 @ p20 @ p30® ps0 @
P11 @ P21 @ P31 @ PAL@ B1-P21

-
P20 @ P30 ® P20 ® IB1-P31
P21 @PIL@PUE@

p20 @ p30® p20 @ B1-P41

W3 CH1 .— 112 WeCHL :::x SMA
SGHz SG Terminator
W1CH2 F Lortents oo 15Clonts
P A1-P40 y
W1CH3 > lwack3
— ./ —p W7CHL SMATerminator

axa

LANforge 2 (CT521b) RoOtAP (2D-Large Chamber)

1-11ax4 1-11ax4

Programmable Turntable

A1-P11-P41 A2-P11-P41A3-P11-P21

p20 @ p30® pa0® A4-P11  A4-P21
21 @ P31 @ PAL@

10 ®
1@
p10 @ P2
P11 @ P 1.P31.P41.
10®p
1@vrp

Node 2 (Medium Chamber)
LANforge 4 (CT521b)

1-11ax4 1-11ax4

/
L
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TR-398 Issue 3 GUI

TECHNOLOGIES

. — m— . P om———— — : _ (-390 15545 ¢ AULOIIEIEA Lest (GVrinist-4)
f’"’?ﬁcmgz [ Mirmcwg? | Par-Test contigs i M','Tm“"ﬁg; [ Am“f’ ek | R'm““ﬁg“’m“ l Tmf%'m"ﬁ I ar-Test Config1 | Per<Test Config 2 | Per-Test Config 3 | Advanced Configuration | Report Configuration | TR398-ssue3 |
Settings | Virtual StaRadioSettings | 802.11AXSettings | 802.11AXSettings2 | MeshSettings | MeshSettings2 [ Per-Test Config1 Settings | 802.11AC Settings | 802.11AXSettings | 802.11AX Settings 2 [_MeshSettings | Mesh Settings 2
Selected DUT 5G: I7c068c17 CONNECTION 4c:66:41-fFac:8¢ (1) I'I Upstream Port: Node-1 DUT 5G: |adtran~node1 adtran-tr398 e8:2c¢:6d:84:a7:ba (2) lvl
Node-1 DUT 2G: |adtranﬂodel adtran-tr398 e8:2c:6d:84:a7:b4 (1) lv,
Selected DUT 2G: [7c068¢17 CONNECTION 4c66:41:face (1) | v| Mutticast Upstream port: [121 et v
Node-2 DUT 5G: |adtran-node2 adtran-tr398 e8:2c:6d:85:34:5a (2) lv,
Selected DUT 6G: ) Turn-Table-Chamber: :IEI
= Y Node-2 DUT 2G: |adtrannodez adtran+r398 e8:2¢:6d:85:34:54 (1) lvl

2.4Ghz 2m RSSI |-26 (Issue-2 default) (-26) | vl 5Ghz 2m RSSI -30 (Issue-2/3) (-30) =

[] Use 2-band pass/fail

Background Scan Module: RSSI Threshold: I-SS lv'
short Interval: B0 [v]Longintervak [300 |~]

[] Skip 2.4Ghz Tests Skip SGhz Tests  [v] Skip 6Ghz Tests Skip N/AC Tests  [_] Skip AX Tests

[[] Use Issue-3 Behaviour  [_] Allow-11w (MFP/PMF)

Radio 2.4Ghz RSSI 0 Atten SGhz RSSI 0 Atten Attenuator Modules
TR-398 Tests to Run: Estimated Test Duration: 5 m Sroup 0:Rock to Node:L | I I =
-43 -63 1.1.3249.0 v
[] Verify 802.11AX Radios [] Verify Virt-Sta Radios [] Verify Group Throughput [63 |[fr32ee1  [v]
[] Calibrate 802.11AX Attenuators Calibrate Virt-Sta Attenuators MobileStations Sedc e [63 |[f132002  [+]
[_] Calibrate Mesh Root Attenuators [_] Calibrate Mesh Node-1 Attenuators [] Calibrate Mesh Root to Node-1 |-63 \ |1.1.3249.3 lv’
[] Calibrate Mesh Node-2 Attenuators  [] Calibrate Mesh Node-1 to Node-2 Attenuators [[] calibrate Mesh Root to Node-2 - I J I [ ’
-60 1.1.3232.0 v
[[] 6.1.1 Receiver Sensitivity [] 6.2.6 Latency [[] 6.4.2 Multiple Assoc Stability "N = o ro [-s0 | [:1.32321 lv,
[[] 6.2.1 Maximum Connection [[] 62.7 Quality of Service [[] 6.4.3 Downlink MU-MIMO NN\ |60 } I [v'
Ll e —
[[] 6.2.2 Maximum Throughput [[] 6.3.1 Range Versus Rate [[] 6.4.4 Multicast g o N [-s0 I |~
o] o
[] 623 Airtime Fairness 6.3.2 Spatial Consistency [] 6.5.1 Long Term Stability o ) 0
o & [-a1 | 1132322 [~]
[[] 6.2.4 Dual-Band Throughput (] 6.3.3 AX Peak Performance [[]6.5.2 AP Coexistence Y = — I 1 l l '
4TA 4 -41 1.1.3232.3 W
[[] 6.2.5 Bi-Directional Throughput [[] 6.4.1 Multiple STAs Performance [[] 6.5.3 Automatic Channel Selec: ~ (g, —
) (e (Node-1 ™ [ |[ [~]
[[] 6.2.8 Muiti-Band Throughput T l l Sianads |-41 | l l'l
(] 6.6.1 Mesh Backhaul RvR (] 6.6.2 Mesh Backhaul Node-2 RvR [[] 6.6.3 Mesh Roam Time J J 010
— - =
= 3249 2655 50db) _sz6 -
s F6 cooo
LF-4 °
oo o gg
oo 4 Q0
oo (-] oo
00
| L S L J




TR-398 Issue3 Test Report

STA) m DLB7.54%
Pomad PER1147120, 6.2.1 Maximum Connection Test (30-STA)
Theoughput N 2.4Ghz UL 110.13% =
8867 |DL1083IR =
6.2.2 Maximum TCP Treoughput Test 92 ps Thvoughput AC 5Ghz UL 64.24% DL 200
B8636% it
1%
I 32.324 | AC 5Ghz passed 0/ 6 s
6.2.3 Artime Faimess Test 0 m N2.4Ghzpassed 5 / & 108
Tost Setup Information § ™
- oo 623 ssue-3 Artime Faimess Test o 0 3 -
»
$S08 DUT_2G DUT_5G 6,4.4 Multiple STA Multicast Test 0 0 ol
g : g H
Device Under fest ks e : : g §
6.2.4 Duak-Band Throughput Test 45 m. N7/12AC4/12 Rerations
85510 [€Fegared @ Siove Fasuing W Repuried @ Seiow Passng]
Notes [BLANK] N 2.4Ghz Throughpu! (goodput) for each station.
6.2.5 Bldirectional UDP Theoughput 36453 | N2.4Ghz passed 1/3
Te V738
EsSmoted B Wme 73 Test % m AC 5Ghzpassed 2 / 3 AV 0010 (o 2 4G Iycushout
Actual Run Time 1301n 2.4Ghz Throughput
6.2.6 Latency Test o 4] 200y
élﬂ
tact 6.2.7 Qually of Service Test o o 13
Objective 3
100}
The TR-378 tsuse 2 Wik test plon by the Sonum croves o comprenenuve set of N2.4GhzUL5/17DL3/17 Enn‘
tosts 10 quailty 1he peroemance of WiE| occass pont (AP} cesgned for msdentil and imal otice 631 Range Versus Rate Test 21270 | AC'sGhzUL9 /14DL6/ 14 Eosaf

I e I B i e i e

environments. Rodio performance, Tivoughput, Connection Stobilty, Arfme faimess, AP Co-exiifence. on
Mu_MIMO Parformance. Spotal Congstency ond Long-term Siabilty are some of Ine test areas covered in - o - 2 Re=no28288 s T T
i test plan. The test pion & designed for service providen deploying in home WiFi APs 15 quaify the APy internal ERROR: Rotafion table ggy8282e88233cRaRR2R82BBB 53
I the it before deployment and for equipment maken 1o test duing the development of the APy faled 1o rotate. IBEREEEE RS RS R E R RS R R RN
Condelo Qs ofters o fuly TR-IVE issue 2 dest system. The user COn select Fom tha ist ss.0s4 |N24Ghzpassed0/0 RSkl i dnlidasiS SRS eSS ASSERREeE SeS5a
of lests avalatie, Most fesh con wn fully cutomated, hough ICme require user Inferaction. Mecusoments 6,32 Spaficl Consistency Test 0 ® AC 5Ghz passed 0 /0 Sttlons
ore made ond compand 10 fhe speciied PASS/FAR citersa ) the TR-398 lswue 2 fest plan and 1hs report AX 2.4Ghz possed 0./ 0
Wil Show Ine sumimary PASS/FARL rewts IoRowed more delaiind results for each fest AX 5Ghz passed 0 /0
AX 6Ghz-160 possed 0 /0 Max-Cx-Test: Snapshot N 2.4Ghz Download
6.3.3 AX Peck Performance TCP 0 0 e
Summary Results Throughpu! Test ro [0 e o eF0 | T | |, '-Mfw.:ﬁ,:ﬁ, B & i
i)
Tost Result [CO000 | e Into 29817 |N2.4GhzPassed 4 /6 100 Lo b2 wswmen| 3571 [1ead PRI YT (R [ s
~ Score 6.4.1 Multiple 5TAs Performance Test a3 11001000 222
m AC 5Ghz Passed 0/ 6 o T
Caibtrate Mo Zoro Abenuation RSSI si001001 |23 B2 99 Meen| 7300 117 A L a9 10
1 f Skipped |0 ]
{STA to Node-1) 112 e el 91w S Y Y 074108170 | 192 10 29,90 000003 00 030
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Controller Testing



WLAN Controller Testing — 24,000 11n STAs

LANforge 2400 ST
HO0SIAS v’ 24,000 STAs

v" 10x LANforge Systems

v' 50x dual-band APs

v 400x STAs per LANforge Radio

v' 240x STAs per AP radio

v 6x LANforge radios per system LANforge
LANforge v 10x RF enclosures 2400 STAs

2400 STAs

LANforge
2400 STAs

LANforge

2400 STASs WLAN Controller

Client Scale
Security
Throughput . LANforge
Large Scale Roaming 2400 STAs
Load Balancing

Large Public Venue Load Patterns
Analytics/Al feature test.

Traffic Shaping/Policy

Device Profiling/Finger Printing AP

WANj{el(e[<}
2400 STAs

ASRNRNENE N N N NN

LANforge

LANforge

AP 2400 STAs

2400 STAs

AP

Repeatability Expert Analysis Executive Reports




Testing Stations
(loT Devices)




Home

v' HD Video Quality

v Tolerance to
Interference

v Interoperability

v' Crowded environment

v Client Connectivity

v' Latency for Gaming

v Range & Roaming

v’ Security

v Mesh performance

v Battery Life

v' Automation/Test
Coverage

loT DEVICE TEST REQUIREMENTS

Healthcare

v' Connection Reliability

v' Mobility Performance

v' QoS and consistent
throughput

v Security

v' Coexistence on
hospital Wi-Fi networks

v Location Services

v' Proper Device/Network
Management

v Proof of Concept

v' Vendor Selection

v Test
Services/Consulting

Retail/Industrial

v’ Zero Downtfime
v' Range Performance

v Application throughput

v Low Latency

v Security

v' Location Services

v' Cellular and Wi-Fi
Handover /Co-
existence

v Proof of Concept
/Vendor Selection

v  Test
Services/Consulting

Transportation

v' Passenger Experience

v' Zero Downtime

v' Range Performance

v Video Performance

v' Low Latency

v Security

v Location Services

v Cellular and Wi-Fi
Handover /Co-
existence

v Proof of Concept
/Vendor Selection

v Test
Services/Consulting

Module Vendors

v' Radio Performance

v' Protocol Compliance

v' De-Sense Testing

v Manufacturing Test

v MAC Performance/
Throughput

v DFS testing

v' Application
Performance

v' Roaming & Range

v Battery Life

v Security

v' Automation/Test
Coverage

Candeia

TECHNOLOGIES

Service Providers

= @v

v' Vendor Selection

v' Proof of Concept

v Mesh Performance

v" Video Performance

v' Throughput

v' Cellular and Wi-Fi Co-
existence

v DFS testing

v Application
Performance

v' Roaming / Range

v Battery Life

v’ Security

v' Automation




Medical Device Testing Scenario Candeia

Radio
Performance

Roaming Co-existence

Compliance

Device
ll Connectivity

Interference

Tolerance
Network

Policies Radio
Resource
Management

Application
Performance




SUPPORTED OPTIONS

E
Emulated .
i Traffic DUT

mulated D

Emulated APs / Emulated Traffic
» Provides the most automated,

repeatable, configurable and

comprehensive test coverage.

> ldeal for early stage dev/QA,
benchmarking and comparative

testing

BENCHMARKING

Emulated
Re DUT

Traffic

Real APs / Emulated Traffic

» For interoperability testing with a
known good golden AP from a
partner.

» Still provides a high degree of test
coverage and automation.

> |deal for pre-deployment testing

INTEROPERABILITY

‘ el m
Real
Emulated DUT

Traffic
APs

Emulated APs / Real Traffic

» Testing scenarios where emulated
fraffic cannot represent real-traffic.

> Can provide medium level of confrol
but a higher level of realism

» ldeal for testing application specific
devices

APP PERFORMANCE

Candeia

TECHNOLOGIES

wee [
Real
DUT

Traffic

Real APs / Real Traffic

» The most realistic way of testing

> Provides the least amount of confrol,
automation and repeatability.

> |deal for pre-deployment testing of
application specific devices operating
on vendor specific networks

END USER EXPERIENCE
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Some Test Topologies

Gandeia

TECHNOLOGIES
Testing real client (DUT) with LANforge oo W
acting as the AP, traffic generator and all Software 1_ LANforge
the network servers behind the AP. Use iPerf )
or LANforge endpoint software on the DUT. Redl Virtual AP+ Virtual Servers( DHCP, Radius, FTP, HTTP, VOIP efc..)
Client(s)
Testing real client (DUT) with LANforge acting as gl
the AP, but connecting to real network servers. The LANforge
traffic between DUT and servers can be redal . e
opphc;o’non ’rrofﬂc_ond LANforge will automate Redl Virtual AP ——
creation of may different types of emulated APs / Real Servers( DHCP, Radius, FTP, HTTP, VOIP etc..)
an test scenarios Client(s)
Same scenario as above, but in this case LANforge —
can also add various network impairments on the = LANforge AN
wired network between the virtual APs and the 1- d orge
real nefwork servers to test the effects of various —L _
network conditions on applications. E:?ol o Virtual AP Network - | OHCP, Rad
1ent(s H ealoservers , RAAIUS,
| Imparmen  fp e, vorpete.)
Testing real client (DUT) connected to real APs and = \
real network servers. LANforge can create various 1_ i : LANforge
wireless impairments (like co-channel/adjacent L .l .
channel interference, emulated distance, noise,
: S : Real Real APs Network
roaming et..) and also various impairments on the Client(s) e ewo Real Servers( DHCP, Radius,
wired network (loss, jitter, packets errors etc..) and d Impairments FTP, HTTP, VOIP efc..)

test effects on application traffic.

Wireless Impairments



TECHNOLOGIES
DUT
gy
Ecosystem —
AN Neighboring APs and
L2l Stations
4 ts
<3 NS &
@ 4&n
Interference — Radar,
Random Noise etc..
Point
v RF Performance 7 Renge v Performance in the i v i [
- : v Performance in the HD video streaming

) v General Connectivity j Eo’re Seelig presence of co- presence of RF v FTP download
5 v MAC Throughput ¢ Bgsc;mng"r' channel/ adjacent Interference v VOIP Quality ('—3
Z j éecsurl’ry . Neig[wobnoSIr f:s channel interference v Radar compliance v Real Application 2
= © . + . v' Air fime Fairness + v Performance with + traffic performance <
E j EAOJTI?A?MLge 7 Ol Chenne] Seeming v Medium Utilization WAN impairments for Application .
Ll ) v QoS v Specific Devices =
o v Antenna Orientation Rouge APs P 3
% s
o
=

Step1 : Benchmarking Step2 : Mobility Step3 : Ecosystem Step4 : Impairment Step5 : Real Applications

Repeatability Expert Analysis > Executive Reports
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LANforge WiFi Network Emulation Candeia

TECHNOLOGIES

Reql Emulate 100s of Access Points, Router Mode, Bridge Mode, AP
Mode
Networks

Station Emulation

Emulate 1000s of highly realistic wired and wireless
LAN stations

WiFi Network in a Box

Traffic Generation

Native LANforge traffic, VOIP, TCP, UDP, Real Application
tfraffic, iPerf Integration

Endpoint Software

WiFi Client Device
D‘D

L __—— Network Elements

DHCP servers, RADIUS Servers, SIP/HTTP/FTP/Web/Application
Servers, iPerf Servers, other Custom Endpoints

Programmable %yrntable Real-time packet wired and wireless packet capturing and
statistics
\ WAN Emulation
Create network errors, delays, packet duplication, packet
re-ordering
Distance Emulation Random noise, Radar, WiFi and RF

. Interference
Mobility, Range Test

Transmitter/Receiver Profiles

Quality over Antenna
Orientation
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DEVICE
UNDER
TEST

TESTER




Simple Client Roaming Test Setup

AP1 Chamber

LANForgel

rogra e enuartor

AP2 Chamber

LANforge 2

v v

=

DUT Chamber

TECHNOLOGIES



Candela WiFi Client Testbed

iPerf Radius
Server Server

DHCP
Server

TECHNOLOGIES

Patient Monitoring
Server Software

AP1 Chamber

v 2.4GHz APs
LF1 v 5GHz APs
v' Co-ChannelfAdjacent
Channel Intefference
4 Radios v' Sniffers

LF2

4 Radios

AN

AP2 Chamber

2.4GHz APs
5GHz APs
Co-Channel
Channel Inte]
Sniffers

Adjacent
ference

LF3

4 Radios

AP3 Chamber

SNENEN

AP4 Chamber|

2.4GHz APs
5GHz APs
Co-Channel/Adjacent LF4
Channel Intefference

Sniffers v
4 Radios

2.4GHz APs
5GHz APs
Co-ChannelfAdjacent
Channel Intefference
Sniffers

SNENEN

Tests:

v

ALY

Throughput with many different AP types, Packet Sizes, traffic

types, MIMO types, Channel BWs efc..

Rate Vs Range vs Antenna orientation

Receiver Sensifivity

Functional Testing

Security Testing

Co-existence Testing (in crowded retail environments)

Client Connection Tests

Roaming Tests
v Baseline roam performance across all 2.4 and 5gHz

channels

v' Roaming with WiFi and non-WiFi interference
v' Roaming with many different security methods
v 802.11r/k/v test scenarios

DFS Testing

VVVY

DUT Chamber

Measured Results/reports:

SNENENENE NN

Throughput

Packet Loss

Voice Quality

Rate Adaptation

Client connection fimes

PDF/HTML/CSV test reports

Fully automated test plans with test report and pass/fail results

Testbed Components

AN NN N N

Candela H/W for AP/STA emulation, sniffing

RF enclosures

Programmable Attenuators

Large chamber with Programmable Turntables

RF cables, splitters/combiners and other RF accessories

Full automation software

Radius/VOIP/DHCP/iperf/Application Servers created on Candela H/W



Candela’s IOT automation Candeia

Conditioning
Mobile Access

TTTTTT

We have automated various |IOT controllers like Alexa, Google nest such that with a single click
we would be able to give actions for various devices which are present in an ideal home.
Using this automation, we can try to validate the latency of the |OT devices which have got
invocations from the IOT controller through the Access Point.

We report the performance of the bulb in long durations with repetitive change in the actions
that friggered like change in brightness, changing the color, etc..

Using our Web-Ul you can have the test triggered with a less manual intervention.

A detailed test report is generated after the test is completed with various kinds of information
like API's initiated and delay responses, along with log files such that we can easily narrow

down 1o the problem.
© 2023 Candela Technologies - All Rights Reserved



TECHNOLOGIES

Candela’s |IOT automation Candeia

Smart Bulb

. Smart Camera

Alexa Skills hosted on
AWS/Amazon Dev

d

1 Smart Plug
IOT Device
Hub/Controller
Supports Zigbee/BLE smart Switch
USB connection for
remote access
Thermostat

© 2023 Candela Technologies - All Rights Reserved



TECHNOLOGIES

Candela’s IOT automation

Coun

- = P M W W e
P= n o w -

U

set the light intensity to fifty percent

change the c:

Total

f light to red

I cuc

&
r
A
.0
E
,

Requests

ge ihe color of light to white

set the

light inten:

f to hundred percent

furn off light

© 2023 Candela Technologies - All Rights Reserved
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Wi-Fi
Roaming

Roaming Testing

\ ol
/ Established | \ / 4
/ Association \,
_ _ g .
4T E
e s

T e e e — — —




ROAMING PROCESS

(

Roam
Initiation

Measure RSSI, Packet
Loss, Reties etc..

Off Channel Scanning
Create Neighbor AP lists

Opportunistic Key
Caching

-

Roam
Decision

e Check if RSSI, Loss,

Retry Thresholds are hit.

* Monitor AP assisted
handoff commands.

* Look for loss of
connectivity/service
disruption of any kind

e

Roam
Execution

Disconnect with old AP.

Initiate 802.1 |
connection with new AP,

802.1x Authentication
Handshakes

Session Key generation.

Routing traffic through
new AP,



ROAMING TEST METHODS

Walk Tests Using Attenuators Forced Roaming

Pros

v" Highly realistic.

v Can test
Interoperability with
most popular stations.

v’ Can test all three
steps of roaming
(inifiation, decision
and execution)

Cons

v Noft Scalable

v' Not Repeatable

v' Not Automatable

v' Extremely time
consuming

v' Extremely hard to
debug issues

v a
LT

Pros Cons

v’ Reapable v' Not Scalable

v Automatable. v Expensive setup

v' Can test all three v Not easy to
steps of roaming measure
(initiation, decision roaming delays
and execution) and debug

issues.

v Not easy to
isolate AP issues
from station
issues.

TECHNOLOGIES

v

M

Pros Cons

v Canscale to 1000s of v Can only test Roam
roams for many hours execution.
and the only way to v Cannot test
find issues related to improvements in

scale. execution because

v' Can run tests very fast. of steps taking
v Fully Automatable, during roam
Confrollable and initiation.

Repeatable
v' Cost perroam the

I~ =

v Not very real-world



TEST SETUP

Atten # 1

-

AP1

Channel

—

AR2 Switch/
LANforge ¥ ;-; o Controller
Stations : |
Atten # 2 Channel E’rhe. =
- Traffic

ROAM USING
ATTENUATION

Channel
=

AP2 harnel :
Switch
WiFi Controller
@ . RF
Enclosure
——

FORCED ROAM

METHOD



ROAM EXECUTION METHODS

TECHNOLOGIES
Statlon Origi Targe Auth Server Station Origi 3 @] Statwn Origi Targe Auth Server
[ Roam Decision Made ] [ R Decioion Made ] ars= Auth Server [ Roam Decision Made
802.11 Disassociation
go2.11 Disassociatic:r 802.11 Disassociation 8021 | Associa ’ q o
) . 'l Association/ Reassociation
802.11 Association|/ Reassociation 802.11 Association/ Reassociation 802, 1x Authentication
Preshared Key — 4 way Handshake 4 way Handshake
o o ° °
Open Authentication WPA-PSK WPA-Enterprise (no Key Caching)
— T E— e e ———
Station Origi Targe Statmn Orig @] @l
— Targe Auth Server Stat“’“ Origi Targe Auth S
[ Roam Decision Made ] Roam Decision Made ] [ Roam Decision Made ] ’ -
80211 Disassociatior 802.I | Disassociatio Al fame sent Over 802.1 | Disassociatio FT Action frame
"| Inter AP Key Sync —— the Air — 'f‘;]';:v;:‘tiidﬂt‘]:tt\;v;e"
802.11 Auth Request (with FT IEs) FT Action Request (with RSN IEs)
802.11 Association/ Reassociation
802.11 Auth Response (with FT |Es) FT Action Response (with RSN |Es)
4 way Handshake 802.1 | Reassoc Request (with RSN IEs) 802.1 | Reassoc Request (with RSN IEs) Ef;‘;;‘;‘::i‘t’gver
802. I Reassoc Response (with RSN IEs) 802.11 Reassoc Response (with RSN IEs)| AT
o ° L] °
o
WPA-Ent (with Key Caching) Fast Roaming (over-the-Air) Fast Roaming (over-the-DS)



FORCED ROAM TEST SETUP PICTURE Candeis

TECHNOLOGIES

LANforge system does:
v' Station Emulation
v Forced Roams

v Traffic Generation
v
v

Radius Server
Roaming
Measurements



LANforge GUI View

Candeig

TECHNOLOGIES
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Percentage

Sample Test Results Landeis

Roam Percentage per Duration
TECHNOLOGIES
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DFS Testing

Software Define radio(SDR)

* capable of transmission or reception of radio
signals from 1 MHz to 6 GHz which is used to
emulate radar for DFS testing

Portability

* This comes in small form factor which
makes it a great choice for portability

Signal generation capabilities
» Capable of generating multiple pulse with
o single PRI in a burst as per standards
+ Capable of generating staggered (multiple
PRFs within a single burst), chirp and hop test
signals

Noise Generator

* Can be used to creatingthe @
interference fo validate the AP
behavior

Mode of access

» User can access the device using GUI as
wellas Cllinterface

* Radar test parameters like PRI, Pulse width and
number of pulses can be configured by the user




Candeia
What is DFS? [ Ao

« Dynamic Frequency Selection allows APs to detect radar and avoid interference with radar pulses.

Software Define radio(SDR)

« capable of transmission or reception of radio
signals from 1 MHz to 6 GHz which is used to
emulate radar for DFS testing

Portability

* This comes in small form factor which
makes it a great choice for portability

Signal generation capabilities

« Capable of generating multiple pulse with
o single PRIin a burst as per standards
« Capable of generating staggered (multiple
PRFs within a single burst), chirp and hop test
signals

Noise Generator

+ Can be used to creating the @
intferference to validate the AP
behavior

Mode of access

» User can access the device using GUI as
well as Cll interface

* Radar test parameters like PRI, Pulse width and
number of pulses can be configured by the user



pq Candeia
DFS Testbed Images recH

DFS-TESTBED |

—»
Pulse
< width PRI

No. of pulses

v

» We can generate various radar signals using an RF
generator by adjusting the radar parameters.
> We can perform below test cases using candela
LANforge
1. The detection probability test
2. The detection Bandwidth test




T-—-_—--7  because of same
channel

The DFS solution:

Real world scenario

La Candeia

TECHNOLOGIES

This setup has the Candela Radar Signal Generator to
generate all the Radar pulses.

The Candela chassis to control the signal generator, run all
the automation, and create background traffic and
generate test reports.

Medium RF chamber is used to provide RF isolation for this
test setup, all in a super compact form factor.

oo

Iip h = butap)

POE Switch

Medium RF Enclosure

Candela’s Lab setup



regulation's support by candela Ca

Europe

Korea
USA ETSIO,ETSI1,ETSI2.ETSI3,ETSI4
,ETSI5,ETSI6 Koreal korea2 korea3 korea4

FCCO, FCCI1,FCC2,
FCC3,FCCH4

Japan W53

Japan W53 1 - Japan W53 6

Japan W56

Japan W56 1 — Japan W56 6



Test Signals

Ca
T ENesls

Radar Pulse Width PRI Number of Pulses Minimum Minimum
Type (psec) (usec) Percentage of | Number of
Successful Trials
Detection
0 1 1428 18 See Note 1 See Note 1 P m
. . Tost A: 15 omique ra A 20 Ra.dar test Pulse width Pulse repetition frequency Nuiiliodit Pulses per
PRI values [_J signal # W (us) PRF (PPS) different burst for each
randomly selected | o |53 i Min Max Min Max PRFs | TR (PPB)
from the listof 23 | 0 P19 108 to note 3) (see note 5)
PRI values in Table 10
Sa PRI . 1 05 5 200 1000 1
Test B: 15 unique (see ;‘gte 6)
PRI values
randomly selected 2 0.5 15 200 1600 k (see note 6)
b e gange of 3 0.5 15 2300 4000 1 25
- usec,
with a minimum 4 20 30 2000 4000 1 20
increment of 1 5 05 2 300 400 213 19
psec, excluding (see note 6)
PRI values selected 15
in Test A 6 0,5 2 400 1200 2/3 e
2 1-5 150-230 23-29 60% 30
3 6-10 200-500 16-18 60% 30
4 11-20 200-500 12-16 60% 30
Aggregate (Radar Types 1-4) 80% 120
Note 1: Short Pulse Radar Type 0 should be used for the detection bandwidth test, channel move
time. and channel closing time tests.
Radar Pulse Repetition Frequency Pulse Width Number of Number of Burst Period
Type (pps) (Mus) Pulses Trials (sec)
(per Burst)
1 700 1 18 1 10
2 1800 1 10 1 2
3 330 2 70 1 60
4 3000 1 3 (per Hop) 100 10
(Number of Hop)

TECHNOLOGIES




LANforge RF Generator GUI.

MName:

] Radar Type

Pulse Width

q Pulse Courrt

Pulse Repetion Frequency 2
Frequency Modulation
Burst Offset

Chirp Width

[] One Burst

Sweep Tirne

OFDM Header Modulation
Time period 1 on
Time period 2 on
Tirne period 3 on

Duration
Trigger dBm

Gain

BEB-Gain

1.1 f77c60de2766a3c3

Modify RF Generator

‘FCCZ (2)

|v|

|5us FCC2 Radar (1@)

|"'|IPu|5E Interval

29 FCC2 Radar {29}| » |Pulse Repetion Freguency 1 |

Pulse Repetion Fregquency 3

| | UUT Charirel

| | Long Pulse Width

) Trials Low

@ Trials Center

‘1 second (1 s)

| - | Frequency

| OFDM Payload Modulation

| Time period 1 off

| Tirme period 3 off

| | Time period 2 off

| | Trigger AMP

‘On (+14dB) (14)

|‘-'| IF-Gain

‘De-Fault (28)

|v| Sample Rate

Synic

238us FCC2/3/4-Radar (238 us) -

) Trials High

|Channel 120 S6@@ (5,600,000) |-.-|
|DeFau1t (27) |v|
|DEFP¢ULT (@) |v|

| Apphy |

| o |

Cancel

The radar signal being
tested. The drop down
contains list of radar
pulses of various
standards

Width of the pulse
Pulse Repeating Interval
of the pulse in a burst

Number of pulses within
a burst



TECHNOLOGIES

Candeia
The Detection Probabillity test: Ca

The number of time AP can detect the pulse TECH
J — in a Channel 4
T i {/ ._.-'I. .'I|I|l \
;o
Vi e
! - - -.; 1 \t‘

« The detection probability test aims to check if an AP can detect the RADAR pulses which are
generated on the active channel of the AP.

« RADAR pulses will be generated based on different parameters like pulse width, number of pulses
and Pulse Repeating Interval.

« For a given test case, certain number of trials must be conducted to see if AP detects RADAR.

« The parameters of pulses might vary for every trial based on the type of RADAR pulse being tested.
After triggering the pulses for the specified trials, we need to check how many times the AP can
detect the RADAR.

« The detection percentage of RADAR must be greater than or equal to the specified value by the
respective governing bodies.



The Detection Bandwidth test: Ga

= s
Test Objective is to verify radar pulse detection across the entire
bandwidth of the AP.

Radar pulses are sent at every 1MHz frequency step within the AP
bandwidth for 10 trails.

Detection percentage is calculated at every frequency step.

The range of frequencies with successful detection is calculated and will

be checked as per standard’s requirements. 4

TECHNOLOGIES

fi ‘ fu

fl fc fh Detection Bandwidth

A

v



Pulse Captures from Spectrum Analyser Landeis

TECHNOLOGIES

AM vs Time x
-20.00 dBm AM Vs Time Tnnw
; : : : : : : I Delta: 430.725000 us, -0.16 ds-l

o . L e e e ]

B 1.2 3=l .5 .6 .7 .8 .9 .10 11 12 13| & .

5000

-50 .00 abisls{ & - d

-70.00

-80.00

-50.00

-100.00 o=t T 1

B Emulated 13 Pulses of FCC4 B PRI: 430us X

Triggered
Delta: 430.:725000 us, -0. 16 dB




Pulse width Captures from Spectrum Analyser  Gandeia

TECHNOLOGIES

File Edit Presets Settings Analysis Mode Utilities  Help

Add Measurement ~ || ResetVie w —=: Single Cv A
AM vs Tim
-36.87 dB | |
I 70
-49.6

-53.94 -.._~ e ~__~_~___ ______________________________

JH ||_|d,| [ l ||li|.L I“ | ‘ ' “‘“]“LJHI‘ l i‘““\.ln.l h

x

] COﬂfIgUI’ed pU|Se W|d1-h ]57US Triggered
Delta: 15.700000 us, 2.05 de‘




Chirp Modulation

FM vs Time
23.790 MHz™* FM Vs Time

18,411 MHzE = lwble FH B Bl B AL BB e e

13.032 MHz

i

7.653 MHz [ ‘
2.27494 MHz
-3. 105 MHz

-8.48<¢ MHz

-13.863 MHz|

-19.292 mHz|-p B A R T frosrr e e i a e S e s, e o | B SR B S S

B T e S SRR SRRSO NS

-30.000 MHZzZ

2.963863 ms .153952 ms

x

B Configured chirp width 15MHz

. Delta: 97.700000 us, 14.986 MHII



Candeia

TECHNOLOGIES

Sample Test Reports:

JECHNOLOGIES 2023-09-16-02:17:16 TECHNOLOGIES

Detection Probability Test Report pandelg’  Defection Bandwidth Test Report Pandela

2023-09-16-20:06:54

st Setup Information st Setup Information
> i

DUT Name NXP_AP

DUT Name Test_AP
evice under test SSID None
Yevice under test SSID candelafest
Test Duration 1:11:07
Test Duration 0:55:26 -
bjective
bjective
:tection Probability Test is compilance to the Dynomic Frequency Selection (DFS) Regulation, The purpose of this test is to subject the DUT to a Type 0
3 o 2 o 5 i 2 2 oae /| i | teri. h
atection Probability Test is compilance to the Dynamic Frequency Selection (DFS) Regulation, it creates regulatory specified radar pulses to the DUT i;‘:?:; ?:C,S::‘/;S:emovmg the frequency of the radar signal through the channel to choracterized ronge of frequencies over whichthe DUT can

peatedly to measure the probability of detection.

2sult Summary
2sult Summary
, : e below graph provides information regarding detection probability percentage for various RADAR Types.
e below graph provides information regarding detection probability percentage for various RADAR Types.

[

- AsS
Issues - A
Il Success
N ril

Japan-w53-Japan-w53-Japan-w53-Japan-w53-4apan-w53-Japan-w53-§apan-w53-Japan-w53-8



TECHNOLOGIES

Candeia
DFS Web-UI: %?J

DFS Web-Ul has been designed to execute a wide range of test cases based on various country
standards with just a single click, ensuring a user-friendly experience.

Active User : admin i
. Detection Probability Test
<>

Test Label: |Demo ‘ Enable Traffic  Desired Detection(%): |GO ‘ Trials: |30

o Shift @Centre JRandom \ Y
@ — To mention the number of trails and desireq
R Total Selected: 5 detections to run the test.
Country Type
0 - = £
vO FEurope . Jon och
G Various country A rcoa
v( | Japan standards
> MIC
v Korea
> KCC

=&




TECHNOLOGIES

Candeia
Sample WebGUI results: Ca

J EXSS

INFO:root: stop_sniffer

INFO:paramiko.transport:Connected (version 2.8, client OpenssH_8.8)
INFO:paramiko.transport:Authentication (password) successful

INFO:root:pcap file name./pcap/dfs_csa_FCCB_Trial_1_channel56_2023-95-25-11-16.pcap
INFO:rooticsa framepresent

INFO:root:csa frame is present

INFO:root:radar detected

P fcc_test_12

P korea INFO:rooticsa frame time is May 25, 2023 11:17:02.316676222 IST
INFO:root:yes

P testing INFO:root:csa timeMay 25, 2823 11:17:02
INFO:root:calculate detection time

» FCCO INFO:root:detection time @:00:04

INFO:root:detection time 4

INFO:root:{'FCCO': {'Trial_1': {'Burst': '1°, 'Pulses': 18", ‘'Width': "1', 'PRI{US)": '1428", 'Detected': 'YES', 'Frequency(KHz)': '52300800
‘Trial 7': MNone, 'Trial 8': Mome, 'Trial 9': None, 'Trial 18': Mone, 'Trial 11°: Nene, 'Trial 12': None, 'Trial 13": None, 'Trial 14': Mone,
None, 'Trial_22': Mone, 'Trial_23': MNone, 'Trial 24': None, 'Trial _25': None, 'Trial 26': None, 'Trial_27": None, 'Trial_28": HNone, 'Trial 2
INFO:root:l

INFO:rootiresult data{'FCce’: {'Trial_1': {'Burst': '1l', 'Pulses’: '18', 'Width': '1", "PRI(US)': "1428', 'Detected': 'YES', 'Frequency(KHz)
'Detected’: None, 'Frequency(KHz)': None, 'Detection Time(sec)': MNone}, 'Trisl_3': None, 'Trial_4': None, 'Trial 5': None, 'Trial &: None,
'Trial_14': None, 'Trial_15': MNone, 'Trial 16': None, 'Trial_17': Nene, 'Trial_18': MNone, 'Trial_19': None, 'Trial_28': None, 'Trisl_21': No
Mene, 'Trial_29': None, 'Trial_38": None}}

INFO:root:starting sniffer

INFO:py-scripts.1f_sniff_radio:channel: 56 frequency: 528@

INFO:root:generate radar

INFO:root:Current date and time :

INFO:root:time stamp of radar sendMay 25, 2823 11:17:15

INFO:paramiko.transport:Connected (version 2.8, client OpenSSH_8.8)

INFO:paramiko.transport:Authentication (publickey) failed.

INFO:paramiko.transport:Authentication (publickey) failed.

INFO:paramiko.transport:Authentication (password) successful

INFO:root: lanforge

[sudo] password for lanforge:

starting

P ETSI_dfs_testing
P fce_dfs_test

» Japan ReSUHS Summdry

¥ FCC_random
bl S
o

Y USA

0006

¥ FCCO

¥ Trial_1

Pulse Width Detection Frequency
(us) Time(sec) (KHz)

YES 1 1428 18 1 4 5282000

Detected PRI (ps) Num Pulses  Num Bursts

gr-osmosdr 8.2.0.0 (£.2.0) gnuradio 3.18.1.0

built-in sink types: uhd hackrf soapy redpitaya file

2[@;32m[INFO] [UHD] E[0;39mlinux; GNU C++ version 12.8.1 20228123 (Red Hat 12.8.1-2); Boost_16760@; UKD 4.1.0.5
Using HackRF One with firmware 2823.81.1

UUUUstarted

¥ Trial_2

Pulse Width Detection Frequency
(us) PRI (ps) Num Pulses  Num Bursts Time(sec) (KHz)

YES 1 1428 18 1 5 5287000

Detected

stopping




Mesh Test Solution

Daisy Chain Topology

Partial Mesh
Topology

Star Topology




Mesh Test Floorplan Candeia

Master Bedroom

1189



3 Node Testbed Example

Ethernet

MOBILE CLIENTS

Lanforge

STA chamber

FIXED
CLIENTS

MONITOR
Lanforge

Home Office

FIXED
CLIENTS

Lcmférge

TECHNOLOGIES

Master Bedroom

FIXED
CLIENTS

MONITOR
Lanforge




TECHNOLOGIES

Test Automation Variables

SJUBWISDD|d SPON YseWw

suialbd BUIAOW UOIIDIS

sulalibd PooT

1191
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LANforge systems doing Fixed clients, Mobile clients,

Tes-l- b e d _ | NS | d e Background traffic, interference, monitoring, roaming etc... Mesh AP Nodes

under Tes’rJ




MORE DETAILED TESTBED DIAGRAM
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LANforge Chamber View
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Mesh Automated Test GUI Setffings

Miesn Automatced iesc

[(Settings | Advanced Configuration |" Report Configuration |

[1.1.1 eth1

Upstream Port: IVI

Selected DUT 2G: ITR398-DUT NETGEARGS IVI Selected DUT SG: |TR398-DUT NETGEARGS |v|
AP Root Chamber Node 1 Chamber Node 2 Chamber STA Chamber

|TR-398 Ivl |<Custom> Ivl I-<Custom>- Ivl I-<Custom>- Ivl
STA Count STA Count STA Count STA Count

B =[] =[] =[] =]
2.4Ghz Radios 2.4Ghz Radios 2.4Ghz Radios 2.4Ghz Radios

I =] | = | = | =]
I = | = | l= | |~
I =l | [~]] =] =]
SGhz Radios SGhz Radios SGhz Radios SGhz Radios

I =] | = | |~ | |~
I =] | l=d | = | =
| [=]] L=l | =l | =]

AP Chamber Position STA Chamber Position

Roam Path

Select Tests Traffic Combination

Current Position Current Position Orbit Near Traffic Type Calibrate
ABC Random Orbit Middle UDP Throughput
A-BC Close Root AP Orbit Far TCP Roam
AB-C Close Node 1 Random Near [] Add STA Traffic
A-B-C Close Node 2 Random Middle
A--B-C Medium Root AP Random Far STA
A-B--C Medium Node 1 South-East Root
A--B--C Medium Node 2 N1
BAC Far Root AP N2
B-AC Far Node 1 Root+N1
BA-C Far Node 2 Root+ N2
B-A-C N1+N2
B--A-C Traffic Direction Root+N1+N2
B-A--C Download
B-A-C Upload
Random Both
l Start l [ ] Another Iteration [ ] Pause l Cancel l



Mesh Roam Test Results
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Testbed Building Blocks Candeia

v'RF enclosures

v Programmable Attenuators

v'RF & Ethernet Cables

v Splitters/Combiners

v LANforge Hardware for Station Emulation
v LANforge-MESH Test Application Software

1199



Key Tests Candeia

v’ Measure maximum upstream and downstream throughput that can be achieved per each hop in the mesh.

v' Repeat test 1 on different channels, Channel Bandwidths, MIMO types.

v’ Measure the maximum number of stations each node in the mesh can handle.

v’ Measure the connection times and number of connection drops for the stations for each node in the mesh over time.
v’ Repeat 1,2,3 and 4 with different distance settings between the nodes in the mesh.

v Measure the maximum possible distance between the nodes in the mesh where they can all still maintain connectivity.
v  Test how the mesh backhaul can rate adapt and find the best possible channel in a noisy environment.

v Force a disconnect on a specific link on the mesh and measure time taken to find the next best path in the mesh.

v' Create different levels of co-channel and adjacent channel interference and measure overall performance.

v' Run performance test with different mixes of voice, video and data traffic and measure quality of experience.

v' Repeat tests 1 through 10 with different security types (Open, WPA-PSK, WPA-Enterprise)

v Test load balancing and band s’reering? capabilities of the nodes in the mesh by creating different amounts of stations
and traffic loads on different nodes in The mesh.

v Test handoff delays for stations handing off been various nodes in the mesh.
v Measure roaming performance with different security methods and fast roaming methods and 802.11k/v/r
v Measure performance over distance for stations connecting to each mesh node.
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Stacked Chamber Configuration Example (Mesh + TR-398)
E g
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L
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Candeia
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TR-398 + 3-Node Mesh Tested (Cabled) Candeia

TECHNOLOGIES

Every Mesh system is different. In this example the APs are dual-band with 4 antennas on Root AP and é Antennas on Extenders

usSB

Backhaul 'f

(IN:)

T2-P10 T2-P20

p10 @ p20 @ p30® P20 @
P11 @ r21 @ P31 @ P41 @

Antenna ——
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R2- Antenna ——

Dual
wl
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— Antenna

Antenna ——
B2-P21

T2-P30 T2-P40
Root AP LAN

]

—— Root AP LAN
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9 Mediurm Chamber Fixed Clients/Int . EthO  [Rryes: Medium Chamber




TR-398 + 3-Node Mesh Tested

CT820a-Medium
Chamber

Roof AP

Phy1

Fixed Stations

CT820a-Medium
Chamber

CT840a-Large Chamber

Mobile Stations

Phy1

USB =

EthO

— Ethernet Cables
— RF Cables
— USB Cables

TECHNOLOGIES

Fixed Stations

CT820a-Medium
Chamber

PhyO

Phy1

Fixed Stations

NI

EthO

LANforge
GUI




Root + 4 Safellites Topology Examples CAMMA

Star Topology

Daisy Chain Topology

Full Mesh
Topology

Star + Daisy
Chain
Topology

Partial Mesh
Topology

| 205



TR-398 + Star Topology Tested Example (Root AP + 4-Nodes)

Attenuators S TECHNOLOGIES

P20
\_ AP P11 @ P21 @P31@PIL@
p10 @ p20 @ p30® p20 @ ] A4-P11
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TR-398 + 3-Node Mesh + 1T1ax Testbed

Mobile
Stations




TR-398 + 3-Node Mesh + 1T1ax Testbed

Total Testbed Approximate Weight : ~350 Kgs

Approx space required : 2 meters (width) x 2 meters (depth) x 2 meters (height)
No special power requirements.

Chamber : 30Kgs
Candela System : 10Kgs

Programmable
Node 2 Attenuators

Dimension(mm): 550(W) 650(D) 535(H) Approx Weight : 20 Kgs

Root AP

Chamber : 150Kgs

2 meters Dimension(mm): 1092(W) 900(D) 940(H)
(depth)

Chamber : 30Kgs
Candela System : T0Kgs

Node 1

Dimension(mm): 550(W) 650(D) 535(H)
2 meters
(height)

Chamber : 30Kgs
Candela System : 10Kgs

Mobile Stations

Dimension(mm): 550(W) 650(D) 535(H)

e—— 2me’rers(wid’rh) I

TECHNOLOGIES



Tests that can be Covered

v Full Automated TR-398 - 30 hours

6.1.1 Receiver Sensitivity Test

6.2.1 Maximum Connection Test

6.2.2 Maximum Throughput Test

6.2.3 Airtime Fairness Test

6.3.1 Range Versus Rate Test

6.3.2 Spatial consistency test

6.4.1 Multiple STAs Performance Test

6.4.2 Multiple Association/Disassociation Stability Test
6.4.3 Downlink MU-MIMO Performance Test
6.5.1 Long Term Stability Test

6.5.2 AP Coexistence Test

v" Fully Automated Mesh Tests — 100s of hours

v Mesh Throughput per hop

v Mesh Roaming

v Performance with various combinations of AP node
placements, load pattern efc..

v' Failover test scenarios

v' 802.11ax Testing

v" Functional + Performance

AN N VAN N Y N N N NN

v' Throughput, latency, mixed mode client performance

v OFDMA, Mu-MIMO testing

Candeia

TECHNOLOGIES

v' User Scenario Test Automation — 100s of hours

ISR NN NN NN

Connection Stability test

Multiple traffic stress test

Stress test with active call sessions

Connection stability with MBSSID mode

Client Initiated roaming

Random connect/disconnect test

Video, voice and data fraffic stress test

Random connect/disconnect of clients of a radio

v" Fully Automated Candela Tests — 100s of hours

ANENENENENENEN

WiFi Client Capacity Test

Dataplane Performance Test

Rate vs Range vs Antenna Orientation Test
Client Reset Test

Roaming Test

Band Steering Test

QoS Performance Test

v Feature Testing

v
v
v
v

Hotspot 2.0 / EAP-SIM/EAP-AKA
Captive Portal Login

EIRP (AP Tx power, Reg Domain Testing)
Speedtest.Net testing

v' Other Test Scenarios

ANENENEN

Gaming Test Scenarios

Testing WiFi client devices

Video performance Testing — Video streaming
Application Performance with WAN emulation



Transportation Test Scenario




Candeja ‘

BUS :
PASSENGERS2 L n

BUS
PASSENGERS1



(BusPassengers2 i DepotAP1

RSN

0000 -
STA-AC(40) depot-ap-1
d )
BusPassengersl
00Q0O
QO 00
00Q0O =)
depot-ap-2 1
STA-AC(40) % y gg
~ J

upstream-dhcp



tep-dl-Imwi
STA-AC(40)
-72db
Tx 593.5K
Rx 42.9M

depot-ap-1
-38db
Tx 83.8M
Rx 851.6K
(BusPassengers2
O00O0
0000
0000 "
0 O O 0 Sk 3 “\\\‘
LF-2 -
0909 s+ 4 v IO W o
1 iy w!
0008 " i
oo

tep-dl-1mwvi

(DepotAP1
0000
O00O0
0000
Q000
bus:dut,
N - ':"
Q000
0000
Q000
0000

STA-AC(40)
-54db
Tx 606.8K
Rx 43.5M J
upstream-dhcp
Tx 85.3M

Rx 884.2K

depot-ap-2

(DepotAP2

LF-5
oo
oo
(o14]

0000
0000

0000
0000




WiFi Transportation Testbed

TECHNOLOGIES
CT-840b - Large Chamber

CT712 - T Cellular Callbox

CT-523c (1) Programmable Y

Depot AP Attenuator
Antenna CT714- Interference Gen

CT-820a - Medium Chamber

Chamber

Y

CT-820a - Medium Chamber

CT1712 -
CT-523c(1) Programmable
el A RIS » 1x CT-840a - Large Chamber with Turntable (for DUT)
» 1x CT-840b - Large Chamber without Turntable (for
CT719- Antennas)
Programmable » 4x CT-820a — Medium Chambers
. Attenuator > 5x CT712 - Programmable Attenuators
CT-820a - Medium Chamber > 2x CT-523c(1) — Depot APs
> 4 radios

CT1712 -
Programmable

> 24 APs per radio or 64 stations per radio
» 2x CT-523c(2) — Bus Passengers
> 4 Radios
» Total 256 stations (128 in 5GHz and 128 in 2.4GHz)
» Plus upto 8 11ax stations
> Plus 4x 10GE Interfaces

CT-523c (2)
Bus
Passengers]

Attenuator

» 1x CT714 Noise Generator
CT-820a - Medium Chamber > Splitters/Combiners
» RF Cables and other accessories
. CT712 - » TR-398 software
= 53235 - Programmable > AP Performance Test Software
Attenuator » lyear Warranty
Passengers?2 . -
CT-840a - Large Chamber with Turntable > Onsite/Phone support




TEST CONFIG IN THE LANforge GUI

VVVYVYVYVYVY

VVVYVYVY

Radiol: Depot AP1
Radio2: Sniffer
Radio3: Co-channel APs //
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TECHNOLOGIES

VVVVYYVY

Radiol: 60 Passengers
Radio2: More Passengers
Radio3: Sniffer

Eth1: Video Server

EthO: Management



Large Public Venue
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Example: Inflight Connectivity Scenario
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TEST CONFIG IN THE LANFORGE GUI

(DeviceUnderTest
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TECHNOLOGIES

(Economy-LeftSection
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Campus Scenario Candeia

TECHNOLOGIES

In most of the Campuses the Lecture Hall, Library
and Cafeteria are the areas where large number of
people uses WiFi network

Cafeteria
oy A U B GO0 T g
= T | TRy He i T | g - *
NN L i |

Ii TW.‘P "oz i 1‘ ;"lg ‘ '

Lecture Hall




Campus Scale Scenario in LAB!!
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The 24 hour fimeline Candeia

Lunch Break:

Break: Roaming Run the Minimal Combined
Class Start: Run  and Minimal Reset Station Background traffic TCP/UDP Class
TCP fraffic traffic traiic Sleep with Roaming Start

800 AM  9:00 AM 1000 JREED L U300 3:3OPM> 4:30PM> 5:00 Pi/\> 8:00 AM

AM AM AM

It is fime fo do Accessing the Ping the sessions  Confinue the Run the FTP Sleep for next
some FTP URLs, hftps and and Run UDP Maximum TCP download, and 15 hours with
download and blocked URLs Traffic Traffic 223webpage minimal traffic

accessing the URL streaming



The Scale reports and configurations

Realtime Throughput

TECHNOLOGIES
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The 1024 Clients Visualization
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MDU/LPV Client Testbed Requirements Candeia

v Emulate lots of WiFi Stations
v Mix of 1Tax, 11Tac and 11n stations
v Test lots of APs representing an entire campus.
v' APs across different channels, SSIDs, security types etc..
v Test with 1000s of real work traffic streams.
v' Recreate various real work load scenarios in the lab.
v' Small/Medium size apt building
v University Campus
v Small and Medium Enterprise
v' Shopping Mall
v Small/medium/Large Hotel
v' Create various types of roaming/mobility patterns.
v' Create groups of APs to test for load balancing
v Create application layer traffic to test DPI, device profiling, fraffic shaping/policing
functions on the AP.
v Test the controller dashboard
v Test location based analytics
v Automate 1000s of test cases and DUT configurations.



Candeia

Example: University Campus Test Profile

» 08:00a0m — 12:00pm
v' 2000 devices connect to 50 APs across 25 classroomes.
v' 1000 students start browsing the internet for class research
v" 500 students watch online lectures
v' 500 university staff browse internet , place VOIP calls
» 12:00pm - 03:00pm
v" 1000 students move from classrooms to cafeterias and dorms causing lots of roams.
v' Students use their personal devices like smartphones and tablets of various kinds.
v' 200 devices of various kinds (POS terminals, scanners etc..) operate in the cafeterias.
» 03:00pm — 06:00pm
v' 500 students congregate in the indoor basket ball courts, watch real-time game scores and replays.
v' 200 students meet in the library and do online research for class projects.
» 06:00pm —09:00pm
v" 1000 members are in the school theater participating in the school play and actively sharing details on
social media.
v' 500 students participating in live voting and surveys for student body elections.
v' 500 students and staff watching soccer game and tweeting.



Key Performance Indicators Candeia

TECHNOLOGIES

Client Connection Times
Connection Reliability / Uptime
Performance over Distance
Upload/Download Speeds
Roaming Delays

Network Latency

File Download Times

Voice Quality

v Video buffering and stalls

v Video streaming Quality

v Consistent quality over time.
v' Policy Conformance.

AN N N N N N



Small MDU Testbed

Unit 3A

Cloud

szonfroller
CT1523
11ax+11ac STAs

Fixed
Aften

Unit 2A

Cloud
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CT1523
11ax+11ac STAs

1 Fixed
E Atten

Unit 2B
Cloud
CT523
11ax+11ac STAs

Unit TA
Cloud
C] S;ontrol!er
CT1523
11ax+11ac STAs

Fixed
Aften

Unit 1B

Cloud
AP s}i_on’rroller

CT1523
11ax+11ac STAs

TECHNOLOGIES

6 unit MDU scenario.

All units have TIP APs connected to cloud confroller.
Create several 11ac, 11ax stations per AP.

Test with voice, video, data fraffic

Day in the life test scenarios

Test Interference scenarios
Community WiFi test scenarios

DN N N N NN

Testbed BOM

<+—>

Cloud
Controller

LANforge
Server

v Hardware
v CT-523c-8ax-ac2-dual-10GE — 6 units
v CT820a Medium Chambers — 6 units
v RF Cables and Antennas
v Software
v SW1001m Traffic Stfream Licenses
v SWI100Tsta virtual station licenses
v' Support/Warranty
v l-year hardware and software support




Large Public Venue Testbed
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TECHNOLOGIES

Large Public Venue Testing Scenario with several APs.
Testbed divided into 6 sections, represents the various physical
sections in a large public venue.

All units have TIP APs connected to cloud controller.

Create 1000s of 802.11ac, 802.11n and 802.11ax clients.

Test with voice, video, data traffic

Roaming /Load Balancing / Band Steering

Day in the life test scenarios

Location Analytics Testing

Device Profiling, User/Role based policy Management Testing
Mis-behaving Client Behavior/ Rouge AP Testing

Testbed BOM

v Hardware

v CT-523c-8ax — 6 units

v CT523c-3ac-db-2n - 6 unifs

v CT830a Large Chamber - 6 units
v RF Cables and Antennas

v Software

v SW1001m Traffic Stream Licenses
v SWI1001sta virtual station licenses

v' Support/Warranty

v l-year hardware and software support



Community Labs using Candela Test Systems Candeia

TECHNOLOGIES
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COMMUNITY LAB SETUP IN CALIFORNIA




N
OpenWiFi

New OpenWiFi Community Lab °

Located in Bangalore, India

Address: New polytechnic building, Acharya Institute Dr Sarvepalli Radhakrishnan Rd, Soladevanahalli, Karnataka 560107.
Hosted by Candela Technologies India Pvt Ltd

Full OpenWiFi lab testing services offered from this location.




Setting Up The TIP
Testbeds in Candela India




Testcases Summary I

TECHNOLOGIES

Testbed
Type

Basic Run single AP functional/Performance | « Client capacity/connection
Testbeds Testing » Data plane throughput

* Dual band performance

« Airtime fairness

Advanced Full set of RF level and protocol level * Receiver sensitivity

Testbeds test cases on a single AP. * Maximum connection / throughput
« Airtime fairness, rate vs range

» Spatial consistency

*  MuUIti STA performance

*  Downlink Mu-MIMO performance

» AP co-existence

Mesh Full set of RF level and protocol level » Throughput per hop, client scale
Testbeds test cases on Mesh APs (Root + 2 * Roaming, fail over scenarios
Node configuration). + Performance over distance

» Spatial consistency
* Mesh Node Patterns

MDU Full set of RF level and protocol level + Clientscale

Testbeds test cases on a cluster of standalone » Large scale roaming
APs in a high density/crowded * Large venue load patters
environment deployments. + Traffic shaping/policy

» Device profiling/analytics
* Load balancing/band steering

WiFi 6E 6GHz channels testing on WiFi 6E APs. . 6 GHz RF performance

Testbeds + 6 GHz functional test cases
+ Triband Performance
* 2.4/5GHz performance and functional tests on 6E APs




Basic Testbeds

Wiring Diagrams

CT820a Medium Chamber

CT-523c Unit
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AP under Test

Candeia

TECHNOLOGIES

Bill of Materials

v Hardware
v 4x4 MIMO 11ac Wave2 Single Band 5GHz radio — 2 units (64
clients per radio)
v 4x4 MIMO 11ac Wave?2 Single Band 2.4GHz radio — 2 units (64
clients per radio)
v 2x2 MIMO 11ax dual band radio — 4 units (1 client per radio)
v" RF Enclosures
v CT820a Medium Chamber - 1 unit
v RF Cables
v RF Antennas
v' Software
v SW1001m 1GE 1000 Traffic Stream Licenses
v SWI1100 10GE port
v' Support/Warranty
v 1-year hardware and software support

1236



Basic Testbeds - Tests Covered Candeia

Dataplane Throughput Test

Dual Band Test

Multi Station Throughput vs Pkt Sizes

Wifi Capacity

Rate Limiting

Rate Limiting with Radius

Multiple VLAN's

Multi Association Disassociation Test

Basic Client Connectivity

FTP Test

Performance

Performance

Performance

Performance

Functional

Functional

Functional

Performance

Functional

Scale

TECHNOLOGIES

Verify the Performance of the AP by sending and receiving packets with different packet sizes.
Verify the performance of the AP by spreading the clients across multiple radios

Verify the Performance of the AP by sending and receiving packets with different packet sizes
across different number of clients connected

Verify the capacity of AP in maintaining concurrent number of clients which can take specific
intfended load.

Verify that the Client connected on an SSID is rate limited according to the configuration
specified

Verify that the Client connected on an SSID is rate limited according to the configuration
specified in radius for the specific user.

Verify the connectivity and Datapath for the clients connected across different Vians

Verify the impact on throughput for certain clients when another set of clients joins and leaves
the BSS.

Verify that the client can associate and establish Datapath under different configurations and
types.

Verify how many concurrent clients can simultaneously do an Upload and Download test in
given fime



Advanced Testbeds (11ac
( ) Bill of Materials w

v" Hardware
v 4x4 MIMO 11ac Wave?2 Single Band 5GHz radio — 3 units (64 clients per radio)
v 4x4 MIMO 11ac Wave?2 Single Band 2.4GHz radio — 3 units (64 clients per radio)
v' RF Enclosures
v CT820a Medium Chamber -1 unit
v CT840a Large Chamber with Turntable — 1 unit
CT714 Programmable Attenuators — 3 units
2x1 Splitters — 12 units
RF Cables - (not included in quote, provided at no cost)
RF Antennas —(not included in quote, provided at no cost)
v’ Software
v' SWI1001Tm 1GE 1000 Traffic Stream Licenses
v SWI1100 10GE port
v SWI1001sta virtual station
v' Support/Warranty
v 1-year hardware and software support

Attenuators shelf

AN NN

(A3 ria ria rere pi

[W
Plle P21 @ P3lgp P41

(Al s mermeres)
Pll@» P21 @ P3lep P41

DUT Chamber

Programmable Tumtable




Tests Covered

All Test case from Basic Testbed plus

Test Types

Rate vs Range

Spatial Consistency

Multi Station Performance - Different
Distance

Rate vs Orientation

Airtime Fairness

RX - Sensitivity

Category

Performance

Performance

Performance

Performance

Performance

Performance

TECHNOLOGIES

Testcase Summary

Verify the Performance by varying the Distance between AP and client

Verify the Performance of the AP by changing Orientation and Distance between AP and
Station.

Verify the performance of the AP by spreading the clients at different distances

Verify the performance by changing the orientation of AP

Verify the airtime distribution based on performance in multi station environment with
different wifi capability clients.

Verify Radio receiver performance to check with different MCS configurations



Advanced Testbed + 11ax + 2-Node Mesh Testbed Diagram E

Mobile
Stations

TECHNOLOGIES

Bill of Materials

v Hardware

v
v
v
v

AN NI N NN

Chassis CT-523c-2ax4-db-10GE - 1 units
Chassis CT-523c-2ax4-db — 2 units
Chassis CT-523c-4ac2-db - 1 unit
RF Enclosures
v CT820a Medium Chambers — 3 units
v CT840a Large Chamber with Turntable — 1 unit
CT714 Programmable Attenuators — 8 units
4x1 Splitters — 8 units
2x1 Splitters — 20 units
RF Cables — (not included in quote, provided at no cost)
RF Antennas —(not included in quote, provided at no
cost)

v Software
v SW1001m 1GE 1000 Traffic Stream Licenses
v SWI1100 10GE port
v SWI1001sta virtual station

v Support/Warranty

v

1-year hardware and software support



Advanced Testbed + 11ax + 2 Node Mesh Wiring Diagram -

TECHNOLOGIES
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Tests Covered

v' Automated TR-398 Issue2

6.1.1 Receiver Sensitivity Test

6.2.1 Maximum Connection Test

6.2.2 Maximum Throughput Test

6.2.3 Airtime Fairness Test

6.2.4 Dual-band Throughput Test

6.2.5 Bidirectional Throughput Test

6.3.1 Range Versus Rate Test

6.3.2 Spatial consistency test

6.3.3 802.11ax Peak Performance Test

6.4.1 Multiple STAs Performance Test

6.4.2 Multiple Association/Disassociation Stability Test
6.4.3 Downlink MU-MIMO Performance Test
6.5.1 Long Term Stability Test

6.5.2 AP Coexistence Test

6.5.3 Automatic Channel Selection Test

v" Fully Automated Mesh Tests

v Mesh Throughput per hop

v Mesh Roaming

v Performance with various combinations of AP node
placements, load pattern efc..

v' Failover test scenarios

v' 802.11ax Testing

v" Functional + Performance
v' Throughput, latency, mixed mode client performance
v OFDMA, Mu-MIMO testing

AN NE N N NN Y Y N U U N N N

Candeia

TECHNOLOGIES

v' User Scenario Test Automation

Connection Stability test

Multiple traffic stress test

Stress test with active call sessions

Connection stability with MBSSID mode

Client Initiated roaming

Random connect/disconnect test

Video, voice and data fraffic stress test

Random connect/disconnect of clients of a radio

v' Fully Automated Candela Tests

WiFi Client Capacity Test

Dataplane Performance Test

Rate vs Range vs Antenna Orientation Test
Client Reset Test

Roaming Test

Band Steering Test

QoS Performance Test

v' Feature Tesﬁng (need additional scripting)
v' Hoftspot 2.0 / EAP-SIM/EAP-AKA
v' Captive Portal Login
v" EIRP (AP Tx power, Reg Domain Testing)
v Speedtest.Net testing

v" Other Test ScenqriOS(need additional scripting)
v Gaming Test Scenarios

v Testing WiFi client devices
v' Video performance Testing — Video streaming

ISR NN NN NN

ANENENENENENEN



WiFi 6E Testbed Setup Diagram %

CT-820a Medium Chamber
4x 6ESTAs  38x 11axSTAs 28x 11ac STAs Hardware BOM

8x1:1 ' 8xl:1 > 8x1:1
el ol v' Chassis : CT-523c-4axe-2ac4-db-2ac2-db-10GE
s T v Intel AX210 6GHz Clients - 4 nos
a1 | | @ &2 | | @ e v MTK dual-band 11ax clients — 38 nos
8x1:2 8x1:2 NS v QCA 11ac Wave?2 clients — 128 nos
v 10GE Traffic generator
CT-820a (Medium Chamber) - 1 unit
CT-840a(large Chamber with turntable) — 1 unit
CT714b (Programmable Attenuator) — 1 unit
8x1 Splitter — 2 units
4x1 Splitter — 2 unifs
) ' RF cables and Antennas

8x1:2

4x1:1 4x1:1
8xl:1

4x1:1 4x1:1
8x1:2

4x1:2 4x1:2
8x1:1 .

4x1:2 4x1:2

AN NI N NN

8x1:2

CT-523c Unit1

=0

P10 P11

Tests

Throughput benchmark for all 6GHz channels
Throughput over Distance

CT-714b [m v
v
v' Throughput over Antenna Orientation
v
v
v

P20 P21 P30 P31 P40 F4l]

Tx Power Measurement/Compliance in 6GHz
Receiver sensitivity test on all 6GHz channels

y Tri-band Performance (2.4/5/6GHz loaded at
/ . DUT same time)
I

Programmable Turntable
CT-840a Large Chamber




Weather
Wi-Fi

Air
Conditioning c\\
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Mobile Access

Lighting

Home in a Box |
Testing f L




The 3-approaches of Testing:

In a Real Home

Repeatability: [l

Scalability
Automation

Realism

=
e

Repeatability: [

Scalability

Automation

Realism

TECHNOLOGIES

Medium
Virtual
Stations

Near
Virtual Station =

Stations

Medium
Real e | ¥ Redl
" Stations §*

Home-in-a-Box

Repeatability: [
Scalability  : [
Automation  : [EE

Realism

Far
Virtual
Stations

il

Far
Real
Stations




Home in a Box Testbed Topology - Single CPE: oLl

FAR

0]

MEDIUM

Mobile Device
Running Apps




Wiring Diagram:

WiFi CPE

Near Group

\ 4

App

Server

Candeia

TECHNOLOGIES

/ <

—4

Real Devices

. @

Virtual Devices/APs

LANfdrge STA/.
Emulator/{raffic Gerjerator

\J«

FixedAftenuator g, o f Attenuator

Far

Eou Fixe@d Attenuator
-40 dBm

Fixedl Aftenuator ;
Medium Group
-2({ dBm -20 dBm
Real Devices Virtual Devices/APs
P h} | 3
4 "

LANforge STA/AP
Emulator/Traffic Generatpr

Real Devices

\_!.

y LU @

Virtual Devi*ces/APs

LANforge STA/AP
Emulator/Traffic Generptgr

Splitter/Combiner

Vari

able

Attenuator

\

¥ Mobile Test Device

A 4

Splitter/Combiner

A A

\ 4




Home-in-a-Box Testbed Topology — Mesh Candeia

TECHNOLOGIES

Mobile Device
Running Apps

MEDIUM

App
Server




High Level Wiring Diagram — Mesh Star Topology

Root AP

v

Variable
Attenuator

Near Group

@
L]

v Real Devices

d

h

v

Variable
Attenuator

v

Candeja

TECHNOLOGIES

A

A

Variable
Attenuator

Virtual D&vices/APs
=
LANforge STA/AP
Emulator/Traffic Gen r

Variable Variable
Atftenuator Attenuator
Medium Group
v Real Devices Virtual D;;vices/APs
L
°
——7 LANforge STQA/AP
A Emulaior/Traffic enerator

Far Group
; . h 4 i i
Real Devices Virtual Devites/APs Y Mobile Test Device

= e

° Node3
S

LANforge STA/APA
b Emulator/Traffic Generptor

Variable
Attenuator

Variable
Attenuator

Variable
Attenuator

Variable Variable
Atftenuator Attenuator

Variable
Atftenuator

Variable
Atftenuator

Variable
Attenuator




Possible Test patterns in Home in box Lab:

Mobile Device
Running Apps

Mobile Device

Mobile Device
App3

P ll Measure End to End Latency, Application Lag, lJitter, Packet Loss
| and other QoE Metrics

Test Variable Combinations

Virtual/Real Device
Load - Small

Home Size -

v Small

o
‘v Medium ‘v
A\ A

Large

Mobile Device

A" Mobile Device
V‘v - Medium

Mobile Device
- Far

Virtual/Real Device
Load - Medium

Virtual/Real Device
Load - Large

TECHNOLOGIES

Server

Interfering AP

Load - Low

Interfering AP
Load - Medium

Interfering AP
Load - High




Test Implementation:

Medium Virtual

" . e .
— —
FOA Chambe Near Real Medium Real Far Real

« We will run various kinds of Real world traffics like Video streaming and File download and create
interference in the channel, at various distances like Near, Medium and Far and record the channel
utilization.

« Now when the channel is occupied, we will run real time applications like YouTube, Facebook etc.,
and record the parameters like Network Latency, packet loss, Buffers and so on.

« Based on our requirement we can move the Client which is running the application and check the
performance at different distances.

« Along with that we can also run various patterns of traffics in the interfering clients such that their
activity in the network will be increased.



Laptop

abgn-AX 2x2

Traffic Patterns of Interfering Clients:

Zoom call [1080p]

Candeia

TECHNOLOGIES

. Smart Phone abgn-AC 1x1 YouTube Streaming[4k] 0.76 20 20.76
Traffic Patternl : :
Smart Phone abgn-AC 1x1 Online Gaming 5 25 30
Alexa echo abgn-AC 2x2 Internet Music 0.76 1.5 2.26
Smart Bulb abgn-AC 1x1 Turn on/off 0.0096 0.384 0.3936
Total Load 9.0296 49.884 58.9136
| sATvpe | Radiotype |  Appiicaion [ Upload (Mbps) | Download (Mbps) | Total |
Smart Phone abgn-AC 1x1 Amazon prime 2 5 7
Laptop abgn-AX 2x2 File Download 1 10 11
Smart Camera abgn-AC 1x1 Live Recording 0.76 2 2.76
Alexa abgn-AC 2x2 Internet Music 0.76 1.5 2.26
Smart Phone abgn-AC 1x1 Skype Call 0.128 4 4,128
Total Load 4.648 22.5 27.148

Traffic Pattern3

Total Load

Smart TV abgn-AX 2x2 Netflix 1 15 16
Oculus abgn-AX 2x2 VR Streaming 5 15 20
Smart Phone abgn-AC 1x1 WhatsApp Video call 1 2.5 3.5
Alexa abgn-AC 2x2 Internet Music 0.76 1.5 2.26
Smart plug abgn-AC 1x1 Turn on/off 0.0096 0.384 0.3936
7.7696 34.384 42.1536




Test Results and observations: Candeia

TECHNOLOGIES

Background Load FOA Client Settings Test Results
AP Qo3 Setlings N[STelg Medium Far Distance Mode App Latency FCINEE Ceneeten Buffer Health Videq FPS
Dropped Speed Resolution
QOS-ON None None None Near 2x2 11ac
QOS-OFF None None None Near 2x2 11ac
QOS-ON None None None Medium 2x2 11ac
QOS-OFF None None None Medium 2x2 11ac
QOS-ON None None None Far 2x2 11ac
QOS-OFF None None None Far 2x2 11ac
QOS-ON Traffic Patterni None None Near 2x2 11ac
QOS-OFF Traffic Pattern1 None None Near 2x2 11ac
QOS-ON Traffic Patterni None None Medium 2x2 11ac
QOS-OFF Traffic Patterni None None Medium 2x2 11ac
QOS-ON Traffic Patterni None None Far 2x2 11ac
QOS-OFF Traffic Pattern1 None None Far 2x2 11ac
QOS-ON None Traffic Pattern] None Near 2x2 11ac
QOS-OFF None Traffic Pattern1 None Near 2x2 11ac
QOS-ON None Traffic Pattern None Medium 2x2 11ac
QOS-OFF None Traffic Pattern| None Medium 2x2 11ac
QOS-ON None Traffic Pattern| None Far 2x2 11ac

QOS-OFF None Traffic Pattern| None Xels 2x2 11ac
QOS-ON None None Traffic Pattern| Near 2x2 11ac
QOS-OFF None None Traffic Patterni Near 2x2 11ac
QOS-ON None None Traffic Patternl Medium 2x2 11ac
QOS-OFF None None Traffic Patterni Medium 2x2 11ac
QOS-ON None None Traffic Pattern| Far 2x2 11ac

QOS-OFF None None Traffic Patternl Far 2x2 11ac




Test Results and observations:

— EESSSS

TECHNOLOGIES

Background Load OA E e g
AP QO = 9 d e e aeo
ea ed a Distance ode App Sropoed Seod ea e olUO P

QOS-ON Traffic Pattern1|Traffic Pattern] None Near 2x2 11ac | FB Messenger
QOS-OFF Traffic Pattern1|Traffic Pattern] None Near 2x2 11ac | FB Messenger
QOS-ON Traffic Pattern1|Traffic Pattern] None Medium 2x2 11ac | FB Messenger
QOS-OFF Traffic Pattern1|Traffic Pattern] None Medium 2x2 11ac | FB Messenger
QOS-ON Traffic Patternl|Traffic Pattern] None Far 2x2 11ac | FB Messenger
QOS-OFF Traffic Pattern1|Traffic Pattern] None Far 2x2 11ac | FB Messenger
QOS-ON Traffic Pattern] Traffic Patternl Near 2x2 11ac | FB Messenger
QOS-OFF Traffic Patterni Traffic Pattern] Near 2x2 11ac | FB Messenger
QOS-ON Traffic Patterni Traffic Patternl| Medium 2x2 11ac | FB Messenger
QOS-OFF Traffic Patterni Traffic Patternl| Medium 2x2 11ac | FB Messenger
QOS-ON Traffic Patterni Traffic Pattern] Far 2x2 11ac | FB Messenger
QOS-OFF Traffic Patterni Traffic Pattern] Far 2x2 11ac | FB Messenger

FB Messenger

FB Messenger

FB Messenger

FB Messenger

FB Messenger




Test Results for YouTube Live streaming :

FOA Client Settings

Test Cases

AP QoS
Seftings

QOS-ON

Traffic Patterns

Near

None

Medium

None

Packet
Drop
0 out of

Connected

Mode Band

Far Distance App

Baseline

QOS-ON

None

None

Connection

Latency [s] Speed [kbps]

Test Resulis

Buffer

Network

Health [s] Activity [kb]

QOS-ON

None

None

QOS-ON

Patterni

None

Load
Patterni

QOS-ON

Patterni

None

QOS-ON

Patterni

None

None 1876 28645 9.55 565
0 out of

None 2150 4418 13.61 85
0 out of

None 23054 7.54 48
0 out of

None 1857 5959 18.22 0

QOS-ON

None

Patterni

1896

None

Load
Pattern2

QOS-ON

None

Patterni

None

81 out of

39597

16.95

35

6574

0.06

Load
Pattern3

Load

Pattern5

QOS-ON None | Pattern] | None i 17748 18.72 0
QOS-ON None None | Patfterni i 24899 16.66 455
QOS-ON None None Patterni mm 14993 3.08 0
QOS-ON None None Patterni 170 0 4
QOS-ON | Patternl | Patternl | None 0o 9445 15.64 184
QOS-ON | Patternl | Patternl | None mm 0 ou ot 689 18.41 39
QOS-ON Patterni Patterni None 319 14.78 0
QOS-ON | Pattern1 | Pattern1 | Patterni 6586 12.69 0
QOS-ON Patterni Pattern1 | Patterni mm 689 18.62 0
QOS-ON Patterni Pattern1 | Patterni 0;:8'6°f 319 12.21 0

Candeia

TECHNOLOGIES

Video
Resolution

2160 [4K]

FPS

1080p

2160 [4K]
1080p
2160 [4K]

1080p

2160 [4K]

240p

360p
240p
1080p

360p

w w w
o o o

240p



TECHNOLOGIES

Testbed Images

DUT CHAMBER NEAR VIRTUAL

=

NEAR REAL
FOA CHAMBER




Candeia
Subjective Measurements of QoE of Real Video calling and OTT apps in various test conditions JECHNOLOGIES

Medivm—-with M aSUm - Wit tout Far — wit h Bockground
Bockground ond Gos Background and Gos ond No Qo8
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Test House — 3500 Sgft Apartment Candeia

TECHNOLOGIES

Brick and Mortar construction
Tile flooring.
10 feet cellings.

Standard wooden doors, wooden
cupboards and cabinets.

4- Bed, 4-Bath, Living, Dining, Kitchen
and Media Rooms.

Independent building with very little or
no external WiFi or RF intferference

Fully equipped home with all furniture
and furnishings

Lots of WiFi Devices of various types
(Laptops, Smartphones, Tablets, TVs,
Cameras, loT Devices etc...)




=

Devices Under Test

Single AP/Router

Full Performance Analysis of a Single
WiFi Access Point in the Test House

Full Mesh Systems

Test Full in home WiFi Mesh System for
Coverage, Capacity and Mobility

Computing Devices

Test the latest WiFi Laptops, Smartphone
and Tablets

Smart Home Devices

All Smart Home devices including Consumer
Electronics and Home Automation/Security Devices



Coverage/User Experience Heatmaps







Sample Coverage Test Results Candeia

TECHNOLOGIES

Signal PHY Chonpel UDP UDP TCP TCP Upstream| Latency
Strength Rates Selection Downstream Upstream Downstream
Living Room
Dining Room
Kitchen

Guest Bedroom|

Guest Bedroom?2

Media Room

Kids Bedroom

Master Bedroom

Avg Signal Avg UDP Avg UDP Avg TCP Avg TCP Avg
Strength Downstream Upstream Downstream Upstream | Latency
Example Candela WiFi Coverage Score: 82/100 —
Living Room
Signal Strength : 95/100 Dining Room
Range : 72/100 Kitchen

Upstream Throughput : 60/100
Downstream Throughput : 75/100
Band Selection : 45/100 Guest Bedroom?

Guest Bedroom|

Media Room

Kids Bedroom

Master Bedroom




Test House — Capacity Testing Candeia

Test Tools:

+ Laptops, Smartphones, Tablets, Other Virtual Clients.
+ iPerf/LANforge software

Tes’r Steps (Objective Scoring):
AP under test is placed in specific location in the house.

+ Allthe real client devices are placed at specific areas in the house
at short, mid and far range distances.

+ Candela LANforge units are also placed in specific areas to create
more client load.

+ lperf traffic is run on all real clients.

* Performance measurements are made with increasing number of
clients and increasing amount of traffic load.

Tes’r Steps (Subjective Scoring):
Tests are performed with real wireless TVs and real video streaming on the
various client devices.

+ Real voice calls are placed for voice quality testing.

« Test engineers observe video and audio quality over a period of time and
provide subjective scoring based on their user experience.

« Test are run with different amount of background loads and interference

Key Measurements:

« Throughput measurements are made for various high density, low density and high load and low load scenarios.
« Client connection times are measured

* And load balancing efficiency is also measured across all the radios.

« Video and Voice Quality — subjective scoring



Sample Capacity Test Results — Objective Measurements

Low Load (1 Mbps/client) High Load (5Mbps/client)
Distance Low Medium High Low Medium High
Density Density Density Density Density Density
Living Room Near 1 5 8 ] 5 8
Dining Room Medium 2 4 2 4
Kitchen Far 2 4 2 4
Guest Bedroom| Far 1 2 4 ] 2 4
Guest Bedroom?2 Medium 1 2 4 1 2 4
Media Room Near 4 8 4 8
Kids Bedroom Medium 1 ] 4 ] 1 4
Master Bedroom Medium 1 2 4 1 2 4
Total Clients 5 20 40 5 20 40
Total Load(Mbps) 5 20 40 25 120 200
- ) Low Load (1 Mbps/client) High Load (5Mbps/client)
Example Candela WiFi Capacity Score: 82/100 Distance Low Medium High Low Medium High
Client Connection Time : 95/100 Living Roomn Near
Range : 72/100 Dining Room Medium
Low Load Performance: 60/100 Kitchen Far
High Load Performance: 75/100 Guest Bedroom| Far
Load Balancing: 45/100 Guest Bedroom2 | Medium
Media Room Near
Kids Bedroom Medium
Master Bedroom Medium

TECHNOLOGIES




Mesh Testing

Device Distribution by Nodes and Bands
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Sample Capacity Test Results — Subjective Scoring

Excellent
Good

Fair
Below Avg

Poor

1 Device

5 Devices

m Video Quality

10 Devices

m Voice Quality

10 Devices - with BG Traffic

®m Device Connectivity

10 Devices - with Interference



Test House — Mobility Testing H

TECHNOLOGIES

Test Tools:
+ Test Laptop/Smartphone.
+ iPerf/LANforge software

Tes’r Steps (Objective Scoring):
This tests applies on to Residential Mesh systems

* The test path is clearly marked in the house

* The test moves along the test path and makes measurements at
various test points.

« The result are plotted and presented.

Key Measurements:

+ Throughput/latency/jitter at various points on the mobility path.

+ Roam pattern, selected AP and Band at each point on the
mobility path.

* Any service interruption noticed due to client disconnection.

Sample Candela WiFi Mobility Score: 82/100

Throughput : 95/100
Client Connection : 72/100
AP Selection: 60/100




Mobility Test Results Gandeia

TECHNOLOGIES

Throughput (Mbps) Associated BSSID at each test point

Node2-2G
Node2-5G
Nodel-2G
Nodel-5G
RoOOtAP-2G
RoOOtAP-5G

PI P2 P3 P4 P5 P6 P7 P8 P9 PIO P11 P12 P13 P14 P15 P16 P17 P18 P19 P20 PI. P2 P3 P4 PS5 P6 P/ P& P9 PIOPIT PI2Z P13 P14 PIS P16 P17 P18 P19 P20

Jitter (msecs) Packet Loss (%)

P2 P3 P4 P5 P& P7 P8 P9 P10 P11 P12 P13 P14 P15 P16 P17 P18 P19 P20 P1 P2 P3 P4 PS5 P& P7 P8 PP PIO P11 P12 P13 P14 P15 P16 P17 P18 P19 P20



Test House — Interoperability Testing Candeig

TECHNOLOGIES

Test Tools:
* Interoperability test device
+ iPerf/LANforge software

Tes’r Steps (Objective Scoring):
Do basic coverage testing with the single device at 5 different marked
points in the house.

+ Do throughput testing at one specific location in the house and measure

Upstream/Downstream performance. Vs
+ Check for basic client connectivity with all security types.
Key Measurements: Nighthawk AX12 WiFi é Router iPhone12

+  Throughput
+ Client connection times
* coverage

Device Signal Strength | Throughput | Client Connection
iPhone 12
Oppo A37fw
Sample Candela WiFi Interoperability Score: 82/100 i

Oppo F15

Throughput : 95/100 Samsung AS0

Client Connection : 72/100 Redmi K20Pro

Coverage: 60/100 Redmi Note 3

Vivo V9 Youth




« Comprehensive Test Reports which Include:

Information about the Device Under Test
Overall Weighted Average Test score.

Over summary of the observed results
Individual test scores for each test category
The actual performance tables and charts.
All supporting data/results

Report conclusion and analysis summary
Expert analysis and recommendations.
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Candela India Lab Setups




= APs Tested in our India Lab




AP Performance - Test as a Service

Total Wireless Experience

BASIC ADVANCED EXPERT COMPREHENSIVE

Basic AP Performance Performance & Functionality Full set of Tests Vendor Selection/Qualification

> Tests will be run in Candela test lab. All test engagements provide a detailed executive report with result summary and details.
» Candela will provide all test equipment, an expert test engineer and customer to provide the DUT and DUT config



Sample Comparison Results Summary Candeia

TECHNOLOGIES

Vendor A Vendor B Vendor C

Access Point Access Point Access Point

1 Throughput — 5GHz Excellent

2 Throughput — 2.4GHz Excellent

3 Client Capacity — 5GHz Excellent

4 Client Capacity — 2.4GHz Excellent

S Rate vs Range — 5GHz Excellent

6 Rate vs Range — 2.4GHz _

7 Dual Band Throughput Excellent Poor Poor

8 Airtime Fairness — 5GHz Excellent Not Functional Not Functional
9 Airtime Fairness — 2.4GHz Excellent Not Functional Not Functional
10 Roaming Performance Excellent Poor

11 Spatial Consistency -5GHz Excellent Poor

12 Spatial Consistency -2.4GHz Excellent _—
13 Mu-MIMO Performance Excellent Not Functional Not Functional
14 QoS Performance Excellent _ Poor

15 Client Connection Rate Excellent Poor

16 Near/Far Clients Performance — 5GHz Excellent _

17 Near/Far Clients Performance — 2.4GHz

18 Long Term Stability




Access Point Testcases m

TECHNOLOGIES

Category Sub-Category Test Cases developed for

Command and
Control

Functional
Testing

Performance
Testing

Stress and
Endurance
Testing

Use Case
Testing

Firmware

Configuration & Communication
Operation Modes

Physical & Virtual Interfaces
GUI/APIs

BSS Capabilities
Connectivity & Security
Radio Resource Management
Smart WiFi

QoS & Mobility & Power Save
Throughput Benchmark
Multiband Performance
Mobility Performance

Radio Performance
Application Performance
Day in Life Test

48-hour Stress Test

Load Patterns #1,#2, #3
Single AP SOHO

SOHO Mesh

Med-Enterprise Network
Multi Dweller Unit (MDU)
Campus Network/ LPV

Upgrades/Downgrades, AP boots/reboots, System resources

AP provisioning, ZTP, setting up networks/channels/profiles/APs, cloud connectivity, DHCP/Radius and other services, Alarms
Bridge/vlan/router modes,

Basic functions of LAN/WAN/WLAN physical interfaces, indicators/LEDs, virtual interfaces (SSIDs/VLANs etc..)

GUI settings (Read/Write) , API calls (Push/Pull)

Basic/Extended Capabilities, Security, QoS, RRM, DFS, 802.11a/b/g/n/ac/ax/k/v/r/i/u/w settings, reg domains etc..
Basic connectivity with all WPA/2/3 Personal/Enterprise, All EAP method, Passpoint. Captive Portal, WPS etc...
Load Balancing, Band Steering, Auto Channel Selection, DFS

Role/User/Device/Network based policies, Traffic Shaping, Int Detection/Mitigation, DPI, threat detection, Location Services
WMM, Fast Roaming, Open Roaming, Network assisted handoff, Legacy/WMM/MIMO Power Save

Throughout for STA Modes/MIMO types/STA counts/BW settings/Traffic Types/Direction/Packet Sizes etc..
Single/Dual/Tri band performance

Rate vs Range, Rate vs Antenna Orientation, Roaming Delay, Roaming performance with different security types
Receiver Senisitivity, Transmitter Quality, Reg Domain TX power testing.

VOIP Performance, Youtube/OTT Video Streaming, HTTP/FTP Performance, Social Media Apps performance

Mix of Stations/APs/SSIDs/Security Types/User Policies/Traffic/Device Load Patterns over time in a 10 hour day

Full system load across all interfaces with maximum stations/traffic run for 48 hours

Various real world load patterns run over long durations.

TR-398 or similar test plan for comprehensive single SOHO AP testing, Qualification/Badge Program

Throughput Per Hop, Mesh Failover, Roaming, Load Balancing, Qualification/Badge Program

Medium Size Enterprise Network Use cases, Qualification/Badge Program

MDU Test plan with clear PASS/FAIL results , Qualification/Badge Program

Campus Network/Large Public Venue Test Plan/Operator Network, Qualification/Badge Program



802.11ac Access Point Test Plan - Overnight Candeia

»  Connect and Disconnect 20 clients each on 2.4Ghz and
5Ghz radios using Open, WPA-PSK, WPA-Enterprise
methods, measure connecting fimes and connection
drops.

»  Run full line rate traffic with single client in 4x4 MIMO
80Mhz mode in 5GHz and 3x3 MIMO 40 Mhz in 2.4GHz.
Measure and Benchmark maximum throughput.

» Load all radios and ethnet interfaces simultaneously with
full line rate traffic and measure the maxium achieved
system throughput

»  Create lots of clients and connect them to the AP and
then cause lots of roams across various security types
and measure romaing performance

»  Fix the MCS rates on the client and send fraffic with same
MCS rate but different transmit power values and measure
receiver sensitivity at all power level. Run test at all MCS rates

»  Measure performance over distance for various traffic
types both Upstream and Downstream.

>

>

>

TECHNOLOGIES

> Run a throughput test with 1,2,5,10,20 and 40 clienfs.
Repeat test on both 2.4GHz and 5GHz bands.

»  Create 3 STAs (1x 2x2 MIMO and 2x SISO) and
measure the increase in froughput when Mu-MIMO
feature is enabled.

»  Connect 1x802.11ac client and 1x 802.11n client
and 1x 802.11a client, run equal amount of fraffic on
all three clients and see if AP distributes airtime fairly.

»  Create different voice, video and data tfraffic streams
with different DSCP settings and WMM settings and
check to make sure the AP provides better throughput
to high priority traffic.

»  Generate different types of Radar Pulses and make
sure the AP can detect Radar and move to a
differen channel and stay off channel.

> Connect lots of clients and run traffic for a 24 hour
period and look for any instability in the AP
performance
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Test Resu

t Summary
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TECHNOLOGIES

25
Test Cycle 2 PASSED |2
FAILED 4397
Test Cycle 3
[EE By Firmware Build
Test Cycle 5 25
PASSED 25

FAILED 50%

By Access Point Model

8

PASSED |2
FALED  40%

Dashboard - Summary

_ By Test Category

63

PASSED 2]
FALED 8597

20
passed 30

FAILED 40%

15

PASSED 5
FALED 759

68

PASSED |5

30

FAILED 90%

passeD 20

18

FAILED 60%

PASSED 2

FAILED 90%

19

PASSED 16
FALED 54

5
PAssED 45
FALED  10%

16

PASSED 4
FAILED 80%

45

PASSED 9@

40

PASSED

10

PASSED

FAILED 92%

10
FALED 8%

10
FALED 509,

8

PASSED

50

2
FAILED 80%

passeD O

20

FAILED 100%

passeD O

FAILED 100%
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All Students connecting to WiFi Network
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Over 400 Smartphones used the test

Samsung
15%

:!\47&

Asus

Apple

Honor
1%

PHONE BRANDS

Realme

20%

Lava
0%

Motorola

3%

OnePlus

9%

Poco
8%

Close to 100 Different Phone Models

Oppo
4%

OnePlus 8

Redmi Note 9 Pro
Realme C5
Realme 2 Pro
Realme Narzo
Apple XS

Redmi A3
Samsung M31
Motorola E4
OnePlus 7T
Redmi K20 pro
Redmi Note 7 Pro
Redmi Note 7S
Vivo V7

Realme 7

Redmi 6 Pro
Redmi Note 7
Redmi Note 8
Realme 5

Redmi Note 4
Vivo V15 Pro
Samsung J7 Max
Poco M2 Pro
Redmi Note 6
Realme 6 Pro

Oppo A3s
Samsung Jé+
Samsung A30
Vivo X60
Redmi Note 5 Pro
Realme 8 Pro
Redmi 8 Pro
Samsung M30
OnePlus 9R
Poco XR
Samsung J7
Vivo V20 Pro
Samsung M21
Redmi Note 10
Infinix Hot 8
OnePlus Nord
Poco M2
Realme 3
Redmi Note 9
Samsung A21
Redmi Prime
Realme X7
Infinix X625D
Samsung M12
Realme C12

Samsung A9
Redmi Nore 8
OPPO A31
Apple 6s
Samsung M32
Redmi 7

Poco M2pro
Motorola Plus
Realme 8
Vivo V11
Realme Master
Samsung F12
Realme RMX1911
Samsung A70
Realme C3
Poco C3

Vivo S1
Realme 3i
Vivo V9
Samsung F41
Redmi Note 5
Samsung Sé
Honor 8x

Vivo Y20
Apple SE

Candeija
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Samsung AS1
Vivo 21e
Poco X3

Vivo V19
Redmi 10
Vivo Y21

Poco FI
Samsung F19
Samsung A5
Vivo Z1 Pro
Samsung M31s
Realme XT
Redmi 10i
lgoo 7

Apple 11
Samsung M20
Samsung M10
Realme 5 Pro
Realme X2
Redmi K20
Oppo A37
Oppo F19 Pro
OnePlus 7
Redmi 5A



Over 400 devices connected across 17 APs with tests
running for about 2 hours. All APs were up 100% of the
time with no reboots or crashes

Percentage of Clients on each AP

9%

TECHNOLOGIES
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Client Connection Time (in Secs) Distribution

Almost 90% of the devices

23%
17177 connected in 10 seconds or less!
3%
. E— — | 17 7%
2 4 o) 8 14 16 18 20 22 8 30 100 200 400

10 12 24 26 2

1%

% of Clients

1
Conenction Time (in secs)



% of Clients

Candeia

Number of YouTube Buffers Distribution

[ ] S
4 5 6 7 8 9 10 11 12 13 14 15
Number of Buffers




TECHNOLOGIES
Buffer Time (in secs) Distribution - 8 min Video

Almost 50% of the users has less than 10 secs of buffer time

% of Clients

9%
YA
«—
m
40 50 60 70 80 90 100 200 300 400
Buffer Time (in secs)



99% of the devices had 4Mbps or better download speed M

SpeedTest.net Download (Mbps)

% of Clients

1%

6 8 10

6%

4%
. G NG G
40 50 60 70 80 90 100 200 300

0 2 4

20 30
Download Speed (Mbps)



Application Protocols:

B HITR(S)
. *FTP
* ping (ICMP)
* |perf3 (TCP/UDP)
* scp (SSH)
* file transfer (CIFS, NFS)

L ANforge-FIRE

Client types:
* macvlan
* wifi stations

Traffic types:
*TCP, UDP, ICMP
* Application (Layer 4-7)

Services:

*HTTP > |
*FTP

* DHCP l‘ -
* RADIUS x .
*NFS, CIFS BT

Management Network




LANforge — FIRE : What Can You Test?2 Candeia

Test Switches
Test Routers

Test Firewalls

Test Applications Test Cable Modems
Test Network Servers ﬁ@

eeeeeeeeee

Ei@ e
- Test Media Gateways
Test WiFi APs + Controllers Test Network File Systems




LANforge — FIRE : Network Traffic Generation Candeia

TECHNOLOGIES

LANforge FIRE generates and receives various hetwork protocols. It
is used to create load on a network under test. It reports statistics
such as packets sent and received, latency, packet-loss and
many other network characteristics. LANforge supports real
protocols and stateful TCP connections, so it can generate load
against web servers, VOIP gateways, firewalls, load-balancers and
many other network components. LANforge can virtualize network
adapters and wifi station interfaces. It can also act as a router or
group of routers supporting OSPF, RIP, BGP and Multicast (PIM,
IGMP). LANforge supports IPv4 and IPvé.

The LANforge system consists of a single manager process, and
one or more traffic generator machines (resources). The resources
are connected to the manager over a management network.
Devices under test are connected to the non-management ports
of LANforge systems. If needed, LANforge can also generate
traffic on the management network.

The LANforge GUI may run on the LANforge machines or on the
customer's PCs. The GUI should connect to the manager machine.
Multiple GUIs can be used concurrently.
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LANforge — FIRE : Use Cases

>

Validate network equipment for throughput, stability and
performance, at up to 10Gbps speeds. All supported protocols can
be used concurrently for a very realistic traffic mix.

24 and 48-port modules especially cost-effective for testing many
slower systems, such as DSL, Cable-Modem, and Satellite modem:s.
WIFIRE models can emulate up to 1200 WiFi stations per chassis for
testing access points and other wireless infrastructure.

VOIP Call generation can be used to load SIP gateways and other
VOIP infrastructure. It can report various statistics, including PESQ
quality scores.

HTTP, HTTPS, FTP and similar load generation can be used to test web
servers, load balancers, and related equipment.

LANforge can support 50,000+ concurrent stateful TCP connections,
so it can be used to test firewalls, routers, and other equipment that
pays close attention to higher level protocols.

NETGEAR frvie 24 mon 10710 btgn Managnt Sucs w 2 GBIC P

Candeia

TECHNOLOGIES
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Protocols Supported Candeia

TECHNOLOGIES

> Layer 2:
» Raw-Ethernet
> Layer 3:
» UDP/IP (6 Gbps+ bi-directional, 3 streams, 24k byte PDUs, 1500 MTU, 10G, to self, some drops)
» UDP/IPvé (6 Gbps+ bi-directional, 3 streams, 24k byte PDUs, 1500 MTU, 10G, to self, some drops)
» IGMP Multicast UDP (500+ receivers)
» IGMP Multicast UDP over IPvé (500+ receivers)
» Stateful TCP/IP (9.8Gbps+ on wire, 9.3Gbps goodput, bi-directional with 24K byte writes, 30 streams, 1500 MTU, 10G, to self)
» Stateful TCP/IPvé (9.8Gbps+ on wire, 9.1Gbps goodput, bi-directional with 24K byte writes, 30 streams, 1500 MTU, 10G, to self)
» Stateful SCTP/IP (850Mbps, bi-directional, 3 streams. No hardware offload exists, CPU bound.)
» Stateful SCTP/IPvé (850Mbps, bi-directional, 3 streams. No hardware offload exists, CPU bound. Requires global-scope IPvé
addresses
» Layer 4-7:
> FTP
> SFTP
> HTTP (9 Gbps+ download, 65,000+/13,000+ Requests per Second, 6,000+ concurrent connections
» HTTPS (1 Gbps+ download),SCP, TFTP (1400+ concurrent connections, ~1Gbps throughput)
> TELNET
» DNS (Used and Reported by most Layer 4-7 traffic types)
» VolIP Call Generator (SIP, RTP, RTCP, PESQ/MQS), 1000+ calls per machine.
» Browser based video streaming.
> File-10O:
» NFS 17+Gbps (dual 10G NICs, mostly reading), 1000+ virtual clients.
» Generic:
» Ping
» Speedtest.NET

> iPerf
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More Supported Features. Candeja

TECHNOLOGIES

Supports over 50,000 concurrent TCP connections on a single high-end machine

Supports real-world compliance with ARP protocol.

Supports ToS (QoS) settings for TCP/IP and UDP/IP connections.

Utilizes libcurl for FTP, SFTP, TFTP, SCP, TELNET, HTTP and HTTPS (SSL) protocols.

Supports file system test endpoints (can be used for NFS, NFSv4, SMB, and iSCSI file systems tool). Can emulate 1000+ CIFS
and/or NFS clients with unique mount points, IPs, MACs, etc

Supports custom and command-line programs, like nmap and ping.

Custom packet builder interface allows hand crafting of headers and payloads. Headers supported at Layer 2 include
ARP, SNAP/LLC, 802.1Q, 802.1QINQ and MPLS. Some Layer 3 protocol headers supported include IP, IPX, UDP, TCP, ICMP,
IGMP, IP-ENCAP, RDP, IPinIP and IPvé protocols.

Uses publicly available Linux or Windows networking stack for increased standards compliance.

Supports 20 or more physical data-generating Ethernet ports per 2U LANforge chassis.

Emulates over 2000 unigue machines with one physical interface with the MAC-VLAN feature.

Supports over 2000 802.1Q VLANs

Supports PPPOE, including automated creation and deletion of the PPP interfaces

Supports 802.11a/b/g/n/AC with WIFIRE feature set.

VVVYVVYVYY

YV VvV

VVVYVYYVYVY
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LANforge VolIP/RTP Call Generator Features. Candeia

TECHNOLOGIES
Create/Modify Cross Connect >) (o) (X
> SIP protocol used for call management. I T L e
> SlP/UDP SU pporTed. @ Multi-Call (® Directed Min Call Duration (s) Max Ring Time (s): Codec:
» Can use directed mOde, where Vol|P phones call ) Continuous Call ) Use Gateway ~ Max Call Duration (s)Mm Inter-call Gap (s): Start Delay:
direCle to themselves. []Don't Send RTP Number Of Calls  [INFINTE [ | Max Inter-Call Gap (s):Quiesce: 45 (a5 52c) |+
» Can also use Gateway mode where the VolP phones T Endpoint (endpoint A)
regis-l-er W|Th a SlP gOTeWOy. ::;Na"”@ - v‘ [JunManaged [ Bind SIP UDP Port AUTO Tx File media/female_voice_gkhz wav|
> SIP authenticafion is supported. o B el s e e [
» RTP protocol used for streaming media transport, and S R0To ~| CINo Tunneling [ Play to speaker Sacket Priorty o Call Gateway:
SUppOI’TS many CODECS. Phone # AUTO [ No Fast Start ] VAD VAD Delay(ms) Record File
> Supports PESQ automated voice quality testing. ooy e B Clsingle Codec [ ovemide SOP 20 Force send PESQ Server
» RTCP protocol used for streaming media statistics RegExpire: 300 - Jtter Bufter : Quiesce: -]
» Each LANforge VoIP/RTP endpoint can play from a wav file X Endpoint (endpoint 8)
and record to a separate wav file. Almost any sound file Endp Name: [JunManaged  #Bind siP UDP Port AUTO Terle  pnediaremsle voice skhzway
can be converted to the correct wav file format with tools T oot Ooentamswer ORecod  sPpon soc0 pestination: [uTo
bundled with LANforge. Sample voice files are included. Port B (wlzns) e i Creen PTes eot Effort (@) |z Seesker
> Support for 1000 or more emulated VolP phones per T — e
mGChine (hordwore dependenf)' Display Name: AUTO [ single Codec [] Override SDP VAD Fc-rc‘eI Ser‘1cl PESQ Server:
> LANforge VolP/RTP endpoints can call other LANforge e § fter Buffr T o | B

endpoints or third party SIP phones like Cisco and
Grandstream. Third party phones can also call LANforge
endpoints and hear the WAV file being played. | stopall | Restart Manager | | Refresh | | mere |

» Can expose wandering latency scenarios caused by lack of “Filed0 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
.  Status | Layer-3 | L3Endps = VolP/RTP I VolP/RTP Endps r Armageddon | WanLinks = Attenuators | Collision-Domains
network fime sync.

LAMForge Manager Version(5.%.3)

Control Reporting Tear-Off Info Plugins

Rpt Timer: |defau1t (5 =) |v LGo Test Manager |all - sSelect All ] Start || Stop |I Quiesce || Clear ]
View ||:| = 200 |v | Gnl | Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt T A - B Pkt Tk A« B BpsRxB Bps Ax A | Ax Drop % A Rx Drop % B) Delay A —» B| Delay A « B| Jit
tast-l SIPfG.71lu_ Stopped 15,752 15,762 57,886 57,923 0.07 i 0 0
test-2 [5IP6.711u  In progress 1,185 1,185] 56,531 56,531 0.084 0 0 0
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Testing L2-3 Switches

> Total aggregate throughput testing
» Per port throughout testing

» CAM table limit testing

» Routing/VLAN testing

» QoS Testing

» Multicast Testing
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Testing Routers

» Testing various routing protocols (RIP, OSPF)
» Multicast/Broadcast Testing
» Routing Table lookup/route propagation Testing
» Link Failover Scenarios testing

i:llb:

10.0.0.6/30 10.0.0.9/30

R4(3)

10.0.0.10/30

f/30

<-50 ms, 128 Kbps
0.0.0.2/30

10.0.0.1/30

— - -
<-10 ms, 155.52 Mbps ¥ 10 ms, 155.52 Mbps ->

1070.0.13/30

L
10.00.17&"0 1p.0.0.37/30

013 09:14:29.213 (4
Routing table for Virtual Router: Router-2 (1)

unreachable default proto xorp scope link metric 1
broadcast 10.0.0.0 dev rddVR4 proto kernel scope link src 1
10.0.0.0/30 dev rddVR4 proto kernel scope link src 10.0.0.2
local 10.0.0.2 dev rddVR4 proto kernel scope host src 10.0.
broadcast 10.0.0.3 dev rddVR4 proto kernel scope link src
broadcast 10.0.0.4 dev rddVRO proto kernel scope link src
10.0.0.4/30 dev rddVRO proto kernel scope link src 10.0.0.5
local 10.0.0.5 dev rddVRO proto kernel scope host src 10.0.0.¢
broadcast 10.0.0.7 dev rddVRO proto kernel scope link src 10.(
10.0.0.8/30 via 10.0.0.6 dev rddVRO proto xorp metric 2
10.0.0.12/30 via 10.0.0.1 dev rddVR4 proto xorp metric 2
10.0.0.16/30 via 10.0.0.29 dev rddVR19 proto xorp metric 2
10.0.0.20/30 via 10.0.0.29 dev rddVR19 proto xorp metric 2 54

0.¢

r
oK ]

TECHNOLOGIES

System Under
Test |

LANforge FIRE |

Router

AMForge Manager Version(5.2.10) *

Refresh HELP

( Filesl0 " Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |

Control Beporting Tear-Off Info Plugins

| Stop all | Restart Manager |

Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armagedden | WanLinks | Attenuators = Collision-Domains |
Disp: 192.168.100.27:0.0 | sniff Packets | clear counters | Reset Port Delots
Rpt Timer: [sediun (8 s) ||| Apply | | viewbetaits || create Modify || Batch Modify |
all Ethernet Interfaces (Ports) for all Resources.
Port |Pha...| Down| P SEC | Mlias | RXEyvtes | RXPkts | PpsAX | bpsAX  TWBytes | TXPkis | PpsT® | bpsTd | Collis
@ | [J | ] |1sz1e8.100.129[0 athz 552,954 5.863 5| all0 1,370,419  z297 F] 5,827
1 Ll Ll |0.0.0.0 ] athl 5,192 a7 ] 21.382 145 0 [*]
12 ] 1921682102 [0 eth3 6,407 59| 0 21575 107 L] a
L13 | [ 172161.103 |0 etha 13,085 46| 0 0 22,648 110 of [1]
4] 1 | I}

Logged in to: 192.168.100.12%:4002 as: Admin

Create/Modify Virtual Router

Name: |<Auto Create New Name> Width: [100 Height:
_luse OSPF | |Multicast Routing [ |Use OLSR [ |RIPv2 [ |RIP Dflt Route | |Xorp SHA | IPv6 Router [ |IPv6 RADV
[] use Existing Cfg [] BGP Router []BGP 4B AS [ BGP Reflector []BGP Confederation [ BGP Damping
Notes about this Virtual Router
BGP Configuration Information
Router ID Local AS Cluster ID
Confederation ID Damping Half Life Damping Max Suppress
Damping Reuse Damping Suppress
BGP Peer Flags Peer AS Peer 1D Local Iface Nexthop Nexthop6 Hold Time Delay Open

[JActive []Client [JConfed [¥]Ucast
[JActive []Client []Confed [F]Ucast
[ Active []cClient []Confed [¥]

Oactive []client []confed [#lucast
O active []client []confed [¥]

[ Active []client [ Confed [Flucast
[(JActive []Client []cConfed [¥]Ucast

[l Active []Client []Confed [¥]Ucast

| oK | | cancel




Testing Firewalls

Generate application layer tfraffic at scale to test:

Burst Rates
Fragmentation
VLANSs

Proxy re-direction
Traffic shaping
Inspection Policies
DoS Aftacks

VVVYVYVYVYVYVYY

Conwversations: ethd (on IF1005¢-is14120020)

[ | TCP: 30000 Rir | Byl

Access/Content/Service Policies

=0

X

Ethernet: 1|~ | Fo01 | pva: 1 | |
TCP Conversations
Address A Port A | Address B Port B Packets Bytes pa