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LANforge WiFi Access Point Network with 802.11r

Goal: Configure four virtual APs in an 802.11r network fo test fast transition (FT) clients.

Configure four virtual Access Points o use 802.11r with FT-EAP. This example uses a

LANforge CT525 system but a similar procedure will work on all mulfi-radio systems. /\;\“
||

The wifi clients under test are also 802.11r enabled so that they can initiate FT

Requests and roam. Here we are using another LANforge WiFire as the system LANforge GUI
under test to emulate 802.11r stations and force them to roam. [

|
In LANforge, each virtual access point will be running its own hostapd process Al
configured to enable 802.11r and bridged to other virfual access points. The
bridged VAP network will emulate the Distributed System (DS) for FT over-the-DS “ “.
roaming. LANforge WIFIRE
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1. Setup a virtual access points on a wifi NIC and configure it for a channel and SSID.
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A. Go to the Port Mgr tab, select the parent device such as wiphyO, select Create, then fill out appropriate
information and create a virtual access point.

Create VLANs on Port: 1.1.06 ) () (%
) MACMVLAN ) 802.1QVLAN ) Redirect ) Bridge ) GRE Tunnel
) WiFi STA @ WiFi VAP ) WiFi Monitor ) WiFi Virtual Radio
Shelf: Resource: = Port: |6 (wiphy0) |V|
VLAN ID: [] DHCP-IPv4
Parent MAC: DHCP Client ID: | -]
MAC Addr: bowaon+ooc || 1P address: | | Global IPve: [AUTO |
Quantity: [1 | 1P Mask or Bits: | | Link IPve: [auTO |
Gateway IP: [ | 1Pve Gw: [auTO |
#1 Redir Name: #2 Redir Name:
STA ID: o | ssiD: [roamer [~
WiFi AP: Key/Phrase: [ |
[ wra [ wEeP
[l Down
| Apply " Cancel | | Ready

B. Modify the new vap, select the Advanced Configuration tab in the Port-Modify window and check the box
Advanced/802.1x and fill in the RADIUS IP/Port/Secret. Here the RADIUS server will be a freeradius process
configured on localhost. The default RADIUS secret is lanforge and the defaulf login is testuser/testpasswd
when freeradius is installed via If_kinstall.pl --do_radius.

vap0 (ben-5pci) Configure Settings v) (&) (x

Port Status Information
Current: LINK-DOWM GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy0

Port Configurables

fStandard Configuration rAdvanced Configuration r Misc Configuration r Custom WiFi
Advanced WiFi Settings

Select "WPAZ' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Ignore Probes: |zero (5%) |v| HESSID:
Ignore Auth-Assoc: |zero (%) |v| Realm:
lgnore Assoc: |zero (%) |V| IMS:

Ignore Re-Assoc: |zero (0%) |V| Milenage:

HS20 WAN Metrics

Corrupt GTK: |zero (e%) |v| Domain:
HS20 Capabilities Consortium:
HS20 Oper Class RADIUS IP |12?.0.0.1

RADIUS Port  [1812

leee8021 Lw: [pisabled (@)

| ~| RADIUS Secret [lanforge

\enue Group: |

| | \Venue Type: | |

Network Type: |

Address Types: | |

MNetwork Auth:

ﬁaﬁanced}éb_.’é-."l—gﬁ [JHotsSpot 2.0

3GPP Cell Net:

[Juse go21ld [JUse 20211k []Short-Preamble

[J Disable DGAF

[l Enable 802.11u  []802.11u Internet []802.11u ASRA []802.11uESR []802.11u UESA

| Print || Wiew Details || Logs | | Probe || Display Scan || Sync | | Apply || oK | | Cancel

C. Repeat above steps A and B to create a single vap on wiphy1, wiphy2 and wiphy3 for a total of four virtual
access points.



Create VLANs on Port: 1.1.07 ~
2 MACWVLAN (D 802.1QWLAN ) Redirect (2 Bridge () GRE Tunnel
O WIiFi STA @ WiFiVAP O WiFi Monitor (2 WiFi Virtual Radio
Shelf: Resource: = Port: |7 (wiphyl) |V|
WLAN 1D: [ DHCP-IPv4
Parent MAC: DHCP Client ID: | -]
MAC Addr: bosocioc Hi ke |v| 1P Address: | | Global IPvé: [aUTO
Quantity: [1 | 1P Mask or Bits: | | Link IPve: [auTO
Gateway IP: [ | IPvE Gw: [auTO
#1 Redir Name: #2 Redir Name:
STA ID: i | ssiD: |roamer v
WiFi AP: Key/Phrase: [ |
] wra vl wPAZ| L] weP
[l Down
Apply " Cancel | | Ready
Create VLANs on Port: 1.1.08 ~
2 MACWVLAN (D 802.1QWLAN ) Redirect (2 Bridge () GRE Tunnel
2 WIFi STA @ WiFi VAP ) WiFi Monitor (2 WiFi Virtual Radio
Shelf: Resource: = Port: |8 (wiphy2) |V|
VLAN ID: [] DHCP-IPv4
Parent MAC: DHCP Client ID: | [~]
MAC Addr: bosocioc Hi ke |v| 1P Address: | | Global IPvé: [aUTO
Quantity: [1 | 1P Mask or Bits: | | Link IPve: [auTO
Gateway IP: [ | IPvE Gw: [auTO
#1 Redir Name: #2 Redir Name:
STA ID: 2 | ssiD: |roamer v
WiFi AP: Key/Phrase: [ |
] wPa vl wPAZ| L weP
[l Down
Apply " Cancel | | Ready
Create VLANs on Port: 1.1.09 ~
) MACVLAN 0 B02.1Q-VLAN ) Redirect i) Bridge ) GRE Tunnel
O WIiFi STA @ WiFiVAP O WiFi Monitor (2 WiFi Virtual Radio
Shelf: Resource: = Port: |9 (wiphy3) |V|
VLAN ID: [ DHCP-Pv4
Parent MAC: DHCP Client ID: | -]
MAC Addr: bowatrot koo [+]| 1P address: | | Global IPvé: [AUTO
Quantity: [1 | 1P Mask or Bits: | | Link IPve: [auTO
Gateway IP: [ | 1Pve Gw: [auTO
#1 Redir Name: #2 Redir Name:
STA ID: [ | ssiD: [roamer [~
WiFi AP: Key/Phrase: [ |
] wPa vl wPAZ| L] weP
[l Down
Apply " Cancel | | Ready

2. Modify each vap, select the Custom Wifi tab and enter the additional lines that will be appended to each
vap hostapd configuration file.
A. For each vap, fillin the first 8 lines to enable 802.11r as well as the first part of the 3 rOkh entries and 3 rikh



entries for neighboring vap's.

The first part of the rOkh is the neighboring vap MAC address and NAS identifier which in this example is the
MAC without colon delimeters.

The first part of the r1kh is the neighboring vap MAC address and r1kh-id which in this example are the same.

vap0 (ben-5pci) Configure Settings via) %

Port Status Information
Current: DOWM LINK-DOWMN GRO NOMNE

Driver Info: Port Type: WIFI-AP  Parent: wiphyQ

Part Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
Custom WiFi

User-Specified supplicant/hostapd configuration text:
wpa_key_mgmt=FT-EAP

ft_ovar_ds=1

nas_identifier=04f02 1b9sfon

mobility_domain=4321

rd_key lifetime=10000

rl_key holder=04f021b38f00

reassociation_deadline=1000

pmk_rl_push=1

rOkh=04:f0:21:69:91:03 04f021699103
rOkh=04:f0:21:33:28:06 04f021332806
rOkh=04:f0:21:b1:d7:0b 04f021k1d70k

rlkh=04:f0:21:69:91:03 04:f0:21:63:91:03
rlkh=04:f0:21:23:28:06 04:f0:21:33:28:06
rlkh=04:f0:21:b1:d7:0b 04:f0:21:b1:d7:0b

4] Il D

| Print || View Details || Logs | | Probe || Display Scan || Sync | | Apply || 0K | | Cancel




vapl (ben-5pci) Configure Settings

Port Status Information
Current: DOWN LINK-DOWN GRO MNONE
Driver Info: Port Type: WIFI-AP  Parent: wiphyl

Part Configurables

Custom WiFi

User-Specified supplicant/hostapd configuration text:

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

wipa_key_mgmt=FT-EAP
ft_over_ds=1
nas_identifier=04f021699103
mobility_domain=4321
ri_key lifetime=10000
rl_key holder=04f021699103
reassociation_deadline=1000
pmk_rl_push=1

rOkh=04:f0:21:b9:8F:00 0af021b98f00
rokh= 0:21: 2:06 04021332806
rOkh=04:f0:21:b1:d7:0b 04f021b1d70b

rlkh=04:f0:21:b9:8F.00 04:f0:21:b3:8F:00
rlkh=04:f0:21:23:28:06 04:f0:21:33:28:06
rlkh=04:f0:21:b1:d7:0b 04:f0:21:b1:d7:0b

1 ]

| »

| Print || View Details || Logs | | Probe || Display Scan || Sync | | Apply

|| 0K | | Cancel

vap2 (ben-5pci) Configure Settings

Port Status Information
Current: DOWN LINK-DOWN GRO MNONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy2

Part Configurables

Custom WiFi

User-Specified supplicant/hostapd configuration text:

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

wpa_key_mgmt=FT-EAP
ft_over ds=1
nas_identifier=04f021332806
mobility_domain=4321
ri_key_lifetime=10000
rl_key holder=04f021332306
reassociation_deadline=1000
pmk_rl_push=1

rOkh=04:f0:21:b3:3F:00 04f021b 9800

rlkh=04:f0:21:b9:3F.00 04:f0:21:b%:5F:00
rlkh=04:f0:21:69:91:03 04:f0:21:69:91:02
rlkh=04:f0:21:b1:d7:0b 04:40:21:b1:d7:0b

<] Il

[ »

| Print || View Details || Logs | | Probe || Display Scan || Sync | | Apply

|| 0K | | Cancel




vap3 (ben-5pci) Configure Settings w) (a) (%
Paort Status Information
Current: DOWN LINK-DOWN GRO MNONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy3
Part Configurables
[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
Custom WiFi
User-Specified supplicant/hostapd configuration text:
wipa_key_mgmt=FT-EAP
ft_over_ds=1
nas_identifier=04f021b1d70b
mobility_domain=4321
ri_key_lifetime=10000
rl_key holder=04f021b1d70b
reassociation_deadline=1000
pmk_rl_push=1
rOkh=04:f0:21:b9:2f:00 04f021b38f00
rOkh=04:f0:21:69:91:03 04f021699103
rOkh=04:f0:21:33:28:06 04f02 1332806
rlkh=04:f0:21:b3:8f:00 04:f0:21:b3:8F:00
rlkh=04:f0:21:69:91:03 04:f0:21:69:91:02
r1kh=04:f0:21:33:28:06 04:f0:21:33:28:06
1 Il [»
| Print | | View Details | | Logs | | Probe | | Display Scan || Sync | | Apply | | 0K | | Cancel

B. Each vap will be represented by a corresponding rOkh and rikh entry in all of the neighboring vap's custom

configuration sections. Here vap0 enfries are highlighted.

vap0 |(ben-5pci) Configure Settings ~) () (% vap2 (ben-5pci) Configure Settings v (&) (%
- -
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
pa_key_mgmt=FT EAP fwpa_key_mgmt=FT-EAF
over ds=1 fe_aver_ds=1
[ Inas_identifier=04f02 165af00 nas_identifier=04f021332806
MoBiity_domain=2 maobility_domain=4321
r) key lifetime=10000 | r0_key_lifetime=10000 v |
Er] ke§ holder=04f021b52f00 I r1_key_holder=04f021332806
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 = pmk_rl_push=1 -
rokh=04:0:21:69:91:03 04021699103 | [rakh=04:f0:21:b5:2£.00 04f021b58f00
rokh=04:0:21:33:28:06 04021332806 L TIRR= E i |
rokh=04:f0:21:b1:d7:0b 04021h1d70b rokh=04:fo: 7:0b 04f021b1d70b
rlkh=04:f0:21:69:91:03 04:f0:21:69:91:03 |LJrlkh=04:0:21:b5:81.00 04:0:21:b5:8£00_|
rlkh=04:f0:21:33:28:06 04:f0:21:33:28:06 TIRR=UA10. 2 699 03 U402 1 T3
rlkh=04:f0:21:b1:d7:0b 04:F0:21:b1:d7:0b rlkh=04:f0:21:b1:d7:0b 04:40:21:b 1:d7:0b
- -
O ] Il [ DR K Il [ D
vapl (ben-5pci) Configure Settings v () (% vap3 (ben-5pci) Configure Settings RN
- =
User-Specifiad supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
fwpa_key_mgmt=FT-EAP wpa_key_mgmt=FT-EAP
fr_over_ds=1 fr_over ds=1
nas_identifier=04f0216939103 nas_identifier=04f021b1470b
mobility_domain=4321 mohility_domain=4321
r0_key_lifetime=10000 - r0_key_lifatime=10000 —
r1_key_holder=04f021695103 r1_key_holder=04f021b1d70b
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 =] pmk_rl_push=1 =
| [rakh=04:f0:21:b5:3f00 04f021b35f00 | LrUkh:M:fO 21:b9:3£:00 04f021b3800
= 02T U6 00T 1) L r = 5 - i
r0kh=04:0:21:b1:d7:0b 04f021h1d70b rikh=040:21:33:28:06 04021332806 .
|_r1kh=04:fo 21:b5:8£:00 04:0:21:h5:8F.00
FIRR=TZT0 I 16T, TITTET ST
rlkh=04:f0:21:33:28:06 04:f0:21:33:28:06
- -]
O 1 I [l Joi I [+]




C. Generate a unique 128-bit AES hex key for each rOkh entry in the vap.

vap0 (ben-5pci) Configure Settings ~) () (% vap2 (ben-5pci) Configure Settings i
- -
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
wpa_key_mgmt=FT-EAP fpa_key_mgmt=FT-EAP
ft_over_ds=1 ft_owver_ds=1
nas_identifier=04fa2 1b9Ef00 nas_identifier=04f021332806
mobility_domain=4321 mobility_demain=4321
ri_key_lifetime=10000 . ri_key_lifetime=10000 v |
r1_key holder=04f02 1b92f00 rl_key holder=04f021332808
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 = pmk_rl_push=1 =
rokh=04:f0:21:65:91:03 04f021639103 11111111 rokh=04:f0:21:b3:8f:00 04f021b38fa0
rikh=04:f0:21:32:28:06 04f021232206 L rokh=04f0:21:65:91:03 04f021633103 A |
rikh=04:f0:21:b1:d7:0b 04f021b1d70b rakh=04:f0:21:b1:d7:0b 04f021b1d70b
:03 04:0:21:69:91:03 rlkh=04f0:21:b3:8f00 04:f0:21:b9:2F.00
r1kh=04:fi 106 04:0:21:33:28:06 rlkh=04f0:21:69:91:02 04:f0:21:69:91:03
r1kh=04:f0:21:b1:d7:0b 04:f0:21:h1:d7:0b rlkh=04:f0:21:b1:d7:0b 04:40:21:h 1:d7:0h
- -
4 1 I | [ KV I | [*]
vapl (ben-5pci) Configure Settings v () (% vap3 (ben-5pci) Configure Settings ~ x
- =
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
wpa_key_mgmt=FT-EAP pa_key_mgmt=FT-EAP
ft_over_ds=1 fr_over_ds=1
nas_identifier=04f021699103 nas_identifler=04f021b1d70b
maobility_domain=4321 mobility_domain=4321
ri_key_lifetime=10000 v r_key lifetime=10000 1
r1_key_holder=04f021699103 r1_key_holder=04f021b1d70k
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 = pmk_rl_push=1 =
rikh=04:f0:21:h3:8f:00 04f021b38fa0 rokh=04:f0:21:h3:28f:00 04f021b98f00
rokh=04:f0:21:33:28:06 04f021332806 L ra 4:0:21:69:91:03 04021695103
rikh=04:f0:21:h1:d7:0b 04f021b1d70b rokh=04:f0:21:33:28:06 04f021332208 .
r1kh=04:f0 00 04:f0:21:b9:2F:00 rlkh=04:f0:21:b3:2f00 04:f0:21:b5:2F.00
rlkh=04; (06 04:0:21:33:28:06 rlkh=04f0:21:69:91:02 04:
r1kh=04F :0b 04:0:21:h1:d7:0b rlkh=04f0:21:32:28:06 04:
hd ~|
O Il [ I £ 1 T
D. Copy the rOkh keys to the r1kh lines that correspond to the vap.
vap0 (ben-5pci) Configure Settings ~) () (x vap2 (ben-5pci) Configure Settings (=) (%
- -
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
fipa_key_mamt=FT-EAP fwpa_key_mgmt=FT-EAP
fr_over_ds=1 fr_over ds=1
nas_identifiar=04f02 1h92f00 nas_identifier=04f021332808
mobility_demain=4321 maobility_domain=4321
r_key_lifetime=10000 r_key_lifatima=10000 =
r1_key_halder=04f02 1b38f00 r1_key_halder=04f021332806
reassociation_deadline=1000 reassociatio
pmk_rl_push=1 = P =
rikh=04: 3041021693103 00000000000011111111000000000000 rokh=04:f0:21:b3:8F:00 04f021b3EfO0
& 041021332806 00000000000022222222000000000000 rokh=04f0:21:69:91:03 04f021699103 |
rl T4f021b1d70b 00000000000033333333000000000000 rokh=04:f0:21:h1:d7:0b D4f021b1d70h
:02 04:f0:21:69:91:02 rlkh=04f0:21:b3:8f00 04:f0:21:b9:8F.00 |
k EUES RS E - Rp R R BB H =B R
—04:f0:21:b1:d7:0b 04:40:21:b 1:d7:0b
-
O ] i [ 1] 1l [ [¥]
vapl (ben-5pci) Configure Settings v x vap3 -5pci) Configure Settings v x
a -
User-Specified supplicant/hostapd configuration text: User-Specified supplic ostapd configuration text:
fwpa_kew_mgmt=FT-EAP fwpa_key_mgmt=FT-EAP
lfe_aver_ds=1 Fr_aver_ds=1
nas_identifier=04f021695103 nas_identifier=04f021h1d70b
mability_demain=4221 mability_demain=4321
r_key_lifetime=10000 - rd_key. lifetime=10000 —
r1_key_holder=04f021639103 rl_key_holder=04f021b1d70b
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 =] pmk_rl_push=1 =
.00 04f021b9Efa0 rokh=04:f0:21:h3:28f:00 04f021b98f00
rOkh=04F :06 04§021332806 L r0 4:0:21:69:91:03 04f021695103
rOkh=04:f0:21:h1:d7:0b 04f021b1d70b rokh=04:f0:21:33:28:06 04f021332808 .
[[rikh=04:f0:21:b9:3F.00 04:f0:21:b9:2F: 11111111 ] [ rlkh=04:f0:21:b5:3:00 04:70:21:b5:8f:
FIEF=Tf 2 328 0E T I TT2E s CrIkh=040:2 RS 10 042
r1kh=04:f0:21:b1:d7:0b 04:f0:21:h1:d7:0b rlkh=040:21:33:28:06 04:
hd |
1 I | T KN [ ]

E. Repeat steps C and D for the other three vap's.




vap0 (ben-5pci) Configure Settings V) () (x) vap2 (ben-5pci) Configure Settings ) ([~
- a
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
fwpa_key_mgmt=FT-EAF pa_key_mgmt=FT-EAP
fr_over_ds=1 fr_over_ds=1
nas_identifier=04f021b38f00 nas_identifier=04f021332806
mobility domain=4321 mability_domain=4321
ro_key. lifatime=10000 - ro_key lifatime=10000
rl_key holder=04f021b92f00 rl_key holder=04f021332808
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 = pmk_rl_push=1 =
rokh=04:f0:21:69:91:03 04021699103 11111111 rokh=04:f0:21:b3:2F:00 04f02 1b32f00
rokh=04f0:21:32:28:06 04021332806 L :69:91:03 04f021699102
rokh=04:f0:21:b1:d7:0b 04f021b1d70b 21k 1:d7:0b 04f021b1d70k
|_rikh=0440.21:69:91:03 04:40:21:69:31:03 4444444 | 1:h9:2f:00 04:f0:21:h9:2f.00 00000000000022222222000000000000
T TOZT AT e I IE: 1:69:91:03 04:f0:21:69:91:03 00000000000055555555000000000000
rlkh=04f0:21:b1:d7:0b 04:f0:21:h 1:d7:0b rikh=04:f0:21:b1:d7:0b 04:40:2:b1:d7:0b
-
| i | [l o 1 i | [¥]
vapl (ben-5pci) Configure Settin ~) () (x vap3 (ben-5pci) Configure Settin ) [~
-
User-Specified supplicant/hostapd configursion text: User-Specified supplicant/hostapd confi tion text:
fvpa_key_mgmt=FT-EAF fnpa_key_mgmt=FT-EAP
fr_over_ds=1 fr_over_ds=1
nas_identifier=04f021693103 nas_identifier=04f021b1d70b
maobility_domain=4321 mobility_domain=4321
ri_key lifetime=10000 | r_key lifetime=10000
rl_key _holder=04f021693103 rl_key holder=04f021b1d70b
reassociation_deadline=1000 reassociation_deadline=
pmk_rl_push=1 = pmk_rl_push=1 =
rokh=04:0:21:h3:2f:00 04f021h98f00 00000000000044444444000000000000 :8f:00 04f021092f00

5

1:03 04f021699103
8:06 04f021332806

rlkh=04f0:21:b9:3f:00 04:f0

. ot 33 3
rlkh=040:21: :91:03 04:F0:21:69:91:03
r1kh=04:f0:21:b1:d7:0b 04:f0:21:b1:d7:0b 8:06 04:F0:21:35:28:08
I Ii I I KN Il | v
vap0 (ben-5pci) Configure Settings v (a) (X) vap2 (ben-5pci) Configure Settings v (A

- -
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
fwpa_key_mgmt=FT-EAP wpa_key_mamt=FT-EAP
Ift_ovar_ds=1 Fr_aver_ds=1
nas_identifier=04f021b32f00 nas_identifier=04f021332806
mability_damain=4321 mability_damain=4221
r0_key_lifetime=10000 i r0_key_lifetime=10000
r1_key_holder=04f021b98f00 r1_key_holder=04f021232806
reassaciation_deadline=1000 reassacistion_deadlinz=1000
pmk_r1_push= pmk_rl_push=1 L

f0:21:b5:8F.00 04f021b58f00 0000000000007777777

9:91:03 04f021699103
:f0:21:33:28:06 04f02 1332806
%.f0:21:b1:d7:0b 04f021b1d70b

EXLRELID

| [
vapl (ben-5pci) Configure Settings en-5pci) Configure Settings v (A
a

User-Specified supplicant/hostapd configuration text: User-Specified s cant/hostapd configuration text:
fwpa_key_mgmt=FT-EAP wpa_key_mgmt=FT-EAP

fr_over_ds=1 fr_over_ds=1

nas_identifier=04f021699103 nas_identifier=04f021b1d70b

mobility_domain=4321 mability_damain=4321

ril_key lifetime=10000 w | r_key_lifetime=10000

rl_key holder=04f021699103 rl_key holder=04f021b1d70b

reassocistion_deadline=1000 reassociation_deadline=1000

pmk_r1_push=1 = pmk_rl_push=1

rakh=04:f0: :2f00 04f021b58f00 rikh=04:f0:21:h5:27.00 04f021b38f00

rikh=04; 28:06 04021222806 L rikh=04:f0:21:65:91:02 04f021699103

rikh=04:f0 1:d7:0b 040216 1d70k rikh=04:f0:21:23:22:06 04f021322806

f0; 4 . :b8:2f:00 04:F0:21:b9: 3
rikh=0a:f0 28:06 04:/0:21:33:28:06 00000000000088333338000000000000 1:69:91:03
FIKh=04 0 2 B d7.06 UATZ b I d 706 0:21:33:28:06 04:F0:21:33:28:06
[

| i I N i vl

[4]



vap0 (ben-5pci) Configure Settings V) () (X vap2 (ben-5pci) Configure Settings ¥) (») (%
- -
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
pa_key_mgmt=FT-EAP fpa_key_mgmt=FT-EAP
fr_over_ds=1 ft_over_ds=1
nas_identifier=04f021b93f00 nas_identifier=04f021332806
mability_domain=4321 mability_domain=4321
ri_key lifetima=10000 | ril_key lifetime=10000 v |
rl_key holder=04f021b92f00 rl_key holder=04f021332806
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 = pmk_rl_push=1 =
rOkh=040-21:69:91:03 04f021699103 11111111 rOkh=04:f0:21:h9:2F.00 04f02 1b58f00 77777777
L rOkh=04:f0:21:69:91:03 04021699103 1|
rOkh=04:£0:21:b1:d7:0b 04f021b1d70b rOkh=04:f0-21:b1:d7:0b 04f021b1d70b
rlkh=04£0:21:69:91:03 04:0:21:69:91:02 4444444 rlkh=04:0:21:b9:2F:00 04:f0:21:b9:8F
6 00000000000077777777000000000000 1:69:91:02 04:0:21:69:91:
b rlkh=04:f0:21:b1:d7:0b 04:40:21:b1:d7:0b ccccec
=
o I [ I [ [*]
vapl (ben-5pci) Configure Settings vap3 (ben-5pci) Configure Settings ) () (x

User-Specified supplicant/hostapd configuration text:

fwpa_key_mgmt=FT-EAP
fr_over_ds=1
nas_identifier=04f021695103
maobility_domain=4321
ri_key lifetime=10000
rl_key holder=04

=04:f0:21:b9:8F:00 04f021b38f00
04:f0:21:33:28:06 04f021332808
=04:f0:21:b1:d7:0b 04f021b1d70b

11111111

lkh= Udfﬂ 21:bs: EfUO Udfﬂ 21:b9 EfOU

rlkh Udfﬂ 21bl: d? Oh Odfﬂ 2Lhl: d? Uh 000000000UOUhhhhhhthOUOUOUOUOOO

User-Specified supplicant/hostapd configuration text:

fwpa_key_mgmt=FT-EAP
fr_over_ds=1
nas_identifier=04f021b1d70b
mability_domain=4321
r0_key_lifetime=10000
rl_key holder=04f021b1d70b
reassaciation_deadline=1000
pmk_rl_push=1

rilkh=04:f0 9:8f:00 04f021638f00 0000000000003aaaaaaad00000000000

rlkh=04:0:21:33:28:06 04:f0:21: 33:28 06

| »

|| o2}
gL Il I [*] 4T 1 D
vapO: full hostapd configuration file
vapl: full hostapd configuration file
vap?2: full hostapd configuration file
vap3: full hostapd configuration file
For more information see Two WiFi Access Point Network with 802.11r
3. Create four bridge devices, one for each virtual access point.
A. Go to the port manager tab, select Create, then select Bridge and enter Quantity 4 and a Bridge Name,
then Apply to create the bridges.
Create VLANs on Port: vl (] (X
) MACNVLAN ) 802.1QVLAN ) Redirect ® Bridge ) GRE Tunnel
2 WIiFi STA O WIiFiVAP O WiFi Monitor (2 WiFi Virtual Radio
Shelf: Resource: 1 (ben-5pci) = Port: | |
VLAN ID: [] DHCP-IPv4
Parent DHCP Client ID: | -]
MAC Addr: | |- 1P address: | | Global IPve: [AUTO |
Quantity: [a | 1P Mask or Bits: | | Link IPve: [auTO |
Gateway IP: [ | I1Pve Gw: [auTO |
Bridge Name: [bro | #2 Redir Name:
STAID: SSID: | [~=]
WiFi AP: Key/Phrase:
] wra [1wpa2 [1weP
[l Down
[applyt " Cancel | I



https://www.candelatech.com/downloads/ap4-vap0.txt
https://www.candelatech.com/downloads/ap4-vap1.txt
https://www.candelatech.com/downloads/ap4-vap2.txt
https://www.candelatech.com/downloads/ap4-vap3.txt
http://www.candelatech.com/cookbook.php?vol=wifire&book=Two+WiFi+Access+Points+802.11r

B. Modify each bridge device to add a vap. Netsmith will show a purple line when each vap has been added

C.

as bridge member.

Netsmith configuration for Resource: ben-5pci(l.1) Version: 5.3.4 ) () (x

Virtual Routers and Connections

* |Right-click/double-click/drag supported|
M Router Port
u B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
B % TX over last 3s
B % Drop over last 60s
—— Network Connection
~—— Stopped FIRE
—— Running FIRE
~——Peer ICE
—— Bridge Active
~——Bridge Configured
~—— Parent/Child

" m B E N

Mgt-ethu
192,168.100.180/24
thl

[¥] WanLinks
[¥] WanLink Names Port Names
Peer WanLinks
[v] WanLink Config

Show Legend [v]Fire
Fire Names

Close

IPvds Info Print Sync
0 N Cancel Apply

[ Zero-Pvas apply Progress: 1

Apply

e

Parents Col. Domains [] IPvés
Metsmith Status:

Add a single virtual router, drag br0 into the router, then give it an IP address and make it a DHCP server.

Netsmith configuration for Resource: ben-5pci(l1.1) Version: 5.3.4 v () (x

Virtual Routers and Connections

* |Right-click/double-click/drag supported
. |M Router Port

. |™ B Ports

% |= Stopped FIRE CX
® Running FIRE CX
® Serves DHCP to incoming requests.
= Applies NAT to outgoing packets.
* Router supports O5PF

Router supports Multicast
Router supports BGP

Router supports IPv6
" PeerlICE CX
M Edge Port

Collision Domain

=== Stopped WanLink
=== Bunning WanLink
M phantom/Unknown
= % TX over last 3s
B % Drop over last 60s
—— Network Connection
~———Stopped FIRE
——Running FIRE

~——Peer ICE
——Bridge Active

—— Bridge Configured

~—— Parent/Child

Mgt-eth0
192,168.100.180/24
thl

RO(1)

"‘-\__vapO
bro
192168.0.1/24

Show Legend [¥]Fire
Fire Names

lv] WanLinks
WanLink Names [v] Port Names
Peer WanLinks
[v] WanLink Config

Close

IPvés Info Print Sync Applyl
N Cancel Apply

[l Zero-Pv4s apply Progress:

Parents Col. Domains [] IPvés
Metsmith Status:




For more information see Virtual Router with DHCP Cookbook (skip the wanlink portfion)

4. Each bridge will share a connection to a redirect device (rdd) pair so that FT messages can be sent and
received.

A. In Netsmith, right-click in a free area and select New Connection to create an rdd pair. Select Skip for Port 1-
B, WanlLink and Port 2-B then select OK. Select Netsmith Apply after creating the new connection.

Create/Modify Connection *
Interface-Cost: 1 |
Port 1-A: |-=Auto Create New Port> | AIP-Metric: |1 |
OSPF Area: |000.000.000.000 |
Port 1-B: Skip | | VRRP IP
WanLink: [] Skip | | | /RRP ID:
/RRF Priority:
Port 2-6: [A[skip | [+] ¥
| VRRP Interval

Port 2-A: [ Skip |-=Auto Create New Port= v| Next-Hop: | |

Subnets (a.b.c.dfx):

I
Next-Hop-IPvé: |
IPvE Subnets (aaa: 0k

| | |
| I |
| | |
| I |
[ NAT [ ] DHCP [ ] DHCPvE [] custom DHCP [ IWRRP []cand-RP

0K | | Cancel

B. Right-click and select Modify Port br0, then add rddVRO to br0. Your rddVRX numbering may differ
depending on what other Netsmith objects are created.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 w) (A) (3¢

Virtual Routers and Connections

[»

“_"‘ Right-click/double-click/drag supported
. M Router Port
l B Ports
* |* Stopped FIRE CX o

® Running FIRE CX 1S S 88 100.180/24
® Serves DHCP to incoming requests. thl
= Applies NAT to outgoing packets.
* Router supports O5PF

Router supports Multicast
“ Router supports BGP

Router supports IPv6
" PeerICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
B 9% TX over last 3s
=% Drop over last 60s
—— Network Connection
~— Stopped FIRE
——Running FIRE
~——Peer ICE
——Bridge Active
~——Bridge Configured —
~—Parent/Child

bro
192,168.0.1/24

-]
q] Il [1]

WanLinks Show Legend [¢] Fire IPvéds Info Print Sync Apply Close

WanLink Names [v] Port Names Fire Names [ ] Zero-Pv4s apply Progress: 100! Cancel Apply

Peer WanLinks Parents Col. Domains [] IPvEs
. ! Metsmith Status:
[¥] WanLink Config



http://www.candelatech.com/cookbook.php?vol=ice&book=Virtual+Router+with+DHCP+Service

C. Right-click and select Modify Port br1, then add rddVR1 to brl1. Your rddVRX numbering may differ
depending on what other Netsmith objects are created.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 vl (a) (x

virtual Routers and Connections

[»

. Right-click/double-click/drag supported
., |[M Router Port
¥ B Ports

“ |= Stopped FIRE CX Mt

® Running FIRE CX 152.168.100.180/24
® Serves DHCP to incoming requests. hl

n
u

Applies NAT to outgoing packets.
Router supports O5SPF
Router supports Multicast
Router supports BGP
Router supports IPv6
" PeerICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M phantom/Unknown
B1% TX over last 3s
=% Drop over last 60s
—— Network Connection
~—— Stopped FIRE
—— Running FIRE
~—PeerICE
——Bridge Active
~———Bridge Configured
~—— Parent/Child

br3

0

br0
192.168.0.1/24

=
q] I [1»]

WanLinks Show Legend [v] Fire IPvds Info Print Sync Applyl Close

WanLink Names [v] Port Names Fire Names  [[] Zero-Pv4s apply Progress: Cancel Apply

Peer WanlLinks Parents Col. Domains [] IPvés
Metsmith Status:
[v] WanLink Config

D. Create two more rdd pairs for bridges br2 and br3.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 v (a) (%

Virtual Routers and Connections -

A Right-click/double-click/drag supported
. |M Router Port
¥ B Ports

“ |s stopped FIRE CX st

® Running FIRE CX 192.168.100.180/24
® Serves DHCP to incoming requests. ethl

L]
-

Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
= Peer ICE CX
M Edge Port

Collision Domain
== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=9 TX over last 3s
=% Drop over last 60s
=——Network Connection
~—— Stopped FIRE rd
——Running FIRE
~—=Peer ICE
——Bridge Active \
~——pridge Configured brl
—— Parent/Child

br2
br3

0

rddvR2

bro
192,168.0.1/24 ddvR3

rddvR4

ddvR5

-]
q] Il [1]

WanLinks Show Legend [¢] Fire IPvéds Info Print Sync Apply Close

WanLink Names [v] Port Names Fire Names [ ] Zero-Pv4s apply Progress: Cancel Apply

Peer Wanlinks Parents Col. Domains [] IPves
Metsmith Status:
[¥] wanLink Config




E. AddrddVR2 and rddVR3 to bridge br0.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 vl (a) (x

virtual Routers and Connections

[»

. Right-click/double-click/drag supported
., |[M Router Port

. |™ B Ports
% |" Stopped FIRE CX
2 Mgt-etho
Running FIRE CX 1 2#68.100.180[24
thl

Applies NAT to outgoing packets.
Router supports O5SPF
Router supports Multicast
Router supports BGP
Router supports IPv6
" PeerICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M phantom/Unknown
B1% TX over last 3s
=% Drop over last 60s
——MNetwork Connection
~—— Stopped FIRE
—— Running FIRE
~—PeerICE
——Bridge Active
~———Bridge Configured
~—— Parent/Child

n
® Serves DHCP to incoming requests.
n
.

0

-

<] I D]
WanLinks Show Legend [v] Fire IPvds Info Print Sync Apply Close
WanLink Names Port Names Fire Names [ ]| Zero-IPvds Apply Progress: n Cancel Apply

Peer WanlLinks Parents Col. Domains [] IPvés
Metsmith Status:
[v] WanLink Config

F. The objects vap2/br2 and vap3/br3 can be moved so that their logical relationships can be visualized. Add
rddVR3 to br2, then add rddVRS5 fo br3.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 v (a) (%

Virtual Routers and Connections -

A Right-click/double-click/drag supported
. |M Router Port
¥ B Ports

“ |s stopped FIRE CX st

® Running FIRE CX 192.168.100.180/24
® Serves DHCP to incoming requests. ethl

L]
-

Applies NAT to outgoing packets.
Router supports OSPF

Router supports Multicast
Router supports BGP

Router supports IPv6

0

= Peer ICE CX
M Edge Port
Collision Domain

== Stopped WanLink
=== Running WanLink =
M Phantom/Unknown rddwR2
=9 TX over last 3s
=% Drop over last 60s ddvR3
——Network Connection 11'24
~— Stopped FIRE \ br2
——Running FIRE 3 .Vggl/.
~—=Peer ICE \
——Bridge Active \ ddvR1 \\
~——pridge Configured brls,
— Parent/Child ."'-.vap \\

i rddvR4

A
N
= ddvRS
™ br3
5 -
\;a,g}/.
Ll i D

WanLinks Show Legend [¢] Fire IPvéds Info Print Sync Apply Close

WanLink Names [v] Port Names Fire Names [ ] Zero-Pv4s apply Progress: Cancel Apply

Peer Wanlinks Parents Col. Domains [] IPves
Metsmith Status:
[¥] wanLink Config




G. The final Netsmith display should show all four of the bridged virtual access points connected by a rdd pair,
with br0 as the central bridge.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4

Wirtual Routers and Connections

Right-click/double-click/drag supported
Router Port

B Ports

Stopped FIRE CX

Running FIRE CX 1
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports O5SPF

Router supports Multicast

~

0P

Mgt-etho
2.r21[ 58.100.180/24
IS

u
u
]
[ ]
[ ]
[ ]
-

“ Router supports BGP
Router supports IPve
Peer ICE CX

Edge Port

Collision Domain

=== Stopped WanLink
=== Running WanLink

M phantom/Unknown
B % TX over last 3s
=% Drop over last 60s
—— Network Connection
~—— Stopped FIRE

—— Running FIRE
~—PeerICE

——Bridge Active
~———Bridge Configured
~—— Parent/Child

[»

-

4]

| »

[v] WanLinks

Peer WanLinks
[v] WanLink Config

Show Legend Fire

WanLink Names [v] Port Names Fire Names

IPvds
[[] Zero-Pvas apply Progress:

Close

Info Print Sync Apply

Cancel Apply

Parents Col. Domains [] IPvés
MNetsmith Status:

5. Connect LANforge clients and force them to roam from vap to vap. This can be accomplished with a
wpa_clicommand for one or two clients or the Mobility Plugin Script for many clients.
A. Client connected to vap0 04:f0:21:b9:8f:00.

LANforge Manager Version(5.3.4) ) () (x

Control Reporting Tear-Off Info Plugins
| Stop all | | Restart Manager | | Refresh | | HELP
Layer-4 r Generic I’Test Mgr r Test Group r/Resource Mgr r/ Event Log rAIerts r Port Mgr I’vAP Stations r Messages |
Status r Layer-3 r L3 Endps r olP/RTP r VolP/RTP Endps r Armageddon r WanlLinks r Attenuators r File-10
Disp: |127.0.0.1:1‘0 | | sniff Packets | IZI | Clear Counters | | Reset Port ‘ ‘ Delete |
Rpt Timer: |medium (8 s) |V| | Apply | IEI | View Details | | Create ‘ ‘ Modify | | Batch Modify ‘

All Ethernet Interfaces (Ports) for all Resources.
| | bps TX LL|Bytes TXLL bps RXLL|Bytes RX...| Reset TX-Rate | RX-Rate Status AP Activity Signal Noise
[4] 53 11,670 3 599,001 |Complete 0 bps 10T a
Q 585( 191,133 485| 18,061,...|Complete 0 bps 101 ]
8] 560| 187,718 174| 23,413,...[Complete 0 bps 101
0 613 228,655 84| 16,332,... |Complete 0 bps 101
0 45! 24,105 7,156| 20,578,..[Complete 0 bps 2,744
0 0 0 0 0[Complete 0 bps 0
0 0 0 0 0[Complete 0 bps 0
0 0 13,211 0 27.071|Complete |6 Mbps 6 Mbps Authorized|04:F0:21:B9:8F:00 |2.737 -14 dBm  |-84 dEm
0 0 0 0 0|Complete [0 Mbps |0 bps NOMNE Mot-Associated 101 0 dBm -1 dBm
0 0 0 0 0[Complete |0 Mbps 0 bps NOME MNot-Associated 0 0 dBm -1 dBm
0 0 0 0 0[Complete |0 Mbps 0 bps NOME Mot-Associated 0 0 dBm -1 dBm
0 0 0 0 0[Complete |0 Mbps 0 bps NOME MNot-Associated 0 0 dBm -1 dBm =
0 0 0 0 0|Complete [0 Mbps |0 bps NOMNE Mot-Associated 0 0 dBm -1 dBm
0 0 0 0 0[Complete |0 Mbps 0 bps NOMNE MNot-Associated 0 0 dBm -1 dBm
0 0 0 0 850|Complete 0
0 0 0 0 1.246|Complete 0
0 0 1,200 0 850|Complete 0
0 0 2,520 0 8,268|Complete 0 B |
0 0 2,460 0 60|Complete 0
0 0 60 0 2,460|Complete 0
8] 0 9,500 0 3.204|Complete 0
0 0 3,204 1 9,500|Complete 0 =
[4] I Il [»
Logged into: localhost:4002 as: Admin




B. Client roams to vap1 04:f0:21:69:91:03.

root@ben-5pci:~

File Edit View Search Terminal Help

ben-5pci ~1# wpa cli -i wland scan

and

ben-5pci

roam

IEEE
Mode:

'roamer
5.745
r=19

RTS thr:

in nwid:@
excessive retries:o

ben-5pci ~]# |

( Point:
dBm

off Fragment thr

invalid fra
Missed beac

LANforge Manager \Version(5.3.4) % x
Control Reporting Tear-Off Info PBlugins
Stop All Restart Manager Refresh LIELE:
Layer-4 | Generic | Test Mgr | Test Group [ Resource Mgr [ Event Log [ Alerts |""Port Mgrml VAP Stations | Messages
Status Layer-3 L3 Endps \olP/RTP VolP/RTF Endps Armageddon WanLinks Attenuators File-10
Disp: |127.0.0.1:1.0 Sniff Packets A Clear Counters Reset Port Delste
Rpt Timer: |medium (8 s) |+ Apply v Wiew Details Create Modify Batch Modify
All Ethernet Interfaces (Ports) for all Resources,
| | bps TXLL|Bytes TX LL bps RXLL|Bytes R¥...| Reset TX-Rate | RX-Rate Status AP Activity Signal Noise
0 70 12,528 331 &01,603|Complete |0 bps 101 a
0 554 195,854 581| 18,066,...Complete |0 bps 101
0 492| 191,858 503| 23.417,...[Complete |0 bps 101
0 571 233,623 63| 16,333,...|Complete |0 bps 101
0 5L 24,715 7.341| 20,645,...[Complete |0 bps 2.562 |
0 0 0 0 0|Complete 0 bps 0 |
0 0 0 0 0|Complete 0 bps 0 |
0 0 12,211 0 27.071|Complete |6 Mbps 6 Mbps Authorized |04:F0:21:69:91:03 [2.544 -27 dBm__ |-84 dBm ‘
0 0 0 0 0|Complete |0 Mbps |0 bps NOME MNot-Associated 0 |0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps |0 bps NOMNE MNot-Associated 0 |0 dBm -1 dBm
0 0 0 0 0|Complete [0 Mbps |0 bps NOMNE Mot-Associated 0 |0 dEm -1 dBm
0 0 0 0 0|Complete |0 Mbps |0 bps NOME Associated 0 0 dBm -1 dBm 1=
0 0 0 0 0|Complete |0 Mbps |0 bps NOME Mot-Associated 0 |0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps |0 bps NOME MNot-Associated 0 |0 dBm -1 dBm
0 0 0 0 856|Complete 0
0 0 0 0 1,252|Complete 0
0 0 1,200 0 856|Complete 0
0 0 2,520 4] 8.274|Complete 0 1
0 0 2,460 2 80|Complete 0
0 2 80 0 2,460|Complete 0
0 2] 9,520 0 3,204|Complete 0
0 0 3,204 1 9.520|Complete [4] =
! T ol
Logged in to: localhost:4002 as: Admin




C. Clientroams to vap?2 04:f0:21:33:28:06.

root@ben-5pci:~

File Edit View Search Terminal Help

ben-5pci ~1# wpa cli -i wland scan

and

ben-5pci

roam

IEEE
Mode:

'roamer
5.745
r=19

RTS thr:

in nwid:@
excessive retries:o

ben-5pci ~]# |

:28:06 DS

( Point: 084:F
dBm

off Fragment thr

invalid fra
Missed beac

LANforge Manager \Version(5.3.4) % x
Control Reporting Tear-Off Info PBlugins
Stop All Restart Manager Refresh LIELE:
Layer-4 | Generic | Test Mgr | Test Group [ Resource Mgr [ Event Log [ Alerts |""Port Mgrml VAP Stations | Messages
Status Layer-3 L3 Endps \olP/RTP VolP/RTF Endps Armageddon WanLinks Attenuators File-10
Disp: |127.0.0.1:1.0 Sniff Packets A Clear Counters Reset Port Delste
Rpt Timer: |medium (8 s) |+ Apply v Wiew Details Create Modify Batch Modify
All Ethernet Interfaces (Ports) for all Resources,
| | bps TXLL|Bytes TX LL bps RXLL|Bytes R¥...| Reset TX-Rate | RX-Rate Status AP Activity Signal Noise
0 42 12,972 63| 802,269|Complete |0 bps 0 -
0 430 201,473 264| 18,070....Complete |0 bps 101
0 4856) 197,814 148| 23,419,...[Complete |0 bps 101
0 444/ 239,212 0| 16,333....|Complete |0 bps 0
0 68 25,443 7.327| 20,742,...|Complete |0 bps 2.481 .
0 0 0 0 0|Complete 0 bps 0 |
0 0 0 0 0|Complete 0 bps 0 |
0 0 12,211 0 27.071|Complete |6 Mbps 6 Mbps Authorized |04:F0:21:33:28:06 [2.466 -14 dBm_ |-84 dBm ‘
0 0 0 0 0|Complete |0 Mbps |0 bps NOME MNot-Associated 0 |0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps |0 bps NOMNE MNot-Associated 101 |0 dBm -1 dBm
0 0 0 0 0|Complete [0 Mbps |0 bps NOMNE Mot-Associated 0 |0 dEm -1 dBm |
0 0 0 0 0|Complete |0 Mbps |0 bps NOME Associated 101 0 dBm -1 dBm I
0 0 0 0 0|Complete |0 Mbps |0 bps NOME Mot-Associated 0 |0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps |0 bps NOME MNot-Associated 0 |0 dBm -1 dBm
0 0 0 0 862|Complete 0
0 0 0 0 1,258|Complete 0
0 0 1,200 0 862|Complete 0
0 0 2,520 4] 8.280|Complete 0 1
0 1 2,480 0 20|Complete 0
0 0 80 1) 2,480(Complete 0
0 0 9,520 1] 3,224|Complete 0
0 2 3,224 4] 9.520|Complete [4] =
! T ol
Logged in to: localhost:4002 as: Admin




D. Client roams to vap3 04:f0:21:b1:d7:0b.

root@ben-5pci:~

File Edit View Search Terminal Help
ben-5pci ~1# wpa cli -i wland scan

ben-5pci # w 1 wland roam 04:f 1:d7:08b DS

0
IEEE & abg 'roamer"”
Mode: 5.745 ( Point: 04:F
r=19 dém
RTS thr:off Fragment thr

invalid nwid:® X ¢ invalid fra
excessive retries: i) Missed beac

ben-5pci ~]# |

:B1:D7:0B

LANforge Manager \Version(5.3.4)
Control Reporting Tear-Off Info PBlugins

Logged in to: localhost:4002 as: Admin

Stop All Restart Manager Refresh HELP

Layer-4 | Generic | Test Mgr | Test Group [ Resource Mgr [ Event Log [ Alerts |" Port Mgr | VAP Stations | Messages

Status | layer-3 [ L3Endps [ “oIlP/RTP | VolP/RTP Endps | Armageddon [ Wanlinks Attenuators File-10

Disp: |127.0.0.1:1.0 Sniff Packets A Clear Counters Reset Port Delste
Rpt Timer: |medium (8 s) |+ Apply v Wiew Details Create Modify Batch Modify
All Ethernet Interfaces (Ports) for all Resources,

| | bps TXLL|Bytes TX LL bps RXLL|Bytes R¥...| Reset TX-Rate | RX-Rate Status AP Activity Signal Noise
0 18 13,239 123 603,379|Complete |0 bps 101 -
0 331| 204,845 218| 18,072,...[Complete |0 bps 101
0 362 201,600 146| 23,421,. mplete |0 bps 4]
0 463 244547 45| 16,333,...|Complete |0 bps 101
0 43 26,074 4,455| 20,785,...|Complete |0 bps 2.464 ||
0 0 0 0 0|Complete 0 bps 0
0 0 0 0 0|Complete 0 bps 0 |
0 0 12,211 0 27.071|Complete |6 Mbps 6 Mbps Authorized |04:F0:21:81:D7:0B |2.445 -41 dBm _[-85dBm_ ||
0 0 0 0 0|Complete |0 Mbps |0 bps NOME MNot-Associated 0 |0 dBm -1 dBm |
0 0 0 0 0|Complete |0 Mbps |0 bps NOMNE MNot-Associated 0 |0 dBm -1 dBm
0 0 0 0 0/Complete [0 Mbps |0 bps NONE Mot-Associated 0 |0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps |0 bps NOME Associated 0 0 dBm -1 dBm E
0 0 0 0 0|Complete |0 Mbps |0 bps NOME Mot-Associated 0 |0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps |0 bps NOME MNot-Associated 0 |0 dBm -1 dBm
0 0 0 1] 874|Complete 0
0 0 0 1 1,270|Complete 0
Q 0 1.200 1 874|Complete 0
0 0 2,520 1] 8,292|Complete 0 1
0 4 2,520 0 80|Complete 0
0 0 80 4 2,520|Complete 0
Q 4 9,560 0 3.224|Complete 0
0 0 3,224 3 9.560|Complete [4] =
1 L i




E. Client roams back to vap0 04:f0:21:b9:8f:00.

root@ben-5pci:~

File Edit View Search Terminal Help
ben-5pci ~1# wpa cli -i wland scan

ben-5pci # w 1 wland roam
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ben-5pci ~]# |
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Logged in to: localhost:4002 as: Admin

Stop All Restart Manager Refresh HELP

Layer-4 | Generic | Test Mgr | Test Group [ Resource Mgr [ Event Log [ Alerts |" Port Mgr | VAP Stations | Messages

Status | layer-3 [ L3Endps [ “oIlP/RTP | VolP/RTP Endps | Armageddon [ Wanlinks Attenuators File-10

Disp: |127.0.0.1:1.0 Sniff Packets A Clear Counters Reset Port Delste
Rpt Timer: |medium (8 s) |+ Apply v Wiew Details Create Modify Batch Modify
All Ethernet Interfaces (Ports) for all Resources,

| | bps TXLL|Bytes TX LL bps RXLL|Bytes R¥...| Reset TX-Rate | RX-Rate Status AP Activity Signal Noise
0 74 14,047 142 &04,267|Complete |0 bps 101 -
0 374] 206,738 55| 18,072,...|Complete |0 bps 101
0 416| 203,493 111] 23.421.. mplete |0 bps 0
0 411 246,233 55| 16,334,...|Complete |0 bps 101
0 56| 26,636 2,664| 20,802,...|Complete |0 bps 2.47 ||
0 0 0 0 0|Complete 0 bps 0
0 0 0 0 0|Complete 0 bps 0 |
0 0 12,211 0 27.071|Complete |6 Mbps 6 Mbps Authorized |04:F0:21:B9:8F:00 [2.467 -16 dBm [-85dBm ||
0 0 0 0 0|Complete |0 Mbps |0 bps NOME MNot-Associated 0 |0 dBm -1 dBm |
0 0 0 0 0|Complete |0 Mbps |0 bps NOMNE MNot-Associated 0 |0 dBm -1 dBm
0 0 0 0 0/Complete [0 Mbps |0 bps NONE Mot-Associated 0 |0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps |0 bps NOME Associated 101 0 dBm -1 dBm E
0 0 0 0 0|Complete |0 Mbps |0 bps NOME Mot-Associated 0 |0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps |0 bps NOME MNot-Associated 0 |0 dBm -1 dBm
0 0 0 1] 880|Complete 0
0 0 0 1 1,276|Complete 0
Q 0 1.200 1 850|Complete 0
0 0 2,520 1] 8,298|Complete 0 1
0 4 2,540 0 80|Complete 0
0 0 80 4 2,540|Complete 0
Q 4 9,580 0 3.224|Complete 0
0 0 3,224 2 9.580|Complete [4] =
1 L i

For more information see Two WiFi Access Point Network with 802.11r
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