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Using Wireshark to Sniff WiFi Monitors

Goal: Sniff wireless traffic from a LANforge radio using Wireshark and a WiFi Monitor port.

The best way to sniff wireless packets via Wireshark in LANforge is from a monitor
port that is on its own radio (no other AP, STAs, etc.). This example will walk
through the monitor port creation, sniffing the monitor port, as well as Wireshark
filter recommendations.

LANforge GUI
This example uses a LANforge CT523 system but the procedure should work on a

CT1522, CT525, or similar system.
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1. Create a monitor port.

A. Inthe Port Mgr tab, select a wiphy device that you wish to sniff with (this example will use wiphy1, an ath10k
radio).

B. If the wiphy device is down, click the up arrow to enable it.

Control Reperting Tear-Off Info Plugins

| Stop All | | Restart Manager ‘ | Refresh ‘ | REkR |

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log [ Alerts |  Port Mgr | vAP Stations | Messages |
Status | Llayer3 | L3Endps | VoIF/RTP_ | VolP/RTP Endps | Armageddon | Wanlinks | Attenuators | Filedo |

Disp: [192.168.100.206:0 | | Sniff Packets | h Clear Counters || Reset Port || Delete |
Rpt Timer: |medium (8 s) |V| | Apply | Wiew Details | | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
. Farent
Port |Pha..|Down P SEC| Alias e RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 192.168.100.1592|0 etho 28,204,301 78,708 4 3,895| 138,885,512| 119,168 =
1.1.1 = 0 |ethl 0 0 0| 0 0| 0 0
1.1.2 P ‘_:'__ ] wiphy0 119,166,145 546,717 14 23,808 234,792 1,431 o]
T }/0.0.0. 0 |wiphyl 0 0 0 0 0 0 0
1.1.4 B | & |0.0.0. 0 |wiphy2 92,304.964] 438,217 16] 26,589 77.221 2,413 0
[ Il ] [»]

Logged in te: brent-523:4002 a3 Admin
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C. Click Modify.

7 wiphy1 (brent-523) Configure Settings :

Port Status Information
Current: LINK-DOWN NOMNE

Driver Info: Port Type: WIFI-Radio Driver: athl0k{988x) Bus: 0000:06:00.0

Port Configurables

I/Standerd Configuration | RF Patterns | Firmware |

Enable
[]set IF Down [1Down

[ Set PROMISC Alias: [ ]

MAC Addr: (04:f0:21:11:e7:36 | TXQ Len (0

General Interface Settings

Rpt Timer: |medium (8 s) |v|

WiFi Settings
Max\IFs: 64 Max-Stations: 64 Max-APs: 7 Supports: 802.11abgn-AC
United States (840)

Country:

ChannelfFraq: | 36 (5180 Mhz)

Antenna: [l (3x3) v|Tx-iner: |DE|=AULT (-1) M

RTS: [DEFALLT | Frag: [2345 |

[]verbose Debug

| Print || View Details || Logs | | Probe || Sync | | Apply || oK | | Cancel

A. Select the channel you wish to sniff. Channel 36 will be used for this test.
B. Click OK.

D. Backin the Port Mgr tab, with the wiphy device still selected, click Create.

Greate VLANs on Port: 1.1.3
2 MACNVLAN (D 802.1QMLAN O Redirect (0 Bridge 0 GRE Tunnel
WIFi STA O WiFi vaP ® WiFi Monitor ) WiFi Virtual Radio
Shelf: Resource: : Port: {3 (wiphyl) |V|

VLAN ID: 1 DHCP-Pv4

Parent MAC: DHCP Client ID: | -]

MAC Addr: | [~] P address: Global IPvB:

Quantity: 1 | 1P Mask or Bits: Link IPv&:
Gateway IP: IPVE GW!:

#1 Redir Name: #2 Redir Name:

STA ID: [o | ssiD: |~]

WiFi AP: Key/Phrase:

C1wPA [CIwrPA2 []weP

[] Down

| Apply !J| Cancel | | Ready

A. Select the WiFi Monitor option at the top.

B. Set the Quantity to 1.

C. Setthe STAID to 0.

D. Click Apply and close the Create Port window.



E. In the Port Mgr tab again, modify moniO0.

" moni0 (brent-523) Configure Settings

Port Status Information
Current: LINK-UP GRCO MNOMNE

Driver Info: Port Type: WIFI-MON Parent: wiphyl

Port Configurables

Enable
[] set IF Down

[ 5et MAC

[]Set T Q Len ] Down

[]set MTU Alias:

[ set Offload Rpt Timer: |rnediun1 (8 s) |v|
[ 5et PROMISC

General Interface Settings

— Low Level —
] PROMISC WiFi Settings
1750 Enabled

] UFO Enabled —.-"‘\
[] GSO Enabled @Ie HT40 [ ] Disable HTB0 )
[JLRO Enabled ———""/

GRO Enabled

| Print || | | Probe || Sync | | Apply || 0K | | Cancel

A. You can disable HT40 and HT80 here if needed.

B. Click OK to close the window.

2. For this current setup, traffic will be generated with a layer 3 UDP connection between two stations.
For more information see Generating Traffic for WLAN Testing

3. Use Wireshark to sniff moni0.

A. If you are running the LANforge GUI from a Windows machine without x server installed, you will need to
connect remotely to the LANforge system via rdesktop or vnc.


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing

A. To connect via rdesktop, type the following command into a console (replace LANforge-IP with the IP of your
LANforge system):
rdesktop LANforge-IP

O rdesktop - bre BE

Module sesman-Xvnc |

username I\anfgrge
passward Imaomami

ok | Cancell Helpl

|. The login info is username/password lanforge/lanforge

B. To connect via vnc, type the following command into a console (replace LANforge-IP with the IP of your LANforge
system. Don't forget to add the ":1' after the IP):
vncviewer [LANforge-IP]:1
The password is lanforge.

= TightVNC: brent-52 orge)
3 Applications Places system 7 = /@ M. s T 1T T T 1= Tue Feb 21, 12:43

& Ianforge@brent-523:~

File Edit View Search Terminal Help
[lanforge@brent- 15 []

LANforge-ICE GUI

LANforge GUI



C. Once you have accessed the LANforge system via rdesktop or vnc, open the LANforge GUI with the desktop icon
shown below.

= BrenEs2an =
D ~oplications Places system 1 = B/ @ M Coot-c N D ] | nerebol 1243

& lanforge@brent-523:~

file Edit View Search Terminal Help

LANforge-FIRE GUI
LANforge-ICE GUI

LANforge GUI

B. Select moni0 in the Port Mgr tab.

C. Click the Sniff Packets button. Wireshark will now open and automatically start scanning for packets. If you
get a window that warns about running as user rooft, click OK.

1) IaNForge Manager  Version(s:3.5) ===

Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | ‘ HELP ‘

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | Lsyer-3 | L3Endps | WolP/RTP | VolP/RTPEndps | Armageddon | Wanlinks | Attenustors | Filedo |

Disp: [102.168.100.206:0 | | Sniﬁpacketai | Clear Counters || Reset Port || Delete |

| Wiew Details | | Croate ‘ ‘ Maodify | | Batch Medify ‘
All Ethernet Interfaces (Ports) for all Resources.

Rpt Timer: |medium (8 s) |'|| Apply |

Port |Pha..|Down P SEC| Alias PDaerﬁ”t RXBytes | RXPkts | PpsRX | bpsRX| TXBytes | TXPkis | PpsTX
11.0 | [ | [] [192.168.100.192]0 |etho 532,194,714] 116,445 8| 7,335 171,859,002 151,077 11
111 | O | O o.ooo 0 |ethl 0 0 o o o o o
112 | O | O [0.0.00 0 |wiphyo 123,232,035 564,287 65| 102,061 405,468 1,640 0
113 | O | [J [0.0.00 0 |wiphyl 45,873,427] 261,958 377 503,771 0 0 0
114 | O | [ [0.0.0.0 0 |wiphy2 94,805,676] 449,422 73| 108,605 238,501 2,630 0
115 | | [ |oooo 0 |monio  |wiphyl| 50,788,788 215.406 307| 564,049 a 0 0
116 | O | [ [ge11a 0 |vap0 _ |wiphyD 153,800 134 0 0 168,050 190 0
117 | O] | L] [gs.1.1.10 0 |sta0 wiphy2 81,096 84 0 0 78.476 68 0
118 | O] | [ se1111 0 |stal wiphy2 50,594 81 0 0 78,114 67 0
[«] Il ] [v]

Logged in to: brent-523:4002 as: Admin




A. To use afilter, simply add the filter constraints to the filter text box as seen below and click Apply to the right. The
below screenshot has wireshark filtering on a specific IP.

edmABH XS Q&P ¥
Filter:[ip.addr==36.1.1.10 ‘ - |Expression... Clear Apply Save
No . Time Source Destination Protocol | Length Info
0DU.0380987/43 ©60.1.1.11 G0.1.1.10 LANTOTOE I303 SE{. £57 s
21080 60.79451758 86.1.1.10 B S S LANforge 1563 S5eq: 260 I
21082 68.79527832! 86.1.1.10 EEGIRE] ] 1 1 LANforge 1563 Seq: 260
21084 60.79559189 86.1.1.11 B6.1.1.18 LANforge 1563 Seq: 268
21086 60.79642158! 86.1.1.11 86.1.1.18 LANforge 1563 S5eq: 2608
21060 61.00557988! 86.1.1.10 86.1.1.11 LANforge 1563 5eq: 261
21062 61.88633398. 86.1.1.10 B S5 ST LANforge 1563 5eq: 261
21064 61.88672896. 86.1.1.11 86.1.1.18 LANforge 1563 Seq: 261
21066 61.00751672 86.1.1.11 B6.1.1.18 LANTforge 1563 Seq: 261
21117 61.21560615: 86.1.1.18 B615 T LANforge 1563 Seq: 262
21119 6£1.2159778B. 86.1.1.11 86.1.1.18 LANforge 1563 Seq: 262
21121 61.21674968! 86.1.1.10 g kg kel § LANforge 15h3 hag: 262
21123 61.21786741: 86.1.1.11 s Tk RS THE] LANforge 1563 Seq: 262
21169 61.42599177. 86.1.1.10 B TeR] #5151 1 LANforge 1563 S5eq: 263
21171 61.42621316/ 86.1.1.11 86.1.1.18 LANforge 1563 Seq: 263
21173 61.42700193 86.1.1.18 86.1.1.11 LANforge 1563 5eq: 263
21175 61, 42722277 B 1.1 011 i1k ksl LANforge 1Sh3esan: 265
21227 61.635865461 86.1.1.10 BRG] S S LANforge 1563 Seq: 264 I
21229 61.63581659! B6.1.1.18 EEGTIRE] ] 1 LANforge 1563 Seq: 264 =
21231 61.63621495 86.1.1.11 B6.1.1.18 LANforge 1563 Seq: 264
21234 61.63699300! 86.1.1.11 86.1.1.18 LANforge 1563 5Seq: 264 |
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Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port: 33003,
LANforge Traffic Generator

86.1.1.

Frame 1586: 1563 bytes on wire (12584 bits),
Radiotap Header v®, Length 29

802.11 radio information
IEEE 882.11 QoS Data, Flags:

1563 bytes captured (12584 bits) on interface @

11, Dst: B6.1.1.14
33802

Dst Port:
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monil: <live capture in progress=> File: fva...

Profile:

Default




B. If you'd like to only see traffic to/from a single AP use the filter wlan.addr == [bssid]

RO |

B xg

Q

Filter: [wlan.addr == 00:0e:8e:d4:53:2f

e

*monida [Wireshark 1.12.6 (Git Rev.Unknown from unknown)] (on brent.523)
File Edit View Go Capture Analyze Statistics Telephony Tools

Internals Help

a3y EE e e

] Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info
547 3.971028000 Sparklan_d4:53:2f CompexPt_9e:26:0¢c 802.11 213 Probe Response, SN=55I
556 4.018318000 Sparklan_d4:53:2f CompexPt_9e:26:08¢ 802.11 213 Probe Response, SN=55
557 4.018336000 Sparklan d4:53:2f (RA 882.11 62 Acknowledgement, Flag:
580 4.134191000 Sparklan_d4:53:2f Broadcast 802.11 219 Beacon frame, SN=558,
605 4.379931000 Sparklan_d4:53:2f Broadcast 802.11 219 Beacon frame, SN=559,
626 4.625725000 Sparklan_d4:53:2f Broadcast 882.11 219 Beacon frame, SN=560,
646 4.871490000 Sparklan_d4:53:2f Broadcast 802.11 219 Beacon frame, SN=561,
664 5.117305000 Sparklan_d4:53:2f Broadcast 882.11 219 Beacon frame, SN=562,
684 5.362999000 Sparklan_d4:53:2f Broadcast 802.11 219 Beacon frame, SN=563,
712 5.444919000 Sparklan_d4:53:2f Sparklan_da:79:9b 802.11 213 Probe Response, SN=56:|
713 5.444937000 Sparklan_d4:53:2f (RA 802.11 62 Acknowledgement, Flag:|:
721 5.479387000 Sparklan_d4:53:2f Sparklan_34:96:a0 802.11 213 Probe Response, SN=56!
751 5.608776000 Sparklan_d4:53:2f Broadcast 802.11 219 Beacon frame, SN=566,

g
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P Frame 74: 219 bytes on wire (1752 bits), 219 bytes
P Radiotap Header v@, Length 48

 IEEE 802.11 Beacon frame, Flags:
b IEEE 802.11 wireless LAN management frame
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@ ¥ Ready to load or capture

Packets: 761 - Displayed: 47 (6.2%) - D... = Profile: Default

D. There are many filters that can be used in Wireshark. Some handy ones include:
IP: ip.addr==x.x.x.x
wlan MAC: wlan.addr==xx:XX: XX XX XX XX
Association request wlan. fc. type_subtype eq 0
Association response wlan. fc.type_subtype eq 1
Probe request wlan. fc. type_subtype eq 4
Probe response wlan. fc.type_subtype eq 5
Beacon wlan. fc.type_subtype eq 8
Authentication wlan. fc. type_subtype eq 11
Deauthentication wlan. fc. type_subtype eq 12

E. Filters can be combined to specify if packets should match all filters (with &&) or any filters (with | |).
For example, if you wanted to view packets that only contain both IPs 1.1.1.1 and 2.2.2.2 you could use the

following: ip.addr==1.1.1.1 && ip.addr==2.2.2.2

Or, if you want to see all packets containing 1.1.1.1 and all packets containing 2.2.2.2, you could use the

following: ip.addr=1.1.1.1 || ip.addr==2.2.2.2

F. You can visit https://wiki.wireshark.org/DisplayFilters for more tips on filters.
A handy 'cheat sheet' with most filters can be found here.
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