~
-
. t.
v TN
i

;.fl': fade

_ P57 o3 54 t 3 “?
-'I,' tF -
Wi

e —

. )

-Fi Technology Fundamentals

m Module-1
‘ Introduction and History of WiFi

WI-FITECHNOLOGY .
FUNDAMENTALS COURSE S@SSlOﬂ-'Id

Basic Functional Building Blocks of a Wi-Fi Router




Last Session Recap......

Standards and
Amendments

Certifications

and Plug fests

« Wi-Fi
Alliance

« WBA

+ BBF

Opensource
Technology

* OpenWRT
* OpenWiFi
* Open Mesh
+ Open
Roaming

+ RDKB

Public Sector

+ City Mesh
* PM-WANI

Events/Summit

s/Podcasts

+ Wi-Fi NOW

* Wi-Fi KS

* Mobility Field
Day

+ WLAN Pros

« CTS Podcast

J

WI-FIT oOGY
FUND A

DAMENTATS " COURSE

Skill

Certification

« CWNP
* Cisco CCNA




How to Stay Connected?

Access Course Webpage

-’

Click here: Wi-Fi Technology Fundamentals

Course (candelatech.com)

v" Access course notes,
slides, video recordings

Register to Get Updates

Join Whatsapp Group

Click Here: Reqistration (zoho.in)

v" Provide basic contact into to get
calendar invites, reminders and
updates about the material and
sessions.

Click here: WhatsApp Group Invite

v" Provide basic contact into to get

whatsapp messages about calendar
invites, reminders and updates
about the material and sessions.


https://www.candelatech.com/course.php
https://www.candelatech.com/course.php
https://chat.whatsapp.com/L3Be5XRjNor7hCi32Nox1I
https://webinar.zoho.in/meeting/register?uId=673468000000013776

Today’s Session...




Wi-Fi Connection

Devices Networl
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Types of WiFi Routers/APs

Residential Enterprise
Wi-Fi Router Wi-Fi Access Point



What is Inside the Wi-Fi Router?

185mm x 116mm 3 x1G Ethernet Port
1 x 2.5G Ethernet Port

SD Card Slot

USB 2.0

DC Jack

Reset Button

..............

2 x SIM
Card Slot

USB 3.0 Port

M.2 Card Slot for
QCN9074 WiFi6E Card

Ly Saars

e LT Dy LT P R g (T
= E i P T

IPQ6010

v

M.2 Card Slot for 5G
(QUECTEL RM500Q-GL)

1 x 1G Ethernet Port & POE

24V~48V passive POE/
Active POE(Suport
802.3bt)

—> 2x2 5G AX

—>2x2 2.4G AX




WiFi Client
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Inside the Wi-Fi Access Point

https://fccid.io/MSQ-RTAX5600/Internal-Photos/Internal-Photos-5516748
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https://fccid.io/

A Modern Day Wi-Fi Router w\@

Services: : Access

DHCP, Point




Types of WiFi Network Installations

Cable or Fiber

Gateway
Terminal Device Wi-Fi
(Cable Modem or Router
fiber ONT)

Y O

Public IP address /' Private I@. - “
: - Q
T L, W

Internet

b

Residential WiFi Network

s Fibetr/Cable

w Pok Cable

Main Router

A, 13

Inner Server L3 Switch

EAP Controller

éa .ég

‘ L2 Pok Switch

Celling Mount EAP

L2 Pok Switch L2 Pok Switch

Celling Mount EAP Celling Mount EAP

Enterprise WiFi Network



The Configuration Interface of a Residential Router
= IS T LH<SE cv-~x=11000

Operation Mode: Access Point(AP) mode Firmware Version: 3.0.0.4.388 23482

REPLEBLIC OF
CAMERS
ASUS_5G ASUS_6G
System Status

Aura RGB

SSID: ASUS _2G

Wireless Status

a/g’ Parent AP status :
il AP Mode 2.4 GHz
Network Name (SSID)
ASUS_2G
Authentication Method
wWPA2-Personal

WPA Encryption
AES v

WPA2-

Personal a
WPA-PSK key

cesccccccccs

Advanced Settings

5 GHz
Network Name (SSID)

ASUS_5G

Authentication Method

WPA2-Personal

&) Network Map
@ Wireless

G
USB 3.0

Clients: O
No Device
WPA Encryption

AES v

View List
WPA-PSK key

=
L, V)
USB 3.0

AiMesh Node: O B
Network Name (SSID)
ASUS_6G
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Enterprise AP Configuration

Network
San Francisco

Network-wide

Security & SD-WAN

Switching

Wireless

Systems Manager

Cameras

Sensors

Insight

Organization

WI-FITECHNOLOGY

Health
UPLINKS SECURITY APPLIAMCES SWITCHES ACCESS POINTS
2!2 healthy @ 2!2 healthy 8 /9 healthy = 9,‘9 healthy

Clients i~ forthelastday ~ 10.46 GB (4 3.47 GB, 1 6.99 GE)

Applications
3.2 Mb/s
2.4 Mbfs
16 Mbjs
0.8 Mb/s
0 Mbfs
10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00 0z:00 04:00 06:00 0300 More »
Policy ~ Search... ~ 26 clients Download as -
Capable Onboarding Capable
Connected Performance Recent Wi-Fi i ] channel  Client First 8021X  Systems IPvE
(0 status Description To Usage Li ] User Port VLAN  Policy 3SID standards & width type, 05  Seen  policy Manager IPv4 address address  |PvE addrdg
CAMPUS- ETI:_F'US- 802.11ac Wind fob
o = Samuel Morse SFO-1.1- 7 KB ®100% 40 normal - 2.4 and NIA © 80 MHz incows & normal 172.16.40.3 feB0:0:0:0:
SFO- 10 18:51
MRAG 5 GHz
Lobby
CAMPUS-
i Sep 6
O 00:ce:39:c8:76:d9 IDF11.- S1KB N/A® 4 10 normal N/A © Other 03?55 normal  Yes 169.254.87.53
MS390- ’
24UK
CAMPUS-
campus~sfo-1-6- SFO- Jul12
O w cw3166i- MDF1.1- 1782MB  N/AO normal N/A & Meraki 13:20 normal 17216.1.2
cc9c3eec2640 MS425- )
16-COREZ2
CAMPUS-
SFO- Jun
O w a0:3d:6e:30:12:c7  IDF2.11- 3958MB N/AO 24 1 normal N/A © Other 10 normal 17216.1.201

MS355- 1m:24



Difference Between Wi-Fi Router and Access Point

Services:
DHCP,

Firewall/ 1y
Policy !
Engine

L e———)

Gateway ., .

\"\

= OO

1
. ?7
]
- SA 1 A SA
10.6.1.2:20311 171.69.68.10:2031
1
= |
1
1
1
1
SA :
+10.6.1.6:1506; 171.69.68.10:1506
1
| NAT
—————————————— = Table ko e i v e
Inside Local Inside Global
IPv4 Address IPv4 Address
10.6.1.2:2031 171.69.68.10:2031
10.6.1.6:1506 171.69.68.10:1506

10.6.1.6:131

171.69.68.10:2032

é - ( Interne;}

DHCP

2

WI-FI TEQHNOLOGY
client DHCP server

1. DCHP Discover

2. DHCP Offer

3. DHCP Request

>
4. DHCP Ack

Parental Control

Device Name:

Intermet Accessible Time:

D Click "Edit", and ] X
name the device

-
Setup Internet
W-20151028DCJX @ "

accessible time
19 na ~ 21 _[}{]

3)Setup repeat

time of this

Repeat: Every D Specified Da
peat| @ EveryDay O Sp ys function
. ] Sun. B Mon. [ Tue. [+ Wed.
4}Enable .
!website fimit il Ther. @Fi. ESa
Website Limit: | [JJj 5)Choose
control mode
Access Control:|@ Blacklist O White List | ”
Forbidden Websites: || Flezse

(B)Enter the key
words of the
website, and delimit
them with ","

Please enter the key words of the websites, and separate them with
"". For example: "eHow,google” means that only ehow and google

are forbidden.




What is Wireshark?

/' What is Wireshark?
g W N -

' What is Wireshark? A Some features b by @SGCUI’it}’GU”’

» Wireshark is the world's leading . Multiplatform (Windows, UNIX/Linux, ...)., ,=— ~~ -~ ~~-°-°=°==°=°=°=°° o
network traffic analyzer, and an

, , ¢/ What Wireshark is not
essential tool for any security
professional or systems admin. « Wireshark isn't an intrusion
A network packet analyzer will try detection system (IDS). It will not
to capture network packets and tries warn you when someone does stranges
to display that packet data as detailed as things on your network that he/she
possible. isn't allowed to do. However, if strange
things happen, Wireshark might help
you figure out what is really going
on.

-

A\
« Capture live packet data from

a network interface (or more). (iO’

« Open files containing packet data
captured with tcpdump/WinDUMP, & many
other packet capture programs.

« Display packets with very detailed

« This free software lets you analyze networ protocol information.

traffic in real time, and is often the best
! tool for troubleshooting issues on your ;! . Filter & search for packets on many

- e e e e e e e e e e we

|
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!
!
!
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* network. ¢ © criteria. Create various statistics. ¢ « Whireshark will not manipulate

L, L e oo 0 o o o - Nessscscsccccccccme== x things on the network, it will only
- N n n . . -

’ Some reasons people use Wireshark ;1 measure” things from It. Wireshark

! . 2 ;1 doesn’t send packets on the

' . Network administrators + QA engineers  Network security . pevelopers | v network. ;

 use it to troubleshoot Use it to verify engineers use use it to gL oS v
network problems,  network it to examine debug protocol o i e e e

: monitoring, ... application. security problems. implementations! I Follow @SecurityGuill on Twitter

~ y for more about Infosec / Cybersecurity



DHCP Packet Capture

File Edit Wiew Go Capture Analyze Statistics  Telephony Wireless  Tools  Help
AW 2@ REB QAes>=F oEEHaaad
[ [dhep X | Ex
o, Time Source Destination Protocol Length  Info » Frame 29: 37@ bytes on wire (2968 bits), 37@ bytes captured
r 19 B.266326 8.8.9.8 255.255.255.255  DHCP 342 DHCP Discover - Transactiol| * Ethernet II, S5rc: d4:1b:81:3e:8@:b5 (d4:1b:81:3e:88:b5), Ds
: 28 ©.282413 192.168.90.217 192.168.90.227 DHCP 352 DHCP Offer Transactio | » Internet Protocol Version 4, Src: @.8.8.8, Dst: 255.255.255
L 29 @.294187 8.0.0.08 255.255.255.255  DHCP 378 DHCP Request Transactio|| > User Datagram Protocol, Src Port: 68, Dst Port: 67

38 8.313883 192.168.98.217 192.168.98.227 DHCP 352 DHCP ACK Transactio | ¥ Dynamic Host Configuration Protocol (Request)

DHCP client

1. DCHP Discover
>
( 2. DHCP Offer
3. DHCP Request
>
4. DHCP Ack

DHCP server

Message type: Boot Request (1)
Hardware type: Ethernet (@x81)
Hardware address length: &
Hops: @
Transaction ID: @x169T4@8cc
Seconds elapsed: @
» Bootp flags: @x@888 (Unicast)
Client IF address: @.8.8.8
Your (client) IP address: 8.8.8.8
Next server IP address: 8.8.8.8
Relay agent IP address: @.8.8.8
Client MAC address: d4:1b:81:3e:88:b5 (d4:1b:81:3e:80:b5
Client hardware address padding: @8828208200020820000
Server host name not given
Boot file name not giwven
Magic cookie: DHCP
» Option: (53) DHCP Message Type (Request)
» Option: (B1) Client identifier
v Opticn: (58) Requested IP Address (192.168.98.227)
Length: 4
Requested IP Address: 192.163.98,227
Option: (54) DHCP Server Identifier (192.168.98.217)
Option: (12) Host Name
Option: (81) Client Fully Qualified Domain Name
Option: (68) Vendor class identifier

M .

ff ff ff ff ff ff d4 1b 81 3e B2 b5 85 88 45 B8 R
@l 64 ae 57 @2 B8 30 11 8b 82 ep &@ @@ e ff ff g
ff ff 8@ 44 @@ 43 81 58 el 19 81 81 @5 @@ 16 o9f oD



NAT/PAT Packet Capture

172.16.222.41 18.189.85.200 TCcpP 2962 32628

Public Private
Network Network

5201 [PSH, ACK]

- S
172.16.222.41 18.189.85.200 TCP 2962 32628 » 5201 [PSH, ACK] S 1
172.16.222.41 18.189.85.200 TCP 1514 32628 » 5201 [PSH, ACK] S |
172.16.222.41 18.189.85.200 TCP 2962 32628 » 5201 [PSH, ACK] S 1
172.16.222.41 18.189.85.200 TCP 2962 32628 » 5201 [PSH, ACK] S I
172.16.222.41 18.189.85.200 TCP 2962 32628 » 5201 [PSH, ACK] S
172.16.222.41 18.189.85.200 TCce 2962 32628 » 5201 [PSH, ACK] S 1
172.16.222.41 18.189.85.200 TCP 2962 32628 » 5201 [PSH, ACK] S 1
172.16.222.41 18.189.85.200 TCP 1514 32628 » 5201 [ACK] Seq=57 1
172.16.222.41 18.189.85.200 TCP 1514 32628 » 5201 [PSH, ACK] S |
|
|
|
|

172.16.222. 18.189.85.200 66 22898 » 5201 [ACK] Seq=1

=
172.16.222.41 18.189.85.200 TCP 126 22898 » 5201 [PSH, ACK] S
172.16.222.41 18.189.85.200 TCP 2962 22898 » 5201 [PSH, ACK] S
172.16.222.41 18.189.85.200 TCP 1514 22898 -+ 5201 [ACK] Seq=29
172.16.222.41 18.189.85.200 TCcpP 1514 22898 » 5201 [PSH, ACK] S
172.16.222.41 18.189.85.200 Tcp 2962 22898 » 5201 [PSH, ACK] S
172.16.222.41 18.189.85.200 TCP 1514 22898 » 5201 [ACK] Seq=87
172.16.222.41 18.189.85.200 TCP 1514 22898 » 5201 [PSH, ACK] S

Private Netwark:

Public IP: [32.168.1.X

18.183.80.200

Internet

NAT Table

»

Public Address Private Address

server P

|8.188.80.200:32628 132.168.1.03

[72.16.222.4

|8.189.80.200:22838 |32.168.1.62

Private [P:
[92.168.1.53

18.189.85.200
18.189.85.200
18.189.85.200
18.189.85.200
18.189.85.200
18.189.85.200
18.189.85.200
18.189.85.200

18.189.85.200

18.189.85.200
18.189.85.200
18.189.85.200
18.189.85.200
18.189.85.200
18.189.85.200
18.189.85.200

& Coltin Rome (192.168.1.

Private IP:
192.168.1.82

192.168.1.53
192.168.1.53
192.168.1.53
192.168.1.53
192.168.1.53
192.168.1.53
192.168.1.53
192.168.1.53

192.168.1.82
192.168.1.82
192.168.1.82
192.168.1.82
192.168.1.82
192.168.1.82
192.168.1.82
192.168.1.82

€ Coltin Rome (192.168.1

TCcp
TCP
TCP
TCP
TCP
TCP
TCcP
TCP

162
162
252
162
162
162
162
162

162
162
162
404
328
328
162
162

5201
5201
5201
5201
5201
5201
5201
5201

5201
5201
5201
5201
5201
5201
5201
5201

VERY ¥ ¥ V4

¥ RN RN

32628
32628
32628
32628
32628
32628
32628
32628

22898
22898
22898
22898
22898
22898
22898
22898




Anatomy/Functional Block Diagram of Enterprise WiFi Access Point

)

WI-FI TECHNOLOGY

Bridge/NAT/VLAN

=7

Ethernet Phy

& _--

HTTP, SNMP, Client/Association/
Telnet, CLI APIs Security State
-- )

Flash Memory - - Packet Buffer/DDR Memory

BUS

BUS

a

Network Processor CPU “'

=

| seconng | rove o ﬁ-_

Lower MAC

5GHz/6GHz
Radio

=

Baseband/Phy -- - ---

2.4GHz

Radio




WiFi Infrastructure Network

Client

application

TCP

IP

LLC

L
,,,,,

Access
Point Network Server
| application
TCP
P
LLC LLC
802.3 MAC 802.3 MAC
802.3 PHY 802.3 PHY

/

WiFi AP Protocol Scope

/

WI-FITE LOGY
FUNDAMENTALTS COURS

Module 2
WLAN PHY

Module 3
WLAN MAC

Module 4

Security

Module 5
Advanced Topics

Module 6

Troubleshooting




Some References

What is Wireshark and how it works
https://www.youtube.com/watch?app=desktop&v=Lb-PJI9u3z8

Instant Demo of Enterprise Wi-Fi network Management
https://meraki.cisco.com/form/instant-demo/

FCC ID Website
https://fccid.io/

Wireshark Website
https://www.wireshark.org/

NAT and PAT explained
https://www.youtube.com/watch?v=wg8Hosr20yw

How DHCP Works
https://www.youtube.com/watch?v=IUQVSIKj6GU

Wireshark Masterclass
https://www.youtube.com/watch?v=0U-A2EmVrKQ&Iist=PLW8bTPfXNGdC5Co0VnBK1yVzAwSSphzp)



https://www.youtube.com/watch?app=desktop&v=Lb-PJl9u3z8
https://meraki.cisco.com/form/instant-demo/
https://fccid.io/
https://www.wireshark.org/
https://www.youtube.com/watch?v=wg8Hosr20yw
https://www.youtube.com/watch?v=IUOVSIKj6GU
https://www.youtube.com/watch?v=OU-A2EmVrKQ&list=PLW8bTPfXNGdC5Co0VnBK1yVzAwSSphzpJ




Quiz 1c Results

Number of participants - 231

Score distribution - quiz 2a
a0

40

30
20

Vysyaraju
Manideepika .

Mumber of paicipants
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