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Recap .....
Module 2: WLAN Physical Layer

* Frequency Allocation and Modulation Basics

* ISM and UNII Bands, unlicensed spectrum allocation, channels, Channel BW, Spread spectrum, OFDM

* Modulation/Coding, MIMO Basics

* Modulation and Coding Rates, Multipath, MIMO, OFDM, RSSI, SNR, EVM, Spectral Efficiency

 MCS Table, PHY Data Rates

* PHY Data rates, MCS Table, Theoretical Throughput

* PHY Headers and key functions
 PHY Headers, PCLP and PMD Sub Layers, Key PHY later functions



The Multiple Access Problem
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The Food Court Experience




What is a Beacon Frame?

A periodic Message Broadcast
once every 100mses
What does Beacon
Frame Contain?

WNIC
(No WiFi)

Menu of Wi-Fi Network
Capabilities

WNIC
(No WiFi)

|
{\:JTEHH) “vw g . ES5S5 (extended service set)

e s TTTTTTEEETT T EE T
/ BSS + \'. / BSS

: (Basic Service Set) I (Basic Service Set)

€ Coltin Rome (192.168.1.... ReFResH

Beacon Frame

“\.____-___.__/

|

|
Beacon Frame |
|
|
: SSID="WiFi Wikipedia"
|
|
|
|
|

\.__-____‘___-/

|

|

|

|

|

|

|
551D="WiFi Wikipedia” I

I hﬁ ‘- ﬁ

|

|

|

|

|

Notebook 4 Tablet 3 Takdet 4

9 1

Notebook?2 Tabletl Tablat2

\\ Notebaook_My P / %,

o e e e T —————— T . e e —————————————————————

LY ESSID (Extended Service Set Indentifier) = "WiFi Wikipedia®

—— e = ——



SSID and BSSID

SSID (Service Set Identifier)

« Name of a wireless network

» Can exist on several physical APs

» Device identifies network by this name

BSSID( Basic Service Set Identifier)

» Unique identifier for a specific access
point within a wireless network.

» Distinguishes between multiple access
points sharing the same SSID.

* BSSID helps devices pinpoint the exact
access point to connect to.

- ——————————

) D BSS BSSID: “\
00-25-99-23-1a-2b %, ’ 00-25-ab-cd-10-12 \\
: A , :

\

- -
- -
el et

- —————————————————————————————————————————————————————————————————————————————————————— -~
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- ———————————————————————— -



The Various functions of an Access Point

Management Control Data
Plane Plane Plane

* Advertise Capabilities * Flow Control « Data Transmission
« Connection Management « Power Save Control

- Security Management * Medium Access Control

 Mobility Management
» Load Management

* Power Management

* QoS Management

« Channel Management

 Multiple Access
Management



Scanning

1. Scanning is the first step for the station to join an AP’s network. ) J,

2. Inthe case of passive scanning the client just waits to receive a f"
beacon frame from the AP 1 | I

3. Station searching for a network by just listens for beacons until "';e.! :F'I'ﬂ-be response
it finds a suitable network to join. 1 | .

Frobe request

L
|
-~ _ Client
» Active Scan
1 | 1. The Station tries to locate an AP by transmitting probe request
< % frames, and waits for a probe response frame from the AP.
2. The probe request frame can be a directed or a broadcast probe
request.
% Clients 3. The probe response frame from the AP is similar to the beacon
Beacons frame.

4. Based on the response from the AP, the client makes a decision

: about connecting to the AP
Passive Scan

Note: These scanning procedures are used by wireless LAN clients (such as laptops and smartphones) to find a list of
available wireless networks



Active and Passive Scanning

ZJ

WI-FI TECHNOLOGY

Passive Scanning: Clients read APs beacons on all channels to find all

available wireless networks.

Source Diestination Prokocal Infa H Frame 16: 70 bytes on wire (560 bits), 70 bytes captured (560 b
TrapezeW_%1:dd:cl Broadcast IEEE /&C02Beacon frame, sW=2201, FH=0 # IEEE B0Z.11 Probe Reqguest, Flags: ........
Trapezen_5%1:dd:c1l Broadcast BOZBeacon frame, SW=220Z, FN=0 = IEEE 302.11 wireless LAM management frame
TrapezeW_%1l:dd:cl Broadcast B0Z2Beacon frame, sW=2203, FN=0 = Tagged parameters (46 hytes)
TrapezeW_%1l:dd:cl Broadcast B0Z2Beacon frame, sW=2204, FN=0 # S5ID parameter set
Trapezen_91:dd:cl Broadcast /IEEE 802Beacon frame, SW=2205, Fh=0 ® supported Rates: 1.0(B) 2.0(B) 5.5¢(B) 11.0¢(B) 6.0(B) 9.0(E)
Fapezer_9l-dd:cl Broadcasf IEEE SUZEBeacon frame, Sh=z220m, Fp=0 ® Extended sSupported Rates: 18.0(B) 36.0(B) 43.0(B) 54.0(E)
Trapezed_5l:dd:cl Broadcast IEEE 802Beacon frame, SM=2207, Fp=0 # HT Capabilities (802.11n D0l.100
Trapezed_5l:dd:cl Broadcast IEEE 802Beacon frame, SH=2208, Fp=0
TrapezeW_5%l:dd:cl Broadcast IEEE 802Beacon frame, SN=2209%9, FN=0
TrapezeW_5%l:dd:cl Broadcast IEEE 802Beacon frame, SN=2210, FN=0
Trapezen vt Tl Broadcast  IEEE SUZBEacon rame, SH=zell, FH=0
TrapezeW_5%l:dd:cl Broadcast IEEE B02Beacon frame, SH=2212, FN=0 _
TrapezeW_5%l:dd:cl Broadcast IEEE 802Beacon frame, SHN=2213, FHN=0 T
Trapezen_5%l:dd:cl Broadcast IEEE 802Beacon Trame, SH=2214, FH=0
Trapezed_5S1:dd:cl Broadcast TEEE 80Z2Besacon frame, Sm=2215, FN=0
erox_00:00: 02 Broadcast IEEE 802Probe Reguest, SW=0, FH=0,
Trapezed_5l:dd:cl xerox_00:0(IEEE B0ZProbe Response, SN=2216, FHl
Trapezel_9 IEEE S0ZAcCKnowledgement, Flags=....
Trapezen_51:dd: Eroadcast IEEE S02Beacon frame, sM=2217, FN=0
®erox_00:00:02 roadcast IEEE B02Probe Reguest, SM=l, FH=0,
TrapezeM_9%1:dd:cl xmrox_00:0(IEEE 802Probe Response, SM=2218, FN
Trapezel_% IEEE 302acknowledgement, Flags=....
TrapezeM_%1:dd:cl BroaNcast IEEE S0Z2Beacon frame, SW=221%, Fh=0
werox_00:00:02 Broaddast IEEE B0ZProbe Request, SM=2, Fu=0,
Trapezen_%1:dd:cl xerox_OXN:O(IEEE 802Probe Response, SM=2220, FN ] | 2

Active Scanning:
Clients broadcast probe requests on each channel and create an available wireless network list

from the APs that respond with probe responses.
Only APs with matching capabilities respond to client’s probes.




Simple Client Connection

Listen for Beacons from Access points ﬁ-r
&

Frobe Response

".

Autheniication Reguas! " F
i _—)

(]

i ey - O e .
Client ) Authentication Responsea Access noint
Agsociabon Reqgueast
B
Associabon Hesponse
[ata
i H .....-.....

Beacons: The access point periodically sends a beacon frame to announce its presence and relay many information that is required by the stations to connect to the wireless network
Probe Request: A station sends probe requests to discover 802.11 networks within its proximity. Probe requests advertise the stations supported data rates and 802.11 capabilities such
as 802.11n.

Probe Response: Access point receiving the probe request check to see if the station has at least one common supported data rate. If they share a common data rate, a probe response is
sent advertising the SSID, supported data rates, encryption types if required, and other 802.11 capabilities of the access point.

Authentication Request: The station chooses a SSID/network from the probe responses it receives. It also checks the compatibility on encryption type. Once compatible networks are
discovered the station will attempt low-level 802.11 authentication with compatible access points. The station sends a low-level 802.11 authentication frame to an AP setting the
authentication to open and the sequence to 0x0001.

Authentication Response: The access point receives the authentication frame and responds to the station with authentication frame set to open indicating a sequence, If an access point
receives any frame other than an authentication or probe request from a station that is not authenticated it will respond with a Deauthentication frame placing the mobile into an
unauthenticated an unassociated state. The station will have to begin the association process from the low level authentication step. At this point the station is authenticated but not yet
associated.

Association Request : Once the station determines which access point it would like to associate to, it will send an association request to that access point. The association request
contains chosen encryption types and other compatible 802.11 capabilities.

Association Response: If the elements of association request match the capabilities of the access point, it will create an Association ID for the mobile station and respond with an
association response with a success message granting network access to the mobile station.

Data: At this stage the connection is established and the station is successfully associated to the access point and is ready for data transfer

Source: https://wifibond.com/2017/04/08/802-11-association-process/



https://wifibond.com/2017/04/08/802-11-association-process/

Simple Client Connection and Data Transfer

2.600267 FromusTe_02:00:00 TrapezeN_9.IEEE 802Probe Request, SN=0, FN=0, Flags-

2.600372 FromusTe_0:IEEE 802acknowledgement, Flags=........

2.600730 Trapezen_9l:dd:cl FromusTe_0.IEEE 802Probe Response, SN=3036, FN=0, F’

2.601102 TrapezeN_9.IEEE 802Acknowledgement, Flags=........

2.611334 FromusTe 02:00:00 Trapezen S IEEE 802authentication, Sh=l  Fh=0 2

2.611422 FromusTe_0:IEEE 802Acknowledgement, F1 ags- ...... 1. Clients sends a directed probe request .
2.611545 Trapezen_91:dd:Cl FromusTe_O.IEEE 802Authentication, SN=3037, FN=0 08 EuERian capabilities and sends probe
2.611633 TrapezeN_9.IEEE 802Acknowledgement, Flags=...... response

2.622368 FromusTe_02:00:00 Trapezen_9.IEEE 802Association Reguest, SN=2, Clients sénd Auth Request

2.622492 FromusTe_0:IEEE 802Acknowledgement, Flags=...... AP sends Auth response

2.625950 Trapezen_9l:dd:cl FromusTe_0:IEEE 802Association Response, SN=3038 Client sends Association Request
2.626549 Tr apezeN 9’ IEEE 802Ack now'l edgement F'I ags- ...... q

2.637962
7.654509
7.657036

.664454
. 664532

0.0.0.0

192.168.1.10

5EE SEin - Caver e 2 T AP Sends Association Response.
FromusTe 0 EEE ........

Fr'omusTe O.IEEE 802Ackn0w'| edgement F'Iags-. .. -
192.168.1..DHCP DHCP offer - Transactic
BOZAcknow'Iedgement, F1

192.168.1.10

address from the DHCP Server

802Acknow'ledgement F'Iags-..... .
Gratuitous ARP for 192.168.1.139

TapezeN Q‘IEEE
FromusTe_02:00:00 Broadcast ARP

e
. 719176
. 719580
. 770322
770727
. 821484

DN 00N

[ et e B B B |

FromusTae Q. TEEE 802 acknowladaganan
192.168.1.139 192.168.1. .BRO\»‘SER HOST Announcemerrl: W -Learning

FromusTe_0:IEEE 802Acknowledgement, Flags=........
192.168.1.139 192.168.1.:BROWSER HOSt Announcement Vw-Learning

FromusTe_0:IEEE 802acknowledgement, Flags=........
alfeFi-allzhak k) 192.168.1.:BROWSER HOST Announcement vw-Learning

s i=T e AT OAT A sl s sl s e Ll B

)

WI-FITECHNOLOGY

| After successful 802.11 connection, the client gets an IP

7

7

7.664660 FromusTe_0:IEEE 802Acknowledgement, Flags=........

7.675024 FromusTe_02:00:00 Broadcast ARP Gratuitous ARP for 192.168.1.

7.675152 FromusTe_O:IEEE 802Acknowledgement, Flags=...... Clients transmits Gratuitous ARP message if its usins a
7.686057 FromusTe_02:00:00 Broadcast ARP Gratuitous ARP for 192.168. AT me

7.686185 FromusTe_0.IEEE 802Acknowledgement, Flags=...... '

7.697090 FromusTe_02:00:00 Broadcast ARP Gratuitous ARP for 192.168.
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Data Transfer and Retries

Why Retries?

Client

<=

Data Frame R AP
|
>
Ack
Data Frame

Ack

\»

P acket

%

ok —

Packet lost

.--%

N

P

o

imeout

...imeout

ACK lost
DUPLICATE
PACKET

L

Hmeout

Early timeout
DUPLICATE
PACKETS

Source
Xerox_00:00:02
Trapezen_91:dd:cl

Destination Protocol
Broadcast IEEE . .
erox_00:00:02 IEEE 1. Source transmits data frame to destin

Trapezen_91:dd:cl IE

ation.

2. Destination sends an Acknowledgement (ACK) to the Source.

192.168.1.138 192.168.1.139 :
TrapezeN_91:dd:cl JEEE 802Acknowledgement, Flags=..... Type: Data frame (2)
TrapezeN_91:dd:cl Broadcast Subtype: 8
alls z 3 z = Flags: OxA
UDP ‘ ..10 = DS status: Frame from C
TrapezenN_91:dd:cl IEEE 802 Acknowledgement, Flags=.. .0.. = More Fragments: This is
152.168.1.138 152.168.1.139 upP Source port: 20317 Dest'lnat' [ .... 1... = Retry: Frame is being r|
Trapezen_91:dd:cl IEEE 802Acknowledgement, Flags=..... ..0 . = PWR MGT: STA will stay
Trapezen_91:dd:cl Broadcast IEEE B02Beacon frame, SN=3133, FN=0, ..0. = More Data: No data huff
192 168 1 138 192 168 1 139 uppP Source pnrt 20317 Dest'lnat' .0.. = Protected flag: Data is
i Source 0... .}.. =order flag: wot strictl
buration: 60

192 168.1.138
192.168.1.138

Trapezen_91:dd:cl
192.168.1.138

192.168.1.138

Trapezen_91:dd:cl
162 .16R.1.13R

152.168.1.139 upP

Trapezen_91:dd:cl IEEE Flags=.....
192.168.1.139 UDP

TrapezeN_91:dd:cl IEEE T, Flags=.....
Broadcast IEEE 802Beacon frame, 'SN=3135, FN=0,
192.168.1.139 uDP Source port: 20317 Destinat
Trapezen_91:dd:cl IEEE 802Acknowledgement, \Flags=.....
152.168.1.139 upP Source port: 20317 Destinat
TrapezeN_91:dd:cl IEEE 802Acknowledgement, Flags=.....
Broadcast IEEE 802Beacon frame, SN-313 FN=0,

192.16R.1.139

Trapezen_

dd cl IEEE

NP Snurce nart: 20317  pastinar:

If the destination does not ACK the Source, the Source would continue re-transmitting (with
the retry bit set in the frame control field) the frame till either the destination ACKs the

source or the retry limit expires.

pestination address: FromusTe_02:00:00

BSS Id: Trapezen_91l:dd:cl (00:0b:0e:91:

Source address:

Fragment number: 0

Sequence number: 3

# Qos controll

@ Logical-Link|Control

# Internet Protocol,

@ User Datagram Protocol, Src Port: 20317 (
# Data (1454 bytes)

00:31:dd:01:00:00 (00:3

Src: 192.168.1.138 (1¢




Connection with Basic Personal Security &7

WI-FI TECHNOLOGY
[ ]
@ o

\//
=
w!! plusnet 12:47 9 3 100% (@) 4 2 ‘.
Enter the password for “The Cabin” Client AP
Cancel Enter Password
Passphrase Passphrase
{ (PSK) (PSK)
Password | T T
You can request access to this Wi-Fi network by holding PMK = PBKDF PMK = PBKDF
your iPhone near an unlocked iOS device or Mac that o > ] 2 =<
ot it (passphras:&Sl:lz)é()TldLength, (passphrase, SSl%;)bld Length,
256-bit pairwise 256-bit pairwise
-/ 5SID master key master key
(PMK) (PMK)
Network Name (SSID) Guest-Wireless
A-nonce
Security Access Points Derive PTK /
Security Mode | WPA2 only (PSK) v o MG Derive PTK
: check MIC
et | TP & AEh S OK, install
= the key, MIC
Check MIC
Group Key Update Interval 3600
Passphrase Key installed, MIC
Enable Fast Roaming (802 11k, 802.11r) Install key, \ Install key,
Fast Roaming requires WPA2 Enterprise authentication and only applies to AP300 devices. begin encrypting begin encrypting
m' CANCEL ‘




Connection using Browser

HOTEL
| .‘Please choose p!a‘r: 4‘ F

Check Email

High Speed Access

One Month Unlimited Access

SR Mt it ‘ = 1093 6,262667 199,108, 225.86 101004041 TP Yes  http > 24492 [5YN, ACK] SeqeD Ack=l Win=S560 Len=0 WSSe1390 W2
' rtext mnsfer Protocol
Type your details 1094 6. 262719 Cisco_89:64:2¢ (RA) IEEE 8(ves Acknowledgenent, Flagse........ W

- GeT / Hrme/1.4\r\n
1096 6,263203  10,100,40.41 199,108,225.88 TP Yes 492 » htp [ACK] Seq=1 Ack=1 Win=65535 Len=0 r [Eipert ';nfu\ahnmum“):

Request Method: GET
Request WRI: /

1098 6, 263936 0:8L:50:00:00:01 (ke B(ves  Ackonalachasaat, Flagse.......
1099 6, 266092 10,100.40.41 199,108.225.88 KR Yes

1100 6. 268305 00:61:50:00:00:00 (IEEE 8(Yes  MCKOTYRUURWENE ~Flagse........
1101 6,269245 199,108, 225,88 100004040 TP Yes  http > 2492 [ix] SegeL-#

Host: . ver fwave. con\r'\n

1102 6269293 (i500_89:64:2¢ (RA) TEEE 8(Yes Acknowledgenent, Flags=........
1103 6269382 199.108.225.88 10.100.40.41 HTTP  Yes KTTP/1.1 200 0K |(text/htal)
i Browser ) a Web Server
‘ . : Step1 : Client performs an Initial Get on the
( Step2: The client receives a 200 OK message from the web P P taraet page
server providing the redirect information to the login page. 9¢t pag
Rpea Logon Fage HTTP 20 et ety ot et w3 o et g Aoy gt ey 1
— 1303 6. 864830 00:80:50:00:00:01 (TEEE (ves - Sasserbled TP Senents (053 bytes): ST, LSS
<- 1304 6.864088 101004041 1111 M Yes ,f.::,":mmmeﬁm;% ps): HAL), AMO3E)]
1205 6.865338 00:80:50:00:00:01 (TEEE (ves e "t gl TR A1
1306 6.86546 1.1.1.1 10.100.40.41 TP Yes ht1p>1392? [xx] seq:li: 3 [Expert. 170" Chac/Sequence): POST /Togin,heal KTTP/L.1\r\n]
e 1307 6.3654%6 (isco_89:64:2¢ (Ra) IEEE B(ves Acknowl edgenent, Flags=... Request Nethod: pOST
sl 1308 6.8655%  1.1.1.1 101004040 HTP Yes  HTP/L1 100 Continue Request RT: ogi. e
5“0";‘; Ml‘;"‘fﬁ 1309 6. 863648 Cisco_89:64:2e (RA)IEEE 8(ves  Acknowledgenent, Flagse.... Request Version: TP/ » .
it 31068806 1111 OI0A04 TP s [P segert of aresseb oy e Theelient performs a POST
HTTP 302 . operation passing the login
=] Redirect 1o Home e -
1313 6. 869615 Cisco_89:64:2e (Ra)IEEE 8(Yes Acknow] edgenent, Flags nent-Largt; Lorle Erzilait s Y slzgessill
' : S ¢ Pl oorent-ype: agplicaion/me-form-rlencoded sticati ient s ei
{314 6,898 10.100.40.41 11114 ™ v 10> hp o sl Tipes apTicetion i for-Arlercacedrin authentication the client s either
1315 .35 O0:8L:0:00:00:00 (166 &ves  Ackopulefgement, FIags.... o boced verr dara: apglicatc . redirected to a welcome page or
TTF 116 6.87070 11,11 010400 KR Yes (AL 20 0K) (text/bew ername-werlnavem nfo%ssnsgwr‘siFmg-&erthﬂag Gy~ thetargetpage based on the

Request Home Page Jl>

vendor implementation.
Open Home Page

HTTP 20«




Rate Adaptation

» Speed adjusted dynamically depending on the

dIS'[anCG and the S|gna| Strength ;ejf‘:jbug F;I-L‘.’RSI:E D..EIZEEJ_U e IZJ)_efsEnaJt_ign = F‘lrEtnﬁ'cJDI II:nE:DnD R - Frame 2184: 166 hytes on wire (1328 hbits),
* As the distance between the AP and the MS 1.370777] 54.0  1L72.16.63.215 172.16.50.:ICMP  Echo (ping) request | Ve;;ﬁ:? Ei;‘;zti‘ﬂngiﬁ?egs"l’ S
H H H i.380249 54.0 172.16,63,.215% 172.146.50,:ICMP Echo (ping) reguest o
increases, the signal strength will decrease to 381145 54.0  L72.16.63.215 172.16.50..1cMp  Echo (ping) request Flees e T/
a point where the current data rate cannot be 3.381735 48.0  [72.16.63.215 172.16.50.:ICMP Echo (ping) reguest & Channel type: 802 11a/gl (OFDM) (0x0040)
maintained S s iz o e cche QI reest | sst sigpa: 57 don
421509 48,0 172.16,.63.215% 172.14.50,.ICMP Echo {ping) reguest Frame dirdction: received (o)

.. . . A ;.440587 36.0 172.16.63.215% 172.16.50.:ICMP Echo (ping) reguest Decrypti error: Decrypt succeeded (0)
transmitting unit will drop its data rate to the 3.449311 36.0  [L72.16.63.215 172.16.50.:ICMP  Echo (ping) reguest T retry/Timit: retry 1imit not reached
next Iower da-ta rate in Order to maintain a $.465505 36.0 172.16,63.215 172.1a, 50.:ICI'"'IF' Echo Cp:lﬂg:) reguest Encryption type: No encryption (0)

i.467551 24.0 172.16.63.215 172.14.50..ICMP Echo (ping) reguest MsDU lerigth: 98
reasonable SNR 3.473282) 24.0  [L72.16.63.215 172.16.50.:ICMP  Echo (ping) reguest Info Fikld: 0x0000
3.477248 24.0 172.16.63.215 172.14.50..ICMP Echo (ping) reguest Errarsi Ox0000000c
j.415687 24.0 172.16.63.215 172.14.50..ICMP Echo (pingl reguest Flaw 1hH: 0
5.420031 24.0 172.16.63.215 172.14.50..ICMP Echo (ping) reguest client To: =
j.420602 18.0 172.16.63.215 172.16.50..ICMP Echo (ping) reguest vw Frame number: O
j.448302 18.0 172.16.63.215 172.16.50..ICMP Echo (ping) reguest Framed timestamp values:
}.470822 18.0 172.16.63.215 1?2.16.50.EICMP Echo (pjngj reguest IEEE 802.11 QoS Data, Flags: ....R..T
;.520808 1B.0 172,16.63.215 1?2.16.50.fICMP Echo (m.ngj reguest Lagicd1-Link contral
§.832584) 12.0 172.16.63.215 172.16.50.:ICMP Echo (:F:I:lﬂgj reguest Interfet F'I"DtDCD-l, Src: 172,16, 63,215 Cl?z
j.587618 12.0 172.16.63.215% 172.16.50.:ICMP Echo (ping) reguest Internet control Message Protocol
l.286032 11.0 172.16.65.215 172.16.50..ICMP Echo (pingl reguest
b.302502 11.0 172.16.63.215 172.14.50..ICMP Echo (ping) reguest
b.326484 11.0 172.16.63.215 17214, 50.:ICMP Echo (ping) reguest
}.365331 11.0 172.16.63.215 172.16.50.:ICMP Echo (pingl reguest
}l.36B087 5.9 172.16.63.215 172.14.50. ICMP Echo (pingl reguest |
I.388501 5.5 172.16.63.215 172.16.50.:ICMP Echo (ping) reply
1201612 5.5 172.16.63.215 172.16.50.:IcMP  Echo (ping) reply 00 48 00 EE Eg gg 00 0000 60 04 &
}. 397234 2.0 172.156.63.215% 172.16.50..ICMP Echo ¢ping) reply 7 f&f 0 37 00 00 00 00 66 & <0 37 O

When the signal strength decreases the transmitting unit

will drop its data rate to the next lower data rate in order to
maintain a reasonable SNR




Carrier Sensing

 Physical Carrier Sensing

Uses CSMA/CA scheme

Each station detects activity on the channel by analyzing the
signal from other clients in the network

All the clients connected to the same AP are considered to be
in a common contention zone

If a station is not able to detect any signal then it assumes that
none of the other stations are transmitting and starts
transmitting

This scheme faces hidden terminal problem

* Virtual Carrier Sensing

This scheme uses CTS and RTS

When a MS wants to transmit data, it sends an RTS packet
which includes the source, destination and the duration of the
following transaction

Destination responds with CTS which includes the same
duration information

« All stations receiving either CTS or RTS set their NAV for the

given duration and don't try to transmit for that time

_______

[ime




Load Balancing and Band Steering

D G ....... s Move to nearby
1 R AP2 to connect

| Poorsignal |

to AP J

Load Balancing

Important issue in areas of heavy traffic

In multi-cell structure with heavy traffic, several co-located APs can
cover the same region to increase the throughput

The clients with load balancing functionality configured can
automatically associate with the AP that is less loaded and provides the

best quality of service

Without Band Steer Enabled With Band Steer Enabled

& J &

2.4 GHz 5GHz 2.4GHz 5 GHz
= e’
000000 000000
0000 00®
Band Steering
» 2.4GHz has lesser bandwidth and hence cannot support too
many clients

« APs can choose to steer some clients from 2.4GHz to 5GHz
band.



Legacy Protection and Greenfield Mode

» Legacy Protection Example:

= Inthe case of 802.11g, protection mechanisms were
; H CTS-to-Self frame is used to provide legacy protection. This frame is transmitted at the
Created to a”OW 802.11 b and 802.11 g ereleSS deVICeS highest common PHY rate supported by all the legacy clients and this frame informs the

to co-exist on the same freq uencies. legacy clients to get off the medium for a specified duration so that the 802.11n/a/g

clients can transmit at high rates.
= Since older 802.11b-only clients cannot detect OFDM e
transmissions, 802.11g clients must “protect” their

In this example, the CTS frame is Transmitted

at 11 Mbps and the following data frame is
send out at 54 Mbps

transmissions by first sending a bandwidth reservation e Destination protocol | Info A|[@ Frame 1460:] 82 bytes on wire (636 bits), 82 bytes
H : romusTe_02:00 IEEE 802Acknowledgement, Flags=........ = veriwave Radiotap Header vl, Length 72
requeSt frame USIng DSSS mOdUIatlon' FromusTe_02:00 IEEE 802Clear-to-send, Flags=........ Actual fipame length: 14
. . . 72.16.115.114 172.16.85.173 UDP Source port: 24412 Dpestination FF s T Ox0000
= This frame, which is usually a CTS-to-self or RTS/CTS FromusTe_02:00 TEEE 802Acknow]edgement, Flagss........ pata rate: 11.0 Mb/s
H isco_fa:ab:e2 Broadcast IEEE B02Beacon frame, Sn=3285, FnN=0, Flac FChammeT typer 802 1 (CCK) (0x0020)
eXChange alerts 802.11 b Cllents to not attempt to | FromusTe_02:00 IEEE 802Clear-to-send, Flags=....]... Transmit power (TX): -6
i ifi i H 72.16.115.114 172.16.85.173 UDP Source port: 22218 Destination Frame direction: Transmitted (1)
transmlt for a SpeCIerd pe”Od Of tlme' FromusTe_02:00 IEEE 802acknowledgement, Flags=........ MAC FCS check: ok (0)
. . ntel_d4:b3:bl Cisco_fa:ab:e2 IEEE 802mMull function (No data), SN=446, Decryption error: Decrypt Succeeded (0)
= 802.11n clients face the same problem as described Intel_dd :b3:bL 1ECE 802Acknowledgement, Flagse........ T retry limit: Retry limit not reached (0)
H H H H FromusTe_02:00 IEEE 802Clear-to-send, Flags=........ Encryption type: No encryption (0)
above When Opel‘atlng a m|Xed mOde enV|r0nment Wlth 72.16.115.114 172.16.85.173 UDP Source port: 24412 pestination } mMsoU Tength: 14
i FromusTe_02:00 IEEE 802acknowledgement, Flags=........ HT length: 16477 (includes the sum of the pieces
Iegacy a/b/g Cllents isco_fa:ab:ed4 Broadcast IEEE 802Beacon frame, SN=3286, FN=0, Flat # Info field: 0x0200
H H FromusTe_02:00 IEEE 802Clear-to-send, Flags=........ ® Errors: 0x00000000
" Slnce the prOteCtlon frameS are Send OUt at |OW PHY 72.16.115.114 172.16.85.173 UDP Source port: 22218 Destination j Flow ID: ©
i FromusTe_02:00 IEEE 802acknowledgement, Flags=........ client 1D: 1
rates’ thIS decreases Overa” SyStem performance' isco_fa:ab:e0 Broadcast IEEE 802Beacon frame, SN=3287, FN=0, Flag v frame number: 0
FromusTe_02:00 IEEE 802Clear-to-send, Flags=........ ® Frame timestamp values:
. i . 72.16.115.114 172.16.85.173 UDP Source port: 24412 pestination } |= IEEE 802.11 Clear-to-send, Flags: ........
Greenfleld MOde' FromusTe_02:00 IEEE 802Acknowledgement, Flags=........ Type/subtype: Clear-to-send (0xlc)
. . FromusTe_02:00 IEEE 802Clear-to-send, Flags=........ # Frame Control: Ox00C4 (Mormal)
" Assumes that the network IS nOt Obllgated tO Support 72.16.115.114 172.16.85.173 UDP Source port: 22218 Destination puration: 106
legacy devices.
= Devices operating in this mode can take full advantage Duration for which the channel is

of the improvements in the new standards. requested.

= |deal for situations where a new network is created a
from scratch with no possibility of using legacy devices.




Power Management

Step2: AP Sends out beacons
with the TIM bits set for the

Client IDs that have data
buffered.

Step1: Client informs AP and
goes to Sleep

« Saving power is very important on battery operated

802 —I—I deViceS Destination Protocol  Info A @ Frame 565: 339 bytes on wire (2712 bits), 339 bytes captur
. 1 Broadcast IEEE 802Beacon ffame, SN=2435, FN=0, Flatc | @ veriwave Radiotap Header wl, Length 72
. . 1 Broadcast IEEE 802Beacon/frame, SnN=2437, FN=0, Flac # IEEE 802.11 Beacon frame, Flags: ........
. Power management schemes place a clientin Sleep 1 Broadcast IEEE 802Beacgh frame, sN=2438, FN=0, Flat | IEEE 802.11 wireless LAN managément frame
.. 1 Broadcast IEEE 8026eafon frame, SN=2440, FN=0, Flat ® Fixed parameters (12 hytes)
mOde When no aCt|V|'ty occurs 1 Broadcast IEEE B02Bgacon frame, SnN=2441, FN=0, Flat = Tagged parameters (231 bytes)
. . . 1 Broadcast IEEE 8026eacon frame, SnN=2442, FN=0, Flac & SSID parameter set
. The MS can be Conf|gured to be in continuous 1 Broadcast IEEE 8¢2Beacon frame, Sn=2443, FN=0, Flac ® Supported Rates: 6.0(8) 9.0 12.0(E) 18.6.24.0(B) 36.0
1 Broadcast IEEE/B02Beacon frame, sn=2444, FnN=0, Flac 4 DS Parameter set: current Channel: 100
H 1 Broadcast IEGE 802Beacon frame, SW=2445, FN=0, Flat ® Traffic Indication map (TIM): DTIM O of 1 bitmap 1 2
aware mOde (CAM) or Power Save POHIng (PSP) 1 Broadcast EEE 802Beacon frame, SN=2446, FN=0, Flac @ Country Information: Country Code: US, Any Environment
d 1 Broadcast EEE 802Beacon frame, SN=2447, FN=0, Flac [~ & Power Constraint: Tag 32 Lenm L
mode 1 Broadcast IEEE 802Beacon frame, SN=2448, FN=0, Flac ® TPC Report
. 1 Broadcast IEEE 802Beacon frame, SN=2449, FN=0, Flac ® QBSS Load Element
° In the PSP mOde, the client can go to Sleep by 1 Broadcast IEEE 802Beacon frame, SN=2450, FN=0, Flag @ Reserved tag number: Tag 67 Len 2
. . . .. Northstal02:00 IEEE 802Acknowledgement, Flags=........ ® vendor specific: Trapezen
|nf0rm|ng 'the AP When there IS NO aCt|V|'ty 0 TrapezenN_91:dd IEEE 802Power-Save poll, Flags=...P.= & vendor specific: Trapezen Step3: Client sends a PS-Poll

—
192.168.1.188 UDP Source port: 23286 Destination f v o necific: Trapezen

. . ; Frame to the AP indicating
° TrapezenN_91:dd IEEE Acknowledgement, Flags=........ ® vendor specifici ® asof: WME -
The APS bUfferS any data dlreCted to the Cllent Northsta_02:00 IEEE 802 nowledgement, Flags=........ ® vendor specific: microsof: wME thatits Awake.
H H 0 Trapezen_91:dd IEEE 802Power-Save poll, Flags=...P.... # HT Capabilities (802.11n 01.10)
When the Cllent IS aSIeep Northsta_02:00 IEEE 80z2acknowle ent, Flags=........ & HT Information (802.11n D1.10)
0 Trapezen_81:dd IEEE 802Power-save podl, Flags=...P....

192.168.1.188 UDP
Trapezen_91:dd IEE

source port: 23
802 acknowledgement,

pestination ¢
Flags=........

192.168.1.188 UDP source port: 23286 Destination g

TrapezeN_91:dd IEEE 802Acknowledgement, Flags=....> .

Northsta_02:00 IEEE 802 Acknowledgement, Flags=........ ‘ >
0 TrapezenN_91:dd IEEE 80Apower-Save poll, Flags=...P....

Northsta_02:00 IEEE

802 Acknowledoement,

Flags=........

00 48 00 Tt Tf Of 00 00 00 Oc 4d 60 09 40 00

Step4: AP sends one buffered

Clhenl goes o sleep

Access painl marks clienl asleap
Acess paint Bullers dient packets
Clhent wakes up, notifies access paint

frame to the client with the “More

Data” bit set if there is more
buffered data.

Step5: Client keeps sending PS-Poll

frames to get one data frame at a
time as long as AP says there is
more buffered data.

1.
2.
3.
d.
5.
g.
T.

Access paint tells clienl dals is wailing
Chen reguesls dala
Access paint sends data




Dynamic Frequency Selection (DFS)

» DFSis a channel allocation scheme that dynamically selects and/or changes the operating frequency to avoid interfering with other systems.

« Unlicensed wireless networking systems (e.g. 802.11a/n) using the 5250-5350 MHz and/or 5470-5725 MHz bands cannot interfere with radar
systems.
» A system implementing DFS needs to be capable of avoiding interfering with radar systems by
« Verifying a channel is free of radar before using it .
« Monitoring for radar once a channel is in use and vacating the channel if radar is detected.
« Remaining off of a “radar” channel once radar has been detected .

System starts up, selects
a channel and monitors
for radar

Provided that no radar is
detected, a communication link
is established on the selected
channel

System detects radar on the
selected channel and initiates a
move to another channel

Non occupancy period — the original channel
cannot be used

1
I
]
I
|
|
1
1
1
i
1
1
1
1
I
1
I
1

No traffi h I duri TELEE L ITRT L]

° r?)céiggnccyagﬁsckunng Datatraffic on charinel Cogthl transgﬂzﬁhogsto closethe No traffic permitted during non-occupancy period ﬂ;gﬁé

foruse

LR LR R NEENN I : 3 :
-— L » LHE> <> <
1 VS e O
. < 2 > — 1 >
Radar signals dn the

System selects another
channel and monitors for
radar

1: Channel availability check time

2: Channel move time

3: Non-occupancy period

Tt, .. t, : Channel closing transmission time

1

1

1

1

I . L ee———— % W W AR EESESSSsEEsEEsEEEEEEESR

channel 1 Mo traffic on channel during | Data traffic on the new channel

! occupancy check |

1 I

1 I

1 I EEEEEEEEEEEEE sesssmEn
1

1

1

1

1

1

1

1




WLAN Roaming

Roaming can be defined as the client moving between APs advertising the same or similar wireless network
Since the WLAN clients are mobile and coverage range of a single AP is limited, roaming happens whenever the client passes the boundaries of a WLAN cell
The roaming protocol should be implemented effectively in order to cause very minimal delays during the handoff
The clients usually make the roaming decisions by scanning the various available wireless networks at all times and trying to connect to the best available network
Decision to roam can be made on various factors such as RSSI, number of missed beacons, SNR, frame errors, etc.
When a decision is made to roam the client can authenticate and associate with the new AP and continue its data communication through the new AP
Roaming when security is enabled would involve setting up a new security session with the new AP

5. Choose AP
with strongest

response

Last Data packet on AP1

14.09 secs

Lt wly Lo

14.
14.
14.
14.
.107795
.108509
.100407
.110114
.110637
.111314
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.
14.

14
14
14
14
14
14

14.
14.
14.
14,
14.
14.

094649
097093
097173
107089

112028
1132862
114175
114989
115500
115542
116216
117309
118276
119226
121213
121937
122378
122420
131519
143806
197055
217181
217225
217805
217860

218970
221631
233916
246204
299454
324030

Time  Delta Time

L9 LW WUVIOY L W
14.080.007465 1.0
14.0¢0. 002444 54.0
14,020, 000080 24.0
14.1(0. 009916 54.0
14.100. 000706 54.0
14.100. 000714 48.0
14.1C(0. 000898 36.0
14.110. 000707 24.0
14.110.000523 18.0
14.110. 000677 12.0
14.110.000714 11.0
14.110.001234 1.0
14.110.000913 1.0
14.110.000814 1.0
14.110.000511 5.
14.110.000042 2.
14.110.000674 1.0
14.110.001093 1.0
14.110.000967 1.0
14.110.000950 1.0
14.120.001987 1.0
14.1:0.000724 1.0
14.120.000441 5
14.1:20. 000042 2
14.130. 009099 1
14.140.012287 1.
14.1€0.053249 1.
14.210.020126 5
14.210. 000044 2.
14.210. 000580 5
14.210.000055 2.

14.210.000051 24.0
14.220.002661 1.0
14,2:30.012285 1.0
14.240.012288 1.0
14,2€0.053250 1.0
14.320.024576 1.0

Source Destination Pratocol
C15hU_t @.aN.EE LEEC
Cisco_fa:ab:elBroadcast IEEE

172.16.86.171 172.16.138.65 TFTP

Cisco_fa:ah:e2 IEEE
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
172.16.86.171 172.16.138.65 TFTP
Cisco_fa:ab:e:AbbottDi_01:00 IEEE
Cisco_fa:ab:e:abbottDi_01:00 IEEE
Cisco_fa:ab:e:abbottDi_01:00 IEEE
Intel_dd:b3:blCisco_farab:e2 IEEE

Intel_d4:b3:bl IEEE
Cisco_fa:ab:e:abbottDi_01:00 IEEE
Cisco_fa:ab:e:abbottDi_01:00 IEEE
Cisco_fa:ab:e:abbottDi_01:00 IEEE
Cisco_fa:ab:e:Broadcast IEEE
Cisco_fa:ab:e:abbottDi_01:00 IEEE
Cisco_fa:ab:eiabbottDi_01:00 IEEE
Intel_dd:b3:blCisco_fa:ab:e2 IEEE

Intel_d4:b3:bl IEEE
Cisco_fa:ab:e¢Broadcast IEEE
Cisco_fa:ab:e(Broadcast IEEE
Cisco_fa:ab:elBroadcast IEEE
98:d1:50:27:aiCisco_fa:ab:e2 IEEE

Intel_d4:b3:bl IEEE
172.16.50.245 172.16.63.215 ICMP

Cisco_fa:ab:e2 IEEE

Intel_d4:b3:bl IEEE
Cisco_fa:ab:eiBroadcast IEEE
Cisco_fa:ab:esgroadcast IEEE
Cisco_fa:abie(Broadcast IEEE
Cisco_fa:ab:elBroadcast IEEE
Cisco fa:ab:e:Broadcast IEEE

AP1 Capture

Info Al

GuL AL T
802eeacon f
unknown
802acknowle
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
B802Request-
B02Request-
B02RequesT-
B02Null fur
B02acknowle
B802Request-
B802Request-
802Request-
B0z2Beacon 1
BO2Request-
802Request-
802Null fur
802 Aacknowle
B02Beacon 1
B02Beacon 1
B02Beacon 1
BO2NUTT fur
B02Aacknowle
Echo (p’
B02acknowle

802acknowle
B02Beacon
802Beacon
802Beacon
802Beacon
802Beacon ¥

b bk

Perform 802.11

connection with AP2
starting at 14.22 secs

Delta Time  PHY/Rate

LEUDIO.ULUIDdZIU L

.22486.0.015482
.22491:0. 000055
.22499'0. 000081
. 22666 0.001666
.2277510.001091
.22780°0.000051
.2281810.000373
. 22840°0.000227
L 2297010, 001353
.22981'0. 000059
. 2311910, 001371
.23142'0.000239
.2339600.002532
- 240160, 006200
. 2402420, 000080
. 2462510, 006009
.25012 0.003875
.25020 0. 000080
.25853:0. 008333
.2605410. 002008
. 26062'0. 000080
.27014.0. 009516
.27022.0. 000080
.28012°0. 009905
. 28020°0. 000080
.29211:0. 011906
.29219.0. 000080
.30012'0. 007936
.30020'0. 000080
.3101210.009917
. 3102010, 000080
L 31178 0.001581
.32012.0. 008335
. 32020.0. 000080
-33012:0. 009922
.33020+0. 000080
.33636'0. 006156
.34012°0. 003767

24.0

54.0

Start Data Transfer on
AP2 at 14.24 seconds.

Roaming delay is
approximately 13 msecs

Source
LS P LR 4

AhbottDi_0:
Cisca_fb:2
Abbottoi_0:
Cisco_fh:2
Abbottoi_o

Cisco_fh:2

172.16.86.:

cisco_fh:2
172.16.86.:

Cisco_fh:2'
172.16.86..

172.16.86.:
172.16.86.:
172.16.86.:
172.16.86.:
172.16.86.:

Cisco_fh:2
172.16.86.:

172.16.86.:

Cisca_fb:2
172.16.86.:

AP2

Destination

Dl vauLasu leEE
Cisco_fh:27:12 IEEE
Abbottpi_01:00 IEEE
AbbottDi_01:00 IEEE
Cisco_fh:27:
Cisco_fh:27:
abbottpi_01:
Abbottpi_0L1:
Cisco_fh:27;
Cisco_fb:

Abbott
Ciscpifb:27:12 IEEE

172.16.138.65 TFTP
cisco_fhb:27:12 IEEE
Broadcast IEEE
172.16.138.65 TFTP
Cisco_fb:27:12 1EEE
proadcast 1EEE
172.16.138.65 TFTP
Cisco_fh:27:12 IEEE
172.16.138.65 TFTP
Cisco_fh:27:12 IEEE
172.16.138.65 TFTP
Cisco_fb:27:12 IEEE
172.16.138.65 TFTP
cisco_fh:27:12 IEEE
172.16.138.65 TFTP
Cisco_fh:27:12 IEEE
172.16.138.65 TFTP
Cisco_fh:27:12 IEEE
Broadcast IEEE
172.16.138.65 TFTP
Cisco_fb:27:12 IEEE
172.16.138.65 TFTP
Cisco_fh:27:12 IEEE
Broadcast IEEE
172.16.138.65 TFTP

Capture

802Ppbhe Request, SN=0,
cknowledgement, Flac
Prohe Response, SN=3:
02acknowledgement, Flac
802authentication, SHN=l,
802acknowledgement, Flac
802authentication, SN=3%
802Acknowledgement, Flac
802association Request,
802 acknowledgement, Flac
802association Response,
802 acknowledgement, Flac
802Beacon frame, SN=370:
Unknown (0xdd01)

802 acknowledgement, Flac
802geacon frame, sSN=370¢
Unknown (0xddo1)
802acknowledgement, Flac
802geacon frame, SwW=3707
Unknown (Oxddo1)
802acknowledgement, Flag
unknown (0xddol)
802acknowledgement, Flac
unknown (0xddol)

802 Aacknowledgement, Flac
unknown (0xdd0l)

802 acknowledgement, Flac
Unknown (0xddol)
802acknowladgement, Flac
Unknown (0xddol)
802acknowledgement, Flac
802Beacon frame, SHN=371<
Unknown (0xddol)
802Acknowledgement, Flac
Unknown (0xddol)
802Acknowledgement, Flac
B02Beacon frame, SN=371:
Unknown (Oxddol)
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Quiz 2d Results

Number of participants - 124

Score distribution - quiz 2d
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Pradyumna
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Mumber of participants
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