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Part1: WiFi Technology Fundamentals – Basics



Part1 Exam Results and Certificates

Total Certificates Issued: 108
• Excellence (90% score or More) :1

• Merit (70%-90% Score) : 26

• Participation(50%-70% Score) : 81

Total Attended Exam: 160



Part2: WiFi Technology Fundamentals – Advanced



• IEEE 802.11-1997: The WLAN standard was originally 1 Mbit/s and 2 Mbit/s, 2.4 GHz RF and infrared (IR) standard (1997

• IEEE 802.11a: 54 Mbit/s, 5 GHz standard (1999, shipping products in 2001)

• IEEE 802.11b: 5.5 Mbit/s and 11 Mbit/s, 2.4 GHz standard (1999)

• IEEE 802.11g: 54 Mbit/s, 2.4 GHz standard (backwards compatible with b) (2003)
• IEEE 802.11-2007: A new release of the standard that includes amendments a, b, d, e, g, h, i, and j. (July 2007)

• IEEE 802.11n: Higher Throughput WLAN at 2.4 and 5 GHz; 20 and 40 MHz channels; introduces MIMO to Wi-Fi (September 2009)
• IEEE 802.11-2012: A new release of the standard that includes amendments k, n, p, r, s, u, v, w, y, and z (March 2012)

• IEEE 802.11ac: Very High Throughput WLAN at 5 GHz[e]; wider channels (80 and 160 MHz); Multi-user MIMO (down-link only)(Dec 

2013)
• IEEE 802.11-2016: A new release of the standard that includes amendments aa, ac, ad, ae, and af (December 2016)

• IEEE 802.11-2020: A new release of the standard that includes amendments ah, ai, aj, ak, and aq (December 2020)

• IEEE 802.11ax: High Efficiency WLAN at 2.4, 5 and 6 GHz; introduces OFDMA to Wi-Fi (February 2021)

• IEEE 802.11be: Extremely High Throughput (see also IEEE 802.11ax) (May 2024)

IEEE 802.11 Standards

https://en.wikipedia.org/wiki/IEEE_802.11_(legacy_mode)
https://en.wikipedia.org/wiki/Infrared
https://en.wikipedia.org/wiki/IEEE_802.11a
https://en.wikipedia.org/wiki/IEEE_802.11b
https://en.wikipedia.org/wiki/IEEE_802.11g
https://en.wikipedia.org/wiki/IEEE_802.11n
https://en.wikipedia.org/wiki/WLAN
https://en.wikipedia.org/wiki/MIMO


• IEEE 802.11-1997: The WLAN standard was originally 1 Mbit/s and 2 Mbit/s, 2.4 GHz RF and infrared (IR) standard (1997

• IEEE 802.11a: 54 Mbit/s, 5 GHz standard (1999, shipping products in 2001)

• IEEE 802.11b: 5.5 Mbit/s and 11 Mbit/s, 2.4 GHz standard (1999)

• IEEE 802.11c: Bridge operation procedures; included in the IEEE 802.1D standard (2001)

• IEEE 802.11d: International (country-to-country) roaming extensions (2001)

• IEEE 802.11e: Enhancements: QoS, including packet bursting (2005)
• IEEE 802.11F: Inter-Access Point Protocol (2003) Withdrawn February 2006

• IEEE 802.11g: 54 Mbit/s, 2.4 GHz standard (backwards compatible with b) (2003)

• IEEE 802.11h: Spectrum Managed 802.11a (5 GHz) for European compatibility (2004)

• IEEE 802.11i: Enhanced security (2004)
• IEEE 802.11j: Extensions for Japan (4.9-5.0 GHz) (2004)

• IEEE 802.11-2007: A new release of the standard that includes amendments a, b, d, e, g, h, i, and j. (July 2007)

• IEEE 802.11k: Radio resource measurement enhancements (2008)
• IEEE 802.11n: Higher Throughput WLAN at 2.4 and 5 GHz; 20 and 40 MHz channels; introduces MIMO to Wi-Fi (September 2009)

• IEEE 802.11p: WAVE—Wireless Access for the Vehicular Environment (such as ambulances and passenger cars) (July 2010)

• IEEE 802.11r: Fast BSS transition (FT) (2008)

• IEEE 802.11s: Mesh Networking, Extended Service Set (ESS) (July 2011)
• IEEE 802.11T: Wireless Performance Prediction (WPP)—test methods and metrics Recommendation cancelled

• IEEE 802.11u: Improvements related to HotSpots and 3rd-party authorization of clients, e.g., cellular network 

offload (February 2011)

• IEEE 802.11v: Wireless network management (February 2011)

• IEEE 802.11w: Protected Management Frames (September 2009)
• IEEE 802.11y: 3650–3700 MHz Operation in the U.S. (2008)

• IEEE 802.11z: Extensions to Direct Link Setup (DLS) (September 2010)

802.11 Standard Extensions

Source : Wikipedia
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Challenges from Large Scale Wi-Fi Adoption in the Enterprise

High Density Deployments
The Frequency Reuse problem

802.11k – Radios Resource Management

Lack of Proper network management from STAs
The need for network assisted handoff

802.11v – Wireless network management

Mobility when using delay sensitive applications 

on secure networks
The fast and secure roaming problem

802.11r – Fast Roaming

Need for more channels in 5GHz
The DFS problem

802.11h – DFS and TPC



Dynamic Frequency Selection (DFS)
• DFS is a channel allocation scheme that dynamically selects and/or changes the operating frequency to avoid interfering with other systems.

• Unlicensed wireless networking systems (e.g. 802.11a/n) using the 5250-5350 MHz and/or 5470-5725 MHz bands cannot interfere with radar systems.

• A system implementing DFS needs to be capable of avoiding interfering with radar systems by

• Verifying a channel is free of radar before using it .

• Monitoring for radar once a channel is in use and vacating the channel if radar is detected.

• Remaining off of a “radar” channel once radar has been detected .

• Channel Availability Check Time: The time a 

system shall monitor a channel for presence of 

radar prior to initiating a communications link on 

that channel. 

• Interference Detection Threshold: The minimum 

signal level, assuming a 0dBi antenna, that can be 

detected by the system to trigger the move to 

another channel.

• Channel Move Time: The time for the system to 

clear the channel and measured from the end of the 

radar burst to the end of the final transmission on 

the channel.

• Channel Closing Transmission Time: The total, 

or aggregate, transmission time from the system 

during the channel move time.

• Non-Occupancy Time: A period of time after radar 

is detected on a channel that the channel may not 

be used.



DFS Implementation

• AP Behavior 
• APs should be able to detect the different types of Radar pulses and send a Channel Switch Announcement (CSA) before moving to a new channel.

• The CSA is usually sent in the Beacon frames and special CSA Action frames and it contains information about the new channel to which the AP is going to move to, 

so that the clients can follow the AP to the new channel.

• Client Behavior
• Active scanning isn’t allowed on DFS channels unless client hears AP beaconing

• Client may choose to stay connected with the AP upon receiving CSA or choose to move to a new BSS

Channel Switch Announcement (CSA)

Number of Beacons after 

which AP will move



DFS Certification

The detection probability Test aims to check if an AP can detect the 

RADAR pulses which are generated on the active channel of the AP. 

RADAR pulses will be generated based on different parameters like pulse 

width, number of pulses and Pulse Repeating Interval. For a given test 

case, certain number of trials must be conducted to see if AP detects 

RADAR. The parameters of pulses might vary for every trial based on the 

type of RADAR pulse being tested. The detection percentage of RADAR 

must be greater than or equal to the specified value by the respective 

governing bodies.

The detection bandwidth test will measure the range of frequencies in which the device 

can detect radar signals. Radar signals are injected in 1 step increments of 1 MHz in both the 

directions starting from the Centre frequency, this process is done until the DUT fails to detect 

the signal. The Total range in between the upper frequency limit and lower frequency limit is 

called as the detection bandwidth. 

• Channel Availability Check Time. 

• Interference Detection Threshold

• Channel Move Time

• Channel Closing Transmission Time

• Non-Occupancy Time

Timing Tests 



Traditional WLAN Roaming
• Roaming can be defined as the client moving between APs advertising the same or similar wireless network

• Since the WLAN clients are mobile and coverage range of a single AP is limited, roaming happens whenever the client passes the boundaries of a WLAN cell

• The roaming protocol should be implemented effectively in order to cause very minimal delays during the handoff

• The clients usually make the roaming decisions by scanning the various available wireless networks at all times and trying to connect to the best available network

• Decision to roam can be made on various factors such as RSSI, number of missed beacons, SNR, frame errors, etc.

• When a decision is made to roam the client can authenticate and associate with the new AP and continue its data communication through the new AP

• Roaming when security is enabled would involve setting up a new security session with the new AP



Evolution of Roaming Enhancements

• Initial Solutions from Industry

• Cisco CCX

• Opportunistic Key Caching, Cisco 

CCKM

• Meru Single Channel Implementations

• 802.11 Standard Extensions

• 802.11e – QBSS Load Element

• 802.11f – IAPP (Deprecated)

• 802.11i - Security Enhancements

• 802.11u - Internetworking with external networks

• 802.11k – Radio Resource Management

• 802.11v – Network Management

• 802.11r – Fast Roaming 

• Enhancement Goals

• Support delay sensitive/real time applications

• Avoid session disconnections

• Reduce packet loss/Latency



802.11k – The basic concept

• Need to move to a new rental home?

• Want to check out for better rental options?

The not so efficient method:

• Go on the road and check every home in the 

neighborhood to see if its available for rent.

• Talk to all open house owners and make a list 

of potential rentals.

• Then shortlist and select.

The better method:

• Go to a rental agency website from the 

convenience of your home and ask for a list of 

all the homes available for rent.

• Check the list along with the details of each 

home and from that shortlist the home you 

want and then approach the owner and rent it.



802.11k – The full RRM scope

• Simplify and/or automate WLAN radio configuration

• Achieve better performance in dense BSS deployments

• Better utilize radio resources across client stations

• Alert WLAN administrator to problems

• Notify client station users of current radio status

• Vendors use measurements to add value

The request/response measurements are:

• Beacon

• Frame

• Channel Load

• Noise Histogram

• STA Statistics

• Location Configuration Information

• Neighbor Report
• Link Measurement



802.11k – Neighbor Report Request/Response

• Always finding the best network available to connect

• Making the search for a new AP much easier when its time to 

roam.

• Removes the need for moving off the current channel to find 

other networks.

• Much more efficient usage of the medium by reducing the 

amount of on air frames.

How it helps:

• When the client wants to find a better network to connect to, it 

sends its current AP a Neighbor report request frame.

• The current AP then sends a neighbor report response that will 

contain a list of all the candidate neighboring APs along with 

their capabilities.

• The client can then select from the list the AP it wants to 

connect to and then send go through the connection process 

with the new AP.



Neighbor Request/Response Frames

Neighbor Report Response 

Information Elements

• BSSID: MAC address of the target 

AP

• BSSID Info: Capabilities of the 

target AP

• Operating Class: Channel Set of 

the AP based on operating country

• Channel Number: Channel of 

target AP.

• PHY Type: PHY details of the 

target AP.

• Sub elements: Other vendor 

specific elements



Auto Channel Selection for RRM (Proprietary Implementations)

The objective of Auto Channel Selection (ACS) is to select, for each AP, an operating channel that minimizes interference 

from other APs and from non-Wi-Fi sources. Ways in which ACS is done:

•Boot Time ACS – Randomized boot interval to minimize the chance of neighbor APs selecting the same channel; and 

longer, more thorough channel scans to find the best channel

•Periodic ACS – The AP surveys its radio environment to find the best channel to change to and, if necessary, to select a 

new channel. The periodicity of ACS is configurable, the default being 12 hours.

Channel Scoring
• Each AP uses the Channel Scoring algorithm to rank all the channels scanned, 

and uses this ranking in its new channel selection. 

• Each channel score depends on:

• Number of BSSIDs already on that channel

• The RSSI seen from all the networks on that channel

• Non- WiFi medium utilization

• If the channel is currently primary of secondary channel for other APs.



802.11v – Wireless Network Management

802.11v is an amendment standard for wireless network management, which defines numerous enhancements, such as power saving, load 

balancing, and BSS transition management (BTM). It allows clients to exchange network information and always associate with the optimal AP, 

which prolongs clients' battery life and improves user experience.

Only BSS transition management feature is used.



802.11v – BSS Transition Management

BTM operates as follows:

• The AP or the 802.11v client triggers a BSS transition:

• Unsolicited request—If the AP detects that the RSSI of the 

client is lower than the RSSI threshold, it sends a BTM request 

to the client.

• Solicited request—If the RSSI of the currently associated AP is 

too low or the client discovered a better AP, the client sends a 

BTM query to the associated AP. Upon receiving the query, the 

AP responds with a BTM request.

• A BTM request contains information about recommended BSSs.

• Upon receiving the BTM request, the client determines whether to 

disconnect from the current AP and roam to a recommended AP.

• If the client determines to perform a roaming, it sends a BTM 

response to the AP. If the client fails to leave the current BSS before 

the disassociation timer expires, the AP sends a disassociation 

request to the client and logs off the client.

BSS transition management (BTM) enables clients to roam to the optimal AP if the signal strength of the 

current AP is low or if a better AP is discovered.



BTM Request/Response



802.11r – Fast BSS Transition

IEEE 802.11r introduces a new concept of roaming where the initial handshake with the new AP is done even before the client roams to the 

target AP, which is called Fast Transition (FT). The initial handshake allows the client and APs to do the Pairwise Transient Key (PTK) 

calculation in advance. These PTK keys are applied to the client and AP after the client does the reassociation request or response exchange 

with new target AP.

For a client to move from its current AP to a target AP using the FT protocols, the message exchanges are performed using one of the 

following two methods:

• Over-the-Air—The client communicates directly with the target AP using IEEE 802.11 authentication with the FT authentication algorithm.

• Over-the-DS—The client communicates with the target AP through the current AP. The communication between the client and the target 

AP is carried in FT action frames between the client and the current AP and is then sent through the controller.
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