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Network Testing and Emulation Solutions

LANforge-ICE Cookbook

The LANforge-ICE Cookbook provides a set of high-level examples of how to setup useful test scenarios in
LANforge-ICE for WAN emulation. Each example intends to give the reader a brief infroduction to the test
scenario and a set of step-by-step instructions on how to use the LANforge-GUI to configure the test.

All of the following examples will work on Linux systems running the LANforge software with the LANforge kernel
and a sufficient license. If you are running another Linux kernel, you will not be able to exactly duplicate some of
the examples, but there are usually work-arounds available to assist you. Please contact us at
support@candelatech.com if you have any questions.

If you are using the Windows version of LANforge, you will have to modify ports using the Windows utilities and
you will not be able to duplicate the Routed Mode ICE examples. Everything else should work approximately the
same, but the performance is limited to 10Mbps speeds.

LANforge-ICE WAN Emulation

Before attempting the examples below, ensure that you have successfully followed these software installation
guides:

e L ANforge-GUI Installation

* LANforge-Server Installation

It is also recommended that you back up your current running LANforge-Server database so that you may safely
return to your current operating state.

LANforge-ICE Cookbook Examples

. Bridged Mode (Non-routed) WanLink

2. Bridged Mode WanlLink with Virtual Ports and Redirect Devices
3. Routed Mode Wanlinks with Virtual Routers

4. Routed Mode Wanlinks with a Single Physical Port
5. Routed Mode WanlLinks with WanPaths

6. Virtual Router with DHCP Service

7. Virtual Router with NAT

8. Multiple Layer-2 Switches

9. Multiple Virtual Routers

10. Multiple Physical Port Testing - CT970-48

11. Bridging Three Wanlinks

12. WanPath Corruptions

13. WanlLink Queue Discipline

14. ICE WiFi Gaming Demonstration Video

15. Using Custom DNS on LANforge with DNSmasq

16. Creating GRE Tunnels on LANforge

Bridged Mode (Non-routed) Wanlink

Goal: Allow LANforge-ICE to sit transparently on a network segment by using a Bridged
Mode Wanlink to simulate a WAN.

In this test scenario, a LANforge-ICE WanlLink is created in Bridged Mode to simulate a WAN consisting of a DS1
speed (1.544Mbps) link with 20ms of delay in one direction and 30ms of delay in the other direction.

1. Setup the LANforge Ports so that they have 0.0.0.0 IP addresses. (Bridged Mode WanLinks use ports that have
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no IP address because the ports are tfransparent to the traffic flowing through them.)

A. A: Go to the Port Manager to see what ports are available. In this example, we will use eth1 and

eth2. ethO is the management port and cannot be used for WanLinks.

LANforge Manager Version(5.3.6) v (a) (x
Control Reporting Tear-Off Info Plugins
[ stopan | [ RestartManager | [ Refresh | [ rELP |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | wAP Stations | Messages |
Status | layer-3 | L3Endps | VolP/RTP | VoIP/RTPEndps | Ar ddon | wanlinks |* Aftenuators | Filed0 |
Oisp: [192.168.100.23%:0 | | snffPackets | [z|[ clear counters || Resetport || Delete |
Rpt Timer. ‘medmm (g s) ‘v” Apply ‘ View Details H Create H Modify ‘ Bal iyt

All Ethernet Interfaces (Ports) for all Resources,

Port |Pha..|Down| P sEc| Alias P;;f"t RXBytes | Rx{yts | PpsRX bpst‘ TXBytes | TXPkts | PpsTX
T1.0 |[J |[J] |192.166.100.108]0 |etho 1,695,061|  14,i70tal number of packets received by this Interface 1
111 |0 [ [0.0.0.0 0 lethl of 0 0 1,208] 15 o
112 |0 [0 [o0.0.0 0 |eth2 [ of of o 1,208 18 [3]
[« ] I D]
Logged into: 192.168.100.106:4002 as: Admin
For more information see LANforge-GUI User Guide: Ports (Interfaces)
2. Create a Wanlink.
A. Go to the Wanlinks tab
LANforge Manager Version(5.3.6) v (~) (x
Control Reperting Tear-Off Info Plugins
[ stopan | [ mestart Manager | [ mefresh | [ HELP |
Layer4 | Generic | TestMgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | wAP Stations | Messages |
Status | Llayer3 | L3Endps | VolP/RTP | VoIP/RTPEndps | Ar 1| Wanlinks |~ Attenuators | Filed0 |
Rpt Timer: [fast (1 s) | w[Go] Test Manager [all -
[l Hide Stopped [ Display || create |[ Modify |[ Batch Madify | [ Delete]
‘anLinks for Selected Test Manager-
Name | ED | kM| state | Endpoints(AeB)| PktTkA+B | PkiTxA«B | BpsRxB | BpsRxA | RptTimer
[a] L Tl
2z
All WanLink Endpoint
WPs| Neme |Run| Script MaxRate | TxPkts | RxPkts | TxRate | TxDrop%| Dropped | TxFailed |Failed-Liate| T Bytes |

(4] IL

[v]

Logged into: 192.168.100.106:4002 as: Admin

B. Create a WanlLink

WL-01 - CrEih/Mudify WanLink

)X

) Iapply | oisplay wanunk & wanpaths || cancel
Wanink Information WanLink Information
Name [ Pass-Through [ HW Pass-Through
glesets [cusTom [~] [] Coupled-Mode ] Kernel-Mode
Endpoint A Endpoint B Resource: [2 iress0-10se) [~]
Port: 1 (ethl) ~|[2eth2) <] rpt Timer: [t 0w B
Transfer Rate: |1 (1.544 Mbps) | w|[TL (1.544 Mbps) | w
Endpoint A Endpoint B
Delay: snall (20 ns) «|[z0 (30 ns) gl | Reordersreat fesro (o4 <] om =
PR 26 (%) galzere () Y|  |pupFreq [zero e [][zero tew) [~]
zero (0 us) v ||zero (0 us) -
litter: Drop Burst: . ‘ m‘l ‘m 1 | m‘l ‘
e zero (0%) w|lzero (%) -
Reorder Amt:  ma [L | w20 [ | = 20 |
[ Script I Script |

. To simulate a WAN, enter a specific amount of delay or other impairment
For this example, enter 20ms of delay for Entry Point A and 30ms of delay for Entry Point B

Be sure to set the correct ports and fransfer rate for each Entry Point

O 0 = >

Click OK when done
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C. Verify the Wanlink was created

LANforge Manager Version(5.3.6) v [~ (x

[ stopan | [ d3start Manager | | Refresh | [ Hee

WARNING: This will restart the server processes!
Layer4 | Generic | TestMgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | wAP Stations | Messages |
Status | Llayer3 | L3Endps | VolP/RTP | VoIP/RTPEndps | Ar 1| Wanlinks | Attenustors | Filed0 |

Contral Reporting Tear-Off Info Plugins

Rpt Timer: [fast (1 s) | w[Go] Test Manager [all -
CIHide Stopped [ Display || creste || Modify || Batch Modity | | Delete |
anLinks for Selected Test Manager
Name M State | Endpoints (A=B) | PktTxA—B | PkiTxA<B | BpsRxB | BpsRxA | Rpt Timer
WLO1 Stopped |WLD1-A === WL-... | of o 1,544,000] 1,544,000 1.00¢
[l ] [D]

All WanlLink Endpoint

|Run| Script | MaxRate | TwPkts | RxPkts | TxRate | TxDrop%| Dropped | TwFailed |Failed-late| TX Bytes |
| T [None | 1.544,000( o of 0| of o o 0| 0|
| 1 [None | 1.544,000 of of of of of o of 0|
(4] Il To]

Logged into: 192.168.100.106:4002 as: Admin

D. Go to the Status tab and click Netsmith to view the graphical representation of the WanLink

e =

LANforge Manager Version(5.4.3) ~) (&) (¢
Control Reporting Windgws Info Tests
| chamberview | [ stopal | [ Restart Manager | [ Befresh | [ HErP
Status | Port Mgr | Layer-3 | L3 Endps | Layer 4-7 | WanLinks | Resource Mgr | Alerts | [ warnings | wifi =]
License Info Current Users Saved Test Configurations
Licenses expire in: 656 days * Adimin from:127.0.0.1 )
e Configuration: ‘FACTOR‘QDFLT |v‘ [ Load |
Support expires in: 656 days ‘ Download DB ‘ ‘ | Delete |
Status View: |Ports by Resource Name: ‘ ‘ | Save |
Realm 0
Manager/Resource 1
n ]
" [
"
Netsmith
Logged in to: localhost:4002 as: Admin 2 stations: 21 07 00

E. This is the general form of a Bridged Mode WanLink in Netsmith. It consists of two 0.0.0.0 IP addressed
ports with a vertical bar between them.

for If0350-10ac(1.1) Version: 5.3.6 ~) A (X
irtual Routers and Connections =

=
Mgt-ethu
192,168.100.106/24
Right-click/double-click/drag supported| [ ]
W Router Port
@ B Ports
= Stopped FIRE CX
® Running FIRE CX
= Serves DHCP to incoming requests.
= Applies NAT to outgoing packets.
* Router supports OSPF
Router supports Multicast
* Router supports BGP ethl Stg% & =
Router supports IPv6 e WL-01 A
= PeerICE cX o <-1ms, 1.544 Mbps B 20 ms, 1.544 Mbps =
M Edge Port
Collision Domain h

= ctopped WanLink
=== Running WanLink

M Phantom/Unknown
m— 3 TX over last 3s
=% Drop over last 60s
|——Metwork Connection
- Stopped FIRE
|——Running FIRE

[~ Peer ICE

|——Bridge Active

—— Bridge Configured
——Parent/Child

[T |
Close
Cancel Apply

WanlLinks

Show Legend| [¥] Fire Info Print sync Apply
1

Port Names ~[] Fire Names Zero-IPv4s Apply Progress
ser WanLinks Parents [ col. Domains [] IPv6s
WanLink Config

anLink Names

Netsmith Status:

For more information see LANforge-GUI User Guide: WanLinks (ICE)

3. Run traffic and verify results.
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A. Right-click on the WanLink and select Toggle WanlLink to allow traffic to flow from a fransmitting

device to areceiving device

g ion for : If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection:

Mg etho
192.168.100.106/24
[ ]

Right-click/double-click/drag supported
M Router Port
= B Ports
= Stopped FIRE CX
® Running FIRE CX
= Serves DHCP to incoming requests.
= Applies NAT to outgoing packets.
* Router supports OSPF
Router supports Multicast
* Router supports BGP ethl Stg% o
Router supports IPv6 B WL-01 e
" PeerICE CX =-1ms, 1.544 Mbps | pisplay WanLink & WanPaths
M Edge Port Connect
Collision Domain
= Stopped Wanlink oy
=== Running WanLink Toggle WEHU¥
M Phantom/Unknown Modify WanLin
% TX over last 3s Modify Port
=— % Drop over last 60s ErErie Pt
[—Network Connection
- stopped FIRE SR
|—— Running FIRE Reset Port
——Peer ICE Delete Port
I——Bridge Active Delete WanlLink
—— Bridge Configured Delete
——Parent/child

Il

anLinks Show Legend [¥] Fire

Port Names [] Fire Names

Pvds Info Print sync Apply
1

anlink Names Zero-IPvs Apply Progress

eer WanLinks

Parents [ col. Domains [] IPv6s
Netsmith Status:
[¥] WanLink Config

Close

Cancel Apph

B. The transmitting/receiving devices can be just about anything that generates and receives traffic

such as a web server and client or a pair of LANforge-FIRE ports.

g ion for : If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection:

Mgt-ethu
192,168.100.106/24
Right-click/double-click/drag supported| u

M Router Port

= B Ports

Stopped FIRE CX

Running FIRE €X

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF

Router supports Multicast

TR R R

* Router supports BGP ethl sth2
Router supports IPv6 LY e WL-OL =”‘”f”

= PeerICE CX =-1ms, 1.544 Mbps B 20 ms, 1.544 Mbps ->

M Edge Port

Collision Domain
= ctopped WanLink
=== Running WanLink
M Phantom/Unknown
% TX over last 3s h
=% Drop over last 60s
|—— MNetwork Connection
- stopped FIRE
|——Running FIRE
[~ Peer ICE
|——Bridge Active
—— Bridge Configured
——Parent/Child

4] I

L]

Wanlinks Show Legend| [v] Fire IPvds Info Print sync Apply
p!

anlink Names [7] Port Names [] Fire Names Zero-IPvs Apply Progress: 1
Parents [ col. Domains [] IPv6s

eer WanLinks
Netsmith Status:

anLink Config

Close
Cancel Apply

A. Right-click the WanlLink and select Display WanLink




C. View the WanlLink display

‘WanLink Display: WL-01 Manager: 192.168.100.106 ~) (&) (¢
Endpoint: WL-01-A (1.1.1.1) Endpoint: WL-01-B (1.1.2.2)
g [] 30-sec Averages [] 30-sec Averages o
WAN Speed: 1.544 Mbps TXRate:  207.778 Kbps WAN Speed: 1.544 Mbps TX Rate: 1.558 Mbps
RX Rate: 207.778 Kbps  TX Pkts: 250857 RX Rate: 1.558 Mbps TX Pkts: 33024
Dropped: 0 Duplicated: 0 Dropped: 0 Duplicated: 0
Reordered: 0 TX Failed: 0 Reordered: 0 TX Failed: 0
4,295 Gbps 4.295 gbps
16777 Whps 16777 Mepe
65,536 Kbpz - |- 65.536 Kbps
256 bpz [+ 256 bps
0 bps 0 bps
Rx Bytes Dropped [Record-Dropped] Rx Bytes Dropped [R
L544 Whps 1548 Mz
1158 Mgz | ERECE™
772 kbps | 772 Kbps
206 Kbps 206 Kbps
79KB obe: I obes 75KB
Bacdog Ry Throughput [R: d] R Throughput || ed] Backlog

Paths for WanLink Endpoint: WL-01-

Name \ Tx Rate | Dlsabled\ ! | IF \ Filter Pattern | T® Pkts|Rx Pkts\ TX Bytes \ RX Bytes| Dropped | Dup Pkts\ [o]d
N
(Kl Il J [
WanPaths for WanLink Endpoint: WL-01-8
Name | TxRate |Disabled| ! | IF | Filter Pattern | T Pkts | Rx Pkts| TX Bytes | RX Bytes | Dropped | Dup Pkis| 0¢

[«] i |

[ Pause Display ‘ Print ‘ ‘ Modify ‘ ‘ Stop | | Refresh ‘ ‘ Clear | | Close ‘

For more information see Refer to the LANforge FIRE Cookbook to run traffic.

4. View the Wanlinks tab

Control Reporting Tear-Off Info Plugins

‘ Restart Manager ‘ ‘ Refresh ‘ HELP
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | layer3 | L3Endps | VoIPRTP | VoIP/RTP Endps [ A 1 | Wanlinks | Attenuators | Filed0 |

Rpt Timer: ‘fast 1s) |v|Gn| Test Manager |aH ‘v‘
[ Hide Stopped [ bisplay |[ create |[ Mediy || gatch Modify | [ Delete |
WanLinks for Selected Test Manager-
Name | EID | kM|  state | Endpoints(AeB) | PktTxA-B | PktTxA<B | BpsRxB | BpsRxA | RptTimer |
WL-01 6.2 | ] |Run WL-01 A === WL-.. | 63,510 479,5086| 1,544,000| 1,544,000] 1,000|

[+

All WanLink Endpoint:
|Run|  Script | MaxRate | TxPkis | RxPkis | TxRate# Tx Drop % | Dropped | TxFailed |Failed-Late| TX Bytes | RX Bytes |
[l |

|None | 1,544,000 479.506] 63,516] 1,545,125 0| 0[42,183.816] 5.588.544]
[ ] [Mone | 1.544.000] 63,510 479,512 206,004 o] of of 0 5.588.016[42.184,344]

[4] I T

Logged in to: 192.168.100.106:4002 as: Admin

A. Selecting a WanLink automatically selects the WanLink Endpoints on the bottom panel

B. Scroll to the right on the bottom panel fo note the Serialization Delay (delay injected by LANforge to
account for packet size and transfer rate). Also, the WanLink must have a high enough transfer rate
to pass all the traffic. In other words, if a layer-3 connection is sending 100Mbps of traffic, the
WanlLink must allow at least 100Mbps fransfer rate

In this case, SD = (1514 bytes * 8 bits/byte) / 1.544Mbps = 7.8ms

D. The total delay as experienced by the transmitting/receiving device is the sum of the WanLink
configured delay and the serialization delay which in this case would be about 28ms in one
direction and 38ms in the other.
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Bridged Mode Wanlink with Virtual Ports
and Redirect Devices

Goal: Setup a Bridged Mode Wanlink using RDDs (Redirect Devices).

In this test scenario, a LANforge-ICE Wanlink is created in Bridged Mode using Redirect Devices to illustrate an
example of how to send LANforge-FIRE traffic to yourself through LANforge-ICE. This is useful when physical
ports are in short supply and a proof-of-concept test is needed. NOTE: THIS WILL NOT WORK PROPERLY WITHOUT
THE INSTALLATION OF THE CANDELA KERNEL.

1. Setup a Netsmith Connection.

A. Go to the Status tab and click Netsmith

oy = - = = B —ae -
LANforge Manager Version(5.4.3) kel
Control Reporting Windows Info Tests
[ chamberyiew | [ stopal | [ Restart Manager | [ mefresh | [ ELP
Status | Port Mgr | Layer-3 | L3 Endps | Layer 4-7 | WanLinks | Resource Mgr | Alerts | Messages | Warnings | WifiMessages | +
License Info Current Users Saved Test Configurations
Licenses expire in: 656 days * Adimin from:127.0.0.1 .
e Configuration: ‘FACTOR‘QDFLT |v‘ [ Load |
Support expires in: 656 days ‘ Download DB ‘ ‘ sho | Delete |
Status View: |Ports by Resource Lz ‘ I[ S |
Realm 0
ManageriResource 1
n i
]
.
Netsmith
Logged in to: localhost:4002 as: Admin 2 stations: 21 03 00
e
B. Right-click inside the Netsmith window and select New Connection
weou s sy st ||t S THE . CUNL NIEW STaikil ISIIE NS
/| Netsmith configuration for Resource: If0350-c8dc(1.1) Version: 5.4.3 ) (=) (¢
rtual Routers and Connaction
-
@
2
Mgt-etho
162.168.1.3/24
ethl
il 152.168,42.7/23
= sth2
[ u
wiphy0 wiphyl
i !" L]
|
th / \wian1
F | wlano u
]
F | New Router
New Connection
NeWw Bridge
WanLinks [ show Legend re 1Pvas Info Print Sync Apply ose

WanLink Names [] Port Names ire Names  [] Zero4Pvas apply Progress 10¢ p
Peer WanLinks Parents Col. Domains []IPvGs

Cancel Apply

Netsmith Status:

[ WanlLink Config



. Accept defaults, Auto Create everything and click OK
oA~ T— —

e "

LIS CUIL MIEW. Seditli Ieiiiid, neiy

/| Netsmith configuration for Resource: If03

50-c8dc(1.1) Version: 5.4.3

Mgtrethﬂ
192,168.1.3/24

ethl
192168.42.7/23

rtual Routers and Connection:

|
eth2

[ u

wiphyO  wiphyl
i . . phy
|
t / \wlanl
= wlano [ ]
1 rddvRO i

A - -

[¥] WanLinks [J Show Legend [¥] Fire
WanLink Names [] Port Names
Parents

¥ IPvas

[]Zero-Pvds apply Progress
[¥] Col. Domains []IPv6s

ire Names
Peer WanLinks

WanLink Config

A. NOTE: The new connection consists of two pairs of Redirect Devices, Port 1A, 1B and Port

2A. 2B and a WanlLink. The new connection is not created until you click the Apply button

in the Netsmith window.

. Apply the new connection

e [ e T R T T R e

e "

CUE EUIL VISV Seaitll deiiiiial, 0y

Netsmith configuration for Resource: If03

50-c8dc(1.1) Version: 5.4.3

Mgtrethﬂ
192,168.1.3/24

ethl
192168.42.7/23

irtual Routers and Connection

l
eth2
[ u
wiphy0  wiphyl
:l . . Phy:
[
t / \wian1
o wlano | |
[ |
rddvRO § VRWL-1.1.000 rddvRl

<-0us, 1,544 Mbps B 0 us, 1,544 Mbps =

WanLinks [ Show Legend
Wwanlink Names [¢] Port Names

Parents

] IPvas
[l zero-Pvas appl
[ Col. Domains []IPvés

re

ire Names

Peer WanLinks
Netsmith Statu:

[v] WanLink Config

Info Print Sync

ly changes, but do not close the current window to allow mo

5

A. NOTE: The new connection is created and has a Bridged Mode WanLink between Redirect

Device ports 1B and 2B which are shown as smaller,
a vertical bar (WanLink).

green squares (B-Ports) connected by

For more information see LANforge-GUI User Guide: Virtual Interfaces

2. Setup the Wanlink.
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A. Right-click the WanlLink and select Modify WanLink

-~} ] et ) ot S T CURL VISV St AL DS
= Netsmith configuration for Resource: If0350-c8dc(1.1) Version: 5.4.3 ~) (~) (x

rtual Routers and Connection:

Mgtrethﬂ
192,168.1.3/24

ethl
192168.42.7/23
eth2
u

wiphyO  wiphyl
. A

1T |

=

wlan0

i VRWL-L.1,000 AR
<-0 us, 1.544 Mbps | Display WanLink & WanPaths

Connect

Modify

Toggle WanLink

Modify WanLink

Mndlfy*?nrt

Create Ports

sniff Port

Reset Port

Delete Port

Delete WanlLink

Delete

WanLinks [] Show Legend [¥] Fire IPvds Info Print Sync Apply Close

WanLink Names Fire Names [] ZerodPvds Apply Progress: 100

eer WanLinks Col. Demains []IPv6s
Netsmith Status:
WanlLink Config

B. Verify that the B-side ports of the Redirect Device pairs (rddVROb and rddVR1b) are configured

rrrrrr o mamo oo —eees oo , R et sy e s eovw .
VRWL-1.1.000 - Create/Modify WanLink <) () @
l:‘ ‘ Display WanLink & WanPaths H sync H Apply | cancel ‘
wanLink Information WanLink Information
Name: fVRWL-1.1.000 [ Pass-Through [] HW Pass-Through
s ‘CUSTOM "H [] Coupled-Mode [] kernel-Mode
Endpoint A Endpoint & Resource: B [~]
Port: 12 (rddvRob) | (14 (rddwR1b) - Rpt Timer: ‘fast ) |v”
Transfer Rate: [T (1544 ops) | |[11 (1.544 Hops) | w
Endpoint A Endpoint B |
ik Eersi(ius) gizero {0 us) T |Reorderfreq:  [zero (o%) [=][zro (o) [~] ’
Drop-Freq: zero (O%) o (o) ~|  |pupreq: [zero (%) || [zere @) -]
Jitter: zero (0 us) v |[zero (0 us) ™ N bt n ‘ - ‘1 ‘m;n i ‘ - ‘1 ‘
Jitter-Freq: zero (0%) w [|zera (0%) -
Reorderamt:  BeRL ‘ . ‘20 ‘ — ‘ . ‘20 ‘
[ Script I Script |
=
S ||
A. NOTE: Be sure to set the impairment, if any, and transfer rate
B. Click OK when done
C. Right-click on the WanlLink and select Toggle Wanlink fo Running (green)
seon [ e fdsne ) |ons S THE CUNLNICW. STaiLil ISHmIal nE
/| Netsmith configuration for Resource: If0350-c8dc(1.1) Version: 5.4.3 ) (=) (¢
rtual Routers and Connaction
~
N
2
Mgt-etho
1;2‘168.1‘3124
ethl
F | 192,168.42.7/23
eth2
] u
wiphyO  wiphyl
:l ] . phy-
| ‘
th / \wlanl
= wlan0
rddvR0O VRWL-1.1,000 rddvR1
<-0us, 1.544 Mbps | Display WanlLink & WanPaths
Connect
Modify
Togjle Wanlink
Modify WanLink
Modify Port
Create Ports
Sniff Port
Reset Port
Delete Port
Delete WanLink
Delete
WanLinks Fire [¥]1Pvas Info Print Sync Apply Close
WanLink Names Fire Names [] Zero{Pvds Apply Progress: Cancel Apply
eer WanlLinks Parents Col. Domains []IPvGs

Netsmith Status:

[ WanlLink Config

For more information see LANforge-GUI User Guide: WanlLinks (ICE)

3. Setup the ports.
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Right-click port rddVR0O and select Modify Port
© roviications Piaces system T 5| @ A Ejezsmnc [l ) Fivar 12, 115039

E3 m Mate Terminal 4] LANforge Manager V... & [LANforge-GUI User Gul.. 2] Netsmith configuration ..

LANforge Manager Version(s.4.3)

Control Beporting Windgws. [nfo. Tests

chamber view stopal ] [ RestartManager gefresh

L

Status | Port Mgr | Leyer:3 | [3Enps | Layer Resourd Netsmith configuration for Resource: 1f0350-c8dc(1.1) Version: 9 -
Ucense nfo Current Users and Connect
Ucenses exic i 656 dos *hdin 127001

s fer127001

Support expires n: 655 days.

status View [Ports by Resource |

Reamo

Mgtstho
Y5168 3720
e
152168.42.7123
T
"

oo
SEO o
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Assign an IP address and Network Mask to rddVRO

’ LANforae Manader Version(5.4.3) CINESS
F rddVRO (If0350-c8dc) Configure Settings ) (&) (x
Port Status Information E
Current: LINK-UP PROBE-ERROR TSO GS0 GRO 1
3 Driver Info: Port Type: Redirect-Device Feer: rddVR0b i
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& Port Configurables
Enable General Interface Settings Part Rates Advert Rates
9 [Osermac O
own x-Mg lostname:
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IP Mask: 255.255.255.0 Link IPv6: AUTO O O
s Gateway IP: 0.0.0.0 IPv6 GW: AUTO O O
CHme Alias: T 1500 O O
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[]ows [
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B Rpt Timer: nediun (8 '5) || wiFi Bridge: NONE [~
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O 4
‘ Print H Display | ‘ Probe H Sync ‘
Right-click port rddVR1 and select Modify Port
[ | caye ) s ]| DS TS CUIL VIEW. SEdiLil IS S
q Netsmith configuration for Resource: If0350-c8dc(1.1) Version: 5.4.3 ~) () (%

rtual Routers and Connection:

.
.
.
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Ll
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E rddvR0
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Toggle WanLink
Modify WanLink
Modify Port S
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Delete Port
Delete WanLink
Delete
WanLinks [Jshow Legend [¥] Fire [v]1Pvas Info Print Sync Apply Close
WanLink Names [] Port Names Fire Names  [] Zero-Pvas apply Progress 100

Peer WanLinks Parents Col. Domains []IPvGs
Netsmith Status:
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D. Assign an IP address and Network Mask to rddVR1

LANforge Version(5.4.3) ICINTY]
F rddVR1 (If0350-c8dc) Configure Settings ) () (x
Port Status Information i
4 Current:  LINK-UP PROBE-ERROR TS0 GS0 GRO 1
— Driver Info: Port Type: Redirect-Device Peer: rddVR1b 3
i
L Port Configurables
Enable Genaral Interfaca Sattings Port Rates Advert Rates
R [Jsermac O
[ Set™ 0 Len [ Down [ Ausxc-Mgt DHCP Hostname: one — [+] =
3 [] secMTU [ DHCP-IPug DHCP Vendor ID: [}
DNS Servers:  [BLANK Peer IP: NA 0O 1
e
[secsidgermfe R Address: 10011101 Global IPvs: AUTO O .
IP Mask: 255.255.255.0 Link IPv6: AUTO [re O
S Gateway IP: 0.0.0.0 IPv6 GW: AUTO O O
[ wre Alias: 1500 [ O
[JFrP Je:24:c9:61:34:8b 1000 =
R rro— E— =
RADIUS =
: etrmer fodur G o) |x]wnoge  pow o] O
| []wsecclien 0O
el [ tPsectpstream | : e 0
O 4
‘ Print H Display | ‘ Probe H Sync ‘ | Apply

A. NOTE: As an alternate method to set Network Mask, enter a / followed by the number of
mask bits affer the IP address. In this case, /24 is equivalent to 255.255.255.0

E. Select the IPv4ds checkbox at the bottom of the Netsmith window to verify port configuration

il I ) IR R L N T CULL VIEW Dtallil eiuien nep
= Netsmith configuration for Resourc f0350-c8dc(1.1) Version: 5.4.3 ) (~) (x
rtual Routers and Connectior
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=-0us, 1.544 Mbps ¥ 0 us, 1.544 Mbps -=
WanlLinks [] show Legend re V] 1Pvas Info Print Sync Apply

WanLink Names ort Names

Parents

ire Names  []Zero-Pv4s Apply Progress:

[¥] Col. Domains []IPvEs

Peer WanLinks
WanlLink Config

Netsmith Status:

Close
Cancel Apply

F. Go to the Port Mgr tab to verify

port configuration

e —— e i
LANforge Manager Version(5.4.3) ) (a) (x
Control Reporting Windgws Info Tests
\ Chamber View | \ Stop Al \ \ Restart Manager \ | Refresh | \ HELP
Status | Port Mgr [ Layer-3 | L3 Endps [ Layer 4-7 | WanLinks | Resource Mgr | Alerts | Messages | warnings | Wifi-Messages | +
Disps [192.168.1.3:1 | | Sniff Packets ‘ Down Clear Courters ‘ ‘ Reset Port ‘ ‘ Delete ‘
Rpt Timer: [nediun (8 '5) [~]| Apply | CIvRF Display || create || modfy |[ Batehmodiy |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port | 2| T P SEC| Alias e RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX bps o
11.00 192.168.1.3 0 etho 12,587,573 143,206 39 22,947 48,826,836 162,993 44 207.8
1.1.00 192.168.42.7 0 ethl 405,312 6,727 1 489, 10,392 112 o]
11.02 0.0.00 0 eth2 0 0 0 0 0 0 0
1.1.03 0.0.0.0 0 wiphy0 145,811 9,157 1 0 7,360 52 o]
1.1.04 0.0.00 0 wiphyl 0 3,948 0 0 0 0 o]
11.05 0.0.0.0 ] wlan0 wiphy0 0 0 o] 0 0 0 0
11.07 0.0.0.0 0 wlanl wiphyl 0 0 0 0 0 0 0
1.1.11 100.1.1.100 0 rddvR0  rddV... 1,546 18 0 0 2,232 28! 0
1112 0.0.0.0 0 rddvROb rddV... 2,232 28 0 0 1,546 19 0
1.1.13 100.1.1.101 0 rddvR1 rddv... 1,546 19 0 0 2,252 28 0
11.14 0.0.0.0 0 rddvRlb rddV... 2,252 28 0 0 1,546 19 0
[4] Il J [+]
Logged in to: localhost:4002 as: Admin 2 stations: 21 01 00}
e

A. NOTE: The Bridged Mode Wanlink is connected between rddVROb and rddVR1b which
both have 0.0.0.0 IP addresses

For more information see LANforge-GUI User Guide: Ports (Interfaces)

4. Create a Layer-3 Connection.


http://www.candelatech.com/lfgui_ug.php#port

A. Go to the Layer-3 tab and click Create

[ R

e a—eiegm e mmm e o

L g g Versi 4.3) v () (%

Control Reporting Windows Info Tests

‘ Chamber View | ‘ Stop All ‘ ‘ Restart Manager ‘ | Refresh | ‘ HELP
status | Port Mgr [ Layer-3 | L3 Endps | Layer 4-7 | WanLinks | Resource Mgr | Alerts | Messages | warnings | wifi-Messages | +

View ‘U-SUD |V|Gn| ‘ Display HEiEﬂ‘ Modify ‘ ‘ Delete ‘

ross Connects for Selected Test Manager

Test Managar‘aH |v‘ ‘ select All H start + H stop - H Quiesce

Name Type | State ‘ Pkt RxA | PktFRxB Bps Rx A Bps Rx B ‘RxDrup%A‘F\xDmp%E Drep Pkts A| Drop Pkts
[ 1l 0]
Logged in to: localhost:4002 as: Admin 2 stations: 21 03 09

B. The RDD-FIRE connection will use the A-side ports of the Redirect Device pairs
L 4.3) el
i RDD-FIRE - Create/Modify Cross Connect ) (a) (x
D [ oispiay || sync |[ Batchcreate || appy cancel |
E Cross-Connect Cross-Connect E
CX Name: |RDD-FIRE Report Timer: ‘fast 1 s |, H
CXType |Lanforge / uop [~]
Endpoint A Endpoint B
Endpoint A Endpoint B Pld pattern increasing « |[increasing -
- . 1f -cBdc. - 1f -c8dc -
Resource: 1 (1£0350-c8dc) 1 (1f8350-c8dc) i e Ao ¥ | |AUTO v
Port 11 (rddVRO) - |[13 (rdavR1) 2] Ve port — o -
— Mif . bps - bps . -
Min Tx Rate: IR =t R e Min Duration:  [Ferever ~|[Forever -
Sane +|[sone -~
Ve Tx Rate: Max Duration:  [Sane ¥ | |sane x| |5
. uoP Pld 1.472 B LDP P1d 1,472 B
MIDED) siec: L L= ! D7) i peconn: o9 ~o tone ~
Max PDU Size: ~ |Same [ 2ne Tl |maxReconn: [came + |[sane =2
P Tos: Best Effort  (0) - |[gest Effort (@) =) Juuticonn e S| ) =
Pkis To Send:  |Infinite | finite d [ Auto-Helper [ Auto-Helper
[ Script I script ]
1 [ Thresholds Il Thresholds |
od

A. NOTE: These are the ports rddVRO and rddVR1 that were assigned IP addresses in step 2

C. Verify the Layer-3 connection was created

[ — ey g g et e mme e e —

LANforge Manager Version(5.4.3) ) (2) (¢
Control Reporting Windows Info Tests

[ chamberyiew | [ stopal | [ Restart Manager | [ mefresh | [ ELP
Status | Port Mgr | Layer-3 | L3 Endps | Layer 4-7 | Wanlinks | Resource Mgr | Alerts | Messages | Warnings | Wifi-Messages | + |

View [o-s00 [=]es] [ Display |[ [create | modry | [ pelete |

Test Manager‘aH |v‘ ‘ Select All H Start + H Stop - H Quiesce

ross Connects for Selected Test Manager:

Name Type Pkt Rx B Bps Rx A Drop Pkts Af Drop Pkts

State ‘ Pkt R A

Bps Rx B RxDrop%#RxDmp%E

RDD-FIRE LF/UDP |Stopped 0 0 0 0 0 0 0

(4] 1l 0]

Logged in to: localhest:4002 as: Admin
e

For more information see LANforge-GUI User Guide: Layer-3 Cross Connects (FIRE)
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5. Run LANforge-FIRE to yourself through LANforge-ICE!

A. Select the Layer-3 Cross Connect and click Start

[ N — e — —
LANforge Manager Version(5.4.3) x) () (X
Control Reporting Windgws Info Tests
| chamberview | [ stopal | [ Restart Manager | [ mefresh | [ HEP
status | Port Mgr [ Layer-3 [ L3 Endps [ Layer 4-7 | WanLinks | Resource Mgr | Alerts | Messages | warnings | wifi-Messages | +
Rpt Timer: [fast (1 s) Test Manager‘a\\ |v‘ ‘ select Al ‘ start‘-J‘ Stop - H Quiesce |
View [o-s00 [+]es] [ isplay |[ create |[ Modify | [ Delete |
ross Connects for Selected Test Manager
Name Type | State ‘ Pt Rx A ‘ Pkt R B Bps Rx A Bps Rx B R Drop % Al Rx Drop % B| Drop Pkts A| Drop Pkts
RODD-FIRE LF/UDP Run 0 0 0 0 100 100 171,050 191,51
(4] 1l ]

Logged in to: localhost:4002 as: Admin

B. Click Display to show the Layer-3 Cross Connect details

Cross Connect: RDD-FIRE Manager: localhost 0 @) &
Port Endpoint e RMat awem o lwdat port Endpoint B RMat mm o wdat
Mooz P A2 e B0 ages Bl agay
Resource: K03s0<cBde || ED: 111112 e Bo 1nsss Resource: li03s0-cade || ED: 111313 W S Bl 1am
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[ 10012200 || MaxTX: 1 Gbps ' [ 20011100 || MacTX 1Gbps sk ey
| |bpstc  s26s5mbps || RxRate: 1so1mbps | ZEiaw o Smie bpsTX 123187 Mbps || RXRate: 0bps WA o B aea0
]| - e m o s maD 2~15 Dropped: || |ppsc 10012 RXPits: 3378 D 2715 20 2715
T [sesrx ro7smens || rxorop: 2809528 1024 1024 |ysor155 || |BesRX  37163Kbps || RXDrop: 2587135 1024 1024
PpsRK 89 T Phes: 2627440 32 32 PpsRX 31 TXPhes: 2830630 32 32
3 0
Errors: 0 Tvpe:  LFUDP - Drone R T G Errors: 0 Type:  LFUDP r Drops iz RxGap
— G5 mgza i A7 e Bb AgEl0 3D g7
ot s wasase P, 0.3098 il 50 wasasme D% 0.49142
e sy e Packets: Sl =
C O 5 mogy  E
Toe's 2720 s 2~20 2720 faen 2~20
b By Sle el 2 Sie mes e
| 1024 1024 Dropped 1024 1024
» o 32 32 O 32 32
| rxErmor-eks Ricdropped-kts rx Throughput o o 2809628 || “RXError-Pkts RXDropped-Pkts Fx Throughput o o
[IPause Display Erint stop syne Dynamic Beport Mogy dlgar Close

C. Go to the Status tab and click Netsmith to view the graphical representation of the setup

[ — e s——— T —
Netsmith configuration for Resource: 1f0350-c8dc(1.1) Version: 5.4.3 ) (2) (%
rtual Routers and Connection
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[¥] WanLinks [[] Show Legend [¥] Fire IPvds Info Print sync Apply
[

anlink Names 7] Port Names Fire Names  [] ZerodPvas apply Progress: 1 Cancel Apply
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i : Netsmith Status:
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D. Right-click on the WanLink and select Display WanlLink to display the WanLink details

WanLink Display: VRWL-1.1.000 Manager: localhost ) (a) ()
Endpoint: VRWL-1.1.000-A (1.1.12.10) ———————— ———— Endpoint: VRWL-1.1.0008 (1.1.14.11)
o8 [[] 30-sec Averages [] 30-sec Averages
'WAN Speed: 1.544 Mbps TX Rate: 336 bps WAN Speed: 1,544 Mbps TX Rate: 1.543 Mbps
RX Rate: 336 bps TX Pkts: 24816 RX Rate: 90.255 Mbps  TX Pkts: 5788
Dropped: 266314 Duplicated: 0 Dropped: 1350614 Duplicated: 0
Reordered: 0 TX Failed: 0 Reordered: 0 TX Failed: 0
4295 Gbps 4.295 Gbpe
16777 Whps 16,777 Mbps
65,526 Kbps 65,536 Kbz
256 bps 256 bps
0 bps 0 bps
Rx Bytes Dropped || d] Rx Bytes Dropped ||
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T5KE abps 0bpz 12 KH
Bacdog Ry Throughput [R Rx Throughput [R Backlog

‘anPaths for WanLink Endpeint: VRWL-1.1,000-

Mame | TxRate |Disabled| | | IF | Filter Pattern Tx Pkts | Rx Pkts| TX Bytes | RX Bytes | Dropped | Dup Pkts| 0C
4] Il I 0}
WanPaths for WanLink Endpoint: VRWL-1.1,000-
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s
an
[4] I I Te]

Modify ‘ | Stop ‘ ‘ Refresh ‘ ‘ Clear ‘ ‘ Close |

Display Selected Paths [] Pause Display ‘ Brint |

M Wanlinks with Virtual
Routers

Goal: Setup a Routed Mode WanlLink between two Virtual Routers.

In this test scenario, LANforge-ICE is used to simulate a routed network where incoming traffic on one port is
sent through one Virtual Router then through a WanlLink, then through a second Virtual Router and then finally
out to a port on a different network.

1. Setup a Netsmith Connection.

A. Go to the Status tab and click Netsmith

O T —
LANforge Manager Version(5.4.3) ) (a) (x
Control Reporting Windgws Info Tests
Chamber View Stop All Restart Manager Refresh HELP
P tel
Status | Port Mgr | Layer3 | L3Endps | Layer 47 | Wanlinks | Resource Mgr | Alerts | ["warnings | wifi '+
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Licenses expire in: 656 days * Admin frem:127.0.0.1 .
et Configuration:  [FACTORY DFLT [+][  toad |
Support expires in: 656 days \ Download DB \ \ w Progress \ | Delete |
Status View: |Ports by Resource : Hame ‘ ‘ | fag |
Realm 0
Manager/Resource 1
(]
" ]
"

Netsmith

2 stations: 22 07 0@

Logged in to: localhost: 4002 as: Admin




Right-click in the Netsmith window and select New Connection
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Accept defaults, Auto Create everything then click OK
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D. Click Apply in the Netsmith window to create the connection

-~} ] et ) ot S T CURL VISV St AL DS
= Netsmith configuration for Resource: If0350-c8dc(1.1) Version: 5.4.3 ~) (~) (x
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For more information see LANforge-GUI User Guide: Netsmith
2. Setup two Virtual Routers.

A. Right-click in the Netsmith window and select New Router

Netsmith configuration for Resource: [f0350-10ac(1.1) Version: 5.3.6 ) (~) (x
irtual Routers and Connection: =

Right-click/double-click/drag supported
M Router Port
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B
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Peer ICE CX
M Edge Port
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|— MNetwork Connection
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|——Running FIRE .E
—— Peer ICE
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— Parent/child
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how Legend [¢] Fire IPv4s Info Print Sync Apply Close
ort Names  [] Fire Names [ Zero-IPv4s apply Progress: Cancel Apply
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Wanlinks
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Peer WanlLinks

Netsmith Status:
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B. Accept defaults, or change the name, graphical size and notes about the Virtual Router.

g ion for : If0350-10ac(1.1) Version: 5.3.6 .

rtual Routers and Connectior

[+ ]

@, Right-click/double-click/drag supported|
" |™ Router Port
. |w ppart

Create/Modify Virtual Router
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Cancel Apply
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Netsmith Status:
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A. Click OK when done

C. Click the Apply button and repeat for the second Virtual Router

for If0350-10ac(1.1) Version: 5.3.6 -2

rtual Routers and Connectior
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[ D]
how Legend [¥] Fire IPvas Info Print Sync Apply Close
ort Names [] Fire Names  [] Zero-IPv4s apply Progress: Cancel Apply

A. NOTE: After making any changes to the Netsmith window, you must click Apply or your
changes will NOT be implemented and could be lost.




D. Click the Apply button followed by the Sync button

g ion for : I1f0350-10ac(1.1) Version: 5.3.6 ~) A (X
rtual Routers and Connection: ot

+ 3 Right-click/double-click/drag supported|
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Router supports IPvé

Peer ICE CX

M Edge Port
Collision Domai

= Stopped WanLink

=== Running WanLink

M Phantom/Unknown

e oot o ot

192.168.100.106/24
"% Drop over last 60s n
[——Metwork Connection

RO(1) R1(2)

O N |

v

—— stopped FIRE .Ethl o
|——Running FIRE .E
-~ Peer ICE

d

[ Bridge Configured
—— Parent/Child

[«

il [ I¥]

how Legend [ Fire IPvas Info Print sync Ap Close
ort Names [ Fire Names (] Zero-1Pvds apply Progress: 100% Compl Cancel Apply

arents [ col. Domains [] IPv6s

WanlLinks

Wanlink Names

Peer WanLinks

Netsmith Status:
WanlLink Config

A. NOTE: Clicking Sync makes sure any changes are synchronized with the current database.

B. Also, note the Netsmith Apply Progress bar displayed at the bottom of the Netsmith
window.

For more information see LANforge-GUI User Guide: Netsmith
3. Configure the ports on the ends of the WanlLink.

A. Right-click port rddVR0O and select Modify Port

g i for : If0350-10ac(1.1) Version: 5.3.6 v Al (X
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B. Assign an IP address and Network Mask.
1 5.4.3) ICINC. YN
F rddVRO (If0350-c8dc) Configure Settings ) () (x ‘
Port Status Information E
_S Current: LINK-UP PROBE-ERROR TSO G50 GRO
3 Oriver Info: Part Type: RedirsctDevice Peer: rddvRUb E
i
L Port Configurables
Enable General Interface Settings Port Rates Advert Rates
9 [Osermac [] 10bekD
[ Set 0 Len [ pown [] Aux-Mgt DHCP Hostname: [ 10sen
S1 o [Oserrmu [] DHCP-PVE DHCP Release  DHCP Vendor ID:
| o et el [] DHCP-IPva Secondary-Ps | DHCP Client ID:
[ secrr
[] Set Realles DNS Servers: BLANK Peer IP: NA E
Set ReAllFCS : &
[ Sex ridge Info P Address: 100.1.1.100 Global IPv6: \AUTO ]
IP Mask: 255.255.255.0 Link IPv: AUTO [] Renagotiate
oncies Gateway IP:  [0.0.0.0 IPV6 GW: AUTO [ Restare e [ 406D
[ e Alias: MTU: 1500 [ PRoMisC [] Flow-cantral
CFr fe:1d:d6:78:a8:@a | TX Q Len 1000 [ Rx-ALL e
RADIUS 55 NOW 5
o nediun (8 5) || wiFi Bridge: NONE 5 [l Bypass now [ UF0 Enabled
| []esececlient ) : [] Bypass Pawer-uP 0 Ensbled
90 [ ipsacupstrzam S [ Bvpass PowsrDOWN [ (RO Enabled |8
(Rt e [] Eypass Disconnect GRO Enabled [
‘ Print H Display | ‘ Probe H Sync ‘
A. This example uses 10.1.1.100 and 255.255.255.0.
C. Right-click port rddVR1 and select Modify Port
i for I 1.1) Version: 5.3.6 ~ x
rtual Routers and Connectior []
e
@, [Right-click/double-click/drag supported|
- | eren pem RO RI(3)
L [= B Ports
= stopped FIRE CX
= Running FIRE CX
= Serves DHCP to incoming requests.
= Applies NAT to outgoing packets. .
* Router supports OSPF rddVRO
| ;{nu:er suppn:s g«;:icast 100.1.1.100/24 § VRWL1.1.00 rddVRL
outer supports = 1 —%;
e S <=0 Us, 1.544 Mbps B 0 Us, 1.544 Mbps -> Display Wanlink & WanPaths
= PeerICE X EOEE
M Edge Port Modify
Collision Domain Toggle WanLink
== Stopped WanLink Modify WanLink
== Running WanLink Vodi
M Phantom/Unknown N Cr":azms
=% TX over last 35 Y8 S HR 100106724
L0 sniff Port
[=—1% Drop over last 60s u
[—Network Connection e Reset Port
| stopped FIRE B etho Delete Port
|~ Running FIRE n Delete WanLink
[~ Peer ICE Delete
[—Bridge Active
——Bridge Configured
——Parent/Child
q ] I 1]
WanlLinks Show Legend [¥] Fire 1Pvds Print syne Apply Close
Wanlink Names [i7] Port Names ] Fire Names (] Zero-Pvds apply Progress: I
Peer Wanlinks arents [] Col. Domains [] IPu6s
Netsmith Status:
] Wanlink Config
D. Assign an IP address and Network Mask.
i Version(5.4.3) (v) (s
F rddVR1 (If0350-c8dc) Configure Settings ~) (A (X ‘
Port Status Information E
T Currant:  LINK-UP PROBE-ERROR TS0 GSO GRO
— Driver Info: Port Type: Redirect-Device Peer: rddVR1b %
1]
u Port Configurables
Enzhle General Interface Settings Part Rates Advert Rates
9 [Osermac [ 10be4D
[]sesmoen [ Down [ Aux-Mgt DHCP Hostname: [ 20beo
Sl Osecrmu [] DHCP-PvE DHCP Relesse  DHCP Vendor ID:
| ES“ Clird [] DHCP-IPva Secondary-Ps | DHCP Client ID:
Set PROMISC
~ i DNS Servers:  [BLANK Peer IP: 1
[] st RealifFCs e
[ Sex ridge Info P Address: 100.1.1.101 Global IPv6: Al ]
IP Mask: 255.255.255.0 Link IPv6: AUTO [ e e
i Gateway IP: 0.0.0.0 IPVE GW: AUTO [] Restart Xewr
[ Hre Alia MTU: 1500 [ eRomisc [ FlawCantral
Il 4e:24:¢9:61:34:8b | TX Q Len 1000 o pm
RADIUS s S
u nediun (8 5) || wiFi Bridge: NONE [z 2> [] uFo Enabled
= [] IPSEC-Client o - [] Bvpass Pawer-Up Enabled
el [] 1Psec-Upstraam [] Bvpass Power-D nabled 3
4

A. This example uses 10.1.1.101 and 255.255.255.0.

For more information see LANforge-GUI User Guide: Netsmith

Drag the ends of the WanlLink info the Virtual Routers.

[ Bypass Disconnect

0 Enabled
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A. Left-click and drag rddVRO intfo Router RO(1)

for : If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection:

+ 3 Right-click/double-click/drag supported|
M Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies MAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPvé
Peer ICE CX
M Edge Port
Collision Domain
= Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 3s
"% Drop over last 60s
|=——Metwork Connection
| stopped FIRE
|——Running FIRE
[~ Peer ICE
|—Bridge Active
[ Bridge Configured
—— Parent/Child

O N |

v

RO(1)

b

ddWVRO
0p.1.1.100/24
L

R1(2)

Mgt-ethu
192.168.100.106/24
n

ethl
B eth2
n

rddvR1
100.1.1.101/

[«

Wanlinks Show Legend [] Fire

[ Fire Names

Port Names
Parents

anlink Names
eer WanLinks
WanlLink Config

[ col. Domains [] IPves

IPv4s Info Print

[ zero-Pv4s Apply Progress

syne Apply
1

Netsmith Status:

Cancel Apply

B. Left-click and drag rddVR1 into Router R1(2)

for : If0350-10ac(1.1) Versiol

+ 3 Right-click/double-click/drag supported|
M Router Port

B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.

Applies NAT to outgoing packets.

Router supports OSPF

Router supports Multicast

Router supports BGP

Router supports IPvé

Peer ICE CX

M Edge Port
Col n Domain

=== stopped WanLink

=== Running WanLink

M Phantom/Unknown

=% TX over last 3s

"% Drop over last 60s

[——Metwork Connection

- Stopped FIRE

|——Running FIRE

[~ Peer ICE

|— Bridge Active

[ Bridge Configured

—— Parent/Child

TET R R T R

v

rtual Routers and Connection:

RO(1)

rdvRo
1P0.1.1.100724 g VRWL-1.1.000

R1(2)

rddwR1
100.1.1.101/24

<-0us, 1.544 Mbps ¥ 0 us, 1.544 Mbps =

Mgt-ethu
192.168.100.106/24
n

ethl
B eth2
|

|

[¥] WanLinks
‘anLink Names

Show Legend [¥] Fire
[IFire Names

Port Names

eer WanLinks Parents

antink Config

[ Cel. Domains []IPvés

IPvds
[ zero-Pvas apply Progress

Netsmith Status:




C. Click the Apply button atf the bottom of the Netsmith window

for : If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection:

+ 3 Right-click/double-click/drag supported|
M Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies MAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPvé
Peer ICE CX
M Edge Port
Collision Domain
= Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 3s
"% Drop over last 60s
[——Metwork Connection
| stopped FIRE
|——Running FIRE
[~ Peer ICE
|—Bridge Active
[ Bridge Configured
—— Parent/Child

O N |

v

RO(1)

rdvRO
1j00.1.1.100/24

§ VRWL1.1.000

R1(2)

rddwR1
100.1.1,101/24

<-0us, 1,544 Mbps ¥ 0 us, 1.544 Mbps =

Mgt-ethu
192.168.100.106/24
n

ethl
B eth2
n

[ v |

Wanlinks Show Legend [] Fire

Port Names  [] Fire Names

anLink Names

Wanlink Config

IPvas
[ Zero-IPvds apply Progress: ||
ser WanLinks Parents [ col. Domains [] IPv6s

nfo ][ Print | [ syme |

[ close |

1

nplete

Netsmith Status:

Cancel Apply

For more information see LANforge-GUI User Guide: Netsmith
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5. Setup the Routed Mode Wanlink characteristics.

A. Right-click the WanLink and select Modify Wanlink

for

If0350-10ac(1.1) Version: 5.3.6

+ 3 Right-click/double-click/drag supported|

rtual Routers and Connection:

M Router Port GTTgE

B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.

R1(2)

rldvRO rddwR1
1j00.1.1.100/24 100.1.1.101/24

ST R RN

WanLink Names ort Names

Parents

[IFire Names
[ Col. Domains [] IPves

Peer WanLinks
Wanlink Config

Applies NAT to outgoing packets. RS

Router supports OSPF <-0us, 1,544 Mbps ¥ Display Wanlink & WanPaths

Router supports Multicast Connect
* Router supports BGP Modify

Router supports IPvé Toggle WanLink
" Peer ICE CX
W Edge Port MndﬂyW?unk

Collision Domai Madify Pol i
=== stopped WanLink Create Ports r
=== Running WanLink Sniff Port
L PI:%um/Unlknzv;n Mgt-ethu Reset Port
= overlastde 192.168.100.106/24 Delete Port
"% Drop over last 60s n
[=——MNetwork Connection e ieliste smmiie
- Stopped FIRE .E e Delete
|——Running FIRE .E
[~ Peer ICE
[—— Bridge Configured
—— Parent/Child

I ] v |
Wanlinks how Legend [ Fire IPvas info Print syne Apply Close

[ zero-Pvas apply Progress

cancel Apply

Netsmith Status:

B. Verify that the B-side ports, rddVROb and rddVR1b are filled in.

e

VRWL-1.1.000 - Create/Modify WanLink v (a) (x

asply | cancel

‘ Display WanLink & WanPaths H sync ‘

‘WanlLink Information

Name: MRWLT.1.000
Presets: ‘CUSTOM "H
Endpoint A Endpoint B

Port: 12 (rddvROb) w | (14 (rddwR1b) -
Transfer Rate: T (1.544 Mbps) - |1 (1.544 Mbps) -
Delay: zero (0 us) v |[zero (0 us) -
Drop-Fregq: zero (%) v |[zero (o%) -
Jitter: zero (0 us) w [lzero (0 us) -
Jitter-Freg: zero (%) v |[zero (o%) -

‘WanlLink Information

[Pass-Through [ HW Pass-Through

(] Coupled-Mode [ Kernel-Mode

Resource A [~]

Rpt Timer; ‘fast as) |vn
Endpoint A Endpoint B

Reorder-Freq: ‘zeru (0%) ‘szeru (%) ‘v‘

buprng o @ o) ere g

Drop Burst: min (1 ‘ = ‘1 ‘ - B ‘ - ‘1 ‘

Reorder amt:  me 1 [mfze  Jemft =20 |

[ Script Il Script |

“m

A. NOTE: Be sure to set the impairment, if any, and transfer rate.

B. Click OK when done

Right-click the WanlLink and select Toggle Wanlink to set its status fo Running (green).

for

If0350-10ac(1.1) Version: 5.3.6

irtual Routers and Connections

. |Right-click/double-clicl
" | Router Port

B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.

ag supported o

R1(2]

rddvR1
100.1.1.101/24

rddvRO
1)00.1.1.100/24

ST R R TR

WanLink Names ort Names

Parents

[IFire Names
Peer WanlLinks [ Col. Domains [] IPves

Wanlink Config

[] zero-IPvas apply Progress:

Applies NAT to outgoing packets. RYRWE ST

Router supports OSPF <-0us, 1.544 Mbps | pisplay WanLink & WanPaths

Router supports Multicast e nneet
© Router supports BGP Modify

Router supports IPvé ToggiAWanink
" Peer ICE CX .
M Edge Port Modify WanLink

Collision Domai Modify Port i
= Stopped WanLink Create Ports T
._r?unnirlg W:nLink Sniff Port

Phantom/Unknown

Mgt-etho Reset Port
= et v (it €5 157 168.100.106/24 FElse Fan:
™% Drop over last 60s [
[——MNetwork Connection e Delete Wanlink
| stopped FIRE 5 th2 Delete
|——Running FIRE .E
[~ Peer ICE
—— Bridge Configured
——Parent/Child
1 [ DN
WanLinks how Legend [~] Fire IPv4s Info Print Sync Apply Close

cancel Apply

Netsmith Status:

For more information see LANforge-GUI User Guide: Netsmith

6. Setup the physical ports.
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A. Right-click port eth1 and select Modify Port

for

: If0350-10ac(1.1) Version: 5.3.6

Right-click/double-click/drag supported|
M Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies MAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPvé
Peer ICE CX
M Edge Port
Collision Domain
= Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 3s
"% Drop over last 60s
[——Metwork Connection

O N |

v

rtual Routers and Connection:

RO(1)

rdvRO
1j00.1.1.100/24

§ VRWL1.1.000

R1(2)

rddwR1
100.1.1,101/24

<-0us, 1,544 Mbps ¥ 0 us, 1.544 Mbps =

Mgt-ethu
192.168.100.106/24
n

ethl

—— Stopped FIRE
[~ Running FIRE Display WanLink & WanPaths
— bridge Active Lownss
fBridge Configured ey
[~ Parent/Child Toggle WanLink
Modify WanLink
Modify Port b
Create Ports
Sniff Port m
Reset Port
Delete Port =
1l Delete WanlLink ‘ oLl
Wanlinks Show Legend [ Fire L Delete it

Syne Apply
1

Cancel Apply

Port Names
Parents

[CIFire Names (] Zero-Pvas apply Progress
[ col. Domains [] IPves

anlink Names
eer WanLinks
WanlLink Config

Netsmith Status:

B. Assign port eth1 an IP address and Network Mask

ethl (If0350-10ac) Configure Settings

Port Status Information
Current:  LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control PROMISC
Driver Info: Port Type: Ethernet Driver: igh(5.4.0-k) Bus: 0000:02:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1

&

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates—
[ Set IF Down 8 D
[] set MAC [ Down [ Aux-Mgt 31
[Jset XQ Len ] DHCP-PVE DHCP Vendor ID: 8
[ set Offload &
DNS Servers: [BLANK Peer IP: NA
[] set Rate Info
IP Address:  [172.1.1.1/24 Global IPv6: DELETED
[] set PROMISC [
1P Mask: 255.255.255.0 Link IPv6: DELETED o
GatewayIP:  [0.0.0.0 IPV6 GW: DELETED
Alias: MTU: 1500
[] set Bridge Info
MA 00:0d:b9:47:10:ad 1000
SO loe 5] loore 5]
—Services— /
Ee ok, lowr G131 [<] —
oFe CPUMask: [T || wiFiBrdge:  [NONE ]
[] RADIUS
(ot |[vewostms | [ewoe [ ome] [oey] [concel |

A. NOTE: This example uses 172.1.1.1 and 255.255.255.0

C. Drag port eth1 info Router RO(1)

: If0350-10ac(1.1) Version: 5.3.6
rtual Routers and Connection:

for

Right-click/double-click/drag supported|

RO(1) R1(2)

M Router Port ethl
L |= BPorts 172.].1.1/24
u

Stopped FIRE CX
Running FIRE CX a
Serves DHCP to incoming requests. 1
Applies MAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port
Collision Domain
=== stopped WanLink
=== Running WanLink
M Phantom/Unknown
m—1 9% TX over last 35
1% Drop over last 60s
[——Metwork Connection
- Stopped FIRE
|——Running FIRE
[~ Peer ICE
|—Bridge Active
[ Bridge Configured
—— Parent/Child

rddvR1
100,1.1.101/24

dvRO
00:1.1.100/24 § VRWLL1.090
<-0us, 1.544 Mbps ¥ 0 us, 1.544 Mbps ->

TE R R R R

v

Mgtrethﬂ
192.168.100.106/24
n

eth2
u

anlinks Show Legend [¥] Fire IPvés Info Print

[IFire Names  [] Zero-IPvds Apply Progress:
[ col. Domains [] IPv6s

sync Apply
1

Cancel Apply

Port Names
Parents

‘anLink Names

eer WanlLinks
wanLink Config

Netsmith Status:




D. Right-click port eth2 and select Modify Port

for If0350-10ac(1.1) Version: 5.3.6 ) (m) (x
rtual Routers and Connectior ]
L+
{1, |Right-click’double-click/drag supported|
" |MRouter Port BEET v RL(D)
L |= BPorts 172.1.1.1/24
= Stopped FIRE CX u
= Running FIRE CX
= Serves DHCP to incoming requests. Egdu\./lR‘nl‘mmza 5%%\?11 101/24
= Applies NAT to outgoing packets. EEEWELTNYE o
= <-0us, 1,544 Mbps ¥ 0 us, 1.544 Mbps =

Router supports OSPF
Router supports Multicast
* Router supports BGP
* Router supports IPvé
® Peer ICE CX
M Edge Port

Collision Domain
= Stopped WanLink
== Running WanLink
M Phantom/Unknown
e oot o ot

192.168.100.106/24

"% Drop over last 60s n
|=——Metwork Connection
| stopped FIRE

|——Running FIRE by
——Peer ICE Display WanlLink & WanPaths
[~ Bridge Active Connect
[ Bridge Cnr_\flgured Modify
—— Parent/child
Toggle WanLink
Modify WanLink
Modify P
Create Pdts =
sniff Port
Reset Port o
0 De:ete Port X ‘ oLl
[ Wantinks how Legend [#] Fire IPvas g:‘:: wankin [ swne Apply Close
¥l Wantink Names (2] Port Names [ Fire Names [ Zero-Fvas Apply Progrese: [

Peer WanLinks arents [ col. Domains [] IPv6s

Wanlink Config

Netsmith Status:

E. Assign port eth2 an IP address and Network Mask.

eth2 (Ift ) Config i Y (A) (x

Port Status Information N
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control PROMISC
Driver Info: Port Type: Ethernet Driver: igh(5.4.0-k) Bus: 0000:03:00.0 Cur: 2.5GT/s kL Max: 2.5GT/s xL

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates—
[ Set IF Down ob 10bt-HD
[ set MAC O Down [ Aux-Mgt 10btFD
[Jset ™ Q Len [] DHCPPVG e DHCP Vendor ID: 100bt-HD

e []DHCP4Pv4 | Secondary-Ps | DHCP Client ID: L0l
[ set Offload 1000D
DNS Servers: [BLANK Peer IP: NA
[] set Rate Info []10GFD
IP Address:  [172.2.2.1 Global IPv6: DELETED
[] set PROMISC []40GFD
1P Mask: 255.255.255.0 Link IPv6: DELETED
[ Set RicAlFCS [¥] Flow-Control
GatewayIP:  [0.0.0.0 IPV6 GW: DELETED
[ set Bypass
Alias: MTL 1500 —— Offload
[] set Bridge Info »
r 00:0d:b9:47:10:3e | TX Q Len 1000 [7s0 Enable

[] set cPU Mask

— Services—

= RotTimer, in (o 91 ] vt

[] RADIUS

[ GRO Enabled

\ cancel \

Cro |[vevoeas | [ o] [

A. NOTE: This example uses 172.2.2.1 and 255.255.255.0

F. If either physical port connects to a larger routed network, right-click the port and select Modify and
enter values for Next Hop and Subnets as follows:

Create/Modify Connection

Port 1-A: Interface- Cost: gk

Subnets (@b.cd/x):

Port1-B: [Skip | [] riP-Metric 2
WanLink: [ Skip ‘ | OSPF Area: |0.0.00
Port 2-B: [ASkip | |

\ |

|
| Next-Hop: ||:1.u.u 0
|

Port 2-A: [¥]Skip
DHCP Lease Time: | ||
DHCP DNS: | I
DHCP Range Min: | ||
DHCP Range Max: | ||
DHCP Domain:

DHCPd Config File:

[INAT [IDHCP []cCustom DHCP [J] Cand-RP

OK Cancel

A. NOTE: Next Hop is the default gateway of your next network hop

B. Up to 8 different subnets can be configured or 0.0.0.0/0 for any subnet
C. Click OK when done, then click Apply in Netsmith to apply your changes



G. Drag port eth2 info Router R1(0)

for : If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection:

Right-click/double-click/drag supported|

R1(2)
eth2
172.2.2.1/24
u

rddwR1
100.1.1,101/24

M Router Port ) ethl
. |= BPorts 172.0.1.1/24
= Stopped FIRE CX u
" Running FIRE CX_ ) diriong
" Serves DHCP to incoming requests. 1/00.1.1.100/24
= Applies NAT to outgoing packets. MR8
E <-0Us, 1,544 Mbps B 0 us, 1.544 Mbps -

Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPvé
Peer ICE CX
M Edge Port

Collision Domain
= Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 3s
"% Drop over last 60s
|=——Metwork Connection
| stopped FIRE
|——Running FIRE
[~ Peer ICE
|—Bridge Active
[ Bridge Configured
—— Parent/Child

v

Mgt-ethu
192.168.100.106/24
n

[«

WanlLinks

Show Legend [] Fire IPvds Info Print

[ClFire Names (] Zero-Pvas apply Progress
[ col. Domains [] IPves

Syne IApply
1

Port Names
Parents

anLink Names

eer WanLinks
WanlLink Config

Netsmith Status:

Cancel Apply

H. Click the Apply button at the bottom of the Netsmith window

: If0350-10ac(1.1) Versiol

for

rtual Routers and Connection:

Right-click/double-click/drag supported|
M Router Port

B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.

111124

dVRO
UU.LLIUUE4 g——VRWL-1.1.000

R1(2)
eth2
172.2.2.1/24
u

rddwR1
100.1.1.101/24

ST R RN

Applies NAT to outgoing packets.

Router supports OSPF

Router supports Multicast

Router supports BGP

Router supports IPvé

Peer ICE CX

M Edge Port
Col n Domain

=== stopped WanLink

=== Running WanLink

M Phantom/Unknown

=% TX over last 3s

"% Drop over last 60s

[——Metwork Connection

- Stopped FIRE

|——Running FIRE

[~ Peer ICE

|—Bridge Active

[ Bridge Configured

—— Parent/Child

<-0us 1.544 Mbps B 0us, 1,544 Mbps ->

v

Mgt-ethu
192.168.100.106/24
n

4] ]

[ I3

Aftempt to a)
[ Cel. Domains []IPVE

eer WanLinks Parents

Netsmith Status: [ENERERNEIY

antink Config

[ Wanlinks Show Legend [¥] Fire 1Pyas nfo ][ print | [ syne | pply [ close |
anLink Names [v] Port Names Fire Names Zera-pu . [ 2 Lot L — [N
o u pply changes, but do not close the current window to

allow more changes

For more information see LANforge-GUI User Guide: Netsmith
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7. Run traffic and verify results. (Refer to LANforge FIRE Cookbook to run traffic)

A. Verify that the traffic on eth1 is being sent to Default Gateway 172.1.1.1 and that traffic on eth2 is
being sent to Default Gateway 172.2.2.1

guration for : If0350-10ac(1.1) Version: 5.3.6 ~) (a) (%
rtual Routers and Connection: ]
R
. [Right-click/double-click/drag supported
* | Router Port REOE G
“. |= BPOrts 172.].1.1/24 172.2.2.1/24
= stopped FIRE CX L ]
= Running FIRE CX
i B rdvR0 rddvRL
" Serves DHCP to incoming requests. 1/00.1.1.100/24 VRWL1,1,000 100.1.1,101/24
= Applies NAT to outgoing packets. -
- Router supports OSPF <-0us 1544 Mbps N 0us, 1.544 Mbps =
Router supports Multicast
* Router supports BGP
Router supports IPvé
= PeerICE CX
M Edge Port

Collision Domain
= Stopped WanLink
== Running WanLink
M Phantom/Unknown e
= et e (it €5 157 168.100.106/24
"% Drop over last 60s n
[——Metwork Connection
- Stopped FIRE
[~ Running FIRE %
[~ Peer ICE
|— Bridge Active
[ Bridge Configured
—— Parent/Child

4] 1 I |
WanLinks how Legend []Fire IPvas Info Print sync #pply Close

[v] wanLink Names ort Names  [] Fire Names [ Zero-IPv4s apply Progress: Cancel Apply
Peer WanLinks Parents [ Cel. Domains [ IPvés

Netsmith Status:

Wanlink Config

A. NOTE: In this example, traffic to eth1 is from a port configured with IP address 172.1.1.105
Network Mask 255.255.255.0 and Default Gateway 172.1.1.1

B. Traffic to eth2 is from a port configured with IP address 172.2.2.106 Network Mask
255.255.255.0 and Default Gateway 172.2.2.1

C. To generate routed network fraffic refer to the LANforge FIRE Cookbook Routed Network
Testing section.

D. If your physical configuration is complete, Netsmith should appear as shown here:

B. Right-click one of the Virtual Routers and select Show Routing Table to view the internal routing
table for the Virtual Router

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ~) (~) (¢
rtual Routers and Connection: oo

Right-click/double-click/drag supported

M Router Port Ro athl Rle(tzraz
“. |= BPOrts 172.].1.1/24 172.2.2.1/24
= Stopped FIRE CX L] u
= Running FIRE CX
F Seormmbritesin incoming requests. RO maen 101/24
= Applies NAT to outgoing packets. o b o VRWL L] 000 o
* Router supports OSPF Modify ps 1 0us 1.544 Mbps =
Router supports Multicast j%::w Routing Table
* Router supports BGP Ptual Router Console
Router supports IPv6 SR
= Peer ICE CX Delets
M Edge Port

Collision Domain
= Stopped WanLink
=== Running WanLink
M Phantom/Unknown VB
= w2y 152.168.100.106/24
=19 Drop over last 60s [
|——Metwork Connection
[~ Stopped FIRE
|——Running FIRE
[~ Peer ICE
—Bridge Active
—— Bridge Configured
[~ Parent/Child

4] 1 I |
WanLinks how Legend []Fire IPvds Info Print sync #pply Close

[l Wanlink Names [Z] Port Names []Fire Names [] Zero-IPvs Apply Progress: Cancel Apply
Peer WanLinks arents [ col. Domains [] IPv6s

Netsmith Status:
WanlLink Config
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C. LANforge Virtual Routers by default use simple subnet routing, but can also use OSPF or BGP routing
protocols. LANforge can also perform IPv4 multicast routing.

LANforge Dialog ») (~) (¢

b 09/07 12:20:29.286
Routing table for virtual Router: Router-0 (1)

unreachable default
100.1.1.8/24 dev rddvR@ scope link
172.1.1.8/24 dev ethl scope link
172.2.2.0/24 via 100.1.1.101 dev rddVRO
® unreachable default dev lo metric 1024 error -113

For more information see LANforge-GUI User Guide: Netsmith

For more information see LANforge FIRE Cookbook

Routed M Wanlinks with ingl
Physical Port

Goal: Setup a Routed Mode Wanlink between two Virtual Routers that only use one physical
port.

In this test scenario, LANforge-ICE is used to simulate a routed network where a single physical port is used for

incoming and outgoing traffic. The traffic will enter the physical port and will then be sent through two Virtual
Routers connected by a WanLink and then back out the same physical port.

1. Setup a Netsmith Connection.

A. Go to the Status tab and click Netsmith

P e

LANforge Manager Version(5.4.3) DED
Control Reporting Windgws Info Tests

| chamberview | [ stopal | [ Restart Manager | [ mefresh | [ HELP

Status | Port Mgr [ Layer3 | L3Endps | Layer 47 | Wanlinks | Resource Mgr | Alerts | Messages | Warnings | WifiMessages | + |
License Info Current Users

Licenses expire in: 656 days * Adrmin from:127.0.0.1

Saved Test Configurations

il ) Configuration:  [FACTORY DFLT [+][  toad |
Support expires in: 656 days [ pownlcadps | [ showprogress | [ pelete |
Status View: |Ports by Resource : Name: ‘ ‘ | 2 |
Realm 0
Manager/Resource 1|
un (]
1 [l
]
Netsmith

Logged in to: localhost:4002 as: Admin

2 stations: 21 07 00
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Right-click in the Netsmith window and select New Connection

seou st g ot ||t S THE CUNL MIEW. SEdiLil IS N
/| Netsmith configuration for Resource: If0350-c8dc(1.1) Version: 5.4.3 ) (2) (x
rtual Routers and Connection:

2y

N

2y

Mgtrethn
192,168.1.3/24
ethl
F | 192168.42.7/23
eth2
] u
wiphy0  wiphyl
:l ] " Phy.
Ll
t / \wlanl
| wlan0 [ ]
F | New Router
New Connection
NeW Bridge
[¥] WanLinks [] Show Legend [¥] Fire [Vl IPvas Info Print Sync Apply Close

WanLink Names Fire Names [] ZerodPvds Apply Progress: 100

eer WanLinks Col. Demains []IPv6s
Netsmith Status: [NEES
WanlLink Config

Accept defaults, Auto Create everything and click OK
o I e ] fdmne || S TNE CUN MIGW DTG ISIUIEL NS

Netsmith configuration for Resource: 1f0350-c8dc(1.1) Version: 5.4.3 ) ()
irtual Routers and Connection:

Mgtrethﬂ
192,168.1.3/24
]

ethl
192168.42.7/23

l
eth2
[ I
wiphy0  wiphyl
:l . . Phy:
[
th / \wian1
b | wlano [ ]
[ |
i rddvRO rddvRL
= - &

WanLinks
WanLink Names

Fire [¥] 1Pvas Info Print Sync Apply Close
Fire Names [ ] Zero-Pvas Apply Progress: Cancel Apply

eer Wanlinks 7] Parents [ Col. Domains []IPv6s

Netsmith Status:

[v] WanLink Config




D. Click Apply in the Netsmith window to create the connection

-~} ] et ) ot S T CURL VISV St AL DS
= Netsmith configuration for Resource: If0350-c8dc(1.1) Version: 5.4.3 ~) (~) (x

rtual Routers and Connection:

Mgtrethﬂ
192,168.1.3/24

ethl
192168.42.7/23

|
eth2
q u
wiphyO  wiphyl

i . . phy:
|
t / \wlanl
= wlano [ ]

rddvRO § VRWLL.1009 ddvRl

<-0us, 1.544 Mbps § 0 us, 1.544 Mbps ->

[] WanLinks [ Show Legend [¥] Fire [v] IPvas
WanLink Names Fire Names  [[] Zero-Pvds Appl

Info Print Sync lﬂ Iu Close

ly changes, but do not close the current window to allow mo

eer WanLinks Col. Demains []IPv6s
Netsmith Status:

WanLink Config

For more information see LANforge-GUI User Guide: Netsmith
2. Setup two Virtual Routers.

A. Right-click in the Netsmith window and select New Router

Netsmith configuration for Resource: [f0350-10ac(1.1) Version: 5.3.6 ) (~) (x
irtual Routers and Connection: =

Right-click/double-click/drag supported
M Router Port

% B Ports %EW Router
= Stopped FIRE X 2w Connection
® Running FIRE CX New Bridge
= Serves DHCP to incoming requests.
= Applies NAT to outgoing packets. LG g _VRWL-1.1.000 rddvRL
B

Router supports OSPF = <-Ous. 1544 Mbps B 0 us, 1,544 Mbps =
Router supports Multicast
Router supports BGP
Router supports IPvé
Peer ICE CX
M Edge Port
Collision Domai
= Stopped WanLink
=== Running WanLink
M Phantom/Unknown
e oot o Mot
192.168.100.106/24
=19 Drop over last 60s
|— MNetwork Connection

v

—— stopped FIRE .Ethl o
|——Running FIRE .E
—— Peer ICE

——Bridge Configured
— Parent/child

Il [T+
how Legend [¢] Fire IPv4s Info Print Sync Apply Close
ort Names  [] Fire Names [ Zero-IPv4s apply Progress: Cancel Apply

arents [ Cel. Domains []IPvés

Wanlinks
WanLink Names

Peer WanlLinks

Netsmith Status:

Wanlink Config
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B. Accept defaults, or change the name, graphical size and notes about the Virtual Router

g ion for : If0350-10ac(1.1) Version: 5.3.6 .

rtual Routers and Connectior

[+ ]

@, Right-click/double-click/drag supported|
" |™ Router Port
. |w ppart

Create/Modify Virtual Router

Mame: [<Auto Create New Name=| | width: [100 | Height: [100

[Juse 0SPF [ Multicast Routing [JUse OLSR [JRIPv2 []RIP Dfit Route []Xorp SHA [ IPv6 Router []IPv6 RADV
[ Use Existing Cfg  []BGP Router []BGP 4B 45 [ BGP Reflector []BGP Com [1BGP Damping
Notes about this Virtual Router

BGP Configuration Information
cal AS Cluster ID

eration 1D

Damping Max Sug
Damping Reuse
e MNexthop  Nexthop6 Hold Tme Delay
nt []co

[ client
CActive [ client
CActive [ client
[ client
[ client

Cancel

WanlLinks IPvds

Wanlink Names ] Port Names  []Fire Names  [] Zero-IPvds apply Frogress:

Peer WanLinks

T |

Cancel Apply

arents [ col. Domains [] IPv6s
Netsmith Status:
[¥] WanLink Config

Cl

A. Click OK when done

C. Click the Apply button and repeat for the second Virtual Router

for If0350-10ac(1.1) Version: 5.3.6 -2

rtual Routers and Connectior

. |Right-dickidouble-click/drag supported
" [®Router Port GETRE) New gouter

B Ports NewkSonnection

Stopped FIRE CX New Bridge

N

Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast rddvRO
Router supports BGP L
Router supports IPv6
Peer ICE CX
M Edge Port

Collision Domai
=== stopped WanLink
.— Running WanLink

Phantom/Unknown
% TX n\:erlast 3s Mgt'emn

192.168.100.106/24
=19 Drop over last 60s n
|——Metwork Connection
[~ Stopped FIRE
|——Running FIRE
[~ Peer ICE
d.

N |

VRWL-1

1 o rddvR1
<-0us, 1,544 Mbps B 0 us, 1.544 Mﬁps = =

g

ethl
B ethz
|

[~ Parent/Child

WanLinks

Wanlink Names

Peer WanLinks arents [ cel. Domains []IPvés

Netsmith Status:

Wanlink Config

[ D]
how Legend [¥] Fire IPvas Info Print Sync Apply Close
ort Names [] Fire Names  [] Zero-IPv4s apply Progress: Cancel Apply

A. NOTE: After making any changes to the Netsmith window, you must click Apply or your
changes will NOT be implemented and could be lost




D. Click the Apply button followed by the Sync button

g ion for : I1f0350-10ac(1.1) Version: 5.3.6 ~) A (X
rtual Routers and Connection: ot

+ 3 Right-click/double-click/drag supported|
M Router Port

B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.

Applies MAT to outgoing packets.

Router supports OSPF

Router supports Multicast _rddvRo § VRWL11.000 rddvR1

Router supports BGP <-0us, 1.544 Mbps ¥ 0 us, 1.544 Mbps -= =

Router supports IPvé

Peer ICE CX

M Edge Port
Collision Domai

= Stopped WanLink

=== Running WanLink

M Phantom/Unknown

e oot o ot

192.168.100.106/24
"% Drop over last 60s n
[——Metwork Connection

RO(1) R1(2)

O N |

v

—— stopped FIRE .Ethl o
|——Running FIRE .E
-~ Peer ICE

d

[ Bridge Configured
—— Parent/Child

[«

il [ I¥]

how Legend [ Fire IPvas Info Print sync Ap Close
ort Names [ Fire Names (] Zero-1Pvds apply Progress: 100% Compl Cancel Apply

arents [ col. Domains [] IPv6s

WanlLinks

Wanlink Names

Peer WanLinks

Netsmith Status:
WanlLink Config

A. NOTE: Clicking Sync makes sure any changes are synchronized with the current database

B. Also, note the Netsmith Apply Progress bar displayed at the bottom of the Netsmith
window

For more information see LANforge-GUI User Guide: Netsmith
3. Configure the ports on the ends of the WanlLink.

A. Right-click port rddVR0O and select Modify Port

g i for : If0350-10ac(1.1) Version: 5.3.6 v Al (X
rtual Routers and Connection: =]
“
. [Right-click/double-click/drag supported
* |® Router Port Ro i
. |® BPorts
= Stopped FIRE CX
® Running FIRE CX
= Serves DHCP to incoming requests.
= Applies NAT to outgoing packets.
© Router supports OSPF
. Router supports BGP o "L .
FTr e TS Display WanlLink & WanPaths [0 us, 1.544 Mbps ->
= Peer ICE CX Conpec:
M Edge Port Modify
Collision Domai Toggle Wanlink 5
== Stopped WanLink Modify WanLink I
=== Running WanLink Viodify P
M Phantom/Unknown e
=% TX over last 3s 1 2"?55.1 reate Ports
"% Drop over last 60s n Sniff Port
[——Metwork Connection Gtk Reset Port
fStnp[.)ed FIRE | T Delete Port
[~ Running FIRE n Delete WanLink
[ Peer ICE
d Delete
—— Parent/Child
T ] D |
WanLinks how Legend [v] Fire IPvds Info Print Sync Apply Close
WanlLink Names ort Names  [[|Fire Names  [] Zero-IPvds apply Progress: Cancel Apply
Peer WanLinks arents [ col. Domains [] IPv6s
Netsmith Status:
WanLink Config
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B. Assign an IP address and Network Mask
1 5.4.3) ICINC. YN
F rddVRO (If0350-c8dc) Configure Settings ) () (x ‘
Port Status Information E
_5 Current: LINK-UP PROBE-ERROR TSO G50 GRO
3 Oriver Info: Part Type: RedirsctDevice Peer: rddvRUb E
i
L Port Configurables
Enable General Interface Settings Port Rates Advert Rates
9 [Osermac [] 10bekD
[ Set 0 Len [ pown [] Aux-Mgt DHCP Hostname: [ 10sen
S1 o [Oserrmu [] DHCP-PVE DHCP Release  DHCP Vendor ID:
| o et el [] DHCP-IPva Secondary-Ps | DHCP Client ID:
[ secrr
[] Set Realles DNS Servers: BLANK Peer IP: NA E
Set ReAllFCS : &
[ Sex ridge Info P Address: 100.1.1.100 Global IPv6: \AUTO ]
IP Mask: 255.255.255.0 Link IPv: AUTO [] Renagotiate
oncies Gateway IP:  [0.0.0.0 IPV6 GW: AUTO [ Restare e [ 406D
[ e Alias: MTU: 1500 [ PRoMisC [] Flow-cantral
CFr fe:1d:d6:78:a8:@a | TX Q Len 1000 [ Rx-ALL e
RADIUS 55 NOW 5
o nediun (8 5) || wiFi Bridge: NONE 5 [l Bypass now [ UF0 Enabled
| []esececlient ) : [] Bypass Pawer-uP 0 Ensbled
90 [ ipsacupstrzam S [ Bvpass PowsrDOWN [ (RO Enabled |8
(Rt e [] Eypass Disconnect GRO Enabled [
‘ Print H Display | ‘ Probe H Sync ‘
A. This example uses 10.1.1.100 and 255.255.255.0
C. Right-click port rddVR1 and select Modify Port
i for I 1.1) Version: 5.3.6 ~ x
rtual Routers and Connectior []
e
@, [Right-click/double-click/drag supported|
- | eren pem RO RI(3)
L [= B Ports
= stopped FIRE CX
= Running FIRE CX
= Serves DHCP to incoming requests.
= Applies NAT to outgoing packets. .
* Router supports OSPF rddVRO
| ;{nu:er suppn:s g«;gicast 100.1.1.100/24 § VRWL1.1.00 rddVRL
outer supports = 1 —%;
e S <=0 Us, 1.544 Mbps B 0 Us, 1.544 Mbps -> Display Wanlink & WanPaths
= PeerICE X EOEE
M Edge Port Modify
Collision Domain Toggle WanLink
== Stopped WanLink Modify WanLink
== Running WanLink Vodi
M Phantom/Unknown N Cr":azms
=% TX over last 35 Y8 S HR 100106724
L0 sniff Port
[=—1% Drop over last 60s u
[—Network Connection e Reset Port
| stopped FIRE B etho Delete Port
|~ Running FIRE n Delete WanLink
[~ Peer ICE Delete
[—Bridge Active
——Bridge Configured
——Parent/Child
q ] I 1]
WanlLinks Show Legend [¥] Fire 1Pvds Print syne Apply Close
Wanlink Names [i7] Port Names ] Fire Names (] Zero-Pvds apply Progress: I
Peer Wanlinks arents [] Col. Domains [] IPu6s
Netsmith Status:
] Wanlink Config
D. Assign an IP address and Network Mask
i Version(5.4.3) (v) (s
F rddVR1 (If0350-c8dc) Configure Settings ~) (A (X ‘
Port Status Information E
T Currant:  LINK-UP PROBE-ERROR TS0 GSO GRO
— Driver Info: Port Type: Redirect-Device Peer: rddVR1b %
1]
u Port Configurables
Enzhle General Interface Settings Part Rates Advert Rates
9 [Osermac [ 10be4D
[]sesmoen [ Down [ Aux-Mgt DHCP Hostname: [ 20beo
Sl Osecrmu [] DHCP-PvE DHCP Relesse  DHCP Vendor ID:
| ES“ Clird [] DHCP-IPva Secondary-Ps | DHCP Client ID:
Set PROMISC
~ i DNS Servers:  [BLANK Peer IP: 1
[] st RealifFCs e
[ Sex ridge Info P Address: 100.1.1.101 Global IPv6: Al ]
IP Mask: 255.255.255.0 Link IPv6: AUTO [ e e
i Gateway IP: 0.0.0.0 IPVE GW: AUTO [] Restart Xewr
[ Hre Alia MTU: 1500 [ eRomisc [ FlawCantral
Il 4e:24:¢9:61:34:8b | TX Q Len 1000 o pm
RADIUS et S
u nediun (8 5) || wiFi Bridge: NONE [z 2> [] uFo Enabled
) |lmjie=ECciians o - [ Bypass Pamerup Enabled
el [] 1Psec-Upstraam [] Bvpass Power-D nabled 3
4

A. This example uses 10.1.1.101 and 255.255.255.0

For more information see LANforge-GUI User Guide: Netsmith

Drag the ends of the WanlLink info the Virtual Routers.

[ Bypass Disconnect

0 Enabled
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A. Left-click and drag rddVRO intfo Router RO(1)

for : If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection:

+ 3 Right-click/double-click/drag supported|
M Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies MAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPvé
Peer ICE CX
M Edge Port
Collision Domain
= Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 3s
"% Drop over last 60s
[——Metwork Connection
| stopped FIRE
|——Running FIRE
[~ Peer ICE
|—Bridge Active
[ Bridge Configured
—— Parent/Child

O N |

v

RO(1)

b

ddWVRO
0p.1.1.100/24
L

R1(2)

Mgt-ethu
192.168.100.106/24
n

ethl
B eth2
n

rddvR1
100.1.1.101/

[«

Wanlinks Show Legend [] Fire

[ Fire Names

Port Names
Parents

anlink Names
eer WanLinks
WanlLink Config

[ col. Domains [] IPves

IPv4s Info Print

[ zero-Pv4s Apply Progress

syne Apply
1

Netsmith Status:

Cancel Apply

B. Left-click and drag rddVR1 into Router R1(2)

for : If0350-10ac(1.1) Versiol

+ 3 Right-click/double-click/drag supported|
M Router Port

B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.

Applies NAT to outgoing packets.

Router supports OSPF

Router supports Multicast

Router supports BGP

Router supports IPvé

Peer ICE CX

M Edge Port
Col n Domain

=== stopped WanLink

=== Running WanLink

M Phantom/Unknown

=% TX over last 3s

"% Drop over last 60s

[——Metwork Connection

- Stopped FIRE

|——Running FIRE

[~ Peer ICE

|—Bridge Active

[ Bridge Configured

—— Parent/Child

ST R RN

v

rtual Routers and Connection:

RO(1)

rdvRo
1P0.1.1.100724 g VRWL-1.1.000

R1(2)

rddwR1
100.1.1.101/24

<-0us, 1,544 Mbps B 0 us, 1.544 Mbps =

Mgt-ethu
192.168.100.106/24
n

ethl
B eth2
|

|

[¥] WanLinks
‘anLink Names

Show Legend [¥] Fire
[IFire Names

Port Names

eer WanLinks Parents

antink Config

[ Cel. Domains []IPvés

IPvds
[ zero-Pvas apply Progress

Netsmith Status:




C. Click the Apply button atf the bottom of the Netsmith window

for : If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection:

+ 3 Right-click/double-click/drag supported|
M Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies MAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPvé
Peer ICE CX
M Edge Port
Collision Domain
= Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 3s
"% Drop over last 60s
|=——Metwork Connection

O N |

v

RO(1)

rdvRO
1j00.1.1.100/24

§ VRWL1.1.000

R1(2)

rddwR1
100.1.1,101/24

<-0us, 1,544 Mbps ¥ 0 us, 1.544 Mbps =

Mgt-ethu
192.168.100.106/24
n

Wanlink Config

Netsmith Status:

—— stopped FIRE .Ethl i

|——Running FIRE .E

[ Peer ICE

—Bridge Active

[ Bridge Configured

—— Parent/Child

4] 1 I |

WanLinks Show Legend [¥] Fire [ IPuas [Lnfo |[ prnt | [ sme | [lagay | [ close |
anlink Names ] Port Names [ Fire Names (] Zero-Pwas apply Frogress: | 1% Complete | [ cancel Apply
eer WanLinks  [v] Parents []col. Domains []IPvEs

For more information see LANforge-GUI User Guide: Netsmith
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5. Setup the Routed Mode Wanlink characteristics.

A. Right-click the WanLink and select Modify Wanlink

for

If0350-10ac(1.1) Version: 5.3.6

+ 3 Right-click/double-click/drag supported|

rtual Routers and Connection:

M Router Port GTTgE

B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.

R1(2)

rldvRO rddwR1
1j00.1.1.100/24 100.1.1.101/24

ST R RN

WanLink Names ort Names

Parents

[IFire Names
[ Col. Domains [] IPves

Peer WanLinks
Wanlink Config

Applies NAT to outgoing packets. RS

Router supports OSPF <-0us, 1,544 Mbps ¥ Display WanLink & WanPaths

Router supports Multicast Connect
* Router supports BGP Modify

Router supports IPvé Toggle WanLink
" Peer ICE CX
W Edge Port MndﬂyW?unk

Collision Domai Madify Pol i
=== stopped WanLink Create Ports r
=== Running WanLink Sniff Port
L Pr;:g(omlunlkmtw;n Mgt-ethu Reset Port
= e ] 192,168.100.106/24 Delete Port
"% Drop over last 60s n
[=——MNetwork Connection e ieliste smmiie
- Stopped FIRE .E e Delete
|——Running FIRE .E
[~ Peer ICE
[—— Bridge Configured
—— Parent/Child

I ] v |
Wanlinks how Legend [ Fire IPvas info Print syne Apply Close

[ zero-Pvas apply Progress

cancel Apply

Netsmith Status:

B. Verify that the B-side ports, rddVROb and rddVR1b, are filled in

e

VRWL-1.1.000 - Create/Modify WanLink v (a) (x

asply | cancel

‘ Display WanLink & WanPaths H sync ‘

‘WanlLink Information

Name: MRWLT.1.000
Presets: ‘CUSTOM "H
Endpoint A Endpoint B

Port: 12 (rddvROb) w | (14 (rddwR1b) -
Transfer Rate: T (1.544 Mbps) - |1 (1.544 Mbps) -
Delay: zero (0 us) v |[zero (0 us) -
Drop-Fregq: zero (%) v |[zero (o%) -
Jitter: zero (0 us) w [lzero (0 us) -
Jitter-Freg: zero (%) v |[zero (o%) -

‘WanlLink Information

[Pass-Through [ HW Pass-Through

(] Coupled-Mode [ Kernel-Mode

Resource A [~]

Rpt Timer; ‘fast as) |vn
Endpoint A Endpoint B

Reorder-Freq: ‘zeru (0%) ‘szeru (%) ‘v‘

buprng o @ o) ere g

Drop Burst: min (1 ‘ = ‘1 ‘ - B ‘ - ‘1 ‘

Reorder amt:  me 1 [mfze  Jemft =20 |

[ Script Il Script |

“m

A. NOTE: Be sure to set the impairment, if any, and transfer rate

B. Click OK when done

Right-click the WanlLink and select Toggle Wanlink to set its status fo Running (green)

for

If0350-10ac(1.1) Version: 5.3.6

irtual Routers and Connections

. |Right-click/double-clicl
" | Router Port

B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.

ag supported o

R1(2]

rddvR1
100.1.1.101/24

rddvRO
1)00.1.1.100/24

ST R R TR

WanLink Names ort Names

Parents

[IFire Names
Peer WanlLinks [ Col. Domains [] IPves

Wanlink Config

[] zero-IPvas apply Progress:

Applies NAT to outgoing packets. RYRWE ST

Router supports OSPF <-0us, 1.544 Mbps | pisplay WanLink & WanPaths

Router supports Multicast e nneet
© Router supports BGP Modify

Router supports IPvé ToggiAWanink
" Peer ICE CX .
M Edge Port Modify WanLink

Collision Domai Modify Port i
= Stopped WanLink Create Ports T
._r?unnirlg W:nLink Sniff Port

Phantom/Unknown

Mgt-etho Reset Port
= et v (it €5 157 168.100.106/24 FElse Fan:
™% Drop over last 60s [
[——MNetwork Connection e Delete Wanlink
| stopped FIRE 5 th2 Delete
|——Running FIRE .E
[~ Peer ICE
—— Bridge Configured
——Parent/Child
1 [ DN
WanLinks how Legend [~] Fire IPv4s Info Print Sync Apply Close

cancel Apply

Netsmith Status:

For more information see LANforge-GUI User Guide: Netsmith

6. Setup MAC VLANSs.
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A. Go to the Port Mgr tab, select ethl and click Create

LANforge Manager Version(5.3.6) b D) () &
Control Reporting Tear-Off Info Plugins
[ stopan | [ Restart Manager | [ Refresh | [ HELP |
Layer-4 | Generic | Test Mgr | Test Group | Reseurce Mgr | Event Log | Alerts I Port Mgr [ vAP Stations | Messages |
Status | Llayer3 | L3Endps | VOIPRTP | VoIP/RTP Endps Wanlinks |* Aftenuators | Filed0 |
Oisp: [192168.100.239:0 | | snfiPackets | [z][ clear counters || Resetport |[ Delste |
Rpt Timer. ‘medmm (g s) ‘v” Apply ‘ EH View Details H Create H Modify H Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha..|Down P SEC| Alias ['S20 RX Bytes RXPkts | PpsRX | bpsRX| TxBytes TX Pkts | PpsTX
.0 [ |J [192.168.100.106 etho 269.824,726] 690,830 o| 8.408| 315,068,149| 444,352 12
O [0.0.0.0 ethl 28, 38 28 6
O 0 [00.0.0 |ethz 28] 3¢ fj 6
100.1.1.101 rddvR1 rdav.. 1,44 1 2, 28
0.0.0.0 rddVR1b |rddV... 2. 28 1 18
O [ [1001.1.100 rddVRO _|rda\V... 1.35 1# 2,45 28
O |0 [0.0.0.0 rddVROb_|rdaV.. 2, 27 1.35 17
[« I I D]}
Logged in to: 192.168.100.106:4002 as: Admin
B. Select the MAC-VLAN button
Create VLANS on Port: 1.1.1 N ¥) (=) (%)
8 MACVLAN ) 802.1QVLAN ) Redirect O Bridge © Bond ) GRE Tunnel
O WiFi STA O WiFi VAP ) WiFi Monitor {3 WiFi Virtual Radio
Shelf: Resource:  [1 (Lreaso-1osc | 7] Port: [L (eth1) =]
VLAN ID: [ DHCP-IPv4
Parent MAC: DHCP client D: [ier: |-
MAC Addr: b 0% K [«| 1P Address: 172.1.1.1/24 Global IPve: [AUTO
Quantity: 2 IP Mask or Bits: Link IPv6: lAUTO
Gateway IP: IPVE GW: [aUTO

#1 Redir Name:

#2 Redir Name:

STAID: SSID: [ [~]

WIFi AP Key/Phrase:

O wea O wea2 CIwep

[ Down

o ———

A. Set a MAC address that begins with 00 (Ex: 00:11:33:55:77:01)
B. Set the Quantity to 2

C. Set the IP Address to 172.1.1.1 and IP Mask to 255.255.255.0
D. Leave the Gateway IP field blank

E. Click OK when done

C. Select the MAC VLAN eth1#1 and click Modify

LANforge Manager Version(5.3.6) 2 (o) (%)
Control Reporting Tear-0ff Info Plugins
| Stop All ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP ‘
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts I Port Mgr [ vAP Stations | Messages |
Status | Layer3 | L3Endps | VOIP/RTP |  VoIP/RTP Endps wanlinks | Aftenuators | Filedo |
Disp: 192.168.100.239:0 | ‘ Sniff Packets ‘ E| ‘ Clear Counters ‘ ‘ Reset Port ‘ ‘ Delete ‘
Rpt Timer: ‘medmm (8 s) "l ‘ Apply ‘ E| ‘ View Details ‘ ‘ Create ‘ ‘ Modify ‘ ‘ Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha..|Down| P sEc| Alas | o0 RXBytes | RXPkts | PpsRX | bpsRX| TxBytes | TXPkts | PpsTX
0 |0 |J [192.168.100.106 eth0 270.124.382| 693.526| 9| 8.827| 319.635.845 447.96 13
O |0 [p.0.0.0 ethl 28] 6,166 7
O | [00.0.0 eth2 6,166 7 36 28]
O |0 [ooliioy rddvR1 _|rddV... 1,518 1 2,508 2
O | |oo.0.0 rddvR1b |rddV... 2,506/ 2 1518 1
100.1.1.100 rddvR0 _|rddV... 1.428 1 2,456 28
L] | Joooo rddvROb_|rddv.. 2,456 28 1,428 18]
172.1.1.1 eth1#0 |ethl of ﬁ 1,038 13|
g |0 |0 Nh72112 eth1#1  |ethl o of 1,128 14]
[« I I D}

Logged in to: 192.168.100.106:4002 as: Admin




D. Seteth1#1 IP address to 172.2.2.1 and IP Mask to 255.255.255.0

ethl#1 (Ifi ) € i S RGN

Port Status Information R
Current:  LINK-UP PROBE-ERROR TSO UFO
Driver Info: Port Type: MACVLAN Parent: ethl

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates—
Set IF Down O 10bt-+HD
= ) 10bt-FD
[ set MAC e [ Aux-Mgt 2 100bt-HD
& 100bt-FD
[]5et TX Q Len £ 1000-FD
L] DHCP-PvS l DHCP Release  DHCP Vender ID:
[ set MTU 8 ig@ﬁg
| G-
DNS Servers: [BLANK Peer IF: ;
[ Set PROMISC ) 106D
[lset RxalFcs 1P Address:  [172.2.2.1 Global IPve: [auTO [ Renegotiate =
[ set Bridge Infa 1P Mask: 255.255.255.0 Link IPvs: [auTo [ Restart Xcwr O Flow-Contral
GatewayIP:  [0.0.0.0 IPV6 GW: [auTo [ promisc
. Alias: 1 1500 et [ o
—Services— | 50 Enabled
MAC Addr 00:0ckb@ieFicdiad | TX O Len 1000 CIRKFCS nable
Qgrre . [sypass Powerup | 1650 Enabled
[J RADIUS Rpt Timer: medium (8 s) : WiFi Bridge: [ Bypass PowerDOWN | CJLRO Enabled
[ Bypass Disconnect | ] GRO Enabled

E. Se

[ print ][ wewpetails | [ erobe ][ sync | Cancel
lect eth2 and click Create
LANforge Manager Version(5.3.6) 2 (&) &)
Control Reporting Tear-Off Info Plugins
[ stopan | [ Restart Manager | [ Refresh | [ HELP |

F Layer-4 | Generic | Test Mgr | Test Group | Reseurce Mgr | Event Log | Alerts I Port Mgr_| wAP Stations | Messages |

Status | Layer-3 | L3Endps | VolP/RTP | VoIP/RTP Endps | 1 |” Wwanlinks |~ Attenustors | Filed0 |
Disp: [192168.100.23%:0 | [ sniff Packets | clear Counters | [ Resetport || Delete |
Rpt Timer: ‘medlum (8 s) ‘V| ‘ Apply View Details ‘ ‘ Create ‘ ‘ Modify ‘ ‘ Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resources [ —
Parent
Port |Pha...| Down IP SEC| Alias [0 RX Bytes RXPkts | PpsRX | bpsRX| TXBytes TXPkts | Pps TX
.0 [0 |[J [192.168.100.106 etho 270,385,983 695,978 10| ©.362| 322.640,242( 451,017 13
O [ [00.0.0 ethl 528 5| 0 6,954 ES
O [0 o000 eth2 6,954 gs 55/ 28 6|
100.1.1.101 rddvR1 __[rdaV... 1,518 19 2, uﬁ 29|
0.0.0.0 rddvR1b |rddV... 2,506 29| 1,518 19
100.1.1.100 rddVRO _[rddV... 1,428 18 2,458 28
0.0.0.0 rddVROb_|rdeV... 2,458] 28 1,428 18
i1 o | p7a11a eth1#0  |ethl o 0f 1.108 14]
8 |l | (172221 ethl#1 |ethl of of 1,846 23|
[« Ii I D]
Logged in to: 192.168.100.106:4002 as: Admin
F. Select the MAC-VLAN button
Create VLANS on Port: 1.1.2 N DG

® MACMLAN (0 802.1QMLAN O Redirect ) Bridge & Bond ) GRE Tunnel
O WIFi STA O WIFi VAP ©) WiFi Monitor O WiFi Virtual Radio

Shelf Resource: [ (Lrzsso-tosc | 7] Port: [2 (th2) ~]

VLAN ID: [ DHCP-IPv4

Parent MAC: OHCP client B: [ore |+
MAC Addr: boowcmcne x| 1P Address: 172.1.1.100 Global IPvs: [auTo

Quantity: 2| IPMaskorBitss [255.255.255.0 | LinkIPu6: [auTto
Gateway IP: L7211 | pvsow [auTo

#1 Redir Name: #2 Redir Name:

STA ID: ssi: [~]

WiFi AP: Key/Phrase;

O wea [ wPA2 CJwer

[ bown

Cen | oo |

A. Set a MAC address that begins with 00 (Ex: 00:22:44:66:88:01)
B. Set the Quantity fo 2

C. Set the IP Address to 172.1.1.100 and IP Mask to 255.255.255.0
D. Set the Gateway IP to 172.1.1.1

E. Click OK when done



G. Select the MAC VLAN eth2#1 and click Modify

LANforge Manager Version(5.3.6) ~) (=) (%
Control Reporting Tear-Off Info Plugins
[ stopan | [ Restart Manager | [ Refresh | [ HELP |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | wAP Stations | Messages |
Status | Llayer3 | L3Endps | VOIPRTP | VoIP/RTP Endps r ddon Wanlinks | Attenuators | Filed0 |
Oisp: [192168.100.239:0 | | snfiPackets | [z][ clear counters || Resetport |[ Delste |
Rpt Timer. ‘medmm (g s) ‘v” Apply ‘ View Details H Create H Modify H Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha..|Down P SEC| Alias ['S20 RX Bytes RXPkts | PpsRX | bpsRX| TxBytes TX Pkts | PpsTX
192.168.100.106 etho 270,635,535 698,242 o| 8.893| 325,639,014| 453,975 I
] [0.0.0.0 ethl 2,64 32| 2 7,234 H] [ |
0.0.0. |ethz 7 B q 2,64 2
100.1.1.101 rddvR1 rdav.. ;4 0| 2,57 0
0.0.0.0 rddVR1b |rddV... 2,57 0| [ 1.58 0
100.1.1.100 rddVRO _|rda\V... 1,49 19 [ 2,528
.0.0.0 rddVROb_[rdaV.. 2,526 29 1.49 1
72.1.1. ethl#0 |sthl 0 1.17 1
72.2.2. ethl#1  |ethl 0 2,05! 26
72.1.1.100 '— 2#0 |eth2 0 1,05: 13
72.1.1.101 leth2#1  |eth2 0 1,05 13
[« I I D]}
Logged in to: 192.168.100.106:4002 as: Admin
H. Set eth2#1 IP address to 172.2.2.100, IP Mask to 255.255.255.0 and Gateway IP to 172.2.2.1
eth2#1 (If ) C gl i N ~) (&) (¢
Port Status Information
Current:  LINKUP PROBE-ERROR TSO UFO
Driver Info: Port Type: MACVLAN Parent: eth2
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates—
[ Set IF Down
[ set MAC [ Down [ Aux-Mgt
Set TX Q Len
= . [IDHCPAPVE [¥] DHCF R = DHCP Vendor ID:
[] set MTU
[ set offioad [IDHCPAPv4 | SecondarylPs | DHEP Client ID: ¥l1000F0
[ Set PROMISC DNS Servers: [BLANK PeerIP: C1106£D
[ set Rx IP Address:  [172.2.2.100 Global IPve: []406-FD

[ set Bridge info 1P Mask: 255.255.255.0 Link IPv6: s
GatewaylP: [172.2.2.1 IPV6 GW:
Alias; MTU
[y Jd 00:0d:b9:6b:a3:ae | T
MA ddr: :0d:b9:6b:a3:ae XQ n
Lhre . [ Bypass NOW!
[l Bypass P
[ RapiUS RptTimer:  [nediun (85) |~]wiFiBridge: NONE [~] o
]GRO Enabl
| Print H View Details | | Probe H Sync ‘ ‘ Apply cancel

For more information see LANforge-GUI User Guide: Virtual Interfaces

7. Configure Netsmith.

A. After clicking on the sync button,move the ports on the Netsmith window to be more clearly

visible.Eth1 and eth2 are connected via a loopback cabel

I

for (1.1)

rtual Routers and Connectior

(sght-click/double-click/drag supported|
% Router Port

rddvRo
100.,1.1.100/24

g VRWL1.1.000

RO(Z
=°B Ports 2

Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
= Peer ICE CX
M Edge Port

Collision Domain
= stopped WanLink
=== Running WanLink
B Phantom/Unknown
" % TX over last 3s
= % Drop over last 60s
——Network Connection
—— Stopped FIRE
'— Running FIRE
=Paer ICE
——Bridge Active
—— Bridge Configured
—— Parent/Child

ethl#0
172.1.1.1/24
[ 8

Ms?lrethﬂ
152.168.100.106/24
u

=

_ ethaxl
-~ 172.22100/24
L

[«]

[ Tv

anLinks Show Legend [¥] Fire IPvas
[IFire Names  [] Zero-IPvds Apply Progress:

[ col. Domains [] IPv6s

Port Names
Parents

‘anLink Names

eer WanLinks

Netsmith Status
Wanlink Config

Info Print

Close

Sync Apply
1 Cancel Apply

A. NOTE: Be sure to click Apply after moving objects so that their new positions are saved to

the database



http://www.candelatech.com/lfgui_ug.php#port_cr

B. Drag eth1#0 into Router RO(1)

guration for : If0350-10ac(1.1) Version: 5.3.6 ) () (X
rtual Routers and Connection: RS []

1) i i ddVR1

. sght-click/double-click/drag supported| rddvR0 WY e

e 100.1.1.100/24 § VRWL1.1.000 /

B Ports <-0us, 1.544 Mbps ¥ 0 us, 1,544
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
= Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanlLink
B Phantom/Unknown
= % TX over last 35
= % Drop over last 60s
[——Network Connection
- Stopped FIRE
'—— Running FIRE
—Peer ICE
—— Bridge Active
—— Bridge Configured
—— Parent/Child

TEEw

ethl#0
1721.1.1/24
|

g

eth2#l
172.2.2.100/24
L]

Mgt-etho [
192.168.100.106/24
n

[«

WanlLinks

Show Legend [] Fire IPvds Info Print Syne IApply
1

Port Names [ Fire Names [] Zero-IPvds Apply Progress
ser WanLinks Parents [ col. Domains [] IPv6s
wanlink Config

anLink Names

Cancel Apply

Netsmith Status:

C. Drag eth1#1 into Router R1(2)

guration for : If0350-10ac(1.1) Versio DG
rtual Routers and Connection 5 =]
e i rddvR0 rddvR1
\—,%Tuzle'ikéz':t”h'e g S e 100.1.1.100/24 § VRWLLL 100.1.1.101/24

"B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF

Router supports Multicast < /

<-0us, 1.544 Mbps ¥ 0 us, 1.54.

ethl#1
172.2.2.1/2p

TEEw

ethl#0
172.1.1.1/24
[}

g

Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port

Collision Domain
= stopped WanLink
=== Running WanlLink
M phantom/Unknown
= % TX over last 35
= % Drop over last 60s
——Network Connection
-~ Stopped FIRE
'— Running FIRE
=Paer ICE
=—Bridge Active
—— Bridge Configured
—— Parent/Child

eth2#l
172.2.2.100/24
L]

Mglrethﬂ
192.168.100.106/24
u

] Il [ Tv]
[¥] WanLinks Show Legend [¥] Fire IPvds
‘anLink Names

Port Names []Fire Names [ Zero-IPv4s apply Progress:

eer Wanlinks [ Parents [ Cel. Domains []IPvés
Netsmith Status

antink Config




D. Click Apply in the Netsmith window

for If0350-10ac(1.1) Version: 5.3.6 ~) A (X
rtual Routers and Connectior ot

[+ ]
N

[-sght-click/double-dickidrag supported
7 Router Port

='B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF

Router supports Multicast .

“ Router supports BGP \\

Router supports IPv6
= peer ICE CX \
M Edge Port

Collision Domain
=== Stopped WanLink \
=== Running WanlLink &
B Phantom/Unknown
= % TX over last 35
= % Drop over last 60s eth2
[——Network Connection
- Stopped FIRE
'—— Running FIRE
—Peer ICE
—— Bridge Active
—— Bridge Configured
—— Parent/Child

9 160 T L 10120
100.1.1.100/24 <

h!:\VRWL 1 -
<-0us, 1,544 Mbps Ous, 1,

ethl#l
172.2.2.1/24

ethl#0
1721.1.1/24

sEEEw

/

eth2#l
T 172.2.2.100/24
Ll

Mgt-ethu
192.168.100.106/24
n

4] i [ Tv| |
[ Wanlinks how Legend [ Fire 1Pyas [Lnfo |[ prnt | [ sme | [lapely | [ close |

[l Wanlink Names [ Port Names [ Fire Names [ Zero-IPvs apply Progress: | e | [ cancel Apply
Peer WanLinks arents []col. Domains []IPvEs

[¥] Wanlink Config

Netsmith Status:

A. LANforge is now ready to accept incoming traffic on eth0, the single physical port that is
connected to a Routed Mode WanlLink

B. Ports ethO and eth1 are physically connected via a loopback cable in this example. MAC
VLANs on eth1 are configured to generate test traffic to the Routed Mode WanlLink

For more information see LANforge-GUI User Guide: Netsmith
8. Setup a Layer-3 UDP connection between MAC VLANs eth2#0 and eth2#1.
A. Go to the Layer-3 tab and click Create

e T e g

LANforge Manager Version(5.4.3) ) (&) (X
Control Reporting Windows Info Tests
‘ Chamber View | ‘ Stop All ‘ ‘ Restart Manager ‘ | Refresh | ‘ HELP
Status | Port Mgr | Layer-3 | L3 Endps | Layer 4-7 | WanLinks | Resource Mgr | Alerts | Messages | Warnings | Wifi-Messages | + |

View [o-s00 [+]es] [ Display |[ cre

ross Connects for Selected Test Manager

Test Manager [all [~] [ select al |[ start + |[ stop - |[ guiesce

itﬂ‘ Modify \ \ Delete \

Name Type | State ‘ Pkt RxA | PktFRxB Bps Rx A Bps Rx B RxDrup%A‘F\xDmp%E Drep Pkts A| Drop Pkts
[ 1l 0]
Logged in to: localhost:4002 as: Admin 2 stations: 21 03 00

B. Set Endpoint A to be eth2#0 and Endpoint B to be eth2#1

udp-cx - Create/Modify Cross Connect vl (a (X
D [ oisplay |[ sync ][ Batehcreate |[ apply | |
Cross-Connect Cross-Connect
CXName: Judp-cd Report Timer: |f551 RS "l
CX Type: [Lanforge / uop [~]
Endpoint A Endpoint B
Endpoint A Endpoint B Pld Pattern increasing | [increasing -
. 1 (1f8358-10ac) w | |1 (1f0350-10ac) -
Resource: Min IP Port: o -] [awro -
Port 9 (eth2#0) -] [L0 tethz=1) 1 = = -
. 11624000 (1.024 Mbps w | /1624000 (1.024 Mbps, -
Min Tx Rate: L es) ! s Min Duration:  |[Forever | [Forever -
: [oeme | [sane -
Max Tx Rate: Max Duration:  [Same | [sane -
UDP Pld (1,472 & UDP Pld (1,472 &
M DU d " : )17 luinReconn: o0 1) - t@n =
; [sane | [sane -
Max PDU Size: MaxReconn:  [Seme »|[sane -
IP Tos Best Effort  (0) ~ | [Best Effort (@) = Multi-Comn: Normal (0) | [Normal (0) >
. [finite »|[rnfinite -
P70 Set: Script Script
Thresholds Thresholds

A. Entfer the CX name then set the CX Type to LANforge UDP and the Report Timer to 1000
B. Set the Min/Max Tx Rate to 1024000 and the Min/Max Pkt Size to 1472


http://www.candelatech.com/lfgui_ug.php#vr

C. Select the new connection and click Start

LANforge Manager Version(5.3.6) V) (~) (%
Control Reporting Tear-Off Info Plugins
[ stopan | [ RestartManager | [ Refresh | [ rELP |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | wAP Stations | Messages |
Status | layer3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Ar ddon | wanlinks |* Attenuators | Filed0 |
Rpt Timer: |fast (1s) ‘V|Go‘ Test Manager ‘aH |'| ‘ Select Al | Quiesce ‘
View o500 [*]eo] [ bisplay ][ create |[ Modify | [ Delete |
ross Cennects for Selected Test Manager
Name Type | State | PktRxA | PktRxE Bps Rx A Bps Rx & R Drop % Al Rx Drop % B Drop Pkts Al Drop Pkt
udp-cx LF/UDP [Run 3,616/ 3.625 1,022,588 1,022,614 0 0 0
<] 1 [+]

Logged in to: 192.168.100.106:4002 as: Admin

D. Netsmith now shows the new connection and traffic flowing through the Routed Mode WanlLink

for If0350-10ac(1.1) Version: 5.3.6 MAGRES
rtual Routers and Connection: ok

[+ ]
N

Laght-click/double-dlick/drag supported
7 Router Port

="B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF

Router supports Multicast

Router supports BGP

Router supports IPv6
= peer ICE CX \ /
M Edge Port

Collision Domain
=== Stopped WanLink o h
=== Running WanlLink S
M phantom/Unknown
= % TX over last 35
= % Drop over last 60s
——Network Connection
-~ Stopped FIRE
'— Running FIRE
—Peer ICE
—— Bridge Active
—— Bridge Co
—— Parent/Child

rddvRo mEE
100.1.1.100/24 100.1.1.101/24

<-0us, 1,544 Mbps

bps =

ethl#1
172.2.2.1/2p

ethl#0
1721.1.1/24

TreREE N

/

eth2#l
172.2.2.100/24

Mglrethﬂ
192.168.100.106/24
u

] [ Tv] |

how Legend [] Fire IPvds Info Print syne Apply Close

ort Names  [] Fire Names [ Zero-IPv4s apply Progress: cancel Apply
Peer Wanlinks [] Parents [ col. Domains [] IPvés

Wanlink Config

WanlLinks

WanLink Names

Netsmith Status:

For more information see LANforge-GUI User Guide

Routed Mode Wanlink with WanPaths

Goal: Setup a Routed Mode Wanlink with WanPaths.

In this test scenario, LANforge-ICE is used to filter fraffic by IP address on a WanlLink with the use of WanPaths.

1. Setup a Netsmith connection.


http://www.candelatech.com/lfgui_ug.php

Go to the Status tab and click Netsmith

Ly - I e T e
LANforge Manager Version(5.4.3) ) (&) (X
Control Reporting Windows Info Tests
‘ Chamber View | ‘ Stop All ‘ ‘ Restart Manager ‘ | Refresh | ‘ HELP
status | Port Mgr [ Layer-3 | L3 Endps | Layer 4-7 | WanLinks | Resource Mgr | Alerts | Messages | warnings | wifi-Messages | +
License Info Current Users Saved Test Configurations
Licenses expire in: 656 days * Admin from:127.0.0.1 X
e Configuration: ‘FACTORV_DFLT ‘ | Load |
Support expires in: 656 days. ‘ Download DB ‘ | Show Prog ‘ | Delete |
Status View: |Ports by Resource = Name: ‘ ‘ | Save |
Realm 0
ManagerResource 1]
nE
' [
" .
Netsmith
Logged in to: localhost:4002 as: Admin 2 stations: 21 01 00

Right-click in the Netsmith window and select New Connection

seou [ fstn | s S THE CUNL NIEW STaikiL ISIUIal NS X
Metsmith configuration for Resource: If0350-c8dc(1.1) Version: 5.4.3 ) ) (x
rtual Routers and Connaction

Mgt-eth0
192,168.1.3/24

ethl
162.168.42.7/23

L eth2
1 n
Wiphy0  wiphyl
:I ] . Phy.
L
t / \wlanl
b wlano [ |
| |
3 Mew Router
New Connection
NeWw Bridge

[¥] WanLinks [ Show Legend [¥] Fire [v] IPvés
wanLink Names [¥] Port Names

eer Wanlinks

Fire Names  []Zero-Pv4s apply Progress:
Col. Domains []IPv6s

WwanLink Config

Accept defaults, Auto Create everything and click OK
seon [ e fotsnsoe | |ns S THE CUNL MIEW. SEdiLil IS .
Netsmith configuration for Resource: If0350-c8dc(1.1) Version: 5.4.3 ) (~) (x

rtual Routers and Connection:

Mgtrethﬂ
192,168.1.3/24
]

ethl
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il
eth2

q u

wiphyO  wiphyl
i . . phy:
|
t / \wian1
| wlano u
] rddvRO rddvR1

[ = n

WanLinks

WanLink Names

Fire V] 1Pvds Info Print Sync Apply Close
Fire Names [ ] ZerodPvds Apply Progress: Cancel Apply

eer Wanlinks  [¢] Parents Col. Domains []IPv6s

Netsmith Status:

[v] WanLink Config




D. Click Apply in the Netsmith window to create the connection

g ion for : If0350-10ac(1.1) Version: 5.3.6 ~

rtual Routers and Connection:
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Right-click/double-click/drag supported
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anLink Names

Netsmith Status:

E. The Netsmith window after applying changes

(x| [ T LT | e ] Lot NS CUS CULL VISV SEcILEL SO ISIH

Metsmith configuration for Resource: If0350-c8dc(1.1) Version: 5.4.3 &

irtual Routers and Connection:

Mgtrethﬂ
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ethl
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ol
L] eth2
[ u
wiphy0 wiphyl

q » L]
[
t \wlanl
i wlan0 n

rddvR0 § VRWL-1.1,000 [

=-0us 1.544 Mbps B 0 us, 1,544 Mbps ->

WanLinks [ show Legend [#] Fire ¥l IPvas info Print Sync apaly | Close

WanLink Names [] Port Names Fire Names  [] Zero-Pvas app|

Peer WanLinks Parents Col. Domains []IPvGs

Metsmith Status:
[#] WanlLink Config

ly changes, but do not close the current window to allow mo

For more information see LANforge-GUI User Guide: Netsmith


http://www.candelatech.com/lfgui_ug.php#vr

2. Setup the Wanlink.

A. Right-click the WanlLink and select Modify WanLink

sroe [ fstn | s S THE CUNL NIEW STaikiL ISIUIal NS
/] i ion for e: 1f0350-c8dc(1.1) Version: 5.4.3 ) ) (x
irtual Routers and Connections

Mé;trethu
192.168.1.3/24
ethl
162.168.42.7/23
L sth2
[}

wiphy0
]

T =

=3

L

wiano

Il

rddvR1

i VRWL-1.1,000
=-0 us, 1,544 Mbps | Display WanLink & WanPaths

Connact

Modify

Toggle WanLink

Modify WanLink

Modify*ort

Create Ports

Sniff Port

Reset Port

Delete Port

Delete WanLink

Delete

wanLinks [] show Legend [¥] Fire IPvas Info Print Sync Apply
1

WanlLink Names ire Names  [] Zero4Pvas apply Progress:
Peer WanLinks Col. Domains []IPvGs
Netsmith Status:
[¥] WanLink Config

B. Setup the WanlLink with values larger than what each of theWanPaths will use

VRWL-1.1.000 - Create/Modify WanLink %) (3) (x
N [ appy | | Display wannk & warpaths | cancel
wanLink Information WanLink Information
Name: fVRWL1.1.000 []Pass-Through [ HW Pass-Through
Presets: [custom [~] [] Coupled-Mode ] Kernel-vode
Endpoint A Endpoint B Resource: [2 1F0350-100c) [~]
Port 4 (rddVRob) ~ |6 (rdavR1b) - el e ot o B
Transfer Rate: [T (1ses wbps) | w|[12 (1548 Wops) |
Endpoint A Endpoint B
Delay. zero (e us) v||zere (o us) > Reorderfreq  [zero (0%) [~ ][rero (o) =]
EEoiieg et Nnit e (o) = Dup-Freq: [zere @w) [+][zero (o) [~
zero (0 us zero (0 us e, ., e, |
Jitter: (0 us) v (0 us) hd Drop Burst min (1 (1 min (L max |1
Jitter-Freq zero (o%) v|[zero (o%) -
Reorder Amt:  mn |1 s 20 - e (20
I Script [ Script
Endpoint A WAN Paths Endpoint B WAN Paths
Create-wP I Modify-WP. | Delete-WP I Create-wP | Modify-WP. L Delete-WP
Name | TxRate |Disabled] ! | Filter Pattern [Delay[ |[ Name | TxRate [Disabled] t | Fiter Pattern [ Delay]

A. WanPaths are subordinate to WanLinks. WanlLinks, therefore, should be configured with
sufficient bandwidth and buffering required by all of its WanPaths

B. Click Apply and leave the Create/Modify WanLink window open

For more information see LANforge-GUI User Guide: WanLinks


http://www.candelatech.com/lfgui_ug.php#wl

3. Setup the WanPaths.

A. Click Create-WP on Enfry Point A to create a new WanPath on this WanLink

Create/Modify WanPath for Endpoint: VRWL-1.1.000-A N x) (~) (¢
Name: ‘Ep-l | Backlog Buffer: ‘AUTO =
PCAP Filter:
Source IP/MAC: [1721.1.100 | source Mask: [z2 |
Dest IP/MAC: [172.2.2100 | Dest Mask: [32 |
Transfer Rate: 64 Kbps (64 Kbps) | Delay zero (0 us) b
Jitter zero (0 us) ¥ | Drop-Freq: zero (O%) 3
Min Drop Burst: 1 | Max Drop Burst: 1
Min Reorder Amount: |1 | Max Reorder Amount: |20
Reorder-Freq: zero (GR%) ¥ | Dup-Freq: zero (%) N
Jitter-Freq: zero (6%) ¥ | Test Manager: b
[JICEcap Replay Replay File: | ‘ HT
() Disabled Loop Replay eplay Latency Replay Loss
® Same As WanLink Replay Dup Replay Bandwidth [] Use Pcap Filter
[1Inverse Match [] propxth [] Duplicate-xth [ Reorder-Xth T
Corruption #0 Corruption #1 Corruption #2
Rate: 0 Rate: 0 Rate: 0
Corruption: Random Write i Corruption: Random Write i Corruption: Random Write | |
Byte-to-Write: Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 0
Max Offset: 0 Max Offset: 0 Max Offset: 0
[ Chainto-Next []Do Checksum [ chainto-Mext []Do Checksum [Jchainto-Mext [] Do Checksum
Corruption #3 Corruption #4 Corruption #5
Rate: 0 Rate: 0 Rate: 0
Corruption: Random Write : Corruption: Random Write : Corruption: Random Write | w|
Byte-to-Write: Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offsat: 0 Min Offset: 0 —
Max Offset: 0 Max Offset: 0 Max Offset: 0
[ chainto-Next []Do Checksum [ chainto-Next []Do Checksum [ chainto-Next [ Do Checksum |+
4] Il [v]
A. NOTE: In order to filter by specific IP address, use a Source and Dest Mask of 32 to exactly
match the IP coming in on the Entry Point
B. Click OK fo create the WanPath
B. Click Create-WP on Entry Point B fo create a new WanPath on this WanLink
Create/Modify WanPath for Endpoint: VRWL-1.1.000-B x) (~) (x
MName: ‘ED-Z | Backlog Buffer: P ‘-ﬂUTO ‘V‘ =
PCAP Filter:
Source IP/MAC: [172.2.2100 | source Mask: [32 |
Dest [P/MAC: 172.1.1.100 | Dest Mask: 32 |
Transfer Rate: 64 Kbps (64 Kbps) ¥ | Delay zero (0 us) N
Jitter zero (0 us) ~ | Drop-Freq: zero (O%) A
Min Drop Burst: 1 | Max Drop Burst: 1
Min Reorder Amount: |1 | Max Reorder Amount: |20
Reorder-Freq: zero (0%) v | DupFreq: zero (O%) b
Jitter-Freg: zero (G%) | Test Manager: ~
[]ICEcap Replay Replay Fils: | ‘ HF

) Disabled Loop Replay
® Same As Wanlink Replay Dup
[ Inverse Match [] brop-th

Corruption #0

Rate: 0 Rate:
Corruption: Random Write : Corruption:
Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offsat:
Max Offset: 0 Max Offset:

[ Chainto-Next []Do Checksum

Corruption #3

Rate: 0 Rate:
Corruption: RandumWr\te: Corruption:

Byte-to-Write:
Min Offset:

Byte-to-Write:
Min Offset:

Max Offset: Max Offset:

[] Chainto-Next []Do Checksum [] Chain-to-MNext

0

0

Corruption #1

[ Chain-to-Mext

Corruption #4

Replay Latency Replay Loss
Replay Bandwidth []Use Pcap Filter

[[] Duplicate-xth [] Reorderth

Corruption #2

0 Rate: 0

Random Write : Corruption: Random Write | w|
Byte-to-Write:

0 Min Offset: 0

0 Max Offset: 0

[ Do Checksum [Jchainto-Mext [] Do Checksum

Corruption #5

0 Rate: 0

@E Corruption: Random Write | w|
Byte-to-Write:

Q Min Offset: 0 —

0 Max Offset: 0

[[] Do Checksum [ chainto-Next [C] Do Checksum

[4]

4] I

[+]

Point A

w

Click OK to create the WanPath

NOTE: The Source and Destination IPs for this WanPath are the reverse of those for Entry




C. Create a second WanPath for this WanLink using the next set of IP addresses

D.

Create/Modify WanPath for Endpoint: VRWL-1.1.000-Af >) (~) (x
Name: ‘59'3 | Backlog Buffer: ‘AUTON ‘v‘ |
PCAP Filter:
Source IP/MAC: 1721110 | Source mask: [255.255.255.0 |
Dest IPMAC: 1722210 | Dest Mask: [255.255.255.0 |
Transfer Rate: 64 Kbps w | Delay zero (0 us) N
Jitter zero (0 us) ~ | Drop-Freq: zero (O%) 3
Min Drop Burst: 1 | Max Drop Burst: i
Min Reorder Amount: |1 | Max Reorder Amount: |20
Reorder-Freq: zero (0%) ¥ | DupFreq: zero (O%) b
Jitter-Freg: zero (G%) | Test Manager: A
[]ICEcap Replay Replay File: | ‘ ‘ Dir

) Disabled [¥] Loop Replay [Vl Replay Latency  [¥] Replay Loss

® Same As WanLink
[]Inverse Match

Carruption #0

Rate: 0
Corruption: Random Write i

Byte-to-Write:

Min Offset: 0

Max Offset: 0
[[] Do checksum

[] chain-to-Next

Corruption #3

Replay Dup
[] brop-%th [] Duplicate-Xth
Corruption #1
Rate: 0
Corruption: Random Write i

Byte-to-Write:

Min Offset: 0

Max Offset: 0
[] Do Checksum

[] chain-to-MNext

Corruption #4

eplay Bandwidth [ Use Pcap Filter

[ Reorder-¥th

Corruption #2
Rate: 0

Corruption: Random Write | w|

Byte-to-Write:
Min Offset: 0
Max Offset: 0
[] chainto-Next [] Do Checksum

Corruption #5

® Same As Wanlink Replay Dup

[1inverse Match [] brop-xth [[] Duplicate-xth [ Reorder-%th T
Carruption #0 Corruption #1 Corruption #2
Rate: 0 Rate: Q Rate: 0
Corruption: Random Write : Corruptiorn: Random Write : Corruption: Random Write | »|
Byte-to-Write: Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset: Q Min Offset: Q
Max Offset: 0 Max Offset: Q Max Offset: Q

[] Chainto-MNext []Do Checksum

Caorruption #3

Rate: 0

Corruption: Random Write i
Byte-to-Write:

Min Offset: 0

Max Offset: 0

[] Chainto-Next []Do Checksum

[] Chainto-Mext []Do Checksum

Corruption #4

Rate: 0 Rate: 0

Corruption: Random Write i Corruption: Random Write | w|
Byte-to-Write: Byte-to-Write:

Min Offset: 0 Min Offset: 0 —
Max Offset: 0 Max Offset: 0

[] chainto-Mext []Do Checksum

Replay Bandwidth []Use Pcap Filter

[] Chain-to-Mext

[ chainto-Next [C] Do Checksum

Rate: 0 Rate: 0 Rate: 0

Corruption: Random Write i Corruption: Random Write i Corruption: Random Write | w]

Byte-to-Write: Byte-to-Write: Byte-to-Write:

Min Offset: 0 Min Offset: 0 Min Offset: 0 i |

Max Offset: 0 Max Offset: 0 Max Offset: 0

[] Chainto-Next []Do Checksum [] chainto-Mext []Do Checksum [ Chain-to-Mext [[] Do Checksum |4
4] 1 [ v

Reverse the Source and Destination IPs for this corresponding WanPath
Create/Modify WanPath for Endpoint: VRWL-1.1 %G-B ») (&) (x
Name: ‘Ep—d | Backlog Buffer: b]‘;ILITD =
PCAP Filter:
Source IP/MAC: \172‘2.2‘1[]1 | Source Mask: \255‘255.255‘255 |
Dest IP/MAC: [1721.1.101 | Dest Mask: [255.255.255.255 |
Transfer Rate: &4 Kbps ¥ | Delay zero (0 us) 3
Jitter zero (0 us) | Drop-Freq: zero (O%) N
Min Drop Burst: i | Max Drop Burst: 1
Min Reorder Amount: |1 | Max Reorder Amount: |20
Reorder-Freg: zero (0%) | DupFreq: zero (O%) b
Jitter-Freq: zero (0%) | Test Manager: ~
[]ICEcap Replay Replay Fils: | ‘ HF
) Disabled Loop Replay eplay Latency Replay Loss

[] Do Checksum

Corruption #5

[H]

[

' |




E. Verify that the WanPaths on this WanLink are setup correctly, then click OK on the Create/Modify
WanlLink window shown here

VRWL-1.1. - Create/Modify WanLink ~
=] [ seply ] | Display Wanlink & wanPaths || cancel

WanlLink Information WanLink Information
Name: VRWLT.1.000 []Pass-Through []HW Pass-Through
(A [cusTom [~] [ coupled-Mode KernelMode

Endpoint A Endpoint B Resource: [1 ttFesse-10ac) [~]
Port: 4 (rddVROb) +|[6 (raavR1) = Rpt Timer: fmt oo Bl
Transfer Rate: L (1.584 Mbps) v | [Tl (1.544 Mbps) - o o — =

ndpoin ndpoin

i zero (0 us) ~|[zero (o us) - ReorderfFreq:  [eero (%) [+][zero (o) [~]
Dropreq:  [zers () = [eere @) o owprrey o ow fm o =

izero (0O us: w||zero (0 us -
litter: e L, Drop Burst: o ’— — ’1— e ’1— = ’1—
Jitter-Fre zero (%) v |[zero (o%) -

A ReorderAmt el w20 [mel  |af0 |

\ serpt I serpt |
Endpoint A WAN Paths Endpoint B WAN Paths
Create-WP Il odify-WP I Delete-WP ] Create-WP | odify-WP ] Delete-WP I
Name | TxRate |Disabled] ! Filter Pattern [ Delay Name | TxRate |Disabled] ! Filter Pattern [ Delay
ep1 64K | CT|'sre: 172.1.1.100/32 Dest: L... | o~ lep2 64K | CT|'sre: 172.2.2.100/32 Dest: L... | o]~
ep3 64K [ [0 [[J[Sre:1721.1.101/24 Dest: 1... | 0| _||ep-4 64K | OO0 [J[Sre:172.3.2.101/32 Dest: 1... | 0|

For more information see LANforge-GUI User Guide: WanLinks


http://www.candelatech.com/lfgui_ug.php#wl

4. Setup the ports with IP addresses.
A. Right-click on the WanlLink and select Toggle Wanlink
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B. Right-click port rddVRO and select Modify Port

=
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sz mriz|l o) Fr mar 12, 11:58:39

9 #opiications places system

B9 @ Mate Terminal |2/ LANforge Manager V. [LANforge-GUI User Gui... |<| Netsmith configuration.
LANforge Manager _Version(5.4.3) DO®
control geporting Windows o Tests Mate Terminal
Chomberiew Sopal] [Lnesor Hanager serean | e i
St | Port gr | Layor | (3 Endps | Layer 47 | Waniinks | Rasourd T e T 5 =
Ucense nfo Current users and Connecton
Ucenses el n: 636 e «drin 27001 Y

Support xpires n: 655 days.

Status view  [Ports by Resource | v
Mgt atho
4 1951681324
Reaim 0 e

$52168.42.7123
e

w0 wpny1
& ey

»

a1
y/ano Ll
1

[togged in to- localhost:4002 s Admin 1d3vRO 2 VRWLL1.00 aR
r

Display Wanlink & WanPaths | Us, 1,548 Mbps =
Connect

Mody

Toggle WanLink

Mody Wantink

Moy Porly

¢ Wanlink Names [/1Port Nemes ¢ Fire Names ] Zero4Puds Apply Progress
Unks @lParents [ Col. Domains [ Pves

@Wanlnks [ ShowLegend @ Fire Mievas [Cinfo [ _prnt ] [_sync spply Close
Cancel Apply

Netsmith Status

C. Setup an IP address that is on a different network than the WanPath entry points

rddVRO (If0350-10ac) Configure Settings ~) () (x
Port Status Information
Current:  LINK-UP PROBE-ERROR TS0 UFQ GSO GRO
Driver Info: Port Type: Redirect-Device Peer: rddvVROb e
W
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates—
[ set IF Down ]
laSelG O [ AwxMgt m]
Set TX Q Len Y
= I oHeP Py : bHCP Vendor D 0 =
o 3
O DNS Servers: [BLANK Peer IF: NA ]
O IP Address:  [10.1.1.10/24 Global IPvé: lauTo [mE |
[ set Bridge Info P Mask: 0.0.0.0 Link IPve: JAUTO (] @l
Gateway IP:  [0.0.0.0 IPV6 GW: lauTo O
Alias: 1500 ]
[y daibif9:94:a6:4f 1000 O
2:bf:f5: 94:26:
HTTP
= [ Te[e eI
[ Fre o
[] RADIUS RptTimer:  [vediun (85) |~|wiFiBridge: NONE [~] O
5]
[ print ][ wewDetails | [ probe ][ syc | [ apely | Cancel




D. Setup an IP address on port rddVR1 that is on the same network as rddVRO

Netsmith configuration for Resource: lanforge-62-7A
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For more information see LANforge-GUI User Guide: WanLinks
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5. Add the Virtual Routers.

A. Right-click in the Netsmith window and select New Router

i ion for If0350-10ac(1.1) Version: 5.3.6 MAGRES
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B. Accept the defaults or change the Virtual Router name and graphical size
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C. Click the Apply button and repeat for the second Virtual Router
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A. NOTE: After making any changes to the Netsmith window, you must click Apply or your
changes will NOT be implemented and could be lost

B. NOTE: Clicking Sync makes sure any changes are synchronized with the current database

D. Left-click rddVRO and drag it inside Router RO(1)
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E. Left-click rddVR1 and drag it inside Router R1(2)
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F. Apply your changes in Netsmith
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For more information see LANforge-GUI User Guide: WanLinks
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6. Setup the external interfaces.

A. Right-click port ethl and select Modify Port
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B. Setup ethl with a valid IP address and IP mask that is on the same network as the WanPath entry
points ep-1 and ep-3

—

ethl (If0350-10ac) Configure Settings

Current:

Driver Info: Port Type: Ethernet

Port Status Information

LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control PROMISC

Driver: igh(5.4.04k) Bus: 0000:02:00.0 Cur: 2,

N

5GT/s X1 Max: 2.5GT/s XL

Port Configurables

[Right-click/double-click/drag supported|
W Router Port
B Ports
Stopped FIRE €X
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M phantom/Unknown
=% TX over last 3s
™% Drop over last 60s
[——MNetwork Connection
| Stopped FIRE
[——Running FIRE
—— Peer ICE
|——Bridge Active
—— Bridge Configured
[~ Parent/Child

TEE R EN

-

RO(NA]
ethl
172.1.1.1/24
[]

rddVRO
10.1.1.10/24

<-0us, 1.544 Mbps.

Mot-etho
192.168.100.106/24
]

eth2
L}

rddVR1
10.1.1

0 us, 1.544 Mbps ->

Enable General Interface Settings —Advert Rates —
[ Set IF Down 8
[ set MAC [ Dow [ AwcMgt &
[Jset X Q Len [] DHCPPVE DHCP Vendor ID: 8
[ Set Offload &
DNS Servers: [BLANK Peer IP: NA
[ et Rate Infa
IP Address:  [172.1.1.1/24 Global IPv6: DELETED
[] Set PROMISC ]
IP Mask: 255.255.255.0 Link Pv6: DELETED
[ set R-Al/FCS ]
Gateway IP: 0.0.0.0 IPV6 GW: DELETED
O ass =
Alias: u 1500
[ set Bridge Info
MAC 00:0d:b9:47:10:ad 1000
[] set CPU Mask
= [oe  Tefeoor foror= - 1
e RotTmer,  [slover (30 5) |« vatc E_
CFP Umask  [10c5T || wiiridge:  [NONE [~]
[ RADIUS
[ print ][ viewDetails | [ erope [ syme | [ apply Cancel
ft-click port ethl and drag it inside Router RO(1)
g for f0350-10ac(1.1) Version: 5.3.6 N DEORD
irtual Routers and Connection e -

11724

wanLinks Show Legend Fire

Port Names
Parents

WanLink Names

Peer WanLinks

wanLink Config

L] Fire Names
[ Cal. Domains [] IPvés

IPvas
[ Zero-IPvds apply Progres:

Netsmith Status:

Print Sync Apply

Close

cancel Apply




D. Setup eth2 with a valid IP address and IP mask that is on the same network as the WanPath entry
points ep-2 and ep-4

ethz (If ) config i ko
Port Status Information NS
Current:  LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control PROMISC
Driver Info: Port Type: Ethernet Driver: igh(5.4.0-k) Bus: 0000:03:00.0 Cur: 2.5GT/s XL Max: 2,5GT/s XL
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates—
[] set IF Down
[ set MAC O pown [] Aux-Mgt
[ set X q Len [JDHCPHPV6 [F]DHCP Release  DHCP Vendor ID:
IR [JDHCP4Pv4 | Secondary-Ps | DHCP Client ID:
[] set Offload
DNS Servers: [BLANK Peer IP: NA
[] set Rate Info []10GFD
IP Address:  [172.2.2.1 Global IPv6: DELETED
[ Set PROMISC []406+D
1P Mask: 255.255.255.0 Link IPv6: DELETED
[ Set Re-All/FCS [ Flow-Control
Gateway IP:  [0.0.0.0 IPV6 GW: DELETED
[ set Bypass
Alias: MTU: 1500 —— Offlead
[[] set Bridge Info s
v dr; 00:0d:b9:47:10:38 | TX 0 Len 1000 ) [ 750 Enal
o as AFCS
[ set CPU Mask I RGFC I
—Services— ypa v
Dwre RotTmer [ @) [gjwatchdor b [~ , i
LRO Enal
O PU Mask: WiFi Bridge [~ ] 6ro nabl
[J RADIUS
[ prnt ][ wewpetais | [ erope [ syme | [ apply cancel
E. Drag eth2 inside Router R1(2) and Apply changes in Netsmith
i ion for 1f0350-10ac(1.1) Version: 5.3.6 ~) (a) (%
rtual Routers and Connectior | [«]
ﬂl\xight.clicwduuble.nlickﬂdrag supported|
™ Router Port
|3 B Ports
! stopped FIRE CX
= Running FIRE CX
= Serves DHCP to incoming requests. RO(E)
= Applies NAT to outgoing packets. RL(3) othz
* Router supports OSPF ethl 172.2,.2.1/24
Router supports Multicast .172‘1‘1‘1’2 ]
* Router supports BGP rddvRO rddvRL
Router supports IPv6 APLLIEE § VRWL1.1.000 10.1.1.11/24
= Ppeer ICE CX " <-0us 1.544Mbps ¥ Qus =
M Edge Port P . 1,544 Mbps >
Collision Domain
=== Stopped WanLink
=== Running WanLink r
M Phantom/Unknown
B % TX over last 35
=% Drop over last 60s
[——MNetwork Connection
—— Stopped FIRE
[—Running FIRE
Mgt-etho
— Peer ICE 185168 100.108/24
|——Bridge Active [ |
——Bridge Configured
—— Parent/Child
I I I [v]
WanlLinks how Legend [v] Fire IPvds Info Print sync Apply Close
Wanlink Names [] Port Names  []Fire Names [ Zero-IPv4s apply Progress: Cancel Apply
Peer WanlLinks arents [ col. Domains [] IPves
Netsmith Status:
[v] wanLink Config

For more information see LANforge-GUI User Guide: WanLinks

7. Run traffic to LANforge-ICE ports ethl and eth2, then display results. Refer to the LANforge FIRE Cookbook to
run fraffic.


http://www.candelatech.com/lfgui_ug.php#wl
http://www.candelatech.com/lfgui_fire_cookbook.php

A. Right-click the WanlLink and select Display Wanlink & WanPaths

for If0350-10ac(1.1) Version: 5.3.6 ~) A (X
rtual Routers and Connectior
«?\
o
P‘ﬂight-(:Iickfdnuhle-clicktdralg supported
| [rtomicy (e ethl RG] ety
= B Ports 172.1.1.1/24 1722.2.1/24
= Stopped FIRE CX L
" Running FIRE CX rddvRo rddvRl
= Serves DHCP to incoming requests. 1p.1.1.10/24 vRwe3 1 00 10-1-3.11/24
= Applies NAT to outgoing packets. 1,544 Mbps =
* Router supports OSPF g”lwwm‘mk&wmpams
Router supports Multicast nnect
“ Router supports BGP Maodify
Router supports IPve Toggle Wanlink
L e (1203 (5 Madify WanLink
M Edge Port Modify Port
Collision Domain
=== Stopped WanLink Create Ports
=== Running WanLink sniff Port
M Phantom/Unknown Tg‘-’g‘ig‘mu 106/24 Reset Port
== % TX over last 3s n Delete Port
=% Drop over last 60s
— Network Connection DE:EtE Wanknk
—— Stopped FIRE Telze
=—Running FIRE
—Peer ICE
— Bridge Active
~—— Bridge Configured
—— Parent/Child

Wanlinks

[¥] WanLink Names
Peer WanLinks

WanlLink Config

how Legend [] Fire IPvds Info Print Syne Apply Close

ort Names  []Fire Names  [] Zero-IPvds apply Frogress: Cancel Apply

arents [ col. Domains [] IPv6s

Netsmith Status:

B. The lower half of the WanlLink display shows traffic passing on WanPath entry points ep-3 and ep-4
and other IP address are excluded from passing on the WanLink

Cross Connect: VR 000 Manager: 192.168.100.224

E int VRWL-1.1.000-A (1.1.5.1) E
B WAN Speed: 1544000 bps TX: 16202 WAN Speed: 1544000 bps TX: 16213 B
bps RX: 12160 TX PKis: 51 bps RX: 12152 TX PKs: 51
Dropped: 0 Duplicated: 0 Dropped: [] Duplicated: 0
Reordered: 0 TX Failed: 0 Reordered: 0 TX Failed: 0
aca a8
16 M8 | |15 8
&4 %8 o I &4 kn

2568 - 2568
1] o

Rx Bytes Dropped [Record

Rx Bytes Dropped [Record-Dri

10KE

10 KE
Backlog R

Backlog

X Th‘riuyhput [Re

WanPaths for WanLink Endpoint: VRWL-1.1.000- A

Mame | TwxRate |stop| ! | IF | Source-Addr | Dest-Addr | T Pits | Rx Pkts| TX Bytes | RX Bytes | Dropped | Du
ep-1 | 64000/ [ ][] | OJ[172.1.1.100/32 [172.2.2.100/32 | 0| 0| 0| af
ep-3 | 64000] [ [[][[J]172.1.1.101/32 [172.2.2.101/32 | 48] 47| 72672[ 71158 of

[«

] D]
‘WanPaths for WanLink Endpoint: VRWL-1.1.000-B

Mame | TxRate |stop| ! | IF |  Source-Addr | Dest-Addr | Tx Piis | Rx Pkts| TX Bytes | RX Bytes | Dropped | Du
ep-2 | 64000 [ ][] | OJ[172.2.2.100/32 [172.1.1.100/32 | 1| o 0| 0| o
ep-4 | 64000] [ [0 [ [J]172.2.2.101/32 [172.1.1.101/32 | 48| 47| 72672[  71158] of
[4] 1 T»]

| Modify ‘ ‘ Refresh | | Clear | | Close ‘

C. Select a WanPath and click Display Selected Paths in the lower left corner of the WanLink display
window

L WAN Speed: 64000 bps TX: 12170
bps RX: 12170 TX Pkts: 107
Dropped: 0 Duplicated: 0
Reordered: 0 TX Failed: 0

ace

16 M8 -
64 KB -
256 8 -

o8B
Rx Byles Dropped

1 KB |I| [ITHTTHTIT [||I |I,J LT I II Ill

Backlog Ry Throughput

Close




For more information see LANforge-GUI User Guide: WanLinks

Virtual Router with DHCP Servi

Goal: Setup a Virtual Router with one interface serving DHCP.

In this test scenario, a LANforge Virtual Router is created with one interface setup to serve DHCP to two remote
redirect interfaces that are setup to be DHCP clients.

1. Setup a Virtual Router and two Netsmith Connections.

A. Go to the Status tab and click the Netsmith button

LANforge Manager Version(5.4.3)
Control Reporting Windgws Info Tests

\ Chamber View | \ Stop Al \ \ Restart Manager \ | Refresh | \ HELP

Status | Port Mgr [ Layer-3 | L3 Endps | Layer 4-7 | WanLinks | Resource Mgr | Alerts | Messages | warnings | wifi-Messages | +
License Info current Users

Saved Test Configurations

Licenses expire in: 656 days. * Admin from:127.0.0.1 e ‘FACTORV oLt |v‘ | - |
gruserver from:127.0.0.1 -

Support expires in 656 days | powrlcadps | | w Progress [ peete |

Status View: |Ports by Resource Name: ‘ ‘ |

Realm 0

ManagerfResaurce 1

nE
1 ]
]

Logged in to: localhost:4002 as: Admin

2 stations: 21 07 00

B. Right-click in the Netsmith window and select New Router

for If0350-10ac(1.1) Version: 5.3.6
rtual Routers and Connection:

Right-click/double-click/drag supported|

M Router Port New Reuter

= B Ports New Chnection
= Stopped FIRE CX New Bridge

= Running FIRE CX

= Serves DHCP to incoming requests.

= Applies NAT to outgoing packets.

Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX

M Edge Port

Collision Domain

=== Stopped WanLink Ms?l'EthU

=== Running WanLink .l 2.168.100.106/24
B phantom/Unknown

= 9% TX over last 35
=— 9% Drop over last 60s

[——MNetwork Connection ethl
- Stopped FIRE

|——Running FIRE

-~ Peer ICE

|—Bridge Active .E”‘z

——Bridge Configured
— Parent/Child

Ehl [ Tv| |
WanLinks how Legend [v] Fire IPvds Info Print sync Apply Close
[¥] WanLink Names ort Names  []Fire Names  [] Zero-IPvds apply Frogress: Cancel Apply
Peer WanLinks arents [ col. Domains [] IPv6s

Netsmith Status:
[v] wanLink Config

A. Follow steps discussed above for configuring the router


http://www.candelatech.com/lfgui_ug.php#wl

C. Right-click in the Netsmith window and select New Connection

for

: If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection:

RO(MA]

Right-click/double-click/drag supported|
M Router Port
= B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
= Peer ICE CX
M Edge Port
Collision Domain
= Stopped WanlLink
=== Running WanLink
B Phantom/Unknown
B % TX over last 3s
=% Drop over last 60s
|——Network Connection
—— stopped FIRE
|——Running FIRE
-~ Peer ICE

Mglrethﬂ
192.168,100.106/24
n

ethl

]

eth2
n

—— Bridge Configured
—— Parent/Child

New Router

New Connaction
Ne#Bridge

Show Legend [] Fire ¥ IPvds
[ClFire Names (] Zero-Pvas apply Progress
[ col. Domains [] IPves

WanlLinks

Port Names
Parents

anlink Names
eer WanLinks
WanlLink Config

Netsmith Status:

Info Print

sync
1

Apply

[ Tv| |
Close
Cancel Apply

Accept defaults, Auto Create everything and click OK

weou s sy b ) oo S T CUIL VIEW. DTl ICIEl NS
/] Metsmith configuration for Resource: If0350-c8dc(1.1) Version: 5.4.3 ) ) (x
irtual Routers and Connection:
o3
N
2
Mgtrethﬂ
152.168.1.3/24
[ |
ethl
F 192.168.42.7/23
L sth2
] u
wiphy0 wiphyl
[ L L]
|
th \wlanl
b | wlan0 u
R rddvRo S
[} = ]
WanLinks []show Legend [¥] Fire IPvds Info Print Sync Apply ose
WanLink Names [v] Port Names Fire Names  [] Zero-IPvas apply Progress 1 Cancel Apply

Peer WanLinks Parents Col. Domains []IPvGs

Netsmith Status:

[#] WanlLink Config




E. Repeat and create a second connection.

guration for : If0350-10ac(1.1) Version: 5.3.6 ~) (2 G
rtual Routers and Connection: =]
-3
R
e RO[NA] R R
s 5 = m

Right-click/double-click/drag supported|
M Router Port
= B Ports

= Stopped FIRE CX

® Running FIRE CX

= Serves DHCP to incoming requests. Mew Router

= Applies NAT to outgoing packets. Nev%unnecun
° Router supports OSPF New Bridge

Router supports Multicast
Router supports BGP
Router supports IPv6
= Peer ICE CX
M Edge Port

Collision Domain
= Stopped WanlLink
=== Running WanLink
B Phantom/Unknown
B % TX over last 3s
=% Drop over last 60s
|——Network Connection ethl
—— stopped FIRE [ ]
|——Running FIRE
-~ Peer ICE
|——Bridge Active
- Bridge Configured
— Parent/Child L

Mglrethﬂ
192.168,100.106/24
n

eth2
n

L]

how Legend [] Fire IPvds Info Print Syne Apply Close
ort Names  []Fire Names  [] Zero-IPvds apply Frogress: Cancel Apply

arents [ col. Domains [] IPv6s

WanlLinks

Wanlink Names

Peer WanLinks
WanlLink Config

Netsmith Status:

F. Click the Apply button fo commit the changes in Netsmith to the LANforge Server.

g i for : I1f0350-10ac(1.1) Version: 5.3.6 v () (X
rtual Routers and Connection: [=]
o,
=3
4 RO(NA] rddVRO

. - J /R 1,000 Gl
- = = =-0us, 1.544 Mbps ® 0us, 1,544 Mbps >
Right-click/double-click/drag supported|
M Router Port

¥ B Ports
stopped FIRE CX rddvR2 VRWL-1,1.001 [rddvR3
Running FIRE CX PN, vy o Mbps i O us, 1,544 Mb.ps =
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
= Peer ICE CX
M Edge Port
Collision Domai
= Stopped WanlLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 3s
=% Drop over last 60s
[——MNetwork Connection ethl
—— stopped FIRE [ ]
|——Running FIRE
-~ Peer ICE

Mglrethﬂ
192.168.100.106/24
n

eth2
. n
——Bridge Configured
— Parent/Child —
] [T |

WanLinks how Legend [ Fire [ IPuas [ nfo |[ prnt | [ sme | [epppe | [ close |
WanLink Names ort Names  []Fire Names  [] Zero-IPv4s apply Progress: | 1% Complete | | cancel apply
Peer Wanlinks [] Parents [ col. Domains [] IPvés

Netsmith Status:

Wanlink Config

A. NOTE: Modifications in Netsmith are only sent to the LANforge-Server after Applying them

For more information see LANforge-GUI User Guide: Virtual Interfaces

2. Setup the WanlLinks.


http://www.candelatech.com/lfgui_ug.php#port_cr

A. Right-click the first WanLink and select Modify WanLink

for

If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection:

RO(MA]

Collision Domain
= Stopped WanlLink
=== Running WanLink
B Phantom/Unknown
B % TX over last 3s
=% Drop over last 60s

[——MNetwork Connection ethl
]

—— stopped FIRE
|——Running FIRE
-~ Peer ICE

eth2
n

—— Bridge Configured
—— Parent/Child

- lF'd"VRU VRWLL.1.000 ddVRL
<-0Us, 1,544

Right-click/double-click/drag supported| MPPs T Display WanLink & WanPaths
M Router Port Connect
= B Ports Modify
= Stopped FIRE CX Uikt Toggle WanLink
= Running FIRE CX < BTt eps IW
® Serves DHCP to incoming requests. Modify Port
= Applies NAT to outgoing packets.
° Router supports OSPF Create Ports

Router supports Multicast Sniff Port
° Router supports BGP Reset Port _

Router supports IPv6 Delete Port »
'.::; I::Er(t:X Delete WanLink

Delete

Mglrethﬂ
192.168,100.106/24
n

Wanlinks Show Legend [] Fire
[ Fire Names

[ col. Domains [] IPves

IPvds

Port Names
Parents

anlink Names
eer WanLinks
WanlLink Config

[ zero-Pv4s Apply Progress

Info Print Syne Apply
1

[ Tv| |
Close
Cancel Apply

Netsmith Status:

B. Enter values specific to your test and click OK

VRWL-1.1.000 - Create/Modify WanLink x) (~) (%,
) N Apply Display Wanlink & Wanpaths | | cancel
WanLink Information L Wanink Information 2]
Name: MRWLL.1.000 []Pass-Through []HW Pass-Through
Presets: [cusTom [~] [ Coupled-Mode Kernel-Mode
Endpoint A Endpoint B Resource [ [~]
Port 4 (rddvRob) ~ |6 (rddvR1b) - Rt s oot 0o Bl
Transfer Rate:  |New Modem (56 Kbps) | w|[New Modem (56 Kbps) | w
Endpoint A Endpaint B
Delay: zero (0 us) ~|[zero (0 us) - Reordersreq:  [rero (%) []fero w0 -]
Dropfreq  [zero (o) | [zero ) gl (ouprres: [e=ro (o) [+][e=re (%) [~]
3 zero (O us w ||zero (0 us -
i L . Drop Burst: min max |1 = —
JitterFreq; zero (G%) ~|[zero (o8) - =
Reorder Amt: min max (20 min max |20
I Script Il Script ]
Endpoint A WAN Paths Endpoint B WAN Paths
Create-WP Modify-WP Delete WP Create-WP Modify- WP Delete-WP
Name | TxRate |Disabled] ! | Filter Pattern [Delay[ | [ Mame | TxRate [Disabled ! | Filter Pattern [ Delay]

A. NOTE: Kernel-Mode allows for much higher emulation speeds and supports all features of
the normal WAN emulation mode

B. Kernel-Mode is available for the WAN emulation if you are using a pre-compiled Linux
kernel from the Candela downloads page

C. Right-click to toggle the WanlLink status to Running (green).

for If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection:

e ROMNA] VRO VRWLL,1.000 FddVRL
=-0us, 56 kb
Right-click/double-click/drag supported| P B Rl e
M Router Port Copnac:
= B Ports Modify
= Stopped FIRE CX ARG TogglpWantLink
™ Running FIRE CX T Mbps | ModifyWanLink
® Serves DHCP to incoming requests. Modify Port
= Applies NAT to outgoing packets.
© Router supports OSPF R PO
Router supports Multicast Sniff Port
* Router supports BGP Reset Port
Router supports IPv6 Delete Port
[ e U= @ Delete WanLink
M Edge Port Tt
Collision Domain

=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 3s
=— 9% Drop over last 60s

Mglrethﬂ
192.168.100.106/24
n

anLink Names [v] Port Names

[1Fire Names  [] Zero-IPvds apply Progress:
] Col. Domains [] IPv6s

eer WanlLinks
Wanlink Config

Parents

Netsmith Status:

[——MNetwork Connection ethl
—— stopped FIRE [ ]
|——Running FIRE
eth2
. n
ge Configured
fl i v |
anLinks Show Legend [ Fire IPvds info Print syne Apply Close
1

cancel Apply




D. Repeat for the second WanlLink and set it to Running (green).

for

: If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection:

= ROMNA) rddvRO

Right-click/double-click/drag supported|
M Router Port

= B Ports

= Stopped FIRE CX rddvR2
® Running FIRE CX <-0us,
® Serves DHCP to incoming requests.

= Applies NAT to outgoing packets.

g

Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
= Peer ICE CX
M Edge Port

Collision Domain
= Stopped WanlLink
=== Running WanLink
B Phantom/Unknown
B % TX over last 3s
=% Drop over last 60s
|——Network Connection

Mglrethﬂ
192.168.100.106/24
n

ethl
]

—— stopped FIRE
|——Running FIRE
-~ Peer ICE

eth2
n

—— Bridge Configured
—— Parent/Child

JR¥L 1,000 R
=-0Us. 56 kbps ¥ 0 us, 56 Kbps >

VRWL-1,1.001 [ddVR3
Display WanLink & WanPaths
Connect

Modify

Toggle WanLink

Modil ‘anlLink

Modify Port

Create Ports

Sniff Port

Reset Port

Delete Port

Delete WanLink

Delete

6 Kbps

WanlLinks

Show Legend [] Fire IPvds Info Print

[ClFire Names (] Zero-Pvas apply Progress
[ col. Domains [] IPves

Port Names
Parents

anlink Names
eer WanLinks
WanlLink Config

Netsmith Status:

Syne Apply
1

[ Tv| |
Close
Cancel Apply

For more information see LANforge-GUI User Guide: WanLinks (ICE)



http://www.candelatech.com/lfgui_ug.php#wl

3. Setup the ports.
A. Right-click port rddVRO and select Create Ports

for : If0350-10ac(1.1) Version: 5.3.6 MAGRES
rtual Routers and Connection: (<]

e,
R
o~ ot LG n VRWL1.1.000 [deVRL

= r r Display WanLink & WanPaths -.>
Right-click/double-click/drag supported| c

onnect

M Router Port
u B Ports Moy
= stopped FIRE CX 1| Toggle wanLink ]'dma
= Running FIRE CX B \odify WanLink =
® Serves DHCP to incoming requests. Modify Port
= Applies NAT to outgoing packets. Croatdgorts
* Router supports OSPF —_

Router supports Multicast D)
* Router supports BGP Reset Port _

Router supports IPv6 Delete Port
= Peer ICE CX Delete WanlLink
M Edge Port Delte

Collision Domain
= Stopped WanlLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 3s
=% Drop over last 60s
[——MNetwork Connection ethl
—— Stopped FIRE L]
|——Running FIRE
-~ Peer ICE
|—Bridge Active
Bridge Configured
— Parent/Child —

Mglrethﬂ
192.168.100.106/24
n

eth2
n

ol
Show Legend [¥] Fire IPvds info || Print sync Apply Close
Port Names []Fire Names  [] Zero-IPvas apply Progress 1
eer Wanlinks [¥] Parents [ Col. Domains []IPvés
7] Wanlink Config

WanlLinks

‘anLink Names

Netsmith Status:

B. Select the Bridge button from the available connection types, name it, and click OK

Create VLANs on Port: 1.1.3 vl (Al (X

) MACVLAN © 802.1Q-VLAN © Redirect @ Bridge ) Bond ) GRE Tunnel
O WiFi STA O WiFi VAP ) WiFi Monitor ) WiFi Virtual Radio

e

LAN ID [] DHCP-IPv4

[rooe 2] P Address: Global IPv6: [AUTO
Quantity: il IP Mask or Bits: Link IPv6: JAUTO
Gateway IP: IPvE GW: JAUTO

Bridge Name:

[ Ay | Ccancel ‘ ‘ Ready
I

C. Right-click the bridge port and select Modify Port

for : If0350-10ac(1.1) Version: 5.3.6 MAGRES
rtual Routers and Connection: (<]
e,
u
'iight-click.ldouble-clickfdrag supported RO(5) rddvRO VRWL-1.1.000 "ddvR1
. gzﬁigpun e L Kbps i 0 us, 55 Kbps -

= Stopped FIRE CX -
= Running FIRE cX Display WanLink & WanPaths
= Serves DHCP to incoming requests. Connect rddvR3
= Applies NAT to outgoing packets. Modify
* Router supports OSPF Toggle WanLink
Router supports Multicast R
* Router supports BGP Modify P
Router supports IPv6 odify Poj
= Peer ICE CX Create Pdas
M Edge Port 5niff Port =
Collision Domain Reset Port
= :tnpl_’ed "V\\‘fant_lﬂ: Delete Port
=== Running WanLin
M Phantom/Unknown Mat-etho Delete WanLink
1% T over last 3s 1692.168,100.106/24 Delete
|

"% Drop over last 60s
[——Metwork Connection
- Stopped FIRE
——Running FIRE thl
——Peer ICE u
|— Bridge Active

[~ Bridge Configured
—— Parent/Child .eth2

[T |
Close
Cancel Apply

WanlLinks

Show Legend [¥] Fire IPvds Info Print sync Apply
1

Port Names  [] Fire Names (] Zero-IPv4s Apply Progress
Parents [ col. Domains [] IPv6s

anLink Names

eer WanLinks

Netsmith Status
WanLink Config

A. NOTE: You will have to click the Sync button for your newly created bridge port to appear
in the Netsmith window.



D. Assign an IP address and IP mask, then click Apply

bro (If0350-10ac) Configure Settings

Port Status Information
Current: LINK-UP PROBE-ERROR TSO UFO GSO GRO
Driver Info: Port Type: Bridge Driver: bridge(2.3) BJ?N!A

Enable
[ Set IF Down

[] Set MAC
[]Set X Q Len
[] Set MTU

[ set Offload

[] Set Bridge Info

Services—
CHTTPe

ma

[] RaDIUS

Port Configurables

S dal M Aging Time: 300 -
[ DHEP-PVE DHCP Release  DHCP Vendor ID: Bridge Priority: 32788 s
L] DHCP-Pv4 DHCP Client ID; Max Age: 20 -
DNS Servers: |[BLANK Peer IP; NA Hello Time: 2 -
IP Address:  [L.1.1.1 Global IPve: lauTo Forwarding Delay: [15 -
1P Mask: [255.255.255.0 | Link IPvs: |

Gateway IP:  [0.0.0.0 1PV6 GW: |

Alias: EE—— 2 1500

MAC Addr.  [de:0s:d6:lcif2ile | X Q Len 1000

Rpt Timer: WiFi Bridge: wone [+

General Interface Settings

[ spanning-Tree

idg

Informatior

Configured Ports | Current Ports |

Remove Ports

Add Ports

NI

E. Enterinterface names rddVRO and rddVR2 in the whitespace located below the Add Ports button
so that you can add them as bridge members

bro (If0350-10ac) Configure Settings

Port Status Information
LINK-UP PROBE-ERROR TS0 UFO GSO GRO
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A

Current;

I
W

[[r]ix

Enable
[] set IF Down
[ Set MAC
[]set TXQlen
[ Set MTU

[ set Offload

[ Set Bridge Info

Services—
(B
IFTP
[] RADIUS

[1oown

Port Configurables
General Interface Settings
] Aux-Mgt

[ spanning-Tree

Aging Time: 300 -~
[IDHCPIPVS [7] DHCP Relemse  DHCP Vendor ID: Bridge Priority: 32768 =
[] DHEP-PV4 DHCP Client ID: Max Age: 20 ~
DNS Servers: [BLANK Peer IP: NA Hello Time: 2 -
IP Address:  [L.1.1.1 | Global IPvé: Jwoto ]| Ferwarding Delay: |15 -
1P Mask: [255.255.255.0 | Link IPvs: oo ]
GatewayIP: [0.0.0.0 | IPvs GW: oo ]
Alias: —— . 1500
MAC Addr [de:09:d6:lef2le | TXQ Len 1000
Rpt Timer: WiFi Bridge: :

idge Informatior
Configured Ports \ Current Ports |

Remove Ports
Add Ports

[rddVRD
rddvR2|

[4]




F. Click Add Ports to add the interfaces as bridge members, then click OK

bro (If0350-10ac) Configure Settings ™
TUTT STaTS TTOTTTETT -
Current: LINK-UP PROBE-ERROR TS0 UFO GSO GRO =
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A
Port Configurables
Enable General Interface Settings [ Spannin
Set IF Down !
= oo falbunckios ging Time: 300 -
I SeCHAG L] DHCP-PVE DHCP Vendor ID: 32768 =
(I il [] DHEP-IPvd S d 1P: DHCP Client ID: 20
P econdary-Ps ient ID: -
[ et MTU X , - =
: : Hello Time: -
[ Set Offload DNS Servers:  |BLANK Peer IP: NA
: : Forward 15 ~
[ Set Bridge Info IP Address: 1.3:3.1 Global IPv6: JAUTO Forwarding
IP Mask: 255.255.255.0 | Link IPvS: [AUTO
Gateway IP: 0.0.0.0 IPv6 GW: AUTO
Alias: MTU: 1500
M Addr: 2a:6a:10:@5:8a:52 | TX 0 Len 1000
RotTimer.  [rediun (8 s) || wiFi ridge: NONE I~ I
idge Informatior e ——
Services— Configurad Ports \ Current Ports |
rddvR0 rddVvRO Add Ports
Qe rddvR2 rddvR2
Lrte
[ RaDIUS
[ print || viewDetais | [ probe |[ [synd | [ apply || oK | cancel
[l Il
G. The Netsmith window now shows a bridge port with two bridge members
i ion for If0350-10ac(1.1) Version: 5.3.6
irtual Routers and Connections [=]
-.’i‘
@
“ight-click/double-click/drag supported RO(S) rddVRO 1,000 rddvR1
M Router Port T 55 Kb 3
= B Ports ' [P=/2
= stopped FIRE CX
® Running FIRE CX
= Serves DHCP to incoming requests. VRWL-1.1.001 [ddvR3
= Applies MAT to outgoing packets. =0 Us, 56 Kbps  0Us, 56 Kbps =
* Router supports OSPF
Router supports Multicast
*© Router supports BGP
Router supports IPv6
* Peer ICE CX L
M Edge Port r
Collision Domain
== stopped WanLink
=== Running WanLink B
M Phantom/Unknown Mgt-etho
™13 TX over last 3s 15?2.165‘100.105./24
=19 Drop over last 60s L}
|——Metwork Connection
- Stopped FIRE
——Running FIRE ethl
[ Peer ICE u
— Bridge Active
—— Bridge Configured
[ Parent/Child eth2
|
I [ Tvl |
WanLinks how Legend [¥] Fire IPvas Info Print Sync lApplyi Close
WanlLink Names ort Names [ [|Fire Names [ ] Zero-Pv4s apply Progress Cancel Apply
Peer WanLinks arents [ col. Domains [] IPv6s
Netsmith Status:
WanLink Config

For more information see LANforge-GUI User Guide: Ports (Interfaces)

4. Setup DHCP Server and Clients.
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A. Drag the bridge port info the virtual router.

g ion for : I1f0350-10ac(1.1) Version: 5.3.6 ~) A (X
rtual Routers and Connection:

S

\

i{gﬂht-:lickﬂpdt:tuble-clickfdrag supported| ROCS) rddvRO VRWL-L 1.000 FddVR
BB g =-0us. 56 Kbps ¥ 0 us, 56 Kbps =

Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests. VRWL-1.1.001 _[rddvR3
Applies NAT to outgoing packets. B s %5 Kbps ¥ 0 us, 2% Kbps &
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port

Collision Domain k
= Stopped Wanlink
== Running WanLink
M Phantom/Unknown Mgt-etho
9% TX over last 3s 192.165‘100.105./'24
™% Drop over last 60s u
|—— MNetwork Connection
- stopped FIRE
|——Running FIRE ethl
——Peer ICE ™
|— Bridge Active
[~ Bridge Configured
—— Parent/Child .eth2

TR R R W

v

Wanlinks Show Legend [] Fire IPvds Info Print

anlink Names [] Port Names []Fire Names  [] Zero-IPvas Apply Progress
ser WanLinks Parents [ col. Domains [] IPv6s
wanlink Config

Netsmith Status:

B. Right-click the bridge port and select Modify

g ion for : If0350-10ac(1.1) Versiol MAGRES
rtual Routers and Connection: (<]
o,
u
“ight-click/double-click/drag supported ROCS} dvR1
[ Router Port brt
= B Ports 1.1, =-0us, 56 kbps 0 us, 56 Kbps =
" Stopped FIRE CX Display Wanlink & WanPaths
® Running FIRE CX Borrec
= Serves DHCP to incoming requests. RwL1.1,0qiddvVR3
= Applies NAT to outgoing packets. o ti f& —F’—'—qo 56 Kopt >
* Router supports OSPF Toggle WanLink
Router supports Multicast Modify WanLink
* Router supports BGP Modify Port
Router supports IPv6
Abeiae cre:te Parts |
M Edge Port Sniff Port =
Collision Domain Reset Port
= Stopped WanLink Delete Port
=== Running WanLink Delete WanlLink
M Phantom/Unknown Mgtrethn Delete
™19 TX over last 3s 152.168.100.1
m—1% Drop over last 60s L}
[——Metwork Connection
- Stopped FIRE
——Running FIRE thl
-~ Peer ICE .
l— Bridge Active
[~ Bridge Configured
—— Parent/Child eth2
n
< 1 ]
WanLinks Show Legend [¥] Fire IPvés Close
antink Names [v] Port Names  []Fire Names [ Zero-IPv4s apply Progress; cancel Apply
eer WanlLinks Parents ] Col. Domains [] IPv6s
Netsmith Status
anlink Config




C. Select the 'DHCP' checkbox at the bottom of the window and enter in your desired DHCP Server

D.

configuration, then click OK

for : I1f0350-10ac(1.1) Version: 5.3.6 ~ (Al (%

rtual Routers and Connectior

Netsmith Status:

Wanlink Config

ight-click/double-click/drag suppnrted‘ ‘Rntsn | rddVRO o VRWLAL.1.000 FddVRL
¥ Router P,
m B Ports Create/Modify Connection x
= Stopped Interface-Cost: 0
= Running g 5
e — e -
= applies rea: .0.0.
- Routers| ret e @ske [ e
[t v e [ o v ] e

e d roue mom oo [
= PeerICE /RRP Interval:
i Fooe g o 2 Esn [ oo o] weese soee ]

Collision : ’— :
e stoppel DHCP Lease Time: 300 Subnets (a.b.c.dhed)
= Runnin| DHCP DNS: [10.10.10.10
M Phantom pyice Range Min:  [1,1.1,100 ]
=% TX o
m—19% Drop| DHCP Range Max:  [1.1.1.110 |
[~ Netwol pHCP Domain: domainl.com
——Stoppe Next-HopAPVE:

IPv6 Subnets (aaa:0hx):
——Peer IC ( )
|—Bridge
—— Bridge
—— Parent| DHCPd Config File:
[ NAT DHCP  [JDHCPv6  [JCustomDHCP  [JVRRP  []cCand-RP
oK
[ oxp
Ll} T

anlinks Show Legend [v] Fire IPvds Info Print Sync Apply

anLink Names 7] Port Names  []Fire Names [ Zero-IPv4s Apply Progress 1

eer WanLinks Parents []col. Domains []IPvEs

Right-click interface rddVR1 and select Modify Port

for If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connectior
o,
&)

a3

ight-click/double-click/drag supported FFEIE) [rddvRo § VRWLL1.000 1

ddVR1

WanLink Names Port Names

[IFire Names  [] Zero4Pvds apply Progress:
Peer WanLinks [ col. Domains []IPvés

Wanlink Config

Parents
Netsmith Status:

::T,‘:,t;;purt 0'us, 56 Kbps ¥ 0 Us, 56 Kbps 1 Display Wanlink & WanPaths

= Stopped FIRE CX connect

= Running FIRE CX Modify

. Sen:es DHCP to incoming rel}(uests. VRWL-L1.001 | Toggle WanLink

= Applies NAT to outgoing packets. -

* Router supports OSPF L A
Router supports Multicast ModiffyPort

* Router supports BGP Create Ports
Router supports IPvé Sniff Port

= Peer ICE CX Reset Port

lEdg_e Port . Delete Port
collision Domain -

= Stopped WanLink Delete WanLink

=== Running WanLink Delete

M Phantom/Unknown Mgt-etho

W% TX over last 3s 162 166.100.106/24

== % Drop over last 60s L]

|——Network Connection

—— Stopped FIRE

I—Running FIRE ethl

——Peer ICE n

|—Bridge Active

——Bridge Configured

—— Parent/Child eth2

[
< Il [v]
[¥] WanLinks Show Legend [¥] Fire IPvds Print Sync Apply

Close
Cancel Apply

Select the 'DHCP' checkbox tfo make this interface a DHCP client, then click OK

rddVR1 (If ) Config i ~) (a) (%
Port Status Information
Current;  LINK-UP PROBE-ERROR TSO UFO GSO GRO
Driver Info: Port Type: Redirect-Device Peer: rddvRlb
Port Configurables
Enable General Interface Settings —Advert Rates—

[ Set IF Down [ 10bt-HD
[ Set MAC [ Down ) Aux-Mat [J10btFD
[Jset X Q Len []100bt-HD
o []DHCPHPv6 [¥]DHCP Release  DHCP Vendor ID:

Set MTU FD
] Set offioad HCPPv4| | Secondary-IPs | DHCP Client ID: -
[ Set PROMISC DNS Servers: [BLANK Peer IP: NA []106FD
[ set Realjfcs 1P Address:  [0.0.0.0 Global IPv6: [auTO 406D
[ set Bridge Info 1P Mask: 0.0.0.0 Link IPV6: lauTo OFlo

Gateway IP: 0.0.0.0 IPV6 GW: JAUTO
. Alias: I 1500
—Services—
e MA 6a:6ffl:e7:e6:23 | TX Q Len 1000
= n N e [ N rr—
Owous  Rertimen  [edin Go [c|wrenigs o [J]
O Bypass Disconnect
o |[wewostas | [zoe |[ome ] [aeoy ] [concel |

Jartamnt tn annh channes and rinse the windnw

If the annh fails wniir channas wil



F. Repeat forinterface rddVR3, then click Netsmith Apply

Netsmith configuration for Resourc
Virtual Routers and Connect

Right-click/double-click/drag supported.
. |™ Router Port
B Ports
Router uses OSPF
Stopped FIRE CX RO(L) rddVRO
Running FIRE CX
Serves DHCP to incoming requests. bro

Applies NAT to outgoing packets.
Peer ICE CX [T yavR2 RN L1 001 M

M Edge Port
Collision Domain

== Stopped Wan

=== Running WanLink

M Phantom/Unknown Mgt-eth3

B35 TX over last 3s u etho

=% Drop over last 60s

[==Netwark Connection

[~ Stopped FIRE

= Running FIRE

[~ Peer ICE

|— Bridge Active

[~ Bridge Configured

—— Parent/Chi

N

0 rddVR1

00

Show Legend [ ] Zero-IPvds ] 1Pvds C11Pv6s Help Print | Sync ‘ ‘ Apply ‘ ‘ Close ‘
Port Names [¥] WanLinks 7] Peer Wanlinks [ WanLink Names netsmith Apply Progress: Cancel Apply

Col. Domains Parents Fire Names Netsmith Status:

G. After the Netsmith apply, DHCP clients will acquire IP addresses from the DHCP server

for : I1f0350-10ac(1.1) Version: 5.3.6 ~) A (X
rtual Routers and Connection: [=]
o,
D,
RO(5)

ight-click/double-click/drag supported|
W Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
" PeerICE CX
M Edge Port

Collision Domain
= Stopped WanLink
=== Running WanLink
M Phantom/Unknown Mgt-etho
™19 TX over last 3s 192.168 100.106/24
™% Drop over last 60s u
|—— MNetwork Connection
- stopped FIRE
|——Running FIRE ethl
——Peer ICE n
|——Bridge Active
—— Bridge Configured
——Parent/Child .ethz

rddVRO
Us. 56 Kbps

ST R R TE

g

WanLinks how Legend [¥] Fire IPvas

ort Names  []Fire Names  [] Zefod
Aff
arents [ Cel. Domains []IPvs

Wanlink Names oloto

rrent window to allow more changes
Peer WanLinks

Wanlink Config

A. Select the 'IPv4s' checkbox at the bottom of the Netsmith window to see the IP addresses
of the DHCP clients

For more information see LANforge-GUI User Guide: Ports (Interfaces)
5. Create a Layer-3 Connection.

A. Go to the Layer-3 tab and click Create

[ — I

LANforge Manager Version(5.4.3) ) (2) (¢
Control Reporting Windows Info Tests

‘ Chamber View | ‘ Stop All ‘ ‘ Restart Manager ‘ | Refresh | ‘ HELP
Status | Port Mgr | Layer-3 | L3 Endps | Layer 4-7 | Wanlinks | Resource Mgr | Alerts | Messages | Warnings | Wifi-Messages | + |

View [o-s00 [=]es] [ Display Hﬁitﬂ‘ Modrfy | [ pelete |

ross Connects for Selected Test Manager:

Test Manager‘aH |v‘ ‘ Select All H Start + H Stop - H Quiesce

Name Type Pkt Rx B Bps Rx A Drop Pkts A[ Drop Pkts

State ‘ Pkt R A

Bps Rx B RxDrop%#RxDmp%E

(4] 1l ]

Logged in to: localhost:4002 as: Admin 2 stations: 21 01 09
[
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B. The RDD-FIRE connection for this example will use interfaces rddVR1 and rddVR3.

RDD-FIRE - Create/Modify Cross Connect D@ &
=] N [_pisplay ][ snc ][ Batchcreate |[ apply cancel |
Cross-Connect Cross-Connect =]
CXName D ReportTimer: [t (1 ) I
CX Type: |tanforge 1 uop [~]
Endpoint A Endpoint B
Endpoint A Endpoint B Pld Pattern increasing = | [increasing -
foss0-10ac - | [ fosso-16mc -
Resource 1 (1fosse-10ac) 1 (1fosse-10ac) o Ao = -
Fort: S (rddvR1) ~|[s rdovRz) 2| e por: e = -
bps - bps -
it e e Min Duration: [Forever ~ ||[Forever -
Max Tx Rate:  |san ) T MaxDuration:  [same > |[same =
. e Pl (472 ~||woP Pld (1.4728 -
Min PDU Size: ¢ ) ¢ ) nnconn o (0 ms) ~[loa (0 ms) =
Max PDU Size: ~ [Sane [ o27e Bl | Max Reconn sane v ||sane v
IP Tos: Best Effort  (0) ~|[Best Effort (@) Sl i con e = ~— =
Tnfinit ~ | [Infinit - r
o aEEl Qune e script script
Thresholds Thresholds
Cross-Connect Endpoint A Endpoint B
Test Manager  [default_tm [+] |sndBuffsize: [0S Default ~||os pefault -
Quiesce: [asen [+] |Reveuffsize: [0 Default - ||os pefault -
Endpoint A Endpoint B Send Bad FCS
P Addr: [auto | lauto Lal | < v
[JReplay File [IReplay File [] Use-Proxy [] use-Proxy
[JLoop [JLoop Proxy Addr:
[ pest Mac [l pest Mac o |
Filename:
Socket Priority. |0 [[o L
Dest MAC [ [l -] ; T il |~
C. Verify the Layer-3 connection was created
LANforge Manager Version(5.3.6) 2 () (%)
Control Reporting Tear-Off Info Plugins
[ stopan | [ mestart Manager | [ mefresh | [ HELP |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log [ Alerts [ Port Mgr | vAP Stations | Messages |
Status | Layer3 | L3Endps | VolP/RTP | VoIP/RTP Endps 1 |” wanlinks | Attenustors | Filed0 |
RptTimer: [fast  (1s) | =[@o] Test Manager [all [~] [ selectail |
View [o-s00 [~]zo] [ visplay |[ create |[ Modity | | Delete |
ross Connects for Selected Test Manager
Name Type | State | PktRxA | PktRxB Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B Drop Pkts A| Drop Pkt:
RDD-FIRE LF/UDP |Stopped of 0 0 0| 0 0 of
[«] T o]
Logged into: 192.168.100.106:4002 as: Admin

For more information see LANforge-GUI User Guide: Layer-3 Cross Connects (FIRE)
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6. Run LANforge-FIRE to yourself through LANforge-ICE!

A. Select the Layer-3 Cross Connect and click Start

LANforge Manager Version(5.3.6)
Control Reporting Tear-0ff Info Plugins

| stop All ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP ‘

F Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts I Port Mgr | AP Stations | Messages |

Status | Layer3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | | Wenlinks |~ Attenuators | Filed0 |
RptTimer: [fast  (1s) | w[co] Test Manager [all [~] [ select Al
View [o-s00 [+]s0] [ pisplay ][ create || Modify | | Delete |
ross Connects for Selected Test Manager
Name Type | State | PktRxA | PktRxB Bps Rx A Bps Rx B Ry Drop % A Rx Drop % B Drop Pkts A| Drop Pkt:
RDD FIRE LF/UDP [Run 184, 184 27.750 27,822 0.541 0 il

B

[ IL

Logged in to: 182.168.100.106:4002 as: Admin

B. Go to the Status tab and click Netsmith to view the graphical representation of the setup

for If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection:

¥ Router Port §1r1
@ B Ports i 227
Stopped FIRE CX L
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP N
Router supports IPv6
PeerICE CX
M Edge Port

Collision Domain
== stopped WanLink
=== Running WanlLink
M Phantom/Unknown Mat-eth0
W19 TX over last 3s 15?2.165‘100.105./‘24
m—1% Drop over last 60s L}
[——Metwork Connection
- Stopped FIRE
——Running FIRE thl
[ Peer ICE u
|—— Bridge Active
—— Bridge Configured
[~ Parent/Child .ech

TR R W

0 Us, 56 Kbps ->

v

— dvR1
“ght-click/double-click/drag supported GEElzH] rddvRO igaai L ioue

< I

[ Tv

WanLinks show Legend [v]Fire v] IPvds Info Print Sync. Apply

WanLink Names ort Names  [] Fire Names [ Zero-IPv4s apply Progress:
Parents ] Col. Domains [] IPv6s

Peer WanlLinks

Netsmith Status:
Wanlink Config

Close

cancel Apply

For more information see LANforge-GUI User Guide

Virtual Router with NAT

Goal: Setup a Virtual Router with one interface performing NAT on outgoing traffic.

In this test scenario, a pair of Virtual Routers are connected with a Redirected Interface connection with one
side of the connection performing NAT on outgoing traffic. Two additional Redirected Interface connections

are configured to pass traffic and demonstrate NAT.

1. Setup two Virtual Routers and three Netsmith Connections.
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A. Right-click inside the Netsmith window and select New Router

for If0350-10ac(1.1) Version: 5.3.7

rtual Routers and Connection:

Router
New Connaction
New Bridge

anlink Names [] Port Names  [] Fire Names  [] Zero-IPvds Apply Progress:
ser WanLinks Parents [ Col. Domains [] IPv6s

Wanlink Config

Netsmith Status:

Mgt-etho
n
ethl
n
eth2
[
Ehl Il
WanLinks [ Show Legend [¥] Fire []IPvas Info Print

B. Repeat to create another virtual router

i ion for If0350-10ac(1.1) Version: 5.3.7 MAGRES
rtual Routers and Connection: (=]
(-\
“}\
=
RO(NA)
Mgt-etho
n
ethl Router
'w Connection
eth2 New Bridge
[
< 1 ]
WanlLinks [] Show Legend [ Fire [ IPvas Close
anLink Names [v] Port Names Fire Names  [] Zero-IPv4s apply Progress: cancel Apply
eer WanLinks Parents Col. Domains [] IPv6s
Netsmith Status:
anlink Config




C. Right-click inside the Netsmith window and select New Connection

i ion for If0350-10ac(1.1) i 5.3.7 ~) (%
rtual Routers and Connectior =]
=
LS
=
RO(NA)
New Router
New (| ctic
New Bridge
Mgt-etho
ethl
®eth2 RL(NAT
[}
Ehl Il
WanLinks [ show Legend [ Fire [ IPvas Info Print
anLink Names [¢] Port Names Fire Namas  [] Zero-IPvs apply Progress
ser WanLinks Parents [ Col. Domains [] IPv6s
Netsmith Status:
WanlLink Config

D. Select the 'Skip' option on Port 1-B, WanLink and Port 2-B, then click OK

guration for 1f0350-10ac(1.1) Versiol ) (A (x
rtual Routers and Connectior =]
Q
L3
o
Create/Modify Connection x
Interface-Cost: 1
Port 1-4 <Auto Create NewPort> || IP-Metnc L
OSPF Area: 000.000.000.000
VRRP Interval:
Port2-4 []Skip |<Auto Create NewPort= |~ Next-Hop: r
DHCP Lease Time: Subnets (a.b.c.dpa):
Mgt-etf] DHCP DNS:
DHCP Range Min:
ethl
B tha
[ |
Next-Hop-IPvé:
IPv6 Subnets (aaa::0/x):
[OnaT  [IpHCP  [JDHCPwe  [custom DHCP  [JVRRP  []cCand-RP
< 1 ]
Wanlinks [] show Legend [ Fire [ IPvas Info Print Syne Apply Close
anLink Names [v] Port Names Fire Names  [] Zero-IPv4s apply Progress: 1 cancel Apply
eer Wanlinks [ Parents Cel. Domains [] IPvés
Netsmith Status
anLink Config




E. Repeat and create two more connections

for If0350-10ac(1.1) Version: 5.3.7 ~

rtual Routers and Connection:

RO(NA)
rddvR0 rddvRL
(]
rddwR2 rddvR3
[
New Router
Mgt-eth0 Connection
ethl New Bridge
®eth2 RL(NAT
[}

4] I

I

Wanlinks [ Show Legend [] Fire [ IPvas Info Print Syne Apply Close
1 P

WanlLink Names Fire Namas  [] Zero-Pvs appiy Progress:

Peer WanLinks

Cancel Apph

[¥] Col. Domains [] IPves
Netsmith Status:
WanlLink Config

F. Click the Apply button followed by the Sync button

for 1f0350-10ac(1.1) Version: 5.3.7 2 (2 (%
rtual Routers and Connection: =]
Q
;’\
=
RO(2)
rddVRO rddvRL
]
rddvR2 rddvR3
= L
rddvR4 rddVRS
- n
Mgt-etho
ethl
B otha W
[ |
4 Il [y |
Wanlinks [ Show Legend [] Fire [ IPvas Info Print syne Apply
WanLink Names Fire Names  [] Zero-IPv4s apply Progress: 1 pl
Peer WanLinks Cel. Domains [] IPvés
Netsmith Status:
Wanlink Config

A. NOTE: Modifications in Netsmith are only sent to the LANforge-Server after Applying them

B. Clicking Sync makes sure any changes are synchronized with the current database

For more information see LANforge-GUI User Guide: Virtual Interfaces

2. Setup the Ports.
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A. Right-click the rdd ports and select Modify Port

i for If0350-10ac(1.1) Version: 5.3.7 ~) A (X
rtual Routers and Connection: =]
&
o
=
RO(2)
rddvR0 rddvR1
Display WanLink & WanPaths
Connect
Modify =|
Toggle WanLink
Modify WanLink
Mgt-etho Modify Port
CreatlsPorts
.Elhl Sniff Port
ethz LT Reset Port
Delete Port
Delete WanLink
Delete
Il 1]
Wanlinks [ show Legend [ Fire [ IPvas info Print syne Apply Close
Wanlink Names Fire Namas  [] Zero-Pvs appiy Progress: Cancel Apply
Peer WanLinks Col. Domains [] IPves
Netsmith Status:
[¥] Wanlink Config

A. Assign each pair of rdd ports a unique subnet and IP address

B. Select the 'IPv4s' checkbox to view the IP addresses of the rdd ports

for If0350-10ac(1.1) Version: 5.3.7

rtual Routers and Connection:

Wanlink Names
Peer WanLinks
Wanlink Config

Fire Names

[] Zero-IPvds apply Progress:

DN
IPvas Info Print Sync Apply Close
Cancel Apply

Cel. Domains [] IPv6s

Netsmith Status:

RO(2)
rddwRO rddvR1
10.10.10.10/24 10.10.10.11/24
rddvR2 rddWR3
20.20.20.1/24 20.20.20.20/24
rddvR4 rddvRS
30.30.30.1/24 30.30.30.30/24
Mgtrethﬂ
192.168.100.106/24
ethl
B etha I
[ |
[}
WanLinks [] show Legend [¥]Fire




C. Configure rddVR3 and rddVR5 with a Gateway IP that corresponds to their peer rdd interface

rddVRO (ct521b-11b4) Configure Settings (ONORO)]
Fortstatus Informasion
Current: LINK-UP TS0 G50
Driver Infe: Fort Type: RedirectDevie Peer:rddVR1
Port Configurables
Standard Configuration r Extended Config ‘
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Setmac () 10brHD obi+
e ] Down [ Auwc-Mat DHCP Hostame: B e
[ sermxqren ) 1008tHD [ rose-ro
e CIDHCPIPvE [7] DHCP Release  DHCP Vendor ID: oo Ol
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[ setpromrze @ 1060 [ 00,0
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[Jsetaridgemnto [PAddress:  [20.202020 Global IPvé: AUTO Aot 0
P Maske 255.255.255.0 Link IPv6: AUTO (8] Meneoes [ wsro
—_ GatewayIP:  [2020.201 IPv6 GW: AUTO [ Remarter [ s0s-0
[ rrre Alias: MTU: 1500 [ rromase [ Flow-contral
mE MAC Addr:  |5e:67-8e:a8f£88 TXQLen 1000 O reat officsd
s ey sonased
[ raowz ] sypassnion [ vroenstied
[ weec-clent RptTimer:  [redivn (8 5) |=|WiiBridge:  |NONE - - N -
g I . : X 0 Enabled
[ wsecupsiream  psec G IPSec Password: ] aypass rower-oomn [ eroen
1PSec Local ID - 1PSec Remote 1D - [ [T encleenid

Lo Lo ] [ Jlore] [aw o]

A. NOTE: In this example, rddVR3 has a Gateway IP of 20.20.20.1 and rddVR5 has a Gateway
IP of 30.30.30.1

For more information see LANforge-GUI User Guide: Ports (Interfaces)


http://www.candelatech.com/lfgui_ug.php#port

3. Move the Redirected Interfaces into their desired positions.

A. Drag rddVRO into Router RO(2) and rddVR1 info Router R1(1)

for 1f0350-10ac(1.1) Version: 5.3.7 ¥ () (%
rtual Routers and Connection
o
@
=Y
RO(2)
rddvRO
10.10.10.10/24 rddvR2 rddVR3
0.20.20.1/24 20.20.20.20/24
rddvRa rddvRS
30.30.30.1/24 30,30.30.30/24
Mgt-ethu
192.168.100,106/24
othl ddvR1
. 0.10.10.11/24
sth2 RICLT
[ |
] v |
Wanlinks [ Show Legend [ Fire IPvas

WanLink Names
Peer WanLinks
wanlLink Config

Fire Names

[ zero-Pvas apply Progress
[¥] Cel. Domains []IPvés

Parents

Netsmith Status:

Info Print syne Apply

Close

cancel Apply

B. Drag rddVR2 into Router RO(2) and rddVR4 into Router R1(1)
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C. Click Netsmith Apply fo commit the changes

i ion for If0350-10ac(1.1) it 5.3.7 ~) A (X
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Netsmith Status:
wanlink Config

4. Create a TCP connection and sniff traffic without NAT.

A. Go to the Layer-3 tab and click Create

S~ -~

[ R

L gl gl Versi 4.3) V) (~) (x

Control Reporting Windows Info Tests
‘ Chamber View | ‘ Stop All ‘ ‘ Restart Manager ‘ | Refresh | ‘ HELP
status | Port Mgr [ Layer3 [ L3 Endps | Layer 4-7 | WanLinks | Resource Mgr | Alerts | Messages | warnings | wifi-Messages | +

Rpt Timer: |fast 1s)

Test Managar‘aH |v‘ ‘ select All H start + H Stop - H Quiesce |

View ‘n -500 | |Gn| ‘ Display ‘ Crgitﬂ‘ Modify ‘ ‘ Delete ‘
ross Connects for Selected Test Manager -
Name Type State ‘ Pkt Rt A Pkt Rx B Bps Rx A Bps RxB RxDrup%#F\xDmp%E Drop Pkts A[ Drop Pkts
[ 1l 0]
Logged in to: localhost:4002 as: Admin 2 stations: 21 01 0O

B. Create a Layer-3 TCP connection between endpoints rddVR3 and rddVR5 then click OK

tep-cx - Create/Modify Cross Connect AAS A
I:‘ ‘ Display ‘ ‘ Sync ‘ ‘ Batch-Create ‘ ‘ Apply | Cancel |
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Filename: SocketPriority: [0 |[o J
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C. In Netsmith, right-click the TCP connection and click Start
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D. Right-click port rddVR1 and click Sniff Port
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A. NOTE: You must have Wireshark properly installed as described here: Installing Wireshark



http://www.candelatech.com/lfserver_install.php#get_ready

E. After Wireshark begins, notice that the source and destination IP addresses are from 20.20.20.20
(rddVR3) and 30.30.30.30 (rddVR5) as expected without NAT enabled

Capturing from rddVR1 [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (on If0350- ~ ~ x

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

cdamdsNxcQec v vasBBEBro -

Filter: [ - Expression... Clear Apply
No. Time Source Destination Protocol Length Info
T L T R e cuicv.eu.cu Crntunys Duu ooy sew
99 8.001000995 20.20.20.20 30.30.30.30 TCP 66 33005-3300
100 8.249724778 20.20.20.20 30.30.30.30 LANTorge 366 Seq: 121
161 8.249845941 30.30.30.30 20.20.20.20 LANforge 366 Seq: 121
102 8.249902666 20.20.20.20 30.30.30.30 1JLel 66 33005-+3300
1083 8.499655313 20.20.20.20 30.30.30.30 LANforge 366 Seq: 122 =
1 aaaaaam————— r

» Frame 1: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface 8

» Ethernet II, Src: 12:e2:26:fd:47:d7 (12:e2:26:fd:47:d7), Dst: da:bc:e5:ef:bd:e9 (da:bc:e5:e
» Internet Protocol Version 4, Src: 20.20.20.20, Dst: 30.30.30.30

» Transmission Control Protocol, Src Port: 33005, Dst Port: 33006, Seq: 1, Ack: 1, Len: 300
» LANforge Traffic Gemerator

« ]

0000 da bc e5 ef bd e9 12 e2 26 fd 47 d7 @8 00 45 80
0016 01 60 bl 86 48 0@ 3f @6 25 2e 14 14 14 14 le le
0020 le le 88 ed 80 ee c¢@ bd a5 e9 92 46 1d 57 80 18
0030 00 79 65 b6 00 00 01 @1 @8 Ga Ba a9 e5 88 Ga a9
0040 ed Be 00 00 00 00 la 2b 3c 4d 80 25 60 26 01 08
0050 0G0 00 00 00 80 58 59 Of 3e ab le 83 18 al 00 01

-

*

O  rddvR1: <live capture in progre... Packets: 1104 - Displayed: 110... Profile: Default




5. Enable NAT and sniff traffic on the same port.

NOTE It is important that Endpoint-A of the connection is behind the NAT port because it is the side that

initiates the connection. Reversing the endpoint ports will cause the connection to fail.

A. Right-click on the TCP connection and select Stop
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B. Right-click rddVRO and select Modify

If0350-10ac(1.1) Version: 5.3.7
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C. Select the 'NAT' checkbox and click OK, then click the Netsmith Apply button
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D. Right-click on the TCP connection and select Start
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E. Right-click port rddVR1 and select Sniff Port
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Netsmith Status:

F. After Wireshark begins, notice that any source or destination IP address from or to 20.20.20.20
(rddVR3) has been NAT'd to be 10.10.10.10 because rddVRO is now performing NAT on all outgoing

traffic
Capturing from rddVR1 (as superuser) b B LI
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Z _— = : S = =
AN4@ XNE Qe=mESF 5 Q48 »
(W [Roply a display filter ... <Ctrl-/> =3 -+
No. Time Source Destination Protocol  Length Info =
i 310 24.752818828 10.10.19.10 30.30.30.30 " LANTor.. 366 Seq: 163
311 24.753055084 30.30.30.30 10.10.10.18 LANfor.. 366 Seq: 163
312 24.753268635 10.16.108.10 30.30.30.30 TCP 66 33603 - 3!
313 25.002062756 10.16.108.10 30.30.30.38 LANfor.. 366 Seq: 164
314 25.002337664 30.30.30.30 10.10.16.18 LANToOr... 366 Seq: 164
315 25.002481268 10.10.10.10 30.30.30.30 TCP 66 33603 - 3.

1 7
Frame 1: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface rddy
Ethernet II, Src: be:BB:7c:47:16:ee (be:8B:7c:47:16:ee), Dst: 6:19:79:8a:39:8d (f6:19:1
Internet Protocol Versiom 4, Src: 18.10.10.16, Dst: 30.38.30.30
Transmission Control Protocol, Src Port: 33083, Dst Port: 33004, Seq: 1, Ack: 1, Len: 3¢
LANTorge Traffic Generator

4 3
O 8a 39 8d be 88 7c 47 16 ee 08 00 45 @O0 e |GiEEEES -
87 71 40 00 3T 06 62 d7 Oa Oa Ga @a le le -T-q@-?- b---
80 eb 80 ec 7d 33 65 Oc 3d 53 f1 ad 80 18 - -}3 e-=§
51 a2 @0 00 01 81 0B Pa Ba ec ab 3f 99 Ga | ek
60 68 80 00 1a 2b 3c 4d G0 02 @0 03 61 63 o st <M .

00 0@ 80 40 65 14 8e 31 15 e7 0 00 0O 01 EEERR ' - R S
00 0P 80 02 00 B1 02 03 04 05 06 O7 B8 @9 -

Gc Od @e OF 10 11 12 13 14 15 16 17 18 19 e =
ic 1d 1e 1f 20 21 22 23 24 25 26 27 28 29 e - "HEKE ()
2c 2d 2e 2f 30 31 32 33 34 35 36 37 38 39 '+, -./01 23456789
3c 3d 3e 37 40 41 42 43 44 45 46 47 48 49 1, <=>7@A BCDEFGHI
4c 4d 4e 4f 50 51 52 53 54 55 56 57 58 59 JKLMNOPQ RSTUWWXY
t] 5c 5d 5e 5f 608 61 62 63 64 65 66 67 68 69 Z[\]*_"a bcdefghi

#  Ready to load or capture Packets: 315 - Displayed: 315 (100.0%)  Profile: Default

For more information see LANforge-GUI User Guide

Multiole | -2 Switcl

Goal: Emulate the behavior of five Layer-2 Switches connected together for traffic fail-over
testing.

In this test scenario, the function of several layer-2 switches will be emulated using multiple LANforge Bridge
devices with Spanning Tree Protocol (STP) so that each bridge can be connected to at least two others and
fail-over tests can be demonstrated.


http://www.candelatech.com/lfgui_ug.php

1. Setup seven Netsmith Connections.

A. Right-click inside the Netsmith window and select New Connection
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B. Accept defaults Auto Create everything then click OK.

C. Repeat and create a total of seven (7) connections
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D. Click the Apply button to commit the changes in Netsmith to the LANforge-Server
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A. NOTE: Modifications in Netsmith are only sent to the LANforge-Server after Applying them

For more information see LANforge-GUI User Guide: Virtual Interfaces



http://www.candelatech.com/lfgui_ug.php#port_cr

2. Setup five Bridge devices.

A. Right-click inside the Netsmith window and select New Bridge
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B. Select the Bridge button, enter a name and quantity 5
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A. NOTE: The 5 bridges here are sw-0, sw-1, sw-2, sw-3, and sw-4

C. In Netsmith, position the bridge devices into separate areas so they can be grouped with WanLink
entry points
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For more information see LANforge-GUI User Guide: Ports (Interfaces)

3. Move the Wanlinks into their desired positions.

A. Position the WanLink entry points in groups near the bridges as follows:
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A. 2 entry points near sw-0, sw-1, and sw-2 (one to sw-3 and one to sw-4)
B. 3 entry points near sw-3 and sw-4 (one to sw-0, sw-1, and sw-2)

C. Bridges sw-3 and sw-4 should also have a WanlLink between them

B. Click Netsmith Apply to commit the changes
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4. Modify each Bridge to enable Spanning Tree Protocol (STP) and add Bridge Members.


http://www.candelatech.com/lfgui_ug.php#port

A. Right-click bridge sw-0 and select Modify Port
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B. Select the 'Set Bridge Info' and 'Spanning Tree' checkboxes, then add bridge members rddVR1 and

rddVR3
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A. NOTE: Selecting the 'Spanning Tree' checkbox enables Spanning Tree Protocol (STP) for

that port

B. Click the Apply or OK button to commit the changes in bridge configuration to the

LANforge-Server




C. Right-click bridge sw-1 and select Modify Port

A. Enable STP and add members rddVRS and rddVR7

D. Right-click bridge sw-2 and select Modify Port
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A. Enable STP and add members rddVR11 and rddVR13

E. Right-click bridge sw-3 and select Modify Port
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F. Right-click bridge sw-4 and select Modify Port
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A. Enable STP and add members rddVR2, rddVRé, rddVR9 and rddVR12
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5. Create virtual interfaces for traffic generation and fail-over tests.

A. Right-click sw-0 and select Create Ports and choose Redirect

Create VLANs on Port: 1.1.34
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A. This step will create two Redirect Devices, rddA and rddB

B. Add rddA to bridge sw-0
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A. Click the Apply or OK button to commit the changes in bridge configuration to the
LANforge-Server

C. Right-click rddB and select Create Ports, then select the MAC-VLAN button
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D. Repeat for bridge sw-1
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A. NOTE: The Netsmith display has been 'zoomed-out' by clicking the - magnifying glass icon

located at the top left of the Netsmith display

E. Repeat for bridge sw-2
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6. Create Layer-3 connections.
A. On the Layer-3 tab, create a Layer-3 UDP connection between
rddB#0 and rddD#0
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B. Create 4 more connections between the remaining rddB and rddD ports
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C. Create 5 connections between the rddD and rddF ports
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A. Repeat this step for the rddF and rddB ports for a total of 15 connections




7. Test Fail-Over condition.
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A. On the Layer-3 tab, select all 15 connections and click Start



8. In Netsmith, verify traffic is flowing through sw-3 or sw-4 via 3 separate WanLinks
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A. In this case, VRWL1.1.001, VRWL-1.1.003 and VRWL-1.1.006 all show traffic flowing

9. Right-click WanLink VRWL-1.1.001 and select Toggle WanlLink
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10. After approximately 1 minute, the traffic will find an alternate path
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11. Right-click WanLink VRWL-1.1.001 and select Toggle Wanlink
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12. After approximately 1 minute, traffic resumes on its original path
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13. Traffic flow after simulating multiple path failures
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A. A sample LANforge HTML report of this fail-over test can be found here:

B. Fail-Over Test Sample HTML Report

mulating a Multiple Hop Network

Goal: Use virtual routers to emulate a multi-hop network.

In this example, LANforge is used to emulate a live routed network by using multiple virtual routers to form a
working multi-hop network. Each virtual router has its own routing table and can be configured to use one of
many different routing protocols. OSPF will be used in this example and traceroute will be used to demonstrate

the traversal of each hop.

1. Use Netsmith to create five OSPF virtual routers.


http://www.candelatech.com/oss/fail-over-test/index.html

A. From the Status tab, select the Netsmith button.
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Select the Use OSPF checkbox.
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OActive [Jclient [JConfed [Ucast
[OActive [Jclient [ Confe
[OActive [Jclient [JConfe
[ Active [ confed

il




D. Select OK, then create four more OSPF virtual routers.

ion for jw2(1.1) ion: 5.3.7 ) () (x
rtual Routers and Connection: =]
&
o
o RLNA]
RO(NA) G2l
Mgt-etho
m ethl
et RATNA] RENAT
W cthd
W eths
Il 1]
Wanlinks [ Show Legend [¥] Fire []IPvas Info Print Sync lapply Close
WanlLink Names Fire Namas  [] Zero-Pvs appiy Progress: Cancel Apply
Peer WanLinks Col. Domains [] IPves
Netsmith Status:
[¥] Wanlink Config

E. After creating five OSPF virtual routers, select Apply.

ion for jw2(1.1) ion: 5.3.7 ¥ () (%
rtual Routers and Connection =]
&
“':\
a RI(NA]
3
RONA) FEITY
Mgt-ethd
m ethl
e RATNAT RE)
W cthd h‘
W eths
] [ Tv] |
WanLinks [ Show Legend [¥] Fire [ IPvas [_nfo |[ prnt | [ sye | [ lppy | [ close |
WanLink Names Fire Names DZero-\PvasApp\ypmgress‘| | Cancel Apply
Peer Wanlinks [ Parents ] Col. Domains []IPvés
Netsmith Status:
Wanlink Config

For more information see LANforge-GUI User Guide: Netsmith



http://www.candelatech.com/lfgui_ug.php#vr

2. Create four Netsmith connections to link all of the OSPF virtual routers.

A. Right-click in the Netsmith window and select New Connection.

eer Wanlinks [ Parents
Wanlink Config

[¥] Cel. Domains []IPvés
Netsmith Status

for jw2(1.1) : 5.2.7 x
rtual Routers and Connectior =]
RI(NA)
by
RONA) G2l
New Router
Newcmmecﬂonm
New Bridge
1Mgt-etho
mEl,
W o
W eth3 RA(NA] R3(NA)
W cthd
W eths
< il T 1v |
Wanlinks [ Show Legend [] Fire CiPvas Info Print Syne Apply Close
anLink Names [v] Port Names Fire Names  [] Zero-IPv4s apply Progress: 1 cancel Apply

B. Leave all the default settings and select OK.

for : jw2(1.1)

: 5.3.7

oe

rtual Routers and Connectior

HA]

Port 1-A;
Port 1-B: [ Skip
Wanlink: [] Skip
Port 2-8: [[] skip

Pert 2-A: []Skip
DHCP Lease Time:
DHCP DNS:

Mgt-etho )| DHCP Domain:

Create/Modify Connection
Interface-Cost:

— = P RIP-Metric:
OSPF Area:

<Auto Create New Port> RRP IP
<Auto Create New WanLink= [ v | VARF 0:
<Auto Create New Port> i

VRRP Int
<Auto Create New Port>

Next-Hop:
Subnets (a.b.c.dhad:

1
1
000.000.000.000

[

anlink Names [] Port Names
eer WanlLinks
Wanlink Config

Parents

Fire Names [ ] Zero-Pvs apply Progress:

Cel. Domains [] IPv6s

Netsmith Status:

Info Print Sync Apply
1

W ethl Next-Hop-Pve:
W eth2
W eth3 IPv6 Subnets (aaa::0hod):
u etl
[ |
[ |
[OnaT  [IpHCP  [JDHCPwe  [custom DHCP  [JVRRP  []cCand-RP
< Il
[w] WanLinks [] show Legend [¥]Fire [ 1Pvas

[ Tv] |
Close
Cancel Apply




C. Create three more Netsmith connections.

ion for jw2(1.1) :5.3.7 Y) () (x
rtual Routers and Connection: =]
Q,
@,
e RLNA]
EU(NA) EZ(NA)
rddvRrddWR1 rddVR4ddVR$
EEEEE EEEEE
rddvRzddWR3 rddvREddVR]
EnEEE
Mgt-etho
m ethl
et RATNA] RENAT
W cthd
W eths
4] i Y [ Tv| |
WanLinks [] Show Legend [] Fire [ IPvas Info Print sync pply Close
anlink Names [7] Port Names Fire Names ] Zero-IPv4s Apply Progress: 1 Cancel Apply
ser WanLinks Parents [ Col. Domains [] IPv6s
Netsmith Status:
wanlink Config

D. After creating four Netsmith connections, select Apply.

ion for jwz2(1.1) ion: 5.3.7 2 @) &
rtual Routers and Connection =]
&
“-1\
a LAY
S
RO(NA] Ra(iAT
.'Wﬁhu B9 002
<-0us, 1.544 MbpS 8 US,Us SHE D s, 1544 Mbps >
rdl / r
BN & g L 0 3
CER G o S e
Mgt-etho
W ethl
e RATNAT RE)
W cthd
W eths
4] i [ Tv| |
[ Wanlinks [ Show Legend [¥] Fire [ IPvas [ nfo |[ prnt | [ sye | [ lpply | [ close |
‘anLink Names [v] Port Names Fire Names  [] Zero-IPv4s apply Progress: [ 1% Complete | Cancel Apply
cer Wanlinks [ Parents Col. Domains [] IPvés
Netsmith Status:
antink Config




3. Assign IP addresses to either end of each of the four Netsmith connections.

A. Right-click on rddVR0 and select Modify Port.

for jw2(1.1) ion: 5.3.7

rtual Routers and Connectior

. RI(A) rddvRL

antink Names [¢] Port Names Fire Names  [] Zero-IPv4s apply Progress;
eer WanlLinks Parents [¥] Col. Domains [] IPv6s
[ie] Wanlink Config

Netsmith Status:

g
RO(NA) £
o
rdgvRe"
Display WanlLink & WanPaths =
Connect
Modi
— Eyvmy i rddvR7
Toggle WanlLink ps ¥ 005, 3 5“ M
Modify WanLink VRW[ ops -5
Modify Port I s 11 Gy
Mgt-ethD Create Ports 537 -
n alhllhz Sniff Port Ps T rddvR3
..E athtsh4 RA(NA] Reset Port SINA)
me
W eths Delete Port
Delete WanLink
Delete
| ] v
WanlLinks [ Show Legend [¥] Fire [ 1Pvas Info Print Sync Apply Close
cancel Apply

B. SetrddVRO fo 10.0.0.1/30 and select OK.

rddVRO (jw2) Configure Settings

Port Status Information
Current:  LINKUP PROBE-ERROR TSO UFO GSO GRO N
Driver Info: Port Type: Redirect-Device Peer: rddvROb

Port Configurables

Enable General Interface Settings
[] et IF Down
[ set MAC [ Down [ Aux-Mgt

[Jset ™XQLen

2 T ] —
Set MTU
[ set Offload [JDHcPIPva | SecondarylPs | DHEP Client ID: _

[ Set PROMISC DNS Servers: [BLANK PeerIp:

[set mwaljrcs 1P Address:  [10.0.0.1/30 | Global IPve: lauTo

[set ridge Info 1P Mask: 0.0.00 | LinkIPve: [auTo
GatewayIP:  [0.0.0.0 | IPv6 Gw: [auTo

Alias: MTU: 1500

I HTTP MAC Addr: 9e:ad:d8:40:15:d2 | T O 1000
[] RADIUS RptTimer:  [nediun (85) |~| wiFiBridge: NONE [~]

—Services—

—Advert Rates—
[110bt-HD
1ok

106+D
[ 406D

(mls!

Lo |[vewosms | [zoe o] Loy

C. Right-click on rddVR1 and select Modify Port.

antink Names [¢] Port Names Fire Names  [] Zero-IPv4s apply Progress;
eer WanlLinks Parents [¥] Col. Domains [] IPv6s
[ie] Wanlink Config

Netsmith Status:

i ion for jw2(1.1) ion: 5.3.7 ~) (a) (%
rtual Routers and Connectior ]
[+
<
LAY rddvR1
Display WanlLink & WanPaths
Connect
A2 4
s ‘9”‘“ 4. Modify
i Toggle WanLink
Modify WanLink
Modify Port Is
ROTNA) FR2TNAY Create Ports
sniff Port
Reset Port
Delete Port =
Delete WanLink
Delete
1594 g B s
s,
" 1.544 [
0 ,4_:‘1 <9 oo
Mgt-etho I
195,168.100,103/24 547
l.elgllhz rddvR3
W eth3 RA(NA] R3(NA)
W cthd
W eths
fl i v |
anlinks [ show Legend [ Fire 1Pvas Info Print Sync Apply Close

cancel Apply




D. SetrddVR1 to 10.0.0.2/30 and select OK.

rddVR1 (jw2) Configure Settings

Port Status Information
Current:  LINK-UP PROBE-ERROR TSO UFO GSO GRO
Driver Info: Port Type: Redirect-Device Peer: rddvR1b
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates—

[] set IF Down [J10bt-HD
[ set MAC [ Down [ Aux-Mgt O1obt-FD
[ 8et TXQ Len [1100b
o [JDHCP4PV6 [¥]DHCP Release  DHCP Vendor ID: o

Set MTU 10
[ Set PROMISC DNS Servers: [BLANK Peer IP: NA 106D
[set RicaljFcs 1P Address:  [10.0,0.2/30 Global IPv6: lauTo 14060
[set Bridge Info 1P Mask: 0.0.0.0 Link IPV6: [auTo CIFie

Gateway IP:  [0.0.0.0 IPV6 GW: lauto

. Alias: MTU: 1500 HHliond
—Services— TS0 Ena
= e M 72:84:20:07:25:32 | TX Q Len 1000 -

[ Bypass NOw! UFO Enz
Bypass Po
[J RADIUS Rpt Timer: medium (8 s) : WiFi Bridge: [ Bypie
[ prnt || wiewbetais | [ Erobe ||

E. Repeat the steps above to complete the following:

Peer WanLinks

WanLink Config

Wanlink Names [] Port Names

Fire Namas  [] Zero-IPvs apply Progress

Col. Domains [] IPves
Netsmith Status:

i ion for jw2(1.1) ion: 5.3.7 ) (@) (x
irtual Routers and Connections (=]
Q
& 1820
& RL(NA
e, Y rddvRS
12.0.0.2/30
ROTNA]
B
rddvR6 r
ey 13.0.0.1/30
rddvR2
"0.0, <0 rddvR7
RLARED U 003 13.0.0.2/30
Mgtrelhﬂ
192.168.100.103/24
| &
m ctha RANA]
 ethd
m eths
[}
] [T |
WanLinks [] show Legend [¥] Fire IPvds Info Print sync Apply Close
Cancel Apply

A. rddVR2is 11.0.0.1/30 and rddVR3'is 11.0.0.2/30
B. rddVR4is 12.0.0.1/30 and rddVR5 is 12.0.0.2/30
C. rddVRéis 13.0.0.1/30 and rddVR7 is 13.0.0.2/30



4. Drag each end of a Netsmith connection into a virtual router to setup the network.

A. A:Setup the following by dragging the interfaces into the specified virtual routers:

for jw2(1.1) : 5.2.7 ~

rtual Routers and Connection:

rddvR1
@ 10.0.0.2/30

Info Print Syne IApply
1

Fire Names  [] Zero-IPv4s apply Progress:
[ Col. Domains [] IPvés

WanLink Names [¥] Port Names

Peer WanlLinks

arents

Netsmith Status:
Wanlink Config

3
0.0.2/30
RO(NA]
b
Ps
Hgt-etho
192,168.100.103/24
o ethl
W eth2
s
G
W eths h
rddvR7 5
13.0.0.2/30 g VRWL-1.1.003 2.0,0.2/30
—6-us, 1.544 Mbps ¥ 0 us, 1.544 Mbps > > ||
u
fl i v |
Wanlinks [ Show Legend [] Fire 1Pvas Close

cancel Apply

. rddVRO in RO and rddVR1 in R1
rddVR2 in R1 and rddVR3 in R2
. rddVR4in R2 and rddVRS5 in R3
. rddVRé in R3 and rddVR7 in R4

O 0O w »

B. B: Right-click on each Wanlink (red bar) and select Toggle Wanlink (change to green bar).

for jw2(1.1) : 5.3.7 ~

rtual Routers and Connection:

rddvRl

(] 10.0.0.2/30
~ EI(NA)

>
Q %"
oV ge?
.x?’,’u"wm 2
&2, 11ol130
ab Tes B
Display Wanlink & WanPaths
Connect

¥

RO(NA)
.

Modify

rddVR3
.0.0.2/30

Toggle WanlLink N >
Modify WanLink

Modify Port
Create Ports
Sniff Port
Reset Port
Delete Port
Delete WanLink
Delete

Mé;tralhﬂ
192.168.100.103/24
m ethl

rddvR?
13.0.0.2/30 g VRWL-1.1,003
—fros 1544 Mbps B 0 us. 1.544 Mbps ->!

< I

WanLinks [] Show Legend [w] Fire IPvds

Wanlink Names Port Names

Peer WanlLinks

Parents

[¥] Fire Names

[[] Zero-IPvas apply Progress:

[ Col. Domains [] IPv6s

Netsmith Status:

[ Tvl |
Close
Cancel Apply

Wanlink Config

A. Note: If you wanted to emulate an /impaired/ multi-hop network, you could modify each
Wanlink to have any LANforge impairment such as latency, jitter, dropped packets, etc...



C. After dllinterfaces are moved and Wanlinks started, select Apply in the Netsmith window.

ion for jw2(1.1) ion: 5.3.7 ) (m) (x
rtual Routers and Connection: =]
= rddvR1
() 10.0.0.2/30
.
8,
.
S
Q|
&
& 3
RO %0 9.0.2020
F £ _
Ps
Mat-etho
192,168.100.103/24
| el
m eth2 I
W eth3
W ethd
W eths
rddvR? FdVRS
13.0.0.2/30 g VRWL-1.1.003 13.0.0.1/38& \97 0.0.2/30
—fros—+-544 Mbps B 0 us. 1.544 Mbps ->! | |
4
] L]
WanLinks [] show Legend [] Fire 1Pvas Info Print syne Apply Close
Wanlink Names Fire Names  [] Zero-IPvds apply Progress: Cancel Apply
Peer WanLinks Col. Domains [] IPves
Netsmith Status:
[¥] WanLink Config




5. Assign IP addresses and Default Gateways to each of four physical interfaces.

A. Right-click on each interface and select Modify Port.

for jw2(1.1) : 5.2.7

rtual Routers and Connection:

rddwR1
10.0.0.2/30

ethl

Display WanLink & WanPaths
Connect

| | Modify

Toggle WanLink

Maodify WanLink 5
Modify Port N
Create Ports

Sniff Port

Reset Port

Delete Port

Delete WanLink

Delete

rddvR7 HldVRS
13.0.0.2/30 g VRWL1.1.003 10.0.2/20

—6os 1,544 Mbps B 0 us, 1.544 Mbps ->!

eths

Mgelhﬂ
192.168.100.103/24
]

4] I

Wanlinks [ Show Legend [] Fire IPvds Info Print Syne Apply

‘WwanLink Names ire Nameas D Zero-IPvds App\y Progress;
ol. Domains []IPv6s

Peer WanLinks
Wanlink Config

Netsmith Status:

B. Setup the following IP addresses and Default Gateways:

for jw2(1.1) : 5.2.7

rtual Routers and Connection:

ethl
172.16.0.101/24
n

ethd
eth2 192.168.0.104/24
17216.01/24 W

[¥] Wanlink Names [¢] Port Names ire Names
Peer Wanlinks [¢] Parents

Wanlink Config

[] Zero-Pvas ppply Progress:

[¥] Cel. Domains []IPvés
Netsmith Status:

o7
eth3 < 3
102.168.0.1/24 rddVRg &b .0.0.2/30
u ROTS) .1% A VED] [i0;
£ %
s L
Ra(1)
b
rddvR7 5 (-
13.0.0.2/30 g VRWL1.1.003 ,0.0.2/30
eths bps ¥ 0 us, 1.544 Mbp: =t h
Mgelhﬂ Al
192.168.100.103/24
n -
| I [ Tv] |
[v] WanLinks [J show Legend ire IPvas Info Print Sync| Apply Close

Cancel Apply

ethl IP address is 172.16.0.101/24 and Default GW is 172.16.0.1
eth2 IP address is 172.16.0.1/24 and Default GW is 172.16.0.1
eth3 IP address is 192.168.0.1/24 and Default GW is 192.168.0.1
eth4 IP address is 192.168.0.104/24 and Default GW is 192.168.0.1

O 0 = >



C. Drag eth2 info RO and eth3 into R4, then Apply changes.

for jw2(1.1) ion: 5.3.7 ) () (X
rtual Routers and Connection: -

&‘A‘OQKJ g
rddvRg Gt 0.0.2/30
RO(S) AN VED] 5o,
%,,s“ 1
eth2
142.16.0.1/24
]

ethl
172.16.0.101/24 gy
L] 192,168.0.104/24

o 168.0.1/24
R4(1] 1 :
rddvR7 dVRS S 1
13.0.0.2/30 g WRWL-1.003 0.0.2/30
eths 2 bps— ¥ 0 us, 1.544 Mbp:

Mgethu
192,168,100,103/24
[

[«

4] I

Wanlinks [ Show Legend [] Fire IPvds Info Print syne Apply Close
1 P

Wanlink Names Fire Namas  [] Zero-Pvs appiy Progress: rrp——rp—
Peer WanLinks

[¥] Col. Domains [] IPves
Netsmith Status:
WanlLink Config

A. Note: In this example, four physical interfaces are used. eth1 and eth2 are physically
connected with a cable, as are eth3 and eth4. This allows us to use eth1 and eth4 to
generate fraffic to each other through the network inferfaced by eth2 and eth3.

L]




6. Apply all changes in Netsmith, allow OSPF time to converge, and observe routing tables.

A. After applying all Netsmith changes, right-click on a virtual router and select Show Routing Table.
(Before OSPF converges, only the directly connected networks are shown.)

LANforge Dialog x) (n) (%

09/12 14:02:41.470
Routing table for Virtual Router: Router-0 (5)
unreachable default prote xorp scope link metric 1 notify

10.0.0.0/30 dev rddVRO scope link
172.16.0.0/24 dev eth2 scope link

o | B

B. After OSPF converges, each virtual router has a complete routing table for the entire network.

LANforge Dialog x) (n) (%

08/13 14:09:29.286
Routing table for Virtual Router: Router-0 (5)

unreachable default proto xorp scope link metric 1 notify

10.0.0.08/30 dev rddVRO scope link

11.0.0.0/30 via 10.0.0.2 dev rddVR8 proto xorp metric 2 notify
@ 172.16.0.0/24 dev eth2 scope link

[4] Il I

A. Note: If you select Netsmith Apply again, this will restart all virtual routers and OSPF will
need time to converge again.



7. Alternative method to observe routing tables of each virtual router.

A. With OSPF virtual routers, you can right-click on a virtual router and select Virtual Router Console to

bring up the underlying xorp shell for the virtual router.

for : jw2(1.1)

: 5.3.7

rtual Routers and Connection:

rddwR1
10.0.0.2/30

<
y
Tv]ix

[vl WanLink Names [¢] Port Names
Peer WanLinks Parents
[¥] Wanlink Config

Fire Names  [] Zero-IPv4s apply Progress:
[v] Col. Domains [] IPv6s

Netsmith Status:

rddVR3
0.0.2/30
b
Ps
eth2 rddVR4.
2,16.0.1/24 & [12.0.0.1/30
New Connection oA
Modify %
Show Routing Table e
=
virtual Router Console 0.104724 =
Delete =
55168.0.1/24
Ra{1) < R3(2)
rddvR7 VRS -
13.0.0.2/30 § VRWL-1.1,003 .0.0.2/30
eths 4 Mbps B 0 us, 1.544 Mbps =] 2
Mgethu y
192,168.100,103/24
n -
< 1
[¥] Wanlinks [ Show Legend [¥] Fire IPvds

Apply

[ Tv] |
Close
cancel Apply

B. Once at the xorp shell prompt, type the following to display the routing table information:

xorpsh for VR: 5 (on fwa710-blue)

llelcome to HORP on fwa7?l0-blue
root@fwarli-blueX show route table ipwd unicast final
0.0.0,0/0 [static(220)/1]

> to 0,0,0,0 via my_discard/my_discard
[connected(0)/0]

> wia eth2/eth

[aspfi110) /5]

> to 10,0,0.2 via rddVRO/rddVRO
[connected(0)/0]

> wia rddVROArddVRO
[ospfi110),/2]

> to 10.0.0.2 via rdd¥RO/rddYRO
[ospfi110),/3]

> to 10,0,0,2 via rdd¥RO/rddVRO
[aspfi110)/4]

> to 10,0,0,2 via rdd¥RO/rddVRO
root@fuario-blue> [

172,16,0,0/24

192,168,0,0/24
10,0,0,0/30

13,0,0,0/30

A. show route table ipv4 unicast final

8. Use traceroute to traverse all five hops.

A. Open a terminal window in the LANforge system.

oot@fwa710-blu

File Edit View Terminal
[root@fwa710-blue ~]# ||

Help




B. Type the following command at the prompt:

E root@fwa710-blue:~
File Edit View Terminal Help
[root@fwa710-blue ~]# traceroute -i ethl 11&].0.2.

>

A. traceroute -i ethl 13.0.0.2

B. Note: -i ethl forces the fraceroute program to use ethl as its outgoing interface.

C. Observe the results of each hop in the network.

= root@fwa7l0-blue:~
File Edit View Terminal Help
[root@fwa710-blue ~]# traceroute -i ethl 13.0.0.2

traceroute to 13.0.0.2 (13.0.0.2), 30 hops max, 60 byte packets
1 172.16.0.1 (172.16.0.1) ©0.129 ms 0.098 ms 0.081 ms

2 10.0.0.2 (10.0.0.2) ©0.332ms 0.299 ms 0.243 ms

3 11.0.0.2 (11.0.0.2) 0.572 ms 0.549 ms 0.449 ms

4 12.0.0.2 (12.0.0.2) 2.917 ms 2.902 ms 2.813 ms

5 13.0.0.2 (13.0.0.2) 4.808 ms 4.712 ms 4.695 ms
[root@fwa710-blue ~1# |

5>]

D. Traceroute from eth4.

E root@fwa710-blue:~

File Edit View Terminal Help

[root@fwa710-blue ~]# traceroute -i ethl 13.0.0.2

traceroute to 13.0.0.2 (13.0.0.2), 30 hops max, 60 byte packets
1 172.16.0.1 (172.16.0.1) 0.111 ms 0.081 ms 0.105 ms

2 10.0.0.2 (10.0.0.2) 0.226 ms 0.338 ms 0.321 ms

3 11.0.0.2 (11.0.0.2) 0.640 ms 0.559 ms 0.539 ms

4 12.0.0.2 (12.0.0.2) 2.937 ms 2.924 ms 3.551 ms

5 13.0.0.2 (13.0.8.2) 4.778 ms 4.687 ms 6.603 ms
[root@fwa/10-blue ~]#

[root@fwa/10-blue ~]#

[root@fwa710-blue ~]# traceroute -1 eth4 10.0.0.1

traceroute to 10.0.0.1 (10.0.0.1), 30 hops max, 60 byte packets
1 192.168.0.1 (192.168.0.1) 0.109 ms 0.081 ms 0.100 ms

2 13.0.0.1 (13.0.0.1) ©0.243 ms 0.159 ms 0.489 ms

3 12.0.0.1 (12.0.0.1) 2.210 ms 2.177 ms 2.142 ms

4 11.0.0.1 (11.0.0.1) 3.166 ms 3.148 ms 3.177 ms

5 10.0.0.1 (10.0.0.1) 6.731ms 6.719 ms 6.699 ms
[root@fwa710-blue ~1# |

5>

A. traceroute -i eth4 10.0.0.1

E. Generate LANforge traffic through the multi-hop network.



A. Go to the Layer-3 tab and select Create.

LANforge Manager Version(5.3.7) ) () ()
Control Reporting Tear-0ff Info Flugins
‘ stop All | ‘ Restart Manager ‘ | Refresh | | HELP ‘
Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | Layer3 | L3 Endps | VoIP/RTP | VoIP/RTP Endps | Ar 1| Wanlinks | Attenuators | Filed0 | Layer-4 |
Rpt Timer: ‘fasl as) "lGu‘ Test Manager ‘aH ‘v‘ ‘ Select All | ‘ Quiesce ‘
View ‘u-snn ‘vlﬂu‘ ‘ Display ‘ Crgat% | Mogify ‘ | Delete ‘
ross Connects for Selected Test Manager
Name Type | State ‘ Pkt RxA | PktRxB Bps Rx A Bps Rx B ‘Rx Drup%A‘RxDrup% 8| Drop Pkts A
[] Il [o]
Logged into: 192.168.100.103:4002 as: Admin

B. Set Endpoint-A to use eth1 and Endpoint-B to use eth4.

test-1 - Create/Modify Cross Connect L) (a) (x)
l:‘ ‘ All ‘ | Display | ‘ Sync ‘ | Batch-Create | ‘ Apply | | oK | | Cancel
. e N
CX Type: ‘LAanrge JUDP ‘vl
Endpoint A Endpoint B
Resource: |1 (3w2) |v||1 (jw2) |v‘
Port: [t teth1) [~][a cetha) [~]
Min T Rate: Wid DSL (788 Kbps) |v| Mid DSL (768 Kbps) |v‘
Max T Rate: San= |v| Same |v‘
Min PDU Size; |1k (1.624 B) [ |1k .48 [+
Max PDU Size:  [Same [ +][same [~]
IP Tos: [pest Effort (@) [+|[gest Effort (@) [+
Pkts To Send: |Infin1te |v||1nfinite |v‘




C. Start the Layer-3 connection.

ANforge Manage

Version(5

Control Reporting Tear-Off Help
[ sopan | [ Restarmanager | [ Remesn | [ nep
File-10 | Layer-4 | Generic | TestMgr | Resource Mgr | Serial Spans |  PPP-Links | PortMgr | Messages |
Staws | Layer-3 | L3 Endps | VeIP/RTP | VoIP/RTP Endps WanLinks |~ Collision-Domains
Rpt Timer (ms); mﬂm TeslM]n]ger‘]ll ‘v‘ | Select All H Start H Stop H Quiesce H Clear |
View b-200  [+]eo] [ oispray |[ creme |[ moaiy | [ petete |
10ss Connects for Selected Test g

Rate A<-B | Rx Drop A| Rx Drop 8 | Rpt Timer | EID | Endpoints (A <-> B)

Name Type | State |PkiTx A-»B|Pki Tx A<-B| Rate A->
test-1 LF/UDF _ |Run | 1,554 1,573 7675

767,710 o o 1000[1.6 [test-1-A <=> test-1-B

Logged in to: 102.168.100.226:4002 as: Admin




D. Traffic flowing through the multi-hop network.

Netsmith configuration for Resource: fwa710-blue Version(5.1.2)
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Multiple Physical Port Testing - CT970-48
Example

Goal: Use LANforge and a managed ethernet switch to create 48 unique WAN emulations.

In this example, LANforge is paired with a managed ethernet switch to create 48 unique WAN emulations.
Each of the 48 ports on the ethernet switch can be connected to an end-user device such as a PC or
networked gaming console to provide 48 independent emulated links each with their own set of network
impairments. Please see the CT970-48 product description for more details.

NOTE: If you are attempting to run this test scenario, you will need a LANforge license key that
enables the correct number of WanlLinks. Please contact us at support@candelatech.com for
assistance.

1. Download the CT970-48 configuration to your LANforge system. We have provided the LANforge database
and managed switch configuration for this example to simplify the setup. You can download all of the
CT970-48 configuration files to your /home/lanforge/DB/CT970-48 directory.

A. NOTE: This LANforge database uses ethO as the Management port and eth2 as the VLAN frunk port.
If you need to modify these, please contact us at support@candelatech.com for assistance.

B. NOTE: The managed switch referenced in this example is a Netgear FSM7352SNA ProSafe 48-port
10/100 L3 Managed Switch.

2. Save your existing database, then load the new database into your LANforge system.


http://www.candelatech.com/lanforge_v3/ct970-48_product.php
mailto:support@candelatech.com
http://www.candelatech.com/oss/lanforge_configs/CT970-48/
mailto:support@candelatech.com
http://www.netgear.com/Products/Switches/FullyManaged10_100Switches/FSM7352S.aspx

A. On the Status tab, under the Test Configuration Database Name field, type in a name for your

®

C.

existing configuration, then select the Save button.
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Logged in to: 192.168.100.213:4002 as: Admin

Select CT970-48 from the Test Configuration Database List box.
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Logged into: 192.168.100.213:4002 as: Admin

Select Load Behavior Overwrite.
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Logged in to: 192.168.100.213:4002 as: Admin




D. Select the Load button and acknowledge the confirmation pop-up message.

Load Database @nd over-write the current settings): CT970-48

Load & Overwrite Database

Cancel

3. After LANforge is finished loading the new database, open Netsmith to view the 48 WanLinks and modify if
necessary.

A. On the Status tab, under Resource 1, select the Netsmith button.

ANforge Manager rsion(5.1.4)

Control Reporting Tear-Off Help

‘ Stop All ‘ ‘ Restart Manager ‘ | Refresh ‘ ‘ HELP

File-10 | Layer-4 | Generic | Test Mar | Resource Mgr | Serial Spans | PPP-Links | Port Mar | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon | Wanlinks |

Current Users

Collision- Domains
License Info

Test Configuration Database
* Admin from:192.168.100.16!,

Licenses expire in: 190 days. gnuserver from:127.0.0.1

List: [cT970-48 || Name: [existingDe |

e B v R

Support expires in: 190 days.

4 1l o]

Virtual Shelf 1

Resource 1
o (] o (] ww (] ([
o (B o (] [ o [
LT LA

Logged in to: 192.168.100.213:4002 as: Admin

B. If any changes are made to Netsmith, then select the Apply button to commit the changes to the
LANforge server.
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4. When the 48port-sw-config.ixt is loaded into the Netgear FSM7352SNA switch, port 52 on the switch is
configured as the VLAN trunk which will connect to LANforge port eth2. Each switch port and VLAN
correspond to a Wanlink in LANforge. Here, incoming traffic on switch port 1 is tagged for VLAN 101 and
sent out switch port 52 to LANforge eth2 then on to WanLink VRWL-1.1.0 via endpoints eth2.101 and
rdd1.101.

A. Connect LANforge port eth2 to the FSM7352SNA switch, port 52 which is trunking vians 101 - 148 to
the LANforge system.
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B. Here, each WanlLink can be modified to have its own unique impairment profile so that each end-
device has a different upstream connection.
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C. If any changes are made to Netsmith, then select the Apply button to commit the changes to the
LANforge server.
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Alternatively, a group of WanlLinks can be modified together using the Batch Modify on the
WanlLinks tab in the main LANforge GUI. Highlight the group of WanlLinks that you want fo modify,

then select Batch Modify fo modify the highlighted set of WanLinks.
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I Logged in to: 192.168.100.213:4002 as: Admin

E. The Batch Modifier will apply changes to the group of highlighted WanLinks.
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5. In this example, any end-devices connected to switch ports 1 - 48 can communicate with each other. Here,
an end-device such as PC1 connected to switch port 1 can communicate to PC2 connected to switch port
2 through the network path:

PC1 - switch port 1 - vian 101 - switch port 52 - LANforge port eth2 - WanLink VRWL-1.1.0 - Virtual
Router RO - vian 102 - WanLink VRWL-1.1.1 - LANforge port eth2 - switch port 52 - switch port 2 -

PC2.

The end-devices used here are LANforge-FIRE interfaces on a separate system. Each interface has its own
MAC and IP address and will generate fraffic to and receive fraffic from the switch port it is connected to.

A. On the Port Mgr tab, assign an IP address on the 10.1.1.0/24 network and a default gateway 10.1.1.1
th2) (Configure Settings)
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B. On the Port Mgr tab, assign an IP address on the 10.1.1.0/24 network and a default gateway 10.1.1.1
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Supported:  10bt-HD 10bt-FD 100bt-HD 100bt-FD 1000bt-FD AUTO-NEGOTIATE SEND-TO-SELF
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6. The impairment settings on each WanLink will only apply to traffic that is sent or received from the switch
port that it is associated with via the VLAN used with that WanlLink. For example, WanLinks VRWL-1.1.0 and
VRWL-1.1.1 are both set to have a total of 100ms of delay, so PC1 would see a 200ms round-trip delay when

sending or receiving traffic to PC2.

A. The total latency of WanLinks VRWL-1.1.0 and VRWL-1.1.1 is 100ms.
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I Logged in to: 192.168.100.213:4002 as: Admin




B. Each end of the connection experiences 100ms of delay which gives a total round-trip delay of
200ms.

Nforge Manager Version(
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Logged in to: 192.168.100.228:4002 as: Admin

ridging Multiple WAN-links

Goal: Create a star topology network similar to a central VPN server with remote offices.

Using LANforge Netsmith, we connect
three ethernet ports with WAN-links. Each
WAN:-link has an ethernet port on one
side and a virtual redirect on the other.
The redirects are then bridged. We can
then model the WAN environment by LANforge GUI
changing the latency (and other I
parameters) of the WANIinks. In this
example, we are using ports eth2, eth3
and eth4 This emulates a bridged

network, but it is also possible to do a m
similar configuration using a Virtual
Router instead of a bridge to emulate a
routed network.

LANforge CT920

1. Use Netsmith to create three WAN links



In the Status tab, click the Netsmith button
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B. Right click in the Netsmith window

C. Select New Connection
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D. Create new WAN link connection
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eth3| port 2-A [JSkip |<Auto Create New Port> S 1
- ﬂ Next-Hop:
DHCP Lease Time: Subnets (a.b.c.dpu):
DHCP DNt
eth4
n
Next-Hop-PVE:
IPv6 Subnets (aaa::0/x):
ethl
n
oths | OINAT  [IDHCR  [JDHCPW6  [lcustom DHCP  [IVRRP [ CandRe
. [ g B8
4] T [ Tv| |
WanLinks [ Show Legend [ Fire CfiPvas Info Print sync #pply
anlink Names [7] Port Names Fire Names ] Zero-IPv4s Apply Progress: 1 Cancel Apply
ser WanLinks Parents [ Col. Domains [] IPv6s
Netsmith Status:
wanlink Config

A. Select Port 1-A: eth2
B. Select Port 1-B:Skip
C. Click OK

E. A tentative WAN link is displayed

i ion for jw2(1.1) Version: 5.3.7 ) (s
irtual Routers and Connections [=]
Mgt-etho
n
i ~ rdavRL
eth3
n
ethd
n
ethl
n
eths
n
[l I
anLinks [] Show Legend [¥] Fire CPvas Info Print
anLink Names [¢] Port Names Fire Namas  [] Zero-IPvs apply Progress
eer WanlLinks Parents Col. Domains [] IPv6s
Netsmith Status
anLink Config




F. Click the Apply button at the bottom of the Netsmith window. This commits the WAN link fo the

resource.

for

jw2(1.1) : 5.3.7

Mgt-etho
]

e VRWL.1,000

rtual Routers and Connection:

<-0us, 1.544 Mbps ® 0 us, 1,544 Mbps =

eth3
n

ethd
n

ethl
n

eths
n

<

rddVVR1
a

[4]

WanlLinks

[[] Show Legend [¥] Fire [ IPvds
Wanlink Names
Peer WanLinks

Wanlink Config

G. Creating two more WAN links is a similar process

H. Repeat these steps:

for jw2(1.1) Version: 5.3.7 ) (A) (%
rtual Routers and Connection: ok
e
@
Mgt-etho
|
e § VRWL-1,1,000 JddvRL
<-0us, 1,544 Mbps ® 0 us, 1,544 Mbps =
eth3 § VRWL1.1.001 RS
=-0us, 1.544 Mbps B 0 us, 1.544 Mbps ->
ethd § VRWL-1.1.002 rddvRS
=-0us, 1,544 Mbps ¥ 0 us, 1,544 Mbps ->
ethl
|
eths
u |
4] i [ Tv| |
[¥] WanLinks [ Show Legend [#] Fire O IPvas
Ll i (T TS Fire Names [} Ze[attampt to apply changes, but do not close the current window to allow more changs:
Peer WanLinks Parents [v] col. Domains [] IPvEs
Netsmith Status:
WanlLink Config

Right click, New Connection

. Click Netsmith Apply to commit connection.

Right click, New Connection

- m O 0 » »

. Click Netsmith Apply to commit connection.

2. Use Netsmith to create a bridge port

Choose eth3 for port 1-A and Skip for port 1-B, then OK

. Choose eth4 for port 1-A and Skip for port 1-B, then OK



A. Right click, Select New Bridge

i ion for jw2(1.1) ion: 5.3.7 ) (m) (x
rtual Routers and Connection: =]
Q
a
Y Mgtetho
]
e § VRWL-1,1,000 JddvRL
<-0us, 1,544 Mbps ® 0 us, 1,544 Mbps =
e LA rddvR3 New Reuter
<-0Us, 1.544 Mbps ¥ 0 us, 1.544 Mbps = SRR
MNew Bridge I
(0 § VRWL.1.002 [daVRS
<-0us, 1.544 Mbps ¥ 0 us, 1.544 Mbps ->
ethl
[
eths.
] L]
Wanlinks [ show Legend [ Fire O IPvas Info Print Syne Apply Close
WanlLink Names Fire Namas  [] Zero-Pvs appiy Progress: Cancel Apply
Peer WanLinks Col. Domains [] IPv6s
Netsmith Status:
[¥] WanLink Config

B. Create the bridge with the following attributes:

Create VLANs on Port:

) MACVLAN © 802.1Q-VLAN O Redirect @ Eridge O Bond O GRE Tunnel
O WiFi STA O WIFiVAP ) WiFi Monitor £ WiFi Virtual Radio

Shelf: Resource:
[ DHCP-IPv4

IP Address: Global IPve: JAUTO

Quantity: 1 IP Mask or Bits: Link IPv6: ot ]
Gateway IP: IPvE GW: JAUTO

Bridge Name: bro #2 Redir Name:

STAID: ssiD: [ [~]

Key/Phrase:
[ wPA2 Cwep

[y ] conc | |

A. Select Bridge

B. Quantity: 1
C. Bridge Name: br0

C. Click Netsmith Sync to bring the br0 port onto the Netsmith screen

i ion for jw2(1.1) ion: 5.3.7 D) () (X
irtual Routers and Connections [=]
=
Mgt-etho
]
Leth2 § VRWL1.1.000 _ rddVR1
<=-0us, 1,544 Mbps § 0 us, 1,544 Mbps -=
eth3 § VRWL1.1.001 T
<-0Us, 1.544 Mbps ¥ 0 us, 1.544 Mbps =
[ § VRWL.1.002 [ddVRS
<-0us, 1.544 Mbps ¥ 0 us, 1.544 Mbps ->
ethl
[
eths
u o
| I [ Tv] |
[¥] WanlLinks [] show Legend [ Fire [ IPvas Info Print siye [ lapply | [ close |
Wanlink Names [¢] Port Names [ Fire Names (] Zero-IPvas apply Progress: R T e T e
Peer WanlLinks Col. Domains [ IPv6s Un-applied changes will be lost.
Netsmith Status:
Wanlink Config




D. Right click the br0O port and select Modify Port

i ion for jw2(1.1) ion: 5.3.7 ) (@) (x
rtual Routers and Connectior ]
Q
LS
@,
Y Mgtetho
n
e VRWL-L.1.000 JddvRL
<-0us, 1,544 Mbps ® 0 us, 1,544 Mbps =
1
bro 5
_ethi«) g VRWL-1.1.001 _rdaVR3 Display WanLink & WanPaths
<-0 Us, 1544 Mbps ¥ 0 us, 1.544 Mbps > Connect
Modify
Toggle WanLink
Modify WanLink
[ § VRWL.1.002 [ddVRS o
£ L] ”°'°i‘§
<-0us, 1.544 Mbps B 0 us, 1.544 Mbps > Creatorts
Sniff Port
Reset Port
Delete Port
Delete WanLink
Delete
ethl
n
eths
u |
4] i [ Tv| |
Wanlinks [] show Legend [¥] Fire [ 1Pvas Info Print sync Apply
anlink Names [] Port Names Fire Names [ Zero-IPv4s Apply Progress 1 Cancel Apply
ser WanLinks Parents [v] col. Domains [] IPvEs
Netsmith Status:
WanLink Config

E. In the text area below the Add Ports button, add the three virtual WAN link endpoints:

bro (jw2) Configure Settings &

Current:  LINK-UP PROBE-ERROR TSO UFO GSO GRO
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A

Enable
[ set IF Down
[1set MAC
[]set TX Q Len

[ set MTU

[ set Offload

[ set Bridge Info

Port Configurables

General Interface Settings

[ Spanning Tree

DJoawn [ Auxmgt ing Time: 300 -
[IDHCP-Pv6 [7] DHCF Release  DHCP Vendor ID: Priority:  |32768 =
[] DHCP-IPva DHCP client ID: 20 -
DNS Servers: [BLANK Peer IF: NA Hello Time: 2 5
IP Address:  [0.0.0.0 Global IPve: [auTo Forwarding Delay: |15 -
IP Mask: 0.0.0.0 Link IPv6: oo ]

Gateway I [0.0.0.0 IPVE GW: oo ]

Alias: | v 1500

Rpt Timer:

02:¢9:69:85:f4:5b | TX O Len

pedion @ 9 ] i

1000

Eo—

idge Informatior
Cenfigured Perts | Current Ports |

Remove Ports

Services—

CHTP Add Ports

LCIFTP FddVRT

rddvR3
[JRADIUS rddVRS
‘ Print || View Details ‘ Ccancel

q
A. rddVR1
B. rddVR3

C. rddVR5




F. Click Add Ports to enter the selection. You will see them show up in the Bridge Information table.

bro (jw2) Configure Settings ~) (x
Current: LINK-UP PROBE-ERROR TS0 UFO GSO GRO 1
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A
Port Configurables
; Enable General Interface Settings O spanning-Tree
Set IF Down v 3
o DJown [ Auxmgt Aging Time: 300 -
Set MAC -
O [JDHECPIPV6 [] DHCP Release  DHCP Vendor ID: Bridge Priority:  |32768 =
Set TX Q Len
] set MTU [] DHCP-IPva Secondary-Ps DHCP Client ID: Max Age: 20 -
e
[ Set Offload DNS Servers:  [BLANK Peer IP: NA Hello Time: 2 X
[l set Bridge Info IP Address: 0.0.0.0 Global IPv6: \AUTO Forwarding Delay: [15 =
IP Mask: 0.0.0.0 Link IPv6: IAUTO
Gateway IP: 0.0.0.0 IPvE GW: IAUTO
Alias: MTU: 1500
MAC Addr: 02:¢9:69:85:f4:5b | TXQ Len 1000
Rpt Timer:  [nediun (8 s) || wiFi Bridge: NONE [~ r
idge Informatior Remove Ports
Services— Configured Ports | Current Ports
Ak ladd Port
Il IR rddvR3 \4 """"""" }—‘
CIFrP rddvRS
[1RADIUS
‘ Print || View Details ‘ Cancel g5
[l I

G. Click Apply fo commit the change.

H. Click Sync to read-in the ports to the screen. You will see them show up in the Bridge Information

table.
bro (jw2) Configure Settings ~) (x
Current: LINK-UP PROBE-ERROR TS0 UFO GSO GRO =
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A ¥
Port Configurables
Enable General Interface Settings [ Spanning-Tree
Set IF Down g
o =iy [l Au Mgt Aging Time: 300 -
Szet :":Z . [IDHCP-Pv6 [7] DHCP Release  DHCP Vendor ID: Bridge Priorty: 32768 o=
o en
[ et MTU [] DHCP-IPva Secondary-Ps DHCP Client ID: Max Age: 20 -
e
[ set offload DNS Servers:  [BLANK Peer IP: NA Hello Time: 2 -
[l set Bridge Info IP Address: 0.0.0.0 Global IPv6: IAUTO Forwarding Delay: 15 -
IP Mask: 0.0.0.0 Link IPv6; IAUTO
Gateway IP: 0.0.0.0 IPvE GW: IAUTO
Alias: MTU: 1500
MAC Addr: 0a:22:85:97:12:22 | TXQ Len 1000
Rpt Timer:  [nediun (8 5) || wiFi Bridge: NONE [~ L
idge Informatior =t
Services— Configured Ports | Current Ports
rddvRL rddvRL perys
gwre rddvR3 rddvRa
CIFre rddvRS rddvRS
[]RADIUS
Print View Details Probe [sync| Appl: QK Cancel =
Bmay
il § ] synchronize with the current database as reported by the server
{Un-applied changes will be lost.

I. Click Cancel to close the window.

3. Enable the WAN links in Netsmith



A. In the Netsmith window, click Sync to bring the changes into view

[«

L]

Close

Cancel Apph

for jw2(1.1) ion: 5.3.7
rtual Routers and Connection:
e
@,
8,
Mgt-etho
n
-Ethz WRWL-1,1,000 rddvR1
<-0us. 1.544 Mbps ¥ pigpiay wanlink & WanPaths
Connect
Modify
Toggle Wanlink
eth3 Modify WanLink N rddvR3 bro
<-0 us, 1.544 Mbps B Modify Port
Create Ports
Sniff Port
ethd Reset Port i
< Dus. 1.544 Mbps | 0S8t Port
Delete WanLink
Delete
ethl
n
eths
n
L}
WanlLinks [] Show Legend [] Fire [ IPvas Infor Print Syne e
Wanlink Names Fire Names (] Zero-Pvas Apply Progress: 1
Peer WanLinks [ Col. Domains [] IPv6s
Netsmith Status:
wanlink Config

B. Right click on VRWL-1.1 and select Toggle Wanlink
C. Repeat the toggle for the next two WanLinks

ation for jw2(1.1) Version: 5.3.7

irtual Routers and Connections

Mgt-etho
n

Leth2 VRWL-1.1.00 rddvR1

<=-0us 1.544Mbps W 0ys, 1,544 Mbps =

(E0R VRWL-1.1,001
= Dus L.544Mbps N Qus, 1.544 Mbps =

etha VRWLL.1.002 i
< Ous, 1.544 Mms‘ 1.544 Mbps ->
ethl
u
eths
]

bro [}

< I

Wanlinks [ show Legend [] Fire [ IPvas Info Print Syne Apply
1

WanLink Names [¥] Port Names Fire Names  [] Zero-IPv4s apply Progress:
Peer Wanlinks [] Parents [ Col. Domains [] IPvés
Wanlink Config

Netsmith Status:

[ Tv] |
Close
cancel Apply

WanPath Corruptions

Goal: Setup a Wanlink with WanPath Corruptions.

In this test scenario, LANforge-ICE is used to filter traffic by VLAN on a WanlLink with the use of WanPaths and

then use WanPath Corruptions to overwrite the DSCP field in the IP packet.

Note: VLAN filtering was recently fixed and should be used with LANforge version 5.3.7 and up.

1. Setup a WanLink connection.




A. Go to the Wanlinks tab and select Create.

Control Reporting Tear-Off Info Plugins

i i 3.7) )

[ stopan | | Restart Manager | [ mefresh | [ mEe |

Layer4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | AP Stations | Messages |

Rpt Timer: [fast (1 s) : Go| Test Manager |all - Select All

[ Hide Stopped ‘ Display “@“ Modify H Batch Madify ‘ ‘ Delete ‘

Status | layer3 | L3SEndps | VOIP/RTP | VoIP/RTP Endps | Ar ddon |* Wanlinks | Aftenuators | Filed0

‘WanlLinks for Selected Test Manager

Name | ED | kM| state | Endpoints(AeB) | PktTxA-B | PktTxA<B | BpsRxB |  BpsRxA | RptTimer

(] 1l

[Tr]

All WanLink Endpoints

WPs|  Mame |Run| Script | MaxRate | TxPkis | RxPkts | TxRate | TxDrop% | Dropped | TwFailed |Failed-Late| TXBytes |

[«1 1l

|

Logged in to: localhost:4002 as: Admin

B. Enter the WanlLink name, physical ports, base transfer rate, delay, jitter etc...
These impairments will be applied to all traffic on the WanlLink.

100Mbps-wan - Create/Modify WanLink FI ) (%
l:H All ‘ | Apply || oK || Display WanLink & WanPaths H Cancel
WanLink Information
Name: [LoOMbps-wan
Presets: |CUSTOM |v|
Endpoint A Endpoint B
o [2 teth2) [~z tetn3) I~
oy Rafe: |1een 1100 Mbps) |v||1ean 1100 Mbps) ‘v|
Delay: |‘tiny (10 ms) |v||tiny (10 ms) ‘v|
Drop-Freg: |zero (0%) |v||zero [{c=3] ‘v|
Jitter: |zero (0 us) |v||zero (@ us) ‘v|
litter-Freq: [zere (@) [+][zero te%) I~

C. Select Apply to create the base WanlLink.

For more information see LANforge-GUI User Guide: Creating & Modifying WanLinks



http://www.candelatech.com/lfgui_ug.php#wl_mod

2. Setup the WanPaths.

A. Select All o un-hide the other WanLink config panels.

100Mbps-wan - Create/Modify WanLink ¥ @)
A [_aeply | Display Wanink & WanPaths | [ cancel
‘WanLink Information WanLink Information =
Name: [100Mbps-wan [] Pass-Through [[]HW Pass-Through
AL [cusTom -] [] Coupled-Mode [l kemelMode
Endpoint & Endpoint B Resource: |2 Getmay-ra0) [+]
Port: 2 (eth2) ~|[3 (eth3) - Rpt Timer: [t 09 B
Transfer Rate:  |100M (100 Mbps) | [106 (100 Mops) -
= Endpoint A Endpoint B
Eg SRR, e 7] |Reordersreq:  [zero (o) [=]fere @ B
SRR ero (%) ~|[zero (o) - Dup-Freq rero (6% [][zero tow) [~]
Jitter: zero (0 us) ~||zero (6 us) - S EE N ‘ = ‘1 ‘M i ‘ - ‘1 ‘
Jitter-Freq: zero (0%) ¥ | [zero (G%) -
Reorder Amt: e |1 [l eme 20 [ |/ 20 |
[ Script Il Script |
Endpoint A WAN Paths Endpoint B WAN Paths
Create-WP ] Modify-WP | Delete- WP 1] Create-WP Il Modify-WP. I Delete-WP
Name | TxRate |Disabled| ! | Filter Pattern [Delay] Name | TxRate |Disabled| ! [ Filter Pattern [ Detay]
WanLink Information WanlLink Information
CRUID | I Test Manager:  [gefauft_tm [~]
Endpoint A Endpoint B Endpoint A Endpoint B
[]ICEcap Replay [JICEcap Replay [ pump Packets [ bump Packets
Replay File ‘ =] [=] oumpFie:
‘ Dir Oir ‘ [] Force Packet Gap [ Force Packet Gap
Drop-xth Drop-xth
Loop Replay Loop Replay Llorop Llorop
[ Reorderxth [ Reorderxth

B

In panel 3, for Endpoint-A WAN Paths, select Create-WP.

ad

100Mbps-wan - Create/Modify WanLink

DG

[ pply |

Display Wanlink & WanPaths || cancel

WwanLink Information

WanLink Information

ID

[ Dir

Dir

] Loop Replay

Loop Replay

[[]Force Packet Gap
[ prop-xth
[]Reorderxth

[_IForce Packet Gap
[] prop-xth
[1Reorderxth

Name [LooMbps-wan [ Pass-Through [J HwW Pass-Through
EEESE [cusTom [~] [ Coupled-Mode [ kernel-Mode
Endpoint A Endpoirt B Resource: [2 Getway-fan [~]
Port 2 (eth2) ¥ |3 (eth3) - Rpt Timer: |fas( o) |'|
Transfer Rate:  |100H (100 Mbps) v | [roon (200 Hop=) -
Endpoint A Endpoint B
Delay: tiny (10 ns) v |[tiny (10 ns) - Reorderfreq:  [pero (@) [=]fero o0 =
ST zero (0%) v|[zero () - Dup-Freq fero (o) [+][zero (%) [~]
Jitter: zero (0 us) llzero (@ us) = Drop Burst: e |1 S ‘1 | = ‘1 |
Jitter-Freq: zero (0%) v ||zero (0%) -
Reorder Amt:  mn |1 2o Jms =20 |
[ Script Il Script |
————————— Endpoint A WAN Paths Endpoint B WAN Paths
Create-WP | Modify- WP | Delete- WP 1] Create-WP I Modify-WP. ] Delete-WP
Name | Tx Rate |Disabled| ! | Filter Pattern [ Delay] Name | TxRate [Disabled ! | Filter Pattern | Delay]
WanLink Information ‘WanLink Information
GRU-D: | | Test Manager:  [default_tm [~]
Endpoint A Endpoint B Endpoint A Endpoint B
[JICEcap Replay []ICEcap Replay []Dump Packets [] bump Packets
ReplayFie | =l [-] oumeFie:




C. Enter a Name and Transfer Rate for the WanPath.
Here we are matching the Wanlink's transfer rate.

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

[] Chain-to-Next

Create/Modify WanPath for Endpoint: 100Mbps-wan-A ) (a) (%
| Display | | Clear Counters | | Apply ‘ | oK ‘ ‘ Cancel

Name: ‘Wp-a ‘ Backlog Buffer: |AUTU |v|
PCAP Filter:
Source IP/MAC: 0.0.0.0 | Source Mask: 0.0.0.0 |
Dest IP/MAC: 0.0.0.0 | Dest Mask: 0.0.0.0 |
Transfer Rate: 100M (100 Mbps) ¥ | Delay zero (@ us) -
Jitter zero (0 us) w | Drop-Freg: zero (0%) -
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reorder Amount: |1 | Max Reorder Amount:|20 |
ReorderFreq; zero (O%) v | Dup-Freq: zero (C%) -
Jitter-Freq: zero (O%) w | Test Manager: -
[_]ICEcap Replay Replay File: | | | Dir

i Disabled
@ Same As Wanlink
[] Inverse Match

Corruption #0

o |

0
0
[] Do Checksum

Corruption #3

o |

0
0

[]chainto-Next []De Checksum

Random Write i

Random Write :

Loop Replay
Replay Dup
[ Drop-%th

Replay Latency

[l Duplicate-xth
Corruption #1

Rate: 0
Corruption: Random Write i

Byte-to-Write:
Min Offset: 0
Max Offset: 0
[] Chain-to-Next [] Do Checksum

Corruption #4

Rate: 0
Corruption: Random Write :

Byte-to-Write:

Min Offset: 0

Max Offset: 0
[] Chainto-Next [] Do Checksum

Replay Loss

Replay Bandwidth [ Use Pcap Filter

[] Reorder-¥th

Corruption #2

Rate: (4]
Corruption: Random Write i

Byte-to-Write:
Min Offset: 0
Max Offset: [o]
[] Chainto-Next []Do Checksum

Corruption #5

Rate: [}
Corruption: Random Write :

Byte-to-Write:
Min Offset: [o]
Max Offset: L]

[ Chainto-Next [[] Do Checksum

D. Select checkbox for Use Pcap Filter

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chain-to-Next

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chain-to-Next

) Disabled
® Same As Wanlink Replay Dup
[] Inverse Match

Create/Modify WanPath for Endpoint: 100Mbps-wan-A ¥) () (x
Display ‘ | Clear Counters | | Apply ‘ | oK ‘ ‘ Cancel

Name: wp-a ‘ Backlog Buffer: |nUTD |v|
PCAP Filter: |
Source IP/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 180M (168 Mbps) v | Delay zero (0 us) -
litter zero (0 us) w | Drop-Freq: zero (%) -
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reorder Amount: |1 | Max Reorder Amount:[20 |
Reorder-Freq: zero (O%) w | Dup-Freg: zero (0%) -
Jitter-Freq: zero (O%) w | Test Manager: =
[]ICEcap Replay Replay File: | | | Dir

Corruption #0

R
Random Write :

0

0

[] Do Checksum

Corruption #3

R
Random Write :

0

0

[l Do Checksum

[_| Drop-xth

Loop Replay Replay Latency

[_| Duplicate-xth

Corruption #1

Rate: 0

Corruption: Random Write :
Byte-to-Write:

Min Offset: s}

Max Offset: 0

[] Chainto-Next [] Do Checksum

Corruption #4

Rate: 0
Corruption: Random Write :

Byte-to-Write:
Min Offset: 0

Max Offset: 0
[] Chain-to-Next [] Do Checksum

Replay Bandwidth

Replay Loss

[] Reorderth

Corruption #2

Rate: 0

Corruption: Random Write :
Byte-to-Write:

Min Offset: 4]

Max Offset: 0

[] Chainto-Next []Deo Checksum

Corruption #5

Rate: Q

Corruption: Random Write :
Byte-to-Write:

Min Offset: [+]

Max Offset: [o]

[ chain-te-Next []Do Checksum




with 802.1q vianid 1010
Expression is based on the tcpdump expression field.

E. Enter the PCAP Filter vian 1010 fo apply any WanPath impairment or corruptions only to packets

Corruption #0

[] Chain-to-Next

[ Do Checksum

Corruption #3

[]chainto-Next []De Checksum

® Same As Wanlink Replay Dup
[ inverse Match

[]Drop-xth

Rate: 0 Rate:
Corruption: Random Write i Corruption:
Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset:
Max Offset: 0 Max Offset:

Rate: 0 Rate:
Corruption: Random Write : Corruption:
Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset:
Max Offset: 0 Max Offset:

Corruption #1

[] Chain-to-Next

Corruption #4

[] chainto-Next [] Do Checksum

Create/Modify WanPath for p z 1 P! A ) ) (X
| Display | | Clear Counters | | Apply ‘ | oK ‘ ‘ Cancel
Name: wp-a ‘ Backlog Buffer: |AUTO |v|
PCAP Filter: vlan 1010 |
Source IP/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 108M (109 Mbps) * | Delay zero (0 us) -
litter zero (0 us) w | Drop-Freg: zero (0%) -
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reorder Amount: |1 | Max Reorder Amount:|20 |
Reorder-Freq: zero (0%) ¥ | Dup-Freq: zero (G%) -
Jitter-Freq: zero (0%) w | Test Manager: -
[]ICEcap Replay Replay File: | | | Dir
) Disabled Loop Replay Replay Latency Replay Loss

Replay Bandwidth [v] Use Pcap Filter
[] Reorder-¥th

"] Duplicate-xth

Corruption #2

8] Rate: 0
Random Write i Corruption: Random Write i

0
0
[] Do Checksum

Byte-to-Write:
Min Offset:

Max Offset:

[] Chain-to-Next

s}
(4]
[] Do Checksum

Corruption #5

0 Rate: 0
Byte-to-Write:

s} Min Offset: 4]

2} Max Offset: 0

[ chainte-Next [[] Do Checksum

F. Select Apply fo create the WanPath.

For more information see Tcpdump man page , Pcap Filter Syntax



http://www.tcpdump.org/tcpdump_man.html
http://www.tcpdump.org/manpages/pcap-filter.7.html

3. Setup the Corruptions.
A. Enter the following values into Corruption #0 fields
A. Rate 100000
(how often, per million packets, should the corruption be applied)
B. Corruption Write Byte
C. Byte-to-Write 40

(hex 0x00-0xff or decimal 0-255)
If you enter 0x28 and select OK, the GUI will translate it to decimal 40.

D. Min Offset 19
E. Max Offset 20

The Differentiated Services Field is in byte 20 of the ethernet frame which corresponds to
the 2nd byte of the IP header.

B. Select checkbox Do Checksum which will re-calculate the checksum after making the errors so that
the packet is sfill valid.

Create/Modify WanPath for Endpoint: 100Mbps-wan-A ¥) () (x
Display ‘ | Clear Counters | | Apply ‘ | OK ‘ ‘ Cancel
Name: wp-a ‘ Backlog Buffer: |ﬂUTO |v|
PCAP Filter: vlan 1010 |
Source IP/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 108M (100 Mbps) w | Delay zero (@ us) -
litter zero (0 us) ¥ | Drop-Freg: zero (0%) >
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reorder Amount: |1 | Max Reorder Amount:|20 |
Reorder-Freq: zero (O%) w | Dup-Freg: zero (0%) -
Jitter-Freq: zero (O%) w | Test Manager: =
[]ICEcap Replay Replay File: | | | Dir
i Disabled Loop Replay Replay Latency Replay Loss
® Same As Wanlink Replay Dup Replay Bandwidth [¥] Use Pcap Filter
[] Inverse Match [_| Drop-xth [_| Duplicate-xth [] Reorderxth
Corruption #0Q -——————— —————_Corruption #] ————— —————_Corruption #2

Rate: 100000 Rate: 0 Rate: s}
Corruption: Write Byte ¥ | |Corruption: Random Write : Corruption: Random Write :

Byte-to-Write: 40 Byte-to-Write: Byte-to-Write:

Min Offset: 19 Min Offset: 4] Min Offset: 4]

Max Offset: 20 Max Offset: 0 Max Offset: 0

[] chain-to-Next Do Eleumj | [] chainto-Mext [] Do Checksum []chainte-Next []Do Checksum
Corruption #3———— —————— Corruption #4———— ——————Carruption #5

Rate: 0 Rate: a Rate: 1v]
Corruption: Random Write : Corruption: Random Write : Corruption: Random Write :

Byte-to-Write: Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 4]
Max Offset: 0 Max Offset: a Max Offset: [o]

[] Chainto-Next []Do Checksum [] Chain-to-Next [] Do Checksum [ chain-te-Next []Do Checksum




C. Select OK then create a second WanPath for this WanLink on Endpoint-B using the same values.

@ Same As Wanlink
[] Inverse Match

O

Corruption #0

[] chainto-Next

Do Checksum

Corruption #3

Byte-to-Write:

0
Max Offset: 0
[]chainto-Next []De Checksum

Min Offset:

Byte-to-Write:
Min Offset:
Max Offset:

Replay Dup
Drop-Xth

Replay Bandwidth
[] Duplicate-Xth

Corruption #1

Rate: 100000 Rate: 0 Rate: [s]

Corruption: 'Write Byte ¥ | |Corruption: Random Write : Corruption: Random Write :
Byte-to-Write: 40 Byte-to-Write: Byte-to-Write:

Min Offset: 19 Min Offset: 0 Min Offset: [}

Max Offset: 20 Max Offset: a Max Offset: [o]

[] Chain-to-Next [ ] Do Checksum

Corruption #4

Rate: 0 Rate: 0 Rate: 0
Corruption: Random Write : Corruption: Random Write : Corruption: Random Write :

o]
0
[] chainto-Next [] Do Checksum

Use Pcap Filter
[] Reorder-¥th

[] Chain-ta-Next

Byte-to-Write:
Min Offset:
Max Offset:
[ chainte-Next [] Do Checksum

Create/Modify WanPath for Endpoint: 1 p B ) (a) (%
Display ‘ | Clear Counters | | Apply ‘ | oK ‘ ‘ Cancel
Name: wp-b ‘ Backlog Buffer: |ﬂUTU |v|
PCAP Filter: vlan 1010 |
Source IP/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 100M (100 Mbps) v | Delay zero (G us) -
litter zero (0 us) ¥ | Drop-Freg: zero (0%) -
Min Drop Burst: 1 | Max Drop Burst: i |
Min Reorder Amount: |1 | Max Reorder Amount:|20 |
Reorder-Freqg: zero (O%) w | Dup-Freq: zero (0%) -
litter-Freq: zero (O%) ¥ | Test Manager: -
[]ICEcap Replay  Replay File: | | | Dir
) Disabled Loop Replay Replay Latency Replay Loss

Corruption #2

[] Do Checksum

Corruption #5

[o]
0

D.
WanlLink window shown here

Verify that the WanPaths on this WanLink are setup correctly, then select OK on the Create/Modify

100Mbps-wan - Create/Modify WanLink

~) x

| Display Wantink & WanPaths |[ cancel

D -m ‘ Apply ‘
Wanlink Information WanLink Information =
Name: 100Mbps-wan [] Pass-Through [ HW Pass-Through
Flecets [cusTom [~] [] Coupled-Mode []KernelMode
Endpoint A Endpoint B Resource: [t Gatvay-f2a) [«]
Port: 2 (eth2) ~|[3 eth3y - Rpt Timer: et s B
Transfer Rate:  |106M (100 Mops) w||l06M (190 Mbps) -
Endpoint A Endpoint B
Delay: tiny (16 ms) ~||tiny (10 ms) - Reorderreq  [pers (0%) [« fero (o1 = 1
Bicpiiaty EERGE gl zero (o) h Dup-Freq [zere @) [v][ero (@) [~]
; zero (0 us) ~||zero (0 us) -
Jitter: DT - e |- e |
Jitter-Freq: zero (0%) ||zero (0%) -
Reorder Amt:  mn [L ‘ = ‘zu ‘m il ‘ - ‘zu ‘
| Scrpt I Scrpt \
Endpoint A WAN Paths Endpoint B WAN Paths =
| Create-WP I Modify-WP. ] Delete-WP. 1] Create-wp I Modify- WP I Delete- WP |
Name | TxRate |Disabled] ! | Filter Pattern [ Delay] Name | TxRate |Disabled] ! | Filter Pattern [ Delay]
wp-a__ |100M |0 || Pcap: vian 1010 | 0]a||lwp-b___[100M |0 [[J|Pcap: vlan 1010 | 0|~
WanLink Information WanLink Information
oRO-D: ‘ [ TestManagen [default tm I~]
Endpoint A Endpoint B Endpoint A Endpoint B
[]IcEcap Replay [JIcEcap Replay [ Dump Packets [] bump Packets
Replay File: [ Il [<] oumeFie:
| Dir H Dir ‘ []Force Packet Gap []Force Packet Gap
DropXth DropXth
[l Loop Replay [ Loop Replay [lDrop [l orop B
[1Reorder-xth L1 Reorder-xth £

For more information see LANforge-GUI User Guide: Creating & Modifying WanPaths



http://www.candelatech.com/lfgui_ug.php#wp_mod

4. Run traffic through LANforge-ICE ports eth2 and eth3, and capture traffic on eth2.

A. Here we are using LANforge-FIRE on a secondary resource to send a 10Mbps bi-directional UDP flow

B

between 802.1g VLAN endpoints €th2.1010 and eth3.1010 with an IP ToS value of decimal 184 which
corresponds to DSCP value decimal 46 or Expedited Forwarding

udp-1010 - Create/Modify Cross Connect vl () (x
D [ oisplay |[ sync ][ Batchcreate || apply |
Cross-Connect Cross-Connect
CX Name: judp-1010 Report Timer: |fast s |,|
CX Type: ‘LAanrga / UDP \'H
Endpoint A Endpoint B
Endpoint A Endpoint B PId Pattern increasing w | lincreasing -
e 5 (jn2) ||z w2y = Min IP Port: AUTO | [auto -
Port: 25 (eth2.1010) ~|[15 (eth3.1010) Sl |iiivron e g ppe— -
Min Tx Rate 1oM (10 Mbps) | [16n (10 Mbps) - Min Duration:. |Forever | [Forever =
Bl " | |MaxDuration: [Same ~ | [same -
CLobIDels: | S T |Mnreconn: [0 (6 ms) |l @ -
Max PDU Size:  |Same alllo2ne il (maxreconn:  f|sane ~ | |sane ~
IP ToS: woice ) _asn_[]fwice &0 asn [o] | o T i T—— -
Pkts To Send: Infinite ¥ ||Infinite - Seript serpt
Thresholds Thresholds

Go to the Port Mgr fab and highlight WanLink port eth2, then select the Sniff Packets button to bring
up Wireshark.

LAl g g Versii 3.7) >) () (x
Control Reporting Tear-Off Info Plugins
[ stopan | | Restart Manager | [ mefresh | [ mEe |
Layer-4 | Generic | Test Mgr | Test Group [ Resource Mgr | Event Log [ Alerts [ Port Mgr | vAP Stations | Messages |
Status | layer3 | I3Endps | VoIP/RTP | VolPRTPEndps | Ar [ wanlinks |* Attenuators _|* Filedo |
Disp: [127.0.0.1:1 [ Isniff Packets | E | dearcounters || ResetPort || pelete |
Rot Timer: [nediun (8 s) ||| Apply | B‘ viewDetals || create || moary || Batch Modity |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha..|Down P sec|  mias o0 RXBytes | RXPkis | PpsRX | bpsRX | TXBytes | TXPkts | Pps
.00 192.168.100.198(0 5.529,927....| 8,708,413 55| 143,334] 5.261.552.... 9,617.541 []
.01 | v 0.0.0.0 0 0 0 0 0 0
02 0.0.0.0 0 3,482,048,...| 2,399,718 4] 7,757,660,...| 4,207,3
1.0 0.0.0.0 o 3,482,026....| 2,399,705 0[ 7.757.666.... 4,297.3...
.04 0.0.0.0 0 0 0 0 12,506 147
.05 [ ] 0.0.0.0 0 0 0 0 12,234 147
06 0.0.0.0 o 0 0 0 0 0 L
.07 0.0.0.0 o 0 0 0 0 0 T
08 ¥ [0.0.0.0 0 wiphyo 0 0 0 0 0
1,09 [[] v 0.0.0.0 0 wiphyl 0 0 0 0 0
2.00 102.168.100.103)0 653,572, 601 5,346,946 13[ 15,109] 5,202,101,...| 4,863,373
12.01 ¥ [0.0.0.0 o 0 0 0
12.02 172.16.0.102 [0 3,460,380, .2‘394‘175 0[ 3.482.05 99
.2.0: ™ ] 172.16.0.103 0 3.460,386....[ 2,384,178 0] 3,482,03 98,
2.04 0.0.0.0 0 2,394 7 [ 85
2.05 0.0.0.0 o 2,052 6 0 85
2.06 .168.9.2 0 eth 0 0 0 .30
207 |1 | 68 0 eth 0 0 .30
2.08 88 0 eth 84,760,204 68,374 o[ 85730804 68,
2.09 68 o eth 0 0 9,23 30
2.10 1168.5.15 [0 eth 0 0 0 9,23 30 ||
211 il fal ,168.7.17 E eth. 0 9,30 3l 1=
4] 1 I [y

Logged in to: localhost:4002 as: Admin

C. The capture will show that periodically the DSCP field gets overwritten per the WanPath corruption

logic of writing a decimal value 40 in the IP ToS field which corresponds to a DSCP value of decimall
10 or Assured Forwarding 11.

ice_ex12_wanpath_corruption.pcap [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (as superuser) V) (a) (x

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Am Q¢ e cBBEeL R WEBR G
Filter: [ ~ | Expression... Clear Apply save
No. Time Destination Protocol Length Differentiated Services Codepoint Info

0. LANforge

086121 .168.

LANforge 15

0. 4 LANforge 1518 Exped)ted Foruarding
152 0.089337 LANforge 1518 Expedited Farward)ng 76
153 0.089607 LANforge 1518 Expedited Forwarding 75
154 0.089652 LANforge 1518 Expedited Forwarding 77
155 0.690163 LANforge 1518 Expedited Forwarding 76
156 0.090684 192.168.0.20 LANforge 1518 Expedited Forwarding 78
157 0.091129 192.168.0.30 LANforge 1518 Expedited Forwarding 77
158 0.091657 192.168.0.20 LANforge 1518 Expedited Forwarding 79
159 0.092085 192.168.0.30 LANforge 1518 Expedited Forwarding 78

0.092601 .168.0. LANforge 1518 Expedited Forwarding

0.093118 .168.0. LANforge

1518 Expsd)tsd Forwarding

895637 192.168.0.20 192.168.0. LANforge

164 0.095843 192.168.0.20 192.168.0.30 LANforge 1518 Expedited Forwarding Seq: 82

165 0.096231 192.168.0.30 192.168.0.20 LANforge 1518 Expedited Forwarding Seq: 81 T
« e »

» Frame 147: 1518 bytes on wire (12144 bits), 1518 bytes captured (12144 bits)

» Ethernet II, Src: JetwayIn_cc:5b:d3 (00:30:18:cc:5b:d3), Dst: JetwayIn_cc:5b:d2 (09:30:18:cc:5b:d2)
» 802.10 Virtual LAN, PRI: 6, CFI: 0, ID: 1016

» Internet Protocol Version 4, Src: 192.168.6.30, Dst: 192.168.8.20

» User Datagram Protocol, Src Port: 33018, Dst Port: 33017

» LANforge Traffic Generator

0080 00 306 18 cc 5b d2 60 30 18 cc 5b d3 81 60 03 f2
0010 08 80 45 b8 05 dc 79 99 40 00 40 11 39 46 cO a8
0020 00 le cO ag 00 14 80 fa 80 fO 85 c8 49 fa 00 80
0030 00 80 1a 2b 3c 4d 80 14 00 13 85 Oc @0 00 00 80
0040 00 48 5a 7a 28 58 11 02 e7 78 00 01 60 00 06 00
0050 00 01 0O B1 02 B3 B4 05 06 07 08 09 Ba b Oc Od
0060 Oe Of 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d

O File: "ice_ex12_wanpath_corruption.pcap” 3.038 kB 00:00:01 Packets: 1981 - Displayed: 1981 (100.0%) - Marked: 2 (0.1%) -... Profile: Default

For more information see LANforge-GUI User Guide: Layer-3 Cross-Connects


http://www.candelatech.com/lfgui_ug.php#cx

Wanlink Di

Goal: Setup a Wanlink with an alternate queue discipline.

In this test scenario, the default WanLink queue discipline of FIFO (First In First Out) is replaced with WRR
(Weighted Round Robin) to demonstrate how to setup queuing that will prioritize traffic flows based on IP ToS.

Note: WRR can only be used with User Mode WanLinks.

1. Setup a WanLink connection.

A. Go to the Wanlinks tab and select Create.

L 9 L5 ) el
Contrel Reporting Tear-Off Info Plugins
| stop All ‘ ‘ Restart Manager | ‘ Refresh ‘ | HELP |
Layer4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts T Port Mgr | vAP Stations | Messages |
Status | layer-3 | L3Endps | VOIP/RTP | VoIP/RTP Endps | " [ Wanlinks | Attenuators | Filed0
Rpt Timer; fast (15) : Test Manager (all - Select All mw
[ Hide stopped ‘ Display | |C . I Modify H Batch Modify ‘ ‘ Delete ‘
‘WanLinks for Selected Test Manager
Name | ED | kM| state | Endpoints(AeB) | PktTxA-B | PktTxA<B | BpsRxB |  BpsRxA | RptTimer

[T

[l 1L

— Al WanLink Endpoint
WPs| Name \Run| Script | Max Rate \ Tx Pkts | Rx Pkts | Tx Rate |TxDrnp%\ Dropped \ Tx-Failed \Fal\ad-Lata\ TXEytes\

[«] 1l v

Logged in to: localhost:4002 as: Admin

B. Enter the WanLink name, physical ports, base transfer rate, delay, jitter etc...
These impairments will be applied to all traffic on the WanlLink.

100Mbps-wan - Create/Modify WanLink ) () (x
I:‘ | All ‘ | Apply | | oK | | Display WanLink & WanPaths ‘ | LCancel
WanLink Information
Name: [LoOMbps-wan
Presets: |CUSTOM |'I
Endpoint A Endpoint B
Port: [2 teth2) [=][ tetha) I~
Transfer Rate: |mmn (108 Mbps) |v| |1emn (188 Mbps) ‘v|
Delay: |‘t1ny (10 ms) |v||tlny (10 ms) ‘v|
Drop-Freq: |zem (0%) |v||zern (0%) ‘v|
Jitter: |zem (0 us) |v||zern (0 us) ‘v|
litter-Freq: [zero (@) [+][zero (om) [~]

C. Select Apply to create the base WanlLink.

For more information see LANforge-GUI User Guide: Creating & Modifying WanlLinks


http://www.candelatech.com/lfgui_ug.php#wl_mod

2. Setup Wanlink for User Mode.

A. Select All o un-hide the other WanLink config panels.

100Mbps-wan - Create/Modify WanLink

[ A Iapply Display WanLink & WanPaths | cancel
Wanink Information WanLink Infermation
Name: 100Mbps-wan [] Pass-Through [ HW Pass-Through
i [cusTom [~] [ Coupled Made ] Kernel Mode
Endpoint A Endpoint B Resource: [t GGetvay-F2a) [~]
Port 2 (eth2) w [|3 (eth3) - Rpt Timer: ‘fast T |v|
Transfer Rate;  |106M (100 Mbps) w ||10en (108 Mbps) -
Endpoint A Endpoint B
Delay tiny (16 ns) = |[tiny 0 ns) ~  |Reorderfreq [zero (o%) [x][rero o0 [-]
Drop-Freq zero (0%) ~|[zero (e%) - S fero @ [<]fzro ow B
e ero (0 u9) «|fero (@ us) - proprurst: A - B |=I - |
JitterFreq: zero (0%) - |[zero (e%) -
Reorder Amt || 20 [ || 20 |
| Script \ | Script \
Endpoint A WAN Paths Endpoint B WAN Paths
Create-WP I Modify-WP. | Delete-WP. 1] Create-WP I Modify-WP I Delete-WP.
Name | TxRate [Disabled] ! [ Filter Pattern [ Delay] Name | TxRate [Disabled] ! | Filter Pattern [ Detay]
WanlLink Information WanLink Information
CPUMD: P [+] TestMenseer  [defaut tm [~]
Endpoint A Endpeint B Endpoint A Endpoint B
[]1cEcap Replay []IcEcap Replay [[] Bump Packets [] Bump Packets
Replay Fie: | =l [<] oumpee
| Dir H Dir [l Force Packet Gap [l Force Packet Gap
Drop-¥th Drop-Xth
[ Loop Replay [ Loop Replay Borop Dorop
(] Reorderxth [] Reorder-xth

B. In panel 2, un-check the Kernel-Mode box.

100Mbps-wan - Create/Modify WanLink

Llla]

[ aeply | Display WanLink & WanPaths | cancel

Wanink Information WanLink Infermation
Name: [100Mbps-wan [] Pass-Through []HW Pass-Through
Flecets [cusTom [~] [] Coupled-Mode [JKerneFMode
Endpoint A Endpoint B Resource: [1 Gatvay-faa) [«]
Port: 2 (eth2) ~ |3 ethz) - Rpt Timer: fost 02 B
Transfer Rate:  [L06M (100 Mbps) w |[108n (200 Hops) -
Endpoint A Endpoint B
00w o] 000 7] narsersre o o o o -
EicpSiety EERET gl zero (o) h Dup-Freq; [zero 1 [=]fzere (@0 [~]
Jitter: zero (8 us) ~|[zero (0 us) - T o = ‘1 |- B = ‘1 |
Jitter-Freq: zero (0%) w ||zero (0%) -
Reorder Amt:  ma |1 |mmfao ol |mmfao |
[ Script Il Script
Endpoint A WAN Paths Endpoint B WAN Paths
Create-WP I Modify-WP. | Delete-Wp. il Create-wpP I Modify-WP I Delete-WP. |
Name | TxRate [Disabled] ! | Filter Pattern [ Delay] Name | TxRate [Disabled] ! | Filter Pattern | Delay]

WanLink Information

WanLink Information

BROAD: ‘ [] TestManager: [default tm [~]
Endpoint A Endpoint B Endpoint A Endpoint B
[]ICEcap Replay [JICEcap Replay [ Dump Packets [] Dump Packets
Replay File: | ‘ H ‘ ‘ Dump File:
| Dir H Dir ‘ [IForce Packet Gap []Force Packet Gap
Drop-Xth DropXth
Loop Replay Loop Replay Ll orop [itrop
[1Reordsrxth [1Reordsrxth

C. Select Apply to change the WanLink.

For more information see LANforge-GUI User Guide: Creating & Modifying WanLinks



http://www.candelatech.com/lfgui_ug.php#wl_mod

3. Demonstrate the FIFO Queue Discipline.

A. Start the WanlLink, then run traffic through LANforge-ICE ports eth2 and eth3.
Here we are using LANforge-FIRE on a secondary resource to over-subscribe the 100Mbps WanLink
with five 30Mbps traffic flows each with a different IP ToS value set to show that the FIFO WanLink
ignores the ToS bits by treating all packets equally and processing them in the order they enter the

queue.
L g i 3.7) D@ G
Control Reporting Tear-Off Info Plugins
[ stopan | | Restart Manager | [ mefresh | [ mEe |
Layer-4 | Generic | TestMgr | Test Group [ Resource Mgr [ Event Log [ Alerts | Port Mgr | vaAP Stations | Messages |
status | Llayer3 | LSEndps | VOIP/RTP | VOIRRTP Endps | Ar [ wanlinks [~ Attenuators | Filelo |
N - el
View [o-s00 [+]se] [ Display | create |[ Modify | [ Delete |
ross Connects for Selected Test Manager
Name Type | State | PktRxA | PktRxB Bps Rx A Bps Rx B Ry Drop % A| R Drop % B| Drop Pkts A| Drop
udp-001-Tos-0 LF/UDP |Sto 0 0 0 0 0 0| 0
udp-002-To5-64 LF/UDP [Stopped 0| 0| o] 0 o] 0| 0
udp-003-ToS-96 LF/UDP |Sto 0 [+] 0 0 0 0| 0
udp-004-ToS-128 |LF/UDP [Sto 0 0 0 0 0 0| 0
udp-005-ToS-192 |LF/UDP |Sto 0 0 0 0 0 0 0
[ i ]

Logged in to: localhost:4002 as: Admin

B. The dropped packet percentages show that even with a high value ToS, no priority is observed.

L g i 3.7) ¥ (&)
Control Reporting Tear-Off Info Plugins
| stop All ‘ ‘ Restart Manager | ‘ Refresh ‘ | HELP |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vaAP stations | Messages |
Status | layer3 | L3Endps | VoIP/RTP | VOIPRTP Endps [ Ar [" wanlinks |* Attenuators | Filedo |
Rpt Timer: |fast (1s) = Go | Test Manager
View [o-s00 [+]so] | Display ][ create |[ modry | [ pelete |
ross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps RXB Rx Drop % A Rx Drop % B| Drop Pkts Al Drop
udp-001-ToS-| /UDP_|Run 0,986 28,019 24,731,675 23,641 8 15.753 15.913 5,794
udp-002-ToS-64 {UDP |Run 1,203 32,229 25,341,139 26,170,783 697 12.647| 1,733
udp-003-ToS-96 /UDP |Run 4,693 20,052,738 21,405,667 2 327 28.551 8,237 i
udp-004-ToS-. /UDP_|Run 8,211 88| 14,787,804 15,256,343 887 49.07] 14,714 1
udp-005-Tos-192 /UDP |Run 6.050] 14‘2@ 12,948,194 11,49 2 49 15—‘ 61.644] 18,261 <
[l 1L D

Logged in to: localhost:4002 as: Admin

For more information see LANforge-GUI User Guide: Layer-3 Cross-Connects


http://www.candelatech.com/lfgui_ug.php#cx

4. Change the WanlLink queue discipline to WRR.
A. Select the Stop All button to stop all connections, then Modify the WanLink.

L i 3.7)

Control Reporting Tear-Off Info Plugins

‘ Restart Manager |

| Refresh | [ e |

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts T Port Mgr | vaP stations

| Messages |

Status | Llayer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps [" WanlLinks

Rpt Timer: (fast (18) : Test Manager |all >

Attenuators File-10

[] Hide Stopped

‘ Display || Create H Modify H Batch Modify ‘ ‘ Delete ‘

‘WanLinks for Selected Test Manager

Name | ED| KM State | Endpeints(A&B) | PktTxA-sB | PktTxA<B Bps Rx B Bps RxA | Rpt Timer
100Mbpswan _ |6.32| [ ] |Stopped |100Mbps-wanA =... | 1,652,868| 1,652,224 100,000,000,  100,000,000] 1.00¢

] 1l

[T+]

All WanLink Endpoint:

WPs| Mame |Run| Script | MaxRate | TwPkts | RxPkts | TxRate | TxDrop%| Dropped | TwFailed |Failed-late| TXEBytes |
HluuMbEsw | 0 |None |100.000.000] 1.652,224| 2,542,720(98,956,507 35.085] 889,687 of 02,501.42...]
+ |100Mbps-w... | [ | [None |100.000.000] 1.652,866| 2.539.975/98,953,254| 35.062] 987,592 of 0[2,502.38...|

(Kl

[ »]

Logged in to:

localhost:4002 as: Admin

B.

In panel 4, change the QDisc field to the following string:
WRR,2000-0-255,4000-64-255,8000-96-255,16000-128-255,32000-192-255 for both Endpoint-A and
Endpoint-B.

The WRR string format is weight-ToS-mask where higher weights are given higher priority to packets
matching the ToS and bit mask.

Note: Minimum weighting should be equal to or greater than your MTU.

100Mbps-wan - Create/Modify WanLink

Apply

Display WanLink & WanPaths Cancel

Llla]

Endpoint A WAN Paths

Endpoint B WAN Paths

I Create-WP Il Modify-WP 1] Create-wp

] Delete-WP.

I Modify-WP ] Delete- WP

Name | TwRate [Disabled] ! | Filter Pattern

name | TxRate [Disabled] ! |

Filter Pattern

| Delay]

[ Delay]

WanLink Information

wanLink Informatio

n

Range Offset

Carruntion:

o |m|o

b =P |

[ Chain-to-Next
[] Do Checksum

Endnaint &

[ Chainto-Next
[ Do Checksum

Endnaint B

Range Offset

Carnuntion:

ERU-ID: ‘ | I Test Manager:  [qefauit_tm [~]
Endpoint A Endpoint B Endpoint A Endpoint B
[ IcEcap Replay [JICEcap Replay [] Dump Packets [ bump Packets
Replay File: ‘ H ‘ ‘ Dump File:
| Dir H Dir ‘ [[IForce Packet Gap []Force Packet Gap
Drop-xth Drop-xth =
Loop Replay cop Replay ER "d - ER "d o
eorder eorder
Replay Latency eplay Latency -
Qpisc: [WRR, 2000-0-255,4000-64-] [WRR, 2000-0-255,4000-64-]
Replay Loss eplay Loss = =
Max Lateness ~ ~
Replay Dup eplay Dup ‘ [~} ==
Replay Bandwidth eplay Bandwidth Backlog Buffer:  [AT0 [~][uuro [x]
Corruption: 1 Endpoint A Endpoint B Corruption: 4 Endpoint A Endpoint B I
Rate [o | o ] Rate [o ][0 ]
Corruption: [Random write [+ [Random write [=]  corruption: [Random write [ =] [Random write [~
Byte-to-write Byte-to-wrtte:

o ‘m..|o

P =k |

[ Chain-to-Next
[[] Do checksum

Endnaint &

[ Chain-to-Next
[] Do checksum

Endnaint B

C. Select OK to apply changes to the WanLink and close the modify window.

For more information see LANforge-GUI User Guide: Creating & Modifying WanlLinks



http://www.candelatech.com/lfgui_ug.php#wl_mod

5. Demonstrate the WRR Queue Discipline.

A. Run the WanlLink and the same five UDP traffic flows through LANforge-ICE ports eth2 and eth3.

L 9 g i 3.7) V) (~) (x
Control Reporting Tear-Off Info Plugins
| stop All ‘ ‘ Restart Manager | ‘ Refrash ‘ | HELP |
Layer-4 | Generic | TestMgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP stations | Messages |
Status | layer3 | L3Endps | VoIP/RTP | VOIPRTP Endps | Ar [ Wanlinks [ Aftenuators | Filed0
Rpt Timer: (fast (1s) = Test Manager |all =
[] Hide Stopped ‘ Display || Create H Modify H Batch Modify ‘ ‘ Delete ‘
‘WanlLinks for Selected Test Manager
Name | EID|kM|  State | Endpoints(AeB)| PktTxA-B | PktTxA<B | BpsRxkB | BpsPxA | RptTimer
100Mbps-wan _ |6.32| [ ] |Run |100Mbps-wan-A <. | o 0| 100,000,000  100,000,000] 1,00¢

[l 1L

I

— Al WanLink Endpoint

WPs | Name \ Run| Script | Max Rate \ TX Pkts | Rx Pkts | Tx Rate | Tx Drop % \ Dropped \ Tx-Failed \ Fal\ad-Lata\ TX Bytes
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Logged in to: localhost:4002 as: Admin

B. This time, the higher valued ToS UDP flows are experiencing less drops due to the WRR priorities setup

in the WanlLink.

L g i 3.7) ¥) (A (x
Control Reporting Tear-0ff Info Plugins
| Stop All ‘ ‘ Restart Manager | ‘ Refresh ‘ | LIELD |
Layer-4 | Generic | TestMgr | Test Group | Resource Mgr | Event Log | Alerts [ Port Mgr | vAP Stations | Messages |
Status | Llayer@ | LSEndps | VoIP/RTP | VoIP/RTP Endps | Ar [ wanlinks _|* Attenuators | Filedo |
ot s 1] e e [T 5]
View |075m1 |v|Go‘ ‘ Display H Create || Modify ‘ ‘ Delete |
ross Connects for Selected Test Manager
Name Type | State | PktRxA | PkiRxB Bps Roc A Bps R B R Drop % Al Roc Drop % B| Drop Pkts A Drop
udp-001-ToS- /UDP |Run . 785 3,705 763,717 4,331.81 66.94. 84.413
udp-002-ToS-64 /UDP |Run 38,161 41,833 13,897,326 5,332,256 52.2. 43.04
udp-003-ToS-96 /UDP_|Run 43,067 34,53 15,731 ‘ﬂ‘ 2, 674 44,29 53.409
udp-004-Tos-128 /UDP |Run 270 62,23 25,151,921 9. 747 10. 28.267|
udp-005-ToS-192 /UDP |Run 104,400 23 32,448,505 4, ‘89—5‘ 0 15.729]
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Logged in to: localhost:4002 as: Admin

For more information see LANforge-GUI User Guide: Layer-3 Cross-Connects



http://www.candelatech.com/lfgui_ug.php#cx

WiFi: Gaming Test: video demonstration

Goal: Learn about how to combine the WAN emulation and programmable attenuation to
emulate different network environments for game consoles.

Watch a demonstration of how to modify the gaming experience using WAN links to m—
drop packets and combining that with attenuating the wifi signal in an isolation /\/\
chamber. This scenario requires LANforge version 5.3.9, two isolation chambers, one or l — |

more programmable attenuators a DUT and three mesh AP nodes. LANforge GUI

LANforge WIFIRE

&

WiFi Client

WiFi Gaming Test demonstration

Using Custom DNS on LANforge with
DNSmasq

Goal: Create a nameserver for your test network when no Internet access is available.

Isolated testbeds still regularly require their DUTs to resolve hostnames. The dnsmasq package on Linux provides
this feature. Requires release 5.4.6 or later.

Role of dnsmasq and how to combine it with Virtual Routers

The dnsmasq service provides BOTH DHCP and DNS services.

If the dhcp-range directive is present in the /etc/dnsmasq.conf file, then it will
respond to DHCP requests.

This setting is NOT governed by the Netsmith -> Virtual Router -> Modify -> DCHP setting. You can
accidentally leave DNSmasq running in DHCP serving mode and use Chamber View test scenarios that also
create a new DHCP service in a virtual router. LANforge does noft track the status of DNSmasq like it does the
dhcpd process it starts in a virtual router. You can end up running two DHCP services if you are not careful

The two modes you would configure are:

¢ DNS mode and use virtual routers for DHCP. Configure the DNS entry of the virtual router to let clients
see the nameserver entry.

o DNS and DHCP mode and never use the DHCP option of the virtual router.

We suggest configuring DNSmasq in a DNS-only mode most of the time.

Typical Port Setup
If you are crafting a test scenario where you are providing DHCP as an upstream port, create a Virtual

Router and drag your upstream port info it. You will probably want a static IP on the port. For this example,
we will use ethl with address 10.45.0.1.

¢ Right-click the port and select Modify



¢ In the Create/Modify Connection window:
o Select DHCP
o Configure DHCP DNS to be the IP of the port (10.45.0.1)

Enable the DNS service on the port

o Open the Port modify window by either double-clicking on the row in the Port Mgr tab or selecting
the Modify Port option from the Netsmith right-click menu.

o At the lower left of the window, in the Services box, select DNS.
e Click OK.

You have now enabled DHCP in the virtual router.

Configure DNSmasq

The /etc/dnsmasq.conf file controls the behavior of the DNSmasq service. The configuration below will
serve entries out of /etc/hosts. This example is configured fo run on interface eth1.

/etc/dnsmasq.conf
Hosts file /etc/hosts

Running DNSmasq:

e Check for configuration errors using dnsmasq --test.

e Restart DNSmasq to apply changes: sudo systemctl restart dnsmasq.service.

Creating GRE Tunnels on LANforge

Goal: create a GRE port and send traffic through it.

Overview of GRE

GRE stands for Generic Routing Encapsulation. This is an unencrypted manner of nesting packets destined
for a separate network. GRE tunnelling is intended to construct overlay networks without the computational
burden of encryption. The GRE client needs to know the local IP it will bind to, and the remote IP of its peer
providing GRE access.

In LANforge, GRE ports are treated as any other VLAN ports, such as MAC-VLANs or QVLANSs, but they are a
Layer 3 device: they do not have MAC addresses. These GRE tunnels expect an already existing port with an
IP.

A This cookbook purposely avoids the phrase GRE endpoint because LANforge refers to endpoints in the
context of traffic connections (Layer 3 or Layer 4-7 endpoints).

Example

o The client gains a normal DHCP lease and is granted 192.168.0.234/24.

o A GRE provider is at the DHCP server address: 192.168.0.1.

¢ The client creates a GRE instance with the outer tunnel IPs 192.168.0.234 and 192.168.0.1.
o The client sets an overlay address of 10.0.0.5/24 on the GRE port.

¢ The client may then send tunneled traffic into the 10.0.0.0/24 network.
GRE Driver Devices

® When the GRE kernel module is loaded, you will see three GRE devices:

e gre0
e gretap0

e erspan0

Creating a GRE port

1. In the LANforge Manager -> Port Mgr tab, click the Create button.


https://en.wikipedia.org/wiki/Generic_routing_encapsulation

2. Select GRE tunnel.

3. Enter the local IP of an existing port on the LANforge (EG 10.40.0.100)

4. Enter the remote IP of the port acting as a GRE gateway (EG 10.40.0.1)

5. (Optional) Enter the overlay IP for the GRE port in the IP Address field. (EG 10.39.0.100/24)

Itis possible to create multiple GRE ports. Those port names should be different though.

Sending Traffic over GRE

To send traffic over GRE ports, the GRE port must be selected as an endpoint of a connection. It is not valid
to select the associated local port to send traffic from (it would be coming from the wrong network).

Layer 4-7 Traffic

1. In the LANforge Manager -> Layer 4-7 tab, click the Create button.
2. Select the source port (EG 1.1.07 gre0)
3. Add the URL to query (EG http://10.39.0.1/)

See more in the Layer 4-7 Cookbook.

Layer 3 Traffic

Layer 3 fraffic is possible so long as you have two different ports to transmit to. These could both be GRE
tunnel ports with different IPs, or one GRE tunnel port and one upstream port on the overlay network itself.
Please see: Generating Traffic o a Switch.

Linux Commands

For some versions of LANforge, the GUI might not create the GRE tunnel that you want, and you will want to
alter the details of the GRE port. When restoring a test configuration from the Status tab->Saved Test
Configurations->Configuration dropdown, the IPs of the tunnel might be missing.

To perform these commands, you will required to open a terminal on the LANforge and become root:

1. Click on the MATE Terminal icon in the toolbar

2. Use the command: sudo -s Enter

Listing GRE details
e Show the funnel IPs: ip link show gre0®

[root@ct522-jedway3 lanforge]# ip tunnel show
gre0@: gre/ip remote any local any ttl inherit nopmtudisc
gre2p0001: gre/ip remote 10.40.0.239 local 10.40.0.2 ttl 255

e Show the funnel overlay IP: ip addr show gre0®

[root@ct522-jedway3 lanforge]# ip addr show gre0
55: gre®@NONE: <NOARP> mtu 1476 gdisc noop state DOWN group default qlen 1000
link/gre 0.0.0.0 brd 0.0.0.0
[root@ct522-jedway3 lanforge]# ip addr show gre2p0001
58: gre2p0001@NONE: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER UP> mtu 1476 qdisc noqueue master vrfl0001 state UNKNOWN grc
link/gre 10.40.0.2 peer 10.40.0.239
inet 10.39.0.2/32 scope global gre2p6001
valid Uft forever preferred 1ft forever
inet6 fe80::a28:2/64 scope link
valid 1ft forever preferred 1ft forever

Changing the IPs

To change the overlay IP you will first add a new IP and then delete the old IP (if necessary). You might find
that the IPs are missing when the tunnel is restored from a saved configuration.

ip addr add 10.39.0.123/24 dev gre0
ip addr del 10.39.0.100/24 dev gre®

To change the tunnel IPs: ip tunnel change gre® local 10.40.0.111 remove 10.40.0.2

Deleting the GRE tunnel
If you wish to delete all the GRE tunnels, it involves unloading the ip gre kernel module. Just removing the

module is insufficient because LANforge will attempt to re-load the module any fime it finds a GRE
referenced in a saved scenario.

A This GRE tunnel then might show up in a scenario inadvertently when switching to a new scenario.

1. (Optional) If you want save the scenario with the GRE tunnel, Use the Status tab->Saved Test
Configurations->Save DB Name and click the Save button.


http://10.39.0.1/
http://www.candelatech.com/cookbook/fire/Introduction_to_Layer_4_7_Traffic
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. Open a terminal, because root with sudo -s
. Stop the LANforge service: cd /home/lanforge; ./serverctl.bash stop
. Erase the present database: rm -f /home/lanforge/DB/DFLT/*

. Remove the modules: rmmod ip gre gre

o A WN

. Start the LANforge service: ./systemctl.bash start

You might have to connect the GUI again. You will notice that this starts LANforge with a blank database.
Use the Status tab->Saved Test Configurations->Configuration dropdown to load a previous scenario.

Adding a GRE Tunnel Port

These are the commands for adding a tunnel:

ip tunnel add grel®@01 mode gre local 10.40.0.100 remote 10.40.0.1

ip link set up dev grel001l
ip addr add 10.39.0.100/24 dev grel001

Sniffing a Tunnel

GRE ports can be sniffed with Wireshark or tcpdump, and can be performed on the GRE port or the port with
the local ip. Examples of tcpdump commands:

e On the GRE port: tcpdump -ni gre®

e On the local port: tcpdump -ni ethl proto gre or icmp
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