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Network Testing and Emulation Solutions

EAP-PEAP AND MSCHAPvV2 Configuration

Goal: To set up a lanforge wireless station with EAP-PEAP AND MSCHAPv2
authentication.

1. RADIUS Server is a Windows Server 2012 VM using its internal RADIUS Server specifically on interface
192.168.2.154.
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2. RADIUS Server has both EAP-PEAP and MSCHAPv2 configured for use.
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4. The AP controller points to the RADIUS server at 192.168.2.154.
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5. LANforge STA1 basic configuration:



stal (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA  Parent: wiphy0 wiphy0...

Port Configurables

fStandard Configuration | Advanced Configuration | Misc Configuration |  Corruptions | Custom WiFi

——Enable General Interface Settings
[ ]set MAC [ ] Down [ ] Aux-Mgt
[ Set X Q Len []DHCP-PvE [ DHCP Release  DHCP Vendor ID: [Nane v
[]set MTU
[w] DHCP-IPv4 ‘ Secondary-IPs ‘ DHCP Client ID: ‘None |V‘
[]set offload
[] Set PROMISC DNS Servers: |192.168.1.1 | Peer IP: MNA
IP Address: 0.0.0.0 Global IPvS: [auTO |
— Services— IP Mask: 0.0.0.0 Link IPvE: [auTO |
LIHTTP Gateway [P:  0.0.0.0 IPVE GW: [aUTO |
LIFTP Alias: | | MTU: 1500
[ |RADIUS MAC Addr: 00:aa:aa:aaaa0l  TX O Len 1000
Rpt Timer:  [faster (1 s) || wiFi Bridge: INONE [~
—— Low Leve| —
[]PROMISC WiFi Settings
] TS0 Enabled SSID: |ubnt-hd—ent |v| AP: |DEFAU|_T |
[JUFO Enabled  KeyPhrase: | | Mode: [802.11aban [=]
[ G50 Enabled Freg/Channel: 5200/40 Rate: |DS Default |V|
[]LRO Enabled [IwPA [v]wPA2 []WPA3 []OSEN []WEP
GRO Enabled [ ] Disable HT40 [ ] Enable WHT160 [ ] Disable 5GI
| Print ‘ ‘ Display | ‘ Probe ‘ ‘ Display Scan ‘ ‘ Sync ‘ | Apply || [0]:4 ‘ | Cancel

6. LANforge STA1 advanced configuration is using EAP-PEAP.




stal (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA  Parent: wiphy0

Port Configurables

[ Standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi
Advanced WiFi Settings

Select "WPAZ' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these, Enabling 802.11u enables others.

Key Management: |'NF’A-EAP |v| HESSID:

Pairwise Ciphers: |DEFAULT |v| Realm:

Group Ciphers: |DEFAULT |v| Client Cert:

WPA PSK: | | IMs:

EAP Methods: |EAP—PEAP‘ |v| Milenage:

EAP Identity: [lanforgenl | Domain:

EAP Anon Identity: | | Consortium:

EAP Password: [1llanforgel23 | Phase-1: | |
EAP Pin: | | Phase-2: | |
Private Key: | | PK Password: | |
CA Cert File: | | PAC File: | |
Network Auth: leee80211w: |Disabled (0) v

Advanced/802.1x []Enable 802.11u [JHotSpot 2.0 []Enable PKC

| Print H Display | ‘ Probe H Display Scan H Sync ‘ | Apply || [0]:4 ‘ | Cancel ‘

7. Wireshark capture of STA1 EAPOL authentication.
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8. LANforge STA2 basic configuration:



sta2 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA  Parent: wiphy0 wiphy0...

Port Configurables

fStandard Configuration | Advanced Configuration | Misc Configuration |  Corruptions | Custom WiFi

——Enable General Interface Settings
[ ]set MAC [ ] Down [ ] Aux-Mgt
[ Set X Q Len []DHCP-PvE [ DHCP Release  DHCP Vendor ID: [Nane v
[]set MTU
[w] DHCP-IPv4 ‘ Secondary-IPs ‘ DHCP Client ID: ‘None |V‘
[]set offload
[] Set PROMISC DNS Servers: |192.168.1.1 | Peer IP: MNA
IP Address: 0.0.0.0 Global IPvS: [auTO |
— Services— IP Mask: 0.0.0.0 Link IPvE: [auTO |
LIHTTP Gateway [P:  0.0.0.0 IPVE GW: [aUTO |
LIFTP Alias: | | MTU: 1500
[ |RADIUS MAC Addr: 00:aa:aa:aaaa02  TX O Len 1000
Rpt Timer:  [faster (1 s) || wiFi Bridge: INONE [~
—— Low Leve| —
[]PROMISC WiFi Settings
] TS0 Enabled SSID: |ubnt-hd—ent |v| AP: |DEFAU|_T |
[JUFO Enabled  KeyPhrase: | | Mode: [802.11aban [=]
[ G50 Enabled Freg/Channel: 5200/40 Rate: |DS Default |V|
[]LRO Enabled [IwPA [v]wPA2 []WPA3 []OSEN []WEP
GRO Enabled [ ] Disable HT40 [ ] Enable WHT160 [ ] Disable 5GI
| Print ‘ ‘ Display | ‘ Probe ‘ ‘ Display Scan ‘ ‘ Sync ‘ | Apply || [0]:4 ‘ | Cancel

9. LANforge STA2 advanced configuration is using MSCHAPv2.




sta2 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA  Parent: wiphy0

Port Configurables

[ Standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi
Advanced WiFi Settings

Select "WPAZ' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these, Enabling 802.11u enables others.

Key Management: |'NF’A-EAP |v| HESSID:

Pairwise Ciphers: |DEFAULT |v| Realm:

Group Ciphers: |DEFAULT |v| Client Cert:

WPA PSK: | | IMs:

EAP Methods:  |MSCHAPV2 | +| Milenage

EAP Identity: [lanforgenz | Domain:

EAP Anon Identity: | | Consortium:

EAP Password: [1llanforgel23 | Phase-1: | |
EAP Pin: | | Phase-2: | |
Private Key: | | PK Password: | |
CA Cert File: | | PAC File: | |
Network Auth: leee80211w: |Disabled (0) v

[v] Advanced/802.1x []Enable 802.11u [JHotSpot 2.0 []Enable PKC

| Print H Display | ‘ Probe H Display Scan H Sync ‘ | Apply || [0]:4 ‘ | Cancel ‘

Wireshark capture of STA2 EAPOL authentication.
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