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TECHNOLOGIES Network Testing and Emulation Solutions

LANforge WiFi Station Reset Testing

Goal: Use the WiFi Port Reset plugin to emulate restarting of stations associated fo your WiFi network.
Requires LANforge 5.2.12 or later. Restarting a WiFi station exercises the whole

network stack because it forces negotiation across the wired network: your AP, your
DHCP server, your AP confroller, and possibly your RADIUS server. Performing this test
at an unusually high frequency is a challenging robustness test for your wireless
topology and can expose possible race conditions when large numbers of stations LANforge GUI
reset simultaneously while passing traffic. This cookbook assumes the System Under
Test is your AP and that a CT520 (or better) is emulating stations to be reset on the
network.
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1. Create WiFi stations
A. In the Ports tab, select wiphyO and click Create
LANForge Manager Version(5.2.12) + -0 X
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager ‘ ‘ Refresh | | HELP |
File10 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status r Layer-3 r L3 Endps r WanLinks r Attenuators |
Disp: [192.168.100.27:0.0 || _sniff Packets | | clear Counters || ResetPort || Delete |
Rpt Timer: |med1um (8 s) |VH Apply | | View Details || Create | Modify || Batch Modify |
All Ethernet Interfaces (Ports) for all Resources. ate a vitual interface of some type.

Port |Pha..|Down P sec| Alias P;‘;S”t RXBytes | RXPkis | PpsRX | bpsRX| TXBytes | TXPkts | PpsTX
1.2.3 (1 [ ] [0.0.0.0 0 |wiphyO 69,725 450 4 5152 1,039 10 B
1.2.2 L] L] [10.26.4.12 0 stad wiphyO 1,110 5 0 76 1,244 5]

1.217 LI l¥| |0.0.0.0 0 wlanz2 wiphy2 0 0 0 0 0 0 3
1.216 L] [v] |0.0.0.0 0 wlanl wiphyl 0 0 0 0 0 0 I
1.215 L] v [0.0.0.0 0 wlano wiphy0 0 0 0 0 0 0

1.214 [ [] [0.0.0.0 0 wiphy2 0 0 0 0 0 0

1.213 | ] | L] |0.0.0.0 0 |wiphyl 0 0 0 0 0 0

1.2.1 ] | O] 10.26.1.2 0 |ethl 2,768 B 0 101 0 0

1.2.0 L] [] [192.168.100.42 |0 etho 174,141 1,651 14| 12,056 2,768,838 2,249 20~
[ I | [
Logged into: 192.168.100.26:4002 as: Admin
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B. In the Create VLANS window, craft ten wifi stations:

Create VLANs on Port: 1.2.3 + - 0X
2 MACWLAN 2 802, 1Q-VLAN ) Redirect i Bridge 2} GRE Tunnel
® WiFi STA ) WiFi VAP ) WiFi Monitor
Shelf: Resource: u Port: |3 (wiphy0) |V|
VLA ID: DHCP-IPv4
Parent MAC: DHCP Client ID: | |~
MAC Addr: boacne *a0c [¥] P Address: Global IPv6: [aUTO |
Quantity: Lo | 1P Mask or Bits: Link IPv6: [auTO |
Gateway IP: IPVE GW: [auTo |
#1 Redir Name: #2 Redir Name:
STA ID: o | ssip: |jedtest |
WiFi AP: [ | keyiPhrase: [ |
[]Use WPA [ use WPA2 []Use WEP
[ Down
h Apply “ Cancel
e

A. Select WiFi STA

B. For MAC address, choose xx:xx:XX:*:*:xx
C. Select DHCP-IPv4

D. Enter Quantity 10

E. Specify 0 for STA /D

F. The example SS/D for this cookbook is jedtest
C.

...and then click Apply

C. You will see ten stations created:

LANForge Manager Version(5.2.12) + -0 X
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager ‘ ‘ Refresh | | HELP |
File10 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status r Layer-3 r L3 Endps r WanLinks r Attenuators |
Disp: [192.168.100.27:0.0 || _sniff Packets | | clear Counters || ResetPort || Delete |
Rpt Timer: |med1um (8 s) |V| ‘ Apply | | View Details | | Create | | Modify | | Batch Modify |
All Ethernet Intaerfaces (Ports) for all Resources.
Parent
Port |Pha...| Down IP SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
T e P25 T o o - - i o =
1.2.12 L | [ | [10.26.4.51 0 stad wiphy0! 15,404 130 1 1.106 2,224 16 —
1.2.11 [] [] [10.26.4.49 0 stag wiphy0! 15,836 132 1 1,136 2,586 17
1.210 | [] | [] |10.26.4.47 0 |sta7 wiphy0 15,584 132 1 1118 2,224 16
1.2.00 | [] | [] |10.26.4.42 stab wiphy0 14,612 122 1 1,048 13,052 60
1.2.08 | [] | [] |10.26.4.46 0 |staS wiphy0 15,764 134 1 1130 2,224 16 |
1.2.07 | [] | [] [10.26.4.43 0 |stad wiphy0 15,896 136 1 1139 2,648 18
1.2.06 | [] | [] |10.26.4.45 0 |sta3 wiphy0 16,286 137 1 1188 2,586 17 L
1.2.05 | [] | [] |10.26.4.44 0 |staz wiphy0 16,034 137 1 1148 2,224 16 T
1.2.04 | [] | [] |10.26.4.50 0 |stal wiphyo 15,314 129 1 1,097 2,224 16
1.2.02 | [] | [] [10.26.4.48 0 |staD wiphyo 16,508 140 1 1211 2,648 18 W
1.2.01 [ [] [10.26.1.3 0 ethl 19,230 72 0 132 0 0 =
[« I | D]

Logged into: 192.168.100.26:4002 as: Admin

2. Create Connections to Stations
A. Inthe Layer-3 tab, click Create



LANForge Manager Version(5.2.12) + 0 X
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager ‘ ‘ Refresh | | HELP |

File-0 r Layer-4 rTest Mgr rTest Group rResource Mgr r Event Log rAIer‘ts r Port Mgr r Messages |
status Layer-3 [ L3 Endps I WanLinks I Attenuators |

Rpt Timer: ‘fast (1s) |V|Go| Test Manager | Select All || Start || Stop || Quiesce || Clear |
View o - 200 v ]co | Display H_*rgate |[ Modity | [ Delete |
Cross Connects for Selected Test Manager
Name Type State [Pkt Tw A - B| Pkt T A < B Rate A =B Rate A < B ‘RxDrop%b{RxDrop% B| Drop Pkts A Drop Pkt:
[4] i [»]

Logged into: 192.168.100.26:4002 as: Admin

B. Create station download fraffic

sta-trf - Create/Modify Cross Connect + _0OX

|:| ‘ Display ‘ | Sync | ‘ Batch-Create | ‘ Apply ‘ ILE"
Cross-Connect ' chanaes. and clt

CX Name: Ista—trf

X Tvoe: |Lanforge / TCP I~
Endpoint A Endpoint B

Resource: 12 (kedtest) | v||2 (kedtest) |~

Port: |2 (sta0) |v||1 {ethl) |v|

Min Tx Rate: bld DSL (256 Kbps )| w|Pld DSL (256 Kops )|+

Max T Rate: |Sarne |v||Same |v|

Min PDU Size:  [TCP Pld (1,460 B) |w||[TcP Pld (1460 8) |+|

Max PDU Size:  [Same | v |[same |~

IP ToS: |Best Effort () |v||Best Effort (@) |v|

Pkts To Send: |Infinite |v||Infinite |v|

A. This example connection is named sta-frf

B. Connection Typeis LANforge / TCP

C. This example resource is kedtest, where our stations live
D. The Endpoint A Porfwill be the station sta0,

E. and the Endpoint B Portwill be upstream of the ap, ethl.
F. We'll set the Min Tx Rate for both sides to 265 Kbps

G. and set the PDU Size to TCP P1d (1,460 B).

H. ...then click OK

C. Test this station by selecting it and clicking Start



E LANForge Manager Version(5.2.12) + _0Ox
Control Reporting Tear-Off Info Plugins
| Stop Al | | Restart Manager | ‘ Refresh | | HELP |
File-0 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 L3 Endps WanLinks Attenuators |
Rpt Timer: |fast (1 s) |v|Go| Test Manager |(all - Select Al tart | Stop || Quiesce || Clea |
View |0 - 200 |v|Go| | Display Create H Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State |Pkt Tx A —= B/ Pkt Tx A « B Rate A =B Rate A « B Rx Drop % A Rx Drop % B| Drop Pkts A| Drop Pkts B
sta-trf LF/TCP |Stopped 0 0 0 0 0 0 0 0
[« Ii ] [»]
Logged into: 192,168.100.26:4002 as: Admin
D. Click Stop when you are done testing the connection
E. Click Modify for sta-trf and we will batch create nine more:
E LANForge Manager Version(5.2.12) + _0Ox
Control Reporting Tear-Off Info Plugins
| Stop Al | | Restart Manager | ‘ Refresh | | HELP |
File-0 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 L3 Endps WanLinks Attenuators |
Rpt Timer: |fast 1s) |V|Go| Test Manager |all v | Select Al || Start || Stop || Quiesce || Clear |
View |0 - 200 |v|Go| | Display H Create ‘ Modifyl | | Delete |
Cross Connects for Selected Test Manager
Name Type State |Pkt Tx A —= B/ Pkt Tx A « B Rate A =B Rate A « B Rx Drop % A Rx Drop % B| Drop Pkts A| Drop Pkts B
sta-trf LF/TCP |Stopped 0 0 0 0 0 0 0 0
[« Ii ] [»]
Logged into: 192,168.100.26:4002 as: Admin
F. Click Batch Create in the Creafe-Modlify Cross Connectwindow
sta-trf - Create/Modify Cross Connect + - 0Ox
|:| ‘ Display ‘ | Sync | | Batch-Create | ‘ Apply ‘ | 0K ‘ | Cancel ‘
1 I8 |
Cross-Connect ate a series of tests based off of the cL
CX Name: Ista-trf
CX Tvoe:
|LaNforge / TCP I~
Endpoint A Endpoint B
Resource: 2 (kedtest) v ||2 (kedtest) B4
Port: 2 (sta0) v |1 teth1) B4
Min Tx Rate: bld psL (256 Kbps )|w|pld DSL (256 Kops )|+
Max Tx Rate: |53|TIE |" | |53|TIE |V|
Min PDU Size:  [TCP Pld (1,460 B) [w||TcP Pld (1,260 8) |+|
Max PDU Size: |53|T|E |" | |53|T|E |V|
IP Tos: |Elest Effort (o) |v||Elest Effort (@) |v|
Pkts To Send: |Infinite |v | |Infinite |v|

G. Create nine more cross connects like this one:




E Layer-3 Batch Creator: sta-trf + _0OX

sta-trf0l, sta-trf02 ... sta-trf09
Endp-A Resources: 2, 2., 2
Endp-B Resources: 2,2 .. 2

Endp-A Ports: stal, staz .. stad
Endp-B Ports: ethl, ethl ... ethl
Endp-A IPs: AUTO, AUTO ... AUTO
Endp-B IPs: AUTO, AUTO ... AUTO

Quantity: l:l Number of Digits: Zero Pad
Starting Mame Suffix: lli MName Increment: lli
Resource Increment A: lﬂi Resource Increment B: lﬂi
Port Increment B: E
IP Addr Increment B: lﬂi
IP-Port Increment E: lli

Apply* Close I
1 amnot to annlv chanoes. but do not close the current v

Port Increment A:
IP Addr Increment A:

IP-Port Increment A:

111

A. Set Quantityto 9
B. Set Number of Digits to 2

C. We are not changing the B-side port, so we do not need to increment it. Set the  Port Increment Bto 0

H. Select all connections and click Start

LANForge Manager Version(5.2.12) + _O0Xx
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | ‘ Refresh | | HELP |

Filed0 r Layer-4 rTest Mgr rTest Group rResource Mgr r/ Event Log rAIerts r/ Port Mgr r/ Messages |
Status I Layer-3 [ L3 Endps I WanLinks I Attenuators |

Rpt Timer: |fast (1s) |V|Go|Test Manager | Select Al || Start | Stop || Quiesce || Clear |
Wiew |0 -200 |v|Go| Display Create Modify Delete

Cross Connects for Selected Test Manager

Name Type State |PkiTx4A -B/PktTA«B Rate A = B Rate A « B R Drop % A Rx Drop % B| Drop Pkts A| Drop Pkis B
sta-trf LF/TCP |Stopped 0 0 0 0 0 0 0 0
sta-trfol LF/TCP |Stopped 0 0 1] 0 0 0 0 0
sta-trf02 LF/TCP |Stopped 0 0 1] 0 0 0 0 0
sta-trfo3 LF/TCP |Stopped 0 0 g 0 0 0 0 0
sta-trf04 LF/TCP |Stopped 0 0 0 0 0 0 0 0
sta-trf0s LF/TCP |Stopped 0 0 1] 0 0 0 0 0
sta-trf08 LF/TCP |Stopped 0 0 1] 0 0 0 0 0
sta-trf07 LF/TCP |Stopped 0 0 g 0 0 0 0 0
sta-trf08 LF/TCP |Stopped 0 0 "] 0 0 0 0 0
sta-trf09 LF/TCP |Stopped 0 0 1] 0 0 0 0 0
[«] I | [»]

Logged into: 192.168.100.26:4002 as: Admin

I. Connections should not show dropped packets in the __Rx Drop % A orRx Drop % B__ columns



LANForge Manager Version( + _0Ox
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | ‘ Refresh | | HELP |
Filed0 r Layer-4 rTest Mgr rTest Group rResource Mgr r/ Event Log rAIerts r/ Port Mgr r/ Messages |
Status Layer-3 [ L3 Endps WanLinks Attenuators |
Rpt Timer: |fast s |v|Go| Test Manager | Select Al || Start || Stop || Quiesce || Clear |
Wiew |0 -200 |v|Go| | Display H Create H Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State |PkiTx4A -B/PktTA«B Rate A = B Rate A « B R Drop % Al RxD.p% B| Drop Pkts A| Drop Pkts B
sta-trf LF/TCP |Run 3,404 3,403 255,811 255,835 0 0 0 0
sta-trfog LF/TCP |Run 3,422 3,422 255,835 255,835 0 0 0 0
sta-trf09 LF/TCP |Run 3,422 3.422 255,937 255,935 0 0 0 0
sta-trfos LF/TCP |Run 3,418 3,422 235,962 255,934 0 0 0 0
sta-trf07 LF/TCP |Run 3,422 3,422 255,934 255,934 0 0 0 0
sta-trf03 LF/TCP |Run 3,424 3,424 255,816 255,914 0 0 0 0
sta-trf0l LF/TCP |Run 3.411 3.409 255,942 255,956 0 0 0 0
sta-trfo2 LF/TCP |Run 3,413 3,416 255,929 253,975 0 0 0 0
sta-trf04 LF/TCP |Run 3,407 3,418 255,975 253,861 0 0 0 0
sta-trf0s LF/TCP |Run 32,422 3,422 255,835 255,835 0 0 0 0
[«] I | [»]
Logged into: 192.168.100.26:4002 as: Admin
3. Configure Port Reset Script
A. In the Port Manager tab, select stations sta0 - sta?
LANForge Manager Version(5.2.12) =
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | ‘ Refresh | | HELP |
File-10 r Layer-4 rTest Mgr rTest Group rResource Mgr r Event Log rAIer‘ts r Port Mgr r Messages |
Status r Layer-2 r L2 Endps r WanLinks r Attenuators |
Disp: [192.168.100.27:0.0 | ‘ Sniff Packsts | | Clear Counters || Reset Port || Delete |
Rpt Timer: |medium (8 s) |V| ‘ Apply | | View Details | | Create | | Maodify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
; Parent
Port |Pha...|Down P SEC| Alias PEY RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
T = = e e vop Ty oo ; =T oo oo o =
1.2.12 L] Ll |]10.26.4.51 0 stad wiphy0| 21,257,798 38,835 65| 290,790| 22,009,588 38,622 65| |
1.2.11 L] [] [10.26.4.49 0 stagd wiphy0| 21,249.072 38,786 65| 290,865 21,999,732 38,574 LiF]
1.2.10 L] [1 [10.26.4.47 0 sta7 wiphy0| 21,247,308 38,758 65| 290,858 22,004,860 38,624 G5
1.2.09 L] [1 [10.26.4.42 0 stad wiphy0| 21,244,194 2823 65| 290,803| 22,014,686 38,667 55
1.2.08 L L | |10.26.4.46 0 stas wiphy0| 21,459,954 368,127 65| 260,848 22,218,674 38,929 65
1.2.07 L] [] [10.26.4.43 0 stad wiphy0| 21,409,922 36,015 65| 290,807 22,173,506 38,8899 65
1.2.06 L] [] [10.26.4.45 0 sta3 wiphy0| 21,400,150 38,975 65| 290,673 22,169,234 38,935 63 [=
1205 L] [] [10.26.4.44 0 sta2 wiphy0| 21,389,356 35,010 65| 290,788 22,155,736 38,912 [555)
1.2.04 L] [1 [10.26.4.50 0 stal wiphy0| 21,254,448 38,738 65| 290,712| 22,017,214 38,679 63 | |
1.2.02 L] [ | [10.26.4.48 0 stal wip 22,248,546 40,545 65| 290,861 23,045,812 40,454 65
1.2.01 L] [] [10.26.1.3 0 ethl 14,509,005 385,688 G657] 2,929,...| 214,502,436| 385,568 637 2| |
[« I | [¥]

Logged into: 192.168.100.26:4002 as: Admin

B. In the LANforge Manager windows, select the Chamber View—Tests—Port Resef option—Run Test



Chamber View (5.4.5) vl (~) (x
Scenario Configuration 2] e
Scenarios

AP_throughput_test =
Apply Scenario

Tests:

-

Port Reset ‘v

[WiFi Capacity
Scenario Test
Dataplane
Hunt

Rate vs Range
RX Sensitivity
Port Reset
Port Bringup
Roarn Test
[Target-Wait-Time
[TR-398
[TR-398 Issue 2
[AP-Auto

Mesh

Scale

pstream

l Il I ]
Show LANforge Show RSSI

Show External CX

Show Attenuators Sizmnlr ATEERE | Info || Print | | Sync | ‘ Apply | | Build Scenario | | Close |

[] Show Inactive DUT  [] Ignore Attenuation

Show Device Profiles [v] Apply Motion

Show Traffic Profiles [] Pause Path

Show WiFi Connections
Show Hidden Chambers

C. Inthe Port Reset Test window, you will see the ten ports already selected. We will configure quick resefts for

this test:
Port Reset Test + 0O X
Concurrent Ports to Reset: Five ()| -
Minimum Time between Resets: 5 seconds (5 s) -
Maximum Time between Resets: 20 seconds (20 s) -

[ Random Port Selection

Ports Selection

Parts in Use Free Ports

1.2.2 sta0 1.0.0 etho ]

1.2.4 stal 1.1.0 etho

1.2.5 sta2 1.1.1 ethl

1.2.6 staz | <=-- Add Ports | 1.1.2 wiphyo L

1.2.7 sta4 1.1.3 wiphyl

1.2.8 sta5 1.1.4 wlan0

1.2.0 staf | Remove Ports == ‘ 1.1.5 wlanl -

1,210 sta7 1.1.6 vap0

1.2.11 sta8 1.2.0 etho

1.2.12 stag 1.2.1 ethl =
T D sk —

| Start ‘ | Close ‘

A. Set Concurrent Portfs fo Reset to 5

B. Set Minimum Time between Resets to 5§ seconds

C. and Maximum Time between Resefs to 20 seconds
D. ..and click Start

4. Observe Results

A. The Port Reset Test Results window will show the list of ports getfting reset.




Graphical Script Report for: Port Reset Tes|

Port Reset script reguested values:

Concurrent Ports to Reset: Five (5)

Minimum Time between Resets: 5 seconds (5 s)
Maximum Time between Resets: 20 seconds (20 s)
Random Port Selection: false

Date: Thu May 29 13:35:50 POT 2014

Build Date: Tue May 20 10:57:47 POT 2014

Build Version: 5.2.12

Add Your Notes Below:

140135959599,.969 reset_port I 7 staé
1401395999,.969 reset_port 1 2 sta?
1401395999.970 reset_port 1 2 stag
1401395999.971 reset_port 1 2 stag
1401396012.250 reset_port 1 2 stal
1401396012.250 reset_port 1 2 stal
1401396012.250 reset_port 1 2 sta2
1401396012.251 reset_port 1 2 sta3
1401396012.251 reset_port 1 2 stad
1401396030.832 reset_port 1 2 stas
1401396030.832 reset_port 1 2 stai
1401396030.832 reset_port 1 2 sta?
1401396030.832 reset_port 1 2 stag
1401396030.832 reset_port 1 2 stag
1401396035.948 reset_port 1 2 stal
1401396035.948 reset_port 1 2 stal
1401396035.948 reset_port 1 2 staz
1401396035.948 reset_port 1 2 sta3
1401396035.948 reset_port 1 2 stad
1401396045.998 reset_port 1 2 stas
1401396045.998 reset_port 1 2 staé
1401396045.999 reset_port 1 2 sta?
1401396045.999 reset_port 1 2 stag
1401396045.999 reset_port 1 2 stag
1401396052.644 reset_port 1 2 stal
1401396052.645 reset_port 1 2 stal
1401396052.645 reset_port 1 2 staz2
1401396052.645 reset_port 1 2 sta3
1401396052.645 reset_port 1 2 stad
1401396066.772 reset_port 1 2 stas
1401396066.773 reset_port 1 2 staé
1401396066.773 reset_port 1 2 sta?
1401396066.773 reset_port 1 2 stag
1401396066.773 reset_port 1 2 stag
1401396085.062 reset_port 1 2 stal
1401396085.062 reset_port 1 2 stal
1401396085.062 reset_port 1 2 staz2
1401396085.062 reset_port 1 2 sta3
1401396085.062 reset_port 1 2 stad
1401396100.676 reset port 1 2 stas

1] I |

| Close ‘ ‘ Save File

B. The Layer-3tab will show the amount of lost and dropped packets.



C.

D.

LANForge Manager Version( + _0Ox
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | ‘ Refresh | | HELP |
Filed0 r Layer-4 rTest Mgr r Test Group r Resource Mgr r/ Event Log rAIerts r/ Port Mgr r/ Messages |

Status Layer-3 [ L3 Endps WanLinks Attenuators |

Rpt Timer: |fast (1s) |V|Go| Test Manager | Select Al || Start || Stop || Quiesce || Clear |

Wiew |0 -200 |v|Go| | Display H Create H Modify | | Delete |
Cross Connects for Selected Test Manager '

Name Type State |PktTxA -B/PktTxA«B Rate A = B Rate A « B Rx Drop % A Rx Drop % B| Drop Pkts A| Drop Pkis B
sta-trf06 LF/TCP |Run 37.168 37167 244,535 244,528 0.296 0.517 110 192
sta-trfol LF/TCP |Run 36,584 36,589 240,615 240,604 0.344 0.541 126 198
sta-trf07 LF/TCP |Run 36,944 36.943 243,062 243,055 0.3 0.538 111 198
sta-trf09 LF/TCP |Run 36,666 36,665 241,233 241,226 0.475 0.54 174 198
sta-trf04 LF/TCP |Run 36,613 36,613 240,884 240,884 0.497 0.56 182 205
sta-trf08 LF/TCP |Run 36,6685 36,665 241,233 241,226 0.205 0.537 112 12
sta-trf05 LF/TCP |Run 36,779 36.779 241,976 241,976 0.517 0.579 190 213
sta-trfo2 LF/TCP |Run 36,498 36,498 240,127 240,127 0.299 0.556 109 203
sta-trf03 LF/TCP |Run 36,670 36,670 241,258 241,258 0.303 0.558 111 205
sta-trf LF/TCP |Run 26,737 36,739 241,651 241,634 0.544 0.282 200 218
[« I | [»]
Logged into: 192,168.100.26:4002 as: Admin

We can graph the throughput of the connections with the Dynamic Report menu option
LANForge Manager Version( 2) 4 -0 X
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | ‘ Refresh | | HELP |
File-10 r Layer-4 rTest Mgr r Test Group r Resource Mgr r Event Log rAIer‘ts r Port Mgr r Messages |

Status Layer-3 r L3 Endps WanLinks Attenuators |

Rpt Timer: |fast (1s) |v|Go| Test Manager |all v | Select Al || Start || Stop || Quiesce || Clear |

View |0 - 200 |v|Go| | Display H Create H Modify | | Delete |
Cross Connects for Selected Test Manager

Name Type State |Pkt Tk A —= B/ Pkt Tk A « B Rate A =B Rate A « B Rx Drop % A Rx Drop % B| Drop Pkts A| Drop Pkts B
sta-trf05 LF/TCP |Run 37,223 37,223 241,038 241,038 0.537 0.602 200 224
sta-trf LF/TCP [WAITING 37,295 3L 241,843 0.617 0.627 230 234
sta-trf09 LF/TCP |Run 37,227 Start Selected 987 0.484 0.558 180 208
sta-trfog LF/TCP |Run 37,218 987 0.317 0.556 118 207
statrf07 LF/TCP_|Run 37,524 Stop Selected .968 0.309 0.552 116 207
sta-trfo4 LF/TCP [WAITING 37,181 Clear Selected 110 0.584 0.584 217 217
sta-trf03 LF/TCP |[WAITING 37,238 Modify Selected 480 0.379 0.583 141 217
sta-trfo2 LF/TCP |WAITING 37,066 Display Selected .364 0.391 0.58 145 215,
sta-trf0s LF/TCP |Run 37,748 o = 425 0.315 0.527 118 199
sta-trfol LF/TCP [WAITING 37,139 _— ‘ L8235 0.399 0.584 148 217

Table Report
I ‘ Count Sg\ected I o]
| Calculations
Logged into: 192.168.100.26:4002 as: Admin J i ey TalE GamTE

In the Dynamic Reports window, we are graphing the Rx-Bps for each connection in axis-A, and in axis-B we
are graphing the Rx-Bps for the upstream port, ethl
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You will also want to watch for warnings and failures. In the Alerfs tab, you will see persistent alerts. The alerts
in this picture can be safely ignored:

. LANforge Manager Version(5.2.12) + - 0x
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |
File10 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 L3 Endps WanLinks Attenuators |
. Select All
Alerts
Tima-5tamp D Priority MName Event Event Dascription Type EID
2014-05-29 10:10:35.208 781 Warning |wland WiFi-Config |Port wlan0 has no WiFi SSID Configured. Port 1.2.15
2014-05-29 10:10:35.245 787 Warning |wlanl WiFi-Config |Port wlanl has no WiFi SSID Configured. Port 1.2.16
2014-05-20 10:10:35.283 793 Warning [wlan2 WiFi-Config |Port wlan2 has no WiFi SSID Configured. Port 1.2.17

F. Check the LANforge Wireless Events window.You will see station connects and disconnects and failure
notices. The messages shown in this picture are normail:

2014-05-29 14:03:57.201
2014-05-28 14:03:57.201
2014-05-29 14:03:57.201
2014-05-29 14:03:57.201
2014-05-29 14:03:57.201
2014-05-29 14:03:57.201
2014-05-29 14:03:57.201
the IBSS or ESS

2014-05-29 14:03:57.201
2014-05-29 14:03:57.201
2014-05-29 14:02:57.201
2014-05-29 14:03:57.201
2014-05-29 14:03:57.201
2014-05-28 14:03:57.201
2014-05-29 14:03:57.201
the IBSS or ESS

2014-05-29 14:02:57.201
2014-05-29 14:03:57.201
2014-05-29 14:03:57.201
2014-05-29 14:03:57.201
2014-05-29 14:03:57.202
2014-05-29 14:03:57.202
2014-05-29 14:03:57.202
the IBSS or ESS

2014-05-29 14:03:57.202
2014-05-29 14:03:57.202
2014-05-29 14:03:57.202
2014-05-29 14:03:57.230
2014-05-29 14:03:57.230

el i
[SESENESEN TSN

Il
MMNNMNN

sl il

Il sl vl vl

: stas (phy #0): auth 00:
: stas (phy #0): assoc 00:4f.73:a3:47:ce = 00:0e:8e:67:06:29 status: 0: Successful
: stas (phy #0): connected to 00:4:73:a3:47:ce

: sta7: del station 00:4f:73:a2:47:ce

LANForge Wireless Events (192.168.100.26:4002)

: stab (phy #0): disconnected (local request)
: staB: new station 00:4f:732:23:47:ce

173:83:47:ce -> 00:02:82:67:06: 9 status: 0: Successful

sta? (phy #0): deauth 00:0e:8e:62:c1:29 -= 00:4f:73:83:47:ce reason 3: Deauthenticated because sending station is leaving (or ha

sta7 (phy #0): disconnected (local request)
sta7: new station 00:4f.73:a3:47:ce

: sta7 (phy #0): auth 00:4f:72:a3:47:ce -= 00:0e:8e:62:c1:e8 status: 0: Successful
: sta7 (phy #0): assoc 00:4f.73:83:47:ce -= 00:0e:8e:62:c1:e9 status: 0: Successful
: sta7 (phy #0): connected to 00:4f:73:a3:47:ce

: staB: del station 00:4f:73:a3:47:ce

stad (phy #0): deauth 00:0e:8e:cb:9eie9 -= 00:4f:73:83:47:ce reason 3: Deauthenticated because sending station is leaving (or ha

stag (phy #0): disconnected (local request)
staB: new station 00:4f.73:a3:47:ce

: staB (phy #0): auth 00:4f:73:a3:47:ce -= 00:0e:8e:ch: 9e:29 status: 0: Successful

: staB (phy #0): assoc 00:4f.73:83:47:ce -= 00:0e:8e:ch:9e:e9 status: 0: Successful

: staB (phy #0): connected to 00:4f:73:a3:47:ce

: sta9: del station 00:4f.73:a2:47:ce

: stad (phy #0): deauth 00:0e:8e:d1:9b:29 -= 00:4f:72:23:47:ce reason 3: Deauthenticated because sending station is leaving (or ha

stag (phy #0): disconnected (local request)
stad: new station 00:4f.73:a3:47:ce

: stad (phy #0): auth 00:4f:73:a3:47:ce -= 00:02:8e:d1:8b:e9 status: O Successful
: stad (phy #0): assoc 00:47.73:a3:47:ce -> 00:0e:8e:d1:9b:e8 status: O0: Successful
: sta9 (phy #0): connected to 00:4f:73:a3:47:ce

|

[] Pause ‘ Close | | Save File




G.

H.

In the LANforge Messages window, you will see connection warnings. Connections will warn when their IP
changes, and this is normal, as shown in this picture:

ek Thy May 29 14:06:24 PDT 2014
WARNING: Endpoint: sta-trf08-A is running and a change of the IPv4 address from: 10.26.4.51 to: 0.0.0.0 was detected on port: sta9. Automatically restarting this
endpoint.

eeeekk Thy May 29 14:06:38 PDT 2014
WARNING: Endpeint: sta-trfOl-Ais running and a change of the IPv4 address from: 10.26,4,50 to: 0.0.0.0 was detected on port: stal. Automatically restarting this
endpoint.

eekkikr Thy May 29 14:06:39 PDT 2014
WARNING: Endpoint: sta-trf-A is running and a change of the IPv4 address from: 10.26.4.48 to: 0.0.0.0 was detected on port: stal. Automatically restarting this
endpoint.

erkeks Thy May 29 14:06:39 PDT 2014
WARNING: Endpoint: sta-trf02-A is running and a change of the IPv4 address from: 10.26.4.44 to: 0.0.0.0 was detected on port: sta2. Automatically restarting this
endpoint.

ek Thy May 29 14:06:30 PDT 2014
WARNING: Endpoint: sta-trf03-A is running and a change of the IPv4 address from: 10.26.4.45 to: 0.0.0.0 was detected on port: sta3. Automatically restarting this
endpoint,

ek Thy May 29 14:06:39 PDT 2014
WARNING: Endpoint: sta-trf04-Ais running and a change of the IPv4 address from: 10.26.4.43 to: 0.0.0.0 was detected on port: stad. Automatically restarting this
endpoint.

Ié LANForge Messages (192.168.100.26:4002) + - OX

|

[]Pause ‘ Close | | Save File |

And in the Event Log tab, you can review more detailed link-up, link-down and connection events that
occur with these station restarts:

LANforge Manager Version(5.2.12) + - 0Xx
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |
File-10 r/ Layer-4 rTeat Mgr rTest Group rResuurce Mgr r Event Log rmerta r Port Mgr r Messages \
Status r Layer-3 r L3 Endps r WanLinks r Attenuators |
| Select All H Create || Madify | | Delete |
Events
Time-Stamp ID | Priority Name Event Event Description Type EID
UIg-US-Z9 18 UrSd 178 FrG3[ g SLE-Iru7 -5 ErMap-30art  |51arting STa-trmu 7 -5 REd50TT CTTECKNOTTFTTaLomT . . |ETTOpOTT I, 2 1. (=]
2014-05-29 14:07:59.179 | 7784 Info sta-trf08-A Endp-Start |Starting: sta-trf08-A Reason: checkNonPhantom: ...[Endpoint|1.2.11...| [
2014-05-20 14:07:59.179 | 7785/ Info sta-trf08-B Endp-Start |Starting: sta-trf08-B Reason: checkNonPhantom: ...|Endpoint|1.2.1...
2014-05-29 14:07:59.179 | 7786| Info sta-trf09-4 Endp-Start |Starting: sta-trf09-A Reason: checkMNonPhantom: ...|Endpoint|1.2.12.
2014-05-29 14:07:59.179 | 7787| Info sta-trf09-B Endp-Start |Starting: sta-trf09-B Reason: checkNonPhantom: ...|Endpoint|1.2.1..
2014-05-29 14:08:07.861 7788 Info stal Link-Down  |Port sta0 is Link DOWN. Port 1.2.2
2014-05-29 14:08:07. 861 7789 Info stal Link-Down  |Port stal is Link DOWN. Port 1.2.4
2014-05-29 14:08:07.861 | 7790| Info stal Link-Up Port sta0 is Link UP. Port 1.2.2
2014-05-29 14:08:07.861 7791 Info stal Link-Up Port stal is Link UP. Fort 1.2.4
2014-05-29 14:08:07.861 7792 Info sta2 Link-Down  |Port sta2 is Link DOWN. Port 1.2.5
2014-05-29 14:08:07.861 7793 Info sta2 Link-Up Port staz is Link UP. Port 1.2.5
2014-05-29 14:08:07.861 7794| Info stad Link-Down  |Port sta3 is Link DOWN. Port 1.2.8
2014-05-29 14:08:07.861 | 7795| Info sta3 Link-Up Port sta3 is Link UP. Port 1.2.6
2014-05-29 14:08:07.861 7796 Info stad Link-Down  |Port sta4 is Link DOWN. Fort 1.2.7
2014-05-20 14:08:07.897 | 7797| Info stad Link-Up Port stad is Link UP. Port 1.2.7
2014-05-29 14:08:07.897 | 7800| Info stal Link-Down  |Port sta0 is Link DOWN. Fort 1.2.2
2014-05-29 14:08:07.897 | 7801| Info sta0 Disconnect |sta0 (phy #0): disconnected (local request) Port 1.2.2
2014-05-29 14:08:07.929 | 7804/ Info stal Link-Down _ |Port stal is Link DOWN. Port 1.2.4
2014-05-29 14:08:07.929 | 7805] Info stal Disconnect |stal (phy #0): disconnected (local request) Port 1.2.4
2014-05-20 14:08:07.929 | 7806 Info stal Link-Up Port sta0 is Link UP. Fort 1.2.2
2014-05-29 14:08:07.929 | 7807| Info stad Connect sta0 (phy #0): connected to 00:4f.73:23:47:ce Port 1.2.2
2014-05-29 14:08:07.964 | 7808 Info stal Link-Up Port stal is Link UP. Port 1.2.4
2014-05-29 14:08:07.964 | 7809| Info stal Connect stal (phy #0): connected to 00:4f:73:a3:47:ce Port 1.2.4
2014-05-29 14:08:08.025 | 7812 Info sta2 Link-Down  |Port sta2 is Link DOWN. Port 1.2.5
2014-05-29 14:08:08.025 | 7813| Info sta2 Disconnect |sta2 (phy #0): disconnected (local request) Port 1.2.5
2014-05-29 14:08:08.025 | 7814/ Info sta2 Link-Up Port staZ is Link UP. Fort 1.2.5
2014-05-20 14:08:08.025 | 7815| Info sta2 Connect sta2 (phy #0): connected to 00:4f.73:23:47:ce Port 1.25
2014-05-29 14:08:08.094 | 7818| Info stad Link-Down  |Port sta3 is Link DOWN. Port 1.2.8
2014-05-29 14:08:08.094 | 7819] Infe sta3 Disconnect |sta3 (phy #0): disconnected (local request) Port 1.2.6
2014-05-29 14:08:08.094 | 7820| Info sta3 Link-Up Port sta3 is Link UP. Port 1.2.6
2014-05-29 14:08:08.094 | 7821| Info sta3 Connect sta3 (phy #0): connected to 00:4f73:a3:47:ce Port 1.2.56
2014-05-20 14:08:08.157 | 7824/ Info stad Link-Down  |Port stad is Link DOWN. Port 1.2.7
2014-05-29 14:08:08.157 | 7825 Info stad Disconnect |sta4 (phy #0): disconnected (local request) Port 1.2.7
2014-05-29 14:08:08.157 | 78256 Info stad Link-Up Port stad is Link UP. Port 1.2.7
2014-05-29 14:08:08.157 | 7827| Info stad Connect sta4 (phy #0): connected to 00:4f:73:a3:47:ce Port 1.2.7
2014-05-29 14:08:08.217 | 7798 Info sta-trf-A Endp-Stop  [Stopping: statrf-A Reason: IP changed. Endpoint|1.2.2.,
2014-05-20 14:08:08.217 | 7799| Info sta-trf-B Endp-Stop [Stopping: sta-trf-B Reason: notifyEndpStopping.  |[Endpoint|1.2.1..
2014-05-29 14:08:08.218 | 7802| Info sta-trf0l-A Endp-Stop |Stopping: sta-trf01-A Reason: IP changed. Endpoint|1.2.4..
2014-05-29 14:02:08.218 | 7803 Info sta-trf0l-B Endp-Stop [Stopping: statrf0l-B Reason: notifyEndpStopping. |Endpoint|1.2.1..
2014-05-29 14:08:08.219 | 7810| Info sta-Lrfoz2-A Endp-Stop |Stopping: sta-trf02-A Reason: IP changed. Endpoint|1.2.5..
2014-05-29 14:08:08.219 | 7811| Info sta-trf02-B Endp-Stop  |Stopping: sta4rf02-B Reason: notifyEndpStopping. [Endpoint|1.2.1...
2014-05-29 14:08:08.220 | 7816| Info statrf03-A Endp-Stop |Stopping: sta-trf03-A Reason: IP changed. Endpoint(1.2.5...
2014-05-29 14:08:08.220 | 7817 Info sta-trf03-B Endp-Stop  [Stopping: statrf03-B Reason: notifyEndpStopping. |Endpoint|1.2.1.. I
2014-05-20 14:08:08.221 | 7822 Info sta-trf0d-A Endp-Stop |Stopping: sta-trf04-A Reason: IP changed. Endpoint|1.2.7.. =
2014-05-29 14:08:08.221 | 7823 Info sta-trfo4-B Endp-Stop |Stopping: sta-trf04-8 Reason: notifyEndpStopping. |Endpoint|1.2.1 *
Logged into: 192,168.100.26:4002 as: Admin

Use these monitoring sources to check for undesirable trends:
s Undesirable slowing frend in traffic

s stations that do no return
s DHCP failures or pool exhaustion

= or uncommonly long station re-association events




5. Halt the test when you are finished.

Port Reset Test + -0 X
Concurrent Ports to Reset: Five (5)

Minimum Time between Resets: 5 seconds (5 s)

Maximum Time between Resets: 20 seconds (20 s)
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1.2.7 sta4 1.1.3 wiphyl

1.2.8 sta5 1.1.4 wlan0

1.2.9 stas | Remove Ports == | 1.1.5 wlanl -

1.2,10 sta7 1.1.6 vap0

1.2.11 stas 1.2.0 etho

1.2.12 stag 1.2.1 ethl =
T 7 D swimbaa —

Close

(oo k

Candela Technologies, Inc., 2417 Main Street, Suite 201, Ferndale, WA 98248, USA
www.candelatech.com | sales@candelatech.com | +1.360.380.1618



	LANforge WiFi Station Reset Testing
	Goal: Use the WiFi Port Reset plugin to emulate restarting of stations associated to your WiFi network.


