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TECHNOLOGIES

Displaying Sequence Gaps

Goal: Generate and show sequence gaps (tfime between packets) by running traffic through a WanLink
with an intermittent latency spike.

Tracking sequence gaps can be useful in the following scenarios:
e Roaming with and without 802.11r.
e QOSPF failovers.
e Cellular to WiFi handoff.

In this test scenario, LANforge will be set up to generate sequence gaps. Then the sequence gaps will
be shown via the layer-3 display window.

Four physical ports will be used, two to generate traffic and two for the WanLink endpoints. This test uses
a LANforge CT922 system.

LANforge will be generating UDP traffic at 1 Mbps through a WanlLink that is scripted to apply one
second of latency every ten seconds. The one second latency should create a one second sequence
gap. The packet size will be smaller to increase the rate of traffic and thus decreasing sequence gaps,
this will make any larger sequence gaps more apparent.

1. Set IPs on traffic generating ports, eth0 and eth3 in this case.
A. In the Port Manager tab modify eth0.

I eth0 (brent-6port) Configure Settings -0 %
Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TS0 GSO GRO
Driver Info: Port Type: Ethernet Driver: e1000e(3.2.6-k) Bus: 0000:02:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates—
[]set IF Down 8 10‘L’-t-HD 10bt-HD
10bt-FD
[] set MAC [ Down [ Aux-Mgt 3 100bt-HD 10bt-FD
[Iset™XQLlen [] DHCPHPVE DHCP Release  DHCP Vendor ID: 8 igggf;FDD 100bt-HD
OG- -
TS Concrpus [_secandayes | ovee e fare [ |9 3052 10070
] set Offload £ 40GFD 1000-FD
=S DNS Servers: [BLANK Peer IP: NA ® Autoneqotiate =
et Rate Info E
IP Address: 10.0.0.1/24 Global IPv6: AUTO
[]5et PROMISC [ Rrenegotiate [] 40G-FD
IP Mask: 0.0.0.0 Link IPv&: AUTO !
[] set Rx-All/FCS [] Restart Xevr Flow-Contral
Gateway IP: 0.0.0.0 IPvE GW: AUTO N
[]set Bypass [ PROMISC
O B - " Alias: MTU: 1500 O] RocALL Offload
Set Bridge Info X-Al
< MAC Addr: 00:90:0b:38:82:70 T¥ 0 Len 1000 TSO Enabled
] Set CPU Mask []Rx-Fcs )
— Services — ypass NOW! —
. - v] GSI led
e i e = AU [
YP ks [J LRO Enabled
| PU Mask WiFi Bridge = [1Bypass Power-DOWN GRO Enabled
C]RrADIUS [ Bypass Disconnect
| Print || Wiew Details | | Probe || Sync | | Apply || oK | | Cancel

A. Set the IP Address.
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B. In the Port Manager tab modify eth3.

eth3 (brent-éport) Configure Settings =l
Port Status Information

Current: LINK-UP 1000bt-FD AUTO-MEGOTIATE Flow-Control TSO GSO GRO

Driver Info: Port Type: Ethernet Driver: @1000e(3.2.6-k) Bus: 0000:05:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates—
[]set IF Down 8 IOEt-HD 10bt-HD
10bt-FD
] set MAC [ Down [] Aux-Mgt € 100bt-HD 10bt-FD

[Iset™XQLlen [] DHCPHPVE DHCP Release  DHCP Vendor ID: 8 igggf;FDD 100bt-HD
TSN e [ssconses Jovcrciono fore ]| | 020213
1000+FD

[] set Offload S i
DNS Servers; [BLANK Peer IP; NA ® Autoneqotiate
[] set Rate Info []10G-FD
IP Address: 10.0.0.2/24 Global IPv6: AUTO
[]5et PROMISC [ Rrenegotiate [] 40G-FD
IP Mask: 0.0.0.0 Link IPv6: AUTO
] set Rx-AllFCS [JRestart Xevr Flow-Control
Gateway IP:  [0.0.0.0 IPVG GW: AUTO B
[]Set Bypass [ PROMISC
- . , Alias: MTU: 1500 o oOffload
Set Bridge Info -
. MAC Addr: 00:90:0b:38:82:73 | TX Q Len 1000 TSO Enabled
[ set CPU Mask [ RX-FCS
— Services — : [ Bypass NOW!

: r : . GS0 Enabled
CJHTTP Rpt Timer: medium (8 s) u Watchdog: l:l] [ Bypass Power-UP B
O g = [1Bypass Power-DOWM GRO Enabled

[JRADIUS [ Bypass Disconnect

| Print || Wiew Details | | Probe || Sync | | Apply || oK | | Cancel

A. Set the IP Address.

2. Create a Wanlink.
A. In Netsmith, right click an open area and click New Connection.

Create/Modify Connection

Interface-Cost: 1 |
Port 1-A: [2 (eth1) o 1 |
' OSPF Area: [000.000.000.000 |
Port 1-B: skip | | | WVRRP IP:
Wanlink: []Skip |<Auto Create New WanLink= | v | VARP I0:
: VRRP Priority:
Port 2.8: [ Skip | [~] -
VRRP Interval:
Port 2. [Jskip |3 (eth2) (2] Nextiop: | |
DHCP Lease Time: Subnets (a.b.c.dfo:
DHCP DNS: | I |
DHCP Range Min: | | |
DHCP Range Max: | || |
DHCP Domain: | || |
e Mext-Hop-IPvé: | |
) ' ; IPvE Subnets (aaa:0hx):
DHCPvE Range Min: | || |
DHCPvE Range Max: | || |
DHCPd Config File: | I |
| I |
] NAT [ ]DHCP [ ] DHCPvE [] Custom DHCP []WRRP []cand-RP
| oK | Cancel

. Select the Skip checkboxes on Port 1-B and Port 2-B.
. Set Port 1-A to ethl.

. Setf Port 2-A to eth2.

. Click OK.
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. Click Apply in Netsmith.

3. Configure the WanLink.



A. In the WanlLinks tab, modify the WanlLink.

&) 000 =]
I:‘ | Apply ‘ | 0K | | Display WanLink & WanPaths ‘ | Cancel
WanLink Information WanLink Information
Name: VRWL-1.1.000 [ Pass-Through [JHW Pass-Through
SHEEEE ‘CUSTOM |'| [ coupled-Mode Kernel-Mode
Endpoint A Endpoint B Resource: ‘1 (brent-gpert ) |v
Port: [3 (eth2) [=][z et [~] |rpt Timen: Gefault 5 o) =
Transfer Rate: ‘10” (18 Mbps) |v||10H (18 Mbps) ‘v‘ -
Endpoint A Endpoint B
Delay: ‘zero (0 us) |v||zem (0 us) "‘ Reorder-Freq; |zeru (0%) ‘v‘ |zeru (%) |v|
Drop-Freg: ‘zero (o%) |v||zero (0%) "‘ Dup-Freq: |zero (0%) ‘v‘ |zero (%) |v|
Jitter: ‘zero (0 us) |v||zer‘o (0 us) ‘v‘ e st B ‘ - ‘1 |m g | - |1 ‘
Jitter-Freq: ‘ZEFO (0%) |v||zero (0%) ‘V‘ e i ‘ . ‘20 | . | . |20 ‘
| Script ‘ | Script |
Endpoint A WAN Paths Endpoint B WAN Paths
| Create- WP I Modify-WP I Delsta-WF | Create- WP I Modify-WF I Dalete-WP |
Name | Tx Rate |Disab|ed| ! | Filter Pattern | Delay| Name | TxRate |D\sab|ed| : | Filter Pattern | De\ay‘

WwanLink Information

CPU-ID:

I Test Manager:

o F
Endpoint A Endpoint B
| |ICEcap Replay | ]ICEcap Replay
Replay File: | | | |

| | Dump File:

| Dir Dir

Loop Replay Loop Replay

WanlLink Information

‘default_tm

Endpoint A
[] bump Packets

[ Force Packet Gap
[] Dropth
[ Reorder-Xth

Endpoint B
[[] Dump Packets

[]Force Packet Gap
[]oropxth
[1ReorderXth
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A. Set the Transfer Rate to 10Mbps for both endpoints.




B. Click the Script button on Endpoint A.

Add/Modify Script B
Endpoint Name: [VRWL-1.1.000-4 |+ script Type: |ScriptwL Iv]
Script Name: |my-script | Group Action: | | |

[v] Enable Script  [v] Show Reports [ ] Symmetric [¢] Loop [ ] Hide lteration Details [ |Hide Legend [ ]Hide C5v

Loop Count |F0rever |v| Script lterations: 10 (0) Estimated Duration: 10 s (0 ms)

Script Configuration

Run Duration: | 1s (1s) |v|
10Mbps
Rates
0,0,0,0,0,0,0,0,0,1000
Latencies:
0
Jitter:
0
Drops:
Show Previous Report | | Sync | | Apply | | 0K | | Cancel
A. Set the Script Type to ScriptWL.
B. Click the Loop checkbox.
C. Run Duration =1s
D. Rates = 10Mbps
E. Latencies =0,0,0,0,0,0,0,0,0,1000
F. Jitter=0
G. Drops=0
H. Click OK.

C. Click OK to close the WanLink modify window.

4. Create a Layer 3 connection.



A. Inthe Layer-3 tab, Click Create.
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‘ Display || Sync || Batch-Create || Apply H oK || Cancel ‘

Registered CXs
WVRWL-1.1.000
udp-1m

Test Group Name: tg

Cross Connects (CX)

|
i

« Add Cx

|
k|

Free CXs

[] Config As Totals

| Apply | | oK | | Cancel

A. Test Group Name =tg

B. Select the WanlLink and Layer 3 connection on the right and click Add Cx.

C. Click OK.

Cross-Connect Cross-Connect =]
CX Name: Judp-1m Report Timer: |fast as) "I
CX Type: [Lanforge 1 uDP [~ -
Endpoint & Endpeint B
Endpoint A Endpoint B Pld Pattern |increasmg |v| |increasing |v|
Resource: ‘1 (brent -Bport) |v‘ |1 (brent-6port) |v| P |ﬂUTO |'| |ﬂUTO |'|
Port: 2 tetho) [+ tetha) [+ e [=][sowe =]
Min Tx Rate: ‘M |" |1'“ |'| Min Duration: |Forever |v| |Forever |v|
Max Tx Rate: ‘Same |vHEEME |v| Max Duration: |Same |v||Same |'|
Min PDU Size:  |Tiny (64 B) [~ [riny (64 B) |~] MinReconn: [0 (€ ns) [*]le t0ns [~
Max PDU Size: ‘Same |vHSame |v| MR |Same |v||Same |v| =
pros.  pieon © [vlstson © o] oo e ] @ g
Pkts To Send: ‘Inflni‘te |v‘ |In‘fini‘te |v| | Script | | Script |
| Thresholds | | Thresholds |
Cross-Connect Endpoint A Endpoint B
Test Manager |default_tm |v snd Buff Size: |US Default |v| |US Default |v|
Quiesce: [ (3 sec) [+] |RevBuffsie: [0 Default [+][os pefaurt [~
Endpoint A Endpoint B Send Bad FCS: | | | | | | -
IP Addr. lauto | v]feuto [x] |srcmac | [~ [~]
[]Replay File [] Replay File [] Use-Proxy [] Use-Proxy
[ Loop [JLoop Proxy Addr:
[] Dest Mac [] Dest Mac E—
F|Iename’: Socket Priority: |U | |U |
PeTHMAL: ‘ | ‘ | | | | Payload | | Payload |
A. CX Name = udp-1m
B. Report Timer = 1s
C. Endpoint A Port = eth0
D. Endpoint B Port = eth3
E. Endpoint Aand B=1m
F. Endpoint A and B Min PDU Size = 64 B
G. Click OK.
5. Create a test group to start the layer 3 connection and Wanlink at the same time.
A. In the Test Group tab, click Create.
Create/Modify Test Group o X




6. Start the test group. This will start both the layer 3 connection and the scripted WanlLink.
A. In the Test Group tab, select tg and click Start. You will see the Script Report window appear.

LANforge Manager Version(5.3.4) - O x
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | ‘ LiELE ‘
Layer-4 rGeneric rTeat Mgr rTest Group r Resource Mgr r Event Log T/Alerts r/ Port Mgr rvAP Stations r Messages |
Status | Llayer3 | 13Endps | VolP/RTP_ | VolP/RTPEndps | Armageddon | Wanlinks | Attenuators | Filelo |
| Select All | St | Stop || Quiesce || Clear |
Rpt Timer: |defau1t (5 s) |V|Go|
Display || Create || Modify Delete
LaNforge Test Groups
Name |Run| Script | Cross Connects
tg [C1 [none [WRWL-1.1.000 udp-1m
Logged into: brent-6port:4002 as: Admin
7. Display the Layer 3 connection and analyze the Rx Gap (sequence gap).
A. In the Layer-3 tab, select udp-1m and click Display.
Cross Connect: udp-1m Manager: brent-6port BIERE
dpoint: udp-Lm- = \dpoint: udp-1m-
Port Endpoint 11 RT-lat 1ses2s 1W-Lat 4 Port Endpoint 1170ms  RT-Lat 1133730 1W-Lat
int o Avgo 3% Aug:0 site Do Avgo AT Avg0
Resource: brent-6port EID 11133 i 0.1003 && o.1003 fIECkE=: Resource: brent-Gport EID 11434 e 0.1004 50 0.88
Port: etho Min TX: 1 Mbps 192585 Port eth3 Min TX: 1 Mbps
1P 10.0.0.1 Max TX: 1 Mbps IP: 10.0.0.2 Max TX: 1 Mbps
bps TX:  1.717 Mbps RX Rate: 999.976 Kbps bps TX.  1.719 Mbps RX Rate: 1 Mbps o
Pps T 1951 RX Pkts: 176716 Dropped: Pps Tx: 1853 RX Pkts: 192585 2-15
bps RX. 1562 Mbps RX Drop: 16416 o bps RX.  1.719 Mbps RX Drop: 0 1024
Pps RX: 1774 TX Pkts: 193136 Pps RX: 1953 TX Pkts: 192582 32
Errors 0 Type. LF/UDP Errors: 0 Type. LF/UDP R, RXOGE[J
2o
5 Avg:0 dl i Avg:0 ! Avg:0
e 15 wmease | 170 ozemomn Rl DR
oees 130 o Hi FH ]
€5.536 Kopa - : %36 ks
| l l l l l i A 176716 Fassos 3360 e
i o 2720 | Tomu's 2°20 o oo =20l nals 2720
23,554 Mbps | L0 PRt | Faad 2°15 | 32ssimops 20480 5m15 0 5-15
AR s, 1024 1024 |Dropped: D85 Hp 1024 1024
256 by 256 bps
0bps. 32 32 0bps. 32 32
RX-Error-Pkts RX-Dropped-Pkts Rx Throughput 0 0 16416 RX-Error-Pkts RX-Dropped-Pkts Rx Throughput 0 0
[]Pause Display [ prnc | [ stop | [ sme | | oynamic Report | [ moary | [ ctear ] [ close |

B. The Rx Gap graph is highlighted in the below screenshot. The Rx Gap for Endpoint B doesn't show on
second sequence gaps because that side of the WanlLink was noft scripted.

1: 134850 Rx Gap
2 42762

713 Avg:0

2 27

Te s 0,.262101]
30

64 0

128: 2

256: 0

512: 0

1024: 9 2720

2042: 0

A. The colored numbers on the left side of the colon represent time in milliseconds. The right colored numbers
represent the number of times a sequence gap reached the particular time on the left side.

You'll notice that 9 sequence gaps hit 1024ms. These gaps were the result of the WanlLink script occasionally
sending one second latency.
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