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Emulating a Multiple Hop Network

Goal: Use virtual routers to emulate a multi-hop network.

In this example, LANforge is used to emulate a live routed network by using multiple virtual routers to
form a working multi-hop network. Each virtual router has its own routing table and can be configured
to use one of many different routing protocols. OSPF will be used in this example and traceroute will be
used to demonstrate the tfraversal of each hop.

1. Use Netsmith to create five OSPF virtual routers.
A. From the Status tab, select the Netsmith button.
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B. Right-click in the Netsmith window and select New Router.
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C. Select the Use OSPF checkbox.
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D. Select OK, then create four more OSPF virtual routers.
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E. After creating five OSPF virtual routers, select Apply.
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2. Create four Netsmith connections to link all of the OSPF virtual routers.
A. Right-click in the Netsmith window and select New Connection.
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Close

B. Leave all the default settings and select OK.
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C. Create three more Netsmith connections.
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D. After creating four Netsmith connections, select Apply.
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3. Assign IP addresses to either end of each of the four Netsmith connections.
A. Right-click on rddVRO and select Modify Port.

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7

Virtual Routers and Connections

Rl (]

rddvR1

BU(NA)

rdgReE-

Display WanLink & WanPaths
Connect

Modify

Toggle WanLink

Modify WanLink

Modify Port m
Create Ports

Sniff Port

Mgt-etho
W &thl

ethz
u RA(NA) Reset Port
Delete Part
Delete WanLink

Delete

]

rddvR3

-

q] i

[ vl ]

WanLinks [[] show Legend Fire []1Pvas
[w] WanLink Names Port Names Fire Names [ ] Zero-IPvds Apply Progress:
Peer WanLinks Parents Col. Domains [ IPvés
[¥] WanLink Config

Close

Cancel Apply

NEtsmlth et _

B. SetrddVRO to 10.0.0.1/30 and select OK.

rddVRO (jw2) Configure Settings ) () (x
Port Status Information
Current: LINK-UP PROBE-ERROR TS0 UFQ GSO GRO h
Driver Info: Port Type: Redirect-Device Peer: rddVROb
Port Configurables
Enable General Interface Settings —Advert Rates —
[] Set IF Down 8 i [ 10bt-HD
[] set MAC Tls Pl 8 i []10bt-FD
[]set X Q Len [1100bt-HD
O [] DHCP-IPvE DHCP Release DHCP Vendor ID: g % O .
Set MTU 100bt-FD
i : 24
[] Set Offload [IDHCP4Pva | SecondaryPs | DHCP ClientD: [None  [~] i []1000FD
[ set PROMISC DNS Servers:  |BLANK Peer IP: MNA []10G-FD
[ set Rx-AlFCS IP Address: 10.0.0.1/30 Global IPvG: AUTO [140G-FD
[]set Bridge Info 1P Mask: 0.0.0.0 Link IPvé: AUTO [Bliciw Eonical
Gateway IP: 0.0.0.0 IPVE GW: AUTO
i Alias: MTU: 1500 e
— Services— v] TS0 Enabled
MA TX Q Len 1000 ShE
LHTTP o _ UFO Enabled
OFe r Cost: rorty: foroe T+ g
[] RADIUS RptTimer:  [nediun (3 s) |w|wiFi Eridga: NOME [~ o
GRO Enabled
| Print ‘ | Wiew Details ‘ | Probe | | Sync | ‘ Apply | | oK | ‘ Cancel




C. Right-click on rddVR1 and select Modify Port.
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D. SetrddVR1 to 10.0.0.2/30 and select OK.
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E. Repeat the steps above to complete the following:

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7

[»]ix

irtual Routers and Connections

rddvR1l
10.0.0.21’33

o, -
RI1(MA
= r =]
12.0.0.2/30

B2(NA)

E%O(NA) rddvR|

rddvR&
o 13.0,0,1/30
i 2
11.0.0.1/30 <-0 7 rddvR7
! US 1 Sag s :T:: : .003 13.0.0.2/30
= Sdq upy A
Us,
Mgt-stho
152.168.100.103/24 rddvR3
™ etht].hz 11.0.0.2/30
l.e s RATIA) R3(NA)
W =thad
W =ths
[ ]

-

[*]

<]
WanLinks

1 ompl

WanLink Config

[[] Show Legend [¥] Fire IPvds Info Print Sync Apply Close
[ C Cancel Apply

[¥] wanLink Names [¢] Port Names Fire Names  [] Zero-IPv4s apply Progress:
Peer WanLinks Parents Col. Domains [ IPvés
Netsmith Status:

A. rddVR2is 11.0.0.1/30 and rddVR3'is 11.0.0.2/30
B. rddVR4is 12.0.0.1/30 and rddVRS5 is 12.0.0.2/30
C. rddVRéis 13.0.0.1/30 and rddVR?7 is 13.0.0.2/30



4. Drag each end of a Netsmith connection into a virtual router to setup the network.
A. A:Setup the following by dragging the interfaces into the specified virtual routers:
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. rddVRO in RO and rddVR1 in R1
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. rddVRé in R3 and rddVR7 in R4



B. B: Right-click on each Wanlink (red bar) and select Toggle Wanlink (change to green bar).
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A. Note: If you wanted to emulate an /impaired/ mulfi-hop network, you could modify each Wanlink to have any
LANforge impairment such as latency, jitter, dropped packets, efc...

C. After allinferfaces are moved and Wanlinks started, select Apply in the Netsmith window.
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5. Assign IP addresses and Default Gateways to each of four physical inferfaces.
A. Right-click on each interface and select Modify Port.
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B. Setup the following IP addresses and Default Gateways:
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. eth1 IP address is 172.16.0.101/24 and Default GW is 172.16.0.1
. eth2 IP address is 172.16.0.1/24 and Default GW is 172.16.0.1
eth3 IP address is 192.168.0.1/24 and Default GW is 192.168.0.1

O 0 w »

. eth4 IP address is 192.168.0.104/24 and Default GW is 192.168.0.1



C. Drag eth2info RO and eth3 into R4, then Apply changes.
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A. Note: In this example, four physical interfaces are used. eth1 and eth2 are physically connected with a cable, as
are eth3 and eth4. This allows us to use eth1 and eth4 to generate fraffic to each other through the network

interfaced by eth2 and eth3.



6. Apply all changes in Netsmith, allow OSPF time to converge, and observe routing tables.

A. After applying all Netsmith changes, right-click on a virtual router and select Show Routing Table. (Before
OSPF converges, only the directly connected networks are shown.)

LANforge Dialog w) (a) (%

09/13 14:08:41.470
Routing table for Virtual Router: Router-0 (5)
unreachable default proto xorp scope link metric 1 notify

10.0.0.0/30 dev rddVRO scope link
172.16.0.0/24 dev eth2 scope link

b

B. After OSPF converges, each virtual router has a complete routing table for the entire network.

LANforge Dialog v (a) (x

09/12 14:09:29.286
Routing table for Virtual Router: Router-0 (5)

unreachable default proto xorp scope link metric 1 notify

10.0.0.0/30 dev rddVRO scope link

11.0.0.0/30 via 10.0.0.2 dev rddVRO proto xorp metric 2 notify
@ 172.16.0.0/24 dev eth2 scope link

[4] Il I

A. Note: If you select Netsmith Apply again, this will restart all virtual routers and OSPF will need time to converge
again.



7. Alternative method to observe routing tables of each virtual router.

A. With OSPF virtual routers, you can right-click on a virtual router and select Virtual Router Console to bring up
the underlying xorp shell for the virtual router.
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B. Once at the xorp shell prompt, type the following to display the routing table information:

xorpsh for VR: 5 (on fwa710-blue)

Welcome to ¥ORF on fuarlO-blue
rootBfuasli-blusr show route table ipwd unicast final
0,0,0,0/0 [static(220)/1]
Foto 0,0,0,0 via my_discard/my_discard
[connected(0)/0]
> wia eth2/eth2
192,168,0,0/24  [ospf(110)/5]
>t 10,0,0,2 via rddVROrddVRO
[cormected(0)/0]
F wia rddVREOSrddYRO
11,0, 0,030 [o=pF(110)/2]
> oto 10,0,0,2 via rddVRO/rddVRO
[ozpf(110)/3]
Foto 1000,0,2 via rddVROSrddVRO
13,0,0,0/30 [ospF(110)/4]

> oto 10,0,0,2 via rddYRO/rddVRO
root@fuarlo-bluer |

172,16,0,0/24

10,0,0,0430

12,0,0,0430

A. show route table ipv4 unicast final

8. Use fraceroute to fraverse all five hops.



A. Open a terminal window in the LANforge system.

root@fwa710-blue: ~
File Edit View Terminal Help
[root@fwa710-blue ~]# |

|}|

B. Type the following command at the prompt:

root@fwa710-blue:~
File Edit View Terminal Help
[root@fwa710-blue ~]# traceroute -i ethl 13.0.0.2J

|)|

A. traceroute -i ethl 13.0.0.2

B. Note: -i ethl forces the traceroute program to use eth1 as its outgoing interface.



C. Observe the results of each hop in the network.
[ root@fwa710-blue: ~
File Edit View Terminal Help
[root@fwa7l10-blue ~]# traceroute -1 ethl 13.0.0.2 !¢
traceroute to 13.0.0.2 (13.0.0.2), 30 hops max, 60 byte packets
172.16.0.1 (172.16.0.1) 0.129 ms 0.098 ms 0.081 ms
10.0.0.2 (10.0.0.2) 0.332 ms 0.299 ms 0.243 ms
11.0.0.2 (11.0.0.2) 0.572 ms 0.549 ms 0.449 ms
12.0.0.2 (12.0.0.2) 2.917 ms 2.902 ms 2.813 ms
13.0.0.2 (13.0.0.2) 4.808 ms 4.712 ms 4.695 ms
oot@fwa710-blue ~1# |j
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D. Traceroute from eth4.
root@fwa710-blue:~
File Edit View Terminal Help

[root@fwa7l0-blue ~]# traceroute -1 ethl 13.0.0.2 [~
traceroute to 13.0.0.2 (13.0.0.2), 30 hops max, 60 byte packets

1 172.16.0.1 (172.16.0.1) 0.111 ms 0.081 ms 0.105 ms

2 10.0.0.2 (10.0.0.2) 0.226 ms 0.338 ms 0.321 ms

3 11.0.0.2 (11.0.0.2) 0.640 ms 0.559 ms 0.539 ms

4 12.0.0.2 (12.0.0.2) 2.937 ms 2.924 ms 3.551 ms

5 13.0.0.2 (13.0.0.2) 4.778 ms 4.687 ms 6.603 ms

[root@fwa710-blue ~1#
[root@fwa710-blue ~1#
[root@fwa710-blue ~]# traceroute -1 ethd 10.0.0.1
traceroute to 10.0.0.1 (10.0.0.1), 30 hops max, 60 byte packets
1 192.168.0.1 (192.168.0.1) 0.109 ms 0.081 ms 0.100 ms
2 13.0.0.1 (13.0.0.1) 0.243 ms 0.159 ms 0.489 ms
3 12.0.0.1 (12.0.0.1) 2.210 ms 2.177 ms 2.142 ms
4 11.0.0.1 (11.0.0.1) 3.166 ms 3.148 ms 3.177 ms
5 10.0.0.1 (10.0.0.1) 6.731 ms 6.719 ms 6.699 ms
[root@fwa710-blue ~]1# |

A. traceroute -i eth4 10.0.0.1

E. Generate LANforge fraffic through the multi-hop network.



A. Go to the Layer-3 tab and select Create.

LANforge Manager Version(5.3.7) >) (a) (3¢

‘ Stop All ‘ | Restart Manager |

Generic rTest Mgr rTest Group rResource Mgr r Event Log rAIer‘(s r Port Mgr rvAP Stations r/ Messages ‘
Status | Layer3 | L3Endps | VoIP/RTP | VolP/RTP Endps | Armageddon | Wanlinks | Attenuators | File-0 | Layer-4 |

Control Reporting Tear-Off Info Plugins

Rpt Timer: Test Manager |all - | Select All || Start H Stop H Quiesce || Clear |
Vview [o-s00 [+ [sol [ pisplay || Crgat&“ Moy | | Delete |
Cross Connects for Selected Test Manager

Name Type | State | PktRxA | PKiRxB Bps Rx A Eps Rx B ‘RKDrop%A{RKDrOp% B| Drop Pkts A
[« Il []
Logged into: 192.168.100.103:4002 as: Admin

B. Set Endpoint-A to use eth1 and Endpoint-B to use eth4.
| test-1 - Create/Modify Cross Connect A RERED
|:| | Display | | Sync | | Batch-Create | | Apply | | oK | | Cancel
Cross-Connect [}
CX Name: ftest-1
CX Type: |LANfarge / UDP ~|
Endpoint & Endpoint B

Resource: |l (3w2) |V| |1 (jw2] |v|
Port: |l {ethl) |v| |4 (eth4) |v|
Mt i Hater [wid oS (763 Kbps)  |w|[mid DsL (768 kees) ||
Max Tx Rate: |SE""E |V| |Same |v|
Min PDU Size: |1k (1,024 B)  [~]fik (1,024 8) ||
Max PDU Size: |Same |'| |Same |V|
IP Tos: Best Effort  (0)  |w||Best Effort (0) [+
Pkts To Send: |Infinite |v| |Infinite |v|




C. Start the Layer-3 connection.

ANforge Manager Version(5.1.2)

Control Reporting Tear-Off Help

| Stop All ‘ | Restart Manager | HELP

{ File-10 [ Layer-4 | Generic | Test Mgr [ Resource Mgr [ Serial Spans | PPP-Links | Port Mgr | Messages |
Status

Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon | WanLinks |  Collision-Domains

Rp[Timer(mS):TestManager all = | Select All H Start || stop || Quiesce H Clear ‘

View |0—200 |'|Gn‘ | Display H Create H Maodify H Delete ‘

Cross Connects for Selected Test Manager
Mame | Type | State | Pkt Tx A->B| Pkt Tx A<-B| Rate A->B | Rate A<-E | Rx Drop A| Rx Drop B| Rpt Timer | EID | Endpoints (A <-> B}

test-1 |LF/UDP  |Run | 1,554 1,573  767,583] 767,710| il il 1000/1 6 |[tesi-1-A <=> testi-1-B |

Logged into: 192.168.100.226:4002 as: Admin




D. Traffic flowing through the multi-hop network.

or Resource: fwa710-blue Vi

Virtual Routers and Connections
_ |Right-dick/double-dick/drag supported. R
Fiys -ethl
| Router Port 152 168.100.226/24
. |® BPons L RL(4)
* | Router uses OSPF 2 5%",}’%12 30
% Stopped FIRE CX s
i r
= Running FIRE CX_ . 11.001}30
B Serves DHCP to incoming requests. 4
= Applies NAT to outgoing packets.
= Peer ICE CX
M Edge Port [IIE] R2(3)
Collision Domain = rddy] L o rdidgpnjz L
== Stopped WanLink ARl \k"i
= = VR4
=== Running WanLink o g’z 00180
M Phantom, Unknown e 6.0.1424
B1% TX over last 3s Y
B % Drop over last 60s =
—— Network Connection EL ethd
17216.0101/24 152.168.0.104/24
~——Stopped FIRE i /
= Running FIRE st-1 e
— e
PeerICE 192 168.0.1/24
Br!dge AC[I\I’F RA W F3@) rdavrs
~—=Bridge Configured .0.0.2k30
~— Parent/Child rddvR7 rddvRE
13.0.0.2430 R _1.1.00§13.U.U.1 30
<] Ii [T»
Show Legend  [] Zero-1Pvds IPv4s [11pvas Help Print sync Apply | Close
Port Names WanLinks Peer WanLinks WanLink Names Netsmith Apply Progress: Cancel Apply
Col. Domains _ [¢] Parents Fire Fire Names  Netsmith status: [N
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