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LANforge WiFi Access Point Network with 802.11r

Goal: Configure four virtual APs in an 802.11r network to test fast transition (FT) clients.

Configure four virtual Access Points to use 802.11r with FT-EAP. This example
uses a LANforge CT525 system but a similar procedure will work on all multi-

radio systems.

The wifi clients under test are also 802.11r enabled so that they can initiate FT
Requests and roam. Here we are using another LANforge WiFire as the system

under test to emulate 802.11r stations and force them to roam.

In LANforge, each virtual access point will be running its own hostapd process
configured to enable 802.11r and bridged to other virtual access points. The
bridged VAP network will emulate the Distributed System (DS) for FT over-the-

DS roaming.

1. Setup a virtual access points on a wifi NIC and configure it for a channel and SSID.
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A. Go to the Port Mgr tab, select the parent device such as wiphyO, select Create, then fill out appropriate
information and create a virtual access point.

Create VLANs on Port: 1.1.06 ¥} (o) (X
2 MACVLAN 2 802.1QWLAN ) Redirect i) Bridge ) GRE Tunnel
2 WIiFi STA @ WiFiVAP O WiFi Monitor () WiFi Virtual Radio
Shelf: Resource: = Port: |6 (wiphy0) |V|
WLAN ID: [] DHCP-IPv4
Parent MAC: DHCP Client ID: | |~]
MAC Addr: e || 1P address; | | Global IPve: [auTE |
Quantity: 1 | IP Mask or Bits: | | Link IPv&: [auTO |
Gateway IP: [ | IPve Gw: [auTO |
#1 Redir Name: #2 Redir Name:
STA ID: [o | ssiD: |roaner I~]
WiFi AP: Key/Phrase: [ |
L1wpPa ] WEP
[] Down
Apply " cancel | | Ready

B. Modify the new vap, select the Advanced Configuration tab in the Port-Modify window and check the
box Advanced/802.1x and fill in the RADIUS IP/Port/Secret. Here the RADIUS server will be a
freeradius process configured on localhost. The default RADIUS secret is lanforge and the default
login is testuser/testpasswd when freeradius is installed via If kinstall.pl --do_radius.

vap0 (ben-5pci) Configure Settings vl (A (x

Port Status Information
Current: LINK-DOWN GRO MNOMNE

Driver Info: Port Type: WIFI-AP  Parent: wiphyo

Port Configurables

[ Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
Advanced WiFi Settings

Select "WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

leee80211w: |Disabled (@)

Ignore Probes: |zero (%) |V| HESSID:

Ignore Auth-Assoc: |zero (%) |V| Realm:

lgnore Assoc: lzero (o%) |>] st

Ignore Re-Assoc: |2er0 (G) |V| Milenage:

Corrupt GTK: |zero (C#) |V| Domain:

HS520 Capabilities Consortium:

HS20 Oper Class RADIUS IP |l2?.0.0.1
H520 WAN Metrics RADIUS Port |1812

|V| RADIUS Secret |Ianf0rge

Venue Group: |

| | Venue Type:

Network Type: |

Network Auth:
[ Use 80211d [JUse 80211h

3GPP Cell Net:
[]short-Preamble

Address Types: |

[#l/Advanced/g02.18 [ HotSpot 2.0 [ Disable DGA
[[]Enable 802.11u  []802.11uinternet []802.11uASRA []802.11uESR []802.11u UESA
| Print || View Details || Logs | | Probe || Display Scan || Sync | | Apply || oK | Cancel

C. Repeat above steps A and B to create a single vap on wiphy1, wiphy2 and wiphy3 for a total of four

virtual access points.



Create VLANSs on Port: 1.1.07

O MACVLAN - (2 802.1QWLAN (O Redirect (O Bridge ) GRE Tunnel
2 WIiFi STA @ WiFiVAP O WiFi Monitor () WiFi Virtual Radio
Shelf: Resource: 1 (ben-5pci) = Port: 7 (wiphyl) |v|
WLAN ID: [] DHCP-IPva
Parent MAC: DHCP Client ID: | |~]
MAC Addr: e || 1P address; | | Global IPve: [auTE |
Quantity: 1 | IP Mask or Bits: | | Link IPv&: [auTO |
Gateway IP: [ | IPve Gw: [auTO |
#1 Redir Name: #2 Redir Name:
STA ID: L | ssiD: |roaner [~]
WiFi AP: Key/Phrase: [ |
L1wpPa ] WEP
[] Down
Apply " cancel | | Ready
Create VLANs on Port: 1.1.08 vl (A) [(x
0 MACWLAN 0 8021QWLAN O Redirect (O Bridge O GRE Tunnel
) WIiFi STA @ WiFi VAP ) WiFi Monitor (2 WiFi Virtual Radio
Shelf: Resource: 1 (ben-5pci) = Port: (8 (wiphy2) |v|
WLAN ID: ] DHCP-IPva
Parent MAC: DHCP Client ID: | |~]
MAC Addr: boocioe || 1P address: | | clobal IPve: [auTo |
Quantity: 1 | 1P Mask or Bits: | | LnkIPvs: [auTO |
Gateway IP: [ | 1Pve Gw: [auTO |
#1 Redir Name: #2 Redir Name:
STA ID: 2 | ssi: |roaner [~]
WiFi AP: Key/Phrase: [ |
[ wpPa [ ] wepP
[] Down
Apply " Cancel | | Ready
Create VLANs on Port: 1.1.09 w ) () (3
) MACVLAN - (2 802.1QWLAN - (O Redirect () Bridge ) GRE Tunnel
) WiFi STA ® WiFi WAP ) WiFi Monitor ) WiFi Virtual Radio

Shelf: Resource: u Port: |9 (wiphy3) |v|

WLAN ID: [ DHCP-Pv4

Parent MAC: DHCP Client ID: | |~]

MAC Addr: bocxaca0c % %2 |v| 1P Address: | | Global IPvé: [suTO |

Quantity: 1 | IP Mask or Bits: | | Link IPve: [auTO |
Gateway IP: [ | 1Pve Gw: [auTO |

#1 Redir Name: #2 Redir Name:

STA ID: E] |  ssiD: |roaner I~

WiFi AP: Key/Phrase: [ |

] wPA ] WEP

[] Down

Apply " Cancel | | Ready




2. Modify each vap, select the Custom Wifi tab and enter the additional lines that will be appended to each vap
hostapd configuration file.

A. For each vap, fill in the first 8 lines to enable 802.11r as well as the first part of the 3 rOkh entries and
3 rlkh entries for neighboring vap's.

The first part of the rOkh is the neighboring vap MAC address and NAS identifier which in this
example is the MAC without colon delimeters.

The first part of the r1kh is the neighboring vap MAC address and rlkh-id which in this example are
the same.

vap0 (ben-5pci) Configure Settings vl [~ (x

Port Status Information
Current: DOWM LINK-DOWN GRO MOMNE

Driver Info: Port Type: WIFI-AP  Parent: wiphy0

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
Custom WiFi

User-Specified supplicant/hostapd configuration text:
wpa_key mgmt=FT-EAP

ft_over_ds=1

nas_identifier=04f02 1b38f00

mobility_domain=4321

r0_key_lifetima=10000

r1_key_holder=04f021b33f00

reassociation_deadline=1000

pmk_rl_push=1

rokh=04:f0:21:6%:91:03 04f021633103
rikh=04:f0:21:33:28:08 04f021332806
rikh=04:f0:21:b1:d7:0b 04f021b1d70b

rlkh=04:f0:21:69:91:03 04:0:21:69:91:03
rlkh=04:f0:21:33:28:06 04:f0:21:33:28:06
rlkh=04:f0:21:b1:d7:0b 04:0:21:b1:d7:0b

[ Il [»

| Print || View Details || Logs | | Probe || Display Scan || Sync | | Apply || oK | | Cancel




vapl (ben-5pci) Configure Settings

Port Status Information
Current: DOWN LINK-DOWMN GRO MONE
Driver Info: Port Type: WIFI-AP  Parent: wiphyl

Port Configurables

Custom WiFi

User-Specified supplicant/hostapd configuration text:

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

wpa_key mgmt=FT-EAP
ft_over_ds=1
nas_identifier=04f021639103
mobility_demain=4321
r0_key_lifetima=10000
rl_key holder=04f021693103
reassociation_deadline=1000
pmk_rl_push=1

rokh=04:f0:21:b%:8F:00 04f021b38f00
rOkh=04:f0:21:33:28:08 04f021332806
rikh=04:f0:21:b1:d7:0b 04f021b1d70b

rlkh=04:f0:21:b9:8f:00 04:f0:21:b5:8f:00
rlkh=04:f0:21:33:28:06 04:f0:21:33:28:06
rlkh=04:f0:21:b1:d7:0b 04:0:21:b1:d7:0b

q Il

| Print || View Details || Logs | | Probe || Display Scan || Sync |

| Apply || oK

vap2 (ben-5pci) Configure Settings

Port Status Information
Current: DOWN LINK-DOWN GRO MONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy2

Port Configurables

Custom WiFi

User-Specified supplicant/hostapd configuration text:

wpa_lkey_mgmt=FT-EAP
ft_over_ds=1
nas_identifier=04f021332806
mobility_demain=4321
ro_key_lifetima=10000
rl_key_holder=04f021332206
reassociation_deadline=1000
prk_rl_push=1

rikh=04:f0:21:b9:2f:00 04f02 1b9Ef00
rokh=04:f0:21:6%:91:03 04f021633103
rOkh=04:f0:21:b1:d7:0b 04f021b1d70b

rikh=04:f0:21:b3:8f:00 04:fo:21:b5:8F:00
rlkh=04:f0:21:69:91:03 04:f0:21:69:91:03
rikh=04:f0:21:b1:d7:0b 04:40:21:b1:d7:0b

<] i

| »

[ Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

| Print || View Details || Logs | | Probe || Display Scan || Sync |

| Apply || OK |

| Cancel




vap3 (ben-5pci) Configure Settings

Port Status Information
Current: DOWN LINK-DOWMN GRO MONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy3
Port Configurables
[ Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
Custom WiFi
User-Specified supplicant/hostapd configuration text:
wipa_key_mgmt=FT-EAP
ft_ovar_ds=1
nas_identifier=04f02 1b1d70b
mobility_domain=4321
rd_key_lifetime=10000
r1_key holder=04f021b1d70b
reassociation_deadline=1000
pmk_rl_push=1
:h9:2f:00 0402 1b92f00
91:03 04f021639103
q] Il [
| Print || View Details || Logs | | Probe || Display Scan || Sync | | Apply || oK | | Cancel

B. Each vap will be represented by a corresponding rOkh and rlkh entry in all of the neighboring vap's
custom configuration sections. Here vap0 entries are highlighted.

vapO |(ben-5pci) Configure Settings v (a) (x vap2 (ben-5pci) Configure Settings ) (%
- a
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
pa_key_mamt=FT-EAP wpa_key_mgmt=FT-EAP
over ds=1 fr_ower_ds=1
| [nas_identifier=04f021b95f00 nas_identifier=04f021332806
mobility_domain=4 mability_domain=4321
rl_key lifetime=10000 P | ri_key_lifetime=10000 w |
Erl ke§ halder=04f02 1b9&f00 I rl_key_holder=04f021332806
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 = pmk_rl_push=1 =
r0kh=04:f0:21:69:91:03 04f021699103 [ 00 04f021b98f00
106 04021332806 | ; R |
rokh=04:f0:21'b1:47:0b 04f021b1d70b 4:f0:21:b1:d7:0b 04f021b1d70h
rlkh= odfo 21:69:91:03 04:0:21:69:91:03 Ltkh= uuo 21 b9:8f:00 04:0:21:b3: sfnu |
. 0 = TTRR £ .5
rlkh= odfo 21b1:d7:0b 04:A0:21b1:d7:0b rlkh=04: fo 21 b1:d7:0b 04:40:21:b1: d? oh
- =
« Ii | D KX Ii | [v]
vapl (ben-5pci) Configure Settings v (a) (% vap3 (ben-5pci) Configure Settings ) (%
a a
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
fvpa_key_momt=FT-EAP fvpa_key_momt=FT-EAP
fr_ower_ds=1 fr_ower_ds=1
nas_identifier=04f021699103 nas_identifier=04f021b1d70b
mobility_domain=4321 mobility_domain=4321
ri_key_lifetime=10000 P | ri_key_lifetime=10000 —
rl_key_holder=04f021699103 r1_key_haolder=04f021b1d70b
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 = pmk_rl_push=1 =
Lmkh:oa:m:ﬂ:hs:sfuo 04foz1b9efon rUkh 04:f0:21:69:3£00 0402 1b3300
rokh=04:f0:21'b1:47:0b 04f021b1d70b | rUkh— 4:f0:21:33:28:06 04021332806 .
Lrlkh 04:f0:21:69:3F00 04:40:21:b3:3F.00 rlkh 04:f0:21:69:3£00 04:40:21:b3:3F00
rlkh 0440:21:b1:d7:0b 04:0:21:b1:d7:0b rlkh 04:40:21:33:28:06 04:f0:21:33:28 06
] i | DM KX I D |




C. Generate a unique 128-bit AES hex key for each rOkh entry in the vap.

vap0 (ben-5pci) Configure Settings v (a) (x vap2 (ben-5pci) Configure Settings ) (%
- -
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
wpa_key_mgmt=FT-EAP wpa_key_mgmt=FT-EAP
fr_ower_ds=1 fr_ower_ds=1
nas_identifier=04f02 1b32fo0 nas_identifier=04f021332806
mobility_domain=4321 mability_domain=4321
ri_key_lifetime=10000 P | ri_key_lifetime=10000 w |
rl_key_holder=04f02 1b92f00 rl_key_holder=04f021332806
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 = pmk_rl_push=1 =
rikh=04:f0:21:69:91:03 04f021699103 11111111 rokh=04:f0:21:b39:8F:00 04f021b98f00
rikh=04:0:21:33:28:06 04f021332806 L 03 04f021699103 R |
rikh=04:f0:21:b1:d7:0b 04f021b1d70b r0kh=04:0:21:b1:d7:0b 04f021k1d70b
rlkh=04:f0:21:69:91:03 04:0:21:69:91:03 rlkh=04:f0:21:b9:8F.00 04:f0:21:b9:8F.00
rlkh=04:f0:21:33:28:06 04:f0:21:33:28:08 rlkh=0 i
rlkh=04:f0:21-b1:d7:0b 04:-0:21:b1:d7:0b r1kh=04:f0:21:b 1:¢7:0b 04:40:21:b1:d7:0b
- -
1 ] I | [P ol ] I | [}
vapl (ben-5pci) Configure Settings v (a) (x vap3 (ben-5pci) Configure Settings ) (%
- -
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
wpa_key_mgmt=FT-EAP mpa_key_mgmt=FT-EAP
fr_ower_ds=1 fr_ower_ds=1
nas_identifier=04f021699103 nas_identifier=04f021b1d70b
mobility_domain=4321 mobility_domain=4321
rd_key_lifetime=10000 T | ro_key_lifetime=10000 —
rl_key_holder=04f021699103 r1_key_haolder=04f021b1d70b
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 = pmk_rl_push=1 =
rikh=04:f0:21:b3:3F 00 0402 1b33f00 rikh=04:f0:21:b9:2£.00 04f02 1b38f00
f0: L rikh=04:f0:21:69:91:03 04f021699103
rikh=04:f0:21:33:28:06 04f021332806 |
rlkh=04:f0:21:b5:8f:00 04:f0:21:b9:8f:00
r1kh=04:f0:21:b1:d7:0b 04:f0:21:b1:d7:0b rlkh=04:f0:21:33:28:06 04:f0:21:33:28:06
| |
4 7T Ii | IO KN i T
D. Copy the rOkh keys to the rlkh lines that correspond to the vap.
vap0 (ben-5pci) Configure Settings v (a) (x l vap2 (ben-5pci) Configure Settings ) (%
A. FY
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
wpa_key_mgmt=FT-EAP wpa_key_mgmt=FT-EAP
if_over ds=1 fr_ower_ds=1
nas_identifier=04f021b33f00 nas_identifier=04f021332806
mobility_domain=4321 mability_domain=4321
ri_key_lifetime=10000 ri_key_lifetime=10000 w |
rl_key_holder=04f02 1b92f00 rl_key_holder=04f021332806
reassociation_deadline=1000 reassociatio
pmk_rl_push=1 = P =
3 04f021699103 00000000000011111111000000000000 rOkh=04:f0:21:b9:8F.00 04f021b98f00
38:06 041021332806 00000000000022222222000000000000 L |
“d7:0b 047021614705 00000000000033533322000000000000
0 LRI R T £
rlkh= om 21 1:d7:0b 04:60:21b 1:d7: oh =04:f0:21:b1:d7:0b oa 40:21:b L:dT:0b
-
« ] i | « ] i | [¥]
vapl (ben-5pci) Configure Settings v x vap3 -5pci) Configure Settings x
- -
User-Specified supplicant/hostapd configuration text: User-Specified supplic ostapd configuration text:
wpa_key_mgmt=FT-EAP mpa_key_mgmt=FT-EAP
fr_ower_ds=1 fr_ower_ds=1
nas_identifier=04f021699103 nas_identifier=04f021b1d70b
mobility_domain=4321 mobility_domain=4321
ri_key_lifetime=10000 P | ri_key_lifetime=10000 —
rl_key_holder=04f021699103 r1_key_haolder=04f021b1d70b
reassaciation_deadline=1000 reassaciation_deadline=1000
pmk_rl_push=1 = pmk_rl_push=1 =
rikh=04:f0:21:b9:2f.00 04f02 1b3Ef00 rikh=04:f0:21:b9:2£.00 04f02 1b38f00
rikh=04:f0:21:33:28:06 04f021332806 L rokh=04:f0:21:69:91:03 04f021699103
rikh=04:f0:21:b1:d7:0b 04f021b1d70b rikh=04:f0:21:33:28:06 04f021332806 .
[ [rikh=04:f0:21:b3:8F.00 04:f0:21:b3:5F.00 11111111 ] U Irlkh=04:f0:21:b3:2F00 04:f0:21:b3:2F00 33333
LA L {1 bl 1 i LT b e st 1 Crlkh=04F0:21:69:91:03 04f0:21:69:9 103
rlkh=04:f0:21:b1:d7:0b 04:f0:21:b1:d7:0b rlkh=04:f0:21:33:28:06 04:f0:21:33:28:08
| |
4 7T Ii | D EN i v

E. Repeat steps C and D for the other three vap's.




vap0 (ben-5pci) Configure Settings ~) () vap2 (ben-5pci) Configure Settings 5
- -
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
wpa_key_mgmt=FT-EAP wpa_key_mgmt=FT-EAP
ft_ower_ds=1 ft_ower_ds=1
nas_identifier=04f02 1h92fo0 nas_identifier=04f021332806
mobility_domain=4321 mobility_domain=4321
ri_key_lifatime=10000 P | ri_key_lifetime=10000 v |
rl_key_holder=04f021b32f00 r1_key_haolder=04f021332808
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 = pmk_rl_push=1 =
rokh=04:f0:21:69:91:03 04f021699103 ER11ELTYD rikh=04:f0:21:b5:8f:00 04fo21bsafo0
| rikh=04:f0:21:6 03 04f021699103 i |
rikh=04:f0:21:b1:d7:0b 04f021b1d70b
4444444 | rlkh=04:f0:21:b9:2f:00 04:f0:21:b3:2f:00 00000000000022222222000000000000
r Erlkh:ﬂd:f 21:6 03 04: 9:91:03 00000000000055555555000000000000
rlkh=04:f0:21:b1:d7:0b 04:f0:21:b1:d7:0b rikh=04:f0:21:b1:d7:0b 04:40:2 b 1:d7:0b
- -
4« I | ] e T I | [»]
vapl (ben-5pci) Configure Settin ) ([ vap3 (ben-5pci)} Configure Settin x
a a
User-Specified supplicant/hostapd configurson text: User-Specified supplicant/hostapd confi tion text
wpa_key_mgmt=FT-EAP wipa_key_mgmt=FT-EAP
ft_owver_ds=1 ft_ower_ds=1
nas_identifier=04f021699103 nas_identifier=04f021b1d70b
mobility_domain=4321 mobility_domain=4321
ri_key_lifatime=10000 P | ri_key_lifetime=10000 =
rl_key_holder=04f021599103 rl_key_haolder=04f021b1d70b
reassociation_deadline=1000 reassociation_deadline=
pmk_rl_push=1 = pmk_rl_push=1 =
rikh=04:f0:21:b5:8f:00 04f021b98f00 00000000000044444444000000000000 PPLb9:8f:00 04foz1b9sfoo
rOkh=04:10:21:33:28:06 0402 1332806 00000000000055555555000000000000 =04:f0:21:69:91:03 04f021699103 |
rakh=04.10:21:b1:d7.0b 0402 1b1d70b 00000000000066666666000000000000 rokh=04:f0:21:33:28:06 04f021332808
rlkh=04:f0:21:b9:8f:00 04:f0:21:b5:8f00 _|r1kh=04:f0:21:h3:8f:00 04:f0:21:b3:8f.00 33333
rlkh=04:f0:21:33:28:06 04:f0:21:33:28:06 | rikh=04:f0:21 91:03 04f0 69:91:03
rlkh=04:f0:21:b1:d7:0b 04:f0:21:b1:d7:0b rlkh=04:f0:21:33:28:06 04:f0:21:33:28:06
-
Ll I | ] I 1 | [
vap0 (ben-5pci) Configure Settings ~) () vap2 (ben-5pci) Configure Settings ) (x
- -
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
wpa_key_mgmt=FT-EAP pa_key_mgmt=FT-EAP
ft_ower_ds=1 ft_ower_ds=1
nas_identifier=04f02 1b92f00 nas_identifier=04f021332808
mability_domain=4321 bility_d in=4321
ri_key lifatime=10000 P | ri_key_lifetime=10000 g |
rl_key holder=04f021b38f00 r1_key_halder=04f021332806
reassociation_deadline=1000 reassaciation_deadline=1000
pmk_rl_push= pmk_rl_push=1 =
:69:91:03 04f021699103 ERILELDYD rikh=04:f0:21:b5:8f:00 04f021b58f00 0000000000007777777
33:28:06 04021332808 |
h=04:f0:21:b%:8F:00 04:f0:21:b9:8f.00
=04:f0:21:69:91:03 04:f0:21:69:91:03
4:§0:21:b1:d7:0b 04:40:21:b1:d7:0b
-
1] [ Il | T*]
vapl (ben-5pci) Configure Settings en-5pci) Configure Settings x
- a
User-Specified supplicant/hostapd configuration text: User-Specified s icant/hostapd configuration text:
wpa_key_mgmt=FT-EAP wipa_key_mgmt=FT-EAP
ft_ower_ds=1 ft_ower_ds=1
nas_identifier=04f021599103 nas_identifier=04f021b1d70b
mobility_domain=4321 mobility_domain=4321
ri_key lifatime=10000 P | ri_key_lifetime=10000 =
rl_key holder=04f021599103 r1_key_halder=04f021b1d70b
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 = pmk_rl_push=1 =
rikh=04:f0:21:b5:8f:00 04fo21b58fo0 rikh=04:f0:21:b5:8f:00 04fo21b58f00
rikh=04:fo 33:28:06 04021332808 | rokh=04:f0:21:69:91:03 04f021699103
rikh=04:f0:21:b1:d7:0b 04f021b1d70b rokh=04:f0:21:33:28:06 04f021332806 .l
rlkh=04:f0:21:b5:8f:00 04:f0:21:b%:8F:00 3
rlkh=04:f0:21:6 3 ) 9l
[FTkh=04F0:Z 6 [:d7:06 0&f0:Z B [:d 708 rlkh=04:f0:21:33:
- =)
1] Il [»] o] Il [*]




vap0 (ben-5pci) Configure Settings ) (% vap2 (ben-5pci) Configure Settings A x
- -
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
wpa_key_mgmt=FT-EAP wipa_key_mgmt=FT-EAP
ft_owver_ds=1 ft_ower_ds=1
nas_identifier=04f02 1b38f00 nas_identifier=04f021332806
mobility_domain=4321 mobility_domain=4321
ril_key_lifatime=10000 B | ri_key_lifetime=10000 ¥ |
rl_key_holder=04f021b33f00 r1_key_haolder=04f021332808
reassociation_deadline=1000 reassociation_deadline=1000
pmk_rl_push=1 = pmk_rl_push=1 =
rokh=04:f0:21: 59 91:03 04f021699103 11111111 rikh=04:f0:21:b9:2f.00 04f02 1b3Ef00 77777777
0:21:33: L rikh=04:f0:21:69:91:03 04f021699103 |
rokh=04:f0:21: h1:d7 ob 04f021b1d70b 333333 rOkh=04:f0:21:b1:d7:0b 04f021b1d70b
rlkh=04:f0:21:69:91:03 04:f0:21:69:91:03 1444444 rlkh=04:f0:21:b9:3F.00 0460:21:b9:8F.00
rlkh 0:21: : ; 2:06 00000000000077777777000000000000 __|r1kh=04:f0:21:69:91:03 04:f0:21:69:91:03
I—rlkh 04:f0:21:b1:d7:0b 04:0:21:b1:d7:0h rlkh=04:f0:21:b1:d7:0b 04:40:21:b1:d7:0b cccceee
=
« 1 Ii | li | ]
vapl (ben-5pci) Configure Settings vap3 (ben-5pci) Configure Settings e
-
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
wpa_key_mgmt=FT-EAP tpa_key_mgmt=FT-EAP
ft_ower_ds=1 ft_ower_ds=1
nas_identifier=04f021599103 nas_identifier=04f021b1d70b
mobility_domain=4321 mobility_domain=4321
ri_key_lifetime=10000 E |

ril_key_lifatime=

f:00 04fiz1bssfon

06 0a4f021332806

:0b 04f021b1d70b

r1_key_holder=04f021b1d70b
reassociation_deadline=1000
pmk_rl_push=1

03 04t021695103 000000000000

00 04f021b98f00 000000000000a33a3aaaa000000000000
000000000000
06 04021332806 000000000000cccccccc000000000000

rikh= OdfﬂzlhBEFOOOdfﬂzlhBEfﬂﬂ
f0:21: -8 1:03

rikh=04:f0:21: 33:23 06 04:0:21:33:28:06

=

« ] i |

D] |1 I

[+

[4]

vapO: full hostapd configuration file
vapl: full hostapd configuration file
vap?2: full hostapd configuration file
vap3: full hostapd configuration file

For more information see Two WiFi Access Point Network with 802.11r

3. Create four bridge devices, one for each virtual access point.

A. Go to the port manager tab, select Create, then select Bridge and enter Quantity 4 and a Bridge Name,

then Apply to create the bridges.

Create VLANs on Port: w ) () (3
) MACVLAN - (2 802.1QWLAN () Redirect @ Bridge ) GRE Tunnel
) WiFi STA ) WiFi VAP ) WiFi Monitar ) WiFi Virtual Radio
Shelf: Resource: 1 (ben-Spci) u Port: | |

WLAN ID: [] DHCP-Pv4
Parent | DHCP Client ID: | |~]
MAC Addr: | |-| 1P address: | | Global IPvé: [suTO |
Quantity: [a | IP Mask or Bits: | | Link IPve: [auTO |

Gateway IP: [ | 1Pve Gw: [auTO |

Bridge Name: |br0 | #2 Redir Name:

STA ID: 55ID: |
WiFi AP: Key/Phrase:
O wea O wer

[] Down

lapply " Cancel | I



https://www.candelatech.com/downloads/ap4-vap0.txt
https://www.candelatech.com/downloads/ap4-vap1.txt
https://www.candelatech.com/downloads/ap4-vap2.txt
https://www.candelatech.com/downloads/ap4-vap3.txt
http://ctlocal/cookbook.php?vol=wifire&book=Two+WiFi+Access+Points+802.11r

B. Modify each bridge device to add a vap. Netsmith will show a purple line when each vap has been
added as bridge member.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 ) () (%

Virtual Routers and Connections

..‘ Right-click/double-click/drag supported
. |® Router Port

- |= B Ports
* = Stopped FIRE CX
b Mgt-etho
® Running FIRE CX - 192.168.100.180/24 bro
B Serves DHCP to incoming requests. W ethl bri
= Applies NAT to outgoing packets. | etht2h3 br2
* Router supports OSPF ..e etha br3
Router supports Multicast W =ths
* Router supports BGP vapi0
Router supports IPv6 ¥ Va2
" Peer ICE CX vap3

M Edge Port

Collision Domain
== Stopped WanLink
=== Running WanLink
B pPhantom/Unknown
B % TX over last 3s
1% Drop over last 60s
——HNetwork Connection
~——Stopped FIRE
—— Running FIRE
~——Peer ICE
——Bridge Active
~——Bridge Configured
~——Parent/Child

WanLinks Show Legend [v] Fire IPvds Infa Print Sync

[¥] WanLink Names [v] Port Names Fire Names  [] Zero-IPv4s apply Progress: cancel Apply

Peer WanLinks Parents Col. Domains [] IPvGs
Netsmith Status:
[¥] WanLink Config




C. Add a single virtual router, drag br0 into the router, then give it an IP address and make it a DHCP
server.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 ) () (%

Virtual Routers and Connections

A Right-click/double-click/drag supported

. |™ Router Port
- | BPorts
“ = Stopped FIRE CX
" Running FIRE CX . it 5.?5;80.100.180124
® Serves DHCP to incoming requests. ethl brl
= Applies NAT to outgoing packets. M eth2 br2
* Router supports OSPF ..etgtSM br3
Router supports Multicast W cths

* Router supports BGP W wiphyo

Router supports IPv6
" Peer ICE CX
M Edge Port

Collision Domain
== Stopped WanLink
=== Running WanLink
B Phantom/Unknown
% TX over last 3s
% Drop over last 60s \
—— Network Connection
~——Stopped FIRE
—— Running FIRE
~—Peer ICE
——Bridge Active
~——Bridge Configured
~——Parent/Child

RO(1)

\vap0
bro
192.168.0.1/24

WanLinks Show Legend [¥] Fire IPvds Info Print Sync Apply Close

[v] WanLink Names [¢] Port Names Fire Names [ Zero-IPvds apply Progress: cancel Apply

Peer Wanlinks Parents Col. Domains []IPvés
Netsmith Status:

[¥] WanLink Config

For more information see Virtual Router with DHCP Cookbook (skip the wanlink portion)

4. Each bridge will share a connection to a redirect device (rdd) pair so that FT messages can be sent and
received.


http://ctlocal/cookbook.php?vol=ice&book=Virtual+Router+with+DHCP+Service

A. In Netsmith, right-click in a free area and select New Connection to create an rdd pair. Select Skip for
Port 1-B, WanLink and Port 2-B then select OK. Select Netsmith Apply after creating the new

connection.
Create/Modify Connection X
Interface-Cost: [1 [
|-:Aut0 Create New Port= |v| HE S L |
OSPF Area: ([000.000.000.000 |
skip | M

wskip |
Port 2-B: [¥][Skip | | |

WRRP Ir

|-=Aut0 Create Mew Port= |v| Next-Hop: l | |

Subnets (a.b.c.dhx):

I

|

I

I
Next-Hop-IPvs: |
IPvE Subnets (aaa:: 0ho):

[ NAT [ DHCP [l DHCPwE [] Custom DHCP [IVRRP [ ] Cand-RP
0K

| Cancel

B. Right-click and select Modify Port br0, then add rddVRO to br0. Your rddVRX numbering may differ
depending on what other Netsmith objects are created.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 ) (&) (x

Virtual Routers and Connections -

Right-click/double-click/drag supported|
', |™ Router Port
¥ B Ports

“ = Stopped FIRE CX
* Running FIRE CX 15 T 100180124
B Serves DHCP to incoming requests. ethl bri
= Applies NAT to outgoing packets. | eth2h Brz
* Router supports OSPF IIEte?M br3

Router supports Multicast
“ Router supports BGP
Router supports IPv6

" Peer ICE CX P 1
wlano =
M Edge Port .’va\r
Collision Domain Wl

== Stopped WanLink
=== Running WanLink

M Phantom/Unknown
% TX over last 3s
% Drop over last 60s
——Network Connection
~——Stopped FIRE

—— Running FIRE
~—Peer ICE

——Bridge Active
~——Bridge Configured —
~——Parent/Child

bro
192,168.0.1/24

-

q I D] ]
WanLinks Show Legend [¥] Fire IPvds Info Print Sync Apply Close
WanLink Names Port Names Fire Names [ ] Zero-Pvds Apply Progress: m Cancel Apply

Peer Wanlinks Parents Col. Domains []IPvés
MNetsmith Status:
[¥] WanLink Config




C. Right-click and select Modify Port brl, then add rddVR1 to brl. Your rddVRX numbering may differ
depending on what other Netsmith objects are created.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 ) () (%

Virtual Routers and Connections -

A Right-click/double-click/drag supported

. |™ Router Port

- | BPorts
“ = Stopped FIRE CX
" Running FIRE CX . it 5.?5;80.100.180124
B Serves DHCP to incoming requests. ethl
= Applies NAT to outgoing packets. M eth2 br2
* Router supports OSPF ..etgtSM br3
Router supports Multicast W =ths

“ Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
== Stopped WanLink
=== Running WanLink
B Phantom/Unknown
=% TX over last 3s
% Drop over last 60s
—— Network Connection
~——Stopped FIRE
—— Running FIRE
~—PeerICE
——Bridge Active
~——Bridge Configured
~— Parent/Child

bro
192,168.0.1/24

-

q I D] ]
WanLinks Show Legend [¥] Fire IPvds Info Print Sync Apply Close
WanLink Names [v] Port Names Fire Names []Zero-Pvds Apply Progress: 100% Con Cancel Apply

Peer Wanlinks Parents Col. Domains []IPvés
Netsmith Status:
[¥] WanLink Config




D. Create two more rdd pairs for bridges br2 and br3.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 ) () (%

Virtual Routers and Connections

[»

* |Right-click/double-click/drag supported

. |™ Router Port
¥ B Ports
Stopped FIRE CX
UGy AGE @2 165 $88.100.180/24
Serves DHCP to incoming requests. hl
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
“ Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain

== Stopped WanLink
=== Running WanLink
M pPhantom/Unknown
=% TX over last 3s
% Drop over last 60s
——Network Connection
~——Stopped FIRE
—— Running FIRE
~—Peer ICE
——Bridge Active
~——Bridge Configured
~— Parent/Child

=

br2

" m E E N

rddvR2

bro
192.168.0.1/24 WO

rddvR4

ddVRS

[4]

4] i [Tr]

WanLink Names [v] Port Names Fire Names [ Zero-IPvds apply Progress: 1

Peer Wanlinks Parents Col. Domains []IPvés
MNetsmith Status:
[¥] WanLink Config

WanLinks Show Legend [¥] Fire IPvds Info Print Sync Apply
0 g - Cancel Apply




E. Add rddVR2 and rddVR3 to bridge brO0.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 ) () (%

Virtual Routers and Connections

[»

..‘ Right-click/double-click/drag supported|
. |™ Router Port

- | BPorts
“ = Stopped FIRE CX
h Mgt-eth0
- [atg) [FIE @ 192.168.100.180/24
B Serves DHCP to incoming requests. hl
= Applies NAT to outgoing packets.
L]

Router supports OSPF
Router supports Multicast
“ Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 3s
% Drop over last 60s
——Network Connection
~——Stopped FIRE
—— Running FIRE
~—Peer ICE
——Bridge Active
~——Bridge Configured
~— Parent/Child

[4]

4] i [Tr]

WanLink Names [v] Port Names Fire Names [ Zero-IPvds apply Progress: 1

Peer Wanlinks Parents Col. Domains []IPvés
MNetsmith Status:
[¥] WanLink Config

WanLinks Show Legend [¥] Fire IPvds Info Print Sync Apply
0 g - Cancel Apply




F. The objects vap2/br2 and vap3/br3 can be moved so that their logical relationships can be visualized.
Add rddVR3 to br2, then add rddVRS5 to br3.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 ) () (%

Virtual Routers and Connections -

. |™ Router Port

B Ports
Stopped FIRE CX
Running FIRE CX

=

" mEEE@m

Router supports OSPF

“ Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
== Stopped WanLink
=== Running WanLink
B Phantom/Unknown
=% TX over last 3s
% Drop over last 60s
—— Network Connection
~——Stopped FIRE
—— Running FIRE
~—PeerICE
——Bridge Active
~——Bridge Configured
~— Parent/Child

A Right-click/double-click/drag supported

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.

Router supports Multicast

Mgt-eth0
192,168.100.180/24
ethl

eth2
.. eth3
W cth4
W =ths

[4]

(]

[ I

[v] WanLinks
WanLink Names Port Names

Show Legend [¥] Fire

Fire Names

IPvds Info Print Sync Apply

L] Zero-Pvads apply Progress:

Close

Cancel Apply

Peer Wanlinks Parents Col. Domains []IPvés
Netsmith Status:
[¥] WanLink Config




G. The final Netsmith display should show all four of the bridged virtual access points connected by a rdd
pair, with br0 as the central bridge.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 ) () (%

Virtual Routers and Connections -

A Right-click/double-click/drag supported

. |™ Router Port

- | BPorts
“ = Stopped FIRE CX

- ey FGE @ 1955 65.100.180/24

B Serves DHCP to incoming requests. ethl

= Applies NAT to outgoing packets. MW eth2

* Router supports OSPF ..etgtSM
Router supports Multicast W cths

* Router supports BGP W wiphyo
Router supports IPv6

" Peer ICE CX

M Edge Port

Collision Domain
== Stopped WanLink
=== Running WanLink
B Phantom/Unknown
% TX over last 3s
% Drop over last 60s
—— Network Connection
~——Stopped FIRE
—— Running FIRE
~—Peer ICE
——Bridge Active
~——Bridge Configured
~——Parent/Child

-

a I ] |
WanLinks Show Legend [¥] Fire IPvds Info Print Sync Apply Close
WanLink Names [v] Port Names Fire Names []Zero-Pvds Apply Progress: 100% Con Cancel Apply

Peer Wanlinks Parents Col. Domains []IPvés
Netsmith Status:
[¥] WanLink Config

5. Connect LANforge clients and force them to roam from vap to vap. This can be accomplished with a wpa cli
command for one or two clients or the Mobility Plugin Script for many clients.



A. Client connected to vap0 04:f0:21:b9:8f:00.

LANforge Manager Version(5.3.4) v) (&) (x
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP

Layer-4 rGener\c rTest Mgr r/Test Group rResource Mgr rEvent Log rAIerts rPort Mgr rvAP Stations rMessages |
Status r Layer-3 r L3 Endps r VolP/RTP r VolP/RTP Endps r Armageddon r WanlLinks r Attenuators r File-0 ‘

Disp: |12?.0.0.1:1.0 ‘ | Sniff Packets | IZI | Clear Counters | | Reset Port | ‘ Delete |
Rpt Timer: |medium (8 s5) |V| | Apply | IEI | View Details | | Create | ‘ Maodify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.

| | bps TXLL|Bytes TX LU bps RX LL|Bytes RX...| Reset TX-Rate | RX-Rate Status AP Activity Signal MNoise
[4] o3 11,670 257| 599,00I|Complete O bps 101 [«
0 585 191,113 485| 18,061,..|Complete 0 bps 101 ]
0 560 187,718 174] 23,413,..|Complete 0 bps 101
0 613] 228,655 84| 16,332....|Complete 0 bps 101
0 45 24,105 7,156| 20,578...|Complete 0 bps 2.744 =
0 0 0 0 0|Complete 0 bps 0
0 0 0 0 0[Complete 0 bps 0
0 0 122371 0 27.071|Complete |6 Mbps 6 Mbps Authorized|04:F0:21:E9:8F:00 |2.737 -14 dEm  |-84 dBm
0 0 0 0 0|Complete |0 Mbps 0 bps NOMNE Not-Associated 101 0 dBm -1 dBm
0 0 0 0 0[Complete |0 Mbps 0 bps NONE Not-Associated 0 0 dBm -1 dBm
0 0 0 0 0[Complete |0 Mbps 0 bps NONE Not-Associated 0 0 dBm -1 dBm
0 0 0 0 0[Complete |0 Mbps 0 bps NONE Not-Associated 0 0 dBm -1 dBm =
0 0 0 0 0[Complete |0 Mbps 0 bps NONE Not-Associated 0 0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps 0 bps NOMNE Not-Associated 0 0 dBm -1 dBm
0 0 0 0 850|Complete 0
0 0 0 0 1,246|/Complete 0
0 0 1,200 0 850|Complete 0
0 0 2,520 0 8,268|Complete 0 L
0 0 2,480 0 60|Complete 0
0 0 60 0 2,460|Complete 0
0 0 9,500 0 3,204|Complete 0
0 0 3,204 1 9,500|Complete 0 =
[4] | Ii [»

Logged into: localhost:4002 as: Admin




B. Client roams to vapl 04:£0:21:69:91:03.

root@ben-5pci:~ w) () (x

File Edit View Search Terminal Help
en-5pcl ~]# wpa_cli -i wland scan

en-5pcl ~]# wpa_cli -i wland4 roam B84:fC H 31:83 DS

en-5pcl ~]# iwconfig wland
IEEE 882.11abgn ESSID:"
naged Frequen G ess Point: 04:F0
Bit Rate=6 Mb/s
Retry short limit 1 Fragment thr
tion key:off
Management:off
uality=78/70 Signal level=0 dBm
alid nwid:® Rx inwvalid crypt invalid fr
excessive retries:0 valid misc:0 Missed beac

en-5pci ~1# ||

LANforge Manager Version(5.3.4) ) () (x
Control Reporting Tear-0ff Info Plugins
Stop all Restart Manager Refresh HELE

Layer-4 | Generic | Test Mgr | Test Group [ Resource Mgr | Event Log [ Alerts I Port Mgr |"vaP stations Messages

Status | layer3 | L3Endps | WoIF/RTP | WoIP/RTP Endps | Armageddon | Wanlinks | Attenuators [ Filell0 |
Bisp: |1127.0.0.1:1.0 sniff Packets A Clear Counters Reset Port Delete
Rpt Timer: [medium (8 s) |w Apply v View Details Create Modify Batch Modify

All Ethernet Interfaces (Ports) for all Resources.

| | bps TX LL|Bytes TX LU bps RX LL | Bytes RX..., Reset TX-Rate | RX-Rate Status AP Activity Signal Noise

[4] 70 12,528 331 mplete 0 bps 101 a
0 554| 195,854 581 mplete 0 bps 101

0 492| 191,858 503 mplete 0 bps 101

0 571| 233,623 63 mplete 0 bps 103

0 =3 24,715 7,341 mplete 0 bps 2,562 |
0 0 0 0 Complete 0 bps [o]

0 0 0 0 0|Complete 0 bps (o] |
0 0 13,231 0 27,071 Complete |6 Mbps & Mbps Authorized |04:F0:21:69:91:03  [2.544 -27 dBm_ |-84 dBm |
0 0 0 o] 0|Complete |0 Mbps 0 bps NONE Not-Associated 0 0 dBm -1 dBm |
0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 9] 0 dBm -1 dBm

0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 9] 0 dBm -1 dBm

0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 9] 0 dBm -1 dBm

0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 9] 0 dBm -1 dBm

0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 0 0 dBm -1 dBm

0 0 0 0 856|Complete 0

0 0 0 0 1,252/Complete 0

0 0 1,200 0 856|Complete 0

0 0 2,520 0 8,274/Complete 0 L
0 0 2,460 2 80|Complete 0

0 2 80 0 2,460/Complete 0

0 2 9,520 0 3,204/Complete 0

0 0 3,204 1 9,520/Complete 0 =
[l [ I »

Logged in to: localhost: 4002 as: Admin




C. Client roams to vap2 04:f0:21:33:28:06.

root@ben-5pci:~ w) () (x

File Edit View Search Terminal Help
en-5pcl ~]# wpa_cli -i wland scan

en-5pcl ~]# wpa_cli -i wland roam 84:f

en-5pcl ~]# iwconfig wland
IEEE 882.11abgn ESSID:"
naged Frequen G ess Point: 04:F0
Bit Rate=6 Mb/s
Retry short limit 1 Fragment thr
tion key:off
Management:off
uality=78/78 Signal level
alid nwid:® Rx invalid c invalid fr
excessive retries:0 0 Missed beac

en-5pci ~1# ||

LANforge Manager Version(5.3.4) ) () (x
Control Reporting Tear-0ff Info Plugins
Stop all Restart Manager Refresh HELE

Layer-4 | Generic | Test Mgr | Test Group [ Resource Mgr | Event Log [ Alerts I Port Mgr |"vaP stations Messages

Status | layer3 | L3Endps | WoIF/RTP | WoIP/RTP Endps | Armageddon | Wanlinks | Attenuators [ Filell0 |
Bisp: |1127.0.0.1:1.0 sniff Packets A Clear Counters Reset Port Delete
Rpt Timer: [medium (8 s) |w Apply v View Details Create Modify Batch Modify

All Ethernet Interfaces (Ports) for all Resources.

| | bps TX LL|Bytes TX LU bps RX LL | Bytes RX..., Reset TX-Rate | RX-Rate Status AP Activity Signal Noise

[4] a2 12,972 63 mplete 0 bps (4] a
0 430| 201,473 264 mplete 0 bps 101

0 486| 197,814 14g| mplete 0 bps 101

0 444| 239,212 0 mplete 0 bps o

0 68 25,443 7,327 mplete 0 bps 2.481 |
0 0 0 o] Complete 0 bps [o]

0 0 0 0 0|Complete 0 bps (o] |
0 0 13,231 0 27,071 Complete |6 Mbps & Mbps Authorized |04:F0:21:33:28:06 [2.466 -14 dBm_ |-84 dBm |
0 0 0 o] 0|Complete |0 Mbps 0 bps NONE Not-Associated 0 0 dBm -1 dBm |
0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 101 0 dBm -1 dBm

0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 9] 0 dBm -1 dBm

0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 101 0 dBm -1 dBm

0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 9] 0 dBm -1 dBm

0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 0 0 dBm -1 dBm

0 0 0 0 862|Complete 0

0 0 0 0 1,258/Complete 0

0 0 1,200 0 862|Complete 0

0 0 2,520 0 8,280/Complete 0 L
0 1 2,480 0 80|Complete 0

0 0 80 1 2,480/Complete 0

0 0 9,520 1 3,224/Complete 0

0 2 3,224 4] 9,520/Complete 0 =
[l [ I »

Logged in to: localhost: 4002 as: Admin




D. Client roams to vap3 04:£0:21:b1:d7:0b.

root@ben-5pci:~ w) () (x

File Edit View Search Terminal

en-5pci

Help
~]# wpa_cli -1 wland scan

en-5pcl ~]# wpa_cli -i wland roam 84:f 1:bl:d7:8b DS

en-5pci
TIEEE

~]# iwconfig wland
882.11abgn ESSID:"

naged Frequen Point: 04:F0 :B1:D7:0B

ess

Bit Rate=6 Mb/s

Retry short limit
tion key:off
Management:off
uality

Po
T Fragment thr

e/78
(id:@ R

Signal le
retries:1

alid r lid ¢

excessive

en-5pci ~1# ||

LANforge Manager Version(5.3.4) ) () (x

Control Reporting Tear-Off Info Plugins
Stop all Restart Manager Refresh HELE
Layer-4 | Generic | Test Mgr | Test Group [ Resource Mgr | Event Log [ Alerts I Port Mgr |"vaP stations Messages
Status [ Layer-3 L3 Endps VoIP/RTP [ VoIP/RTP Endps Armageddon WanLinks Attenuators File10 |
Bisp: |1127.0.0.1:1.0 sniff Packets A Clear Counters Reset Port Delete
Rpt Timer: [medium (8 s) |w Apply v View Details Create Modify Batch Modify

All Ethernet Interfaces (Ports) for all Resources.
| | bps TX LL|Bytes TX LU bps RX LL | Bytes RX..., Reset TX-Rate | RX-Rate Status AP Activity Signal Noise
[4] i) 13,238 A3 mplete 0 bps 101 a
0 331| 204,845 218| mplete 0 bps 101
0 362| 201,500 148 mplete 0 bps o]
0 463 244,547 45 mplete 0 bps 103
0 43 26,074 4,455 mplete 0 bps 2,464
0 0 0 0 Complete 0 bps [o]
0 0 0 0 0|Complete 0 bps (o] |
0 0 13,231 0 27,071 Complete |6 Mbps & Mbps Authorized |04:F0:21:B1:D7:0B  [2.445 -41 dBm_ |-85 dBm |
0 0 0 o] 0|Complete |0 Mbps 0 bps NONE Not-Associated [o] 0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 9] 0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 9] 0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 9] 0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 9] 0 dBm -1 dBm
0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 0 0 dBm -1 dBm
0 0 0 1 874|Complete 0
0 0 0 1 1,270/Complete 0
0 0 1,200 1 874|Complete 0
0 0 2,520 1 8,292|/Complete 0 L
0 4 2,520 0 80/Complete 0
0 0 80 4 2,520/Complete 0
0 4 9,560 0 3,224|/Complete 0
0 0 3.224 3 9,560/Complete [8] =
. [ ] - >

Logged in to: localhost: 4002 as: Admin




E. Client roams back to vap0 04:f0:21:b9:8f:00.

root@ben-5pci:~ w) () (x

File Edit View Search Terminal Help
en-5pcl ~]# wpa_cli -i wland scan

en-5pcl ~]# wpa_cli -i wland roam 84:f0:21:b9:8f:88 D5

en-5pcl ~]# iwconfig wland
IEEE 882.11abgn ESSID:"
naged Frequency G ess Point: 04:F0 :B9:8F:00
Bit Rate=6 Mb/s Po
Retry short limit T Fragment thr
tion key:off
Management:off
uality=78/78 Signal level=-17 dBm
alid nwid:® Rx inwvalid crypt invalid fr
excessive retries:0 valid misc:0 Missed beac

en-5pci ~1# ||

LANforge Manager Version(5.3.4) ) () (x
Control Reporting Tear-0ff Info Plugins
Stop all Restart Manager Refresh HELE

Layer-4 | Generic | Test Mgr | Test Group [ Resource Mgr | Event Log [ Alerts I Port Mgr |"vaP stations Messages

Status | layer3 | L3Endps | WoIF/RTP | WoIP/RTP Endps | Armageddon | Wanlinks | Attenuators [ Filell0 |
Bisp: |1127.0.0.1:1.0 sniff Packets A Clear Counters Reset Port Delete
Rpt Timer: [medium (8 s) |w Apply v View Details Create Modify Batch Modify

All Ethernet Interfaces (Ports) for all Resources.

| | bps TX LL|Bytes TX LU bps RX LL | Bytes RX..., Reset TX-Rate | RX-Rate Status AP Activity Signal Noise

[4] 74 14,047 1423 804,267|Complete 0 bps 101 -
0 374| 206,738 55| 18,072 mplete 0 bps 101

0 416)| 203,493 111) 23,421 mplete 0 bps 0

0 411| 246,233 55| 16,334 mplete 0 bps 101

0 56 26,636 2,664| 20,802 mplete 0 bps 2.47 B
0 o] 0 0 Complete 0 bps (o]

0 0 0 0 0|Complete 0 bps (o] |
0 0 13,231 0 27,071 Complete |6 Mbps & Mbps Authorized |04:F0:21:B9:8F:00 [2.467 -16 dBm_ |-85 dBm |
0 0 0 o] 0|Complete |0 Mbps 0 bps NONE Not-Associated 0 0 dBm -1 dBm |
0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 9] 0 dBm -1 dBm

0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 9] 0 dBm -1 dBm

0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 101 0 dBm -1 dBm

0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 9] 0 dBm -1 dBm

0 0 0 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 0 0 dBm -1 dBm

0 0 0 1 8B0|Complete 0

0 0 0 1 1,276/Complete 0

0 0 1,200 1 8B0|Complete 0

0 0 2,520 1 8,208/Complete 0 L
0 4 2,540 0 80|Complete 0

0 0 80 4 2,540/Complete 0

0 4 9,580 0 3,224/Complete 0

0 0 3,224 2 9,580/Complete 0 =
[l [ I »

Logged in to: localhost: 4002 as: Admin

For more information see Two WiFi Access Point Network with 802.11r



http://ctlocal/cookbook.php?vol=wifire&book=Two+WiFi+Access+Points+802.11r

