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Wifi Roaming with Opportunistic Key Caching (OKC)

Goal: Show how LANforge can emulate an OKC VAP or OKC STA then observe the different results when

OKC is enabled or not.

Opportunistic Key Caching (OKC) is a fast roaming solution that is one predecessor to 802.11r Fast BSS
Transition. OKC is also referred to as Proactive Key Caching (PKC). Here we will demonstrate the

following four scenarios with OKC:
1. OKC on VAP and NOT on STA
2. OKC on both VAP and STA
3. OKC disabled on both VAP and STA
4. OKC disabled on VAP but enabled on STA

OKC Scenarios

OKC On VAP Only

STA roam result: Full RADIUS authentication plus 4-way handshake.

Using OKC on a VAP requires setting up a custom configuration file in LANforge to utilize the Multiple BSSID
feature. In this scenario, the STA is not configured to use OKC and must do a full RADIUS authentication plus 4-

way handshake when roaming to the next BSSID.

1. Setup a VAP using RADIUS and EAP-TTLS with a bridge in a virtual router.
See Setting up a RADIUS Server for help with this step.

vap0000 (ct521-1ac-f20) Configure Settings OO&

Netsmith configuration for Resource: ct521-lac-f20(1.2) Version: 5.4.1 DO &

Port Status Information
Current:  DOWN LINKDOWN GRO NONE

Driver Info: Port Type: WIFIAP Parent: wiphyo [ wiphyo

YY)

Port Configurables

[ Standard Configuration | Advanced Configuration | Misc Configuration |  Custom WiFi |

Advanced WiFi Settings

Select 'WPA2' on the Standard Configuration screen to enable Advanced/802. 1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Pairwise Ciphers: |DEFALLT ~| Group Ciphers:
lgnore Probes;  [zero (%) ] Hessi:
lgnore Auth-Assoc: [zero (%) =] Reaim:
lgnore Assoc:  [zero (%) ] s
Ignore Re-Assoc: zero (6%) v
ero (o) -

Disabled (0) v | RADIUS Secret |lanforge
Network Auth: 3GPI Il Net:
[JUse80211d [JUse 0211k []BSSLoad []Neighbor Reports []BSS Transition

Advanced/g02.1x [ hort-Preamble [JHotspot 2.0 []Disable DGAF

ual Routers and C

RO(B)

bro00o
10.2.7.1/24

[Enable 802.11u  [J8021lulnternet []802.11uAsRA []80211uESR []80211uUESA

Peer WanLinks ] Parents
¥l WanLink Config

Cal. Domains []IPves

wiphyo
a
{85 20 00.6024
\2p0000
B ethl spoc
17216301724
[]
il I DN
[Vl WanLinks [ Show Legend [#] Fire 1Pvas Info. Print
[v]WanLink Names [v] Port Names Fire Names  [] Zero/Pvds apply Progress: Cancel Apply

Netsmith Status:

2. Add the following to the custom config section which will create two BSSIDs on the same hostapd
process which is required for OKC to work on hostapd:

bss=vap0000 0
ssid=okctestl
bssid=04:10:21:19:88:44
ieee8021x=1

own ip addr=127.0.0.1

auth _server addr=127.0.0.1
auth_server port=1812

auth _server shared secret=lanforge
wpa=2

wpa_pairwise=TKIP CCMP
rsn_pairwise=CCMP
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wpa_key mgmt=WPA-EAP WPA-EAP-SHA256
bss load update period=100
chan_util avg period=600
rrm_neighbor report=1

rrm_beacon report=1

bss transition=1

okc=1

bss=vap0000 1

ssid=okctestl
bssid=04:f0:21:19:89:44
ieee8021x=1

own ip addr=127.0.0.1

auth server addr=127.0.0.1
auth_server port=1812
auth_server shared secret=lanforge
wpa=2

wpa_pairwise=TKIP CCMP
rsn_pairwise=CCMP

wpa_key mgmt=WPA-EAP WPA-EAP-SHA256
bss load update period=100
chan_util avg period=600
rrm_neighbor report=1

rrm_beacon report=1

bss transition=1

okc=1

3. Reset the VAP to use the new configuration.

4. Modify the bridge to use the two new sub interfaces vap0000_0 and vap0000_1.

broo0o (ct521-lac-f20) Configure Settings ) (o) (x

Port Status Information
Current: LINK-UP TSO GS0 GRO
Driver Info: Port Type: Bridge Cannot Detect

Port Configurables

Enable General Interface Settings [ Spanning-Tree
Set MAC |
M L] Down L] Aux-Mgt Aging Time: 300 -
Cloe: me e [IDHCP-PvE [ZIDHCF Release  DHCP Vendor ID: Bridne Prinety 1 |22768 =
[ set MTU : )
[ ] DHCP-IPv4 Secondary-IPs DHCP Client 1D: Max Age: 20 -
[] set oOffload -
[ set Bridge Info DNS Servers:  [BLANK Peer IP: A Hello Time: 2 -
IP Address: 10.2.7.3 Global IPvé: AUTO Forwarding Delay: |15 -
IP Mask: 255,255,255.0 Link IPv&: AUTO
Gateway IP: 0.0.0.0 IPvE GW!: AUTO
Alias: MTL: 1500
MAC Addr: 04:f0:21:19:87:44 | TX Q Len 1000
Rpt Timer: 1160 (1.15) |+ | wiFi Bridge: NONE [~
IPSec GW: IPSec Password:
Services
IPSec Local ID.: IPSec Remote ID.:
LIHTTP

ClFTe ——EBridge Information——— Remove Ports
Configured Ports Current Ports
LIRADIUS vap0000 vap0000 e
] IPSEC-Client wap0000_0 wap0000 0 —
wap0000_1 wvap0000_1 fvap0000_0
|| IPsec-Upstream wap0000_1
| Print || Display | | Probe || Sync | | Apply H oK | | Cancel |

5. Modify a STA so that it is configured to connect to the SSID with 802.1X authentication for EAP-TTLS and
with PKC disabled.



sta00000 (ct523-3n-f20) Configure Settings

sta00000 (ct523-3n-f20) Configure Settings

Port Status Information
Current:  DOWN LINKDOWN GRO NONE

Driver Info: Port Type: WIFI-STA  Parent: wiphy0 |  wiphy0,

Port Status Information
Current:  DOWN LINKDOWN GRO NONE

Driver Info: Port Type: WIFI-STA Parent: wiphy0 | wiphyo.

Port Configurables

Port Configurables

Standard Corfiguration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi
Advanced WiFi Settings

Standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi

——Enable General Interface Settings
[]set MAC [ Aux-Mgt
i Sef 70 Lan [IDHCPIPVG  [ZIDHCP Release  DHCPVendoriDs fione  |v]
[ set MTU Select "WPA2' on the Standard Configuration screen to enable Advanced/802.1x
[ et offload DHCP-Pv4 Secondary-Ps | DHCP Client ID: _ and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others

[ Set PROMISC DNS Servers: [8.8.68 | PeerlP: Key Management HESSID:
IP Address: 0.0.0.0 Global IPvé: AUTO Pairwise Ciphers: el
senvices P Mask: 0.0.0.0 Link IPv6: AUTO
CIHTTP Gateway IP:  [0.0.0.0 IPUB GW: AUTO Group Ciphers:  [DEFALLT [] crient cert
CIFte [—T P WPA PSK: [ JiMsk
[J RADIUS 00:0e:8e:fd:93:71 | TX Q Len 1000 EAP Methods: Milenage:
[IPSEC-Client I:D WiFi Bridge: m EAP Identity: [testuser | oma

[]IPsec-Upstream EAP Anon Identity: nsortium:

IPSec Passw

e EAP Password:  [testpasswd | Phase-1: [ |
[ Low Level — EAP Pin: [ | Phase2: | ]
CIPROM WIEE Sertings Private Key: [ | PKPassword: | |
0750 Enabl ssiD: [oketesta v|ap:  [peFauLT | el ‘ e ‘ ]
D uro ens Eohs 72t | EORET "‘ i i

5180/3; Rate: [0S Default |

[IwPA [v]wPA2 [JWPA3 []OSEN [ ] WEP
[] bisable HT40 [] Enable VHT160 [] Disable 5GI

hannel

Advanced/802.1x [ Enable 802.11u [ He

t 2.0 [ [J Enable PKC

[ ennt ][ oisplay | [ Prove |[ Displayscan |[ syc | [ appy | [ cancel || pnt || pisplay | [ Prove |[ Dspiayscan |[ s | [ appy cancel
6. Start a packet capture then admin the STA up.
7. Use wpa_c1i to force the STA to roam with the following terminal commands:

# cd /home/lanforge

# . lanforge.profile

# wpa cli -i stab0000 scan

# wpa cli -1 stab0000 roam <next BSSID>
8. In the packet capture, the initial RADIUS authentication and 4-way handshake are shown:

File Edit View Go Capture Analyze Stati

ics Telephony Tools Internals Help

It i 4 = W
@dmialxgQsc s BEuw M EHw
Filter: [wlan.add.::oo;oezse:fdm:n v Expression... Clear Apply Save
No. Time Source Destination Protocol Length Duration PMKID Info
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.196117276
197052759 CompexPt_19:
4106  Sparklan_f
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Sparklan fd: CompexPt_19
sparklan_td:9
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Acknowledgement,
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CompexPt_19:88:44  Sparklan_fd:93:71  8e2.11 214 66 Association Response, SN=811, FN=0, Flags=........
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sparklan_fd
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Sparklan
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Sparklan_fd:9 “Server Key Server Hello D

(EAP-TTLS)

CompexPt
sparklan

Exchange,

Sparklan_fd:9
sparklan_fd

CompexPt _19:
sparklan_fd

Spark

1220584756
22111348
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, Server Key
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CompexPt
Sparklan

nge, Server Hello |
Encrypted Handshake M|

ompexPt
sparklan_

Hi ndshaks Message

L T R L T (I < ) R (]~ | [ R L e
Sp,m 1 fd:9
CompexPt 13
sparklan_fd
Sparklan_fd:9
CompexPt 19:8:
Sparklan_fd:9
fd
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Acknowledgement
tion D
tion Data, Applic

Acknowledgement, Flags:

Success

Key (Message 1 of 4)

<ey (Message 2 of 4)

Application
Flags:

CompexPt
sparklan

CompexPt
CompexPt

7.237242805  Sparklan

.237246249

38211997

Spark]an d:9
7 sparklan_fd
239147420 CompexPt _19: i .

.239150008 sparklan_fd:o : L ; o -
» Frame 1629: 108 bytes on wire (864 ured (864 bits) on interface 6
» Radiotap Header v@, Length 60
» 802.11 radio information
» IEEE 802.11 Probe Request, Flags:
» TEEE 802.11 wireless LAN management frame

ompexPt 88:44  sparklan fd:03:71  EAPOL 257  e8  Key (Message 3 of 4)
Sparklan fd:9

e

Profile: Default

File: "fhomeflanforge/okc_vap_only.pcapng” 6340 kB 00:00:31 Packets: 11096 - Displayed: 161 (1.5%) - Loa.

9. Then the STA sends a Reassociation Request which is missing the PMKID and another full RADIUS
authentication and 4-way handshake take place to associate fo the new BSSID.



oke_vap_only.pcapng [Wireshark 2.1.1 (Git Rev from (as sups V) (~) (x

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@ ] = o
® 1XxdQ¢ e BBy ® o
Filter: [wlan.aadh: + | Expression..  Clear  Apply  save
No. Time Source Destination Protocol Length Duration PMKID Info

. 442317066 = Sparklan fd:9 :802. Acknowledgement, g . |
.442839514 CompexPt_19:88: Sparklan_fd 2 Deauthentication, SN=891, FN=8, Flags=........
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.468465518 sparklan_fd 1802, Acknowledgement, Flags=...

380 CompexPt Sparklan_fd:9 v 2 6 Server Hell rtificate, Server Key Exchange, Server Hello D
.476224958 Sparklan fd:93:7 CompexPt 19:89 0 Client Key Exchange, Change Cipher Spec, Encrypted Handshake M|
476228216 @ 9 1802, Acknowledgement, Flags=......

ompexPt rklan_fi 7 67 0 hange Cipher Spec, Encrypted Handshake Message
rklan mpex g v 9 lication Data, Application D
9 A , Flags=........
CompexPt 5p
sparklan_f 7 c 9:89 0 0 L ata, tion Data

CompexPt_19:89: Sparklan_fd:9
rklan CompexPt_19
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sparklan_fd 1802, e
CompexPt rklan_fd:9 f

sparklan c Key (M 4 of 4 -
» Frame 1629: 108 bytes on wire (864
» Radiotap Header v0, Length 6
» 802.11 radio information
» IEEE 862.11 Probe Request, Flags: ........
» TEEE 802.11 wireless LAN management frame

@ ®  File: "homelanforge/okc_vap_only.pcapng” 6340 kB 00:00:31 Packets: 11096 - Displayed: 161 (1.5%) - Loa... profile: Default

OKC On Both VAP and STA

STA roam result: PMKID is sent, then only 4-way handshake is required.

When both VAP and STA are using OKC, the STA sends its calculated PMKID in the Reassociation Request fo the
target AP which means the full RADIUS is not needed and only a 4-way handshake is sufficient to connect to the
new VAP.

Admin the STA down , then modify the STA to enable PKC



sta00000 (ct523-3n-f20) Configure Settings

Port Status Information
Current: DOWN LINK-DOWN GRO MNOMNE

Driver Info: Port Type: WIFI-STA Parent: wiphy0 wiphy0O...

Port Configurables

rStandard Configuration rAdvanced Configuration r Misc Configuration r Corruptions |/ Custom WiFi

Advanced WiFi Settings

Select "WPAZ2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Key Management: |NPA-EAP |v| HESSIC:

Pairwise Ciphers: |DEFhULT |V| Realm:

Group Ciphers:  [DEFALLT |+ | client cert:

WPA PSK: | | IMs1:

EAP Methods: |EAP-'I'I'LS |v| Milenage:

EAP Identity: |testuser | Domain:

EAP Anon Identity: | | consartium:

EAP Password:  [testpasswd | Phase-1: | |
EAP Pin: | | Phase-2: | |
Private Key: | | PK Password: | |
CA Cert File: | | PAC File: | |
Network Auth: leee80211w: |Disab1ed (o) |V|

[v] Advanced/802.1x []Enable 802.11u [ HotSpot 2.0 | [¥][Enable PKC

| Print || Display | | Probe || Display Scan || Sync | | Apply || oK |

| Cancel

. Start a packet capture then admin the STA up.

. Use wpa_cT1i to force the STA to roam with the following terminal commands:

# wpa cli -i stab0000 scan
# wpa cli -i stab0000 roam <next BSSID>

. In the packet capture, the initial RADIUS authentication and 4-way handshake are shown:




okc_both.pcapng 2.1.1 (Git Rev
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@ ®  File: homelanforgefokc_both.pcapng” 6802 kB 00:00:33 Packets: 11792 - Displayed: 129 (1.1%) - Loa profile: Default

5. Then the STA sends a Reassociation Request which includes its PMKID and only the 4-way handshake is

required to associate to the new BSSID.

oke_both.pcapng [ 2.1.1 (Git Rev (as superuser)
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ics Telephony Tools Internals Help

=] XcSQ v e s ZEEHS i R T
0:0e:8e:fd:93:71 ~ | Expression..  Clear  Apply save
No. Time Source Destination Protocol Length Duration PMK] Info

o
8

Probe
Probe
Probe
Probe
Probe
Probe
Probe

20.716147686
20.716443811
20.716784791
6 20.717262058
20.718074511
9 20.718355647
20.7188.

CompexPt
sparklan_c
sparklan_
CompexPt
CompexPt
ompexPt
352 CompexPt_
0.719204338 CompexPt
20.719741614 2c:33:11:
9 20.746220843 Sparklan
20.746245723
6.7 9
20.746440863
23.580597960
23.500600818
23.501240424

sparklan Response,
Response,

Response,

Response,

Response,

Response,

Response,

Response,

Probe Response F
Qos Null function (No d,(,y
Acknowledgement, Flags:

Q05 Null function (No data).
Acknowledgement, Flags:
Authentication, 97
Acknowledgement, Flags:
Deauthentication,

roooa

£

o

CompexPt_19:89 ‘sh-0, Fi-o,
sparklan_fd:9
CompexPt_19:8
sparklan_fd
sparklan_fd:

Sparklan_

a
5803088880000

sparklan_fd:

a
8

8175 CompexPt 19:89:44  sSparklan fd:93:71  8e2.11 8 6  Dpeauthentication, SN=610, FN=8, Flags=.......
8178
8181
8182 23.

502134319 Authentication, SN
R: ation Reque
LLST I maqs

Cumpeth

Key (Message 1 m 4
Key (Message 2 of 4
Acknowledgement,
Key (Message 3 o
Key (Message 4 of 5]
A knmﬂsdqsmsnt Fw

Sparklan_fd:o

23.509284996 Sparklan_f CompexPt 19 6dd4db69el4ddd

60
60 424934013b5091d60
9 23.509288289 0

CompexPt_19 9
CompexPt 19:8:
Sparklan_fd:9

899 6m
23.521902846 Spark]an fd 93:

221222475
24.221228321

Qo5 Dat: SN=
Acknowledgenent,

Sparklan_fd TPvém

8465 sparklan ° fd 93:
9784
9785

28..06.
28. 552584362

sparklan fd:03 IPvem

02 QoS Data, SN
Spark]an fdio3:71

FN=0, Flag
A knmﬂsdqsment FWags .
» Frame 2543: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits) on interface 0

» Radiotap Header v@, Length 60

»802.11 radio information

» IEEE 862.11 Probe Request, Flags: -
» IEEE 802.11 wireless LAN management frame

@®%  File: “fhome/lanforgejokc_both.pcapng” 6802 kB 00:00:33 Packets: 11792 - Displayed: 129 (1.1%) - Loa... Profile: Default

OKC Disabled On VAP and STA

STA roam result: Full RADIUS authentication plus 4-way handshake.

Because neither is using OKC, a full RADIUS authentication plus 4-way handshake is required when
fo the new VAP.

the STA roams

To disable OKC on the VAP, comment out the okc=1 lines in the VAP custom configuration, then reset

the VAP.

bss=vap0000 0

ssid=okctestl
bssid=04:f0:21:19:88:44
ieee8021x=1

own ip addr=127.0.0.1

auth _server addr=127.0.0.1
auth_server port=1812

auth _server shared secret=lanforge



wpa=2

wpa_pairwise=TKIP CCMP
rsn_pairwise=CCMP

wpa_key mgmt=WPA-EAP WPA-EAP-SHA256
bss load update period=100
chan_util avg period=600
rrm_neighbor report=1

rrm_beacon report=1

bss transition=1

#okc=1

bss=vap0000 1

ssid=okctestl
bssid=04:10:21:19:89:44
ieee8021x=1

own ip addr=127.0.0.1

auth server addr=127.0.0.1
auth_server port=1812

auth server shared secret=lanforge
wpa=2

wpa_pairwise=TKIP CCMP
rsn_pairwise=CCMP

wpa_key mgmt=WPA-EAP WPA-EAP-SHA256
bss load update period=100
chan_util avg period=600
rrm_neighbor_ report=1

rrm_beacon report=1

bss transition=1

#okc=1

2. Admin the STA down , then modify the STA to disable PKC

sta00000 (ct523-3n-f20) Configure Settings v~

Port Status Information

Current: DOWN LINK-DOWN GRO NOMNE

Driver Info: Port Type: WIFI-STA  Parent: wiphy0 wiphy0...

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration |” Corruptions | Custom WiFi

Advanced WiFi Settings

Key Management: |'NF’#-EAF’ |V| HESSID:

Pairwise Ciphers: |DEFAULT |v| Realm:

Select "WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/2802.1x to enable most of these. Enabling 802.11u enables others.

Group Ciphers: |DEFAULT |v| Client Cert:
WPA PSK: | | st

EAP Methods:  [EAP-TTLS | =] uilenage:

EAP Identity: |testuser | Domain:

EAP Anon ldentity: | | consortium:
EAP Password: [testpasswd | Phase-1:

EAP Pin: | | Phase-2:
Private Kay: | | PK Password: |
CA Cert File: | | PAC File:
Network Auth:

leeeg0211w: |Disabled (0)
[v] Advancedrs02.1x [ Enable 802.11u [ HotSpot 2.0 | [ ]Enable PKC |

| Print || Display | | Probe || Display Scan || Sync |

| Apply || oK | | Cancel




3. Start a packet capture then admin the STA up.

4. Use wpa_c1i fo force the STA fo roam with the following terminal commands:

# wpa _cli -i stab0000 scan
# wpa cli -1 stab0000 roam <next BSSID>

5. In the packet capture, the initial RADIUS authentication and 4-way handshake are shown:

oke_ Wi 2.1.1 (Git Rev from (as superuser)

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
Am A8l xcQeveasvEEeculdEm® o

Filter: [wlan.add.:: 0:06-8e:fd:93:71 v | Expression..  Clear  Apply  save

Destination

No . Time Source Protocol Length Duration PMKI Info

508443211  CompexPt_ sparklan fd:93:7 : 4 Probe Response,
.944344045  Sparklan_fd:93: CompexPt 19 2 Authentication,
44347287 sparklan_fd:9 1803, Acknowledgement,
.945426528  CompexPt_19:89: Sparklan_fd 3 Authentication, SN-395,
936750324 Sparklan fd:93:7 CompexPt 19:89 0 Association Request, SN=2
Sparklan d:9 3 Acknowledgement, Flags:
0 Association Respol
9 Request, Identit
sparklan fd:93:7 Comp 9 Response, Identity
Acknowledgement, Flags=........
5 2 CompexPt 1  fd:93:7 4 60 Request, TLS EAP LEA
57361799 Sparklan_fd:93: 9:89 Response, Legacy
.957365560 s 9 1802, Acknowledgement,
CompexPt_1 f Request, Tunneled ns EAP (EAP-TTLS)
sparklan fd:g
Spark]an d

sparklan_fd:93:7 2 er Hello, Certif hange, Server Hello

el 8

CompexPt_19:89: arkla 9 r Uo, Certificate, Server Key Exchange, Server Hello

Sparklan fd:93:7 Comp. o E z Response, Tunneled TLS EAP (EAP-TTLS)
A knmﬂsdgsmsnt Flags

CompexPt rkla 9 e er S, Eamar [
Sparklan_fd:93:7 E <ey Exchange, . Encrypted Handshake M

5 gs: .
CompexPt an_f 7 67 ipher Spec Handshake Message
sparklan_fd:93: Pt_19:89 vl 9 cation Data, Appl n Data
sparklan_fd g 2
CompexPt 4 Sparklan fd:9 6 L n Data
sparklan_fi 7 - 19:89 0 lication Data,
11

CompexPt _fd:9
sparklan fd:9 Comp. 9 vi 0 pplication Data, Applic
Acknouledgenent, Flags
ompexPt 4 klan_td ess
CompexPt an_fd:93:7 (Message 1 of 4)
sparklan fd:9 Cor 9 / (Message 2 of
Spark'lan fdis :802. R
CompexPt sparklan_fd:9 3
rklan f c

108 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface @
» Radiotap Header v0, Length 60
» 882.11 radio information
» IEEE 862.11 Probe Request, Flags: .
» TEEE 802.11 wireless LAN management frame

, SSID=okcte|

@ %  File:

“fhome/lanforge/okc_nonepcapng" 5800 KB 00:00:29 Packets: 10392 - Displayed: 158 (1.5%) - Loa... Profile: Default

6. Then the STA sends a Reassociation Request which is missing the PMKID and another full RADIUS
authentication and 4-way handshake take place to associate to the new BSSID.

oke_ Wi 2.1.1 (Git Rev from (as superuser)

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

eeodm B xdQ¢ vevavEEeccAdEE®
Filter: [wlan.addub:oo:oe:se:fd:w:n ~  Expression... Clear Apply save
No. Time Source Destination Protocol Length Duration PMKID Info

8326 24.110332718 sparklan fd:9 :802. Acknowledgement, Flags:
8327 24.110895707 CompexPt_19:89: sparklan_fd:93: g Deauthentication, S|

8332 24.111861492 CompexPt_1 sparklan_fd 3 Authentication, Sl IR
4 24,1, sparklan f CompexPt_19:88 802. iation Request, SN-2037, g rererarn
24.123678990 sparklan_fd:93 1802, 0 Acknowledgenent, Flags:
6 CompexPt 144 Sparklan_fd:93: 802.1 0 Reassociation R 5 N-8, Flags=........
CompexPt sparklan_fd:93:7 quusst, Idsr‘ﬂlty
Sparklan CompexPt 19 Response, Identity
sparklan_fd 1802, Acknowledgement, Flags:
CompexPt_19:88: Sparklan_fd:93: 6 Request, TLS EAP (EAP-TLS
53 Sparklan fd:93:7 CompexPt 19 o 0 Response, Legacy Nak IPesponse only)
Sparklan_fd:9 1802, Acknowledgement, Flags=........
0 CompexPt sparklan _fd:93:7 0 60 Request, Tunneled TLS EAP (EAP-TTLS)
131516436 Sparklan_fd:93: CompexPt_19:88: v Client Hello
4.131519955 sparklan_fd 18032, Acknowledgement,

138627375 ConpexPt Sparklan_fd v 2 6 Server Hello, Certificate, Server Key Exchange, Server Hello

8 Sparklan fd:93:7 CompexPt 19 3 z 0 Response, Tunneled TLS EAP (EAP-TTLS)
Sparklan_fd:93: 1802, Acknowledgement, Fl

CompexPt Sparklan_fd:93:7 60 server Hello, certifi ate, server Key hange, Server Hello

Sparklan CompexPt 19 Response, Tunneled TLS EAP (EAP-TTLS)
sparklan_fd : Acknowledgement, Fla

CompexPt_19:88: arklz :93: v 2 6 Server Hello, Certificate, Server Key Exchange, Server Hello
sparklan fd:93:7 CompexPt 19 6 Client Key Exchange, Change upner Spec, Encrypted Handshake M

Sparklan_fd:9 1802, Acknowledgement, Flags=...
CompexPt Sparklan fd:93:7 67 6 Change Cipher Spec, Enc H ndsh;ks Message
Sparklan_fd:93: CompexPt _19:
1154252798 CompexPt : f 6 6 Lication D;
.155145864 Sparklan fd:03:7 CompexPt 19 TLSVL 0 6 lication Data, Application
BISSTUSIT Sparklan_fd:93: 1802, Acknowledgement, Flags=........
CompexPt_19 sparklan_fd:o TLSVL 6
Sp ok CompexPt 13 0 lication Data,
Acknowledgement,
BTG
Comp 4 an_fd:93:7 6 ey (Message 1 of 4)
Spam an_f CompexPt 13 5 H|Essaqe 2 of 4)
5 s A
CompexPt
sparklan
» Frame %
» Radiotap Header v, Length 60
» 862.11 radio information
» IEEE 862.11 Probe Request, Flags: ........
» IEEE 862.11 wireless LAN management frame

SSID=0kc

@ ®  File: "thomeflanforge/okc_none.pcapng” 5800 kB 00:00:29 Packets: 10392 - Displayed: 158 (1.5%) - Loa... Profile: Default

OKC Disabled On VAP and Enabled On STA

STA roam result: PMKID is sent, then full RADIUS authentication plus 4-way handshake.

If just the STA is using OKC, it will send its calculated PMKID in a Reassociation Request to the target AP,
AP ignores it and the STA must perform a full RADIUS authentication plus 4-way handshake.

Admin the STA down , then modify the STA to enable PKC

but the



sta00000 (ct523-3n-f20) Configure Settings

Port Status Information
Current: DOWN LINK-DOWN GRO MNOMNE

Driver Info: Port Type: WIFI-STA Parent: wiphy0 wiphy0O...

Port Configurables

rStandard Configuration rAdvanced Configuration r Misc Configuration r Corruptions |/ Custom WiFi

Advanced WiFi Settings

Select "WPAZ2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Key Management: |NPA-EAP |v| HESSIC:

Pairwise Ciphers: |DEFhULT |V| Realm:

Group Ciphers:  [DEFALLT |+ | client cert:

WPA PSK: | | IMs1:

EAP Methods: |EAP-'I'I'LS |v| Milenage:

EAP Identity: |testuser | Domain:

EAP Anon Identity: | | consartium:

EAP Password:  [testpasswd | Phase-1: | |
EAP Pin: | | Phase-2: | |
Private Key: | | PK Password: | |
CA Cert File: | | PAC File: | |
Network Auth: leee80211w: |Disab1ed (o) |V|

[v] Advanced/802.1x []Enable 802.11u [ HotSpot 2.0 | [¥][Enable PKC

| Print || Display | | Probe || Display Scan || Sync | | Apply || oK |

| Cancel

. Start a packet capture then admin the STA up.

. Use wpa_cT1i to force the STA to roam with the following terminal commands:

# wpa cli -i stab0000 scan
# wpa cli -i stab0000 roam <next BSSID>

. In the packet capture, the initial RADIUS authentication and 4-way handshake are shown:




oke_sta_only.pcapng [Wireshark 2.1.1 (Git Rev. from (as sup
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
fxgQe»eacsBEe MEE®
:0e:8e:fd:93:71 ~ | Expression... Clear Apply Save
Source Destination Protocol Length Duration PMKID Info

.708044182
.708047018
.708981375
.718458178
.710461073

226675

33:11:d!
sparklan_f
Sparklan_f
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CompexPt_19

CompexPt_19
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.745692518
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47548729
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503
7508326176
751019106
593

CompexPt
sparklan_f

CompexPt_19:
CompexPt

Cleividldclionroodanun omIrE

iotap Header vo, Length 6l
.11 radio information
802.11 Probe Request, Flags:

CompexPt_19:

ompexPt_19: 8
Sparklan fd:3

Sparklan_fd:93

» TEEE 802.11 wireless LAN management frame

Sparklan_fd:9
CompexPt 19
Sparklan_fd:9
sparklan_fd:
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sparklan_fd:9

Sparklan fd:g
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ile: "/homeflanforge/okc_sta_only.pcapng” 7481 kB 00:00:37

Packets: 13185 - Displayed: 160 (1.2%) - Loa. Profile: Default

Then the STA sends a Reassociation Request which includes its PMKID but the VAP ignores it and a full
RADIUS authentication plus 4-way handshake are required.

File Edit View Go Capture Analyze

from

oke_sta_only.pcapng [Wireshark 2.1.1 (Git Rev
St:

ics Telephony Tools Internals Help

y@ﬁi@a

Filter: 0:0e:8e:fd:03:7.

1 ~ | Expression..  Clear  Apply save

No. Source

24.829669676
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Zd 538938558 CompexPt
6 24.83 47 Sparklan
24.
mpexPt

ompexPt

Sparklan

ompexPt
sparklan_
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Sparklan
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» 802.11 radio information

» TEEE 802.11 Probe Request, Flags:

108 bytes on wire (864

» IEEE 02.11 wireless LAN management frame

Destination

Protocol Length Duration PHK:
Sparklan_fd:
Sparklan fd:

sparklan_fd
8

CompexPt _19:
sparklan_fd

CompexPt_19:
sparklan_fd

Sparkhn fd:
Sparklan_fd:o
CompexPt 13
sparklan_fd:9

CompexPt 19
sparklan_fd:9

CompexPt_19:
sparklan_fd:9

CompexPt_19:8
sparklan_fd:9

bits), : ms bytes captured (864 bits) on interface @

e86bded24862.

i R T

Info

Acknowledgenent, Flags-......
Deauthentication, SN=550, FN=8,
Anthent)r‘atlun, s
ssociation Request, S|
Acknowledgenent, Flags
ion Respoi
Identity
]demiw
FL

37e94fa2b39b4

Request,
Response,
A

Acknowledgement, maqs ......

Server Hello, Certi

Response, Tunneled TLS EAP (EAP-TTLS)

Acknowledgement, Flags:

server Hello, Certif

Response, Tunneled TLS EAP (Eare T[LS\

Acknowledgement, Flags-...

Server Hell rt te, Server Key
hange Cipher Spec, En

Change Cipher Spec
Application Data,
Acknowledgement,
Application Data
Application Data, Applic
Acknowledgement, Flags:
Application Data
Application Data, Application
Acknowledgement, Flags:

Data

dc660e86bded24f862297e94 fazb39ba

e, Server Key Exchange,
hange,

hange,
P

SSID=okc

Server Hello D|
Server Hello D|

Server Hello D|
ted Handshake M

d Handshake Message

oY

File: "fhomeflanforge/okc_sta_onl

ly.pcapng® 7481 kB 00:00:37

Packets: 13185 - Displayed: 160 (1.2%) - Loa... Profile: Default
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