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Display WireShark Using Cygwin

Goal: We will display the WireShark application on Windows using Cygwin when we pressSniff Packefs
which actually runs WireShark on the Linux LANforge machine.
The native display protocol for Linux (and Unix) is the X Display

Protocol. The Cygwin.org project provides Linux software that runs
natively on Windows. You can run an X display server on Windows comPUter
that accepts connection from LANforge. We will walk through
setting up Cygwin and configuring an X display.

Windows

1. Installing Cygwin and the X display components

2. We will start at Cygwin.org and download the Cygwin installer.
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Cygwin

Get that Linw feeling - on Windows

What...

s it?

Cygwin is:
which provide functionality similar te a Linux
distribution on Windows.

POSIX API functionality.

* 3 large collection of GINU and Open Source tools

® 3 DLL (eygwinl dil) which provides substantial

..dsn't it?

Cygwin is not:

wBe ¥ & 9

This is the home of the Cygwin project

* 3 way to run native Linux apps on Windows.
You must rebuild your application from source
if you want it to run on Windows.

* 3 way to magically make native Windows apps
aware of UNL{® functionality like signals,
ptys, ete. Again, you need to build your apps
Jfrom source if you want to take advantage of
Cygwin functionality.

The Cyvgwin DLL currently works with all recent, commercially released x86 32 bit and 64 bit versions of

Windows, starting with Windows Vista. For more information see the FACQ.

NOTE: As previously announced. Cygwin version 2.5.2 was the last version supporting Windows XP and
Server 2003. (Instructions for obtaining that version)

Current Cygwin DLL version

The most recent version of the Cygwin DLL is 2.6.1. Install it by minning setup-x86 exe (32-bit installation) or

setup-x86 64 exe (§4-bit installation).

Use the setup program to perform a fresh install or to update an existing installation.

Note that individual packages in the distribution are updated separately from the DLL so the Cyzwin DLL

version is not useful as a general Cygwin distribution release number.

3. Download setup-x86.exe or setup-x86_64.exe as appropriate. Go to your Downloads folder and double

start the program.

4. Next
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5. Next

6. Next

E cygwin Setup - O *
Cygwin Net Release Setup Program

This setup program is used for the initial installation of the
Cygwin environment as well as all subseguent updates. Make
sure to remember where you saved it.

The pages that follow will guide you through the installation.
Please note that Cygwin consists of a large number of
packages spanning a wide varety of purposes. We only
install a base set of packages by default. You can always un
this program at ary time in the future to add, remawve, or
upgrade packages as necessary.

Setup.exe version 2.877 (32 bit)
Copyright 2000-2016
http -/ Aanarw cyiqwin com.

< Back Mesd = Cancel
E cygwin Setup - Choose Installation Directory - O d
Select Root Install Directory =
Select the directory where you want to install Cyawin. Also choose a few it
installation parameters.
Root Directory
|m | Browse. ..
Install For

(® All Users (RECOMMENDED)
Cygwin will be available to all users of the system.

() Just Me
Cygwin will still be available to all users, but Desktop lcons, Cygwin Menu Entries, and important
Installer information are only available to the cument user. Only select this if you lack
Administrator privileges or if you have specific needs.

< Back = Cancel
E cygwin Setup - Select Local Package Directary — O x
Select Local Package Directory =
Select a directory where you want Setup to store the installation files it e

downloads. The directony will be created f it does not already exist.

Local Package Directony

| M\Users'Jed Reynolds'\Download | Browse...

< Back Next = Cancel




7. Choose a mirror that might be close to you, click Next

E Cygwin Setup - Choase Download Site(s) — O >
Choosze A Download Site
Choose a site from this list, or add your own sites to the list =

Available Download Sites:

http://cygwin mimor.constant .com ~
http://cygwin mimors hoobly com
http://mirmors koehn .com

http://mathiasw com

http ./ /mirmors metapeer.com

http://cygwin parentingamerica.com

bt/ Awnerwe pirbot .com

http://cygwin skazkaforyou com

ftp://mimors xmission.com

ftp://ftp gtlib gatech edu
bt/ Awnerw gtlib gatech .edu v
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User URL: || Ad |

| <Back |[ Net> | | Cancel |

8. Now you see a the software selection screen, sorfed by category. Some of these enftries appear two or more
fimes, because they belong to multiple categores. Try using the search box in upper middle above the
software list fo search for the packages listed below.

9. The items you want to search for are
o openssh

o Xorg-server
o xinit

o rxvt



o xlaunch
A. Search for openssh and click the Skijp property once to change it to the most recent version to set it to install.

B Met &% Default
&7 4p1-1
[ ¥171 &% Defaukt

B. xorg-server provides the X display system

Search 13 | Gear|
Cateqory New Bin? Src?  Size Package
Bl All &¥ Default
Debug 4¥ Default
Devel ¥ Default
Doc 4¥ Default
Lttils &% Default
B ¥11 & Default
&% Skip nfa  nfa Bk xorg-scripts: Xorg miscellaneous scripts
& 1.15.1-1 O 1413k xorgserver: X.Ong X servers
& 1.15.1-1 O 26k xorgserver-common: X.0rg X server common data

C. xinit helps the X system launch

Vew Search [ | Gear

Cateqgany Mew Bin? Src? Size Package
Bl All &¥ Default
Debug ¥ Default
Bl %11 & Default
13414 O Bdle  minit: ¥.0rg X server launcher




D. xlaunch is what you will drag to your task bar to launch your Cygwig X server

or S ol e

Category MNew Bin? Src?  Size Package
Bl Al £ Default
Debug &% Defautt
B X171 & Default
& 2016053041 O 121k daunch: GUI tool for corfiguring and starting the XWin X server

E. rxvt and rxvt-unicode are more useful terminals than the minterm program that Cygwin provides by default.

e

Cateqgany Mew Bin? Src? Size Package
Bl All &¥ Default
Debug ¥ Default
Bl Shells &¥ Defautt
& 27101
£¥59.221

125k povt: Lightweight VT 102 terminal emulator
650k  povt-unicode: An improved version of povt with Unicode support

HEH
oo

10. Click Nextand let the installer finish the installation of the Cygwin packages. You will see a Cygwin Terminal
icon appear on your desktop and new Cygwin icons in your Start menu.

Recently added Life at a glance Play and explore

Cygwin Terminal

User script ".‘ @ “-“

Calendar Hbox Groove Music Movies 8 TV

@ XBOK LIVE 18} XBOX LIVE
Expand ~ s il -

Most used e w

ConEmu Microsoft Edge

Mostly Clear Comcast i§ Conservative Judge Gorsuch
bout to scil is Trump’s Supreme Court

- S Oud you Gble TV | choice
d Sway 37 witholit the..

Maps Washington,... Phone Compa... m Mews B

¥ Tips

- - Notes to go
People 3 1 Read and edit

ﬁ "- 5 5 on any device u
Calculator L

Skype Preview Py OneNote [  Get Office

3D Builder

" :
O Alarms & Clock . Q

|7 S
Start
LANforge

de &1 2

8:31 PM
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11. Next we willright-click on the Cygwin Terminal icon and select Open File Location



Recycle Bin
%
2]
Configure
LAMNforge

ConEmu

3+

Run as administraf
Troublest »mpatibility
Pin to Start

[ Edit with Notepad++

Scan with Windows Defender...

Pin to taskbar

de T 2

B:34 PM
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Cygwin

|-\_,-| Terminal

12. In the Explorer window, scroll to find xTaunch.exe, and drag it to the Task Bar

. Y
@ OneDrive
&= ThisPC - =
[ xorg-b:

¥ Network (5] Xorg.exe

Start el xmodmap.exe

LANforge [®] xmllint.exe
[ xmlcatalog.exe

?\ }( slaunch.exe

1/29/2016 12:49 PM

Application

File
[ xauth.exe Application
5 sargs.exe 3/11/2016 Application




13. Click the xTaunch icon on the task bar, and click Next

<)< XLaunch - Display settings
select display settings
Choose how the X server displays programs
(®) Multiple windows () Fullscreen
() One window () One window
without titlebar
Display number
< Back I Mext = I | Cancel | | Help

14. Next
.}( XLaunch - Session type

Select how to start clients

(®) Start no dient
This will just start the X server. You will be able to start dients later.

O Start a program
This will start a local or remote program which will connect to the X server. You will be
able to start dients later too. Remote programs are started using 55H.
Open session via XDMCP

This will start a remote XDMCP session, Starting local clients later is limited, This option
is mot available with the "Multiple windows" mode,

| < Back |I Mext = || Cancel || Help

15. Check Disable Access Confroland add the option: -Tisten tcp. Click Next



M XLaunch - Extra settings >

Extra settings

Clipboard
Start the integrated dipboard manager

Native OpenGl
IUse the native windows OpenGL library (WGL). Make sure to export the
LIBGL_ALWAYS_IMNDIRECT environment variable.
Dizable access control (Mot recommended)
IUse this when you want the X server to accept connections from all dients.
Additional parameters for X server

|

< Back Cancel Help

16. Firewall, Click Allow Access

@ Windows Security Alert x

@ Windows Firewall has blocked some features of this app

Windows Firewall has blodked some features of xwin.exe on all public and private networks,
K Mame: bowin. exe |
Publisher: Unknown
Path: C:\eygwinbinxowin, exe

Allow xwin.exe to communicate on these networks:
Private networks, such as my home or work network

[JPublic networks, such as those in airports and coffee shops {not recommended
because these networks often have little or no security)

What are the risks of allowing an app through a firewall?

Gﬁdlow access Cancel

17. If the LANforge Messages window reports 'No Access', you might need to use xhost.exe fo grant X11 access.

| £/ LANforge Messages (10.41.0.1:4002) - O X

| »

"% Thu Nov 08 14:06:06 PST 2018

Important message from card: Shelf: 1, Card: 1 --ERROR: wireshark -i b1000 -k -| -S failed with error: 1, output: Authorization required, but no authorization protoc:
specified (wireshark:28704). Gtk-WARNING **: cannot open display: 10.41.1.26:0 :-

Kl

[] Pause ‘ Close ‘ ‘ Save File




A. Open a CMD window

i id) Filters “/

Best match

Command Prompt
Desktop app

Search suggestions

B. Go to the cygwin\bin folder:
C:\> cd \cygwin\bin

C. Use xhost.exe to open permissions:
C:\> .\xhost.exe +

EX Command Prompt — O X

c:\cygwine4\bin>set DISPLAY=:0©

c:\cygwine4\bin>.\xhost.exe +
access control disabled, clients can connect from any host

c:\cygwined\bin>

18. Now your X display service is running. You can check that it's running by clicking into the System Tray and
seeing if the icon is there.

de &1 2

8:39PM
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Cygw vin

D Terminal

19. Launch the LANforge GUI from your desktop. Select a port from the Porf Mgrtab. Notice how the Disp field
has your laptop's LAN address. This is the display address the remote machine will display the Wireshark
window fo.




Disp: |192.168.100.234.0.0 || Sniff Packets

20. You will see WireShark

- rdesktop -ares

[&] LANforg
ControlRenntinn Tear-0ff  Infn Plunin
d Capturing frem eth1 [Wireshark 2.1.1 (Git Rev Unknown from unknown)]@jedtest.candelatech.com

Fle Edit wVview Go Capture Analyze Statistics Telephony Tools Internals Help
peoAdNE BN xc|Q sz v BB ool GE S

Filter: | |v| Expression. .. Clear Apply Save

No. Time Source Destination Protocol Length Info

1 0.000000000 0.0.0.0 255.255.255.255 1scover - Transaction ID Ox44b43a2c
2 13.32210321: 0.0.0.0 235, 205255 2o )l scover - Transaction ID Ox44b43a2g
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21. Resources and other Documentation:
A. http://unix.stackexchange.com/questions/227889/cygwin-on-windows-cant-open-display

B. https://www.cs.virginia.edu/~csadmin/wiki/index.php/Using_Cygwin_for_X11_Forwarding

C. http://www.arsc.edu/arsc/knowledge-base/ssh-and-x11-forwarding-us/index.xml
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