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TECHNOLOGIES Network Testing and Emulation Solutions

Layer 3 Testing on Windows

Goal: Test layer-3 connection throughput between two Windows hosts.
This scenario involves installation on one physical

Windows 7 workstation with three network ports and a

Windows XP virtual host with four network ports running

within VirtualBox. We will create a pair of layer three

connections and see test results. System
Under Test LANforge GUI

System Under Test

| |
| |
Virtual Host

System
Under Test

1. Configure Virfual Guest Windows machine
A. Note: LANforge installations on Windows are not able to change the IP of ports. Please do this before running
LANforge.
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B. Set up four network ports on the virtual guest. This example shows three ports connected to the host
machine over bridge interfaces.

Oracle VM VirtualBox Manager

Fle Machine Help

g::} ';f> Ql) Iﬁagetails [@) Snapshots (1)

New Settings Start Discard

[El General [El Preview
-
. Name: IEB - WinXP
Operating System: Windows XP
i - m System
Base Memory 512 MB
Processors: 2
Boot Order: Floppy, CD/DWVD,
Hard Disk
Acceleration:  VT-x/AMDY, Nested
Paging, PAE/NX
-
e Display
L 4 Video Memaory: 64 MB
™ Remote Desktop Server Port: 8002
Video Capture: Disabled
4 2| steorage
.
Audio
:4.""‘ IEB - WinXP (clean) m
ﬂ (D)o @ Network

Adapter 1: PCnet-FAST Il (NAT)

Adapter 2: PCnet-FAST Il (Bridged Adapter, br0)
Adapter 3: PCnet-FAST Il (Bridged Adapter, brl)
Adapter 4: PCnet-FAST Ill (Bridged Adapter, br2)

(¥ UusB
[l Shared folders

Naone

@ Description

C. Set the IPs for the various ports using the Windows Network Settings control panel.

A. Local Area Connection: DHCP This is the default VirtualBox NAT port. We'll leave this one as a backup port for safety
sake.

B. Local Area Connection 2 192.168.1.201, we will use this for normal LAN and LANforge communications
C. Local Area Connection 3: 10.26.39.1, for LANforge use.

D. Local Area Connection 4 10.26.39.10, for LANforge use.

For more information see Windows IP Address


http://www.candelatech.com/cookbook.php?vol=misc&book=Windows+IP+Addresses

D. Review the IPs for the various portfs using netsh.

Command Prompt

C:~Documents and Settings“IEUserinetsh interface ip show address

Configuration for interface "Local Area Connection 3"
DHCP enahled: o
IP Address: 1A.26.39.18
SubnetMask: 255.255.255.8
InterfaceMetric: a

Configuration for interface "Local Area Connection 2"
DHCP enahled: Yes
InterfaceMetric: a

Configuration for interface "Local Area Connection 4
DHCP enahled: o
IP Address: 1A.26.39.11
SubnetMask: 255.255.255.8
InterfaceMetric: a

Conf iguration for interface "Local Area Connection'

DHCP enahled: Yes
InterfaceMetric: a

C:~\Documents and Settings“IEUser>

E. Set up network ports on the Windows workstation. The configuration includes one physical port on the
motherboard and a four-port Intel PCle card.

A. Local Area Connection: 192.168.100.39, we will use this for normal LAN and LANforge communications
B. Local Area Connection 2 10.26.39.2, for LANforge use.
C. Local Area Connection 3: 10.26.39. 3, for LANforge use.

D. Local Area Connection 4 10.26.39.4, for LANforge use.

F. Make sure your LANforge client GUI can ping the IP of the virtual guest management port.
G. Make sure your LANforge Manager can ping the IPs of the virtual guest management ports.

H. If necessary, configure the Windows firewall o allow ICMP packets. Or disable the Windows firewalll.

TERTESEER— e

File Action View Help

Ll A al e HEN 7 )

&3 Inbound Rules Name Group : Profile Enablec # || Inbound Rules -

&% Outbound Rules —

*x Connection Security Rules {@)Java(Th) Platform SE binary Public  Yes @i MNewRule...

| 5 Monitoring gJava(TM] Platform SE binary Public Yes T Filter by Profile bz
(@ Tightyne Al Ves W Fiter by Stete '
@BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr... All Mo 7 Filter by Group 4
@BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All Mo View »
@BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove.. All No 4 Refresh
@Coﬂﬂe(t to a Metwork Projector (TCP-In)  Connect to a Metwork Proje..  Private.. Mo =
@Coﬂﬂe(ttoa Network Projector (TCP-In)  Connect to a Network Proje..  Domain Mo - || = ExportList..

] T b4 I 3 Fl Help -

2. Install LANforge Server on the Windows workstatfion




&< LANforge-Server 5.2.11 Installer Sel:l.l_

Welcome to LANforge-Server 5.2.11
Installer Setup

Setup will guide you through the installation of
LANforge-Server 5.2, 11 Installer.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue,

A. Make sure you install WInPCAP if it is not already installed.

B. At the end of the LANforge Server install, launch the LANforge Configuration Ufility

O 0O w >

. Set the Management port to the local LAN addressed port.

% LANforge-Server 5.2.11 Installer Setu =

LANforge-Server 5.2.11 was installed. You should run the LANforge configuration
tool and tell it to write out new config files before starting LANforge, Do you
want to run the LANforge configuration tno'*ow?

. Setthe Realm fo 1
. Set the Resource to 1

. Set the Mode to Both

LANforge Installation and Configuration

Basic | Logging I Networkl Clustering I Advancedl Coselicln

@ Setup Mode (@) Both (7) Resource (7) Manager Let's configure LANforge Server!

@ IR Your LANforge system should be configured for a specific

Realm, with a Management Port, and as a Manager. a

@] Management Device - Resource or Both.

Name: Local Area Connection

@ Realm IP:  192.168.100.39 ne LANforge system will have the
MAC: 00:15:17:d1:91:43
GUID: {8ef23 1b8-296 1-4439-ab56-24e 1fa7efa22}
(intel(r) pro/1000 pt quad port Ip server adapter) P (the stand-alone realm)

Name: local area connection 1 (the only LANforge in the realm)
P 10.26.33.2 th (Both a Manager and a Resource)
MAC 00:15:17:d1:91:42
GUID: {417c49d9-56ad-4451-9dd2-1ff513164bdc}
(intel(r) pro/1000 pt quad port Ip server adapter #2)

Name: local area connection 2
IpP: 10.26.39.3
MAC: 00:15:17:d1:91:41
GUID: {cab7f3c2-a728-468b-8d2d-392e059c1feb}
{intel(r) pro/1000 pt quad port Ip server adapter #3)

Mame: Local Area Connection 4 1 (a clustered realm)
Ip: 10.26.39.4

[ Resetiopefal MAC OD:15:I7:0191:40 o |
GUID: {c459e0d1-7347-436f-b7fc-fb2ddo0s3cto}
{intel(r) pro/1000 pt quad port Ip server adapter #4)

forge systems, pick a single realm
-254 for all LANforge systems to be

lager is also a Resource and will have the




C. Apply the configuration and LANforge Server will start in Manager mode.

r al
| | LANforge Installation and Configuration =B =2
4
Basic | Logging I Networkl Clustering J!\dvancedl b
Setup Mode |(§j Both (7) Resource (7) Manager|
Management Device 4-4451-9dd3-1ff513164bdc}k v|

=
4

E:! Realm

[¥] Restart on Apply l Apply ” Exit LANforge Config l

Validating LaNforge configuration...
.. .Validated.
Validating network configuration...

.. .validated.

Saving LANforge configuration

.. .3aved.

Stopping LaNforge server...

...3topped. ..

Applying LANforge configuration...

. ..applied.

Checking for management interface...

.. .management network interface has detected link.
Bestarting LANforge server...
...restarted

* LAaNforge server configured.

* LANforge server successfully restarted.

R

[ Return to LANforge Config ] [ Exit LANforge Config ]

D. Click the Exit LANforge Config button. Leave the LANforge Server running (you may minimize the DOS
windows.)



E. Desktop icons allow you to start and configure LANforge Server later.

3. Install the LANforge GUI on the Windows workstafion.

. LANforge-GUI 5.2.11 Setup [ESSEEm——-

Welcome to LANforge-GUI 5.2.11
Setup

Setup will guide you through the installation of LANforge-GUI
5.2.11,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue,

R

A. Don't forget to install the licences.

P
Control | Reporting Tear-Off Info  Plugins
Connect | Stop All ‘ | Restart Manager | | Refresh | | HELP
Disconnect
Client Admin or Login eneric rTestMgr rTestGroup rResourceMgr rEventLog rAIerts rPortMgr rl.l'lessages |
Debug || L3Endps | VoIPRTP | VoOIPRTPEndps | Armageddon | Wanlinks | Attenuators | Collision-Domains |
Preferences nfo Current Users Test Configuration Database
i * Admin from:127.0.0.1
JEE L'Cﬁse List loFLT [~] | Load |
Shutdown Machine days.
Exit Name: | | | Delete |
Load Behavior: |Clloose One |v || Save |
Support expires in: 359 days.
| Download DB || Show Progress |
[4] i [T+
4] Il [1»
Virtual Shelf 1

Resource 1 Resource 2

1 [l TR |
1 [ [
1 [l [
1 [ [

| Netsmith | Netsmith |

Logged in to: localhost:4002 as: Admin




4. Install LANforge Server on the virtual guest
A. Make sure you install WInPCAP if it is not already installed.

B. At the end of the system install, launch the LANforge Configuration Uftility
C. Setf the Mode to Resource

D. Set the Management port to the local LAN addressed port.

LANforge Installation and Configuration |’._||’E|r5__<|
R 4
Basic | Logging | Metwork: | Clustering | Advanced N Close Help ]
-
@ Setup Made () Both (3) Resource (O) Manager Let's configure LANforge Server!

@ Resource ID

(5]
I

Your LANforge systemn should be configured for a specific
F.ealtn, with a Managernent Port, and as a Manager, a

@ Management Device {6e43ac27-203f-45a0-900e-790382790d427 w Eesource or Both,
Name: local area connection »~
@ Realm IP: 10.0,2.15 | A typical stand-alone LANforge system will have the
MAC: 05:00:27:55:F3:64 followitig wralues:
GUID: {c53d2db0-8c89-4cfb-bS26-bdel at
{amd penet Family pei ethernet adapter - packet sc ® Realm 255 (the stand-alone reatm;)

& Resource | (the only LANforge in the realm)
& Mode Both (Both a Manager and a Resource)

Name: nne 12

For clustered LANforge systems, pick a single realm numnber
between 1-254 for all LANforge systetns to be clustered

Name: local area connection 3

together.
IP: 10.26.39.10
MALC: 05:00:27:db:21:e7 . . .
g Typically, the Manager is also a Resource and will hawve the
GUID: {64533db0-7858-4460-9449-4 1dE Follawi ettinos:
(amd pcnet Family poi ethernet adapter #3 - packe || olowing s s
Name: local area connection 4 & Fealm 101 (a clustered realm)
1P 10.26.39.11 - e aar SV —
MALC: 05:00:27:F7:431ca sl ] [ Exit LANForge Config ]
GUID: {62297109-0a7c-4753-a525-bf 1E

_ {amd pcnet Family pei ethernet adapter #4 - packe v

E. Setthe Realm to 1

F. Set the Resource to 2

LANforge Installation and Configuration

— Close Hel
Basic |L0gging Metwork | Clustering | Advanced H uES e

|

(5]
I

@ Setup Made () Both (3) Resource (O) Manager Let's configure LANforge Server!
Your LANforge systemn should be configured for a specific

@ Resource ID
F.ealtn, with a Managernent Port, and as a Manager, a
@ Management Device |{6843ac27-23F-45ac-9c0e-7IC36279027} | Resource or Both,

@ Realm 1 v A typical stand-alone LAMNforge systetn will have the
followitg walues:

& Realm 255 (the stand-alone realm)
& Resource | (the only LANforge in the realm)
& Mode Both (Both a Manager and a Resource)

For clustered LANforge systems, pick a single realm number
between 1-254 for all LANforge systetns to be clustered
together.

Typically, the Manager is also a Resource and will have the
followitg settings:

& Realm 101 (a clustered realtn)

Reset to Defaults [] Restart an Apply [ Apply H Exit LANForge Config ]




G. Apply the configuration and LANforge Server will start in resource mode.

ANforge Data Generator

e25f16h4 Fix build on Rasphian <(raspherry PI ARM appliance?>
£932318a Re—enable libsndfile on Android.
AEA27256 Fix build on android cross—compiler CARM>.

Borrow the checksum logic from dev_hard_start_xmit.
Usze saved 'len’ dinstead of asking skb each time.
Remove un—used variahle.

M25aeaald iptablessandroid: Fix cross—compile to android MDK.
51348f7h extensions: libxt_connlabel: use libnetfilter_conntrack
a763e21? extensions: libipt ULOG: man page should mention NFLOG as replacement

iproute?:

dd?f3bAd android: More cross—compile breakage.

6f1b283d Fix build breakage on normal systems.

bchbf8el® iproute2sandroid: Allow cross—compiling with Android HDK.

Server[CLI] listening on: B.0.0.8:48081

Server[GUI] £fd: 18684 listening on: B.8.8.8:4882

UDP Discovery Port fd: 1792 listening on: B.A.0.0:4882
BIBITS proteocol initialized, running.

5. Create Layer 3 connections
A. In the Layer-3 tab, click Create

Control Reporting Tear-Off Info Plugins

| Stop All ‘ | Restart Manager | | Refresh | | HELP

File 10 rLayepi rGeneric rTestMgr rTestGroup rResourceMgr rEventLog rAIerts rPortMgr rMessages |

Status | Layer3 | L3Endps | VoIPIRTP | VolPRTPEndps | Armageddon | Wanlinks | Attenuators |  Collision-Domains |
Rpt Timer: |:'ast {1 3) |V|Go|TestManager|all |v| | Select All || Start || Stop || Quiesce || Clear |
view  [o-200 |+ 6o | Display || Crgatek“ modity | | Deiete |

Cross Connects for Selected Test M

Mame Type State Pk TxA—=B Rx Drop % B| Drop Pkis A | Drop Pkt

Pkt TxA « B Rate A= B Rate A+ B ‘ Rx Drop % A

[

Logged in to: localhost:4002 as: Admin




B. Inthe Level-1 box, create the first cross connect:

Mlodity Cro

| Display H Sync H Batch-Create H Apply H OK H Cancel |

Cross-Connect
Iw?—ad1_xp—ad2

|LANforge ITCP ‘ A I

Endpoint A Endpoint B !geled the Cross-Connect's type. |
1 (atlantis) | v | (2 (ie6winxp) ]

11 (ad1) | v |2 (ad2) ~]
Min Tx Rate: |1E|0H { 100 Mbps ) |v||10EIH { 100 Mbps ) |v|

Max Tx Rate: |SEJI-E |v| |Same

Min PDU Size: |'ICP Pld (1,460 B) |v| |ICP Pld ({1,460 B)

Max PDU Size: |Same |v| |5m

P ToS: |Best Effort  (0) |v||B-E5r. Effort  (0)

Pkts To Send: |Infinir.e | = | |Infinite

. Name the Cross Connectto w7-ad1l_xp-ad2
. The CX Type is LANforge / TCP
. Set the Endpoint A Resource to Windows 7

. The Endpoint A Port to the first 10.x addressed port,adl

m O 0O wm >»

. Set the Endpoint A Min PDU Size to TCP (1460 B)
F. Set the Endpoint A Min Tx Rate fo 100Mbi t. This is a limit of the XP guest.

. Endpoint B Resource: XP Guest

T O

. Endpoint B Port: ad2

Endpoint B Min Tx Rate: 100Mbi t
J. Set the Endpoint B Min PDU Size to TCP (1460 B)
K. Set the Endpoint B Min Tx Rate fo 100Mbii t. This is a limit of the XP guest.

L. Click OK to commit those settings

C. For the second cross connect, click Create in the Layer-3 tab.



D. Inthe Level-1 box, create the second cross connect:

| Display H Sync H Batch-Create

Cross-Connect
Iw?—ad.?_xp—ad?»l

| LANforge | TCP

Endpoint A Endpoint B
1 (atlantis) | v | (2 (ie6winxp)

12 (ad2) | v |3 (ad3)

Min Tx Rate: |1nou { 100 Mbps ) |v||10EIH { 100 Mbpa )

Max Tx Rate: |SEJI-E |v| |Same

Min PDU Size: |'ICP Pld (1,460 B) |v| |ICP Pld ({1,460 B)

Max PDU Size: |Same |v| |5m

P ToS: |Best Effort  (0) |v||B-E5r. Effort  (0)

Pkts To Send: |Infinir.e | = | |Infinite

. Name the Cross Connectto w7-ad2_xp-ad3
. The CX Type is LANforge / TCP
. Set the Endpoint A Resource to Windows 7

. The Endpoint A Port will be the next free 10.x port,ad2

m O 0O wm >»

. Set the Endpoint A Min PDU Size to TCP (1460 B)
F. Set the Endpoint A Min Tx Rate fo 100Mbi t. This is a limit of the XP guest.

. The opposite end Endpoint B Resource is the XP Guest

T O

. Set the Endpoint B Port to ad3
|. Set the Endpoint B Min PDU Size fo TCP (1460 B)
J. Set the Endpoint B Min Tx Rate to 100Mbi t. This is a limit of the XP guest.

K. Click OK to commit those settings

E. In the Layer-3 tab, you will now see your two cross-connects:

Control  Reporting Tear-Off Info  Plugins

| Stop All ‘ | Restart Manager | | Refresh | | HELP

File-1O rLayer4 rGeneric rTestng rTestGroup rResouroe Mar rEventLog rAlerts rPort Mar rMeswges |
Layer3 | L3Endps | VoIPRTP | VolPRTPEndps | Armageddon | WanLinks | Attenuators |  Collision-Domains |

RptTimer: [fast (1 s) | v|Go| TestManager [al |~ | selectan || start || stop || auiesce || ciear |

View |l)-2|}l) |V|Go| | Display H Create || Modify || Delete |

Cross Connects for Selected TestM

Mame Type State PkiTxA—+B| PidTxA«B Rate A=+ B Rate A+ B Rx Drop % A | RxDrop % B| Drop Pkis A | Drop Pkt

w7-ad1_xp-ad2 |LFITCP |Stopped 0 0 0 0 0
w7-ad?_xp-ad3 |LFTCP |Stopped 0 0 0 0 0

[
Logged in to: localhost:4002 as: Admin

6. Start Layer 3 connections
A. Highlight the connections

B. Click Start



C. You will see data transferring along the cross connects.
O —————

Reporting Tear-Off

Control Info Plugins

| Stop All ‘ | Restart Manager |

| Refresh | | HELP

Filel0 | Layer4 | Generic | TestMgr | TestGroup | Resource Mgr | EventLog | Alerts | PortMgr | Messages |

Layer3 | L3Endps

Rpt Timer: |fast

View

|" VoIPRTP |~ VoIPIRTP Endps

r Armageddon

r WanLinks

r Attenuators

|” Collision-Domains

(e

|v |Go| Test Manager |aII

|v|

| Select All || Start || Stop || Quiesce || Clear |

|{J - 200

[~]eo]

Mame

PktTXA—+B

Pkt TxA+ B

Cross Connects for Selected Test M

Rate A+ B

| Display H Create || Modify || Delete |

Rate A+ B

Rx Drop % A

RxDrop % 8

Drop Pkis A

Drop Pkt

w7-ad1_xp-ad2

34,786

41,408|

23,834,133

28,704,697

w7-ad2_xp-ad3

35,306

39,356]

23,912,674

27,122,851

[

Logged in to: localhost:4002 as: Admin

Endpoint: w7-ad1_xp-ad2-A N
Port Endpoint 2 RT-Lat W-Lat v Port RT-Lat 1W-Lat
Resource: atlantis EID: 1414 Avg:30 AVO-B35T  packets: Resource: iefwinxp EID: Avg.28 Avg.6386
wwn 11.650 sz am 12.650 e
Port:  adi MinTX: 100 Mbps awm e Port: adz Min TX: 100 Mbps
75 11
P 10.26.39.3 Max TX: 100 Mbps e P 10.26.39.10 Max TX: 100 Mbps. E !
bpsTX:  13.748 Mbps RXRate: 37.636 Mbps | (57 a0 e 30 bpsTX:  10.593 Mbps RXRate: 20.820Mbps | 57 gnop e 9r90
PPSTx: 1727 RX Pkts: 97294 - ms Wt 5 Dropped: PPSTx: 1213 RX Pkis: 76224 — s MRS 218
bpsRX: 8.7 Mbps RX Drop: 0 1024 1024y bpsRX:  8.393 Mbps RX Drop: 0 1024 1024
PpSRX: 997 TX Pkts: 76540 03 : 03 2 PpSRX: 1067 TXPKts: 97021 g 2 03 :
Errors: 0 Type: LFITCP L0 Drops p Errors: 0 Type: LFITCP 10 Drops
20 20
o Avg:0 ¢ a Avg:0
B &0 0.0 a0 0.0
o w Packets: i
aca a0
1m0 o
o 97204 e
sz0 Si20
e 2020 ey 20
e M5 e ™5
1024 Dropped: 1024
. 32 , 32
RX-Ermor-Pkis Dropped-Pkis  Rx Throughput 0 o R¥-Error-Pkts ropped-Pkis  Rx Throughput a
[]/Pause Display | Print | | Stop ‘ ‘ Sync | ‘ Dynamic Report ‘ ‘ Modify ‘ ‘ Clear ‘ ‘ Close ‘

point: w7-ad2_xp-ad3-A — R point: w7-ad2_xp-ad3-
Port Endpoint ) RT-Lat 1W-Lat 4 Port Endpoint i RT-Lat 1W-Lat
Resource: atlantis EID: 1123 s Avg:25 AVQ-B356  packets: Resource: ie6winxp EID: 1.2.34 15218 Avg:30 Avg:B387
o 11.648 p— ji2a) 11.650 v e
Port:  ad2 MinTX: 100 Mbps o] Fsies Port: ad3 Min TX: 100 Mbps ot
P ey
P: 10.26.392 Max TX: 100 Mbps 1 1P: 10.26.39.11 Max TX: 100 Mbps [
2.0 a
bpsTX:  35bps RXRate: 37.535 Mbps | 20 TE) o) bpsTX:  12.184 Mbps RX Rate: 31.77 Mbps oo = TE)
PPSTX: 0O RX Pkts: 102340 = EXT - 25 Dropped: PPST: 1421 RX PKts: 85165 o T R M5
bpsRX:  10.125 Mbps RX Drop: 0 R 1024 Qi bpsRX:  10.182 Mbps RX Drop: 0 1024 1024
32 32 32 32
PosRX: 1180 TX Pkts: 84980 o o PpSRX: 1279 TX Phts: 102660 0 i
Emors: 0 Type:  LETCP to Drops P Emors: 0 Type:  LFTCP ro Drops
20 ; 20
&0 AVE:0 N X0 Avg:0
- o e FE T I el
i ’ Packets: Fasmm 150
an w0
=5 102340 =3
sz Sza
e 2020 e 2020
s M5 e Mg
- 1024 Dropped: 1024
o 32 g 32
RX-Error-Pkts Dropped-Pits  Rx Throughput 0 0 RXCErrorPkts  Rx-Dropped-Plis  Rx Thioughput 0
[1|Pause Display | Print | | Stop ‘ ‘ Sync | ‘ Dynamic Report ‘ ‘ Modify ‘ ‘ Clear ‘ ‘ Close ‘
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	Layer 3 Testing on Windows
	Goal: Test layer-3 connection throughput between two Windows hosts.


