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TECHNOLOGIES Network Testing and Emulation Solutions

LANforge WiFi testing HotSpot 2.0 Release 2

Goal: Setup HotSpot 2.0 Release 2 Example
Requires LANforge 5.4.2 or later on Fedora 20 or later (this

. . . HotSpot 2.0 Release 2
example is using Fedora 27). VRF must be enabled (it is

enabled by default). One LANforge system will be used as the {:% {:% {:%
AP side, and a second LANforge machine will be the WiFi WP RADIUS e RADIUS
station.
e Run LANforge install script to begin setup of HotSpot “ {3@
2.0 R2 related servers and certificates. OSEN Passpoint Polley
HotSpot Network Service Provider Network

e Configure the OSU Server-only authenticated layer-2
Encryption Network (OSEN) AP and Passpoint AP.

e |nitiate Online Sign-Up (OSU) procedure, select a
provider and obtain an IP address from the Passpoint )))
AP. i

e Send traffic through the Service Provider Network.

HotSpot 2.0 Release 2 Station

Network Discovery and Selection

User Equipment HotSpot 2.0 Service Provider Internet
Network Network
HotSpot detected
ANOQP gquery

Sarvice Provider List

Credentials Established

Palicy Information Provided

Secure Access.

For more information see:

WiFi Alliance Passpoint Release 2 Deployment Guidelines
https://www.wi-fi.org/file/passpoint-release-2-deployment-
guidelines

1. Run LANforge installation script to begin hostapd RADIUS, certificates and HotSpot 2.0 setup, as root user:

cd /home/lanforge
./1f kinstall.pl --do radius --do hs20 --force new certs

2. Make two copies of the ca.pem certificate to different directories:
cp /home/lanforge/hs20/ca/ca.pem /home/lanforge/osu-ca.pem
cp /home/lanforge/hs20/ca/ca.pem /home/lanforge/ota-ca.pem
#0n station machine, if different from AP machine
cp /home/lanforge/hs20/ca/ca.pem /home/lanforge/wifi/osu wlan2/osu-ca.pem
ota-ca.pem is used by the client for Over-The-Air authentication to the OSEN AP
osu-ca.pem is used by the client for the Online-Sign-Up server authentication before connecting to the
Passpoint AP

Copy the ca.pem from the LANforge AP system to the LANforge Station system. And, if you are using a third-
party client, then you will need to somehow install the ca.pem onit.

3. Create two MAC-VLAN:s for two hostapd RADIUS server instances.
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A. Go to the Port Manager tab, select ethl, select Create, select MAC-VLAN, quantity 2 then Apply.

® MAC-VLAN
) WiFi STA

VLAN ID:
Parent MAC:
MAC Addr:

Quantity:

#1 Redir Name:

Create VLANs on Pori: 1.1.01

) 802.1Q-VLAN ) Re

) WiFi VAP

oot |
P

STA ID:
WiFi AP:
COwpa Cwpaz
[ Down
Apply " Cancel

) WiFi Monitor

direct

Resource:

[] DHCP-IPva

DHCP Client ID:

IP Address:

IP Mask or Bits:

Gateway IP:

#2 Redir Name:

55ID:
Key/Phrase:
O wEep

r Bridge
) WiFi Virtual Radio

) GRE Tunnel

1 (ct523-3n-£20) [~

[ T
—

|
|

WRGIRES
Port: (1 (ethl) ‘v|
Global IPvé: AUTO
Link IPv6: AUTO
IPvG6 GW: AUTO

B. Double-click each new MAC-VLAN interface in the Port-Mgr tab to modify. Select the RADIUS checkbox
which will allow a hostapd based RADIUS server on the interfaces using the config files:
/home/Tanforge/wifi/hostapd_ethl1#0.conf and /home/lanforge/wifi/hostapd_ethl#1.conf

In an all-in-one example, the hostapd RADIUS servers will be referenced by localhost and each MAC-VLAN
interface will not need an IP address assigned. If the hostapd RADIUS servers were on different systems or
networks, or need to be accessed from outside the LANforge system, the appropriate IP address would be

assigned here.

ethl#0 (ct523-3n-f20) Configure Settings

Current:

Port Status Information
LINK-DOWN PROBE-ERROR TS0 UFO G50 GRO
Driver Info: Port Type: MAC-VLAN Parent: ethl

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates —
Set IF Down 2 10bt-HD v] 10bt-HD
c ) 10bt-FD
[]Set MAC [T ae [] Aux-Mgt 8 iggg:.gg 10bt-FD
[]SetTXQLen = 100bt-HD
CIDHCP-IPv6 [F1DHCP Release  DHCP Vendor ID: [one ||| [ 2000-FD
[] set MTU 8 }lgg-ig 100bt-FD
[1[set offload [IoHCP4Pva | Secondary-IPs | DHCP Client ID: _ ® Autonegotiate 1000-FD
[] Set PROMISC DNS Servers: [BLANK Peer IP: []10G-FD
[lset RxallFcs 1P Address:  [0.0.0.0 Global IPvé: [aUTO O Renegotiate []40G-FD
i IP Mask: 0.0.0.0 Link IPv6: [AUTO [ Restart Xevr
[] et Bridge Info askc gooo | Lin veo [ ] Flow-Control
Gateway IP: [0.0.0.0 IPV6 GW: [aUTO O promisc
coni Alias: MTU: 1500 O Rx-ALL
[ Services— v] TSO Enabled
Qvrre MAC Addr:  [00:le:aGibeicBi6c | TX QlLen 0 DjEEEFEs nante
- PRRPR. [JBypass NOW! UFO Enabled
CIFTP Br Cost: Priority:
[]Bypass Power-UP G50 Enabled
T C—
s Mot Timer: edion (3 51|~ wir bridge )| e | D cnstres
[0 Bypass Disconnect GRO Enabled
‘ Print ‘ | View Details ‘ | Probe | | Sync | | Apply | ‘ OK | | Cancel
ethl#1 (ct523-3n-f20) Configure Settings >) (A) (x
Port Status Information
Current:  LINK-DOWN PROBE-ERROR TSO UFO GSO GRO
Driver Info: Port Type: MAC-VLAN Parent: ethl
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates —
Set IF D (0 10bt-HD 10bt-HD
Cise own ) 10bt-FD ©
[]Set MAC [EEo [ Aux-Mgt 8 iggg:.gg 10bt-FD
Set TXQLen r 100bt-HD
o © []DHCPAPV6 [7] DHCP Release  DHCP Vendor ID: ) 1000-FD &
[] set MTU ) 10G-FD 100bt-FD
Ll set offload [IDHCP4Pv4 | Secondary-Ps | DHCP ClientiD: [one =] [ DI L000.FD
[] 5et PROMISC DNS Servers: [BLANK Peer IP: MNA []10G-FD
[lset RealfFcs 1P Address:  [0.0.0.0 Global IPvé: [auTO [ Renegotiate [ 40G-FD
. i - Restart Xcur
[]set Bridge Info  IP Mask: 0000 | LinkIPve: AUTO o [] Flow-Control
Gateway IP:  [0.0.0.0 IPV6 GW: [auTo O PROMISC
cervi Alias: MTU: 1500 [T RX-ALL
— Services — B
Ryl MAC Addr:  |00:1e:a6:67:96:6c | TX QLen 0 O RX-FCS [ e
B NOW! UFO Enabled
S e e I i =i
[l Bypass Power-Up GSO Enabled
RADIUS Rpt Timer: medium (8 s) = WiFi Bridge: ClBypass Power-DownN | C1LRO Enabled
[]Bypass Disconnect GRO Enabled
‘ Print ‘ | View Details ‘ | Probe | | Sync | | Apply | ‘ oK | | Cancel




C. Create config file. You will need to change the server_id to match your hostname.
/home/Tanforge/wifi/hostapd_ethl#0.conf for the hostapd RADIUS server on eth1#0.

NOTE: The eap_user_file, eap_sim_db and radius_server_auth_port are unique for each RADIUS server.
interface=ethl#0

driver=wired

logger_syslog=-1

logger_syslog_level=2

logger_stdout=-1

logger_stdout_level=2
dump_file=/home/lanforge/wifi/hostapd_ethl#0.dump
ctrl_interface=/var/run/hostapd

ctrl interface_group=0

ieee8021x=1

eapol key index workaround=0

eap_server=1l
eap_user_file=/home/lanforge/hs20/AS/hostapd-osen.eap_user
server_id=ct523-3n-£20

eap_sim_db=unix:/tmp/hlr_auc_gw.sock

radius_server_auth port=1820
radius_server_clients=/home/lanforge/hs20/AS/hostap.radius_clients

ca_cert=/home/lanforge/hs20/ca/ca.pem

server_ cert=/home/lanforge/hs20/ca/server.pem
private_key=/home/lanforge/hs20/ca/server.key
private_key passwd=lanforge

ocsp_stapling_response=/home/lanforge/hs20/ca/ocsp-server—-cache.der

D. Create config file. You will need to change the server_id to match your hostname.
/home/Tanforge/wifi/hostapd_ethl#1.conf for the hostapd RADIUS server on eth1#1.

NOTE: The eap_user_file, eap_sim_db and radius_server_auth_port are unique for each RADIUS server.
interface=ethl#1l

driver=wired

logger_syslog=-1

logger_syslog_level=2

logger_stdout=-1

logger_stdout_level=2

dump_file=/home/lanforge/wifi/hostapd ethl#l.dump
ctrl_interface=/var/run/hostapd

ctrl_interface_group=0

ieee8021x=1

eapol_key_ index_workaround=0

eap_server=1

eap_user_file=sqglite:/home/lanforge/hs20/AS/DB/eap_user.db

server id=ct523-3n-f20

eap_sim_db=unix:/tmp/hlr_auc_gw.sock db=/home/lanforge/hs20/AS/DB/eap_sim.db
radius_server_auth_port=1821
radius_server_clients=/home/lanforge/hs20/AS/hostap.radius_clients

ca_cert=/home/lanforge/hs20/ca/ca.pem
server_cert=/home/lanforge/hs20/ca/server.pem
private_key=/home/lanforge/hs20/ca/server.key
private_ key passwd=lanforge

ocsp_stapling response=/home/lanforge/hs20/ca/ocsp-server-cache.der

E. Start the hir_auc_gw tfool:
cd /home/lanforge
lanforge.profile
hlr auc_gw -m /etc/hlr auc_gw.milenage db > /tmp/hlr auc_gw.log &

NOTE: If the hir_auc_gw does not start, you may have to remove the file /tmp/hir_auc_gw.sock first.

F. Reset the MAC-VLAN interfaces on the Port Mgr tab so that the new hostapd RADIUS servers are started.
Check that they are running with the command:
ps auxwww |grep hostapd_eth

If they are not running, check the log files for problems:
cat /home/lanforge/wifi/hostapd log ethl#0.txt
cat /home/lanforge/wifi/hostapd_log ethl#l.txt

4. Create two VAPs for the HotSpof 2.0 Release 2 Network. Skip this section if you are using third-party APs in this
test.

A. Go to the Port Mgr tab and create one VAP on wiphy0O and one VAP on wiphyl.



B. Modify the first VAP on wiphyO to be the OSEN AP. Configure IP Address and SSID.

vapl (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphyo

Port Configurables

Enable
[] Set IF Down
[] set MAC
[]Set X QLen
[] Set MTU

[] Set Offload
|| Set PROMISC

— Services—
[JHTTP
CJFTP

——Low Level —
] PROMISC

[ TSO Enabled
[JUFO Enabled
[] G50 Enabled
[JLRO Enabled
GRO Enabled

f Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

General Interface Settings

[JDown [] Aux-Mgt

[ ] DHCP-IPv6 DHCP Release  DHCP Vendor ID:

[ ] DHCP-IPv4 Secondary-IPs DHCP Client I1D:

DNS Servers: |BLANK Peer IP: MNA

IP Address: 10.881.1 Global IPv6: AUTO

IP Mask: [255.255.255.0 | Link IPve: [AUTO

Gateway IP:  [0.0.0.0 IPvE GW: AUTO

Alias: [ mru: 1500

MAC Addr: 00:0e:8e:5d:5a:71 TXQLen 1000

Rpt Timer: : WiFi Bridge:

WiFi Settings

SSID: [rcD-1234 [=] ap: DEFAULT
Key/Phrase: | | Mode:  [802.11aban [~]
Freg/Channel: 5180/36 Rate: |OS Default |V‘
DTIM-Period: [2 | Mmax-sTA: [2007 |

Beacon: [220 |

[ ]wPA [|WPA2 [v] OSEN [ | WEP [ |Disable HT40 [ | Disable HT80 [ | Disable 5GI

[¥| Verbose Debug

| Print || View Details ||

Logs | | Probe H Display Scan || Sync |

Caeey [ ox |

| Cancel

C. Select the Advanced Configuration tab in the Port-Modify window fo configure 802.1x and RADIUS server

information.

vapl (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO NONE

Driver Info: Port Type: WIFI-AP Parent: wiphyo

Port Configurables

r Standard Configuration I’Advanced Configuration rMisc Configuration r Custom WiFi

Ignore Assoc:

Corrupt GTK:

leee80211w:

Venue Group:

Ignore Probes:

Ignore Auth-Assoc: ‘zero (0%)

Ignore Re-Assoc:

HS20 Capabilities
HS20 Oper Class
HS520 WAN Metrics

Advanced WiFi Settings

[zere (e || HESSID:
|V| Realm:
‘zero (%) |V| IMSI:
‘zero (%) |V| Milenage:
‘zero (%) |V| Domain:

Consortium:

Select 'WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

RADIUS IP |l27.0.0.1

RADIUS Port  [1820

‘ | |RADIUS Secret |\anforge

‘ | | Venue Type: |

Network Type: ‘ | | Address Types: |

Network Auth: 3GPP Cell Net:

[Juse 80211d [JUse 80211h []Short-Preamble

Advanced/802.1x [JHotSpot 2.0 []Disable DGAF

[JEnable 802.11u [ 802.11u Internet []802.11u ASRA []802.11u ESR

[1802.11u UESA

| Print || View Details || Logs |

| Probe H Display Scan || Sync |

Caeey [ o |

| Cancel




D. Select the Custom WiFi tab to add the following lines for HotSpot 2.0 Release 2.

ocsp_stapling response=/home/lanforge/hs20/ca/ocsp-server-cache.der

E.

vapl (ct523-3n-f20) Configure Settings ) (~) ¢

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphyo

Port Configurables

r Standard Configuration I’Advanced Configuration rMisc Configuration r Custom WiFi

User-Specified supplicant/hostapd configuration text:

Custom WiFi

ccsp_stapling_response=/homellanforge/hs20/calacsp-servercache der

1]

| Print || View Details || Logs | | Probe H Display Scan || Sync | | Apply || OK | | Cancel

Modify the second VAP on wiphy1 to be the Passpoint AP. Configure IP Address and SSID.

vap2 (ct523-3n-f20) Configure Settings v al(x
Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphyl
Port Configurables
Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
Enable General Interface Settings
[] Set IF Down [JDown [] Aux-Mgt
S e CIDHCP-IPV6 [ DHCP Release  DHCP Vendor ID:
[1Set TXQLen .
e LI DHCPpva DHCP Client ID:
[ Set offload DNS Servers: [BLANK | PeerIp: NA
[] Set PROMISC IP Address: 101.1.1 Global IPv6: AUTO
IP Mask: 255.255.255.0 Link IPv6: AUTO
Gateway IP:  [0.0.0.0 IPv6 GW: AUTO
— Services — Alias: MTU: 1500
[IHTTP MAC Addr: 00:0e:8e:23:17:48 TX QLen 1000
LFre Rpt Timer: = WiFi Bridge:
WiFi Settings
 low Level— SSID: [28cD-5678 [=] ae: DEFAULT
] PROMISC Key/Phrase: | | Mode:  [go2.11aban [=]
[ TSO Enabled Freg/Channel: 5180/36 Rate: |OS Default |v\
[JUFO Enabled  DTIM-Period: 2 | Max-STA: [2007 |
[]GSO Enabled Beacon: [240 |
[JLRO Enabled ] WPA [¥] WPA2 [ ] OSEN [ WEP [ Disable HT40 [] Disable HT80 [ Disable 5GI
GRO Enabled [v] Verbose Debug
| Print || View Details || Logs | | Probe H Display Scan || sync | | Apply || oK | | Cancel




F. Select the Advanced Configuration tab in the Port-Modify window to configure 802.1x, 802.1u, HotSpot 2.0,
RADIUS server and other information.

vap2 (ct523-3n-f20) Configure Settings ) (A (X

Port Status Information
Current: LINK-UP GRO NONE

Driver Info: Port Type: WIFI-AP Parent: wiphyl

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

Advanced WiFi Settings
Select '"WPAZ2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.
lgnore Probes:  [zero (0% | +| HESSID: [00:00:00:00:00:00 |
lgnore Auth-Assoc: [zero (0% | +| Realm: [0.¢t523-2n F20.lanforge.local. 1 2(5:6], 21 [2:4115:7]|
Ignore Assoc: |zero () ‘V| IMSI: ‘ |
Ignore Re-Assoc: |zero () ‘V| Milenage: ‘ |
Corrupt GTK: |ZEFO (E%) ‘V| Domain: ‘ct523—3n—f20.Ianforge.loca\ |
HS20 Capabilities | | consortium: [ |
HS20 Oper Class | | RADIUS 1P [127.0.01 |
HS20 WAN Metrics | | RADIUS Port  [1821 |
leee80211w: [pisabled (0) |~ | RADIUS Secret |lanforge |
Venue Group: |Unspec1fled (0) ‘V| Venue Type: ‘Unspeufled (@) |v|
Network Type: |Pr1\fate (@) ‘v| Address Types: ‘Not Available (Q) |v|
Network Auth: [ | 3GPP cell Net: | |
[JUse 80211d [ |Use 80211h []Short-Preamble
Advanced/802.1x HotSpot 2.0 [ | Disable DGAF
Enable 802.11u [ ]802.11u Internet [ |802.11u ASRA [ ]802.11u ESR [ ]802.11u UESA

| Print || View Details || Logs | | Probe H Display Scan || Sync | | Apply || oK | | Cancel

G. Select the Custom WiFi tab to add the following lines for HotSpot 2.0 Release 2. The hostname in the URL will

need to match your actual hosthame.
hs20_icon=64:64:eng:image/png:logo-64x64.png:/home/lanforge/hs20/www/logo-64x64.png

osu_ssid="ABCD-1234"

osu_server uri=https://osu-server.ct523-3n-f20.lanforge.local/hs20/spp.php/signup?realm=ct523-3n-£20.lanforge.local
osu_friendly name=eng:LANforge HS20 Operator

osu_nai=osen@lanforge.com

osu_method_list=1 0

osu_icon=logo-64x64.png

osu_service_desc=eng:LANforge Example services

vap2 (ct523-3n-f20) Configure Settings ) (A (X

Port Status Information
Current: LINK-UP GRO NONE

Driver Info: Port Type: WIFI-AP Parent: wiphyl

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
Custom WiFi

User-Specified supplicant/hostapd configuration text:

hs20_icon=64:64:eng:i :logo-64x64.png:thomeflanforge/hsz I dx64.png

osu_ssid="AECD-1234"

osu_server_uri=hrepsiiosu-server.ct523-3n20 lanforge localths20/spp php/signup?realm=ct523-3n§20.lanforge local
osu_friendly_name=eng:LaNfarge HS20 Operator

osu_nai=osen@lanforge.cam

osu_method_list=10

osu_icon=loga-64x64.png

osu_service_desc=eng:LANforge Example services

4] i ID

| Print || View Details || Logs | | Probe H Display Scan || Sync | | Apply || oK | | Cancel




H. Example hostapd config file for OSEN AP
Example hostapd config file for WPA2 + ANQP AP. These were re-created after the fact, its possible that
there is a typo, and the hostname differs from the instructions in this example.

I. Modify wiphy0O and wiphy1 to be on the same channel and select OK. This should only be needed if you are
frying to connect multiple LANforge virtual stations to the APs. If using a single station or a third-party device,
the channels should not matter.

wiphy0 (ct523-3n-f20) Configure Settings v) (a) (%
Port Status Information
Current: LINK-DOWN NONE
Driver Info: Port Type: WIFI-Radio Driver: ath9k( Bus:
Port Configurables
Enable General Interface Settings
[]Set IF Down [JDown [] Aux-Mgt
R []DHCP-PV6 []DHCP Release  DHCP Vendor ID: [None [~]
[IsetTXQLen .
[IDHCPPv4 | Secondary-IPs | DHCP Client ID: |None |~
[]Set MTU
[]5et Offload DNS Servers: [BLANK Peer IP: MNA
[] Set PROMISC IP Address: 0.0.0.0 Global IPv6: AUTO
IP Mask: 0.0.0.0 Link IPvé: AUTO
Gateway IP:  |0.0.0.0 IPv6 GW: AUTO
Alias: MTU: 1500
MAC Addr: 00:0e:8e:43:3a:71 TXQLen 0
Rpt Timer:  [nediun (3 s) |+ WiFiBridge:  |[NONE I~
WiFi Settings
Max-VIFs: 2048 Max-Stations: 2048 Max-APs: 8 Supports: 802.11abgn
Country: |United States (840) |v|
Channel/Freq: | 36 (5180 Mhz) |v|
Antenna: |AII |v| Tx-Power: DEFAULT
RTS: [DEFAULT | Frag: 2346
[v] verbose Debug
| Print || View Details || Logs | | Probe || Sync | | Apply || oK | | Cancel |
wiphyl (ct523-3n-f20) Configure Settings vl (a) (X
Port Status Information
Current: LINK-DOWN NONE
Driver Info: Port Type: WIFI-Radio Driver: ath9k() Bus:
Port Configurables
Enable General Interface Settings
[]Set IF Down O Down [] Aux-Mgt
Lle s []DHCP-IPv6 [7]DHCP Release  DHCP Vendor ID: [None [v]
[]Set TX QLen .
[|DHCP-Pv4 | Secondary-IPs | DHCP Client ID: |None |v|
[]Set MTU
[]set offload DNS Servers: |BELAMNK PeerIP: MA
[] Set PROMISC IP Address: 0.0.0.0 Global IPv6: AUTO
IP Mask: 0.0.0.0 Link IPv6: AUTO
Gateway IP:  |0.0.0.0 IPvb GW: AUTO
Alias: MTU: 1500
MAC Addr: 00:02:8e:43:37:48 TXQLlLen 0
Rpt Timer:  nediun (3 's) |v| WiFiBridge:  |NONE v
WiFi Settings
Max-VIFs: 2048 Max-Stations: 2048 Max-APs: 8 Supports: 802.11abgn
Country: United States (8400 |+|
Channel/Freq: | 36 (5180 Mhz) |v|
Antenna: |A|| |V| Tx-Power: [DEFAULT
RTS: [DEFAULT | Frag: 2345
[v]verbose Debug
| Print || View Details || Logs | | Probe || Sync | | Apply || oK | | Cancel |



http://www.candelatech.com/cookbook/wifire/examples/hostapd_hs20_r2_osen.txt
http://www.candelatech.com/cookbook/wifire/examples/hostapd_hs20_r2_wpa2.txt

J. In Netsmith, create a Virtual router called OSEN for vap1 and PASSPOINT for vap?2, place vap in their

respective virtual routers. Setup each VAP with DHCP Service on different IP networks.

Create/Modify Connection

Interface-Cost:

[1

Port 1.A: | | | RIP-Metric: [1 |
OSPF Area: 0.0.0.0
| |
Port 1-B: | | | VRRP IP:
WanLink: skip | || vrrP ID:
Port 2-B: Skip | | | VRRP Priority:
VRRP Interval:
Port 2-a: skip | || Next-Hop: [0.0.0.0 |
DHCP Lease Time: (43200 | subnets (a.b.c.dpx):
DHCP DNS: [10.88.1.1 | | I |
DHCP Range Min: 10.88.1.101
in: | | | I |
DHCP Range Max: |10.88.1.250 | | H |
DHCP Domain: [ | |N ST |I :
DHCPV6 DNS: AR AL
. IPv6 Subnets (aaa::0hHod:
DHCPv6 Range Min: | || |
DHCPv6 Range Max: | || |
DHCPd Config File: | I |
| I |
[ ] NAT DHCP [ ] DHCPv6 [] Custom DHCP []VRRP [] cand-RP
| OK | | Cancel |
Create/Modify Connection &
Interface-Cost: [1 |
RIP-Metric: [1 |
Port 1-A:
| | | OSPF Area: [0.0.0.0 |
Port 1-B: | | | VRRP IP:
WanLink: [ skip | [-] vrrP ID:
Port 2-8: Skip | | | VRRP Priority:
VRRP Interval:
port 2-a: [ skip | || Next-Hop: [0.0.0.0 |
DHCP Lease Time: |43200 | Subnets (a.b.c.dpo):
DHCP DNS: [lo.1.1.1 | | I |
DHCP Range Min:  [10.1.1.11 | | | |
DHCP Range Max: |10.1.1.100 | | H |
DHCP Domain: [ | | I |
DHCPV6 DNS: Next-Hop-IPve: | |
. IPv6 Subnets (aaa::0h0d:
DHCPv6 Range Min: | || |
DHCPv6 Range Max: | || |
DHCPd Config File: | I |
| I |
[ ] NAT DHCP [ ] DHCPv6 [] Custom DHCP []VRRP [] cand-RP
| OK | | Cancel |

K. Check that the VAP hostapd processes are running with the command:

ps auxwww |grep hostapd_vap

If they are not running, check the log files for problems:

tail -f /home/lanforge/wifi/hostapd log vapl.txt
tail -f /home/lanforge/wifi/hostapd log vap2.txt



L. Create another virtual router to tie the OSEN and AP virtual routers together. Connect them with Netsmith
connections (skipping WanLinks unless you are sure you want them.) Create another virtual port connection
to run the OCSP responder and the local DNS server. Select the 'DNS' service. Make sure the default gateway
points back towards rddVR4 in the virtual router. In this example, the OCSP responder interface is called
rddVR5

rddVR5 (If0350-c3b0) Configure Settings ¥) () (%

Port Status Information
Current: LINK-UP PROBE-ERROR TS0 G50 GRO

Driver Info: Port Type: Redirect-Device Peer: rddvR4 rddvR4...

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates—
() 10bt-HD 4
[[] set MAC ] Down [ Aus-Mgt O o [J10bt-HD
[]set X QLen ) 100bt-HD [J10btFD
[L] DHCP-IPvS DHCP Release  DHCP Vendor ID: 3 100bt-FD
[] set MTU _ & 100070 [] 100bt-HD
DHCP-IPv: econdary-IPs ient ID: G-
[] Set Offioad im/ DHEFSEVAY |accoidaniiliee] DHCOP Cllent 1D ® 106D [ 100bt-FD
C 40G-FD
[ set PROMISC DNS Servers: BLANK Peer IP: MNA ) Autonegotiate O 1c00FD
[ set Rx-AllfFCS IP Address: 7.1.3.2 Global IPv6: AUTO ) []10G-FD
[set Bridge Info [P Mask: 255.255.255.0 Link IPv6: AUTO [ Renegotiate [ 2060
_ GatewayP:  [7.1.3.1 IPVE GW: AUTO O s i ] Flow-Control
Services o — [ PROMISC
ClHTTP Alias: MTU: 1500
“OE ] RX-ALL offload
MAC Addr: ea:bd:b2:80:0b:28 TX O Len 1000
- [ Rx-FCS TS0 Enabled
[ Bypass NOW! O Enabled
[]RADIUS Rpt Timer: nediun  (8's) || wiFi Bridge: NONE [~ D) Bypass PowerUp —
[] IPSECClient IPSec GW: IPSec Password: [ Bypass Power-DOWN [ LRO Enabled
VP! ywer-DOWN !
[] IPsec-Upstream  |PSec Local ID.: IPSec Remote ID.: O Bypass Disconnect GRO Enabled
| Brint || Display | | Probe || Sync ‘ ‘ Apply || oK ‘ ‘ Cancel |

M. Create a MAC-VLAN on the management port (or use some other port that can reach the internet). Drag
this into the top virtual router, and configure Netsmith to use it for the default gateway by setting up the Next
Hop and the 0.0.0.0/0 destination. Select NAT as well.

Create/Modify Connection *
Interface-Cost: [1 |
Port 1.4 RIP-Metric: [1 |
OSPF Area: [0.0.0.0 |
Port 1-B: [¥] skip VREP IP;
WanLink: Skip

WRRP Priority:

fries Tk VRRP Interval:

-]
-]
| | VRRP ID:
-]
-]

Port 2-A: [ Skip Next-Hop: [192.168.100.1 |

DHCP Lease Time: Subnets (a.b.c.dbod:

DHCP DNS: [0.0.0.0/q] Il |

DHCP Range Min: | I |

DHCP Range Max: | || |

DHCP Domain: | H |
Next-Hop-Pvs: | |

DHCPvE DNS:
DHCPvE Range Min: | || |
DHCPvE Range Max: | || |
DHCPd Config File: | || |

| |

IPvE Subnets (aaa: 0h:

MNAT [1DHCP [ ] DHCPwE [ Custom DHCP [1wRRP [] cand-RP
| oK | | Cancel




N. When the configuration is completed, Netsmith will look something like this. Apply it, wait a minute to let
everything settle, and move to the next step

Netsmith configuration for Resource: 1f0350-c3b0(1.1) Version: 5.4.2 ~) () (x
Mirtual Routers and Connections =
|
A
& eth1#1
e, I
.etfi ~eth1#0
eth2 rddvRS
] 7.1.3.2/24
Mgt-etho ;df\ém
192.168.100.154/24 i
.-_7___’ —_ =
- —— | 192.168.100.180/24 1
rddvR1 rddwR2
| 7.1.1.1/24 712124
T wlanl
W‘Phyo .\-W\phyl
/
vabO vapl
'U.SB‘I ¥i24 10.1.1.1/24
PASSPOINT(2)
rddR3 | |
¥‘1.2.2f24
1 I [ ]
WanLinks [] Show Legend [¢] Fire IPvds Info Print Sync Apply Close
[v] WanLink Names [v] Port Names Fire Names  [] Zero-Pv4s apply Progress: n Cancel Apply
Peer WanlLinks Parents Col. Domains [ ] IPvés
Netsmith Status:
[¥] WanLink Config

For more information see WiFi Testing: Configuring a Virtual AP with Limited Stations , Virtual Router with NAT
Cookbook , Virtual Router with DHCP Cookbook

5. Start services on the AP system. You need to do this each fime you re-apply Netsmith.

A. First, make sure that /etc/hosts on the AP system matches the IP addresses for the vap0, vap1, and the ocsp
port (as shown in Netsmith). In this example, | added these rows to /etc/hosts:
###LANFORGE-HOSTS-START###
# This section may be over-written by 1f kinstall.pl
127.0.0.1 osu-client.1f0350-c3b0.lanforge.local
10.88.1.1 osu-server.lf0350-c3b0.lanforge.local
127.0.0.1 osu-revoked.1f0350-c3b0.lanforge.local
10.88.1.1 osu-signup.l1f0350-c3b0.lanforge.local
7.1.3.2 ocsp.1£f0350-c3b0.lanforge.local
###LANFORGE-HOSTS-STOP###

###-LE-HOSTAME-NEXT-###
192.168.100.154 1£f0350-c3b0 lanforge-srv

B. Start the Online Certificate Status Protocol (OCSP) script which will restart the OCSP Responder and update
the cache once per minute. It is only required on the VAP or server side of a HotSpot 2.0 R2 network.

Currently you will need to manually clean up old processes if you are re-doing this step.
su - root
cd /home/lanforge
lanforge.profile
vrf_exec.bash rddVR5 ./ocsp.bash > /dev/null 2>sl &

C. Start Apache httpd configured for HS20 on the Osen AP. You may need to manually stop old httpd
processes.
vrf exec.bash vap0 httpd -f /etc/httpd/conf/httpd-hs20.conf

6. This is the start of the Station side configuration. Do these actions on the Station LANforge system.
Create devinfo.xm1 and devdetail.xml files in /nome/lanforge/wifi/osu_wlan2


http://www.candelatech.com/cookbook/wifire/cookbook.php?vol=wifire&book=WiFi+Limited+AP
http://www.candelatech.com/cookbook/wifire/cookbook.php?vol=ice&book=Virtual+Router+with+NAT
http://www.candelatech.com/cookbook/wifire/cookbook.php?vol=ice&book=Virtual+Router+with+DHCP+Service

A. /home/lanforge/wifi/osu_wlan2/devinfo.xml

<DevInfo xmlns="urn:oma:mo:oma-dm-devinfo:1.0">
<DevId>urn:Example:HS20-station:123456</DevId>
<Man>Manufacturer</Man>
<Mod>HS20-station</Mod>
<DmV>1.2</DmV>
<Lang>en</Lang>

</DevInfo>

B. /home/lanforge/wifi/osu_wlan2/devdetail.xml
<DevDetail xmlns="urn:oma:mo:oma-dm-devdetail:1.0">

<Ext>
<org.wi-fi>
<Wi-Fi>
<EAPMethodList>
<EAPMethodl>
<EAPType>13</EAPType>
</EAPMethodl>
<EAPMethod2>
<EAPType>21</EAPType>
<InnerMethod>MS-CHAP-V2</InnerMethod>
</EAPMethod2>
<EAPMethod3>
<EAPType>18</EAPType>
</EAPMethod3>
<EAPMethod4>
<EAPType>23</EAPType>
</EAPMethod4>
<EAPMethod5>
<EAPType>50</EAPType>
</EAPMethod5>
</EAPMethodList>
<ManufacturingCertificate>false</ManufacturingCertificate>
<Wi-FiMACAddress>020102030405</Wi-FiMACAddress>
<IMSI>310026000000000</IMSI>
<IMEI_MEID>imei:490123456789012</IMEI_MEID>
<ClientTriggerRedirectURI>http://localhost:12345/</ClientTriggerRedirectURI>
<Ops>
<launchBrowserToURI></launchBrowserToURI>
<negotiateClientCertTLS></negotiateClientCertTLS>
<getCertificate></getCertificate>
</Ops>
</Wi-Fi>
</org.wi-fi>
</Ext>
<URI>
<MaxDepth>0</MaxDepth>
<MaxTotLen>0</MaxTotLen>
<MaxSegLen>0</MaxSegLen>
</URI>

<DevType>MobilePhone</DevType>

<OEM>Manufacturer</OEM>

<FwV>1.0</FwV>

<Swv>1.0</SwVv>

<HwV>1.0</HwV>

<LrgObj>false</LrgObj>
</DevDetail>

7. Setup wlan2 as the HotSpot 2.0 R2 client.



A. Modify wlan2 on the Port Mgr tab and set the SSID to the OSEN AP's SSID 'ABCD-1234" in this example and set

the authentication to OSEN.

wlan2 (ct523-3n-f20) Configure Settings

Current:

Port Status Information
DOWN LINK-DOWN GRO NONE

Driver Info: Port Type: WIFI-STA Parent: wiphy2

Port Configurables

Enable
[]Set IF Down
[]Set MAC
[]Set TXQLen
[]Set MTU

[] Set Offload

[] Set PROMISC
—Services—
[]HTTP

CIFTP

[]RADIUS
——Low Level —
] PROMISC

[ TSO Enabled
[JUFO Enabled
[] GSO Enabled
[1LRO Enabled
GRO Enabled

l/ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

Down

General Interface Settings

[] Aux-mgt

[ ] DHCP-IPV6 DHCP Release DHCP Vendor ID:
DHCP-IPv4 Secondary-IPs DHCP Client ID:
A

DNS Servers: |BLANK Peer IP:

IP Address: 0.0.0.0 Global IPv6: AUTO

IP Mask: 0.0.0.0 Link IPv6: AUTO

Gateway IP: 0.0.0.0 IPv6 GW: AUTO

Alias: [ wmu: 1500

MAC Addr: 00:03:7f:00:00:00 TXQLen 1000

Rpt Timer: l:l:l WiFi Bridge:
WiFi Settings

SSID: [s5cD-1234 |~]|Ap:  [pEFAULT |

Key/Phrase: | | Mode: [802.11aban-AC [*]

Freg/Channel: 5180/36

Rate: [0S Default

| -

[IwPA []WPA2 OSEN [ | WEP []Disable HT40 [ Disable SGI

| Print || View Details |

| Probe

|| Display Scan || Sync |

aeeiy || ox |

| Cancel

B. In wlan2 Advanced WiFi Settings, select Advanced/802.1x, set Key Management, EAP Identity and CA Cert

File.
wlan2 (ct523-3n-f20) Configure Settings ) () (%
Port Status Information
Current: DOWN LINK-DOWN GRO NONE
Driver Info: Port Type: WIFI-STA Parent: wiphy2
Port Configurables
[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
Advanced WiFi Settings
Select 'WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.
Key Management: [0SEN | +] HESSID:
Pairwise Ciphers: |DEFﬁULT |v| Realm:
Group Ciphers: |DEFﬁULT |v| Client Cert:
WPA PSK: [ | MsI:
EAP Methods: [peFauLT | ] Milenage:
EAP Identity: [osen@lanforge.com | Domain:
EAP Anon Identity: | | Consortium:
EAP Password: Phase-1: [ |
EAP Pin: [ | Phase-2: [ |
Private Key: [ | PK Password: | |
CA Cert File: [lhomelanforge/ota-ca.pem| PAC File: [ |
Network Auth: leee80211w: | | |
[v] Advanced/802.1x [ |Enable 802.11u [ |HotSpot 2.0 []Enable PKC
| Print || View Details | | Probe || Display Scan || Sync | | Apply || oK | | Cancel




C. In wlan2 Misc Configuration, set OCSP to Required.

wlan2 (ct523-3n-f20) Configure Settings

Port Status Information
Current: DOWN LINK-DOWN GRO NONE
Driver Info: Port Type: WIFI-STA Parent: wiphy2

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
More WiFi Settings

OCSP: |Required (2) |V|

Freq-2.4: [urfrfete | Freg-s: [oxefeffee |
AMPDU-Factor: [os pefault | ~| AMPDU-Density: [0S Default [~]
Max-AMSDU: [os Default |~| Bridge-ip: [0.0.0.0 |
X-Coordinate: o | Y-coordinate: [0 |
Z-Coordinate: o |

Post IF-UP Script: LY

[] Custom WPA Cfg WPA Cfg:
[] Scan Hidden [ ]| Allow Migration [ |IBS5 Mode

Restart DHCP on Connect [] skip Portal on Roam [INo Apply DHCP

| Print || View Details | | Probe || Display Scan || Sync | | Apply || oK | | Cancel

D. Admin up wlan2 and it will associate with the OSEN AP and obtain an IP address on the OSEN AP IP network.

8. Initiate Online Sign-Up

A. Some notes about the following command: We use the LD_PRELOAD trick to override the default DNS servers
in the hs20-osu-client program. This means you need to know the DNS ahead of time, and set it with the
NAMESERVER environment variable. A second DNS server could be set as NAMESERVER2. In a terminal
window type the following:
cd /home/lanforge/wifi/osu_wlan2

LD_PRELOAD=/home/lanforge/local/lib/resolvconf-override.so NAMESERVER1=7.1.3.2 \
vrf exec wlan2 ~lanforge/local/hs20/client/hs20-osu-client -x /home/lanforge/local/hs20/spp/spp.xsd -dd -S wlan2 signup



B. Select 'LANforge HS20 Operator' from the Service Provider List.

Hotspot 2.0 client (as superuser)

Select service operator

Select service operator

4‘ leng] LANforge HS20 Operator

[eng] LANforge Example services

BSSID: 00:0e:8e:23:17:48

SsID: ABCD-1234

MAl: osen@lanforge.com

URL: https:jfosu-server.ct523-3n-f20.lanforge localths20/spp.php/signup?realm=ct523-3n-f20 lanforge local
methods: OMA-DM SOAP-XML-SPP

C. Select 'Sign up for free access' from the Online Sign-Up page.

Hotspot 2.0 signup (as superuser)
Sign up for a subscription - ct523-3n-f20.lanforge.local

Sign up for free access

Select a username and password. Leave password empty to get automatically generated and
machine managed password.
Username: | |

Password: | |

| Complete subscription registration |

Enraoll a client certificate




D. Select the Accept button to complete the Online Sign-Up.

Hotspot 2.0 - public and free hotspot (as superuser) ) (A) (x
Hotspot 2.0 - public and free hotspot

Terms and conditions..

Accept

. The wlan2 station will obtain an IP address on the Passpoint AP IP network and should be able to access the

internet

. If wlan2 is reset or reassociates with the OSEN AP, you will have to remove the Service Provider (SP) directory

before attempting the Online Sign-Up again.
cd /home/lanforge/wifi/osu_wlan2
rm -rf SP

. NOTES: We found it very difficult to get all of the details correct in this example. Here are some debug notes

and links to certain files that may help others or ourselves debug this in the future.
A. /etc/hosts on the AP system.

B. /etc/hosts on the Station system.
C. apache_hs20_config.tar.gz configuration files.
D. To debug pem files: openssl x509 -in /home/lanforge/hs20/ca/signup-server.pem -text -noout

Candela Technologies, Inc., 2417 Main Street, Suite 201, Ferndale, WA 98248, USA
www.candelatech.com | sales@candelatech.com | +1.360.380.1618


http://www.candelatech.com/cookbook/wifire/hs20_debug/ap-etc-hosts.txt
http://www.candelatech.com/cookbook/wifire/hs20_debug/sta-etc-hosts.txt
http://www.candelatech.com/cookbook/wifire/hs20_debug/apache_hs20_config.tar.gz
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