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Network Testing and Emulation Solutions

Generating FIP Traffic Between Two Physical ports

Goal: Allow LANforge to simulate a FTP connection within the same system.

This scenario is useful if you wish to generate stateful FTP traffic between two physical ports using a single
LANforge system. You will need two non-management physical ports connected to eachother with a

loopback cable or switch.

1. Configure the physical interfaces. We will set up eth1 as a client and eth2 as a FTP server.
A. Go to the Port Mgr tab and select ethl.

LANforge Manager Version(5.3.4) o (B [
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |
Layer-4 rGeneric rTest Mgr rTest Group rResource Mgr r Event Log rAIerts r Port Mgr rvAP Stations r Messages |
Status r Layer-3 r L3 Endps r WolP/RTP r VoIP/RTP Endps r Armageddon r WanLinks r Attenuators r File-O |
Disp: [192.168.100.133:0.0 || Sniff Packets | |2]| clear counters || Resetport || Delete |
Rpt Timer: |medium (8 s) |V| | Apply | IEI | View Details | | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
" Parent
Port |Pha...| Down IP SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 L] [] |192.168.100.86 |0 eths 99.089 938 S 4,676 284,471 454 2
1.1.1 L] [] [|0.0.0.0 0 etho 0 0 0 0 0 0 0
1.1.2 [ [ ] [0.0.0.0 0 ethl 0 0 0 0 930 11 0
1.1.3 L] [] [0.0.0.0 0 eth2 0 0 0 0 930 11 0
1.1.4 ] [] [0.0.0.0 0 eth3 0 0 0 0 0 0 0
1.1.5 L Ll |0.0.0.0 0 ethd 0 0 0 0 0 0 0
[ I | D]
Logged into: brent-8port:4002 as: Admin
B. Click Modify to configure port eth1.
I eth1 (brent-6port) Configure Settings - o [x
Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO GSO GRO
Driver Info: Port Type: Ethernet Driver: e1000e(3.2.6-k) Bus: 0000:03:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates—
[l set IF Down 8 10bt-HD 10bt-HD
10bt-FD
[[] set MAC [0 Down L] AuxcMgt 3 100bt-HD 10bt-FD
[]set X Q Len ] DHCP-PVSE DHCP Release  DHCP Vendor ID: 8 1885’;@3 100bt-HD
imEsEs [JDHCP-Pv4 | SecondaryPs |DHCP ClientD: fNore |+ 8 o ZEHEESH
[ set offload @ Autonegotiate ¥ 1000-FD
DNS Servers: [BLANK Peer IP: NA Autonegotiate
[] set Rate Info []10G-FD
IP Address: 10.0.0.101/24 Global IPvé: AUTO .
[[] set PROMISC i [ Renegotiate [[] 40G-FD
IP Mask: 0.0.0.0 Link IPv&: AUTO .
[] set Rx-AllfFCS [J Restart Xcwr Flow-Control
Gateway IP: 0.0.0.0 IPvE GW: AUTO ~
[] set Bypass _ [ rPrOMISC
=i Alias: MTU: 1500 [ RXALL Offload
et Bridge Info -A
: MAC Addr: 00:90:0b:38:82:71 | TX Q Len 1000 TS0 Enabled
[] set CPU Mask [ RX-FCS
—Sernvices— NOW! . o
O ¥P o [J LRO Enabled
PU Mask: WiFi Bridge: u [ Bypass Power-DOWN .
[JRaDIUS [] Bypass Disconnect
| Print || View Details ‘ | Probe || Sync | | Apply | OK! Cancel

A. Setthe IP Address t0 10.0.0.101/24.
B. Click OK.
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C. While stillin the Port Mgr tab, select eth2.

LANforge Manager Version(5.3.4) = J{[E1] 3
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |
Layer-4 rGeneric rTest Mgr rTest Group rResource Mgr r Event Log rAIerts r Port Mgr rvAP Stations r Messages |
status | Layer-3 | L3Endps | VolPRTP | VoIPRTPEndps | Armageddon | Wanlinks | Attenuators | Filed0 |
Disp: |192.168.100.133:0.0 | | Sniff Packets | IEI | Clear Counters | | Reset Port | | Delete |
Rpt Timer: |medium (28 s) |V| | Apply | |E| | View Details | | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
. Parent
Port |Pha..|Down IP SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 L] [] [192.168.100.86 [0 eths 594,284 5,695 =) 4,714 1,631,487 2,458 2
1.1.1 O | O [o.o.00 0 |etho 0 0 0 0 0 0 0
1.1.2 0 | O hoooiol 0 |ethl 0 0 0 0 1,630 19 0
1.1.3 1| O o000 0 |ethz 0 0 0 0 950 11 0
1.1.4 O | O [o.0.00 0 |eth3 0 0 0 0 0 0 0
1.1.5 O | O [o.0.00 0 |ethd 0 0 0 0 0 0 0
[ I | D]
Logged into: brent-Sport:4002 as: Admin

D. Click Modify to configure port eth2.
eth2 (brent-6port) Configure Sekttings
Port Status Information
Current: LINK-UP 1000bt-FD AUTO-MEGOTIATE Flow-Control TSO G50 GRO
Driver Info: Port Type: Ethernet Driver: e1000e(3.2.6-k) Bus: 0000:04:00.0 Cur: 2.5GT/s ¥1 Max 2.5GT/s x1
Port Configurables
Enable General Interface Settings Port Rates — Advert Rates—
[] set IF Down 8 10bt-HD 10bt-HD
10bt-FD
[] set MAC [0 Down [ Aux-mgt 3 100bt-HD 10bt-FD
[JsetT™XQLen ] DHCP-IPVE DHCP Release  DHCP Vendor ID: 8 iggg;? 100bt-HD
0 set CIoHcP4Pva [_secondanyis_] bHc clet i Q10550 1005t£D
Set Offload A : 1000-FD
u DNS Servers: [BLANK Peer IP: NA @ Autonegotiate ]
[] set Rate Info [J1o0G-FD
IP Address: 10.0.0.102/24 Global IPvé: AUTO .
[[] Set PROMISC [J Renegotiate [] 40G-FD
IP Mask: 0.0.0.0 Link IPv&: AUTO
[] set Rx-All/FCS [J Restart Xcvr Flow-Control
Gateway IP: 0.0.0.0 IPVE GW: AUTO ~
[] Set Bypass [ PrROMISC
Alias: MTU: 1500 Offload
[] set Eridge Info [ Rx-aLL
MAC Addr: 00:90:0b:38:82:72 | TX Q Len 1000 - TS0 Enabled
] set CPU Mask []RX-FCS |
— Services — > ypass LW ¥l GSO Enabled
[ HTTP AEE TIER mediun (8 s) = Watchdog: I:I:I [ Bypass Power-UP [ LRo Enabled
SZP CPU Mask: :D WiFi Bridge: NONE [~ || Ooypass Power-nown R
DIUS []Bypass Disconnect
| Print || View Details ‘ | Probe || Sync | | Apply || 0K | | Cancel

A. Setfthe IP Address 10 10.0.0.102/24.
B. Enable FTP under Services.

C. Click OK.

2. Create afile for the FTP client to download/upload. This is optional if you already have a file in

mind to test

with, just make sure the file is in /home/Tanforge (the default directory for FTP). Step 3 explains how fo upload

a file from a Windows machine.



A. First, you'll need to open a console on the LANforge system.
A. Log into the machine directly or remotely throughrdesktop. The user/password should be lanforge/lanforge for both
B. Tologin viardesktop type the following command into a console (replace LANforge-IP with the IP of your LANforge
system):
rdesktop LANforge-IP

rdesktop - 192.168.100.86

Module se5Man-Xvne |

Lsername |anforge|
password [+t

K | Cance|| He|p|

C. Log in with user/password lanforge/lanforge.

D. Once you are on the system, a console should already be open. If you don't see a console, go ahead and open
one by clicking the console icon in the top menu bar (shown in the below screenshot).

9 Applications Places System :“ — @,

MATE Terminal

I .o




B. Once you have a console ready, use the below commands to create a small or large file. These files will just
contain random text.

Note: These files will be created in the /home/1anforge directory. This is the default directory used for FTP on
LANforge.
A. Small file (45 KB):
dd if=/dev/urandom of=/home/lanforge/small-file.bin bs=1k count=44

Mate Terminal v (A (X
File Edit View Search Terminal Help

rent-eport ~]1% dd if=/dev/urandom of=/home/lanforge/small-file.bin bs=1k count=44
5 in

(45 kB) copied, ©.0128
rent-6port ~1s

B. Large file (10 MB):
dd if=/dev/urandom of=/home/Tanforge/large-file.bin bs=1k count=10240
i Mate Terminal w) () (X |

File Edit View Search Terminal Help

0+0 records out
¢ tes (10 MB)
rent-6port

3. Opftional: Upload a file to the LANforge system for the FTP client to download/upload. There are multiple
ways to do this, this step will demonstrate the upload using a Windows machine with FileZilla.

A. On your Windows machine, download and install FileZilla. You can download the FileZilla client here:
https://filezilla-project.org/download.php

B. Open FileZilla.


https://filezilla-project.org/download.php

[E=N EoR =<

FileZilla

File Edit ‘iew Transfer Server Bookrmarks Help
4 -|EEER) 2 & ¢ E

Host: tpifif192,168.100.86  Username: lanforge Password; eesssese Port: Quickionnect B

Local site: | CilsershbrenthDownloadsy, -
. g Downloads -
Favaorites I
# Links U
. Local Settings -
Filename’ Filesize Filetype Last modified Filena:"ne Filesize Filetype Last modified Perrnissions
¥ | desktop.ini 282 Configuration ... 5/12/2015 11:50:43..,
[ filedet 47,278,084 Text Document 641572015 0:42:23 ., Mot connected to any server
EFiIeZiIIa_B.ll.U.E... 6,477,032 Application 6/12/2015 3:31:10 ...
< [ | » |4 1 2
Ifiles, Total size: 53,755,398 bytes Mot connected.
Server/Local file Direction  Remnote file Size Priority  Status

Queued files | Failed transfers Successful transfers

Queue: ernpty *e

A. Near the top left in theHost field, enter in the following: sftp://LANforge-IP
(sftp://192.168.100.86 is used in this example).

B. Username: lanforge Password: lanforge.

C. Click Quickconnect.

C. In the left column navigate to your file's directory. Make sure the right column is set fo /home/1anforge

sftpifflanforge@192,168,100.86 - FileZilla =N =R ==
File Edit ‘iew Transfer Server Bookrmarks Help
T = i =*
A- B0 e a® EXTFN
Host: tpifif192,168.100.86  Username: lanforge Password; eesssese Port: B
Status: Connecting to 192,168,100.86... -
Status: Connected to 192,168.100.86
Status: Retrieving directary listing...
Status: Listing directory fhorme/flanforge
Status: Directory listing of "fhome/lanforge” successful
- | Remote site; | fhomeflanforge -
. g Downloads ) ~ |23
Fawarites I =% horme
P Links L [ | lanforge
. Local Settings -
Filename’ Filesize Filetype Last modified Filena:"ne Filesize Filetype Last modified Perrmissio
¥ | desktop.ini 282 Configuration ... 5/12/2015 11:50:43.., J .cache File folder 6/15/2015 9:24:..,  drn-----
[ filedt 47,278,084 Text Docurnent  6/15/2015 3:49:23 ., J «config File folder 67372015 11470, drnor-xe-x
EFiIeZiIIa_B.ll.U.E... 6,477,032 Application 6/12/2015 3:31:10 ... Jdbus File folder 42472015 112, drag-----
J.gnome? File folder 6272015 1158, drng------
< — o [ [ it ”-.”-.MET.-. g -
Ifiles, Total size: 53,755,398 bytes 177 files and 43 directaries, Total size: 78,111 666 bytes
Server/Local file Direction  Remnote file Size Priority  Status
Queued files | Failed transfers Successful transfers
a Queue: ernpty *e

D. To start transferring your file, double click it in the left column. Once the fransfer is complete make sure you



can find it within the right column under /home/1anforge. Your file is now on the LANforge machine!

sttp/flanforge@192,168,100.86 - FileZilla
Eile Edit View Transfer Server Bookmarks Help

d - J0EF cErse=/rn

[E=S Eol

Host: bpe/f192168. 10086 Usernarne:  lanforge Passward:

(e |+

Status: Retrieving directory listing of "fhomeflanforge”... -
Status: Listing directory fhome/flanforge
Status: Directory listing of "fhome/lanforge” successful
Status: Deleting "fhome/flanforge/file.bt” iR
Status: Starting upload of CAUsers\brent\Downloads\file b [}
Status: local:Chlsersibrent\Downloadsifile et == rermote:/homeflanforge/file tt -
Local site: | ChJsers\brent\Downloadsh, - | Remote site: | fhormeflanforge -
[ " Downloads ~ |lz-3/
- o+ Favorites I [ | home
# Links - . lanforge
L0 Local Settings -
Filename, Filesize Filetype Last modified Filena;ne Filesize Filetype Last modified Permissio
i L | do_run_.. i File 6/15/2015 924, -rwg-r--r--
282 Configuration ... 571272013 10530043, | | | etc_cron.., 183 D_CLEAN-.. 6122015100, -roexr-xr-x
/15 [ FileZilla_... 6,477,032 Application 671272015 453, -riv-rov-r--
EFiIeZiIIa_B.ll.U.E... 6,477,032 Application 6/12/2015 8:31:10 ... efind_dflt... 1370 PLFile 67122015 100, -raer-xr-x
ofind_gw... 735 PLFile 61272015 10, -roece-xr-x
= 1004 mr. £ MR An.n T

< | I

| »

4 | LU | e '

Selected 1file, Total size: 47,278,084 bytes

176 files and 43 directories, Total size: 78,108,194 bytes

ServerfLocal file Direction Rermote file

4 sftpi/flanforge@192.168.10...
CihlUserstbrent\Downloads,..  --=>  fhome/flanforge/file.bd

00:00:02 elapsed  00:00:02 1eft  [[NNGOEGS |

28,524,544 bytes (10,9 MiBS5)

Size Status

Priarity

47,278,084 Mormal  Transferring

—lQueued files (1] l Failed transfers l Successful transfers (2) ]

S Queue: 45,1 MR e
4. Create the FTP endpoint.
A. On the Layer 4-7 tab, click Create.
LANforge Manager Version(5.3.2) v () (x
Control Reporting Tear-0ff Info Plugins
‘ Stop All | | Restart Manager | | Refresh ‘ | HELP

File-10 r Layer-4 rGeneric rTest Mgr rTest Group r Resource Mgr r Event Log rAIerts r Port Mgr rMessages |
Status rLayer-B rL3 Endps rVoIPIRTP rVoIPIRTP Endps rArmageddon rWanLinks rAttenuators r Collision-Domains |

L Timer: |defau1t (5 s) |V|Gu| Test Manager |all - | Select All H Start || Stop H Quiesce || Clear |
W |0-200 |v|Go| | Display || Create $| Modify || Batch Modify | | Delete
Layer-4 Endpoints for Selected Test Manager
Name ‘ EID ‘ Type ‘ Status | Total-URLs | URLs/s | Bytes-RD ‘ BytesWR | T Rate (Tf ?n?;? ‘ Rx Rate ?l" f:“ar:? ‘

[ I | [»]

Logged in to: 192.168.100.86:4002 as: Admin

B. Configure the FTP endpoint.




Createf/Modify L4Endpoint = | (=] [

Name: fftp-download | Rpt Timer: Test Manager: |defautt_tm [~
Shelf Resource: 1 (brent-6port) || Port: [2 (thl) |v| 1P Addr: lauTo [~
Endp Name: 0 URLs per 10m: [600 | Max Speed: [znfinite [~]
Quiesce: 3 (35e0) || URL Timeout: DNS Cache Timeout: 60 |~

TFTP Block Size:  |Default (512 B) [+

Proxy Auth Types:  []Basic [ Digest []NTLM
HTTP Compression: [ ] Gzip []Deflate

HTTP Auth Types:  []Basic [] Digest [] G5S-Negotiate [] NTLM

S5L Cert: [ca-bundle.crt |
SMTP-From: [ |
Agent/RCPT-TO: [ |
uL/DL: [pownioad |v| HliPva I IPve

URL: [ftp:Manforge:lanforge@10.0.0.102/largefile.bin |
Source/Dest File:  [fdev/null |

[] Get-URLs-From-File []Authenticate Server []Use-Proxy []Allow-Reuse []Allow-Cache []JEnable 4XX []Show Headers

[]Bind DNS FTP PASY FTP EPSY

| Apply | | OK‘ | BatchCreate | | cancel

A. Name your endpoint ftp-download.

B. Set RptTimerfo fast (1 s)

C. Set Port to ethl.

D. Setf URLs per 10mto 600 (1/sec).

l. Here is a list of common values used for URLS per 10m.

URLsper 10min |Converted
60 1/min
600 l/sec
6000 10/sec
60000 100/sec

E. To download the small file (44KB) created earlier, setURL to:
ftp://lanforge:lanforge@10.0.0.102/small1-file.bin
To download the large file (10MB) created earlier, set URL to:
ftp://1anforge:1anforge@10.0.0.102/1arge-file.bin
Note: The default directory for FTP is /home/Tanforge and the default username/password is lanforge/lanforge. All
files downloaded/uploaded via FTP need to be in /home/Tanforge.

F. Opftional:|f you want to use another file in /home/1anforge you can just change the flename at the end of the
URL.
For example ftp://Tanforge:lanforge@10.0.0.102/1arge-file.bin would be changed to
ftp://lanforge:lanforge@10.0.0.102/your-file-name

G. Set Source/Dest File to /dev/null.
H. Click OK.

5. Start the endpoint and display the graph.

A. In the Layer 4-7 tab, select the connection called ftp-download.

B. Click Start.



LANforge Manager Version(5.3.4) =S
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh ‘ | HELP ‘
Layer-4 rGeneric rTest Mgr rTest Group rResource Mgr rEvent Log rAIerts rPor‘t Mgr rvAP Stations rMessages |
Status r Layer-3 r L3 Endps r VolP/RTP r VolP/RTP Endps r Armageddon r WanLinks r Attenuators r File-0 |
Rpt Timer: ‘default (5 s) |V|Go| Test Manager | Select Al H 5t3ft*| Stop || Quiesce || Clear |
Wiew ‘0-500 |V|Go| | Display || Create || Madify || Batch Modify | ‘ Delete ‘
Layer-4 Endpoints for Selected Test Manager
Name EID Type | Status | TotalURLs | URLS/s | Bytes-RD | Bytes-WR | TxRate (Tf fn?r:? R¥ Rate ?‘lx;:‘ar:?
ftp-download |1.1.2.1  |L4/Gen  |Stopped 0 0 0 0 0 0 0 {

[l Il I [

Logged in to: brent-Sport:4002 as: Admin

C. Select ftp-download and click Display fo see a graph similar fo below.

Layer-4Endpoinkt Ftp-downlead Manager: brent-6port

Endpoint: ftp-download
Port Endpoint 75 10 First RX 165: 10 URL Completec
Te: 32 166 2
Resource: brent-Gport EID: 1.1.2.1 78 12 Avg:82 168 5 Avg:172
- f | Bn 74 nn 164182
Port: ethl Cfg URLsf10m: 600 TEaN Tt
IP: 10.0.0.101 RX Rate: 84.449 Mbps b b
330: 0 420: 1
bps TX: 276.724 Kbps TX Rate: 0 bps 526: 0 676: 0
1098 0 1122 0
Pps Tx: 492 pps URLSs/s: 1 2220 2120
bps RX:  882.636 Mbps URLs Processed: 79 2720 2720
Pps RX 200 Total-ERR: 0 27is 27is
s RX: c s otal-ERR:

p Kpp 1024 1024
Errors: 0 Type: L4/Gen 32 32
65,536 Kps 4] 4]

256 ps 1B DMS Complete
0ps Lo Awvg:0
17.18 Ghps fg:ﬂo 0..0
22,554 Mbps 20
B 64 0
121.072 Khps 178 0
256: 0
256 bps 7] 51z 0
0 bps 1024: 0
2042: 0
17.12 Ghps
22,554 Mbps 2720
131.072 Khps 2715
256 bps 1024
0 bps 32
URLs Processed Tw Throughput Rx Throughput 0
[[]|Pause Display | Print | | Stop | | Refresh | | Modify | | Clear | | Close |

6. Uploading a file from the FTP client to the FTP server.



A. Go to the Layer 4-7 tab and modify the ftp-download endpoint. The below changes will need to be
made:

Create/Modify LAEndpoint -8

Name: |f‘tp—upload | Rpt Timer: fast (1 s) = Test Manager: |defau|t_tm

Shelf; Resource: [1 (brent-6port) | +| Port: [2 (ethi) [~ 1P Addr lauto

Endp Name: 1 URLs per 10m: (600 Max Speed: |InFinite

Quiasce: |3 (3 sec) |v| URL Timeout: (10000 DMS Cache Timeout: |60

TFTP Block Size:  |Default (512 B) [+

Proxy Port: Proxy Server:
Proxy Auth:

Proxy Auth Types:  []Basic [ Digest []NTLM

HTTP Compression: [ ] Gzip []Deflate

HTTP Auth Types:  []Basic [] Digest [] G5S-Negotiate [] NTLM

S5L Cert: [ca-bundle.crt |
SMTP-From: [ |
Agent/RCPTTO: | |
ULDL: |upload |~| Hiipva C1IPvs

URL: [ftp:Manforge:lanforge@10.0.0.102/upload-file |
Source/Dest File: |Iarge-fi|e.bin |

[]Bind DNS FTP PASY FTP EPSY

| Apply | | OK‘ | Batch-Create | | Cancel

[] Get-URLs-From-File []Authenticate Server []Use-Proxy []Allow-Reuse []Allow-Cache []JEnable 4XX []Show Headers

A. Name fo ftp-upload.
B. UL/DL fo Upload.

C. URL to ftp://lanforge:lanforge@10.0.0.102/upload-file. The 'upload-file' flename in this link can be changed if
needed.

D. Source/Dest File to large-file.bin. This can be changed to a preferred file as long as it is ir /home/1anforge (the
default FTP directory).

E. Click OK.

B. Select ftp-upload and click Start.

C. This endpoint will now essentially upload the large-file.bin file in /home/1anforge to the same directory with

a new file name (upload-file in this case). If you select ftp-upload in the Layer 4-7 tab and click Display,
the graph should look similar to the one below.




Layer-4 Endpoint Ftp-uplead Manager: brent-6port

Endpoint: ftp-upload
Port Endpoint B3 12 First RX 22 7 URL Completec
24: 4 22z 2
Resource: brent-Gport EID: 1.1.2.2 BG: 12 Avg:94 224 0 Avg: 266
. % . . B 82.241 e L 220..506
Port: ethl Cfg URLsf10m: 600 hah 3%
14E: 0 Z24: 11
IP: 10.0.0.101 RX Rate: 0 bps e iy
3381 476 3
bps TX: 85.095 Mbps TX Rate: 84.195 Mbps 534: 0 1320 1
1106 0 1244: 0
Pps Tx: 7.08 Kpps URLs/s: il ERELR ] Z2€R.]0
bps RX:  104.297 Kbps URLs Processed: 95 2720 2720
2715 2715
Pps RX: 182 pps Total-ERR: 0
1024 1024
Errors: 0 Type: L4/Gen 32 32
65,536 Kps 4] 4]
256 pp{ B DMS Complete
0ps Lo Awvg:0
17.18 Ghps fg:ﬂo 0..0
22,554 Mbps 20
B 64 0
121.072 Khps 178 0
256: 0
256 bps 51z 0
0 bps 1024: 0
2042: 0
17.12 Ghps
22,554 Mbps 2720
131.072 Khps 2715
256 bps 1024
0 bps 32
URLs Processed Tw Throughput Rx Throughput 0
[[]|Pause Display | Print | | Stop | | Refresh | | Modify | | Clear | | Close |

7. Using SCP, SFTP, and TFTP.

A. Go to the Layer 4-7 tab and modify the ftp-download endpoint. The below changes will need to be
made:

Control Reporting Tear-Off Info Plugins

LANFforge Manager Version(5.3.4)

| Stop All | | Restart Manager |

| Refresh ‘ | HELP ‘

Layer-4 rGeneric rTest Mgr rTest Group rResource Mgr r Event Log rAIerts r Port Mgr rvAP Stations r Messages |

F

Status r Layer-3 r L3 Endps r VolP/RTP r VolP/RTP Endps r Armageddon r WanLinks r Attenuators r File-0 |
Rpt Timer: ‘default (5 s) |V|Go| Test Manager | Select Al || Start || Stop || Quiesce || Clear |
Wiew ‘0-500 |V|Go| | Display || Create || M0d|fy¢| Batch Modify | ‘ Delete ‘
Layer-4 Endpoints for Selected Test Manager
Name EID Type | status | TotalURLs| URLS/s | BytesRD | BytesWR | TxRate |1 hate RxRate |0 Rate
yp vt Vs (1 min) (1 min)
ftp-download |1.1.2.1  |L4/Gen  |Stopped 138 0[1.447.034... 0 0 0| 82,824,960 {
ftp-upload 1.1.2.2 |l4/3en |Stopped 152 0 0[1,698,593...| 83,322,368 0 0 (
[4] Ii | [¥]

Logged in to: brent-Sport:4002 as: Admin

A. Name to ftp-scp for scp orftp-sftp for sftp.

B. For SCP, set the URL to scp://lanforge:lanforge@10.0.0.102/~/small-file.bin. The flename at the end of the link can

be changed to another file in /home/Tanforge.




Create/Modify L4Endpoink = | (=] [

Name: [ftp-scp | Rot Timer: Test Manager: [aefautt_tm [~]
shelf Resource; [1 (brent-6port) | w| Port: [2 (eth1) |v 1P Addn AN [~
Endp Name: 1 URLs per 10m: ,6007 Max Speed: |Iﬂf1mta |v|
Quiesce: s 3 sec) [«] URL Timeout: DNS Cache Timeout: |50 [~]

TFTP Block Size:  |Default (512 B) [~

Proxy Port: Proxy Server:
Proxy Auth:

Proxy Auth Types: [ Basic [ ] Digest [ NTLM

HTTP Compression: [ Gzip [] Deflate

HTTP Auth Types: [ Basic []Digest [] GSS-Negotiate [] NTLM

SSL Cert: [ca-bundle.crt |
SMTP-From: [ |
Agent/RCPT-TO: [ |
UL/DL: [pownioad [~| wiPva CliPve

URL: [sepifflanforge:lanforge@10.0.0.102/~/smallfile.bin |

Source/Dest File:  [idevinull |

[] Get-URLs-From-File [] Authenticate Server []Use-Proxy []Allow-Reuse []Allow-Cache []Enable XX []Show Headers

[ Bind DNS FTP PASY FTP EPSV

| Apply | OK. | Batch-Create | | Cancel

C. Click OK.

D. For SFTP, set the URL to sftp://lanforge:lanforge@10.0.0.102/~/small-file.bin. The filename at the end of the link can
be changed to another file in /home/Tanforge.

I Create/Modify L4Endpoink = | (=] [

Name: |ftp-sftp | Rpt Timer: = Test Manager: |defau|t_tm |v|
shelf Resource; [1 (brent-6port) | w| Port: [2 (eth1) |v 1P Addn AN [~
Endp Name: 1 URLs per 10m: ,6007 Max Speed: |Iﬂf1mta |v|
Quiesce: s 3 sec) [«] URL Timeout: DNS Cache Timeout: |50 [~]

TFTP Block Size:  |Default (512 B) [~

Proxy Port: Proxy Server:
Proxy Auth:

Proxy Auth Types: [ Basic [ ] Digest [ NTLM

HTTP Compression: [ Gzip [] Deflate

HTTP Auth Types: [ Basic []Digest [] GSS-Negotiate [] NTLM

SSL Cert: [ca-bundle.crt |
SMTP-From: [ |
Agent/RCPT-TO: [ |
UL/DL: [pownioad [~| wiPva CliPve

URL: [sftp:lanforge:lanforge@10.0.0.102/~/smallfile.bin |

Source/Dest File:  [idevinull |

[] Get-URLs-From-File [] Authenticate Server []Use-Proxy []Allow-Reuse []Allow-Cache []Enable XX []Show Headers

[ Bind DNS FTP PASY FTP EPSV

| Apply | OKH | Batch-Create | | Cancel

E. Click OK.

B. Select the ftp-scp or ftp-sftp endpoint and click Start.

C. To use TFTP, you will first need to have a TFTP server set up and configured to serve the Layer 4-7 endpoint a
file.



A. Once the serveris set up, use the below configuration to set up a TFTP endpoint.
Note: You will need to provide your own server's IP and file name.

Create/Modify L4AEndpoint

Name: |I4-tftp | Rpt Timer: fast 1s) = Test Manager: |defau|t_tm

Shelf: Resource: ‘1 (brent-Gport) |V| Port: |0 (ethS)(MGT) |v‘ IP Addr: |AUTO

Endp Name: 21 URLs per 10m: (100 Max Speed: |Iﬂf1mta

Quiesce: |3 (3 sec) |V| URL Timeout: (10000 = DNS Cache Timeout: |50

TFTP Block Sze:  |Default (512 B) [~

Froxy Port: Proxy Server:

Proxy Auth:
Proxy Auth Types: [ Basic [] Digest [ NTLM
HTTP Compression: [ Gzip [] Deflate

HTTP Auth Types:  []Basic []Digest [] GS5-Negotiate [] NTLM

SSL Cert: [ca-bundle.crt |
SMTP-From: [ |
Agent/RCPT-TO: [ |
UL/DL: [pownioad [=| P [ 1Pvs

URL: [tftp://192.168.100.93/large-ile.bin |

Source/Dest File:  [idevinull

[] Bind DNS FTP PASY FTP EPSYV

| Apply | | 0K | | Batch-Create | | Cancel |

[] Get-URLs-From-File []Authenticate Server []Use-Proxy []Allow-Reuse []Allow-Cache []Enable £ []Show Headers

|. Set the Port to a port that can talk to the TFTP server. In this case the server was on
the management network so ethO was used.

IIl. URLs per 10m was left at the default 100, this can be set higher or lower
depending on how often the file should be downloaded.

lIl. Set URL to tftp://server-IP/filename.

V. Source/Dest File can be /dev/null.
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