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TECHNOLOGIES Network Testing and Emulation Solutions

Install LANforge on ESXi Server (Version 8)

Goal: Install LANforge on an ESXI Server, and confirm DHCP can be served over VLANs.

In this test scenario, we use a system compatible with ESXi version 8. ESXi version 8 can run 2 lanforge VMs
on 2 different VLANs, host DHCP on one VLAN, and acquire DHCP leases on the other VLAN through a
WANIink. This outlines expected behavior and uses cases for VLANs and WANIinks between LANforge and
ESXi version 8. Requires LANforge version 5.3.5 or higher.

1. Configuring ESXi Server ver. 8.02

A. This scenario was built upon ESXi 8.02 build 23305546, using a CT-525 with a 4 port 1g nic as well as an
accompanying TPLink SG105E Smart Switch.

B. Log info TPLink SG105E 5 port Smart Switch (usually defaults fo 192.168.0.1). Assign ports 2 and 3 to a VLAN,
name 8 with ID 8. Assign ports 4 and 5 to a VLAN, name 9 with ID 9. Port 1 will be the assigned frunk port.

C. In ESXi, create 3 vSwitches. vSwitchO, vSwitch8, vSwitch9. vSwitchO should have been created and
configured by default as the management switch. vSwtich8 connects to ports 1 and 2 on the host port, this
corresponds o vmnic8 and vmnic?. vSwtich? connects to ports 3 and 4 on the host port, which corresponds
to vmnic 10 and 11. Vmnic numbers may vary.

D. vSwitchO
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E. vSwitch8
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F. vSwitch9
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G. Next, create 2 port groups. First port group named VLAN8 with an ID of 8, assign vSwitch8 to it, inherit all
settings from vSwitch8.
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H. Create another port group named VLAN?, with an ID of 9, assign vSiwtch? to it as well,

vSwitch?9.
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I. Create a LANforge VM.
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J. Install Fedora and then LANforge on the VM. See also: Ifserver install.

K. After successful VM creation and Fedora 34 install, power off the VM.

L. Add network ports to the VM for VLAN8 and VLANY.

2. Open the terminal and type: vim /etc/sysctl.conf
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sysctl settings are defined through files in
fusr/lib/sysctl.d/, /run/sysctl.d/, and /etc/sysctl.d/.

Vendors settings live in fusr/lib/sysctl.d/.

To override a whole file, create a new file with the same in
Jetc/sysctl.d/ and put new settings there. To override

only specific settings, add a file with a lexically later
name in /fetc/sysctl.d/ and put new seitings there.

#
#
#
E
#
#
#
=
#
#

For more information, see sysctl.conf(5) and sysctl.d(5).

sctl.conf" [readonly] 11L, 479B

3. Here, at the bottom of this file, we will add this line: net.ipv4.conf.br0.proxy_arp=1, this will keep proxy arps
consistent across reboofs.

4. Finally, run the command: sysctl -p fo force reload system settings.
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5. Open LANforge GUI, and in Netsmith tab, right click -> new bridge.

6. Uncheck DHCP option for bridge, name it br0.



Netsmith configuration for Resource: vm-6c95(1.1) Version: 5.4.8 ~) (&) (x
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A.

Netsmith Status:

Apply and Sync in Netsmith.
B. In Port Mgr tab, double click the the newly created bridge (in this example, it is br0).
Make sure DHCP is unchecked, and all Gateway, IP, DNS are set to 0.0.0.0.

At the bofttom, underneath the buttons that say Add Ports and Remove Ports, type eth1 and press enter,
then eth2.



E. Click "Add Ports™, Click Apply, then Sync. Once eth1 and eth2 show up under configured as well as current
ports, then close the bridge editing tab.

) ANforge Ma el on(5.4.8) o bl J(x
a bro (vm-6c95) Configure Settings v) (~) (x
Port Status Information
C Current: LINK-UP TS0 GS0O GRO
. Drivar Info: Bridge Driver: bridge Bus: N/A Firmwarae: NI&
Port Configurables
_| ( standard Cenfiguration | Extended Config |
. s;";::: General Interface Settings [ Spanning-Tree
[JDown [] Aux-Mgt DHCP Hostname: O 300
= []SetT®0 Len Aging Time: -
q| Qseern [IDHCP4PVvE  [7] DHCP Release  DHCP Vendor ID: Bridge Priority. 32768 -
i [] et Offlaad [IDHCPIPv4 | SecondaryPs | DHCP Client ID: Max Age: 20 -
[]setBridgeinfe g gorvers:  [BLANK Peer IP: NA Hello Time: 5 -
IP Address:  [0.0.0.0 Global IPv6: [auTo Forwarding Delay: |15 =
IP Mask: [0.0.0.0 Link IPvS: [auTo
Gateway IP:  [0.0.0.0 IPVE GW: [auTo
Alias: [ MTU: 1500
MAC Addr: 00:0c:29:72:6c:9f | TX Q Len 1000
medium (8 s) |w| WiFi Bridge: NONE -
Services IPSec Password:
[] e PSec Local ID IPSec Remote ID.
FTE
o Bridge Information Remove Farts
[l Ows Configured Ports | Current Ports
[] raDiUS ethl ethl | Add Ports |
[] IPSEC-Client eth2 eth2
[] 1Psec-Upstream :::!
i
Lo

| Print ” Display | | Probe || sync | | Apply || oK | | cancel |

F. In Port Mgr, there will be no IP's showing up here. This is because we're simply redirecting traffic from one
VLAN fo the next VLAN. If we want IP's here, we need to make a redirect device to spawn off some IP's.

LANforge Manager Version(5.4.8) V) () (x
Contral Reporting Windows Info Tests

Chamber View | Stop All | | Restart Manager | | Refresh | | HELP
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Port | @| T | Parent Dev| Alias IP ‘ bps RX | bps TX | TX-Rate | RX-Rate | Mode| DHCP (ms)| MTU ‘ MAC Port Type
1.1.0 eth0 192.168.98.193 20,250 518,49210 Gbps (10 Gbps 01500 [00:0c:29:7a:6c:95  Ethernet
1.1.1 ethl 0.0.0.0 64,384 64,39010 Gbps |10 Gbps 0/1500 |(00:0c:29:7a:6c:9F  Ethernet
1.1.2 eth2 0.0.0.0 64,446 64,44210 Gbps |10 Gbps 01500 [00:0c:29:7a:6c:a8 Ethernet
Li.3 br0  0.0.0.0 0 00 0 01500 00:0c:29:7a:6c:9f  Bridge

7. Have devices (on VLAN9) request DHCP from the server so we can see DHCP crossing through LANforge.

8. Highlight the downstream port, eth2, and click sniff packets. Here, we are looking for signs of a DHCP Request
and a DHCP ACK external to this virtual lanforge.



LANforge Manager Version(5.4.8) vl (Al (x
Control Reporting Windows Info Tests
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10 eth0 192.168.98.193 53,370 2,864,... 10 Gbps |10 Gbps Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
.11 ethl 0.0.0.0 28,116 28,02610 Gbps |10 Gbps o = ' T = =3
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(WReply a display filter ... <Ctri-/> =)+
No. Time Source Destination Protocol Lengtr Info =
31 4.126201851  6.0.0.0 255.255.255.255 DHCP 342 DHCP Request - Transaction ID Oxc3b2ci69
32 4.126219651  ©.0.0.0 255.255,255.255 DHCP 342 DHCP Request - Transaction ID ©xc3b2c189
33 4.130576471  172.16.6.1 172.16.6.34 DHCP 342 DHCP ACK - Transaction ID @xc3b2c169
34 4,133424569 172.16.0.1 172.16.0.34 DHCP 342 DHCP ACK - Transaction ID @xc3b2c109
35 4.207835525  6.0.8.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID ©x74bBed57
36 4.207881226  6.0.0.0 255,255, 255.255 DHCP 342 DHCP Discover - Transaction ID ©x74b6e4S7
37 4.288051120  :: 102::16 ICHPYE 90 Multicast Listener Report Message v2
38 4.288095402  :: 102::16 ICKPVE 96 Multicast Listener Report Message v2
39 4.459423107 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID ©x2398516¢c
40 4.459442077  ©.0.0.0 255.255,255. 255 DHCP 342 DHCP Discover - Transaction ID 0x2398516¢
41 4.600524475  172.16.8.1 172.16.6.35 DHCP 342 DHCP Offer - Transaction ID ©x7568197f
42 4.691520399 6.0.0.0 255.255.255.255 DHCP 342 DHCP Request - Transaction ID ©x7508197f
43 4.691536630  ©.0.0.0 255.255.255.255 DHCP 342 DHCP Request - Transaction ID Ox7568197f
44 4.608360854  172.16.8.1 172.16.6.35 DHCP 342 DHCP ACK - Transaction ID 0x7508197
45 4.704608739 172.16.8.1 172.16.0.35 DHCP 342 DHCP ACK - Transaction ID ©x7568197f
46 4.891189048  172.16.0.1 172.16.0.32 DHCP 342 DHCP Offer - Transaction ID Oxf72f592p
k 47 4.892188362 0.0.0.0 255.255.255.255 DHCP 342 DHCP Request - Transaction ID ©xf72f592b
48 4.892211013  6.0.0.0 255.255.255.255 DHCP 342 DHCP Request - Transaction ID Oxf72f5920
49 4.899102070  172.16.8.1 172.16.0.32 DHCP 342 DHCP ACK - Transaction ID @xf72f592b =
‘ »
4 + Frame 1: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface eth2, id 8
- w - } Ethernet II, Src: PCEngines 5e:06:fd (83:0d:b9:5e:06:7d), Dst: PCEngines 5a:7b:fe (80:0d:bd:5a:7b:fe)
Logged in to: localhost:4002 as: Admin + Internet Protocol Version 4, Src: 172.16.0.1, Dst: 172.16.0.35
+ Transmission Control Protocol, Src Port: 33083, Dst Port: 33064, Seq: 1, Ack: 1, Len: 1443
+ LANforge Traffic Generator
@ 7 wireshark_eth23EQEW2.pcapng Packets: 64 - Dropped: 0 (0.0%) Profile: Default

A. Verify fraffic flow with the ping command. Use external IPs to the virtual LANForge, because fraffic originating
within LANforge will only give a partial network traffic route between VLANs. Ping -1 172.16.0.1 172.16.0.32.

9. If we are not seeing anything relating to DHCP on wireshark, then check the VLAN configuration in ESXi.
Neither VLAN should be configured with EST or VGT tagging modes. (VLAN IDs need to be between 1 and
4094).

10. When sefting VLAN IDs to [0] you set the vSwitch to External Switch Tagging mode. When setfting the VLAN IDs
to [4095] you set the vSwitch to Virtual Guest Tagging mode. Please set the VLAN IDs to the corresponding
incoming VLAN ID's. This sets the vSwitches o Virtual Switch Tagging mode. In our lab testing, an external
switch was used and two tagged ports were created, one containing VLAN 8 and one containing VLAN 9. In
ESXi, these port groups should be ID'd the same, 8 and 9.

11. Verify upstream and downstream ports.

A. Verify upstream port (this is eth2, on the QVLAN9 network) in LANforge with “sudo tcpdump -ni eth2’, the
interface for the upstream port can be addtionally verified in ESXi under Networking -> Port Groups -> VLANS.
vSwitch topology will show VM's the VLAN services, including the MAC ADDR of the upstream port, as well as
the physical adapters on the otherside of the topology.

B. Verify downstream port (this is eth1 infroducing DHCP to the LANforge and on the VLAN8 network), with
“sudo tcpdump -ni eth1’, the interface for the upstream port can be addtionally verified in ESXi under
Networking -> Port Groups -> VLAN®. This is a similar process as the previous step.
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