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Network Testing and Emulation Solutions

Set up an SSH-tunnel on Windows, Linux, or Mac

Goal: Connect to a LANforge Linux system via a compressed tunnel connection

When connecting fo
your remote LANforge
hardware (presumably
accessible over a VPN)
you will notice poor
response time and lag
in your LANforge GUI or
your VNC connection.
Many VPN connections
are based on UDP
protocols and packet
loss might be affecting
your connection
quality. Below we
explain how to set up
SSH tunnels that
increase the quality of
your connection.
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A. Forwarding a Single Port

A. The ssh option -L is takes an argument local-port:remote-ip:remote-port. The remofe-ip parameter does not have to
match the destination host (but it may). VNC display :1 uses the port 5207. When VNC is inlocalhost mode, it binds to
127.0.0.1:5901.
The /ocal-port parameter is the port on the local computer. It probably won't correspond to the remote port.
The resulting command looks like: ssh -L 5900:71ocalhost:5901 user@remotehost .
When connecting a VNC browser to localhost.0 (or localhost::5200) it will forward packets toremotehost, and the
SSH service on remotehost will forward them to the localhost:5901 port.If you are forwarding multiple LANforge VNC
ports to your laptop, you will want to make a plan for what local ports you want to use.
Multiple remote VNC sessions would be forwarded using multiple ssh sessions:

$ ssh -CnNL 5901:localhost:5901 lanforge@ct523c-8a33 « ﬁ
i
$ ssh -CnNL 5902:1localhost:5901 lanforge@ct523c-£fc30 « ﬁ
i
$ ssh -CnNL 5903:1localhost:5901 lanforge@ct52l1la-110b « ﬁ
$ ssh -CnNL 5904:localhost:5901 lanforge@ct523-3231 <« ﬁ
[ 1 \
Using the above set of commands, you can connect your VNC viewers multiple X11 display ports on your laptop:
localhost:1
localhost:2
localhost:3
localhost:4

8. Other SSH Parameters
124 _a'l.tas FreyaTunngl: ssh -CnNv -

anforge@192.168.92.1

l. -C: Requests compression of data. This is desirable for slower connections.
Recommended.

Il. -n:redirects stdin from /dev/nul1. Required when SSH is running in the background.
lIl. -N: do not execute a remote command, useful when forwarding ports.
IV. -v: Verbose mode. Causes SSH to print debugging messages about its progress.

V. -L local-ip:local-port:remote-host:remote-port.
Use this flag multiple fimes to forward multiple ports with one command.

VI. Usually the -L forward uses three parameters, as seen above. Ask support if you
need to forward a remote port to only one of your laptop network interfaces.

For more information see Please visit the SSH man page for further flags and switches

B. Multiple Forwards to One Host

A. SSH can support multiple port forward per remote host.
ssh -L Tocalport:ipaddress:remoteport user@remotehost .
Below are ports that you probably want to forward:

I. 4001 -- perl scripts use this for ascii connection to LANforge server
Il. 4002 -- GUI uses this for binary connection to LANforge server

ll. 5901 -- VNC port for display :1

V. 8080 -- REST API port provided by remote GUI

B. These can be combined into multiple command line arguments. The example below forwards all LANforge ports to
your laptop:

$ ssh -CnNv -L 4001:localhost:4001 \ Al
-L 4002:localhost:4002 \
-L 5900:localhost:5901 \
user@l 8.100.1

5l

Notice that in a secure VNC and secured LANforge configuration, this will forward the remote hosts localhost bound
ports to your laptop.
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C. Indirect Host Access

A. Your laptop might not have direct ssh access to the LANforge machine Instead, you might have ssh access a
gateway or jump hostmachine that is a firewall between the LANforge and your laptop. This can present itself in two
ways:

a ) you can ssh to the jump host, but not beyond it
b ) you cannot ssh to the firewall, but it provides port forwards for LANforge services

B. You can ssh to a jump host
I. You sfill need to know what the remote LANforge IP is.

[I. Your ssh command would look like:

lIl. ssh -CnN -L4001:1anforgeip:4001 user@jumphost

C. You cannof sshto the firewall
In this case, ssh will not be useful You will have to point the GUI or python script on your laptop to the remote port on
the firewall.

I. The firewall forwards port 34002 to Tanforge-1:4002
ll. Connect your GUI to firewall:34002

lIl. Your firewall administrator will need to share the port forwards on the firewall.

D. Updating your shell aliases
A. From the computer that you are trying fo connect your SSH tunnel from, open the .bashrc file from /home/user/.
The .bashrc file can be opened viagedit, vim, or nano. This .bashrc file is where the alias will be setup to properly
invoke your ssh.
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B. Once the .bashrc file is open, type in your alias in any blank spot (that is not within another for-loop or definition).
C. Further example ssh aliases include:

124 alias FreyaTunnel="ssh - v -L 5903:192.168.92.13:5901 -L 4131:192.168.92.13:4001 -L 4132:192.168.92.13:4002

I. alias FreyaTunnel="ssh -CnNv -L 5903:192.168.0.6:5901 \
-L 4131:192.168.0.6:4001 \
-L 4132:192.168.0.6:4002 \
Tanforge@192.168.0.6"

[I. alias SaTltTunnel="ssh -CnN -L 4001:192.168.200.18:4001 salt@10.253.1.6"

D. After editing your .bashrc file, source the file to apply the changes:

bashrc uj

E. In order for our machine to remember certain passwords and access configurations, some additional edits in the ssh
config file.This will be in your ,,~/.ssh/config file (or $HOME/.ssh/config,,).



E.

A.

SSH Keys

A. The ssh connection might require an ssh key. This means that one needs to be generated. The private key and public
key of the key pair must be saved to the local computer. The public key of the pair should be copied to the remote
computer.

B. Add your SSH key to the device being forwarded. Finally, add your public key that you generated earlier via SSH.
This can be done by typing in ssh-copy-id user@ipaddress (see below example).

/bin/
any th

y-id: (
install the
Number of key(s) ad

Now try logging into the machine, with:
and check to mak re that only the

C. Once the dliasis added to .bashrc file and the ssh key is added to the remote device, open any terminal and simply
type in the alias name. This will initiate the tunnel. For example, "FreyaTunnel" in this example would be the alias
typed into any terminal. This should incur an instance of your tunnel.

Windows SSH tunnel Setup

There are many ways to set up an SSH tunnel, however, this cookbook will utilize PuTTy.

Download PuTTY

PuTTY is an SSH and telnet client, developed originally by Simon Tatham for the Windows platform. PuTTY is open source software that is available with
source code and is developed and supported by a group of volunteers.

You can download PuTTY here.

Once PUTTY is downloaded, configure the SSH connection before adding the tunnel. For more information
see Connecting with PuTTy.

Once your session is setup, select your session that was just saved from the last cookbook, then on the left-
hand panel, select Connection -> SSH -> Tunnels.

%R PUTTY Configuration X

Category:

: ‘. Features ~ Options controlling SSH port forwarding
=-Window

' - Appearance
- Behaviour |:| Local ports accept connections from other hosts
-- Translation [|Remote ports do the same (SSH-2 only)

- Selection
. ~Colours
&=l Connection 15904 1921680145901
- Data
- Proxy
- Telnet
- Rlogin
=-SSH Source port 5904 - Add

- Kex
- Hostkeys Destination 192.168.0.14:5901 |

- Cipher @) Local () Remote () Dynamic

A @ Auto OlPva OPve

~TTY
%11

- Tunnels

- Bugs

- More bugs

- Serial W

Port forwarding

Forwarded ports: Remove

Add new forwarded port

About Open Cancel
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D. After sefting up the tunnel, select SSH and enable compression. This will ensure that the funnel uses data

compression.

E® PUTTY Configuration >
Category:
[=-Session | Options controlling SSH connections |
- Lo.ggmg Data to send to the server
= Terminal
- Keyboard Remote command:
.. Bell | |
- Features
=-Window Protocol options
----gpﬁea.rance [ |Don'tstart a shell or command at all
- Behaviour
- Translation [“]Enable compression
.. Selection SSH protocol version:
- Colours @2 {1 (INSECURE)
—|-Connection
= . Dats Sharing an 558H connection between PuTTY tools
- Proxy [ ]Share SSH connections if possible
TE'”?t Permitted roles in a shared connection:
[] m [] Upstream (connecting to the real server)
5. Kex [] Downstream (connecting to the upstream PuTTY)
Host keys
- Cipher
- Auth
- TTY
----- x

E. Once all the settings desired are configured, select Session, highlight the session again in Saved Sessions and
hit Save for the new session settings. This will make sure that the next time logged in will include all the settings

here.
ER PUTTY Configuration >
Category:
5--Session | Basic options for your PuTTY session |
i Logging ) .
& Terminal Specify the destination you want to connect to
- Keyboard Host Name (or IP address) Port
- Bell 192168 92 14 |22 |
E_}ﬁ'i'nze;:ures Connection type:
. Appearance () Raw () Telnet ( JRlogin (@ SSH () Serial
EEha“l'iU.“" Load. save or delete a stored session
- Translation
. Selection Savgd Sessions
.. Colours |Gen|aSSH |
E)-Connection Default Settings
Daa S ———
- Proxy fs1
- Telnet Save
- Rlogin Delete
[+-3SH
- Serial
Close window on exit:
() Always () Never {®) Only on clean exit

F. Now, the session is saved and can be opened by clicking Open
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