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TECHNOLOGIES Network Testing and Emulation Solutions

All LANforge-FIRE Cookbooks

The LANforge-FIRE Cookbook provides a set of high-level examples of how to setup useful test scenarios in
LANforge-FIRE for fraffic generation. Each example intends to give the reader a brief infroduction to the test
scenario and a set of step-by-step instructions on how to use the LANforge-GUI to configure the test.

All of the following examples will work on Linux systems running the LANforge software with the LANforge kernel
and a sufficient license. If you are running another Linux kernel, you will not be able to exactly duplicate some of
the examples, but there are usually work-arounds available to assist you. Please contact us at
support@candelatech.com if you have any questions.

If you are using the Windows version of LANforge, you will have to modify ports using the Windows
ufilities. Everything else should work approximately the same, but the performance is limited to 10Mbps speeds.

LANforge-FIRE Traffic Generation
Before attempting the examples below, ensure that you have successfully followed these software installation

guides:

e |LANforge-GUI Installation

e LANforge Server Installation

It is also recommended that you back up your current running LANforge Server database so that you may safely
return to your current operating state.


http://www.candelatech.com/
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All LANforge-FIRE Cookbook Examples

Chamber View: Dataplane test on 10G switched network

pu—

Switched Network Testing
Routed Network Testing
Firewall Testing

Webserver Testing

Infroduction to Layer 4-7 Traffic
Scripted Cable Modem Testing
DSLAM Testing

VolIP Testing

© v © N o 0 A~ W N

Armageddon Testing (Accelerated UDP testing)

. Armageddon Testing with Random MAC Addresses
. Scripted Layer-3 Test (RFC-2544)

. Scripted Armageddon Test (RFC-2544)

. 5000 TCP Connections on unique IP addresses

. Multiple Thousands of TCP Connections

. Multiple Thousands of UDP Connections

. Layer-3 UDP Traffic Generator

. Armageddon Random MAC Generation

. Dual Windows Host Layer 3 Testing

. File 10 Endpoint Testing

. Providing HTTP service on a Port

. Generating FTP Traffic Between Two Physical Ports
. Table Report Builder

. Displaying Sequence Gaps

. Scalability Testing with NFS File-lO

. Using the Port Monitor

. Create Test Scripts With the Realm Class

. Create Layer 4 Test Scripts With Python

. Create Generic Test Scripts With Python

. Layer 4 Upload Test

. Install and Configure LANforge VMs on ESXi Server 8

Use Dataplane to test throughput and latency at different packet sizes
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Goal: Setup and run a Dataplane test for an Ethernet network using two 10G LANforge

systems.

In this test scenario, we use a system similar to the LANforge CT503-10g. The DUT is ooe

just a looped-back Ethernet cable. A real-world use of this test in the lab might

have the DUT be a router, firewall, switch, or LAN. A field deployment could have |/él |

one LANforge system at two different end points of a Wide Area Network. This

feature requires LANforge version 5.4.1 or higher.

System Under
Test

S =

Switch

1. Use Chamber View to launch Dataplane test.

LANforge FIRE

LANforge GUI

[
= el

LANforge FIRE

Q_

System
Under Test

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. You are welcome to
build a scenario, but for this particular test, a scenario is not required.

Chamber View w) () (%
Scenario Configuration = Manage
:3\ Scenarios
- TF1 F2 Apply Scenario
Tests:
Dataplane =
Snap Report
q] 1 I DN
Show External CX Show LANforge Shaow RSS!
Show Internal CX Show DUT Show Bps = || Print | | Syne | | [Appiy | | Build Scenario
Show Attenuators [] show Inactive DUT Apply Motion
Show WiFi Connections Show Device Profiles
Show Hidden Chambers Show Traffic Profiles [l Pause Path



http://www.candelatech.com/ct503-10G_product.php

B. Select the Dataplane test and click Run Test. You should see the Dataplane Test configuration window pop
up. It willremember the last configuration for most fields. Select the two 10G ports and the combinations of
fraffic types and packet sizes you wish fo send:

Dataplane Test >) (o) (x
Settings | Advanced Configuration r Report Configuration |
Selected DUT: | |V| Duration: ‘15 sec (15 s) |V|
Downstream/WiFi Port: |l.2.2 ethz |v| Upstream Port: ‘1.2‘3 eth3 |v|
Rate: |lngbps |v| Opposite Rate: ‘Sﬁkbps |v|
Path Loss:
Channels Mode Packet Size Custom Packet Sizes
AUTO [«] [Atte [« [60
No-Change = (802.11a 142
1 802.11b =| |256
2 802.11g 512
3 802.11abg || |L024
4 802.11abgn MTU
5 |_[|802.11bgn __||4000
5] =||802.11bg | |9000
Spatial Streams Security Bandwidth
AUTO AUTO AUTO
1 Open 20
2 40
3 80
4 160
Traffic Type Attenuator 1: Attenuator 2: Turntable
UDP ‘
TCP -
Er U P12 F3 W4 P12 3 #4

¥s e 7 Ve ¥s [F6 7 e

Direction
DUT Transmit
DUT Receive

[] another lteration

[]Pause

C. You can select some details about how the report is generated on the 'Report Configuration' screen. In this
case Low Level statistics is selected so that the on-wire (including IP, UDP, and Ethernet header) is reported:

Dataplane Test

rSettings rAduanced Configuration f"Report Configuration |

Show Events

[[] show 3s Bps Averages
Show Goodput Graphs
Show Bar Graph Labels
Min RSSI Bounds:

Graph Background Color:
Operator Information:
Report Location:

w ”~ 4

[]Show Log Entries

[[] Auto Save Report

Show 1m Bps Averages Show Realtime Chart

Show Low-Level Graphs

-150

OXEQECF8 |

|v| Max RSSI Bounds:

Motes to be added near the top of the report:

4[]

[] Another Iteration

[1Pause

ncel




D. When the configuration is complete, click the Start button (which will change to 'Stop' once start is clicked)
to start the test. An interactive report window will be created and will be updated as the test runs.

Dataplane Test >) (=) (x

Settings rAdvanced Configuration rRepon Configuration rRepUrt T ‘

Realtime Graph shows summary download and upload RX Goodput rate of connections created by this test, Goodput does not include Ethernet, IP, UDP/TCP
header overhead,

Realtime Throughput

5,000
4,500
4,000

3,500
r
& 3,000 —
a

£ 2,500 3
E 2,000
1,500
1,000
500
0
13:21:40 13:21:45 13:21:50 b= Re-l= ) 13:22:00
Date
— Upload RX bps — Download RX bps
Test Information
Message
Starting dataplane test with: 5 iterations. |
Running connection _A-2,3-2.2 for 6,999 5 i L}
Dataplane Test Verbosity: Close Sawe HTML Save PDF
01234567 8 91011

[] Another lteration []Pause

E. When the festis complete, click the Save HTML button to save an HTML report and generate the PDF. The
PDF file will be linked from the HTML page. You can also click 'Save PDF' and the browser will be directed to
open the pdf file directly. Please see this example 10G Dataplane Report.

Generating Traffic to a Switched Network

Goal: Set up and run traffic on a flat network.
In this test scenario, LANforge-FIRE is used to generate traffic between two ports on the

same subnet (switch) in order to test throughput. =
Test | LANforge FIRE | —J

LANforge GUI

|
= - |
Switch - = = = = = ﬁ

LANforge FIRE

|

System
Under Test

1. Connect two available data generating ports of your LANforge server to the DUT. In this example, the DUT is
a swiftch.

2. Set up the LANforge ports so that they have valid IP addresses. This example uses static IP addresses, but you


http://www.candelatech.com/examples/fire-dataplane-report-2020-03-18-01-21-36.pdf

can also use DHCP if your network supports that.
A. Go to the Port Manager

LANforge Manager Version(5.3.6) v) (2) (x
Control Reporting Tear-Off Info Plugins
(S| (oo
Layer-4 | Generic | Test Mgr |  Test Group | Resource Mgr | Event Log | Alerts [ Port Mgr | vAP Stations rtiessages |
Status | layer3 | L3Endps | VolP/RTP_ | VoIPRTP Endps | Armageddon | Wanlinks | Attenustors | Filedo |
Disp: [192.166.100.23%:0 | | sniff Packets | [2][ Clear Counters |[ ResetPort |[ Delete |
Rpt Timer: |med1um (8 5) |'| ‘ Apply ‘ E | View Details | | Create ‘ | Modify | | Batch Medify |
All Ethernet Interfaces (Ports) for all Resources.
. Parent|
Port |Pha...| Down P SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 L] L] 182.168.100.103|0 eth0 49,388 412 4 4,192 184,397 233 2
LT [] [] 0.0.0.0 4] ethl 0 0 0 0 0 0 0
11.2 ] ] 0.0.0.0 a eth2 1] 1] 0 0 70 1 0
1.1.3 L] L] 0.0.0.0 4] eth3 70 1 0 5 0 0 0
1.1.4 L] L] 0.0.0.0 8] ethd 70 1 0 5 0 0 0
1.1.5 L] L] 0.0.0.0 o] eths 0 0 0 0 70 1 0
[4] i I [
Logged into: 192,168.100.103:4002 as: Admin




B. Modify port for Endpoint A (eth2)

eth2 (jw2) Configure Settings

&

Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE TSO G50 GRO
Driver Info: Port Type: Ethernet Driver: igb(5.4.0-k) Bus: 0000:02:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates —
[]Set IF Down 8 10bt-HD 10bt-HD
! 10bt-FD
[[]set MAC O oown [ Aux-Mgt 3 100bt-HD 10bt-FD
[dset X Q Len CIDHCP-PVE [¢]DHCP Release  DHCP Vendor ID: 8 %885’3}? 100bt-HD
2 set b CloHcespva [_secondanyPs_| OHeP clent — I
[]5et Offload ol 1000-FD
DNS Servers: [BLANK Peer IP: NA ® Autoneqotiate
[] set Rate Info []10GFD
IP Address: 10.1.1.102 Global IPvE: AUTO .
[]set PROMISC ) O Renegpotiate [] 40GFD
IP Mask: 255.255.255.0 Link IPv6: AUTO .
[] set Re-AllFCS [ Restart Xcur Flow-Control
Gateway IP: 0.0.0.0 IPvE GW: AUTO N
[ set Bypass ] ] PROMISC
0O i : Alias: MTU: 1500 ] REALL —— Offload
Set Bridge Info -Al
Y MAC Addr: 00:30:18:c¢:5b:d2 | TX Q Len 1000 TS0 Enabled
[[]set CPU Mask [JRx-FCs
— Senvices — - Bypass NOW! -
| i W E GSO Enabled
[CIHTTP D TR mediun (8 s) : Watchdog: I:D [ Bypass Power-UP O] LRO Enabled
FTP CPU Mask: I:D WiFi Bridge: WONE swer-DOWN )
O as iFi Bridge [~]| C1Bypass PowernowN o Sl
[Irabius [J Bypass Disconnect
| Print ‘ | View Details | | Probe | | Sync | | @ | | QK | ‘ Cancel




C. Modify port for Endpoint B (eth3)

eth3 (jw2) Configure Settings >) (&) (X
Port Status Information b
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE PROMISC
Driver Info: Port Type: Ethernet Driver: igb(5.4.0-k) Bus: 0000:0b:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s xl
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates —
[]Set IF Down 8 10bt-HD 10bt-HD
: 10bt-FD
[[]set MAC O oown [ Aux-Mgt 3 100bt-HD 10bt-FD
[Ise QLlen [] DHCP-PvE [¥] DHCP Release DHCP vendor 1D: = ) 1000-FD
2 set b CloHcespva [_secondanyPs_| OHeP clent _ — I
[]5et Offload ol 1000-FD
DNS Servers: [BLANK Peer IP: D buieneqtite
[] set Rate Info []10GFD
IP Address: 10.1.1.103 Global IPvE: DELETED .
[]set PROMISC ) O Renegotiate [] 40G-FD
IP Mask: 255.255.255.0 Link IPv6: DELETED .
[]set Re-AllFCS [ Restart Xcur Flow-Control
Gateway IP: 0.0.0.0 IPvE GW: DELETED N
[]set Bypass ) PROMISC
Alias: MTU: 1500 —— Offload
[[]set Bridge Info ] RX-ALL
MAC Addr: 00:30:18:¢¢:5b:d3 | TX Q Len 1000 [ 750 Enabled
[[]set CPU Mask [JRx-FCs
ervices _ - ; ypass ' [1GS0O Enabled
CHTTP B TSR nediun (8 s) : eE e I:D 1 Bypass Power-UP
O Y [ LRO Enabled
(R CPU Mask: I:I:I WiFi Bridge: NONE e ywer-DOWN
as IFI Bridge = [ Bypass Power-DOWN [] 6RO Enabled
[Irabius [J Bypass Disconnect
| Print H View Details | | Probe || Sync | | @ || oK | ‘ Cancel
D. Verify the port configuration
LANforge Manager Version(5.3.6) ¥) () (x
Control Reporting Tear-Off Info Plugins b
‘ Stop All ‘ | Restart Manager ‘
Layer-4 rGenemc r’Test Mgr rTest Group r’Resource Mgr r Event Log r’AIertS r Port Mgr rvAP Stations r Messages |
Status |/ Layer-3 r L3 Endps r VolP/RTP r VolP/RTP Endps r Armageddon r WanlLinks r Attenuators f File-lO |
Disp: |192.168.100‘239:0 | ‘ Sniff Packets ‘ E | Clear Counters | | Reset Port ‘ | Delete |
Rpt Timer: |med1um (8 s) |V| ‘ Apply E | View Details | | Create ‘ | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
. Parent
Port |Pha...|Down P SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 [l [l 182.168.100.103|0 eth0 219,724 1,956 6 5,163 735,937 1,044 2
111 L] L] 0.0.0.0 8] ethl 8] 8] 0 0 0 0 0
1.1.2 L] L] 10.1.1.102 o] eth2 0 0 0 0 998 13 0
L2 [] [] 10.1.1.103 4] eth3 998 13 0 9 528 5] 0
11.4 ] ] 0.0.0.0 a eth4 140 2 0 0 0 0 0
1.1.5 L] L] 0.0.0.0 8] eths 8] 8] 0 0 140 2 0
[4] Ii I D]
Logged into: 192,168.100.102:4002 as: Admin

For more information see LANforge User's Guide: Ports (Interfaces)

3. Create a Layer-3 connection using the two configured ports.



http://www.candelatech.com/lfgui_ug.php#port

A. Go to the Layer-3 tab

LANforge Manager Version(5.3.6) x) (o) (x
Control Reporting Tear-Off Info Plugins
‘ Stop All ‘ | Restart Manager ‘
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status Layer-3 r L3 Endps r WolP/RTP r WolP/RTP Endps r Armageddon r WanLinks r Attenuators r File-10 |
Rpt Timer: : Go| Test Manager | Select All || Start || Stop || Quiesce H Clear |
Wiew |0-500 |'|Go| | Display | Create | Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State ‘ Plet R & ‘ Pkt Rx B Bps Rx A Bps Rx B ‘Rx Drop % A‘ Rx Drop % B| Drop Pkts A| Drop Plt:
[4] ] [ ¥
Logged into: 192,168.100.102:4002 as: Admin
B. Create a new Cross-Connect
eth2-eth3 - Create/Modify Cross Connect LANEINES
D ‘ All ‘ ‘ Display ‘ | Sync ‘ ‘ Batch-Create | | lapply ‘ | oK ‘ | Cancel
Cross-Connect
CX Name: leth2-eth3
CX Type: |LaNforge / UDP e
Endpoint A Endpoint B h
Resource: |1 (3w |v||l 1iw2) |v|
Port: 12 (eth2) v ||z (eth3) |
Min Tx Rate: |T3fDSS (44,736 Mbps) |v||Tasta (44,736 Mbps) |v|
Max Tx Rate: |SE"1E |V| Sams |'|
Min PDU Size:  [UDP Pld (1,472 B)  |w [P Pld (1,472 B) |+]
Max PDU Size: |53|'|'|e |V||Same |'|
IP ToS: Best Effort  (0)  |w|[pest Effort (8) |+
Pkts To Send: |Ir1fini'te |v | |Infini'te |v|

C. Verify the new Cross-Connect

Control

LANforge Manager
Reporting Tear-Off Info Plugins

Version(5.3.6)

N

‘ Stop All ‘ | Restart Manager ‘

Layer4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status

layer2 | L3Endps | VolP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenustors | Filedo |
Rpt Timer: Test Manager | Select All || Start || Stop || Quiesce H Clear |
View |U—5C|U |v|Go| | Display || [create] || Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Eps Rx A Eps Rx B Rx Drop % A Rx Drop % B| Drop Pkts A| Drop Pkt:
eth2-eth3 LF/UDP |Stopped 0 0 1] 1] 1] 0
[4] i o]

Logged into: 192,168.100.103:4002 as: Admin

For more information see LANforge User's Guide: Layer-3 Cross-Connects (FIRE)



http://www.candelatech.com/lfgui_ug.php#cx

4. Run traffic and observe results.

A. Select the cross-connect on the Layer-3 tab, click Start and then Display

LANforge Manager Version(5.3.6) v) (o) (x
Control Reporting Tear-Off Info Plugins b
‘ Stop All ‘ | Restart Manager ‘
Layer-4 rGenemc r’Test Mgr rTest Group r’Resource Mgr r Event Log r’AIertS r Port Mgr rvAP Stations r Messages |
Status layer3 | L3Endps | VolPIRTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenustors | Filed0 |
Rpt Timer: |fast 1s) : Test Manager |all - | Select All || Start || Stop || Quiesce H Clear |
Wiew |0 -500 |'|Go| | Display || Create || Madify | | Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Fx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B| Drop Pkts A| Drop Pht:
ethz2-eth3 LF/UDP |Run 72,605 73,284 44,729,086 44,731,610 0 0 0
[a] Il ]
Logged into: 192.168.100.103:4002 as: Admin
B. View the Layer-3 cross-connect display
Cross Connect: eth2-eth3 Manager: 192.168.100.103 N x) (o) (X
Endpoint: eth2-eth3-a = Endpoin+|
L[|
Port Endpoint 1: 326419 RT-Lat 1: 326729 1W-Lat Port Endpoint
: P AvgD Gl Avg:0 Packets: :
Resource: jw2 EID: 1.1.2.19 27 0.41 22 0.39 ackets: Resource: jw2 EID: 1132
Port eth2 Min TX:  44.736 Mbps =0 30 325352 Port: eth3 Min TX:  44.736
B4 B2 B4 2
IP: 10.1.1.102 Max TX: 44.736 Mbps 1atn Lt IP 10.1.1.103 Max TX: 44.736
bps TX: 39.478 Mbps RX Rate: 44.735 Mbps 1105:4:00 2m3g ?:IS:J:UU 2m3g bps TX: 34.266 Mbps RX Rate: 44.752
Pps T 3259 RX Pkts: 324478 2048: 0 2~15 e 2~15 |Dropped: Pps T 2829 RX Pkis: 325252
bps RX:  39.477 Mbps RX Drop: 0 1024 1024 7 bps RX:  34.267 Mbps RX Drop: 7
Pps RX: 3259 TX Pkts: 324485 32 32 Pps AX: 2829 TX Pkts: 325245 |=
0 0
Errors: 4] Type: LF/uCpP B0 Drops FR e Rx Gap Errors: 4] Type: LF/UDP
20 21602
65,526 Kppe o Avg:0 in Avg:0 Junmm— :
256 pps 4 fsna 0.0 fslg 0..1502950543 L
o e e Packets:
65.52€ Kpps ! : q
256 ppe 260 260 324478 L3
o Toe 0 2720 o 2~20
17.12 Ghps 1
[y Mhzs 2042 0 15 oo 15
131,072 Kbps 1024 1024  Dropped: :
256 bps -
0bps 32 32 —
‘ RXError-Pkts RX-Dropped-Pkts Rx Throughput n 0 o R)l(—Errur—Pkts R¥-Dropped-Pkts PRx Thr(‘)u b
1 [l 4
[[]Pause Display | Print | ‘ Stop ‘ | Sync | ‘ Dynamic Report | ‘ Modify | ‘ Clear ‘ | Close |

For more information see LANforge User's Guide: Layer-3 Cross-Connect Display

5. In this case, the overall throughput of the DUT is approximately 76Mbps. The Report Manager can also be

used to record the throughput over time.



http://www.candelatech.com/lfgui_ug.php#cx_disp

A. Select Reporting Manager from the Reporting pull-down menu
Version(5.3.6)

LANforge Manager

| Restart Manager ‘

Control Tear-Off Info Plugins
Print (Fit to Page) ‘ Stop All ‘
Print {Multi Page)
Layer-4 Dynamic Reports |1 Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
ndps r WolP/RTP r WolP/RTP Endps r Armageddon r WanLinks r Attenuators r File-10 |

-Table Re I-Builder
P =T mn Go| Test Manager | Select All || Start || Stop || Quiesce H Clear |
Wiew |0 -500 |'|Go| | Display || Create || Modify | | Delete |

Cross Connects for Selected Test Manager
Name Type State Plet R & Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B| Drop Pkts A| Drop Plt:
eth2-eth3 LF/UDP [Run 1,125,730 1,126,994 44,700,324 44,701,076 0 0 0

[»]

[«]

Logged into: 192,168.100.102:4002 as: Admin




B. Record test data by following these steps:

Reporting Manager >) (») (x

|/Clver\.riew r Generate Report |/ Server Data Collection |/GUI Data Collection |

GUI Data Collection Dir: |fhomeflanforge/Elliotts test | | Choose Directory |
Report Data Frequency: |Best Precision |v|
Collection Status: |saving Reporting Data to CSV files. | | Saving | | Stop |

. Select the GUI Data Collection tab.
. Choose a directory to save raw (.csv) data.
. Click Save to start the data collection.

. After desired test duration, click Stop.

m O 0O w »

. NOTE: Your report will look cleaner if you stop traffic about 2 minutes before you stop saving data.

C. Inthe Generate Report tab, choose a directory to save the HTML report. NOTE: Make sure your directory
name does not include any special charicters such as apostrophes.

Reporting Manager h. ) () (%

Overview | Generate Report |/ Server Data Collection rGUI Data Collection |

Report Input Data Dir: [fhome/flanforge/Elliotts test | | Choose Directory |

Save Reports to Dir:  |[fhome/flanforge/Elliotts test | | [Choose Directony |

Generate Report

Close

A. Click Generate Report.




D. Select the entities to be included

&= Report Generator ANESX
Choose Directory | Report Raw Data Dir: /home/jreynolds/Documents/if-data
Choose Directory | Save Reports to Dir: /home/jreynolds/Documents/if-reports
Report Name: |report-1381182882449 | sample Interval: [0 |
Width: 640 Height: [480 Start Time Offset: [A11 (0 sec) |w Duration: ALl (0 sec) |w
Available Data Files
Qwner Entity Report Start Time Report Durati...| Entity ID Report File Name
Global-Stats GLOBAL 2013-10-07 14:53:57  |0:0:35 GLOBAL 1381182839.csv
lanforgevirtualBox  |2013-10-07 14:54:00 [0:0:28 1.0 resource lanforgeirtualBox 1.0
eth2-eth3 eth2-eth3-A 2013-10-07 14:54:01 |0:0:33 Il eth2-eth3-A 1381182839.csv
eth2-eth3 eth2-eth3-B 2013-10-07 14:54:02 |0:0:33 1.1.3.2.0 eth2-eth3-B_1381182839.csv
lanforgevirtualBox  |sthO 2013-10-07 14:54:03  |0:0:21 1.1.1 eth0 1.1.1 1381182839.csv
lanforge-VirtualBox  |ethl 2013-10-07 14:54:03  |0:0:21 1.1.0 ethl 1.1,0 1381182839.csv
lanforgevirtualBox  |eth2 2013-10-07 14:54:03  |0:0:21 3 eth2 1.1.2 1381182839.c5v
lanforgevirtualBox  |eth3 2Q13-10-07 14:54:03  |0:0:21 1.1.3 eth3 1.1.3 1381182839.csv
lanforgevirtualBox  |2#3-10-07 14:54:04  |0:0:21 1.1 resource lanforgeMirtualBox 1.1
[« I 1]
| Delete | | Refresh | | Flush S5 | | Generate Report | | Cancel Report | | Close |

E. Click Generate Report to start the report generation

E Report Generator ANE X

Choose Directory | Report Raw Data Dir: /home/jreynolds/Documents/if-data

Choose Directory | Save Reports to Dir: /home/fjreynolds/Documents/if-reports
Report Name: |report-1381182882449 | sample Interval: [0 |

Width: [640 Height: 480 Start Time Offset: |All (0 sec) | v Duration: A1l (0 sec) |+

Available Data Files
Qwner Entity Report Start Time  |Report Durati...| Entity ID Report File Name

Global-Stats GLOBAL 2013-10-07 145357 |2:0:35 GLOBAL 1381182839, csv

lanforgevirtualBox  |2013-10-07 14:54:00 |0:0:28 1.0 resource_lanforgevirtualBox 1.0
eth2-eth3 eth2-eth3-A 2013-10-07 14:54:01  |0:0:33 1.1.21.0 eth2-eth3-A_1381182839.csv
eth2-eth3 eth2-eth3-B 2013-10-07 14:54:02 |0:0:33 1.1.3.2.0 eth2-eth3-B 1381182839.c5v
lanforgeVirtualBox  |eth0 2013-10-07 14:54:03  |0:0:21 1.1.1 eth0 1.1.1 138118283%9.csv
lanforgevirtualBox  |ethl 2013-10-07 14:54:03  |0:0:21 1.1.0 ethl 1.1.0 1381182839.csv
lanforgevirtualBox  |eth2 2013-10-07 14:54:03  |0:0:21 1.1.2 eth2 1.1.2 1381182839.csv
lanforgeMirtualBox  |eth3 2013-10-07 14:54:03  |0:0:21 1.1.3 eth3 1.1.3 1381182839.csv

lanforgeirtualBox  |2013-10-07 14:54:04  |0:3:21 1.1 resource_lanforgeNirtualBox 1.1
(4] I [ Dl

| Delete | | Refresh || Flush S5 || QeneﬁteReport 1| Cancel Report || Close |




F. This window lists all the reports being generated. The last line indicates the location of the HTML report.

Mon Oct 07 14:57:35 POT 2013:
Mon Oct 07 14:57:35 POT 2013:
Mon Oct 07 14:57:35 POT 2013:
Mon Oct 07 14:57:35 POT 2013:
Mon Oct 07 14:57:35 POT 2013:
Mon Oct 07 14:57:35 PDT 201 3:
Mon Oct 07 14:57:35 POT 2013:
Mon Oct 07 14:57:35 POT 2013:
Mon Oct 07 14:57:36 PDT 2013:
Mon Oct 07 14:57:36 POT 2013:
Mon Oct 07 14:57:36 POT 2013:
Mon Oct 07 14:57:36 PDT 2013:
Mon Oct 07 14:57:36 PDT 2013:
Mon Oct 07 14:57:36 POT 2013:

Creating Layer-4 URLs processed Charts.
Creating VOIP Call Charts.

Creating WOIP Call Failed Charts.

Creating Non-Layer-3 packet errors Charts.
Creating jitter distribution Charts (VOIP Only).
Creating WanLink Packet Impairment Charts.
Creating Port packet errors charts.

Creating Resource charts.

Creating GLOBAL TX/RX Charts,

Creating GLOBAL UDP TX/RX Charts.

Creating GLOBAL L4 TX/RX Charts.

Creating GLOBAL WOIP TX/RX Charts.|
Creating GLOBAL TCP TX/RX Charts.

Mon Oct 07 14:57:36 PDT 2013: Creating GLOBAL Endpeints Running Charts.

Mon Oct 07 14:57:36 PDT 2013: The report has been saved in the
homefjreynolds/Documents/if-reportsireport-1381182882449 directory. Please open index.html with your web browser to
wiew the report:

file:ffifhomefjreynolds/Documents/if-reports/report-1381182882449/index html

{]

| Close |

| Save File |

G. View the HTML report

LCANForge Report - Mozilla'Firefox e X

Firefox»w LANforge Report E‘;I,:l
[d. file:/{fhome/jreynolds/Documents/If-reports/report-1381182882448/index.htmil v] v Google Q] @ g
This is the Summary version of this report. Click here for a full version.
These values are calculated by tracking values over an interval of time and reporting the average for that interval. The
interval's duration is calculated as:
interval = max((stop_time - start_time) / graph_width_in_pixels, requested sample interval)
If you click on the thumbnail image for each graph, you will be taken to a larger graph with details about the sample period
used, min, max and other information. For this report, the requested sample interval is set to: Oms.
Graph set for Transmit Rate (bits per second)
These values are calculated by tracking the number of bits received and/or transmitted over a period of time and reporting
the average for that period. A 3-second running average (calculated by the server processes) is also graphed for
comparison.
eth2-eth3-A eth2-eth3-B eth2:1.1.2 eth3:1.1.3
44,000,000
43,000,000 kI 3,750,000 fl 43,500,000 1|/
42,000,000 o / 43,250,000 /
R 43,500,000 o /
41,000,000 41,000,000 43,000,000
43,250,000
Transmit Rate Chart Transmit Rate Chart
44,000,000 == 150,000,000 .
43,000,000 1574 100,000,000
42,000,000 -ﬂ------\'ﬁ'T 50,000,000
41,000,000 w 0
Date
Without Legend Without Legend
Graph set for Receive Rate (hits per second)
eth2-eth3-A eth2-eth3-B eth2:1.1.2 eth3:1.1.3
43,000,000 [ s2000000 | 52500000 [ ' 1 22 e |
® 2 °.C 94 Gv Bv

For more information see LANforge User's Guide: Reporting

Generating Traffic to a Routed Network


http://www.candelatech.com/lfgui_ug.php#reporting

Goal: Set up and run traffic on a routed network.
In this test scenario, LANforge-FIRE is used to generate traffic to a basic router in order
to test throughput.

System Under o /é
Test | ;,

LANforge FIRE |
LANforge GUI

Router ﬁ

LANforge FIRE

System
Under Test

1. Connect one LANforge-FIRE port to the router's LAN port.
2. Connect another LANforge-FIRE port to the router's WAN port.

3. Setf up the LANforge ports so that they have valid IP addresses. You can also use DHCP if the DUT supports if.
A. Go to the Port Manager

= LCANForge Manager Version(5.2.10) A Elx
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

Files0 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status r Layer-3 r L3 Endps r VolP/RTP r VolP/RTP Endps r Armageddon r WanLinks r Attenuators r Collision-Domains |

Disp: 192.168.100.27:0.0 || Sniff Packets | clear counters || ResetpPort || Delete |
Rpt Timer: |med1um (8 s) |V‘ | Apply ‘ | View Details | | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.

Port |Pha...| Down IP SEC Alias RX Bytes | RX Pkts Pps RX bps RX | TXBytes | TXPkts Pps TX bps TX
1.1.0 L] [] [192.168.100.129|0 eth2 189,810 2,121 3 2,984| 144,274 276 1 8,932
1.1.1 L] [] [0.0.0.0 o] ethl 15,192 &7 8] 8] 21,382 145 o] o]
1.1.2 L] [] [0.0.0.0 o] eth3 9,504 31 8] 8] 13,259 67 o] o]
1.1.3 L] L] [0.0.0.0 o] eth4 9,094 31 o] o] 15,137 73 o] o]
A I I [»]

Logged in to: 192.168.100.129:4002 as: Admin




B. Modify port for Endpoint A (eth3). Set a valid network IP Address and Gateway IP.

|.& eth3 (ubuntu) Configure Settings +
Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO GSO GRO
Driver Info: Port Type: Ethernet Driver: e1000(7.3.21-k8-NAPI) Bus: 0000:00:0a.0
Port Configurables
Enable General Interface Settings Port Rates
Set IP Info © 10bt-HD e .
Set IP6 Info 8 igg;-tF-En "
[1Set IF Down [ ] DHCP-IPVG DHCP Release O pown [] Aux-Mgt ) 100btFD 10bt-FD
[Iset MAC ] DHCP-IPva DHCP Client 1D: 1 1000-FD 00bt-HD
OISR @LET DNS Servers: [BLANK | PeerIp: NA 8 :\DG-FD o 00bt-FD
[]Set MTU utonegotiate
IP Address:  [192.166.2102 | Global IPv6: [soto ] 1000-FD

CISCE el IP Mask: [255.255.255.0 | Link IPv6: [joto || Orenegotiate []10G-FD
P Falie (i Gateway IP: [192.166.21 | IPV6 GW: [joto || [CJRestart Xcur Flow-Control
IS BRI Alias: M 1500 ] PROMISC
im[SERRC ARG MAC Addr: 08:00:27:25:65:63 TXQlLen 1000 ] RX-ALL [ Offload
G Gmees o - [¥] TSO Enabled
[1Set Eridge Info Ir (eoeE l:D BHUTTLEE l:D [ Rx-FCS []uFo Enabled
[]Set CPU Mask Rpt Timer: Watchdog: l:l:l [1Bypass NOW! GSO Enabled
— Services — CPU Mask: l:l] WiFi Bridge: = [JIBypass Power-UpP [ LRO Enabled
[IHTTP []Bypass Power-DOWN GRO Enabled
LIFTP []Bypass Disconnect

| Print || View Details ‘ | Probe H Sync | | Apply ||

OK | | Cancel |




C. Modify port for Endpoint B (eth4). Set a valid network IP Address and Gateway IP.

|é eth4 (ubuntu) Configure Sektings AN E X
Port Status Information

Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO GSO GRO

Driver Info: Port Type: Ethernet Driver: e1000(7.3.21-k8-NAPI) Bus: 0000:00:09.0

Port Configurables

Enable General Interface Settings Port Rates
Set IP Info 8 igg:-rg Advertise Ra... -
[v] Set IP6 Info 3 100bt-HD [¥] 10bt-HD
[1Set IF Down [ ] DHCP-IPVG DHCP Release O pown [] Aux-Mgt ) 100btFD 10bt-FD
) 10G-FD

Clezi T @ien DNS Servers: |[ELANK Peer IP: NA . 100bt-FD
[]Set MTU ® Autonegotiate

IP Address: |172.15.1.103 Global IPv6: AUTO 1000-FD
Pl Gl IP Mask: 255.255.255.0 Link IPv6: AUTO []Renegotiate []10G-FD

et bt i Gateway IP: [172.16.1.1 IPV6 GW: AUTO [CJRestart Xcvr Fipr=EenEd]
[] Set PROMISC .
Alias: MTU: 1500 [ PROMISC — Offload

[]set Rx-AlIFCS MAC Addr:  [08:00:27:ae:e4:72 | TX QLen 1000 ] RX-ALL TSO Enabled

[]set Bypass o

[| Set Bridge Info

[]Set CPU Mask Rpt Timer: medium (8 s) = Watchdog: l:l:l [IBypass NOW! GSO Enabled
—senices—  CPUMase [o || wiribnge: [¥oNe |5 Dlwypasspowerap |C1LRO Enabled

GRO Enabled

[IHTTP []Bypass Power-DOWN
LIFTP []Bypass Disconnect
| Print || View Details ‘ | Probe H Sync | | Apply || OK | | Cancel |

D. Verify the port configuration

& ] LCANforge Manager Version(5.2.10) A IE X
Control Reporting Tear-Off Info Plugins

| Stop all | | Restart Manager ‘ | Refresh ‘ ‘ HELP |

File-10 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts [ Port Mgr | Messages |
Status rLayer-B rLEl Endps rVoIPfRTP rVnIPfRTP Endps rArmageddnn r’ WanlLinks r Attenuators r’ Collision-Domains |

Disp: |192.168.100.27:0.0 | | Sniff Packets | | Clear Counters ‘ | Reset Port | ‘ Delete ‘
Rpt Timer: |medium (8 s) |v‘ | Apply | | View Details ‘ | Create | ‘ Modify ‘ | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Port |Pha...|Down IP SEC Alias RX Bytes | RX Pkts Pps RX bps RX | TXBytes | TXPkis Pps TX bps TX | Collis

1.1.0 ] [] [192.168.100.12000 eth2 582,954 5,865 5 4,110/1,370,419 2,297 2 9,827
1.11 L] [] [0.0.00 0 ethl 15,182 67 0 0 21,382 145 0 0
N [] (] [192168.2102 0 eth3 16,407 59 0 0 21,575 107 0 0
L3 L] [] [172.16.1.103 0 eth4 13,085 46 0 0 22,648 110 0 0
[« I | [»]

Logged in to: 192.168.100.129:4002 as: Admin

For more information see LANforge User's Guide: Ports(Interfaces)



http://www.candelatech.com/lfgui_ug.php#port

4. Create a Layer-3 connection using the two configured ports.
A. Go to the Layer-3 tab

g = - == = = S T W T T TS T T T L AT g s

LANforge Manager Version(5.4.3) v) (&) (x

Control Reporting Windows Info Tests

Chamber View | Stop All | ‘ Restart Manager ‘ Refresh HELE

["status | Port Mgr | Layer-3 | L3 Endps | Layer 47 | wanlinks | Resource Mgr | Alerts | Messages | warnings | wifi-Messages | +

Rpt Timer: |fast (1s) |v|Go|Test Manager |all v | Select All || Start + || Staop - H Quiesce H Clear |
View [o - 500 RS | Display || Cregie |[ Modify | | Delete |
Cross Connects for Selected Test Manager -
Name Type State Plet Rx & Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A‘ Rx Drop % B| Drop Pkts A| Drop Pkts
[ Il [o]
Logged in te: localhost: 4002 as: Admin 2 stations: 21 07 0@

B. Create a new Cross-Connect

) eth3-ethd'- Create/Modify Cross Connect e E]

E‘ All || Display H Sync H Batch-Create || Apply || oK || Cancel ‘
Cross-Connect

CX Name: eth3-eths

CX Tvpe: [LANforge / UDP ~|
TX Endpoint RX Endpoint

Resource: 1 {(ubuntu) + | [1 (ubuntu) -

Port: 2 (eth3) v | [3 (etha) -

Min TxRate: 60 (6Ubps)  |w|loh  (6Mbps) [+

Max Tx Rate: |SEmE |v| |Same |v|

Min PDU Size: |unp Pld (1,472 B) |v||UDP Pld (1,472 B) |v|

Max PDU Size: |Sane | v | [sane |~

IP Tos: |Be5t Effort (0) |v||Be5t Effort (0) |v|

Pkts To Send: |Infinite | v |[tnfinite |~

C. Verify the new Cross-Connect

For more information see LANforge User's Guid: Layer-3 Cross-Connects (FIRE)


http://www.candelatech.com/lfgui_ug.php#cx

5. Run fraffic and determine router throughput.

A. Select the cross-connect on the Layer-3 tab, click Start and then Display

E CANForge'Manager Ver Caefm] s

Control Reporting Tear-Off Info Plugins

n(5.2.

| Stop all | | Restart Manager ‘ | Refresh ‘ ‘ HELP |

File-l0 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Rpt Timer: |fast (1 s) |V|Go‘TestManager Select All | Stop || Quiesce || Clear |

View |0- 200 |v|Go| | Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
Name | Type ‘ State | Pkt Tx A->B| Pkt Tx A<-B| Rate A-=B | Rate A=-B |Rx Drop | Rx Drop ...|Drop Pk‘t...|Drop Pkt...‘ Avg RTT | Rpt Timer|
eth3-ethd |LF/JUDP  |Run | 98| 98| 50,583 50,260 100| 100| 97| 08| 0| 1000[
[« Ii I D]

Logged in to: 192.168.100.129:4002 as: Admin

B. View the Layer-3 cross-connect display

&
: eth2-eth3. N int: eth2-eth3-I
Port dpoi 1 5026 RT-Lat 1 15 1W-Lat Pl Port dpoi L 778 RT-Lat 13 1w-Lat
2 253 5 2 s 2 3022
Resource: ubuntu EID: 1125 L L o M9P  Packets: || Resource: ubuntu EID: 1136 ome  CoR g e
Port: eth2 MinTX: 6 Mbps e et : e Port: eth3 Min TX: 6 Mbps e et
o o o o
P: 192.168.2.102 MaxTX: 6 Mbps 128 0 128:0 P: 172.16.1.103 | MaxTX: 6 Mbps 128 0 128:0
=6 0 260 a6 0 2560
bps Tx: 1.192 Mbps RX Rate: 5.049 Mbps ﬂ;nnn 220 ?n;nn 2~20 bps TX: 1.146 Mbps RX Rate: 5.317 Mbps ﬂ;nnn 220 ?;;Dn 2720
PPSTx: 98 RX Pkts: 12058 a0 2~15 e 2~15 |Dropped: || PPSTx: 94 RX Pkts: 12649 e e 2715 el 2°15
bpsRX: 1.141Mbps | RXDrop: 0 1024 1024 |y bpsRX: 1.198Mbps | RXDrop: 0 1024 1024
Pps RX: 94 TX Pkts: 13058 gz 032 PpsRX: 100 TX Pkts: 12108 32 32
Errors: 0 Type:  LF/UDP Lo Drops Errors: 0 Type:  LF/UDP Lo Drops
z0 4 z0
T Lo A ¢ EETa e
e g . Packets: [=e= B .
65536 Kom [ e 49,
256 ppa | 256: 0 12501 [~ 256 ppa 256: 0
) sz 0 N . sz o "
17100000 e 2720 ey 10280 2720
32554 mbp - 2~15 |- 32554 miops 2~15
130072 Kbpe v bropped: 131072 Kbpe Y]
256 bie 255 by
obee 32 ot 32
RX-Error-Pkts RX-Dropped-Pkts Ry Throughput 0 o RX-Error-Pkts RX-Dropped-Pkts Rx Throughput 0
O | Print | ‘ Stop | | Sync | | Dynamic Report | | Modify ‘ ‘ Clear ‘ ‘ Close

For more information see LANforge User's Guid: Layer-3 Cross-Connect Display

6. For this example, a low performance router was used to illustrate poor throughput, variable latency, and

dropped packets.
A. Go to the L3 Endps tab

& LCANForge'Manager Version(5.2.10) AN EX
Control Reporting Tear-Off Info Plugins
| Stop All | ‘ Restart Manager | ‘ Refresh ‘ ‘ HELP |
Collision-Domains | FiledO | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status " Layer-3 I L3 Endps [ vopmTP I VoIP/RTP Endps I Armageddon I WanLinks I Attenuators |
Min PDU Size|1k (1,024 8) |w|Go| MaxPDU Size|sane | Go ‘ Start H Stop || Quiesce || Clear |
MIN Tx Rate |[ie loden ( 56 Kbps|w | Go| MAX Tx Rate |[same | Go
ET 0. 400 ~|Go |Di5p|ay||greate||ﬂudify‘ ‘ﬁatch Mudify‘ ‘ Delete |
All Endpoints
Name EID |Run/Mng| Script TxRate | TxRate(l) RxRate | RxRate(l)| Rx Drop % | Tx Pkts| RxPkts Delay | Dropped | Jitter | Tx Bytes | RxBytes
eth2-eth3-a 1.1.25 |[] None 5,290,694 0| 5.067.477 0 0.01] 30.789 29,490 0 0 0]45,321,408|43,408,280
eth2-eth3-8 1136 [[] None 5,067,993 0f 5,290,006 0 0.013 29,493 30,785 1 0 0[43,413,696/45,315.,520,
[ I ] D
Logged in to: 192.168.100.129:4002 as: Admin



http://www.candelatech.com/lfgui_ug.php#cx_disp

B. Scroll to the right to view Latency and Dropped Packefts

& LCANforge Manager. Version(5.2.10) e (=l
Control Reporting Tear-Off |nfo Plugins
| Stop All | ‘ Restart Manager | ‘ Refresh ‘ ‘ HELP |
Collision-Domains | FiledO | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status " Layer-3 I L3 Endps [ vopmTP I VoIP/RTP Endps I Armageddon I WanLinks I Attenuators |
Min PDU Size|1k (1,024 8) |w|Go| MaxPDU Size|sane | Go ‘ Start H Stop || Quiesce || Clear |
MIN Tx Rate |[ie loden ( 56 Kbps|w | Go| MAX Tx Rate |[same | Go
i 0- 400 ~|Go |Di5p|ay||greate||ﬂudiﬁ;"ﬁatch Mudify‘ ‘ Delete |
All Endpoint
| Pattern Min PDU | Max PDU | Min Rate | MaxRate | Send-Buf | Rev-Buf | CWND TCP-MSS | Bursty| A/B | Elapsed Destination Addr Source Addr
Q|INCREASING 1472 1,472 6,000,000 6,000,000 0/54000| 0/256000(0 0/0 ] A 58 172.16.1.103 33008 192.168.2.102 33007
0|INCREASING 1,472 1,472 6,000,000/ 6,000,000| 0/54000| 0/256000|0 0/0 ] E 68 192.168.2.102 33007 |172.16.1.103 33008
4] I Il I
Logged in to: 192.168.100.129:4002 as: Admin

For more information see LANforge User's Guid: Layer-3 Endpoints (FIRE)

Generating Traffic to a Firewall

Goal: Set up and run traffic to test a firewall.
In this test scenario, LANforge-FIRE is used to generate traffic to a firewall DUT in order to
measure the following benchmarks:

T eoe
e UDP Throughput - Maximum payload bits per second with a UDP fraffic flow. |/\£\ I

e TCP Throughput - Maximum payload bits per second with a TCP fraffic flow.

LANforge GUI
e TCP Concurrent Connections - Maximum number of simultaneous TCP l

connections.

e TCP Connections per Second - Maximum number of established TCP

connections per second. ﬁ

NOTE: If you are attempting to run this test scenario, you will need a LANforge LANforge FIRE
license key that enables the correct number of ports and multi-connections.
Please contact us at support@candelatech.com for assistance.

System Under J
Test '

| LANforge FIRE | poyeen
|

; .

Firewall

1. The UDP Throughput test will use a scripted Layer-3 connection to vary the rate and payload size to
determine the bi-directional UDP throughput of the DUT across the scripted parameters.



http://www.candelatech.com/lfgui_ug.php#endp
mailto:support@candelatech.com

A. On the Port Manager tab, set up the LANforge ports with valid IP addresses.

£ Nforge Manager Version(5.1.6)

Control Reporting Tear-Off Help

| Stop All | | Restart Manager ‘

| Refresh | | nere |

FFiIe—IO r Layer-4 I’Generic rTest Magr rResour(e Magr I’Serial Spans I’ PPP-Links r Port Mgr r Messages |

Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon |  Wanlinks |

Collision-Domains |

Disp{192.168.100.169:0.0 | | _Sniff Packets | | clear counters || Resetport || Delete |
Rpt Timer;30000 [~]| Apply | | viewpewils || create || || Batch Modiry |
All Ethernet Interfaces (Ports) for all Resources.

Fort  |Phan... IP Alias R Bytes RX Pkts Pps RX bps B T Bytes TX Pkts Pps TX bps Tx Collisions
1100 | [] |192.168.100.173 |etho 132,975 1219 7 6,644 845,756 L1034 5 39572 0
1101 | ] o000 2thz 0 0 0 0 0 0 0 0 0
110z | [J [0.0.0.0 2th3 0 0 0 0 0 0 0 0 0
1102 | [J [0.0.0.0 2thd 0 0 0 0 0 0 0 0 0
1104 | [J [0.0.0.0 2ths 0 0 0 0 0 0 0 0 0
1105 | [J [0.0.0.0 athl 0 0 0 0 0 0 0 0 0
1106 | [] [192.168.0.2 2ths 0 0 o 0 768 6 o 36 0
1107 | [] [172.16.0.1 zth7 0 0 o 0 768 6 o 36 0
1108 | [] [0.0.0.0 zthe 0 0 0 0 0 0 0 0 0
1109 | [J [0.0.0.0 ztha 0 0 0 0 0 0 0 0 0
1110 | [J [0.0.0.0 2th10 0 0 0 0 0 0 0 0 0
L111 | [ [0.0.0.0 2thll 0 0 0 0 0 0 0 0 0
1112 | [J [0.0.0.0 2th12 0 0 0 0 0 0 0 0 0
1112 | [] [0.0.0.0 2th13 0 0 0 0 0 0 0 0 0

[4] Il |

[]

Logged into: 192.168.100.173:4002 as: Admin




B. On the Layer-3 tab, create a UDP connection.

£ A eate/Mod oss Conne =
l:‘ | Display | | Sync | | Batch-Create ‘ | Apply | | OK | ‘ Cancel |
Cross-Connect Cross-Connect
CX Name: Judp-test Report Timer: ‘fast (1s) |v|
CX Type: [Lanforge s uDP [~ - -
Endpoint A Endpoint B
Endpoint A Endpoint B pPld Pattern |increasing |v| ‘increasing |V‘
Resource: [1 (cts03-60) [+|[1 (cts03-600 [~ Min P Port:  [AUT0 [<] [auro ]
Port: |eth7 |v| |eth6 |v| e [ e |Same |v| ‘Same |v‘
Min Tx Rate: |New Modem (56 Kbps) |v| |New Moden (56 Kips) |v| Min Duration: |Forever |v| ‘Forever |v‘
e fies |Same |v| |Same |v| Max Duration: |Same |'| ‘SEME |"
Min PDU Size: [AUTO | =] [auro -] Min Reconn: [0 (0 ns) [*|le 10 [+]
Max PDU Size: |Same |v| |Same |v| Max Reconn: |Same |'| ‘Same |"
IP Tos: cest Effort (@) [v|[pest Effort @) [+] Multi-Conn:  [Nermal (@ =] [format =]
Pkts To Send: |Inf1rute |v| |Infinite |v| | Script H Script ‘
| Thresholds | ‘ Thresholds ‘
Cross-Connect Endpoint A Endpoint B
Test Manager |defau|t_tm |v snd Buff Size: |US Default |v| ‘US Default |v‘
Quiesce: [33sea [~ Rov Buff Size: |05 Default |+|los pefautt [~]
Endpoint A Endpoint B Send Bad FC5: | | H | ‘
P Addr: |AUTO |v| |AUTO |v| S T | | H | ‘
[ Replay File [] Replay File []use-Proxy [JUuse-Proxy
[ILoop [ILoop Proxy Addr:
[ | Dest Mac [ ] Dest Mac e o
Filename: ..
Socket Prlorlty:|U | ‘U |
Dest MAC: | | || | | | Payload H Payload ‘
A. Set Endpoint A to use the DUT WAN port.
B. Set Endpoint B to use the DUT LAN port.
C. Make sure CX Type is LANforge / UDP then selectApply.
C. Select the Script button to set up the scripting parameters.
Add/Modify Script =) ([=) (=

Endpoint Name: |udp-test-.A

[RFC-2544 I~

|V| Script Type:

Script Name: |my-script

| Group Action: |

Enable Script Show Reports Symmetric [ |Loop []Hide Iteration Details [ |Hide Legend [ ]|Hide C5V

Loop Count |

| | script iterations: 40 (a0) Estimated Duration: 43.333 m (43.333 m)

[] Show Dups
Run Duration:
Max Drop Percent:
Max Jitter:

Max Failed OK:

[1show 000 []Show Attenuation

Script Configuration

[] Hide Latency Distributions []Hide Constraints

|1n1

|v| Pause Duration: | 55

(1m (5 s)
|59!i (5%) |V| Max-Tx-Underrun: |10% (16%) |V|
Irigh (160 ms) || Max RT Latency: [500ms (500 ns) |~

o

|v|

Rates A

Rates B ——Payload Sizes A— Payload Sizes B—— —Attenuations (ddB) —

bps bps 60 (60 B) [60 T80 BY

10000000 (10 Mbps) 10000000 (10 Mbps) 128 (128 B) 128 (128 B}
15000000 (15 Mbps) 15000000 (15 Mbps) 256 (256 B) 256 (256 B)

20000000 (20 Mbps) 20000000 (20 Mbps) 512 (512 B) 512 (512 B}

25000000 (25 Mbps) 25000000 (25 Mbps) 1024 (1 KE) 1024 (1 KE)

20000000 (30 Mbps) 20000000 (30 Mbps) 1280 (1.25 KE) 1280 (1.25 KE)

1460 (1.426 KB)
1472 (1.438 KB)

1460 (1.426 KB)
1472 (1.438 KB)

Show Previous Report | | Sync | | Apply | | 0K | | Cancel

A. Set up the script to iterate over the rates.

B. Specify the payload sizes to be tested.

For more information see LANforge FIRE Cookbook example: Scripted Layer-3 Test



http://localhost/LANforgeGUI/ex10_scripted_layer3.php

D. Highlight the connection and select the Start button.

Control Reporting Tear-Off Help

Nforge Manager

Version(5.1.6)

| Stop All |

| Restart Manager ‘ | Refresh | | HELP |

Layer-3 | L3Endps | VoIP/RTP |

File-10 r Layer-4 I’Generic rTest Magr rResour(e Magr I’Serial Spans I’ PPP-Links r Port Mgr r Messages |
Status

VolIP/RTP Endps r Armageddon r WanLinks r Collision-Domains |

Rpt Timer (ms): Test Manager |a|| ‘v| | Select All || || Stop H Quiesce || Clear ‘
View |IJ - 200 |V|co| | Display || Create H Modify | | Delete |
Cross Connects for Selected Test Manager:
Mame | Type | State  |Pkt Tx A-»B[Pkt Tx A<-B| Rate A->B | Rate A<-E | Rx Drop A| Rx Drop B| Rpt Timer | EID | Endpoints (A <-> B) |
udp-test |LF/UDP  |Run | 123,666] 124,196 1,184,398 1,184,746 o 0.254 1000[1.8 |udp-test-A <=> udp-...|

Logged into: 192.168.100.173:4002 as: Admin




E. The final test report shows the results of the test run. Here we can see that the DUT has the best bi-directional
throughput with 1460Byte payloads at 24.9Mbps.

Script Report for Endpo

Started test at: Thu Sep 23 07:28:03 2010 —

Iteration Duration: 60000ms  Pause Duration: 5000ms

Number of running endpoints at end of first iteration: 2

System Load at end of first iteration: 0.05

Endpoint Information:

Endpoint ID: udp-test-A Type: LANFORGE_UDP Peer Endpoint ID: udp-test-B

Summary data for each iteration:

# pld-size cfg-rate tu-bps rx-hps rx-bps-LL  ftx-pps rx-pps tu-pkts re-plkts cx-drops drop¥ rx-lat(ms)
- (bytes) (bps) - peer peer - peer - peer peer peer peer
Q 60 10000000 1313968 1313832 0 2737 2737 164245 164229 17 0.010 319
1 128 10000000 2787447 2787447 o] 2722 2722 163327 163327 Q 0.000 263
2 256 10000000 5516322 5516322 o] 2694 2694 161611 161611 Q 0.000 205
3 512 10000000 9993957 9993967 o] 2440 2440 146396 146396 Q 0.000 0
4 1024 10000000 9993957 9893967 o] 1220 1220 73198 73198 Q 0.000 0
5 1280 10000000 9804581 9854581 o] 976 976 58562 58562 Q 0.000 0
3] 1460 10000000 9893019 9993019 0 856 856 51334 51334 0 0.000 0
7 1472 10000000 98094487 0994487 0 =2l 849 50923 50923 0 0.000 0
a8 60 15000000 1317585 1317586 0 2745 2745 154701 154701 0 0.000 443
Q 128 15000000 2792550 2792550 0 2727 2727 163626 1536256 0 0.000 370
10 256 15000000 5523149 5523149 0 2687 2697 151811 151811 0 0.000 288
11 512 15000000 10815556 10815556 0 2641 2641 158431 158431 0 0.000 204
12 1024 15000000 14891437 14991407 0 1830 1830 102801 102801 0 0.000 0
13 1280 15000000 14891019 14991019 0 1454 1464 k] 87838 0 0.000 0
14 14860 15000000 14800696 14590696 0 1283 1283 77007 7007 0 0.000 0
15 1472 15000000 14882082 14582082 0 1273 1273 76371 76371 0 0.000 0
15 60 20000000 19884552 1319512 0 41635 2749 2498119 164839 2333180  93.397 471
17 128 20000000 19985510 2825114 0 19517 2759 1171026 165534 1005482 85.864 449
1B 256 20000000 5532058 5532058 0 2701 2701 162072 162072 Q 0.000 371
19 512 20000000 10823885 10823885 o] 2643 2643 158553 158553 Q 0.000 263
20 1024 20000000 19985203 19985203 o] 2440 2440 146375 146376 Q 0.000 1
21 1280 20000000 19986261 199865261 o] 1952 1952 117107 117107 Q 0.000 0
22 1460 20000000 19987400 19987400 o] 1711 1711 102675 102675 Q 0.000 0
23 1472 20000000 19986620 19986620 o] 1697 1697 101834 101834 Q 0.000 0
24 60 25000000 24975584 1343464 0 52042 2799 3122498 167933 2954565 94,622 469
25 128 25000000 24983006 2851755 0 24397 2785 1453848 167095 1206753 BB8.585 451
26 256 25000000 19315678 5539908 0 9431 2705 565889 162302 403587 71.319 449
27 512 25000000 10834057 10834057 0 2645 2645 158702 158702 0 0.000 321 |
28 1024 25000000 20846592 16534323 0 2545 2018 152685 121101 31584 20,586 207 |
29 1280 25000000 24884575 24984576 0 2440 2440 146394 145394 0 0.000 1
30 1460 25000000 24085856 24085856 0 2139 2139 128352 128352 0 0.000 1
31 1472 25000000 24082588 24082588 0 2121 2121 127289 127289 0 0.000 1
32 60 30000000 20077504 1320720 0 62453 2752 3747188 155000 3582088 95,594 471
33 128 30000000 28979699 2772036 0 29277 2707 1756623 162424 1584188  90.754 457
34 256 30000000 28977498 5595648 0 14537 2732 878247 153835 714312 B81.334 447
35 512 30000000 10844706 10844706 0 2648 2648 158858 158858 0 0.000 379
36 1024 30000000 20856757 16537188 0 2546 2019 152762 121124 31638 20.711 247
37 1280 30000000 25577301 18959360 0 2498 1852 149857 111090 3BTIT 25.874 210
38 1460 30000000 28829939 19782611 o] 2468 1694 148099 101623 46476 31.382 183
39 1472 30000000 28997811 19803503 o] 2462 1682 147747 100901 46846 31.707 182

| Close | | Save File |

For more information see Full script report for the UDP test.


http://www.candelatech.com/lanforge_v3/cb/ex3_udp_script_report.txt

2. The TCP Concurrent Connections test will measure the maximum number of simultaneous TCP connections
that the DUT can maintain at once.

A. On the Port Manager tab, create 5 MAC-VLANs on the LANforge port connected to the DUT LAN port.

Create VLANSs on Port: 1.1.2 =) ([E)(E
® MAC-VLAN ) 802.1Q-VLAN i Redirect 0 Bridge O GRE Tunnel
2 WiFi STA O WiFi VAP O WiFi Monitor ) WiFi Virtual Radio
Shelf: = Resource: = Port: |6 (eth6) |V|
VLAN ID: [ DHCP-IPv4
Parent MAC: DHCP Client ID: | [~]
MAC Addr: hoxei06306 #: 43¢ |v| 1P Address: [192.168.0.201/24 | GlobalIPve:  [aUTO |
Quantity: [5 | 1P Mask or Bits:| | Link IPv6: [auTo |
Gateway IP:  [192.168.0.1 | 1Pve Gw: [auTO |
#1 Redir Name: #2 Redir Name:
STAID: SSID: | [~]
WiFi AP: Key/Phrase:
CIwPA CIwPA2 [1WEP
[l Down
Apply " Cancel




B. Verify that the MAC-VLANs have correct IP addresses.

Nforge Manager Version(5.1.6)

Control Reporting Tear-Off Help

| Stop All | | Restart Manager ‘

| Refresh

| | nere |

FFiIe—IO r Layer-4 I’Generic rTest Magr rResour(e Magr I’Serial Spans I’ PPP-Links r Port Mgr r Messages |

Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon |  Wanlinks |

Collision-Domains |

Disp{192.168.100.169:0.0 | | _Sniff Packets | | clear counters || Resetport || Delete |
Rpt Timer;30000 [~]| Apply | | viewpewils || create || Modity || Batch Modiry |
All Ethernet Interfaces (Ports) for all Resources.

Fort  |Phan. IP Alias R Bytes RX Pkts Pps RX bps B T Bytes TX Pkts Pps TX bps Tx Collisions | F
1100 | [] |192.168.100.173 |etho 17,610, | 188,904 9 8141 91,531, | 122,400 8 47,809 0
1101 | ] o000 2thz 0 0 0 0 0 0 0 0 0
110z | [J [0.0.0.0 2th3 0 0 0 0 0 0 0 0 0
1102 | [J [0.0.0.0 2thd 0 0 0 0 0 0 0 0 0
1104 | [J [0.0.0.0 2ths 0 0 0 0 0 0 0 0 0
1105 | [J [0.0.0.0 2thl 0 0 0 0 0 0 0 0 0
1105 | [ [192.168.0.2 2the a4 11 0 38 4,290 52 0 303 0
1107 | [ [172.16.0.1 2th? 0 0 0 0 0 0 0 0 0
1108 | [J [0.0.0.0 athe 0 0 0 0 0 0 0 0 0
1109 | [J [0.0.0.0 ztha 0 0 0 0 0 0 0 0 0
1110 | [J [0.0.0.0 2th10 0 0 0 0 0 0 0 0 0
L111 | [ [0.0.0.0 2thll 0 0 0 0 0 0 0 0 0
1112 | [J [0.0.0.0 2th12 0 0 0 0 0 0 0 0 0
1112 | [J [0.0.0.0 2th1z 0 0 0 0 0 0 0 0 0
1114 | [] |192.168.0.201 _ |eth&#0 0 0 o 0 726 9 o 228 0
1115 | [] |192.168.0.202  |eth6#1 0 0 0 0 636 g 0 195 0
1116 | [] |192.168.0.203 _ [ethe#2 0 0 0 0 ssg 7 0 167 0
1117 | [] |192.168.0.204  [ethe#2 0 0 0 0 726 ] 0 227 0
1118 | [] |192.168.0.205  |ethc#4 0 0 0 0 636 ] 0 195 0
[«] Il ] [¥]

Logged into: 192.168.100.173:4002 as: Admin




C. Create a Layer-3 connection that has a low-speed rate with Multi-Conn set to 10000 and Min IP Port to 0
(zero) on Endpoint-A. Multi-Conn should be set fo 1 on Endpoint-B.

BEES

| Display H sync || Batch-Create || Apply || 0K || Cancel |

Cross-Connect

Endpoint B (Server)

[+|[1 (cts03-60)

[*|[7 ethn)

|v| |1oee (1 Kbps)

CX Name: ftep-max-1

SEATRDEE [LaNforge / TP
Endpoint A (Client)

Resource: |1 (ct503-60)

Port: [14 eth6#0)

Min Tx Rate: |1°90 (1 Kbps)

Max Tx Rate: Same

=

Min PDU Size: |1k (1,024 B)

[~] [k (1,024 B)

Max PDU Size: |Same

|v| |Same

IP ToS: [pest effort (@

|v| |Best Effort  (0)

Pkts To Send: |Infini‘te

|v| |In‘finite

Cross-Connect

Report Timer: |‘fast 1 s)

Endpoint A (Client)

Endpoint B (Server)

Pld Pattern |increasing |v| ‘increasing |v|
Min 1P Port:  |Any (0) [+]aumo [~]
Max IP Port:  |Sane [+ [sane [~]
Min Duration: |FUFEVEF |v| ‘Furever |v|
Max Duration: |Sa'ﬂe |v| ‘Same |v|
Min Reconn: |G (@ ms) |vHG (0 ms) |v|
Max Reconn: |53ME |v| ‘Same |v|
Multi-Conn: 10600 (10,008) [+]lone ) [~

| Script | ‘ Script |

| Thresholds | ‘ Thresholds |

Cross-Connect

Test Manager |defau|t_tm

[+

Endpoint B (Server)

| = | |AUTO

"‘

[_| Replay File
[ |Loop
[ ] Dest Mac

Quiesce: |3 (3seq

Endpoint A (Client)
1P Addr: lauto

[_| Replay File

[ |Loop

[ ] Dest Mac
Filename:
Dest MAC: |

Endpoint A (Client)

Endpoint B (Server)

Snd Buff Size: |05 Default |||os pefautt [~]

Rov Buff Size: |05 Default |+||os pefautt [~]

Send Bad Fcs: | [~]] [-]

Src MAC: | [~]] [-]
[Juse-Proxy [JUse-Proxy

Proxy Addr:

Proxy Port:

Socket Prinrity:|0 | ‘0 |
| Payload | ‘ Payload |

A. Endpoint-A will be one of the MAC-VLANs and Endpoint-B will be the port connected to the DUT WAN port. This
setup will initiate the TCP sessions from the LAN side of the DUT.

B. Low-speed depends on the DUT, we could also set the rate to zero which would allow the TCP connections to be

set up without payload data to be transmitted, but this would not give an accurate picture of the firewalll
performance. Here we are using 1Kbps connections with 1KB size payload.

C. Thisis an iterative test, the number of TCP connections to use will depend on the DUT capabilities. Modify the
number of connections as necessary to find the most accurate measurement.

D. The DUT should be power-cycled to reset it before each test run.




D. Select the Batch-Create button to create 4 more copies of this connection each with a new MAC-VLAN
port.

Layer-3 Batch Creator: tcp-max-1

tcp-max-2, tcp-max-3 ... tcp-max-5
Endp-A Resources: 1,1...1
Endp-B Resources: 1,1...1

Endp-A Ports: eth6#1, eth6#2 ... eth6#4
Endp-B Ports: eth?7, eth7... eth7
Endp-A IPs: AUTO, AUTO ... AUTO
Endp-B IPs: AUTO, AUTO ... AUTO

Quantity: 4 Number of Digits: 1 Zero Pad

Starting Name Suffix: lli Name Increment: lli
Resource Increment A: |07 Resource Increment B: |07
Port Increment A: lli Port Increment B: |07
IP Addr Increment A: |07 IP Addr Increment B: lﬂi
IP-Port Increment A: lli IP-Port Increment B: lli




E. Highlight and start each set of 10000 connections until the target max simultaneous connections are

running.

Control Reporting Tear-Off Help

Nforge Manager

Version(5.1.6)

| stopan |

| Restar Manager ‘

| Refresn | | nere |

VolP/RTP Endps

r Armageddon

File-10 r Layer-4 rceneric rTest Magr rResour(e Magr |/Serial Spans |/ PPP-Links r Port Mgr r Messages |
Status

Layer-3 | L3Endps | VoIP/RTP | [ wanLinks

r

Collision-Domains |

Rpt Timer {ms): Test Manager

View [o - 200 |+ |co]

| Select All || || Stop H Quiesce || Clear ‘

| Display || Create H Modify || Delete |

Cross Connects for Selected Test Manager:

Iame Type State Pkt Tx A->B|Fkt Tx A<-B| Rate A->B | Rate A<-B | Rx Drop A| Rx Drop B | Rpt Timer | EID Endpoints (& <-> B)
1cp-max-1|LF/TCF__ |Run 2,556 669 554,125 145,035| 24215 66.549 1000211 [icp-max-1-A <=> 1c...
1cp-max-2 |LF/TCP_ |Run 660 135 141,953 29,190 2,963 54.697 1000[2.12 [icp-max-2-A <=> 1c...
tcp-max-3 |LF/TCP |Run 956 95| 210,837 20,508 10526 84937 1000213 [tcp=—max-3-A <=> tc
tcp-max-4|LF/TCF_ |Run 248 32 96,356 6,882 15.625 88393 10002, 14 [tcp—max-4-A < => tc
tcp-max-5 |LF/TCF__ |Run 7,964 4,697) 1,746,889 1,035,909 48009 65281 1000[2.15 [tcp=—max-5-A <= > ic
tcp-test  |LF/TCF_ [stopped 0 0 0 0 0 0 1000[2.9 [tcp-test-A <=> tep-te
udp-test|LF/UDF__ |stopped 0 0 0 0 0 0 1000[1.8 |udp-test-A <=> udp-

Logged in to: 192.168.100.173:4002 as: Admin




F. On the Layer-3 Endpoints tab, highlight the Running A-Side Endpoints, then right-click and select
Calculations.

Control

Reporting Tear-Off Help

| Stop All |

| Restart Manager |

| Refresh | wErp |

FFiIe—IO r Layer-4 rceneri( rTest Mar rResour(e Magr rSeriaI Spans r PPP-Links r Port Mgr r Messages |

Status | Layer-3 [ L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon | WanLinks | Collision-Domains |
MIN Pkt Size |1k (1,024 B) |w|Go| MAX PktSize|lk (1,024 B) |=|Go | Star || stop H Quiesce H Clear |
MIN Tx Rate |<Custom- w || Go| MAX Tx Rate [<Custom> - | Go
View o 00 ~lco |Disp|a\r‘|Create||Modif\r||Balch Mudify| | Delete |

All E s

Mame EID Fun | Mni Script Tx Rate |Tx Rate(l)) Rx Rate | Rx Rate{l) | Rx Drop % Tx Pkts Rx Pkts Delay Dropped
me-rx 1.1.8.14 | [ ]| [¥] Mone 0 0 0 0 0 4] 4] 4
me-tx 1.1.1.13 | [] | [¢] Mone [¥] [¥] 0 0 [¥] [s] [¥] 0 (
tep—max-1-A [1.1.14._| [v] | [v] [None 392,701 56,844 53.507 3,559 411 2,188 |

=1 | [ Start Selected

tep-max-1-B [1.1.7.22 | [v] | [v] [None 98,226 1 120,272 77.207 884 203 9,223 (
tcp-max-2-A [1.1.15...[ [¥] | [¥] Mone 806,990 ¢ Stop Selected 115,638 59.602 7.277 833 4,786 (
tep-max-2-B [1.1.7.24 | [¥] | [¥] [None 228,667 2 Clear Selected 276,996 74.42 2,062 1,840 13,955 (
tep-max-3-A [1.1.16. | [v] [ [v] [None 409,904 & Modify Selected 53,063 50.24 3,700 386 1,926 |
tep-max-3-B [1.1.7.25 | [v] | [¢] None 105,170 1 picpiay selectea | L15:054 78.88 947 781 12,943 (
tcp-max-4-A [1.1.17__| [v] | [v¥] [None EZ T I 49,457 53.886 3,112 356 2,712 |
1cp-max-4-B |1.1.7.28 | [¥] | [v] [None 91,955 ount Selecte 93,350 80.431 828 509 13,647 0
tep-max-5-A [1.1.18. | [#] | [¥] [None 1,951,8..[2, 401,829 67.826 17,506 3,977 6,954 |
tep-max-5-B [1.1.7.30 | [¥] | [¥] [None 1,378,1..[1,529,4. [ 487,927] 443,920 76.389 12,361 4,121 15,600 (
tep-test-A_ [1.1.7.17 | [ ] | [#] [Enakled 0 0 0 0 0 0 0 0 0
tcp-test-B 11618 | [] | ¥ [Fnabled 0 0 0 0 0 0 0 0 0
udp-test-A  [1.1.7.15 | [ ] | [¥] [Enabled 0 0 0 0 0 0 0 0 (
udp-test-B |1.1.6.16 | [ ] | [¢] [Enakled 0 0 0 0 0 0 0 0 «
[« Il ] ]

Logged in to:

192.168.100.173:4002 as: Admin



G. The top line, Sum, is what we are interested in for Maximum Concurrent TCP Connections.

LANforge Table Calculations

Totals
Calculation Tx Rate |Tx Rate(l)| Rx Rate | Rx Rate(l) | Rx Drop % Tx Pkts Rx Pkts Delay Dropped T
sum 3,542,0883,085,110] 509,843 730,812 363.1) 543,657 75,611 44,980 0] 55
Mean (&verage) 70B,417...| B13,222|101,968.6/146,152.41 72.62| 108,731.4 15,122.2 8,996 0 11
Median 744,526 535,911 101,837 141,546 72.25 114,265 15,136 9,555 0 11

Mame Tx Rate |Tx Rate(l)| FEx Rate | Ex Rate(l) | Rx Drop % Tx Plkis Ex Plis Delay Cropped T:
tcp-max-1-4A 32,891.4] -92,633| -3,867.6] -15,719.4 1.04 5,011.6 -585.2 1,096 0 5,1
tep-max-2-4A 74,053.4 -77,311] -131.%] -13,883.4 1.96 11,392.6 13.8 559 0/11,
tcp-max-3-4A 36,108.4) 118,473] 1,124.4] -4,616.4 -0.36 5,533.6 147.8 -978§ 0] 5,€
tep-max-4-A 54,659.4] 166,077 3,882.4] 31,0676 -0.68 8,409.5 529.8 -1,269 0 8,
tep-max-5-A -197,71...|-114,606) -1,007.5 4,151.6 -1.95| -30,347.4 -106.2 592 0 -3
Standard Deviation [111,744../131,633.8) 2,842.9] 19,209.57 1.52| 17,155.2§ 405.11 1,052.5 017,
[«] I | [+]

| Refresh | | Close |

H. Scroll right to the CX Active and CX Established columns and select the Refresh button. This DUT can
maintain a maximum of 41,864 simultaneous TCP connections.

LANforge Table Calculations

Totals
ped Tx Bytes Rx Bytes TCF Rtx | Dup Pkts 000 Pkis [RX¥ Wrong ...| CRC Fail RX BER CH Active CX Estab |
0] 556,704,... /80,131,568 18 1 0 Q 0 0 41,864 47,633
0] 111,340,... 15,028,313 3.2 0.2 0 Q 0 0 B,372.8 9,526.6
0l 117,007,.. 16,009,154 3 0 0l 0 0 0 9,088 10,128

Deviations

ped Tx Bytes Rx Bytes TCF Rix Dup Plts Q00 Flkis [EX Wrong ...| CRC Fail RX BER Cx Active CX Estab
0/ 5,131,87..|-612, 798, .. -0.2 -0.2 0 0 0 0 715.2 5604
011,666,022 -17,148.8 1.8 0.8 0 0 0 0 1,251.2 1,205.4
0| 5,666,40...| 175,487.2 -1.2 -0.2 0l 0 0 0 591.2 501.4
0] 8,611,430/613,051.19 0.8 -0.2 0l 0 0 0 840.2 946.4
0l -31,075,...|-158,592.8 -1.2 -0.2 0l 0 0 0 -3,497.8 -3,313.6
0]17,567,004/449,330.94 1.3 0.45 0 0 0 0 1,968.2] 187112

[«] I I [»]

| Refresh | | Close |

A. CX Active is the metric we are attempting fo measure for Maximum Simultaneous TCP Connections. It will fluctuate
with the DUT's ability to maintain the number of active TCP connections.

B. CX Established is the number of TCP connections LANforge has established since the start of the fest. It will continue
to increase as the DUT closes the TCP connections it cannot maintain.



3. The TCP Connections per Second test will measure the rate of TCP connections that can be set up through

the DUT.

A. Create a Layer-3 TCP connection with the Duration and IP Port set to zero.

BEER

| Display H Sync || Batch-Create || Apply || 0K || Cancel |

Cross-Connect

Cross-Connect

©¢ Name: ftcp-crps ReportTimer: frast (1 5) [~]
CX Type: [LANforge  TcP [~ - " ;
Endpoint A (Client) Endpoint B (Server)

Endpoint A (Client) Endpoint B (Server) Pld Pattern |increa5ing |v| ‘increasing |v|
Resource: [1 tct503-60) [+][1 tets03-60 [~ Min 1P port; [y @) [<]fauro =]
Port: |6 (eth6) |v| |7 {eth7) ‘v‘ Max IP Port: |Same |v| ‘Same |V|
Min Tx Rate: |ZEF° (0 bps) |V| |Zer‘a (@ bps) ‘V‘ Min Duration: |El @ ns) |v| ‘For‘ever‘ |v|
BT e |Same |v| |SEME ‘v‘ Max Duration: |Same |'| ‘Same |'|
Min PDU Size: [k (ozae)  [v|[k (10248 [+ Min Reconn: [0 (0 1s) [*]f @ [+
Max PDU Size: |SEITIE |v||Sarne "‘ Max Reconn: |Same |vHSame |'|
1P Tos: [pest Effort  (0)  |w|[pest Effort @ |+ Multi-conn:  [Neraal (© [+] ernat @ =]
Pkts To Send: |Infini‘te |v| |In‘fini‘te ‘v‘ | Saript | ‘ Script |

| Thresholds H Thresholds |

Cross-Connect Endpoint A (Client) Endpoint B (Server)
Test Manager |default_tm |v snd Buff Size: |US Default |v| ‘US Default |v|
Quiesce: |3 3sed |v Rov Buff Size: |OS Default |v| ‘OS Default |v|

Endpoint A (Client) Endpoint B (Server) Send Bad FC5: | | H | |
P Addr: [auto [+][auTo =] |sremac: | [~ [~]

[1Replay File [ Replay File [ ] Use-Proxy [ ]Use-Proxy

[JLoop [JLoop Proxy Addr:

[ Dest Mac [ Dest Mac i EaE
AL Socket Priurity:|0 | ‘0 |
e AL | | | | ‘ ‘ | Payload | ‘ Payload |




B. Highlight and Start the connection.

£ Nforge Manager Version(5.1.6) \
Control Reporting Tear-Off Help

| Stop All | | Restart Manager ‘ | Refresh | | HELP |

File-10 r Layer-4 I’Generic rTest Magr rResour(e Magr I’Serial Spans I’ PPP-Links r Port Mgr r Messages |
Status

Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon | WanLinks | Collision-Domains |

RptTimer(m;):TestManager|al| ‘v| | Select All || || Stop H Quiesce || Clear ‘

View |IJ—2IJIJ |V|co| | Display || Create H Modify || Delete |

Cross Connects for 5elected Test Manager

Mame Type State Pkt Tx A->B| Pkt Tx A<-B| Rate A->B | Rate A<-B | Rx Drop A| Rx Drop B| Rpt Timer | EID Endpoints (& <-> B)
tcp-cxps  |LF/TCP Run (8] (8] (8] (8] 4] 4] 1000|216 ficp-cxps-A <=> tcp-...
tcp-max-1|LF/TCP Stopped 4] 4] 4] 4] 4] 4] 1000|211 [tcp-max-1-A <=> tc...
tcp-max-2 |LF/TCP Stopped 4] 4] 4] 4] 4] 4] 1000|2.12 [tcp-max-2-A <=> tc...
tcp-max-3 |LF/TCP Stopped 4] 4] 4] 4] 4] 4] 1000|2.13 [tcp-max-3-A <=> tc...
tcp-max—4 |LF/TCP Stopped 4] 4] 4] 4] 4] 4] 1000|2.14 [tcp-max-4-A <=> tc...
tcp-max-5 |LF/TCP Stopped 4] 4] 4] 4] 4] 4] 1000|215 [tcp-max-5-A <=> tc...
tcp-test LF/TCP Stopped 4] 4] 4] 4] 4] 4] 1000|2.9 |tcp-test-A <=3 tcp-te...
udp-test  |LF/UDP Stopped 4] 4] 4] 4] 4] 4] 1000/1.8 |udp-test-A <=> udp-...

Logged into: 192.168.100.173:4002 as: Admin




C. View the CX-Estab/s rate on the Layer-3 Endpoints tab. This DUT can set up about 120 connections per

second.
LANforge Manager' Version(5.1.6)
Control Reporting Tear-Off Help
| stopan | | RestamManager | | Refresn | | nere |
File-10 r Layer-4 rceneric rTest Magr rResour(e Magr |/Serial Spans |/ PPP-Links r Port Mgr r Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon | WanLinks |  Collision-Domains |

MIN Pkt Size llk (1,024 B) ¥ [ Go| MAX Pkt Size|lk (1,024 B || GO | Start || Stop || Quiesce || Clear |

MIN Tx Rate [<Custom> w||Go| MAX Tx Rate <Custom> || Go

View o100 ~lco |Display | | Create || Modify| | Batch Modiry| | Detete |

All Endpoints
000 Pkts |RX Wrong ...| CRC Fail RX BER CX Active Cx Estab | CxX-Estab/s Fattern Min Pt Max Plt Min Rate Max Rate S5e

8] 0 4] 0 0 8] 0|INCREASING 1,024 1,024 4] 0
8] 0 4] 8] [4] 8] O|INCREASIMNG 1,024 1,024 56,000 56,000
8] 0 4] 8] 1 7,157 113/ INCREASING 1,024 1,024 4] [¢) Y
8] 0 4] 4] 1 7,077 113 INCREASING 1,024 1,024 4] [¢) Y
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 1,000 1,000 ¢
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 1,000 1,000 ¢
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 1,000 1,000 ¢
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 1,000 1,000 ¢
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 1,000 1,000 ¢
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 1,000 1,000 ¢
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 1,000 1,000 ¢
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 1,000 1,000 ¢
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 1,000 1,000 ¢
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 1,000 1,000 ¢
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 56,000 56,000 0/
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 56,000 56,000 0/
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 56,000 56,000 C
8] 0 4] 8] 4] 8] O|INCREASIMNG 1,024 1,024 56,000 56,0000 C

[4] Il ]

Logged in to: 192.168.100.173:4002 as: Admin

For more information see LANforge GUI User's Guide

Generating Traffic to a Web Server

Goal: Set up and run traffic to a web server.

In this test scenario, LANforge-FIRE is used to generate fraffic in the form of URL ' ooe
requests in order to determine the maximum number of URLs/second the web /\/\
server can process. | — I
Please note that the web server used in this example is an isolated Linux system LANforge GUI
running Apache. l

System Under
Test

I_ _LA_NforEaFEE_ _l ﬁ

| LANforge FIRE
. R |

Web Server

System
Under Test

1. Connect one LANforge-FIRE port to the web server's network.

2. Set up the LANforge port so that it has a valid IP address.


http://www.candelatech.com/lfgui_ug.php#cx

A. Go to the Port Manager

Control Reporting Tear-Off Info Plugins

LANforge Manager

Version(5.3.6)

‘ Stop All ‘ | Restart Manager ‘

F Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations rtlessages |

Status r Layer-3 r L3 Endps r WolP/RTP r WolP/RTP Endps r Armageddon r WanLinks r Attenuators r File-10 |
Disp: |192.168.100‘239:0 | ‘ Sniff Packets ‘ E | Clear Counters | | Reset Port ‘ | Delete |
Rpt Timer: |med1um (8 s) |V| ‘ Apply E | View Details | | Create ‘ | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent]

Port |Pha...|Down IP SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 L] L] 182.168.100.103|0 eth0 49,388 412 4 4,192 184,397 233 2
1.1.1 L L 0.0.0.0 8] ethl 8] 8] 0 0 0 0 0
1.1.2 L] L] 0.0.0.0 o] eth2 0 0 0 0 70 1 0
1.1.3 ] ] 0.0.0.0 4] eth3 70 1 0 =] 0 0 0
1.1.4 L] L] 0.0.0.0 4] ethd 70 1 0 5 0 0 0
1.1.5 L] L] 0.0.0.0 8] eths 0 0 0 0 70 1 0
[«] Il ] | ]
Logged into: 192,168.100.102:4002 as: Admin

B. Modify the port connected to the web server. Set a valid network IP address and Gateway IP.

eth2 (brent-6port) Configure Settings SIS
Port Status Information
Current: LINK-DOWN AUTO-NEGOTIATE Flow-Control TSO G50 GRO
Driver Info: Port Type: Ethernet Driver: e1000e(2.3.2-k) Bus: 0000:04:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s X1
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates —
[ ] Set IF Down 2 10bt-HD 10bt-HD
2 10bt-FD

[] set MAC Obown [ Aux-Mgt © 100bt-HD 0bt-FD

[IsetT™@Qlen | DHCP-IPv6 [¥] DHCP Release  DHCP Vendor ID: 8 }gggfl;ED 100bt-HD

T "1DHCP4Pva |_SecondaryPs | DHCP client p: e e —

[] Set Offload &) tiat 1000-FD

DNS Servers: [BLANK Peer IP: NA LI DS
[ ] Set Rate Info []110G-FD
IP Address: 10.1.1.10/24 Global IPv6: AUTO -
[]set PROMISC . [IRenegotiate [] 40G-FD
IP Mask: 0.0.0.0 Link IPv6: AUTO
[] Set Rx-All/FCS [JRestart Xcvr Flow-Control
Gateway IP:  |0.0.0.0 IPv6 GW: AUTO
[] Set Bypass ) CIPROMISC
Alias: MTU: 1500 —— Offload
[] Set Bridge Info [ Rx-ALL
MAC Addr: 00:90:0b:38:82:72 TXQLen 1000 TSO Enabled
[] Set CPU Mask [ RX-FCS
ervices ) ) S o - yp : [¥] GS0 Enabled
O HTTP SEEIINEE = CoEHE T []Bypass Power-UpP
O [JLRO Enabled
CPU Mask WiFi Bridge : [JBypass Power-DOWN GRO Enabled
[1RADIUS [1Bypass Disconnect
‘ Print ‘ | View Details ‘ | Probe ‘ | Sync | ‘ Apply | ‘ [0]4 ‘ ‘ Cancel |
C. Verify the port configuration
LANforge Manager Version(5.1.1) - 'BX
Control Reporting Tear-Off Help
| Stop All | | Restart Manager | | Refresh | | HELP
File-10 r Layer-4 T/Generi( rTesl Magr rResuurce Mar rSeriaI Spans r PPP-Links r Port Magr r Messages \
status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon | Wanlinks |  Collision-Domains
DiSD:|192. 168.100.245:0.0 | ‘ Sniff Packets | | Clear Counters | | Reset Port | | Delete |
Rpt Timer:|3l:ll:ll:ll:l ‘v| ‘ Apply | | View Details | | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.

FPort |Phan... IP Alias EX Bytes RX Plkis Pps RX bps RX T Bytes TX Pkts Pps TX bps TX Collisions
1.1.0 L] 192 168.100.245 |eth0 2,003 19 4] 728 4] 0 0 1] 0
1.15 [] 00.0.0 ethl 0 0 0 0 0 0 0 "] 0
111 [] 10.1.1.10 eth2 0 0 0 0 0 0 0 o 4]
1.1.2 [] 0000 eth3 0 0 0 0 74 1 0 23 0
113 [] 0000 eth4 0 0 0 0 0 0 0 1] 0
1.1.4 Ll 0.0.00 eths 0 0 0 0 0 0 0 1] 0
[] Ii | [v]
Logged in to: localhost4002 as: Admin




For more information see LANforge User's Guide: Ports (Interfaces)

3. Sef up the URL requests.
A. Go to the Layer 4-7 tab

Control

Reporting Tear-Off Info Plugins

LANforge Manager Version(5.3.3) =|[=] [

| stopan |

| Restart Manager | | Refresh | ‘ HELP |

File-10 r/ Layer-4 rGeneric rTest Mgr rTest Group r Resource Mgr r/ Event Log I’Alerts r Port Mgr rMesaages |
Status r Layer-3 r/ L3 Endps rVoIP!RTP r VoIP/RTP Endps rArmageddon r WanLinks rAttenuatorS r Collision-Domains |

View

Rpt Timer: |defau1t (5 s)

|0 - 200

ME

Name ‘ EID ‘ Type ‘ Status

Total-URLs ‘

|v|Go| Test Manager

Layer-4 Endpoints for Selected Test Manager

URLs/s ‘ Bytes-RD ‘ Elytes-WR‘ Tx Rate

| Select all H Start H Stop || Quiesce H Clear |

‘ Display || Create || Modify || Batch Modify | | Delete |

Tx Rate
(1 min)

Rx Rate ‘

‘ RxRate |1 min)

[«]

Logged in to: brent-6port:4002 as: Admin



http://www.candelatech.com/lfgui_ug.php#port

B. Create a Layer 4-7 Endpoint:

Create/Modify L4Endpoint

Name: http-00 Report Timer (ms): |5I:II:I |v| Test Manager: |default_tm |v|
Shelf: Resource: |1 (demo2) |v| Port |1 (eth2) |v|

Endp Name: 0 URLs per 10m: |12000000 |
Proxy Port Proxy Server
Proxy Auth:

Proxy Auth Types: [ |Basic [ | Digest [ |NTLM
HTTP Compression: [ ] Gzip [ Deflate

HTTP Auth Types: [ | Basic [ | Digest [ | GS5-Negotiate [ | NTLM

SSL Cert: [ca-pundie.crt |
User Agent: | |
UL/DL: Quiesce: 3 |v|

URL: [http://10.1.1. 100 index. html |
File: [/dev/null |

[ ] Get-URLs-From-File [ ]| Authenticate Server [ |Use-Proxy Allow-Reuse [ | Allow-Cache [ |Enable 4XX

| Apply | | oK | | Batch-Create | | Cancel

. Enter a name and select the port configured in the previous step
. URLs per 10m should be set to around 1,200,000 which is 2,000 URLs/second
. Leave the SSL Cert alone as we are not using it in this example

. UL/DL should be set to Download

m U 0O = >

. URL should be set to the web server's IP address and file that you wish to download. In this example, index.htmlis a
smalll test file.

F. File is the designated location that the downloaded file will be stored. In this example, we use /dev/null which will
essentially throw the file away so that it does not slow down the LANforge system with writing files.

G. Select the 'Allow-Reuse' checkbox to maximize the number of URL requests LANforge can make per connection

H. Click Apply or OK to create the Layer 4-7 endpoint

C. Create 9 more Layer 4-7 endpoints by opening the previously created endpoint and clicking Batch-Create

Layer-4 Batch Creator: htkp-00 - 0 x

http-01, http-02 ... http-09
Resources: 1,1...1

Ports: eth2, eth2... eth2
IPs: AUTO, AUTO ... AUTO

Quantity: g9 Number of Digits: 2 Zero Pad
Starting Name Suffix: looi Name Increment: lli

Resource Increment A: |07

Port Increment A: |07

IP Addr Increment A: IOi

File Increment: 1 [ ] Get-URLs-From-File

A. Set the Quantity to 9, Number of Digits to 2, and Port Increment A to 0. Then click Apply.

B. Each of the 10 Layer 4-7 Endpoints will attempt to generate 2000 URLs/second, effectively generating 20,000
URLs/second

For more information see LANforge User's Guide: Layer 4-7 Endpoints


http://www.candelatech.com/lfgui_ug.php#l4

4. Run traffic and determine web server performance.
A. On the Layer 4-7 tab, select one Layer 4-7 endpoint, click Start, then repeat for all 10 Layer 4-7 endpoints:

LANFforge Manager Version(5.3.3) =112
Control Reporting Tear-Off Info Plugins
| Stop all | | Restart Manager | | Refresh | | HELP |
File-10 r Layer-4 rGeneric rTest Magr rTest Group r Resource Mgr r Event Log rAIerts r Port Mgr rMessages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |
Rpt Timer: |defau1t (5 s) |V|Gu| Test Manager | Select All || Start || Stop || Quiesce || Clear |
View |0-2oo |v|Go| | Display || Create || Modify || Batch Modify ‘ | Delete |
Layer-4 Endpoints for Selected Test Manager
Tr Rate Rx Rate
MName EID Type Status | Total-URLs URLs/s Bytes-RD Bytes-WR Tr Rate (1 min) Rx Rate (1 min)
http-00 1.1.5.13 |L4/Gen Run 24,380| 1,470,871 4,992,000 9] 9] 0] 2,396,112 2,408,475
http-01 1.1.5.14 |L4/Gen Run 20,975 1,420,907 4,285,216 9] 9] 0] 2,307,601 2,322,348
http-02 1.1.5.15 |L4/Gen Run 17,103 1,283,603 3,455,712 9] 9] 0] 2,063,265 2,074,849
http-03 1.1.5.16 |L4/Gen Run 11,477 1,099.272] 2,301,312 9] 9] 0 1,762,444 1,763,414
http-04 1.1.5.17 |L4/Gen Stopped 9] 9] 9] 9] 9] 9] 9] 9]
http-05 1.1.5.18 |L4/Gen Stopped 9] 9] 9] 9] 9] 9] 9] 9]
http-06 1.1.5.19 |L4/Gen Stopped 0 0 0 0 0 0 0 0
http-07 1.1.5.20 |L4/Gen Stopped 0 0 0 0 0 0 0 0
http-08 1.1.5.21 |L4/Gen Stopped 0 0 0 0 0 0 0 0
http-09 1.1.5.22 |L4/Gen Stopped 0 0 0 0 0 0 0 0
[] I I [+]
Logged in to: 1f1005c-is14120020:4002 as: Admin

A. As each endpoint is started, the rate of URLs/second will start to converge on a rate that the web server is capable
of providing. Finding the final web server performance rate is a matter of adding up the rates of all running Layer
4-7 endpoints.

B. Several Layer 4-7 endpoints (10 in this case) are used so each endpoint can make an independently large
number of URL requests without having to wait for too many replies. Each URL request is waiting for a reply from the
web server, so if only one Layer 4-7 endpoint was making requests, it would spend too much time waiting for
replies instead of generating more requests. Spreading the URL requests over several endpoints allows each
LANforge connection to the web server to maximize its rate of URL requests.

B. Layer 4-7 Endpoint Results:

LANforge Manager Version(5.3.3) - 0%
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |
File-10 r Layer-4 rGeneric rTest Magr rTest Group r Resource Mgr r Event Log rAIerts r Port Mgr rMessages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |
Rpt Timer: |defau1t (5 s) |v|Go| Test Manager | Select All || Start || Stop || Quiesce || Clear] |
View |0-200 |v|Gn| | Display || Create || Modify || Batch Modify ‘ | Delete |
Layer-4 Endpoints for Selected Test Manager
Tx Rate Rx Rate
Name EID Type Status | Total-URLs URLs/s Bytes-RD Bytes-WR Tx Rate i el Rx Rate i ]
http-00 1.1.5.13 |L4/Gen Run 5,677 1,711.204) 1,180,816 0 0 0] 2,829,006 2,847,674
http-01 1.1.5.14 |L4/Gen Run 5,499 1,712.079 1,143,792 0 0 0] 2,826,795 2,849,215
http-02 1.1.5.15 |L4/Gen Run 5,657 1,706.023 1,176,656 0 0 0] 2,820,871 2,838,945
http-03 1.1.5.16 |L4/Gen Run 5,694 1,716.812 1,184,352 0 0 0] 2,839,321 2,857,011
http-04 1.1.5.17 |L4/Gen Run 5,508 1,715.168 1,145,664 0 0 0] 2,831,421 2,854,308
http-05 1.1.5.18 |L4/Gen Run 5,647 1,703.027) 1,174,576 0 0 0] 2,815,884 2,833,027
http-06 1.1.5.19 |L4/Gen Run 5,520) 1,718.567 1,148,160 0 0 0] 2,837,580] 2,860,050
http-07 1.1.5.20 |L4/Gen Run 5,702| 1,719.209 1,186,016 0 0 0] 2,843,310] 2,861,027
http-08 1.1.5.21 |L4/Gen Run 5,484 1,707.445 1,140,880 0 0 0] 2,819,588 2,841,858
http-09 1.1.5.22 |L4/Gen Run 5,477 1,705.592 1,139,216 0 0 0] 2,815,485 2,837,768
[«] ] | [ ¥
Logged in to: 1f1005c-i514120020:4002 as: Admin

A. After starting all 10 endpoints, and letting them run for at least 1 minute, the overall URLs/second rate converges to
around 17,000 URLs/second.



For more information see LANforge User's Guide: Layer 4-7 Endpoints

Infroduction to Layer 4-7 Traffic Generation


http://www.candelatech.com/lfgui_ug.php#l4

Goal: Use LANforge to emulate layer 4-7 download traffic
Creating web browsing and movie watching emulation is a common task with

LANforge. This cookbook will infroduce HTTP download examples and describe the
difference between the Layer 4-7and Generic traffic generation techniques. We will

begin on a CT520a with 20 stations.There are two methods of emulating web browsing:

1. Layer 4-7 connections: these are workers doing downloads using curl

2. Generic connections: these are scripts called programs that can download
or upload. Not just any program can be used, these programs need to be
able to bind to a specified network interface.

If you want fo:

..load test a web server, you will use mostly use Layer 4-7 connections.

...multiple video streams, you would use Generic connections that call c-cTive
...Upload files, you would use Generic connections that call curl

The following examples do not assume your LANforge has a route to the Internet, but
are poinfing af a webserver IP address. We are going to show making a common
mistake in the first example.

System Under
Test

| LANforge FIRE |

Web Server

LANforge GUI

[
= el

LANforge FIRE

|

System
Under Test



1. Simple HTTP Get

2. Check your Port Mgrtab and note we have 20 stations on resource 2, radio wiphy0.

|£] LANforge Manager Version(5.3.9) - O *
Control Reporting Tear-Off Info  Plugins
Chamber View | Stop All | | Restart Manager | | Refresh | | HELE.
Test Magr |/ Test Group |/ Resource Mgr |/Event Log |/Alerts r Port Mgr |/w\F Stations r DuT |/ Profiles rTramc—F'roﬁIes rMessages |
Status |/ Layer-3 |/ L3 Endps |/VOIF'IRTF' |/ VolP/IRTP Endps |/ Armageddon r WanLinks rAﬂenuators |/ RF-Generator |/ File-1O |/ Layer-4 |/ Generic |
Disp: |192.158.1[JU.39:[].0 | | Sniff Packets | Down | Clear Counters | | Reset Port | | Delete |
Rpt Timer: |medium (8 s) |V| | Apply | []VRF | Display | | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.

Fort | Phantom| Down | Parent Dev| Channel Alias 551D IP AP Mode Signal Mt
1.1.03 |[] O] eth3 0.0.0.0 [«
1.1.04 |[] v] eth4 0.0.0.0
11.05 |[] v] eths 0.0.0.0
1203 |[] L] wiphyQ 157 sta1000 jedway1-vap1000(10.136.0.70 04:F0:21:A8:92.AB |802.11an-AC -30 dBm |-103 g
1205 [[] [ wiphy0 157 5ta1001 jedway1-vap1000/10.136.0.89 04:F0:21:A8:922AB |802.11an-AC -20 dBm |-103 ¢
1206 |[] [] wiphy, 157 sta1002 jedway1-vap1000/10.136.0.72 04:F0:21:A8:92.4B |8021 1an-AC -20 dBm |-103 ¢
1207 |[] ] wiph" 157 5ta1003 jedway1-vap1000/10.136.0.71 04:F0:21:A8:92.4B |8021 1an-AC -20 dBm |-103 ¢
1.2.08 |[] [] wiphy0 157 sta1004 jedway1-vap1000/10.136.0.73 04:F0:21:A8:92:AB [302.11an-AC -20 dBm [-103 g
1.2.09 [[] [] wiphy0 157 sta1005 jedway1-vap1000/10.136.0.75 04:F0:21:A8:92:AB [802.11an-AC -20 dBm |-103 0=
1.2.10 [[] [1  |wiphyo 157 sta1006 jedway1-vap1000/10.136.0.76 04:F0:21:A8:92:AB [802.11an-AC -20 dBm [-103 g
1211 [[] [1  |wiphyo 157 sta1007 Jjedway1-vap1000/10.136.0.80 04:F0:21:A8:92:AB [802.11an-AC -20 dBm [-103 g
1212 |[] [] wiphyQ 157 sta1008 jedway1-vap1000/10.136.0.78 04:F0:21:A8:92:AB [802.11an-AC -20 dBm [-103 g
1213 [ (] |wiphy0 157 s5ta1009 jedway1-vap1000[10.136.0.74 04:F0:21:A8:92:AB [802.11an-AC -20 dBm [-103 d
1214 |[] [] wiphy0 157 s5ta1010 jedway1-vap1000/10.136.0.77 04:F0:21:A8:92.AB |8021 1an-AC -20 dBm |-103 g
1215 |[] [] wiphy0 157 sta1011 jedway1-vap1000/10.136.0.88 04:F0:21:A8:92.4B |8021 1an-AC -20 dBm |-103 g
1216 |[] [ wiphy0 157 sta1012 jedway1-vap1000/10.136.0.81 04:F0:21:A8:92.4B |8021 1an-AC -20 dBm |-103 g
1217 |[] ] wiphy0 157 sta1013 jedway1-vap1000/10.136.0.79 04:F0:21:A8:92.4B |8021 1an-AC -20 dBm |-103 g
1218 |[] [] wiphy0 157 sta1014 jedway1-vap1000/10.136.0.85 04:F0:21:A8:92:AB [302.11an-AC -20 dBm [-103 g
1219 [[] [] wiphy0 157 sta1015 jedway1-vap1000/10.136.0.84 04:F0:21:A8:92:AB [802.11an-AC -20 dBm [-103 g
1.2.20 |[] [1  |wiphyo 157 sta1016 Jjedway1-vap1000/10.136.0.87 04:F0:21:A8:92:AB [802.11an-AC -20 dBm [-103 g
1221 [[] [1  |wiphyo 157 sta1017 Jjedway1-vap1000/10.136.0.82 04:F0:21:A8:92:AB [802.11an-AC -20 dBm [-103 g
1222 |[] [] wiphyQ 157 sta1018 Jjedway1-vap1000/10.136.0.86 04:F0:21:A8:92:AB [802.11an-AC -20 dBm [-103 ¢
1223 [ (] |wiphy0 157 sta1019 jedway1-vap1000[10.136.0.83 04:F0:21:A8:92:AB [802.11an-AC -20 dBm [-103 d
1224 |[] L] wiphy G4 sta2100 jedway1-vap1100|10.135.0.92 04:F0:21:38:03:B7 |802.11an—AC -21dBm |-103 q_|
|‘1.2|.25 [] [ wiphy G4 |sta2101 jedway1-vap1100[{10.136.0.90 04:F0:21:38:03:87 |802.11an—|AC -21 dBm —1[.'i3 cll
4 Il »
Loggedinto: jedway1:4002 as: Admin

3. Move to the Layer 4-7tab

) Wiessages

=

4. Create a new connection, this example is namedwwwl. on resource 2, WiFi stafion stal000 Next, consider
the URLs per 10 minute field.



|£| Create/Modify L4Endpeint — O x

MName: ||.wuw1 | Rpt Timer: fast (1 s) |v| TestManager: ‘default_tm ‘v‘

Shelf Resource: |3 E—— |v| Port |3 (sta1000) |v| IP Addr- |AUTO |v|
Name: 0 URLS per 10m: |100 ] Hiax Speed: |In£i_n_i.t.e [+

How many URLs should try to process per 10 minutes:

& 600 1s

& 1200 2is
@ 1800 3is
& 2400 dis
& 3000 5is

A. Hover your mouse over the URLs per 10 min field to see the tool tip. If you wanted to create five
connections per second, that would be 3000 connectionsin 10 minutes. This differs from the Max Speed
field, which sets the maximum bit per second for the connection.

5. Continue with other settings. We are purposely going to make an error and diagnose it.

| £ Create/Modify L4Endpoint - O >
Mame: |www1 | Rpt Timer: fast {1 3) |v| Test Manager: ‘default_tm ‘v‘
Shelf: Resource: |3 [jedway2] |V| Port: |3 (sta1000) |V| IP Addr: |AUTO |V|
Endp Mame: 0 URLs per 10m: |3000 | Max Speed: |1nfinit—.= |v|
Quiesce: |3 (3zec) |v| URL Timeout: |1DUD |v| DNS Cache Timeout: |6[JU |v|
TFTP Block Size:  [Default (512 B) v

Proxy Port: Proxy Server.

Proxy Auth:

Proxy Auth Types: []Basic [] Digest []MTLM
HTTP Compression: Gzip [ ] Deflate

HTTP Auth Types: [ Basic [] Digest [ ] 3SS-Megotiate [] NTLM

SSL Cert |ca-bundie.crt |
SMTP-From: | |
AgentRCPT-TO: | |
ULDL: [Download \v| @i C]1Pve

URL: |h1'tp:ﬂcmreb. candelatech.com/ |
Source/Dest File: |fdewnull |

[] GetURLs-From-File [ ] Authenticate Server [ | Use-Proxy [ ] Allow-Reuse [ Allow-Cache Enable 4XX [ | Show Headers

Bind DMS) FTP PASV FTP EPSV

‘ Apply | ‘ oK | [%‘ Batch-Create | ‘ Cancel |

A. Set the request rate, choose the number of URLs per 10 min to 3000
B. DNS Cache Timeout: 600

C. Select Gzip

D. Set URLto http://10.136.0.1/

E. Set Desfination file or directoryto /dev/null if you are on Linux. (If you are on Windows, you need to use
NUL)

F. Select Enable 4XX to show errors in logs




G. Select Bind DNS so that hosthames are resolved over stal000 (nof over our management porf)

H. Click Apply. Do not close this window.

6. Backin the Layer 4-7tab, select the connection

@J LANforge Manager  Version(3.3.9) — O »

Control Reporting Tear-Off Info Plugins

Chamber View | Stop All | | Restart Manager | | Refresh | | HELFP

Generic rTestMgr rTestGroup rResource Mar rEvent Log rNens |/F'0r1 Mar rvAF Stations rDUT |/F'r0ﬁles rTramc—F'roﬁles rMessages |
Status rLayer—S rL3 Endps r‘ufolF'fRTF‘ r‘u"olF'fRTF' Endps erageddon rWanLinks rﬁﬂenuators rRF—Generator rFiIe—ID rLayeM |_

Rpt Timer: |fast (1 s) |V|Go| Test Manager |al| |v| | Select All || Start + || Stop - || Quiesce || Clear |
View |n-5uu |v|Go| | Display || || Modify || Batch Modify | | Delete |
Layer-4 Endpoints for Selected Test Manager
Name EID Type Status | TotalURLs | URLsis | BylesRD | Bytes'WR | TxRate | ae ReRate | Rate
(1 min) (1 min)
wwwl 1.2.3.161 [L4/Gen Stopped 0 0 0 0 0 0 0
[4] I | [»]

Logged in to: jedway1:4002 as: Admin

7. Start the connection

A. ...then click Display

8. Watch the wwwl endpoint window...



[EJ Layer-4 Endpeint wwwl Manager jedwayl - O x
Endpoint: www1
Part Endpoint &0 First RX 00 URL Completed
: o Avg:0 oo AVg:0
Resource: jedway2 EID: 1.2.3.161 = u"%— g ; %-
Port 5ta1000 Cfg URLsMOm: 3000 o ) ao )
a:a a
IP: 10.136.0.70 RX Rate; 0 bps il [
a:a a
bps TX: 233 bps TX Rate: 0 bps gg gg
PpsTx  Opps URLs/s: 0 e oo
bps RX: 137 bps URLs Processed: 0 220 2420
25 25
Pps RxX. O0pps Total-ERR. 0 1024 1024
Errors: 0 Type: L4/Gen 32 32
6553 Kps 0 0
256 a0 DNS Completed
aa
0ps aa Avg:0
17,18 Gixrs g g 0.0
33,554 Migs T a:a
a:a
131072 Ko — @
[+H1)
258 by [+H1)
[+H1)
0 ks Q0
17.18 G
33554 Migzs —| 2020
131072 Kexes — M5
256 by 1024
Qs 32
URLs Processed Ty Throughput  Rx Throughput 0
[]|Pause Displa | Print ‘ ‘ Stop ‘ | Refresh ‘ ‘ Modify | ‘ Clear ‘ ‘ Close ‘

A. Notice how there is no traffic fo ctweb: because the hosthname will not resolve over our test network. This is
a common mistake. Let's use the IP of our other LANforge hosting our test network instead.

9. Change the URL fo use an IP address: http://10.136.0.1/

A. Click Apply



B. Do noft close the window.

10. The endpoint display now shows traffic.

[EJ Layer-4 Endpeint wwwl Manager: jedwayl

O X

Endpoint: www1

Port Endpoint 207: 227 First RX 212:93 URL Completed
: e Avg:218 f Avg:222
Resource: jedway2 EID: 1.2.3.161 20 Vg 222225 Q.
g’; " 216..359 ;—i ‘f 218.433
Part: sta1000 Cfg URLs/M10Om: 3000 812 250 11
2801 2E2-12
IP: 10.136.0.70 RX Rate; 224 88 Kbps a0 341
4720 4741
L - 7280 T
bps TX: 32598 Kbps TX Rate: 0 bps BT e
Pps T 43pps URLs/s: 165 e e
bps RX:  248.032 Kbps URLs Processed: 557 220 220
25 2*5
Pps RX. 36 pps Total-ERR. 0 1024 1024
Errors: 0 Type: L4/Gen 32 32
65536 K 0 o
256 s ;;53 DMS Completed
[ — - PR - &n Awg:0
17,14 Gl ] 0.0
180
Ixa
B0
128:0
258:0
Siz0
e %
2048:0
2020
131.072 Ko 2'“1 5
o _ 1024
. 32
URLs Processed  Tx Throughput  Rx Throughput 0
[]Pause Display | Print ‘ ‘ Stop ‘ | Refresh ‘ ‘ Modify | ‘ Clear ‘ ‘ Close ‘

A. Not having DNS resolution is a common problem in test networks.

B. It can cause problems when connecting fo a https website and getting certificate errors.

C. Click Close

11. Itis pretty simple to create a connection per WiFi station on our LANforge. Return to ourCreate/Modify

L4Endpoint window for wwwl




Batch-Create g

A. Click Batch-Create

12. In the Batch Create window, create 19 more connections

[£] Layer-4 Batch Creator: www1 — O >

wwwi02, www003 ... www020
Resources: 2,2..2

Ports: 5ta1001, sta1002 ... sta1019
IPs: AUTO, AUTO ... AUTO

Quantity: 18 Mumber of Digits: 3 [w] Zero Pad
Starting Name Suffix; ’17 MName Increment: ’17

Resource Increment A: ’07

Port Increment A: ’17

IP Addr Increment A: ’07

File Increment: U| [ ] Get-URLs-From-File

| Apply ‘ | Close ‘

A. Quantity: 19
B. Number of Digits **3**
C. File Increment: **0** (because we don't have multiple /dev/null files)

D. Click Apply

13. Backin the Layer 4-7tab, observe all our connections



|| LANforge Manager  Version(5.3.9) - O X
Control Reporting Tear-Off [nfo  Plugins

| Stop All | | Restart Manager | | Refresh | | HELP

Test Magr rTestGroup rResource Magr rE\fent Log rAlerts rPon Magr rw\FStations rDUT rProﬁIes rTraﬂ’lc—F'roﬁIes rMessages |
Status rLayer—:’» rL3Endps r\foleRTF' r\iolF'fRTPEndps rArmageddon rWanLinks rAttenuators rRF—Generator rFiIe—ID rLayeHl Generic

Rpt Timer: |fast {1 s3) |V|G0| TestManager|aII |v| | Select All || Start + || Stop - || Quiesce || Clear |
View |0—500 |V|G0| | Display || Create || Modify || Batch Modify | | Delete |
Layer-4 Endpoints for Selected Test Manager
Name EID Type Status | TotahURLs | URLs/s | BylesRD | BytesWR | TxRate | XRa® RxRate |‘Rate
(1 min) (1 min)
wiwwi02 1.25162 |L4/Gen Stopped 0 0 0 0 0 0 0 0
wwwi03 1.2.6.163 |L4/Gen Stopped 0 0 0 0 0 0 0 0
wwwi04 127164 |L4iGen Stopped 0 0 0 0 0 0 0 0
wwwi05 1.2.8165 |L4/Gen Stopped 0 0 0 0 0 0 0 0
wwwi06 1.2.9166 |L4/Gen Stopped 0 0 0 0 0 0 0 0
wwwi07 1.2.10.167 |L4/Gen Stopped 0 0 0 0 0 0 0 0
wwwi08 1.2.11.168 |L4/Gen Stopped 0 0 0 0 0 0 0 0
wiww009 1.212.169 |L4/Gen Stopped 0 0 0 0 0 0 0 0
wwwi10 1.213170 |L4/Gen Stopped 0 0 0 0 0 0 0 0
wiww011 1.2.14.171 |L4/Gen Stopped 0 0 0 0 0 0 0 0
wwwi12 1215172 |L4/Gen Stopped 0 0 0 0 0 0 0 0
wwwi13 1.216.173 |L4/Gen Stopped 0 0 0 0 0 0 0 0
wwwi14 1.217.174 |L4iGen Stopped 0 0 0 0 0 0 0 0
wwwi15 1.218.175 |L4iGen Stopped 0 0 0 0 0 0 0 0
wwwi16 1.2.19.176 |L4/Gen Stopped 0 0 0 0 0 0 0 0
wiwwi017 1.2.20177 |L4iGen Stopped 0 0 | 0 0 0 0 0 0
wiwwi18 1.2.21.178 |L4/Gen Stopped 0 o "% 0 0 0 0 0 0
wwwi19 1.2.22179 |L4iGen Stopped 0 0 0 0 0 0 0 0
wwwi20 1.2.23.180 |L4/Gen Stopped 0 0 0 0 0 0 0 0
wwwl 1.2.3161 |L4iGen Run 1,329 3.517 10,023,200 0 0 0 219,071 212,452
[« I | v
Loggedinto: jedway1:4002 as: Admin
14. Hightlight them, and click Start
[£] LANforge Manager Version(5.3.9) — O X

Control Reporting Tear-Off [nfo  Plugins

| Stop All | | Restart Manager | | Refresh | | HELP

TestMgr | TestGroup | Resource Mgr | Eventlog | Alerts | PortMgr | vAP Stations | DUT | Profiles | Traffic-Profiles | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon | WanLinks | Aftenuators | RF-Generator | Filed0 | Layer-4 | Generic

Rpt Timer: |fast {1 s3) |V|G0| TestManager |al| |v| | Select All || Start + || Stop - || Quiesce || Clear |
WView |0—500 |V|G0| | Display || Create || Modify || Batch Modify | | Delete |
Layer-4 Endpoints for Selected Test Manager
Tx Rate Rx Rate
MName EID Type Status Total-URLs URLs/s Bytes-RD Bytes-WR Tx Rate (4 min) Rx Rate il

www002 125162 |L4/Gen Run 36| 2.934 272,687 0 0 0 177,820 178,018
www003 1.2.6.163 |L4/Gen Run 33 273 250,064 0 0 0 165,495 166,179
wwwi04 1.27.164 |L4/Gen Run 34 2.5086) 257,605 0 0 0 170,064 170,698
wwwi05 1.2.8.165 |L4/Gen Run 33 2.801 248,853 0 0 0 168,985 169,138
wwwi06 129166 |L4/Gen Run 17 1.587| 129,408 0 0 0 96,645 96,843
wwwi07 1.2.10.167 |L4/Gen Run 28 2.306] 212,359 0 0] 0 139,928 140,381

wwwi08 1.2.11.168 |L4/Gen Run M 263 234,982 0 0] 0 159,472 159,594
www009 1.2.12.169 |L4/Gen Run 25| 2.245) 189,736 0 0 0 136,365 136,828
www010 1.2.13.170 |L4/Gen Run 3 2,524 233771 0 0 0 152,269 152,423
wwwi11 1.2.14.171 |L4/Gen Run 25 2.243 191,184 0 0 0 137,530 138,019
wwwi12 1.215.172 |L4/Gen Run 26 2.117| 197,277 0 0 0 128,487 128,603
wwwi13 1.2.16.173 |L4/Gen Run 29 2.596] 219,900 0 0 0 157 465 157,891

wwwi 14 1.2.17.174 |L4iGen Run 33 2.705 250,064 0 0 0 164,003 164,375
wwwi15 1.2.18.175 |L4iGen Run 35 2.841 265,146] 0 0] 0 172,172 172,212
wwwi16 1.2.19.176 |L4/Gen Run 28 2527 212,359 0 0] 0 153,313 153,965
www017 1.2.20.177 |L4/Gen Run 33 2.854 250,064 0 0 0 173,039 173,833
wwwi18 1.2.21.178 |L4/Gen Run 31 2786 234,982 0 0 0 168,915 169,493
www(19 1.2.22179 |L4/Gen Run 29| 2 36 219,900 0 0 0 143,187 143,299
www020 1.2.23.180 |L4/Gen Run [~G0’ 318 453,671 0 0 0 192,376 192,754
www 123161 |L4/Gen |Run 1la%9 3317 10,852,710 0 0| 0 217,047 200,419
] [ | [»]

Loggedinto: jedway1:4002 as: Admin

15. Note that if we were to Right Click—Display to show dynamic report

16. Right Click — Dynamic Reportto show dynamic report



|£| Dynamic Reports - O X
Report Graph 4| ¥ Endpoints =
@ * 4|
E g | ww20 M E
- ; | oz ] x
87 I | wan014 | x
wwwD04 | =
@ | [ || wwwo15 | =
El L] :
|| w05 1| x
. | wwwte e
ER 8 || warwooz | x
| mE
@ | L w010 u | =
8 g f w1 me
. e . i
2 4 Jlwawo12 i | x
L L || w02 e
= | wwwot2 e =
il |l w07 me
|l w1 | x
= || ww0s | x
- i wwwara mE
. H ] mEe
i AddiRemove |
¥ Ports |
| |
v T T T T T = | AddRemave |
2090107 185819 saz0 sa350 400 sa480 sasta sasa0 s 18007 185313 2
www020-TeBps  waww020-RxBps  wawl-TvEps  wwwi-RxBps ¥ Stations |
t www018-TxBps  www018-RxBps w01 5 RxBps T
—~ www016-TxBps  wwwi16-RxBps vww017-RxBps - | ‘
www014-TxBps  www014-RxBps  wwwi15-T«Bps  www015-RxBps H
4 www012-TxkBps  www012-RxBps  wwwi013-TxBps  www013-RxBps 4 | AddiRemaove |
) www010-TeBps  waw010-RxBps  wwwO11-TxBps  www011-RxBps @
wiwwODE-TxBps  www008-RxBps  www009-TxBps  wwwODS-RxBps :| ¥ Test Groups |
m W ¥Bps  wwwO0B-RxBps v T«Eps  www007-RxBps LI -
= wwwi04-TxBps  www004-RxBps  w T:Bps  www005-RxBps 8
2 wwwOD2-TxBps  waww002-ExBps  wawwl03-TxBps  www003-RxBps £ | clobal stats
Time O J]e]= Select Data
Auto Scale: [v]A [¥]B [v] Position Label []Pause | Load | | Auto Adjust | | Adjust ‘ ‘ Print | | Close |
A. This shows throughput for all the connections.
B. Notice how crowded this graph is. There is a simpler way fo display overall throughput.
17. Next, select the Port Mgrtab.
A. Select resource 2, radio wiphy0
|| LANforge Manager Version(5.2.9) — [m| *
Control Reporting Tear-Off Info  Plugins
Chamber View | Stop All | | Restart Manager | | Refresh | | HELE

TestMgr | TestGroup | Resource Mor | EventLog | Aleris | PortMgr | vAP Staions | DUT | Profiles | Traffic-Profiles | Messages |

[

Status | Layer3 | L3Endps | VolPIRTP | VoIPIRTPEndps | Armageddon | Wanlinks | Attenuators | RF-Generator | File10 | Layer-4 | Generic |

Disp: |‘192.158.‘IUU.135:U.U | | Sniff Packets | Down | Clear Counters | ‘ ResetPort | | Delete |
Rpt Timer: |1nEd1u.m (g 3) ‘V| | Apply | [ VRF | Display | ‘ Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port  [Phan..] Down IP SEC Alias T RX Bytes RX Pkis Pps RX bps RX TX Bytes TX Pkis Pps TX

1112 |0 | [10.136.01 0 b1000 29472,718) 498,301 714 338,384 350,517,462 262,003 37 4
1200 [0 [0 [192.168.100204 [0 eth0 50,417,464] 366,437 64 67,642] 1443767448 1,067,982 17
1201 [0 [0 |o.ooo 0 eth1 83,496 461 0 [i] 3,418 43 =
1202 L] ¥] 0.0.0.0 0 eth2 0 0 0 1] 0 0
1203 |0 [0 [10.13s8070 0 sta1000  |wiphy0 32,227,757 39,232 34] 231,821 4,249 441 45735 4
1204 [0 [O |oono 0 |wiphy0 481580,802] 868,496 756/4,935,819) 45479244 507,221 71
1.2.05 L] L] 10.136.0.89 ] 5ta1001  |wiphyD 17,212,070 21,510 L} 32| 217,238 2,310,505 24739 3
1206 |] [0 [10.136.072 0 sta1002  |wiphy0 17,558,579 21,939 31| 215423 2348721 25,209 iv
[ Il | [

Loggedinto: localhost4002 as: Admin




B. Right Click — Dynamic Report to show dynamic report

<= ~ Dynamic Report

agle Report

C. See the overall througput through the radio

[£] Dynamic Reports - o
Report Graph M 3|¥ Endpoints
4 E 3
: | \
‘ AddiRemove
. 3
o =
Bl =
1,083 min. 4641 M
| ¥ Pors
0 - ‘1 Fy—) e
LR = E
b ‘ AddiRemave
@ =
a7 "
L L
| L[ F
- = 2| ¥ stations
) = AddiRemaove
2 3
o | =
]
| ¥ Test Groups
= a3
=7 E A
AddiRemove
2 o _; el
- .
i ™~
= . W (] H
@ T T v T T v i T T e
w ANMA0I7 129414 14270 14340 14410 14480 14550 15020 15090 190307 121523 o
= \ 2:wiphy0-TxBps ~ 2:wiphy0-RxBps Ed [ Global Stats
Time O O Select Data
Auto Scale: [w] A B Position Label [] Pause ‘ Load | | Auto Adjust | | Adjust ‘ ‘ Print | | Close ‘

Scripted All-in-One Cable Modem Testing



Goal: Use LANforge to test CMTS and cable-modem network (DUT).
LANforge will serve DHCP and TFTP to the DUT, generate TCP fraffic to measure upload and download speeds

on each modem, and generate reports. In this example, eth0 is the management port, eth1 is the upstream
network port (connects to CMTS), and ports eth2-eth9 are connected to cable modems. Eth2-? are configured
for DHCP, and eth1 is configured with static IP. Eth1 is also configured o serve DHCP requests to the cable
modems and other LANforge ports.

1. Set up the network interfaces.

2. Configure ethl to serve DHCP and TFTP.
A. Go to Status panel in LANforge GUI. Click 'Netsmith' button on the resource.

B. Right-click in empty space and select New Router. Use default values and click OK.

C. Drag ethl info the virtual router. Then double-click the virtual eth1 icon to configure DHCP. DHCP files for
CMTS setups must be hand-written by the user. Configure LANforge to use this custom-dhcp config file.

Create/Modify Connection

Interface-Cost: 1 |

e | | | RIP-Metric: [ |

) OSPF Area: [0.0.0.0 |
port 1.8: [/]Skip | B
wanLink: [ skip | || verP ID:

i . VRRP Priority:
s D | - VRRP Interval:
Port 2-A: [ Skip | || Next-Hop: [172.18.109.2 |
DHCP Lease Time: Subnets (a.b.c.dhod:
DHCP DNS: [0.0.0.0/0 Il

|
DHCP Range Min: | | |
DHCP Range Max: | I |
|
|

DHCP Domain: | “
MNext-Hop-IPv6: [

IPv6 Subnets (aaa::0Hx):
|
|

| |
| |
DHCPd Config File: |fhome/lanforge/docis-dhcp.conf | | I |
| |

DHCPv6 DNS:
DHCPv6 Range Min:
DHCPv6 Range Max:

[INAT [“|DHCP [|DHCPv6 [¢]Custom DHCP [JVRRP []Cand-RP
| OK | | Cancel |

D. When Netsmith setup is complete, click Apply on the main Netsmith window to start up the DHCP service,
etc. This screenshot was taken after the Layer-3 connections were set up.

3. Configure eth2-9 to use DHCP.
A. Go to Port-Mgr tab, double-click each port, and make sure the DHCP option is selected. Apply changes.

4. Set up Layer-3 connections to generate the throughput tests.



A. Go to the Layer-3 tab, and click Create. Many cable modems are configured to do NAT and/or some
firewalling, so normally you will need the connections to be TCP and to originate out from the client-side
port. So, choose the LANforge/TCP connection type, and make the 'B' side eth1. Everything else can stay at
the default values because we will use a script fo automate the settings.

Control Reporting Tear-Off Info

| Stop All | | Restart Manager | | Refresh | | HELP |

File-l0 | Layer-4 [ Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts [ Port Mgr | Messages |
status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains

Rpt Timer: |‘fast 1s) |V|Go| Test Manager |al| |V| | Select All || Start || Stop || Quiesce || Clear |
View |0 - 200 |v|Go| | Display || Create H Modify | ‘ Delete ‘
tcp-1 - Create/Modify Cross Connect L_7|7;7|7x7

Narme Type State Plt Rpt Tim
tep-1 LF/TCP Stopped D | All | | Display | | Sync ‘ | Batch-Create | | Apply | | oK ‘ | Cancel 10
tep-2 LF/TCP Stopped 10
tcp-3 LF/TCP Stopped Cross-Connect 10
tep-4 LFITCP  |Stopped CX Name: |tcp-1| 10
tep-5 LF/TCP Stopped 10
tep-6 LF/TCP  |Stopped CX Type: |LANforge /TCP |v || 10
tep-7 LF/TCP Stopped 10
tep-8 LF/TCP Stopped q q 10
udp-1 LF/UDP _|Stopped TX Endpoint RX Endpoint 10
udp-1-dl  |LF/UDP  |Stopped Resource: 1 (If-cable) « | |1 (If-cable) A 10
udp-1-ul  LF/UDP  |Stopped Port: 2 (eth2) | [1 (eth1) - 10
udp-2 LF/UDP  |Stopped 10
udp-3 LF/UDP  |Stopped Min Tx Rate: New Modem ( 56 Kbps ) |w | |New Modem ( 56 Kbps )|+ 10
udp-4 LF/UDP Stopped 10
udE-S LF/UDP StoEEed Max Tx Rate: New Modem ( 56 Kbps ) |w||New Modem ( 56 Kbps ) | = 10
udp-6 LF/UDP __ |Stopped Min PDU Size: |1k (1,024 B) || |1k (1,024 B) |w 10
udp-7 LF/UDP  |Stopped 10
udp8 LF/UDP  |Stopped Max PDU Size: |Same - | |Sane - 10
udp-g-dl  LF/UDP  |Stopped . 10
udpB-ul LF/UDP |Stopped IP ToS: Best Effort (0) w | [Best Effort (0) - 10

Pkts To Send: |Infinite | |Infinite -

[l v

Logged in to: 174.128.215.88:4002 as: Admin

B. Create 7 similar connections, always with B side port of eth1, and use A side ports eth2-eth9. In the
Create/Modify window you can just change the name, change the port, and press apply. This will make
copies of the connections.

A. You can also use Batch-Create (located in the Create/Modify window) to create these connections.

Layer-3 Batch Creator: kcp-1 = 0O X

tcp-2, tcp-3... tcp-B
Endp-A Resources: 1,1...1
Endp-B Resources: 1,1...1

Endp-A Ports: eth3, ethd ... eth9
Endp-B Ports: ethl, ethl ... ethl
Endp-A IPs: AUTO, AUTO ... AUTO
Endp-B IPs: AUTO, AUTO ... AUTO

Quantity: 7 Number of Digits: [l Zero Pad
Starting Name Suffix: ’17 Name Increment: ’17
Resource Increment A: lﬂi Resource Increment B: ltli
Port Increment A: lli Port Increment B: ltli
IP Addr Increment A: lﬂi IP Addr Increment B: ltli
IP-Port Increment A: lli IP-Port Increment B: lli

| Apply | ‘ Close |

B. Set Quantity to 7, Port Increment B to 0, and deselectZero Pad.

C. Click Apply.

5. Create Test-Group to control the 8 Layer-3 TCP connections.



A. Go to the Test Group tab, and click Create. Give your test group a name. Select the 8 Layer-3 TCP
connections you just created in the previous step and add those to the Test Group. Click Apply and make
sure the new group shows up in the Test Group table.

Info

Control Reporting Tear-Off

| Stop All | | Restart Manager | | Refresh | | HELP |

File-1O rLayer-ﬂ rGeneric rTest Mgr |’Test Group rResnurce Mgr r’E\rent Log rAIerts rPort Mgr rMessages |
Status rLayer-3 rL3 Endps rVoIPfRTP rVoIPIRTP Endps rArmageddnn rWanLinks rAttenuators r Collision-Domains \

‘ Select All || Start || Stop H Quiesce || Clear |
Rpt Timer: ‘fast (1s) |'|Go|
| Display || Create || Modify | | Delete |
LANforge Test Groups
Name Run| Script i e
docsis-1 L[] [En2/2  |udp-l udp-2 udp-3 udp-4 udg Create/Modify Test Group -
docsis-l_... |[] |[Enabled |udp-1 udp-2 udp-3 udp-4 udyg
docsis-2-3.2|[] |[Enabled |udp-1 udp-2 udp-3 udp-4 udg .
docsis-2-6.4|[] |Enabled |udp-l udp-2 udp-3 udp-4 udglest Group Name: tcp-doc 2.0 | [ config As Totals
docsis-3x4 || |[Enabled |udp-1 udp-2 udp-3 udp-4 udy
docsis-3x8 || |[Enabled |udp-1 udp-2 udp-3 udp-4 udy Cross Connects (CX)
doesis 2.0 || |[En0/2 udp-1 udp-2 udp-2 udp-4 udg A
tep-dec_2.0 | #| |Running |tep-1 tep-2 tep-2 tep-4 tep-5 BeqiskenelERs AGE 2.5 —
tcp-1 udp-1 ||
tcp-2 udp-1-dl
tcp-3 udp-1-ul
tcp-a udp-2
tcp-5 udp-3 =
tcp-6 udp-4
tep-7 udp-5
tcp-8 udp-6
udp-7 -
udp-8 —
ndn o Al Bl
Apply | | OK | | Cancel
[«] ] I

Logged in to: 174.128.215.88:4002 as: Admin

B. We need to add a script fo automate the test. Click the Script button in the Test Group create/modify
window. Choose RFC 2544 script type. In this scenario, we want to test each modem one at a time, so we
select the Sequential option for Group Action. The rates sections determine the speeds for each iteration. In
this case, the first iteration will send from B to A at 35Mbps. This is the download test. The next iteration will
upload from A to B at 17Mbps. When the two iterations are complete, the script will repeat on the next
Layer-3 connection.

Add/Modify Script l—:—'—i—'—x—
Group Name: |t6p-d0t.‘_2-01 |V| Script Type: |RFC-2544 |v|
Script Name: |my-script | Group Action: |Sequentia| |v|

Enable Script Show Reports Symmetric [ |Loop [ ]Hide Iteration Details [ |Hide Legend [ |Hide CSV

Script lterations: 2 Estimated Duration: 1.167 m

Script Configuration

[]Show Dups [ |Show 000 []Show Attenuation [ |Hide Latency Distributions []Hide Constraints

17000000 (17 Mbps)

0 (0 bps)

Run Duration: |3G 5 (30 s5) |v| Pause Duration: | 5 s (5 s) |v|
Max Drop Percent: |2G‘?=s (20%) |V| Max-Tx-Underrun: |2G‘% (20%) |V|
Max Jitter: lhigh (100 ns) |+| Max RT Latency: [s00ms (500 ns) [~
Max Failed OK: |0 |v|

——Rates A Rates B ——Payload Sizes A— —Payload Sizes B— pAttenuations (ddBm)-
rbps bps 1472 (1.438 KB) 1472 (1.438 KB)

0 (0 bps) 35000000 (35 Mbps)

Show Previous Report |

| Sync |

| Apply |

[ ox |

| Cancel




6. Run the test.
A. To start the test, select the Test Group in the table and click the Start button. You should see a script-report
window pop up, and the state should go to running. To see a live report of throughput and other values,
right-click on the Test Group table and select the Dynamic Report option.

Dynamic Reports LE—I-E-I

[ X
M Report Graph molE Endpoints
H S H tcp-1-A E i
o = tcp-6-B E
" ® tcp-6-A E
. = tep-2-8 [x[[ 0] K2
R e Add/Remove
Ports
=
© o
=
= ~
L L
=
o in
e "
o \{ | r‘w = Add/Remove
- ‘ ‘ " [] Global Stats
U Graph Data
= 2
o_| L= ;[ Tx-Pps [ | Rx-Pps
[ | Rx-Latency [ ] Rx-Jitter
Tx-Bps Rx-Bps
| milis 3 e S
= | = [ ] Tx-Errars [ ] Rx-Errors
‘ ‘ || Rx-Drops [l Collisions
o | = []Link Speed [1RX signal
= | [~
- © . [Tep-Cx-Active [] Tep6-Cx-Active
+| o ‘ m h | ‘ + [] Tep-Cx-Estab [ ] Tep6-Cx-Estab
o ~ . . : . : : : ; = 12 ¢ Judp-Tx-Bps [ ] udp-Rx-Bps
- 2012.01.25 12:23:02 21:26.0 22:22.0 22:50.0 25:02.0 2e:14.0 2T:26.0 22:28.0 2012.01.2512:41:02 - “
[&! tcp-B-B-TxBps ® [] udp-Tx-Pps []udp-Rx-Pps
tep-7-A-TkBps  tcp-7-B-THBps i e Rl
& tcp-5-B-TkBps  tcp -THBps  tcp-6-B-TxBps < : Il Tcp-Tx-Hp Il 1cp-Rx-HpS
otanes wpsdnen tooanees | Dusws  Quencees
4 tp ATxBpe topl BTxBps tcp2ATdps | % | LlL4-ReBps LlLa-Errors
Time O ol - I ol+ [] Voip-Active
Auto Scale: A B Position Label Pause | Load | ‘ Auto Adjust ‘ | Adjust | | Print | ‘ Close |
B. View the individual connections from the Layer-3 tab.
LANforge Manager Version(5.2.7) IBI-Q-LS-
Control Reporting Tear-Off Info
| Stop All | | Restart Manager | | Refresh | | HELP

File-l0 | Layer-4 [ Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 rL3 Endps rVoIPfRTP rVoIPIRTP Endps rnrmageddon rWanLinks rnttenuators |/ Collision-Domains \

Rpt Timer: |‘Fast 1s) |V|Go|Test Manager | Select All || Start || Stop || Quiesce || Clear |

View |0- 200 |v|Gu| | Display || Create H Modify | ‘ Delete ‘
Cross Connects for Selected Test Manager

Name Type State Pkt Tw A-=B| Pkt Tx &<-B| Rate A->B | Rate A<-B |Rx Drop ...|Rx Drop ...|Drop Pkt...|Drop Pkt...| Awvg RTT | Rpt ~
tep-1 LF/TCP Stopped 42,749 81,865 6,711,626 12,851,243 4] 0 0 0 4] [a]
tcp-2 LF/TCP Stopped 42,861 88,084| 6,728081]13,868911 4] 0 0 0 4]
top-3 LF/TCP Stopped 30,145 51,342| 4,731,463| 8,059,586 4] 0 0 4] 4]
top-4 LF/TCP Stopped 6610 50,126| 1,036,267 7,868,768 0 0 0 0 0 =
top-5 LF/TCP Stopped 43,250 79,407| 5,788,978| 12,465,882 0 0 0 0 0
top-6 LF/TCP Stopped 43323 86,980| 65,800,439| 13,654,896 4] 0 0 0 4]
top-7 LF/TCP Run 33 42,989 13,064| 25,175,099 0 0 0 0 20 |
tep-8 LFTCP__ |Stopped 0 0 0 0 0 0 0 0 0
udp-1 LF/UDP _ |Stopped 0 0 0 0 0 0 0 0 0
udp-1-dl |LF/UDP  [Stopped 0 0 0 0 0 0 0 0 0
udp-1-ul |LF/UDFP  |Stopped 0 0 0 0 0 0 0 0 4] =
[« Il \ [+]

Logged in to: 174.128.215.88:4002 as: Admin

7. Gather reports.



A. When the script completes, a summary of each iteration will be shown in the Script Report window. The text
may be converted to HTML, but for this particular script, the graphs are not useful because we are using
Sequential mode, so just saving the text to a file or printing it is probably the best option. Nofe that some of
these tests failed the constraints configured in the script. In this case, it is because those modems were not
capable of the requested speeds.

Script Report for: tcp-doc_2.0 \?l—i—l—‘,:—
summary data for each iteration:

## pld-size cfg-rate tx-bps ri-bps ri-bps-LL  tx-pps  rx-pps tx-pkts ri-pkts cx-drops drop% rx-latims)
- (bytes) (bps) - peer peer - peer - peer peer peer peer
of 1472 [c] [¢] [¢] 1] [¢] [c] [¢] [¢] [c] 0,000 [¢]
1% 1472 170008000 16780407 15780407 1] 1425 1425 42748 42749 [c] 0,000 213
o* 1472 c] [¢] [¢] [t] [¢] c] [¢] [¢] c] 0.000 [}
1% 1472 170008000 16811418 1811418 [t] 1428 1428 42828 42828 c] 0.000 99
Q@ 1472 [¢] Q@ [¢] [¢] [¢] [¢] Q@ [¢] [¢] 0,000 =]
--- Failed peer transmit-percent constraint, reported: 57.5443% min: 80
1 1472 17000000 11819964 11819964 [¢] 1004 1004 30112 30112 [¢] 0.000 233
--- Failed transmit-percent constraint. reported: 59.5292% min: B0
[¢] 1472 [¢] [¢] [¢] [¢] [¢] [¢] [¢] [¢] [¢] 0.000 5]
--- Failed peer transmit-percent constraint, reported: 56.1805% min: 80
1 1472 17000000 2581692 25B1682 0] 219 219 6577 6577 <] 0,000 532
--- Failed transmit-percent constraint. reported: 15.1864% min: 80
--- Failed latency constraints: 532000 max-lat: 500000
0% 1472 <] [¢] [¢] [t] [¢] <] [¢] [¢] <] 0,000 a8
1% 1472 170008000 16963548 18963548 1] 1441 1441 43217 43217 [c] 0,000 53
of 1472 [c] [¢] [¢] 1] [¢] [c] [¢] [¢] [c] 0,000 T
1% 1472 170008000 16992768 16992788 1] 1443 1443 43290 43290 [c] 0,000 20
oF 1472 [c] [¢] [¢] 1] [¢] [c] [¢] [¢] [c] 0,000 34
1% 1472 170008000 16941566 16941566 [t] 1439 1439 43161 43161 c] 0.000 147
[¢] 1472 c] [¢] [¢] [t] [¢] c] [¢] [¢] c] 0.000 g8
--- Failed peer transmit-percent constraint, reported: 30.5155% min: 80
1 1472 17000000 43964 37950 [¢] 4 3 112 95 15 14.288 2756
-- Failed transmit-percent constraint. reported: 0.25851% min: 80
- Failed latency constraints: 2756000 max-lat: 500000

Peer Endpoint Summary data for each iteration:

## pld-size cfg-rate tx-bps rx-bps rx-bps-LL  tx-pps  rx-pps tx-pkts rx-pkts cx-drops drops rx-latims)
- (bytes) (bps) - peer peer - peer - peer peer peer peer
¢} 1472 35000000 32121395 321216688 0] 2728 2728 1831 81832 -1 -0.001 18
1 1472 <] [¢] [¢] [t] [¢] <] [¢] [¢] <] 0,000 [¢]
[¢] 1472 35000000 34916233 34916233 1] 2065 2965 88051 88951 [c] 0,000 45
1 1472 [c] [¢] [¢] 1] [¢] [c] [¢] [¢] [c] 0,000 [¢]
[¢] 1472 35000000 20140493 201404583 1] 1710 1710 51308 51309 [c] 0,000 125
1 1472 [c] [¢] [¢] 1] [¢] [c] [¢] [¢] [c] 0,000 [¢]
[¢] 1472 35000000 19663172 19663172 [t] 1670 1670 50093 50093 c] 0.000 52
1 1472 c] [¢] [¢] [t] [¢] c] [¢] [¢] c] 0.000 [¢]
[¢] 1472 35000000 31156941 31156841 [t] 2646 2646 79374 79374 c] 0.000 65
1 1472 [¢] Q@ [¢] [¢] [¢] [¢] Q@ [¢] [¢] 0,000 [¢]
[¢] 1472 35000000 34129596 34129586 [¢] 2898 2898 85947 86947 [¢] 0.000 57
1 1472 [¢] [¢] [¢] [¢] [¢] [¢] [¢] [¢] [¢] 0.000 [¢] L
[¢] 1472 35000000 34071935 340718935 [¢] 2893 2893 85803 86803 [¢] 0.000 52
1 1472 <] [¢] [¢] [¢] [¢] <] [¢] [¢] <] 0.000 [¢] =
Q@ 1472 35000000 10680439 10680439 [¢] 9087 [07 27208 27209 [¢] 0.000 a5
1 1472 <] ¢} 2] 0] 2] <] ¢} 2] <] 0,000 2] —

‘ Close | ‘ Save File ‘ | Graphical Display ‘

B. When the script completes, you could also pause the dynamic report and print it. For an electronic copy,

use a PDF printer to create PDF files instead of printing to paper.

C. The Layer-3 tab will color-code the 8 connections, with red meaning fail, and green meaning pass. You
can print the connections you are interested in by selecting them in the table and using right-click — Table
Report. This report can be printed or otherwise saved.

endp-mgr: Table Report | - | a ‘ X
Table Report

Name EID  |Run Mng| Script | TwRate TxRate(.)| RxRate | RxRate(l)| RxDrop % | Tk Pkts Ry Pkts Delay Dropped ]
top-1-A 1.1.2.29 [ | |lvl |Group 2/2|6,711,6... 0]12,851,... 0 0 42,745 81,865 0 0
tcp-1-B 1.1.1.30 [[] |[¥] |Group 2/2[12,851.... 0]6,711,6... 0 0 81,865 42,749 0 0
top-2-A 1.1.3.27 [[] |[v] |Group 2/2|6,728.0... 0]13,9689,... 0 0 42,861 88,984 0 0
tcp-2-B 1.1.1.28 [ | |[v] |Group 2/2|13,968,.. 0|6,728,0... 0 0 88,984 42,861 0 0
tcp-3-A 1.1.4.31 [[ | |[v] |Group 0/2|4,731.4.. 0| 8,059,3... 0 0 30,145 51,342 0 0
tcp-3-B 1.1.1.32 [[ | |[v] |Group 0/2|8.059.5... 0]4.731.4... 0 0 51,342 30,145 0 0
top-4-A 1.1.5.33 [[ ]| |[v] |Group 0/2|1,036.2... 0|7.868.7... 0 0 6,610 50,126 0 0
tcp-4-B 1.1.1.34 [[] |[v] |Group 0/2|7.868.7... 0]1,036,2... 0 0 50,126 6,610 0 0
tcp-5-A 1.1.6.35 [[] |[¥] |[Group 2/2|6,788,9... 0]12,465,... 0 0 43,250 79,407 0 0
tcp-5-B 1.1.1.36 [[] |[¥] |[Group 2/2[12,465.... 0|6,788,9... 0 0 79,407 43,250 0 0
top-6-A 1.1.7.37 [[] |[¥] |Group 2/2|6,800,4... 0]13,654,... 4] 4] 43,323 86,980 0 4]
tcp-6-B 1.1.1.38 [[ | |[v] |Group 2/2|13,654.... 0| 6,800,4.., 4] 4] 86,980 43,323 0 4]
top-7-A 1.1.8.39 (|| |lv| |Group 2/2|6,780,1... 0]13,632,... 0 0 43,194 86,836 0 0
tcp-7-B 1.1.1.40 [ | |lv] |Group 2/2(13,632,.. 0|6,780,1... 0 0 86,838 43,194 0 0
top-8-A 1.1.9.41 |[]| |[v] |Group 0/2] 21,189 0] 4,275,6... 0 0 145 27,242 0 0
tcp-8-B 1.1.1.42 [[ ]| |[v] |Group 0/2|4,275,6.. 0] 18,783 0 11.034 27,242 129 0 0

[4] [ | Iv]

| Print | | Refresh | | Close

Generating Traffic for DSLAM Testing



Goal: Set up and run traffic to a DSLAM system as shown in the CT570 product description.

Please refer to the diagram in the CT570 link above. In this test scenario, the LANforge-FIRE Core is one
interface on a LANforge system. The LANforge-FIRE Edge is another interface on the same LANforge
system. The LF Core interface is connected to the upstream DSLAM interface either directly or through a
switch. The CPEs are connected to a multi-port VLAN switch which has a VLAN trunk that is connected
to the LF Edge. Traffic is sent between the LF Core and the LF Edge to achieve end-to-end network

traffic testing of the DSLAM system.

1. Connect one LANforge-FIRE interface to the DSLAM upstream internet connection. This is the LF Core part of

the diagram mentioned above.

2. Set up the LANforge port so that it has a valid IP address and IP mask.

A. Go to the Port Manager

LANforge Manager Version(5.3.3) =112 |
Control Reporting Tear-Off Info Plugins
| Stop all | | Restart Manager | | Refresh | | HELP |
File-10 r Layer-4 rGeneric |/Test Mgr rTest Group r Resource Mgr r Event Log rAIerts r Port Mgr rMessages |
Status r Layer-3 r L3 Endps r VolP/RTP r VolIP/RTP Endps r Armageddon r WanlLinks r Attenuators r Collision-Domains |
Disp: [192.168.100.133:0.0 | | Sniff Packets | | clear counters || Resetport || pelete |
Rpt Timer: |medium (28 s) |'| | Apply | | View Details ‘ | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
. Parent]

Port |Pha..|Down IP SEC| Alias BEX RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 L Ll |192.168.100.86 |0 eth5 5,973,034 14,544 7 7,098 8466,825 10,094 2
11.1 L Ll |0.0.0.0 0 ethD 627,079 5032 2 3,875 12,200 25 0
11.2 L Ll |0.0.0.0 0 ethl 0 0 0 0 3,114 33 0
1.1.3 0 | O [o.0.0.0 0 |eth2 0 0 0 0 3114 33 0
1.1.4 ] | O |o.0.0.0 0 |eth3 0 0 0 0 3114 33 0
1.1.5 ] | O |o.0.0.0 0 |etha 0 0 0 0 3.020 32 0
[] Il I [+]
Logged in to: brent-6port:4002 as: Admin

B. Modify the port connected to the DSLAM. Set a valid network IP address and IP mask.
- 0 x

Current:

Port Status Information

eth2 (brent-6port) Configure Settings

LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO GSO GRO
Driver Info: Port Type: Ethernet Driver: el000e(3.2.5-k) Bus: 0000:04:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s X1

Port Configurables

Enable General Interface Settings Port Rates — Advert Rates—
[ ] Set IF Down 8 IOEt-HD 10bt-HD
10bt-FD
[]set MAC O pown [ Aux-Mgt 1 100bt-HD 10bt-FD
[IsetT™@Qlen | DHCP-IPv6 [¥] DHCP Release  DHCP Vendor ID: 8 }gggﬂ;? 100bt-HD
et MU “IDHCP4Pv1 | Secondary4ps | DHCP Client I G loco 1 1000t-D
[] Set Offload i 1000-FD
DNS Servers: [BLANK Peer IP: NA ® Autoneqotiate
[ ] Set Rate Info [110G-FD
IP Address: 10.127.0.10/24 Global IPv6: AUTO -
[] Set PROMISC ) [IRenegotiate [] 40G-FD
IP Mask: 0.0.0.0 Link IPv6: AUTO
[] Set Rx-All/FCS [JRestart Xcvr Flow-Control
Gateway IP:  |0.0.0.0 IPve GW: AUTO
[] Set Bypass ) CIPROMISC
Alias: MTU: 1500 —— Offload
[] Set Bridge Info [ Rx-ALL
MAC Addr: 00:90:0b:38:82:72 TXQLen 1000 [¥] TSO Enabled
[] Set CPU Mask [ RX-FCS
— Services— [lBypass NOW! GSO Enabled
] HTTP Rpt Timer: medium (8 s) ﬂ Watchdog: l:l] Cleypass Power-Up
. [JLRO Enabled
e cPumask: [1osii  [-]wirigridge:  [NONE x|l [iaypass power-0owN |G oo enabled
[1RADIUS [1Bypass Disconnect
‘ Print ‘ | View Details ‘ | Probe ‘ | Sync | ‘ Apply | ‘ [0]4 ‘ ‘ Cancel |



http://candelatech.com/ct570_product.php

C. Verify the port configuration

LANforge Manager Version(5.3.3) - 0%
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |
File-10 r Layer-4 rGeneric rTest Magr rTest Group r Resource Mgr r Event Log rAIerts r Port Mgr rMessages |
status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |
Disp: |192.168.1DD.133:D.U | | sniff Packets | | Clear Counters ‘ | Reset Port | | Delete |
Rpt Timer: |medium (8 s) |'| | Apply | | View Details ‘ | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
. Parent]

Port |Pha...|Down IP SEC| Alias Py RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 L] [] |192.168.100.85 [0 eths 6,427,215 18168 7 7,066 9,368,881 11,374 2
111 L] [] [0.0.0.0 0 eth0 874,489 6,926 3 3,814 12,660 89 0
1.1.2 L] [] [0.0.0.0 0 ethl 0 0 0 0 3,114 33 0
1.1.2 [] [1] [10.127.0.10 0 eth2 0 0 0 0 3,646 Y 0
1.1.4 L] [] [0.0.0.0 0 eth3 0 0 0 0 3,114 33 0
1.1.5 L] [] |0.0.0.0 0 eth4 0 0 0 0 3,020 32 0
[4] Il I [+]
Logged in to: brent-6port:4002 as: Admin

For more information see LANforge User's Guide: Ports (Inferfaces)


http://www.candelatech.com/lfgui_ug.php#port

3. Set up virtual interfaces.

A. On the Port Mgr tab, select the port that will connect to the multi-port switch and will also be your VLAN
trunk. This is the LF Edge part of the diagram.
B. Click the Create button:
Create VLANs on Port: 1.1.4 = 8 x
2 MAC-VLAN  ® 802.1Q-VLAN i Redirect 0 Bridge O GRE Tunnel
i WiFi STA O WiFi VAP ) WiFi Moniter ) WiFi Virtual Radio
Shelf: Resource: = Port: |4 (eth3) |V|
VLAN ID: [1o01 | []DHCP-IPva
Parent MAC: DHCP Client ID: | [~]
MAC Addr: hoxei06306 #: 43¢ |v| 1P Address: [10.127.0101/24 | GlobalIPve:  [aUTO |
Quantity: [5 | 1P Mask or Bits:| | Link IPve: [auTO |
Gateway IP: | | 1Pve Gw: [auTO |
#1 Redir Name: #2 Redir Name:
STAID: SSID: | [~]
WiFi AP: Key/Phrase:
[JwprA []wpra2 [ wep
[ Down
Apply " Cancel
A. Select the 802.1Q-VLAN virtual interface type
B. The VLAN ID should correspond to your multi-port switch VLAN configuration
C. Enter Quantity (number of virtual interfaces to be created)
D. Enter the appropriate IP address and IP mask
E. Click Apply to create the virtual interfaces
C. Verify that the virtual interfaces are created and have the correct IP assignments
LANforge Manager Version(5.3.3) o (X
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |

F File-10 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |

status | Layer-3 | L3Endps | VoIP/RTP_ | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

pisp: [L92.168.100.133:0.0 | | Sniff Packets | | Clear Counters ‘ | Reset Port | | Delete |
Rpt Timer: |medium (8 s) |V| | Apply | | View Details ‘ | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
) Parent]

Port |Pha...|Down P SEC Alias FED RX Bytes RX Pkis Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.00 L] [] |192.168.100.86 [0 eths 7,001,107 22,847 9 8,787 10,648,118 13,177 3
1.1.01 L] [] [0.0.0.0 0 etho 0 0 0 0 0 0 0
1.1.02 L] [] [0.0.0.0 0 ethl 0 0 0 0 3,114 33 0
1.1.03 L] [] |[10.127.0.10 0 ethz 0 0 0 0 3,794 41 0
1.1.04 L] [] [0.0.0.0 0 eth3 0 0 0 0 8,536 92 0
1.1.05 L] [] [0.0.0.0 0 eth4 0 0 0 0 3,020 32 0
1.1.06 L] [] [10.127.0.101 0 eth3.1001 |eth3 0 0 0 0 1,008 12 0
1.1.07 L] [] [10.127.0.102 0 eth3.1002 |eth3 0 0 0 0 1,008 12 0
1.1.08 L] [] [10.127.0.103 0 eth3.1003 |eth3 0 0 0 0 918 11 0
1.1.09 L] [] [10.127.0.104 0 eth3.1004 |eth3 0 0 0 0 918 11 0
1.1.10 L] [] [10.127.0.105 0 eth3.1005 |eth3 0 0 0 0 1,098 13 0

[«] Ii I

[]

Logged in to: brent-6port:4002 as: Admin

For more information see LANforge User's Guide: Creating & Deleting Virtual Interfaces

4. Create Layer-3 connections.



http://www.candelatech.com/lfgui_ug.php#port_cr

A.

B.

Go to the Layer-3 tab

LANforge Manager Version(5.3.3) = | =) [
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

File-10 rLayer-4 rGeneric rTest Magr rTest Group rResource Mgr rEvent Log rAIerts rPort Mgr rMessages |
Status | Layer-3 [ L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Rpt Timer: |defau1t (55 |v|Go| Test Manager | Select All || Start || Stop || Quiesce || Clear |
View |(1 - 200 |v|Gn| ‘ Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
MName Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % 1\4 Rx Drop % B| Drop Pkts A| Drop Pkts
[4] I [¥]

Logged in to: brent-6port:4002 as: Admin

Click the Create button

&)
l:l | Display || Sync || Batch-Create H Apply || oK H Cancel |

Cross-Connect Cross-Connect
CX Name: [ex-01 Report Timer: ‘fast (1) |'|
X Type: [LANforge / uDP [~ — P
Endpoint A Endpoint B pld Pattern |increaﬁing |v| ‘increasing |v‘
Resource: |1 (brent-6port) |v| |1 (brent-6port) |V| i [ Eme |AUTD |v| ‘ﬁUTO |v‘
Port: |3 (eth2) |v| |6 (eth3.1001) |v| e P s |Same |v| ‘Same |v‘
Min Tx Rate: |5' = |v| |1' oz |v| Min Duration: |Fnrever |v| ‘Fn rever |v‘
MaxTx Rate: |Same |v| |Same |v| Max Duration: |Same |'| ‘SENE |"
Min PDU Size: [AUTO [~][suro [~] MinReconn: [0 (0 0 clp ©m -]
Max PDU Size: [Sane [+ |[sane [~ Max Reconn: fon- [ [5one =]
IP Tos: [pest Ftfort o) [v][pest Effort @ [+] Multi-conn:  lornal () 7] format B
Pkts To Send: |Inf1n1‘te |v| |In‘f1n1‘te |v| | Script | ‘ Script ‘
| Thresholds H Thresholds ‘

. Fillin a connection name, select a connection type and set the report timer
. Make endpoint A the DSLAM upstream port or LF Core
. Make endpoint B the CPE downstream port or LF Edge

g 0 w >

. You can make the TX/RX rates asymmetric for the connection to simulate how the connection would be used in a
real-world scenario. Here we have about 5SMbps downstream (DSLAM to CPE) and 1Mbps upstream (CPE to
DSLAM).

E. Click Apply to create the connection



C. Create multiple connections

Layer-3 Bakch Creator: cx-01 - O x

ox-02, ox-03 ... cx-05
Endp-A Resources: 1,1...1
Endp-B Resources: 1,1...1

Endp-A Ports: eth2, eth2... eth2

Endp-B Ports: eth3.1002, eth3.1003 ... eth3.1005
Endp-A IPs: AUTO, AUTO ... AUTO

Endp-B IPs: AUTO, AUTO ... AUTO

Quantity: 4 Number of Digits: 2 Zero Pad

Starting Name Suffix: Imi Name Increment: |17
Resource Increment A: [0 | Resource Increment B: [0 |
Port Increment A: Ioi Port Increment B: lli
IP Addr Increment A: |07 IP Addr Increment B: |07
IP-Port Increment A: lli IP-Port Increment B: lli

A. Click Batch-Create (located in the Layer-3 connection's Create/Modify window) to create four additional
connections.

B. Set Quantity to 4, Port Increment A to 0.
C. Click Apply.

For more information see LANforge User's Guide: Layer-3 Endpoints (FIRE)
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5. Run traffic.

A. Select the connections you want to start

B.

LANforge Manager Version(5.3.3) — | (=] [

Control Reporting Tear-Off Info Plugins

| Stop all | | Restart Manager | | Refresh | | HELP |

File-10 rLayer-4 rGeneric rTest Mgr rTest Group rResource Mgr rEvent Log rAIerts rPort Magr rMessages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Rpt Timer: |defau1t (5 s) |V|G0|T85t Manager | Select All || Start || Stop || Quiesce || Clear |
View |0-200 |v|Go| ‘ Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B Drop Pkts A| Drop Pkts
cx-01 LF/UDP |Stopped 0 0 0 0 0 0 0
cx-02 LF/UDP |Stopped 0 0 0 0 0 0 0
cx-03 LF/UDP |Stopped 0 0 0 0 0 0 0
cx-04 LF/UDP |Stopped 0 0 0 0 0 0 0
cx05 LF/UDP |Stopped 0 0 0 0 0 0 0
[a] I [»]

Logged in to: brent-6port:4002 as: Admin

Click the Start button

LANforge Manager Version(5.3.3) = | =) [

Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

File-10 rLayer-4 rGeneric rTest Mgr rTest Group rResource Mgr rEvent Log rAIerts rPort Magr rMessages |
Status | Layer-3 [ L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Rpt Timer: |defau1t (5 s) |v|Gn|Test Manager|a|l |v| | Select All || Start || Stop || Quiesce || Clear |
View |0-200 |v|Go| ‘ Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Orop % A Rx Drop % B Drop Pkts Al Drop Pkts
cx-01 LF/UDP |Run 5,132 25,782 1,023,479 5,115,936 0 0 0
cx-02 LF/UDP |Run 5,080 25,434 1,023,561 5,115,907 0 0 0
cx-03 LF/UDP |Run 5,097 25,531 1,023,467 5,115,842 0 0 0
cx-04 LF/UDP |Run 5,015 25,695 1,023,608 5,115,888 0 0 0
cx-05 LF/UDP |Run 5,150 25,520 1,023,637 5,115,729 0 0 0
[«] i »]

Logged in to: brent-6port:4002 as: Admin

For more information see LANforge User's Guide: Layer-3 Endpoints (FIRE)

Generating Traffic for VolP Testing


http://www.candelatech.com/lfgui_ug.php#endp

Goal: Set up and run VolP traffic.
In this example, LANforge-FIRE is used to set up two VolP test calls that may be used as a basis for VolP load
testing or VolP Gateway testing.

e Test 1: Directed VolIP call where a LANforge endpoint calls another LANforge endpoint.

e Test 2: Gateway VolIP call where two LANforge endpoints register with a VolP Gateway so that the
call from one endpoint to the other goes through the gateway. The VolP Gateway used in this
example is Asterisk.

A This cookbook does not cover FXS/FXO ports (analog RJ11 lines). It is possible that those setup require

special commercial gateway features.

1. Set up the LANforge physical connections
The same two ports are used for both tests. Connect eth1 and eth2 from the LANforge-FIRE system o a
network switch that is also connected to the VolP Gateway. This example assumes that your VolP Gateway
is set up properly. If you need assistance, you can contact us at support@candelatech.com.

2, Configure LANforge ports
Ports require valid IP addresses and IP masks.
A. Go to the Port Manager

LANforge Manager Version(5.3.6) v () (x

b ‘ Stop All ‘ | Restart Manager ‘

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status r Layer-3 r L3 Endps r WolP/RTP r WolP/RTP Endps r Armageddon r WanLinks r Attenuators r File-10 |

Control Reporting Tear-Off Info Plugins

Disp: |192.168.100‘239:0 | ‘ sniff Packets ‘ E | Clear Counters | | Reset Port ‘ | Delete |
Rpt Timer: |med1um (8 s) |'| ‘ Apply ‘ Iﬂ | View Details | | Create ‘ | Modify | | Eatch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent]

Port |Pha...|Down IP SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 L] L] 182.168.100.103|0 eth0 2,832,930 26,466 5 4,8688)| 14,454,098 18,373 2
1.1.1 [0 [0 Joc.oo 0 |ethl 342 1 0 0 0 0 0
1.1.2 ] ] 0.0.0.0 o] eth2 5,194,004,.../3,431,073 1 1,043 5,194,040,...| 3,430,775 0
1.1.3 L] L] 0.0.0.0 0 eth3 5,194,253,...|3,432,951 3 3,460 5193,974,...[3,430,725 0
1.1.4 L] L] 0.0.0.0 4] ethd 350 5 0 0 0 0 0
1.1.5 L] L] 0.0.0.0 8] eths 0 0 0 0 350 5 0
[«] Il ] | ]

Logged into: 192,168.100.102:4002 as: Admin
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B. Modify eth2 and eth3 to set a valid network IP address and mask

eth2 (jw2) Configure Settings >) (&) (X
Port Status Information h
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE TSO G50 GRO
Driver Info: Port Type: Ethernet Driver: igb(5.4.0-k) Bus: 0000:02:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates —
[]Set IF Down 8 10bt-HD 10bt-HD
10bt-FD
[[]set MAC O oown [ Aux-Mgt 3 100bt-HD 10bt-FD
[]set ™ QLen C]DHCPIPvS 7] DHCP Release  DHCP Vendor ID: mn 8 %885‘3}? 100bt-HD
2 set b DHcP Pual [ secondary s DHCP Client _ — I
[]5et Offload ol 1000-FD
DNS Servers: |BLANK Peer IP: @ Autoneqotiate
[] set Rate Info []10GFD
IP Address: 0.0.0.0 Global IPvE: AUTO .
[]set PROMISC ) O Renegotiate [] 40G-FD
IP Mask: 0.0.0.0 Link IPv6: AUTO .
[] set Re-AllFCS [ Restart Xcur Flow-Control
Gateway IP: 0.0.0.0 IPvE GW: AUTO N
[ set Bypass ] ] PROMISC
0O i : Alias: MTU: 1500 ] REALL —— Offload
Set Bridge Info -Al
Y MAC Addr: 00:30:18:c¢:5b:d2 | TX Q Len 1000 [¥] TS0 Enabled
[[]set CPU Mask [JRx-FCs
— Sernvices — ypass NOW! .
- - V] GSO Enabled
O Y [ LRO Enabled
(R CPU Mask: l:l:l WiFi Bridge: NONE e ywer-DOWN
as IFI Bridge = [ Bypass Power-DOWN [¥] GRO Enabled
[Irabius [J Bypass Disconnect
| Print H View Details | | Probe || Sync | | Apply || oK | ‘ Cancel

A. If your network has DHCP service, you can select the 'DHCP-IPv4' checkbox so that each port is a DHCP client and

will acquire its IP address from your DHCP server

C. Verify the port configuration

LANforge Manager Version(5.3.6) x) () (x
Control Reporting Tear-Off Info Plugins
> TR
Layer-4 rGenemc r’Test Mgr rTest Group r’Resource Mgr r Event Log r’AIertS r Port Mgr rvAP Stations r Messages |
Status | Llayer-3 | L3Endps | VolP/RTP | VoIPRTP Endps | Armageddon | Wanlinks | Attenustors | Filed0 |
Disp: |192.168.100‘239:0 | ‘ Sniff Packets ‘ E | Clear Counters | | Reset Port ‘ | Delete |
Rpt Timer: |med1um (8 s) |V| ‘ Apply ‘ E | View Details | | Create ‘ | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
, Parent]

Port |Pha...|Down P SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 ] ] 182.168.100.103|0 eth0 5,450,880 47,447 6 6123 33188217 36,814 4
1.1.1 L] L] 0.0.0.0 0 ethl 342 1 0 0 70 1 0
11.2 L L 182.168.100.115|0 ethz 5,195,388,...[ 3,440,390 1 1,315 5,195,028,...| 3,435,401 0
11.3 ] ] 152.168.100.117|0 eth3 5196,208,...| 3,447,955 3 2,521) 5,194,961,...| 3,435,347 0
1.1.4 ] ] 0.0.0.0 0 eth4 420 <] 0 0 0 0 0
1.1.5 L] L] 0.0.0.0 0 eths 0 0 0 0 420 3] 0
[ I I [y
Logged into: 192.168.100.103:4002 as: Admin

For more information see LANforge User's Guide: Ports (Interfaces)
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Set up Test 1, a Directed VolIP call.

A. Go to the VolP/RTP tab

LANforge Manager Version(5.3.6) v () (x

Control Reporting Tear-Off Info Plugins b

‘ Stop All ‘ | Restart Manager ‘

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | layer3 | L3Endps | VolP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenustors | Filedo |

Rpt Timer: Test Manager | Select All || Start || Stop || Quiesce H Clear |

View |U -500 |v|Go| | Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
Name ‘ Type ‘ State Pkt T* A = B|Pkt T A =« B| BEpsRxB Eps Rx A RxDrop%D‘RxDrop%E Delay A = B| Delay & « B| Jit
[4] i |v]
Logged into: 192,168.100.103:4002 as: Admin
B. Click the Create button:
Create/Modify Cross Connect ») (a) (%

Cross Connect Information |

b CX Name: test-1 Rpt Timer: |fast (1s) : Test Manager default_tm = CX Type: Voice - SIP
@ Multi-Call @ Directed Min Call Duration (s) = Max Ring Time (s): Codec: G.711u

= Max Inter-Call Gap (s): Quiesce: 45 (45 sec)

TX Endpoint (endpoint A)

2 Continuous Call O Use Gateway  Max Call Duration (s)

[]Don't Send RTP Number Of Calls

Endp Name: test-1-A | [JunManaged Bind SIP UDP Port AUTO Tx File mediafem
Shelf: 1 -

[ Don't Answer Record SIP Port 5060 Destination: |AUTO
Resource: 1 (jw2) -
Port: 2 (eth2) +| []Revcall [ ] Enable PESQ IP ToS: Best Effort  (0) w | Speaker
IP Addr: AUTO w | Mo Tunneling  []Play to speaker Socket Priority: 0 Call Gateway:

Phone # AUTO
Display Name: AUTO
Auth User Name: (AUTO

[ ne Fast Start  []VAD VAD Delay(ms) Record File  |AUTO

[Isingle Codec  [] Override SDP WVAD Force Send PESQ Server:

Reg Expire: 300 - Jitter Buffer: 3 Quiesce:
RX Endpoint (endpoint 8)
Endp Name: test-1-8 | [ ] UnManaged Bind SIP UDP Port AUTO Tx File mediaffem
Shelf: 1 -
[ Don't Answer Record SIP Port 5060 Destination: |AUTO
Resource: 1 (jw2) -
. Rev Call Enable PES IP ToS: Best Effort (@) w | Speaker
Port 3 (eth3) - p
IP Addr: AUTO w| [no Tunneling [ Playto speaker Socket Priority: 0 Call Gateway:
Phone # AUTO [ Mo Fast Start  []VAD AD Delay(ms) Record File  |AUTO
Display Name: AUTO — |
[]single Codec [ ] Override SDP WAD Force Send PESQ Server:
Auth User Name: [AUTO h |
Req Expire: 300 - Jitter Buffer: 3 Quiesce:
-
1] i [ [+]

A. Enter fest-1in the CX Name field
B. Select the Multi-Call and Directed buttons

C. Endpoint A'is on port eth2 in this example. If you have a PESQ licensed server available, you can select Record
and Enable PESQ.

D. Endpoint B is on port eth3. If you are using PESQ, be sure to enter a Record File and the IP address and port of your
PESQ licensed server. Be sure to select the Rev Call checkbox for this endpoint to receive the calll.

E. Be careful of the VoIP phone number: you might have to format the number asexfension@/P-adadress, E.G.:
5678@192.168.1.10

F. Click OK to create the VolIP Directed call

C. Verify that the fest call is created

For more information see LANforge User's Guide: VolP Call Generator
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Set up Test 2, a Gateway VolIP call.

A. Go to the VoIP/RTP tab

LANforge Manager Version(5.3.6) Al (x
Control Reporting Tear-Off Info Plugins
b ‘ Stop All ‘ | Restart Manager ‘
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | layer3 | L3Endps | VolP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenustors | Filedo |
Rpt Timer: [fest (1 s) | +|Go| Test Manager [ select all || start || stop || quiesce || clear |
View |U -500 |v|Go| | Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt T* A = B|Pkt T A =« B| BEpsRxB Bps Rk A |Rx Drop % A Rx Drop % B| Delay A = B| Delay A « B| Jil
test-1 SIP/G.711u  |Stopped 0 0 0 1] 1] 1] 0 0
[4] i [»]
Logged into: 192,168.100.103:4002 as: Admin
B. Click the Create button:
Create/Modify Cross Connect =a
Cross Connect Information
€X Name: Jtest-2 | Rpt Timer: [fast (1 5) [v|  TestManager |default tm|~|cxType: [voice -sIP [~
@ Multi-call ) Directed Min Call Duration (s) Max Ring Time (s): ‘20 |V‘cndec: |G.711u |v|
) Continuous Call ® Use Gateway Max Call Duration (s) Min Inter-Call Gap (s): ‘3 |V‘Start Delay: |3 |v|
[|Don't Send RTP Number OF Calls Max Inter-Call Gap (s): [3 [+ quiesce:  [a5 45500 [~]
TX Endpoint (endpoint A)
Endp Name: test-2-A | [0 unMmanaged Bind SIP UDP Port AUTO Tx File media/female_voice_skhz.wav
Shelf: 1
© []Don't Answer [ |Record SIP Port 5060 Destination: |AUTO
Resource: 1 {brent-6port)
Port: 3 (eth2) | [l RovCall [ Enable PESQ IP ToS: Best Effort  (0) ~ | Speaker |
1P Addr: AUTO ~| [JNo T ling  [JPlaytosp Socket Priority: o call Gateway: [pass2222@192 155.100.245:5050‘
Phone # 2222 Mo Fast Start ] VAD VAD Delay(ms) Record File
Display Name: 2222
[]single Codec [] Override SDP VAD Force Send PESQ Server:
Auth User Name: AUTO

Reg Expire: 300 - litter Buffer: B Quiesce: | |
RX Endpoint (endpoint B)
Endp Name: test28 | gu ged Bind SIP UDP Port AUTO Tx File nale_voice_gkhz.wav
Shelf: 1 -
[]Don't Answer []Record SIP Port 5060 Destination: |AUTO
Resource: 1 (brent-6port) |«
e 4 (eth3) - Rev Call [J Enable PESQ IP ToS: Best Effort (0) |w|Speaker |
1P Addr: AUTO ~| [INo Tt ling  []Play to speaker Socket Priority: 0 call Gateway: passaaaai@lgz.lse‘mn‘zae:snsn‘
Phone # 3333 [INo Fast start [ vAD VAD Delay(ms) Record File
Display Name: (3333
[]single Codec [ ] override SDP VAD Force Send PESQ Server:
Auth User Name: AUTO
oy S 300 - Jitter Buffer: 3 Quiesce: | | |
‘ Apply | | oK | | Refresh | | Batch-Create | ‘ Cancel ‘

A. Enter test-2in the CX Name field
B. Select the Multi-Call and Use Gateway buttons

C. Endpoint A'is on port eth2 in this example. Be sure to enter the proper username and password for the endpoint so

that it can authenticate with the VolP Gateway if necessary.
D. Configure gateway authentication:
l. Toregister with the gateway, often the Auth User Name is the phone extension
(like 3333).

Il. The call gateway begins with the extension password:
pass333@192.168.100.245:5060

E. Endpoint B is on port eth3. Be sure to select theRev Call checkbox for this endpoint fo receive the call.

F. Click OK to create the VolP Gateway call



C. Verify that the test call is created

LANforge Manager Version(5.3.6) =

Control Reporting Tear-Off Info Plugins

| Restart Manager ‘

‘ Stop All ‘
FLayer-zl | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts [ Port Mgr [ vAP Stations | Messzges |
Status r Layer-3 r L3 Endps r WolP/RTP r WolP/RTP Endps r Armageddon r WanLinks r Attenuators r File-10 |
Rpt Timer: |fast (1s) Go Test Manager | Select All || Start || Stop || Quiesce H Clear |
Wiew |0-500 |'|Go| | Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt Tx A 5 B/ Pkt Tt A= B BpsRxEB Bps Rx A |Rx Drop % £ Rx Drop % B| Delay A - B| Delay A « B| Jil
test-l SIP/G.711u  |Stopped 0 0 0 0 0 0 1 1
test-2 SIP/G.711u  |Stopped 0 0 0 1] 1] 1] 0 0
N
[4] ] [ ¥

Logged into: 192,168.100.102:4002 as: Admin

For more information see LANforge User's Guide: VolP Call Generator
Run test-1 and test-2 individually.

A. Select test-1 and click the Start button

LANforge Manager Version(5.3.6)

Control Reporting Tear-Off Info Plugins

‘ Stop All ‘ | Restart Manager ‘

F Layer-4 rGener\c rTest Mar fTest Group fRescurce Mgr r Event Log fAIer‘ts r Port Mgr rvAP Stations r Messages |

[ File-o_|

Status | layer3 | L3Endps | WolP/RTP | VolP/RTP Endps | Armageddon | Wanlinks | Attenuators
Rpt Timer: Test Manager |all - Select All Stg | Stop || Quiesce H Clear |
Wiew |0 -500 |V|Go| | Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt TH A > B{ Pkt TR A = B BpsRxB Bps Rk A | Rx Drop % A Rx Drop % B| Delay A —» B| Delay A « B| Jif
test-1 5IP/G.711u  |In progress 1,077 1,077 55,943 55,941 0.093 0 0 0
test-2 SIP/G.711u  |Stopped [4] [4] [4] 0 0 0 0 0

[« 0

[r]

Logged into: 192,168.100.103:4002 as: Admin
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B. Go to the VoIP/RTP Endps tab to see detailed results:

LANforge Manager Version(5.0.9) - B%
Control Reporting Tear- Off Help
| Stop All | ‘ Restart Manager | | Refresh | | HELP
Collision-Domains rFiIe—IO r Layer-4 r Generic rTest Mgr fResource Mgr rSeriaI Spans r PPP-Links r Port Mgr r Messages |
status | Layer-3 | L3 Endps | VoIP/RTP | VoIP/RTPEndps | Audio/Visual | AVEndps | Armageddon | WanLinks
e
All Endpoints
Name Stare Feq S1ate PESQ Tx Pk1s Ry Pkis | Tx Bytes | Rx Bytes | Dropped | 000 Pkis | Dup Pkis | j8 Silence | jB Under
test-1-A  |In progress Unreg 7.4.21 13,551 13,558(2,168,1...|2,169,2... 4] 0 4] 0 4]
test-1-B  |In progress Unreg 7421 13,561 13,551(2,169,7...|2,168,1... 4] 0 4] 0 4]
test-2-A  |Stopped Unreg 0: 0 4] 4] 4] 0 4] 0 4] 0 4]
test-2-B  [|Stopped Unreg [abs] 8] 4] 8] ] 4] ] 4] ] 4]
[4] I v
Logged in to: localhost4002 as: Admin

A. The PESQ score will be reported after the first successful call is completed and updated after each subsequent call

B. NOTE: Endpoints are unregistered while the callis in progress because they are not calling through the VolP
gateway

C. Stop test-1, select test-2 and click Start

LANFforge Manager Version(5.3.3) BIE B
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

File-10 rLayer-4 rGeneric rTest Magr rTest Group rResource Mgr rEvent Log rAIerts rPort Mgr rMessages |
status | Layer-3 | L3Endps | WoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Rpt Timer: |defau1t (55 |v|Go| Test Manager | Select All || Start || Stop || Quiesce || Clear |
View |0 - 200 |v|Gn| ‘ Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
MName Type State Pkt T A - B|Pki Tk &4« B BpsRxB Bps Rx A |Rx Drop % A|Rx Drop % B| Delay & = B| Delay A < B| Jit
test-1 SIP/G.711u  |Stopped 15,752 15,762 57,886 57,923 0.07 0 0 0
test-2 SIP/G.711u  |In progress 1.185 1.185 Sh.531 Sh.531 0.084 0 0 0
[4] i [¥]

Logged in to: brent-6port:4002 as: Admin




D. Go to the VolP/RTP Endps tab to see detailed results:

LANFforge Manager Version(5.3.3) = | [=] [
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | ‘ Refresh ‘ ‘ HELP ‘

File-10 rLayer-a rGeneric rTEEt Mgr rTest Group rResource Mgr rEvent Log rAIertE rPort Mgr rMessages |
status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | wanLinks | Attenuators | Collision-Domains |

View | Clear H Delete H Batch Modify ‘

All Endpoints

Calls Attempted | Calls Completed Calls Failed CF 404 CF 408 CF Busy |CF Cancel..| Calls &ns... D:as;:natlon Source Addr| Elapsed

0|2161386 |4826978 348
0|4826876 |2151386 348
0
4

9201601 9502721 114
9502721 9201601 114

[=1F=3[=][=]
wlwlolo
[=1{=1[=][=]
[=}{=][=][=]
[=]{=]f=]=]
[=1{=1[=][=]
[=1{=1[=][=]

[4] Il T

Logged in to: brent-6port:4002 as: Admin

A. PESQ remains 0: 0 when it is disabled for the call in progress
B. NOTE: Endpoints are registered with the VolP gateway while the callis in progress

C. Calls Attempted, Calls Completed and Calls Failed can be viewed by scrolling to the right on theVolP/RTP Endps
tab

For more information see LANforge User's Guide: VolP Call Generatfor

6. Diagnosing Problems
A. If your VoIP endpoint is not going on-hook, check your VolP gateway to see if the extension is failing to
register.

B. Extensions failing to register might be missing name hostname or IP of the voice gateway they are calling.

C. Some gateways want Auth User Name to include the IP or hosthame, E.G. 3333@grandstream or
3333@192.168.100.245. Make sure any hostnames are resolvable using nslookup $name or host -v $name.

D. Your VolP gateway should log when extensions go on-hook, please check the gateway logs

E. Some gateways will not accept direct extension dialing but require exfension@gateway style dialing, E.G.
the phone number that extension 2222 would call wants to look like 3333@192.168.100.245

Generating Traffic Using Armageddon

Goal: Set up and run near line-speed 1Gbps traffic using the LANforge Armageddon feature.

e For more information, see the LANforge User's Guide: Armageddon (Accelerated UDP)

In this test scenario, LANforge Armageddon is set up to run at about 80,000 packets/second full-duplex
to achieve near line-speed 1Gbps traffic generation.

Note: In order to use the LANforge Armageddon feature, your system must have the LANforge kernel
patch applied and your system must be properly licensed. Please feel free to contact us at
support@candelatech.com if you would like to obtain a demo license for the Armageddon feature.
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1. Configure the physical interfaces.
A. Go to the Port Manager and select ports eth2 and eth3

LANforge Manager Version(5.3.6) ¥) (4) (%
Control Reporting Tear-Off Info Plugins
% Stop All ‘ | Restart Manager ‘
Layer-4 rGener\c rTest Mar fTest Group fRescurce Mgr r Event Log fAIer‘ts r Port Mgr rvAP Stations r Messages |
Status | layer3 | L3Endps | VolP/RTP_ | VolP/RTP Endps | Armageddon | Wanlinks | Attenuators | Filedo |
Disp: [192.168.100.238:0 | ‘ Sniff Packsts ‘ E| Clear Counters || Reset Port H Delete |
Rpt Timer: |med1um (8 s) |V| ‘ Apply ‘ E | View Details | | Create ‘ | Modify | | Batch Medify |
All Ethernet Interfaces (Ports) for all Resources.
. Parent
Port |Pha...| Down IP SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1L ] ] 152.168.100.103|0 etho 21,050 170 = 5,788 94,049 113 =
11.1 ] ] 0.0.0.0 0 ethl 0 0 0 0 0 0 0
1.1.2 L] L] 0.0.0.0 0 eth2 0 0 0 0 70 1 0
113 L L 0.0.0.0 o] eth3 70 1 0 19 0 0 0
1.1.4 ] ] 0.0.0.0 0 ath4 0 0 0 0 0 0 0
115 [ [ 0.0.0.0 0 eths 0 0 0 0 0 0 0
[4] Il I D]
Logged into: 192,168.100.103:4002 as: Admin

B. Modify ports eth2 and eth3:

eth2 (jw2) Configure Settings

Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE TS0 GSO GRO b
Driver Info: Port Type: Ethernet Driver: igh(5.4.0-k) Bus: 0000:02:00.0 Cur: 2.5GT/s x1 Mawx: 2.5GT/s x1

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates —
[]set IF Down 8 IOEt-HD 10bt-HD
10bt-FD
[]set MaC O Down [ Aux-Mgt &) 100bt-HD 10bt-FD
[Iset TXQLen [] DHCP-Pv5 DHCP Release  DHCP Vendor ID: 8 iggg‘f,;? 100bt-HD
L] set MU [IDHCP-Pv4 | SecondarylPs | DHCP ClientID: Nome  |+| O due UENIERE
[ Set Offload Q) EDETD 1000-FD
DNS Servers: [BLANK Peer IP: NA ® Autonegotiate
[]set Rate Info []10GFD
IP Address: 10.0.0.102/24 Global IPveE: AUTO .
[] Set PROMISC [JRenegpotiate [] 40G-FD
IP Mask: 255,255,255.0 Link IPve: AUTO E
[]5et Rx-All/FCS (I Restart Xcvr Flow-Control
Gateway IP: 0.0.0.0 IPVE GW!: AUTO N
[Jset Bypass ] PROMISC
[ set Bridge Inf Alias: MTU: 1500 O] RX-ALL Offload
et Bridge Info A
Y MAC Addr: 00:30:18:cc:5b:d2 | T 0 Len 1000 TSO Enabled
[]5et CPU Mask ] Rx-FCS
— Services— : ypass NOW! .
! . . - G50 Enabled
HTTP Rpt Timer: nedium (8 s) Watchdog: I:D . swer-U
] = [] Bypass Power-UP CILRO Enabled
O PU Mask WiFi Bridge ass Power-DOWN GRO Enabled
[CIraDIUS [ Bypass Disconnect
| Print ‘ | View Details | | Probe | | Sync | | [Apply | | oK | ‘ Cancel

A. Inthis example, eth2 and eth3 are physically connected with a patch cable




C. Configure each port with a valid IP address, then click OK

eth3 (jw2) Configure Settings

Current:

Port Status Information

LINK-UP 1000bt-FD AUTO-NEGOTIATE PROMISC

N

Driver Info: Port Type: Ethernet Driver: igb(5.4.0-k) Bus: 0000:0b:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s xl

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates —
[]Set IF Down 8 10bt-HD 10bt-HD
10bt-FD
[ Set MAC O oown [ Aux-Mgt 3 100bt-HD 10bt-FD
[Jset X QLen ] DHCFPVE DHCF Release  DHCP Wendor ID: 8 %885‘3}? 100bt-HD
e U [] DHCP-Pv4 Secondary-Ps | DHCP Client ID: o lo:f'FD EmE=
[] set offload 2 40G-FD 1000-FD
DNS Servers: [BLANK Peer IP: NA ® Autoneqotiate
[] set Rate Info []10GFD
IP Address: 10.0.0.103/24 Global IPvE: DELETED .
[]set PROMISC ) O Renegotiate [] 40G-FD
IP Mask: 255.255.255.0 Link IPv6: DELETED .
[] set Re-AllFCS [ Restart Xcur Flow-Control
Gateway IP: 0.0.0.0 IPvE GW: DELETED N
[]set Bypass ) PROMISC
Alias: MTU: 1500 —— Offload
[[]set Bridge Info ] RX-ALL
MAC Addr: 00:30:18:¢¢:5b:d3 | TX Q Len 1000 [ Ts0 Enabled
[[]set CPU Mask [JRx-FCs
ervices ) - ; LS . [] GS0 Enabled
CHTTP B TSR nediun (8 s) : eE e I:D 1 Bypass Power-UP
Y [ LRO Enabled
ge v [ [ |wmenge o 7 Y (2
[Irabius [J Bypass Disconnect
| Print ‘ | View Details | | Probe | | Sync | | @ | | QK | ‘ Cancel

For more information see LANforge User's Guide: Ports (Interfaces)
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2. Create the Armageddon cross-connect.
A. On the Armageddon tab, click the Create button

LANforge Manager Version(5.3.6) x) (=) (x

h | Stop All | | Restart Manager |

Layer4 | Generic | Test Mgr | Test Group | Resource Mgr | EventLog [ Alerts | Port Mgr | vAP Stations | Messages |
Status | Llayer-3 | L3Endps | VolP/RTP | VoIP/RTP Endps | Armagedden | Wanlinks | Attenuators | Filed0 |

Control Reporting Tear-Off |nfo Plugins

Select All Start Stop Quiesce Clear
Rpt Timer: |fast (1 s) = Go | Test Manager | || || || || |
‘ Display || Create || Modify || Batch Modify | | Delete |
Arm ddon: Kernel Accelerated Connections
Name EID State ‘ Endpoints (A < B) Pkt T* A =B |Pki TKA<B| bpsA=B| bpsA<B| AVQRTT |ReqA —=E| RegA «B| Rpt
[4] Il I v
Arm ddon: Kernel Accelerated Connection Endpoints
Name EID |Run| Script ‘ Pps TX Pps RX ‘ T Pkts Rx Pkts Tr Bytes | RxBytes | Dropped | Rx Drop % |CX Droppe%
[« i T¥]

Logged into: 192,168.100.103:4002 as: Admin

B. Enter a CX Name, select ports eth2 and eth3, then enter the speed and packet size for both endpoints

Create/Modify Armageddon Endpoint x) () (%
l:‘ | Display ‘ ‘ Refresh | | Apply | | oK ‘ ‘ Cancel |
Cross-Connect Cross-Connect il
X Mame: [arm-e0.1 Rpt Timeh. |fast 1s)
EANEE |Armageddon uoe |v Test Manager |defau|t_tm
s |3 (3 s20) |v TX Endpoint (endpoint A) RX Endpoint (endpoin
[[] Relative-Timestamps Src MAC: |DEFAULT | |DEFAULT
TX Endpoint (endpoint A) RX Endpoint (endpoint B) Dest MAC: |DEFAULT | |DEFAULT
Endp Name:  [arm-e0.1-A |[arm-e0.1-8 | semacee o IE
SRSt [ [-|[r ™ | B o |[o
Resource: |1 (3n2) |v||1 (3w2) ‘v‘ Min Sre 1P: |DEFAULT | |DEFAULT |
Port: [2 teth2) [~] [z tethz) =] e EE [pEFauLT | [pEFaLLT -
Pps Tx: |1o Kpps (10, 880) |v||10 Kpps (10,080) ‘v‘ Min Sre Port: |g | |g
Min Pkt Size;  [L514 BYTES [+|[1514 BvTES I~ e sre ports |5 IE
Est. Rate: 121.12 Mbps 121.12 Mbps i B |DEFAULT | |DEFAULT
Max Pkt Sze:  [L514 BYTES [+][rs1a BYTES I~ M Dot 1P IbEFaULT |[perauT
Pkts to Send: |D | |0 | e, |g | |g
Multi-Pit: |U |'||U "‘ Max Dst Port: |9 | |g
Burst: [pEFaLLT (1) [+ [pEFauLT (1) [~ B
4] i | >I:

A. For this example, 10000pps at 1514byte packet size should generate about 121Mbps
B. Click OK when finished



C. Verify that the Armageddon connection is created

LANforge Manager Version(5.3.6)

Control Reporting Tear-Off |nfo Plugins

[

| Stop All | | Restart Manager |

Layer-4 rGeneric fTest Mgr |/Test Group rRescurce Mar r Event Log rA\er‘ts r Port Mgr |/VAP Stations r Messages |

status | Llayer-3 | L3Endps | VolP/RTP | VolP/RTP Endps | Armagedden | Wanlinks | Attenuators | Filed0 |
Select All Start Sto Quiesce Clear
Rpt Timer: |fast (1s) = Go | Test Manager | || || £ || || |

‘ Display || || Modify || Batch Maodify | | Delete |

Armr ddon: Kernel Accelerated Connections
Name EID State Endpoints (A < B) Pkt T* A > B| Pkt THA < B| bpsA+B| bpsA«<B| AvQRTT |ReqA =B | RegA «B| Rpt
arm-e0.1  [14...[Stopped arm-e0.1-A === arm-... 0 0 0 0 0 1,000 1,000

Armageddon: Kernel Accelerated Connection Endpoints

Name EID |[Run| Script Pps TX Pps RX Tx Pkts Rx Pkts Tx Bytes | RxBytes | Dropped | Rx Drop % |CX Dropped
arm-e0.... [1.1.2.25 | ]| [None 0 4] 0 0 4] 0 0 4] 0
arm-e0.... [1.1.2.26 | [ ] [None 0 [u] 0 0 [u] 4] 0 [u] 0
[ [ | [v]
Logged into: 192,168.100.103:4002 as: Admin
For more information see LANforge User's Guide: Armageddon (Accelerated UDP)
3. Run the Armageddon cross-connect and view results.
A. Select the Armageddon connection then click Start
LANforge Manager Version(5.3.6) x

Control Reporting Tear-Off |nfo Plugins

[

| Restart Manager |

b [stopal |

Layer-4 rGemeric rTest Mgr rTest Group rResource Mgr r Event Log rA\erts r Port Mgr rvAP Stations r Messages |

Status | Lsyer3 | L3Endps | VolP/RTP | VoIP/RTPEndps | Armageddon | Wanlinks | Attenuators | Filed0 |
Select All || [Start| || Stop || Quiesce || Clear
Rpt Timer: |fast (1s) Go Test Manager | || || || || |

‘ Display || Create || Maodify || Batch Modify | | Delete |

Armageddon: Kernel Accelerated Connections

Name

EID

State

Endpoints (A & B)

Pkt Tx A =B

Pkt Tx A < B

bps A =B

bps A <B

Avg RTT

Req A =B

Reg A« B

arm-20.1 |14....Run arm-e0.1-A <=> arm-... 23,968 24,044[12,270,618

12,257,876

G55

1,000

1,000

[4]

Armag n: : Kernel Accelerated Connection Endpoints
Name EID |Run| Script Pps TX Pps RX Tx Pkts Ry Pkts Tx Bytes | RxBytes | Dropped | Rx Drop % |CX Dropped
arm-g0.... (1.1.2.25 None 995 980 23,968 23,847|36,287,552|36,104,358 0 0 0
arm-e0.... (1.1.3.26 None 989 994 24,044 24,164|36,402,616|36,584,298 0 0 0
[4] i ] [»]
Logged into: 192.168.100.103:4002 as: Admin
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It will take a moment for the Armageddon fraffic to stabilize. Depending on the hardware, LANforge will

B.
settle on an actual rate which may differ from the requested rate.

Version(5.3.6)
N
| Restart Manager |

[ File1o

LANforge Manager

Control Reporting Tear-Off Info Plugins
| stopal |

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
r WanLinks r Attenuators

r L3 Endps r olP/RTP r WolP/RTP Endps r Armageddon
| Select All || Start || Stop || Quiesce || Clear |

F Status r Layer-3

e Timer fest Hanager ‘ Display || Create || Modify || Batch Modify | | Delete |

Armageddon: Kernel Accelerated Connections
Name EID State Endpoints (4 s B) | Pkt TRA >B|Pki TxA < B| bpsAsB| bpsA«B| AvgRTT |ReqA =B | RegA«B| Rpt
arm-e0.1 [14....[Run arm-e0.1-A <=> arm-... 1,295,467 1,299,520{120,378,...[119,168,... 219 10,000 10,000
Il
n: Kernel Accelerated Connection Endpoints

[4]

Name EID |Run| Script Pps TX Pps RX Tx Pkts Rx Pkts Tx Bytes | RxBytes | Dropped | Rx Drop % |CX Dropped
arm-e0.... |1.1.2.25 None 9,954 9,954| 1,295,467 1,295,963/ 1,961,33...| 1,962,08... 0 4] 0
arm-e0.... (1.1.3.26 None 9,987 8,986| 1,295,520 1,289,013 1,5867.47...| 1,966.70... 0 0 0
[4] Il [»]

Logged into: 192,168.100.103:4002 as: Admin

C. In this example, this system (1.8GHz Intel Atom D525, 6 onboard 10/100/1000 ports) is capable of reaching
81,000pps with 1514byte packets or, an equivalent speed of about 990-1005Mbps bi-directional.

Version(5.3.6)
[ Restert Manager | e

[ File10

LANforge Manager

Control Reporting Tear-Off |nfo Plugins [}
| Stop All |

Layer-4 rGemeric rTest Mgr rTest Group rResource Mgr rEvent Log rA\erts rPort Mgr rvAP Stations rMessages |
Status | Lsyer3 | L3Endps | VolP/RTP | VoIP/RTPEndps | Armageddon | Wanlinks | Attenuators
| Select All || Start || Stop || Quiesce || Clear |

: So Test Manager ‘ Display || Create || Maodify || Batch Modify | | Delete |

Rpt Timer: |fast
Armageddon: Kernel Accelerated Connections
Name EID State Endpoints (A & B) | Pkt TxA B[Pkt TxA«B| bpsA—+B| bps A«B| AvgRTT |ReqA =B| ReqA«B| Rpt
arm-20.1 |14....Run arm-e0.1-A <=> arm-... 2,205,245 2,204,473[122,355,...[122,768,... 230 10,000 10,000
I [

[«
n: Kernel Accelerated Connection Endpoints

T

Armag

Name EID |Run| Script Pps TX Pps RX Tx Pkts Ry Pkts Tx Bytes | RxBytes | Dropped | Rx Drop % |CX Dropped
arm-g0.... (1.1.2.25 None 9,934 8,929| 2,205,245| 2,205,482 3,338,74...| 3,339,09... 0 0 0
arm-e0.... (1.1.3.26 None 9,935 9,942 2,204,473 2,204,231| 3,337,57...] 3,337,20... 0 0 0
[4] Ii ] [

Logged into: 192.168.100.103:4002 as: Admin

A. NOTE: Delay for Armageddon connections is measured in microseconds (us) and in this example, the system

experiences about 3%us of delay when sending to itself.

For more information see LANforge User's Guide: Armageddon (Accelerated UDP)

Generating Armageddon Traffic Containing Random MAC Addresses
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Goal: Set up and run traffic containing random MAC addresses using the LANforge
Armageddon feature.

e For more information, see the LANforge User's Guide: Armageddon (Accelerated UDP)

In this test scenario, LANforge Armageddon is set up fo run with random MAC addresses. This is useful
when performance/stress testing network devices that may not be able to keep up with high-speed
fraffic containing rapidly changing MAC addresses.

Note: In order to use the LANforge Armageddon feature, your system must have the LANforge kernel
patch applied and your system must be properly licensed. Please feel free to contact us at
support@candelatech.com if you would like to obtain a demo license for the Armageddon feature.

1. Configure the physical interfaces.
A. Go to the Port Manager and select ports eth2 and eth3

LANforge Manager Version(5.3.6) w) (a) (5

| Stop All | | Restart Manager |

Layer-4 rGemeric rTest Mgr rTest Group rResuurce Mgr rEuent Log rA\erTS rPort Mgr ru'AP Stations rMessages |
status | Leyer3 | L3Endps | VolP/RTP | VoIP/RTPEndps | Armageddon | wanlinks | Attenuators | Filelo |

Control Reporting Tear-Off Info Plugins

Disp: [192.168.100.233:0 | | Sniff Packets | E | Clear Counters | | Reset Port ‘ | Delete |
Rpt Timer: |medium (8 s) |" | Apply | | View Details | | Create ‘ | Maodify | | Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port [Pha... Down IP SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX

1.1.0 [] L] 182.168.100.103(0 eth0 1,589,881 13,894 ] 5,864 6,749,974 9,032 4
1.1.1 L L 0.0.0.0 0 ethl 0 8] 4] 0 8] 4] 0
1.1.2 L L 0.0.0.0 0 eth2 6,067, 356....[4,007,503 4] 0| 6,065,332,...| 4,006,407 0
1.1.3 L] || 0.0.0.0 ] eth3 6,065,332,...[ 4,006,407 Q 7| 6,067,358,...[4,007,521 0
1.1.4 ] Ll 0.0.0.0 0 ethsd 0 0 Q 0 0 Q 0
1.1.5 ] [ 0.0.0.0 0 ethS 0 0 0 0 0 0 0
[« Il ] [»]

Logged into: 182.168.100.103:4002 as: Admin
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B. Modify ports eth2 and eth3

eth2 (jw2) Configure Settings >) (&) (X
Port Status Information b
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE TSO G50 GRO
Driver Info: Port Type: Ethernet Driver: igb(5.4.0-k) Bus: 0000:02:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates —
[]Set IF Down 8 10bt-HD 10bt-HD
10bt-FD
[[]set MAC O oown [ Aux-Mgt 3 100bt-HD 10bt-FD
[]5et TXQ Len ] DHCFPVE DHCF Release  DHCP Wendor ID: 8 %885’3}? 100bt-HD
2 set b CloHcespva [_secondanyPs_| OHeP clent — I
Set Offload . 3 1000-FD
= DNS Servers: [BLAMK Peer IP: NA @ Autoneqotiate ¥
[] set Rate Info []10GFD
IP Address: 10.0.0.102/24 Global IPvE: AUTO .
[]set PROMISC ) O Renegotiate [] 40G-FD
IP Mask: 255.255.255.0 Link IPv6: AUTO .
[] set Re-AllFCS [ Restart Xcur Flow-Control
Gateway IP: 0.0.0.0 IPvE GW: AUTO N
[ set Bypass ] ] PROMISC
D set Bridge Inf Alias: MTU: 1500 ] REALL —— Offload
et Bridge Info A
Y MAC Addr: 00:30:18:c¢:5b:d2 | TX Q Len 1000 [¥] TS0 Enabled
[[]set CPU Mask [JRx-FCs
— Senvices — - Bypass NOW! -
) 8 . - GS0 Enabled
CHTTP B TSR nediun (8 s) : eE e I:D 1 Bypass Power-UP O] LRO Enabled
Ore v [ ] weenage  pore ]| Seypass ronecooum |5y oo
[Irabius [J Bypass Disconnect
| Print H View Details | | Probe || Sync | | @ || QK | ‘ Cancel
A. In this example, eth2 and eth3 are connected to another LANforge system running a Wanlink so that the
Armageddon traffic can be sniffed on the other machine's interface
B. NOTE: Be sure that both ports are in Promiscuous mode by selecting theSet PROMISC and PROMISC checkboxes
C. Configure each port with a valid IP address, then click OK
eth3 (jw2) Configure Settings >) (&) (X
Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE PROMISC b
Driver Info: Port Type: Ethernet Driver: igb(5.4.0-k) Bus: 0000:0b:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates —
[_]5et IF Down (2 10bt-HD 10bt-HD
Doy =) () 10bt-FD
[]set MAC Down Aux-Mgt 5 100bt-HD 10bt-FD
[]set X Q Len ] DHCPPVE DHCF Release  DHCP Vendor ID: 8 %835’3;? 100bt-HD
i U [] DHCP-Pv4 Secondary-Ps | DHCP Client ID: 8 igf:zg HEmE=
[] set offload @ Autonegotiat [¢] 1000-FD
DNS Servers: [BLANK Peer IP: NA Autoneqatiate
[]5et Rate Info [110GFD
IP Address: 10.0.0.103/24 Global IPv6E: DELETED .
[] Set PROMISC ) [ Renegotiate []40G+D
IP Mask: 255.255.255.0 Link IPv6: DELETED .
[] set Rx-AllFCS [ Restart Xcvr Flow-Control
Gateway IP: 0.0.0.0 IPvE GW: DELETED N
[ set Bypass ] PROMISC
Alias: MTU: 1500 —— Offload
[[]set Bridge Info ] RX-ALL
MAC Addr: 00:30:18:cc:5b:d3 | TX Q Len 1000 [ TS0 Enabled
[[]set CPU Mask [JRx-FCs
— Sernvices — - Bypass NOW! _
8 - [] GS0 Enabled
[IHTTP [3E TSR nediun (8 s) : HeE e l:l] [ Bypass Power-UP
Y [JLRO Enabled
ore v [ ] weonge o ]| Devpass rovarsomm | 5 oo et
[IraDIUS [ Bypass Disconnect
| Print H View Details | | Probe || Sync | | M || QK | ‘ Cancel

For more information see LANforge User's Guide: Ports (Interfaces)
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2. Create the Armageddon cross-connect.
A. On the Armageddon ftab, click Create

LANforge Manager Version(5.3.6) x) (=) (x

b | Stop All | | Restart Manager |

Layer4 | Generic | Test Mgr | Test Group | Resource Mgr | EventLog [ Alerts | Port Mgr | vAP Stations | Messages |
Status | Llayer-3 | L3Endps | VolP/RTP | VoIP/RTP Endps | Armagedden | Wanlinks | Attenuators | Filed0 |

Control Reporting Tear-Off |nfo Plugins

Select All Start Stop Quiesce Clear
Rpt Timer: |fast (1 s) = Go | Test Manager | || || || || |
‘ Display || Create || Modify || Batch Modify | | Delete |
Arm ddon: Kernel Accelerated Connections
Name EID State ‘ Endpoints (A < B) Pkt T* A =B |Pki TKA<B| bpsA=B| bpsA<B| AVQRTT |ReqA —=E| RegA «B| Rpt
[4] Il I v
Arm ddon: Kernel Accelerated Connection Endpoints
Name EID |Run| Script ‘ Pps TX Pps RX ‘ T Pkts Rx Pkts Tr Bytes | RxBytes | Dropped | Rx Drop % |CX Droppe%
[« i T¥]

Logged into: 192,168.100.103:4002 as: Admin

B. Enter a CX Name, select ports eth2 and eth3, then enter the speed and packet size for both endpoints

Create/Modify Armageddon Endpoint v) (a) (%
l:‘ b | Display ‘ ‘ Refresh | | Apply | | oK ‘ ‘ Cancel |
Cross-Connect Cross-Connect il
Cx-Name: [rand-macs Rpt Timer: |fast (1)
T |Armageddon S |v Test Manager |defau|t_tm
Quiesce: |3 (5 520) |v TX Endpoint (endpoint A) RX Endpoint (endpoin
[[] Relative-Timestamps Src MAC: |DEFAULT | |DEFAULT
TX Endpoint (endpoint A) RX Endpoint (endpoint B) Dest MAC: |DEFAULT | |DEFAULT
Endp Name: |rand-macs-A | |rand-macs-E | S ST B |0 | |0
sheff; i M|E -] Dst MAC Crt: [0 I[o
Resource: |1 (jw2) |v||1 (3w2) ‘v‘ Min Sre 1P: |DEFAULT | |DEFAULT 3
Port: [z tethz) [+][z tetn3) [~ o s loEFAULT | peraur 1
Pps Ti: |1 Kpps (1,060) |v||1 Kpps (1,008) ‘v‘ Min Sre Port: |g | |g
Min Pkt Size;  [L514 BYTES [+|[1514 BvTES I~ Macsrorort: |9 I8
Est. Rate: 12.112 Mbps 12,112 Mbps i B e |DEFAULT | |DEFAULT
Max Pkt Sze:  [L514 BYTES [+][rs1a BYTES I~ M Dot 1P IbEFaULT |[perauT
Pkts to Send: |D | |0 | . |g | |g
Multi-Pit: |U |'||U "‘ Max Dst Port: |9 | |g
Burst: |DEFAULT (1) |v | |DEFAULT 1) ‘v‘ | ]
4] Il | >|:




C. Enter values for the Source and Destination MAC addresses, specify a MAC count, and deselect Use Router
MAC for both endpoints.

Create/Modify Armageddon Endpoint ¥) (2) (x
|:| ‘ Display | | Refresh ‘ | [Applyf | ‘ oK ‘ | cancel
Cross-Connect Cross-Connect il
patage Frand-macs Rpt Timer: [fast s
B ‘Armageddun Lo |v Test Manager |defau|t_tm
Quiesce: ‘3 (3 520 |v TX Endpoint (endpoint A) RX Endpoint (endpoint B
[] Relative-Timestamps Src MAC: [00:30:18:cci5b:d2 | [00:30:18:cc:5b:d3
TX Endpoint (endpoint A) RX Endpoint (endpoint B) Dest MAC: |00:30:18:cc:5b:d3 ‘ ‘00:30:18:cc:5b:d2
Endp Name;  [randmacsA lrand-macs 8 } | svc mac [o o
Sl [ [zt ] DstMAC Crt: |0 IE
Resource: |1 (jw2) |V||l (w2) ‘V| i e |DEFAULT ‘ ‘DEFAULT
Port: [2 (eth2) [~][3 teth) -] Vo S I IDEFALLT =
Pps Tx: |1 Kpps (1, 000) |v||1 Kpps (1, 000) ‘v| Ny |g ‘ ‘9
Min Pit Size;  [1514 BYTES [~|[514 BvTES ] wasrcpor 5 e =
Est. Rate: 12,112 Mbps 12,112 Mbps i B |DEFAULT ‘ ‘DEFAULT
Max Pkt Size; 1514 BYTES || [1514 BvTES I~ Vo et 1 =g | B
Pkts to Send: |U ‘ |U ‘ . |g ‘ ‘g
MuIt-Pid: g [-][o ] Max Dst Port: |9 IE
Burst: |DEFAULT (1) |v||DEFAULT (1) ‘v|
TX Endpoint {endpoint A) RX Endpoint (endpoint B)
Thread-ID: |0 ‘ |0 ‘
| Thresholds || Thresholds |
| Seript || Seript | N |
Random Payload Size Random Payload Size
[]Use Router MAC [[]Use Router MAC
[JunManaged [JunManaged -
. I ] |
For more information see LANforge User's Guide: Armageddon (Accelerated UDP)
3. Run the Armageddon cross-connect and verify results with Wireshark.
A. Select the Armageddon connection then click Start
LANforge Manager Version(5.3.6) ¥) (&) (X

Control Reporting Tear-Off Info Plugins

N

| stopal |

Layer-4 rGener\c rTest Mgr rTest Group rRescurce Mgr rEvent Log rAIer'ts rPort Mgr rvAP Stations rMessages |
status | Llayer-3 | L3Endps | VolP/RTP | VoIPRTPEndps | Armageddon | Wanlinks | Attenuators

| Restart Manager ‘

" Filedo |

| Select All || || Stop || Quiesce H Clear |

| Display || Create || Modify H Batch Modify | ‘ Delete ‘

Rpt Timer: |fast (1s) = Go | Test Manager

Armageddon: Kernel Accelerated Connections

Name EID State Endpoints (A & B) Pkt Tx A - B| Pkt Tt A« B| bps A—=B| bpsA«B| AvgRTT |ReqA—=B|ReqA «B| Rpt
rand-macs |14.2 |Run rand-macs-A <=>ra... 44,086 44,080[12,318 661|12,132 205 357 1,000 1,000
[« I v
.......................................................... ArmageddonKerne‘AcceleratedCunmecngmEmdpu”’jts
Name EID |Run| Script Pps TX Pps RX T Pkts Ry Pkts Tx Bytes | RxBytes | Dropped | Rx Drop % |CX Dropped ¢
rand-ma...|1.1.2.1 None 996 995 44,0286 43,941|66,746,204|66,526,674 0 0 0
rand-ma... |1.1.3.2 None 5986 996 44,080 44,225|66,737,120|66,956,650 0 0 0

[« i

Logged into: 192,168.100.102:4002 as: Admin



http://www.candelatech.com/lfgui_ug.php#arm

B. On the Port Mgr tab of the other LANforge system, select one of the physical interfaces in the Armageddon
connection

LANforge Manager Version(5.3.6) ) () (%
Control Reporting Tear-Off Info Plugins

‘ Stop all ‘ | Restart Manager ‘

Layer-4 rGenemc r’Test Mgr rTest Group r’Resource Mgr rEvent Log r’AIertS rPcrt Mgr rvAP Stations rMessages |
Status | Llayer-3 | L3Endps | VolP/RTP | VoIPRTPEndps | Armageddon | Wanlinks | Attenuators | Filed0

Disp: [192.168.100.233:0 | [ sniff Packets [§ M| Clear Counters || Reset Port H Delete |
Te - - - -
. . Bring up the Wireshark packet sniffer. Only works if this machine supports X,
RS Tz |med1um (8 s) |'| ‘ Apply |so you must install CygwinX (Free) or Exceed to function on Windows platforms.
All Ethernet Interfaces (Ports) for all Resources.
Parent]

Port |Pha...|Down IP SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 L] L] 182.168.100.103|0 eth0 706,894 5,587 10 8,098 3,167,401 4,236 7
1.1.1 L] L] 0.0.0.0 8] ethl [8] [8] 0 0 1,326 17 0
1.1.2 [] [] 10.0.0.102 4] eth2 239,116,618 157,937 996|12,068...| 239,338,262| 158,109 996
1.1.3 L] L] 10.0.0.103 0 eth3 239,486,034| 158,181 995|12,069...| 239,267,818 158,051 998
1.1.4 L] L] 0.0.0.0 4] ethd 0 0 0 0 786 9 0
1.1.5 L] L] 0.0.0.0 8] eths 0 0 0 0 1,326 17 0
[4] Il ] [»]

Logged into: 192,168.100.102:4002 as: Admin

C. Click Sniff Packets to launch Wireshark and begin sniffing traffic.

Capturing from eth2 [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (on jw2) ¥) (~) (X%
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help b

©e AN AL X Q¢ v v vHBy g UFNEEE® &

Filter: [ - Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info

B e T SV v VY Twiuivs e Pruen Lorw ey ggoiogw .

23418 23.55537196210.0.0.183 10.08.0.102 PKTGEN 1514 Seq: 3331359

23419 23.55632463210.0.0.183 10.08.0.102 PKTGEN 1514 Seq: 3331368

23420 23.55719374710.0.0.183 10.08.0.102 PKTGEN 1514 Seq: 3331361

23421 23.55814824110.0.0.183 10.08.0.102 PKTGEN 1514 Seq: 3331362

23422 23.55927805610.0.06.183 16.8.6.102 PKTGEN 1514 Seq: 3331363 -
4 @ D 3

» Frame 1: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface @

» Ethernet II, Src: JetwayIn_cc:5b:d3 (080:30:18:cc:5b:d3), Dst: JetwayIn_cc:5b:d2 (808:30:18:cc:5b:d2)
» Internet Protocol Version 4, Src: 10.0.0.183, Dst: 10.0.0.102

» User Datagram Protocol, Src Port: 9, Dst Port: 9

» Linux Kernel Packet Generator

6080 00 30 18 cc 5b d2 @@ 3@ 18 cc 5b d3 08 06 45 68
8010 85 dc 79 3b 0@ 6@ 268 11 @7 Oa Da 00 00 67 BGa 08
0020 00 66 60 ©9 00 09 05 c8 00 00 be 9b e9 55 80 32
0030 79 3c 14 el 8c 39 35 55 a5 5b 00 B2 0O 00 B0 00
0040 00 00 B0 B0 00 B2 OO B 08 07 00 00 80 Gb B0 6O
0050 00 of 8@ @0 80 12 33 21 11 67 B8e 5b 2f f8 o0 60

O eth2: <live capture in progress... Packets: 57593 - Displayed: 57593 (100.0%) Profile: Default

A. Stop the Wireshark capture after a few seconds via the stop icon or pull-down menu Capture>Stop)



D. Select several packets and note their MAC addresses

*eth2 [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (on jw2) h >) (~) (x
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
= .
©® Am g QYo 2EE FEEE -
Filter: [ - Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
COMLT CoaSmaUT et AUL UL U tus Tuiweustue Fruen Louw ooy. sosisse
23418 23.55537196210.8.0.103 18.6.0.102 PKTGEN 1514 Seq: 3331359 -
23419 23.55632463210.0.0.103 18.6.0.102 PKTGEN 1514 Seq: 3331360
23420 23.55719374710.8.0.103 10.0.0.1082 PKTGEN 1514 Seq: 3331361
23421 23.55814824116.8.0.163 186.6.60.162 PKTGEN 1514 Seq: 3331362
.55927805610.0.0 0.8 PKTGEN : 3331363 -

4 L3

» Frame 23422: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface @ -
v Ethernet II, Src: JetwayIn_cc:5b:d3 (80:30:18:cc:5b:d3), Dst: JetwayIn_cc:5b:d2 (080:38:18:cc:5b:d2)
w Destination: JetwayIn_cc:5b:d2 (@8:30:18:cc:5b:d2)
Address: Jetwayln cc:5b:d2 (00:30:18:cc:5b:d2)
R ... = LG bit: Globally unigue address (factory default)
.8 .. = IG bit: Individual address (unicast)
~ Source: JetwayIn cc:5bid3 (EIEI 30:18:cc:5b:d3)
Address: Jetwayln cc:5b:d3 (00:30:18:cc:5b:d3)
booo oodo oo oaoo . = LG bit: Globally unigue address (factory default)
A = T6_hit: Tndividual address (unicast) b
@eee 00 30 18 cc 5b d2 8@ 3@ 18 cc 5b d3 @8 60 45 60 o&oolloos) aallooadlo a
@018 05 dc d5 22 0@ 80 20 11 ab 22 9a 08 80 67 0a 0O ooo" o o"ooo
0820 00 66 B0 B9 B0 B9 85 c8 00 60 be 9b &9 55 80 32
@030 d5 23 14 el 8c 3e bl 90 72 ab @0 02 11 @0 00 0O
0040 22 60 0O 80 11 PO OO e8 21 OO B8O cb 11 6O 00 80
@658 11 60 60 cb 11 B0 0@ BO 21 0@ A0 88 11 GO 00 a8 =
O [ﬁ File: "fvarftmp/wireshark_eth2_... Packets: 111662 - Displayed: 111662 (100.0%) - Dropped: 54... Profile: Default

E. Verify that the MAC addresses for each packet are different

*eth2 [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (on jw2) >) (~) (x
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help h
T r.
©® 4m B8 Q¢ v a 2EBE FlgMes -
Filter: [ - Expression... Clear Apply Save
No Time Source Destination Protocol Length Info
Comir CoaUeIU IO AU s Tuiwiustue v Loam ooys sooioou
23418 23.55537196210.0.0.103 10.8.8.182 PKTGEN 1514 Seq: 3331359 -
23419 23.55632463210.0.0.103 10.08.0.182 PKTGEN 1514 Seq: 3331360
23420 23.55719374710.0.0.103 10.08.08.182 PKTGEN 1514 Seq: 3331361
23421 23.55814824116.0.0.103 16.8.8.182 PKTGEN 1514 Seq: 3331362
.55927805610.0.0 .0.0 PKTGEN : 3331363 -

4 L3

» Frame 23422: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface @ -
v Ethernet II, Src: JetwayIn_cc:5b:d3 (80:30:18:cc:5b:d3), Dst: JetwayIn_cc:5b:d2 (080:38:18:cc:5b:d2)
v Destination: JetwayIn cc:5b:d2 (00:30:18:cc:5b:d2)
Address: JetwayIn cc:5b:d2 (080:30:18:cc:5b:d2)
.8. wev+ wvv. -u.. = LG bit: Globally unique address (factory default)
.8 .... = IG bit: Individual address ({unicast)
~ Source: JetwayIn cc:5bid3 (00:30:18:cc:5b:d3)
Address: Jetwayln cc:5b:d3 (80:30:18:cc:5b:d3)
booo oodo . «... = LG bit: Globally unique address (factory default)
A = T6_hit: Tndividual address (unicast) b
CCITIMee 36 18 cc 5b d2 45 80 odoollo E. a
0018 05 dc d5 22 00 B0 20 11 ab 22 Ba 08 80 67 0a 0O 000
0620 0O 66 B0 B9 @A B9 B5 c8 0O OO be 9b e9 55 80 32
@030 d5 23 14 el 8c 3e bl 90 72 ab @0 02 11 @0 00 0O
0040 22 60 0O 80 11 PO OO e8 21 OO B8O cb 11 6O 00 80
@658 11 60 00 cb 11 B0 00 80 21 0O A0 88 11 GO 00 a8
O [ﬁ Source or Destination Hardwar... Packets: 111662 - Displayed: 111662 (100.0%) - Dropped: 54... Profile: Default

For more information see LANforge User's Guide: Armageddon (Accelerated UDP)

Scripted Layer-3 Test

Goal: Use RFC-2544 as a guide to create a Layer-3 connection that can run automatically
through various payload sizes and rates for a specified duration.

In this example, LANforge is used to set up a scripted connection that will iterate through a user-defined
list of payload sizes and transmission rates. Each iteration will run for a user-defined duration with a user-
defined pause between iterations. A summary text report is generated at the conclusion of all iteratfions.


http://www.candelatech.com/cookbook.php?vol=fire&book=accelerated+udp+testing
http://www.faqs.org/rfcs/rfc2544.html

1. Create a Layer-3 connection. For more information see Generating Traffic fo a Switched Network

2. Modify the Layer-3 connection to add the scripft.
A. Highlight the Layer-3 connection and select Modify.

&) a)
l:l | Display | | Sync | | Batch-Create ‘ | Apply | | oK | ‘ Cancel |
Cross-Connect Cross-Connect
CX Name: [scrtest-1 Report Timer: ‘fast 1 s) |v|
X Type: [Lanforge /UDP [~] . F—
ndpoin ndpoin
Endpoint A Endpoint B Pld Pattern |increasing |v| ‘increasing |v‘
Ry [t ¢wa710-blue) [~ |[1 Fwa710-blUe) [~] Min b port [AT0 [~ o =l
Port: |3 (eth3) |v||4 (ethd) |v| o [ s |Same |vHSame |v‘
Min Tx Rate: |New Moden (56 Kbps) |v| |New Moden (56 Kops) |v| Min Dur ation: |Forever |v| ‘Fwever |v‘
Max Tx Rate: |Sa"'e |v| |same |v| Max Duration: |Same |'| ‘Same |"
Min PDU Size: |ALIT0 |v| |MTD |v| Min Reconn: |0 (0 ms) |v| ‘0 (0 ms) |v‘
Max PDU Size: |Same |v| |Same |v| Max Reconn: |533"'e |'| ‘Same |"
IP ToS: |Bes‘t Effort 0) |v| |Best Effort (o) |v| Multi-Conn: |Normal ©) |v| ‘Nn mal (0) |v‘
Pkts To Send: |Inf1n1‘te |v| |In‘f1n1‘te |v| | Script | ‘ Script ‘
| Thresholds H Thresholds ‘
B. Select the Script button on Endpoint A.
Add/Modify Script JEE
Endpoint Name: [scrtest-1-A |~ | script Type: [NONE I~

Script Name: |my-script

| Group Action: |

Enable Script Show Reports [ |Symmetric [ ]Loop [ ]Hide Iteration Details []Hide Legend [ |Hide CSV

Loop Count | | | Script Iterations: NA Estimated Duration: HNA
Script Configuration |
| Show Previous Report | | Sync | | Apply | | oK | | Cancel |
C. Select the Script Type, RFC-2544.
Add/Modify Script BEE

Endpoint Name: |5cr-te5t-14\

Script Name: |my—script

Enable Script

Loop Count |

|V| Script Type:

IRFC-2544

M

| Group Action: |

Show Reports [ ]Symmetric [ |Loop [ ]Hide Iteration Details []Hide Legend [ ]Hide CSV

| | Script Iterations: 27 (27)

Estimated Duration: 15.75 m (15.75 m)

Script Configuration

[]Show Dups []|Show 000 []Show Attenuation []Hide Latency Distributions [ |Hide Constraints
Run Duration: |3EJ 5 (30 s5) |v| Pause Duration: | 55 (5 s) |V|
Max Drop Percent: |59es (5%) |V| Max-Tx-Underrun: |1096 (10%) |V|
Max Jitter: lhigh (100 ms) | v| Max RT Latency: |500ms (500 ms) |~
Max Failed OK: lo |~
Rates A Rates B Payload Sizes A— Payload Sizes B—— —Attenuations (ddB)—
bps [bps 50
100Mbps 100Mbps 256
1Ghps 1Ghps 512 100
1024 1024 200
1280 1280 400
1460 1460 500
1472 1472 200
1514 1514 555
L L)
Show Previous Report | | Sync | | Apply | | oK | | Cancel
A. Note: A default set of payload sizes are set up based on RFC-2544 but, can be changed by typing over the

default values.

protocol and not the ethernet frame size.

. Note: For Layer-3 UDP and TCP connections, 'payload size' refers to size of the payload being carried by the



http://www.candelatech.com/cookbook.php?vol=fire&book=ex1

3. Set up script options. For details refer to: LANforge User's Guide: Scripted Cross Connect

A. Select Symmetric for the script to run both endpoints for a bi-directional traffic test.

Add/Modify Script BIE
Endpoint Name: |scr-test-1-A |+ | script Type: [RFC-2544 I~
Script Name: |my—script | Group Action: | | |
Enable Script Show Reports Symmetric [ |Loop []Hide Iteration Details [ |Hide Legend [ ]|Hide C5V
Loop Count | | | Script lterations: 27 (27) Estimated Duration: 15.75 m (15.75 m)
Script Configuration
[]Show Dups []Show 000 []Show Attenuation []Hide Latency Distributions [ ]Hide Constraints
Run Duration: |3EJ 5 (30 s) |v| Pause Duration: | 5 s (5 s) |v|
Max Drop Percent: |5% (5%) |V| Max-Tx-Underrun: |10% (10%) |V|
Max Jitter: |high (100 ms) |v| Max RT Latency: |500ms (500 ms) |v|
Max Failed OK: o |~
Rates A Rates B Payload Sizes A— Payload Sizes B— —Attenuations (ddB)—
bps [bps [6a [50
100Mbps 100Mbps 256 256
1Gbps 1Gbps c1z2 512 100
1024 1024 200
1280 1280 400
1450 1460 500
1472 1472 200
1514 1514 555
| Show Previous Report | | Sync | | Apply | | oK | | Cancel |

B. Set the Run and Pause Duration.

Add/Modify Script =
Endpoint Name: |scr-test-1-A |+ | script Type: [RFC-2544 I~
Script Name: |my-script | Group Action: | | |

Enable Script Show Reports Symmetric [ |Loop []Hide Iteration Details [ |Hide Legend [ ]Hide C5V

Loop Count | | | Script Iterations: 27 (27) Estimated Duration: 2.7 m (2.7 m)

Script Configuration

[]Show Dups []|Show 000 []Show Attenuation []Hide Latency Distributions [ |Hide Constraints

Run Duration: | 55 (5 s) |V| Pause Duration: | ls (1s) |V|
Max Drop Percent: |59es (5%) |V| Max-Tx-Underrun: |1096 (10%) |V|
Max Jitter: lhigh (100 ms) | v| Max RT Latency: |500ms (500 ms) |~
Max Failed OK: lo |~
Rates A Rates B Payload Sizes A— Payload Sizes B—— —Attenuations (ddB)—
bps [bps 50
100Mbps 100Mbps 256
1Ghps 1Ghps 512 100
1024 1024 200
1280 1280 400
1460 1460 500
1472 1472 200
1514 1514 555
L
Show Previous Report | | Sync | | Apply | | oK | | Cancel

A. Note the total number of Script lterations and Estimated Total Duration to help determine how long it will take to
run this script.


http://www.candelatech.com/lfgui_ug.php#cx_scr

C. Select OK to close the Add/Modify Script window.

&) e ol
l:‘ | Display | | Sync | | Batch-Create ‘ | Apply | | oK | ‘ Cancel |

Cross-Connect Cross-Connect
©X Name: [scrtest1 Report Timer: ‘fast (1s) |VI
TR |LANforge /uop |v " Endpoint A Endpoint B

Endpoint A Endpoint B Pld Pattern |increaﬁing |v| ‘increasing |V‘
Resource: |1 (fwa710-blue) |v| |1 (fwa710-blue) |v| i ([ B |AUTU |v| ‘J\UTU |v‘
Port: [3 (etha) [~|[a tethay [~ maip part: e [ [owe =]
Min Tx Rate: |New Modem (56 Kbps) |v| |New Modem (56 Kbps) |v| Min Dur ation: |Forever |v| ‘Forever |v‘
Max Tx Rate: |Sa"'e |v| |same |v| Max Duration: |Same |'| ‘Same |"
Min PDU Size: [AUTO [+ [auro [~ Min Reconm: [0 (0 m%) e G =]
Max PDU Size: |Same |v| |Same |v| e — |Same |v| ‘Same |v‘
IP ToS: cest Effort (@ [v|[pest effort @ [+] Multi-conn:  [lormal (@ [=] [formar =]
Pkts To Send: |Inf1rute |v| |Infinite |v| | Seript H Script ‘

| Thresholds H Thresholds

D. The Script Type for Endpoint B is set to NONE because Endpoint A is controlling both ends of the connection

E.

in this symmetric script example.

Endpoint Name: |5cr-te5t-1-B

Add/Modify Script =| 3] [

|NONE

|v|

Enable Script Show Reports [ |Symmetric [ ]Loop [ ]|Hide Iteration Details [ ]Hide Legend [ |Hide CSV

|V| Script Type:

Script Name: |my-script | Group Action: |

Loop Count | | | Script Iterations: NA Estimated Duration: NA
Script Configuration |
| Show Previous Report | | Sync | | Apply | | oK | | Cancel |
Select OK to close the Create/Modify Cross Connect window.
LANforge Manager Version(5.3.3) — | (=] [
Control Reporting Tear-Off Info Plugins
| Stop all | | Restart Manager | | Refresh | | HELP |

File-10 rLayer-d rGeneric |/Test Mgr rTest Group rResource Mgr rEvent Log rAIerts rPort Mgr rMessages |
Status | Layer-3 r L3 Endps rVoIPfRTP rVoIP:‘RTP Endps rArmageddon r WanlLinks r Attenuators r Collision-Domains |

|V|Go| Test Manager

Rpt Timer: [default (5 s) | select all || start || stop || quiesce || clear |

View |0 - 200 |v|Go| ‘ Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B Drop Pkts A| Drop Pkts
scr-test-1 LF/UDP |Stopped 0 0 0 0 0 0 0

[o] 1

Logged in to: brent-6port:4002 as: Admin




4. Start the Scripted Layer-3 Cross Connect.
A. Highlight the Layer-3 connection and select Start.

LANforge Manager Version(5.3.3) — | (=] [
Control Reporting Tear-Off Info Plugins

| Stop all | | Restart Manager | | Refresh | | HELP |

File-10 rLayer-4 rGeneric rTest Magr rTest Group rResource Mgr rEvent Log rAIerts rPort Mgr rMessages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Rpt Timer: |defau1t (5 s) |V|Go| Test Manager | Select All || Start || Stop || Quiesce || Clear |
View |0 - 200 |v|Go| ‘ Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B Drop Pkts A| Drop Pkts
scr-test-1 LF/UDP |Run 147,780 148,011 F.831.535 7,711,319 0 0 0
[a] I [»]

Logged in to: brent-6port:4002 as: Admin

B. A script report window will pop up and show the details of each iteration of the scripted connection as it is
run.

t Report for: scr-test-1-A
i peer: ri-pkts: 12202 rx-bytes: 6247424 rx-pps: 2440 rx-pps-11. 2440
i rx-bps: 9995878 rx-bps-low-level: 10815853

i# dropped: 0 drop percent: 0.0000 avg-rx-latency(us): O avg-rt-latency(us): @ peer-machine-load: .15

# rx-signal: @ tx-link-speed: 1000000000 rx-link-speed: 1800000082 attenuation: @ peer-rx-signal: © peer-tx-link-speed: 1G000CEEC0
peer-rx-link-speed: 1000000000

peer-dropped: O peer drop percent: 0.0000

* Passed constraints *

| »

LY

iteration: 4/27 Endpoint: scr-test-1-A now: 1445685446147ms duration: 5001ms paused: 1008ms
payload-size: 1624 cfg-rate: 10000800

tx-pkts: 6042 tx-bytes: 61E7008 tx-bytes-low-level: 6440772 tx-pps: 1208

1x-bps: 9897233 tx-bps-low-level: 10303175

ri-pkts: 6842 rx-bytes: 6187008 rx-bytes-low-level: 6440772

ri-pps: 1208 rx-bps: 9897233 rx-bps-low-level: 10303175

rx-drops: @ rx-dups: @ rx-coo: O machine-load: ©.14

peer: rx-pkts: 6042 rx-bytes: 6187008 rx-pps: 1208 rx-pps-11l: 1208

rx-bps: 9897233 rx-bps-low-level: 10303175

dropped: O drop percent: 0.0000 avg-rx-latency(us): O avg-rt-latency(us): O peer-machine-load: ©.14
ri-signal: © tx-link-speed: 1000000000 rx-link-speed: 1000000000 attenuation: O peer-rx-signal: O peer-tx-link-speed: 1000000000
eer-rx-link-speed: 1000000000

peer-dropped: O peer drop percent: 0.0000

* Passed constraints *

EE R EEEEEEEEEER]

iteration: 5/27 Endpoint: scr-test-1-A now: 1446685452148ms duration: 5G8Gms paused: 100lms
payload-size: 1280 cfg-rate: 10000800

tu-pkts: 4880 tx-bytes: 6246400 tx-bytes-low-level: 6451360 tx-pps: 976

tu-bps: 9994240 tx-bps-low-level: 10322176

rx-pkts: 4880 rx-bytes: 6246400 rx-bytes-low-level: 6451360

rx-pps: 976 rx-bps: 9994240 rx-bps-low-level: 10322176

ri-drops: @ rx-dups: @ rx-ooo: O machine-load: 0.11

peer: rx-pkts: 4880 rx-bytes: 6245400 rx-pps: 976 rx-pps-11: 978

rx-bps: 9994240 rx-bps-low-level: 10322176

dropped: O drop percent: 0.0000 avg-rx-latency(us): O avg-ri-latency(us): O peer-machine-load: @.11
rx-signal: © tx-link-speed: 1000000000 rx-link-speed: 1000000000 attenuation: O peer-rx-signal: O peer-tx-link-speed: 1000000200
peer-rx-link-speed: 1000000000

i peer-dropped: O peer drop percent: ©.0000

i * Passed constraints *

Fh A R ERRERRRSR

[ | Pause Close ‘ | Save File | | Graphical Display L] Invert RX-Signal X Axis




C. At the conclusion of the script, the report window wiill display a summary of the entire scripted connection
results. Full Script Report for this example:

Script Report for: scr-teskt-1-A

Started test at: Fri Nov 6 15:42:43 2015 =
Tteration Duration: 5006ms  Pause Duration: 1000ms
Number of running endpoints at end of first iteration: 2
System Load at end of first iteration: ©.00

Endpoint Information:
Endpoint ID: scr-test-1-A Type: LANFORGE_LDP Peer Endpoint ID: scr-test-1-B

summary data for each iteration

#¢ pld-size cfg-rate tx-bps rx-bps rx-bps-LL  tx-pps  rx-pps tx-pkts rx-pkts cx-drops drop% rx-lat(ms)
- (bytes) (bps) - peer peer - peer - peer peer peer peer
o* 60 10000000 9998592 9998592 16997606 20830 20830 104152 104152 0] 0.000 [¢]
1% 128 10000000 9996288 9996288 13276320 9762 9762 42810 42810 [¢] 0.000 a
2% 256 10000000 9997926 9997926 11638211 4282 4882 24409 24409 [¢] 0.000 a
3* 512 10000000 9995878 9995878 10815853 2440 2440 12202 12202 [¢] 0.000 a
4% 1024 10000000 9997517 9997517 10407571 1220 1220 6102 6102 [¢] 0.000 a
5% 1280 10000000 9998336 9998336 10326406 976 976 4882 4282 [¢] 0.000 a
&% 1480 1 10285696 856 856 4280 4280 [t] ©.000 a
7% 1472 10000000 9997824 9997824 10283088 849 849 4245 4245 [t] ©.000 a
g% 1514 10000000 9994822 9994222 10549357 825 825 4126 4126 [t] ©.000 a
9% [¢] 1 505 505 169997971 208342 208342 1041710 1041710 [t] ©.000 a
1o% 128 100000000 99988275 99988275 1327985928 97645 97645 438224 458224 [t] ©.000 a
11#* 256 1 1 1 116369804 43813 48813 244113 244113 [t] ©.000 a
12% 512 100000000 99971072 99971072 108171824 24407 24407 122035 122035 [t] ©.000 a
13* 1024 1 4 4 104085845 12205 12285 61026 61026 [t] ©.000 a
14% 1280 100000000 99973120 99973120 103253488 9763 9763 43815 42815 [t] ©.000 a
15% 1480 100000000 99983136 99983136 102859353 560 8560 42801 42801 [t] ©.000 a
lex 1472 100000000 99964109 99964109 1028163456 8489 g489 42444 42444 [t] ©.000 a
17# 1514 100000000 99962758 99962758 105583209 8253 8253 41266 41266 [t] ©.000 a
13 60 1000000000 198339321 40513536 68923642 413872 84554 2089775 422854 1646921 79,570 a7

--- Failed transmit-percent constraint, reported: 19.833%% nin: 90

--- Failed peer transmit-percent constraint, reported: 19.8217% min: 90

--- Failed drop-percent constraint, reported: 79.57% max: 5

--- Failed peer-drop-percent constralnt, reported: 79.5895% max: 5

19 128 1000000000 424376963 88404651 117412427 414431 86333 2072982 431836 1641146  79.168 165
--- Failed transmit-percent constraint, reported: 42.4377% min: 90

--- Failed peer transmit-percent constraint, reported: 42,4185% min: 90

--- Failed drop-percent constraint, reported: 79.1684% max: S

--- Failed peer-drop-percent constraint, reported: 79.1657% max: S5

20 256 1000000006 710144921 289658292 337180356 345750 141435 1734098 707315 lo26784  59.211 19
--- Failed transmit-percent constraint, reported: 71.0145% min: 90

--- Failed peer transmit-percent constraint, reported: 70.9948% min: 90

--- Failed drop-percent constraint, reported: 59.2114% max: S

--- Failed peer-drop-percent constraint., reported: 59.2126% max: 5

21# 512 168000000 1000025293 009352730 1081330883 244147 243083 1220734 1219913 221  0.067 ]
22¢# 1024 108000000 099858176 0O98SE176 1040867084 122053 122053 610265 618265 o @.000 ]
23 1280 1 1032697750 7645 97645 428227 428277 o @.000 ]
24+ 1450 1GGO000000 099903776  0O9983776 1028668131 25608 85608 422041 422041 o @.000 ]
2S¢ 1472 1008000000 099502002 009692902 1028216740 24802 84802 424452 424462 o @.000 ]
26¢ 1514 1008000000 999671187 009671187 1055135110 82536 82536 413678 412678 o @.000 o ||
[l Pause Close ‘ | Save File ‘ | Graphical Display ‘ []invert RX-Signal X Axis

A. per iteration details

B. raw CSV data for all iterations

C. spreadsheet matrices for creating your own 3D graphs

D. system information

Scripted Armageddon Test



Goal: Use RFC-2544 as a guide to create an Armageddon connection that can run
automatically through various payload sizes and rates for a specified duration.

In this example, LANforge is used to set up a scripted connection that will iterate

through a user-defined list of payload sizes and transmission rates. Each iteration will

ooe
run for a user-defined duration with a user-defined pause between iterations. A /\/\
summary text report is generated at the conclusion of all iterations. |E|

System Under Test LANforge GUI

LANforge FIRE
Firewall
LAN WAN
Ethernet Ethernet
LANforge FIRE |

I

| EE |
l Under Test
‘Jlrtual ﬁ.i
|

Services Virtual Cllents

1. Create an Armageddon connection. For more information see Armageddon Testing (Accelerated UDP)

2. Modify the Armageddon connection to add the script.


http://www.faqs.org/rfcs/rfc2544.html
http://www.candelatech.com/cookbook.php?vol=fire&book=accelerated+udp+testing

A. Highlight the Armageddon connection and select Modify.

I Create/Modify Armageddon Endpoint =|[=] £

Cross Connect Information

CX Name: ‘arm-scr-test-B | CX Type: |Armageddnn uppP ‘v| Rpt Timer: |fast (1 s) = Test Manager |default_tm :
Quiesce: [3(3sed = [] Relative-Timestamps

TX Endpoint (endpoint A)

Pld Pattern  [ncreasing || sre MAC: [peFauLT | Dest mac: [peFauLT \

Min Src IP: DEFAULT Max Src IP: DEFAULT Min Dst IP: DEFAULT Max Dst IP: DEFAULT
Min Src Port: |2 Max Src Port: |9 Min Dst Port: |9 Max Dst Port: |9

Pkts to Send: |0 Src MAC Cnt: |0 Dst MAC Cnt: [0 Quiesce: l:l]
Thread-ID: 0 IP ToS: Best Effort (@) = | Script | | Thresholds |

Use Router MAC [ |Slow Start [ |UnManaged [ Checksum []Clear-Port-On-Start

RX Endpoint (endpoint B)

PldPattern [nceacng [~|sreMAe  [perauLT | Dest MAC: [pEFAULT |

Min Src IP: DEFAULT Max Src IP: DEFAULT Min Dst IP: DEFAULT Max Dst IP: DEFAULT
Min Src Port: |9 Max Src Port: |9 Min Dst Port: |2 Max Dst Port: |9

Pps Tx: Min Pkt Size: |1514 Max Pkt Size: |1514 Multi-Pkt:
Pkts to Send: |0 Src MAC Cnt: |0 Dst MAC Cnt: |0 Quiesce: l:l]
Thread-ID: 0 IP ToS: Best Effort (@) : | Script | | Thresholds |

Use Router MAC [ |Slow Start [ ]UnManaged []|Checksum []Clear-Port-On-5Start

| Display | | Refresh | | Apply | | 0K | | Cancel ‘

B. Select the Script button on Endpoint A.

Add/Modify Script =l B [
Endpoint Name: |arm-5cr-te5t-BqA |v| Script Type: |NONE |v|
Script Name: |my-script | Group Action: | | |

Enable Script Show Reports [ |Symmetric [ |Loop [ |Hide lteration Details [ ]Hide Legend [ |Hide CSV

Loop Count | | | Script Iterations: NA Estimated Duration: NA

Script Configuration |

| Show Previous Report | | Sync | | Apply | | oK | | Cancel




C. Select the Script Type 'RFC-2544'.

AddfModify Script =| (=

Endpoint Name: |arm-scr-test-B-J\ |v| Script Type:

Script Name:

RFC-2544

|v|

|my—script

Loop Count |

[]Show Dups [|Show 000 []Show Attenuation []Hide Latency Distributions [ |Hide Constraints

| | Script Iterations: 27 (27)

| Group Action: | | |

Enable Script Show Reports []Symmetric []Loop []Hide Iteration Details []Hide Legend []Hide C5V

Estimated Duration: 15.75 m (15.75 m)

Script Configuration

Run Duration: |3EJ 5 (30 s) |v| Pause Duration: | 55 (5 s) |v|
Max Drop Percent: |5% (5%) |V| Max-Tx-Underrun: |10% (10%) |V|
Max Jitter: |high (100 ms) |V| Max RT Latency: |500ms (500 ms) |V|
Max Failed OK: o |+
Rates A Rates B I—Payload Sizes A— I—Payload Sizes B— —Attenuations (ddB)—
bps [bps {1 60
100Mbps 100Mbps 256 256
1Ghps 1Gbps 512 512 100
1024 1024 300
1280 1280 400
1460 1450 500
1472 1472 200
1514 1514 355

Show Previous Report |

| Sync |

| Apply | | oK | | Cancel

A. Note: A default set of payload sizes are set up based on RFC-2544 but, can be changed by typing over the

default values.

B. Note: For Armageddon UDP connections, 'payload size' refers to the ethernet frame size.

For more information see LANforge User's Guide: Scripted Armageddon Cross Connect



http://www.candelatech.com/lfgui_ug.php#arm_scr

3. Set up script options.

A. Select Symmetric for the script to run both endpoints for a bi-directional traffic test.

Endpoint Name: |arm-scr-test-B-J\

Script Name: |my—script

Enable Script

Loop Count |

|V| Script Type:

| | Script Iterations: 27 (27)

Add/Modify Script = | =] [

|RFc-2544 | = |

| Group Action: | | |

Show Reports Symmetric [ |Loop []Hide Iteration Details [ |Hide Legend [ ]|Hide C5V

Estimated Duration: 15.75 m (15.75 m)

Script Configuration

[]Show Dups []Show 000 []Show Attenuation []Hide Latency Distributions [ ]Hide Constraints
Run Duration: |3EJ 5 (30 s) |v| Pause Duration: | 5 s (5 s) |v|
Max Drop Percent: |5% (5%) |V| Max-Tx-Underrun: |10% (10%) |V|
Max Jitter: |high (100 ms) |v| Max RT Latency: |500ms (500 ms) |v|
Max Failed OK: o |~
Rates A Rates B Payload Sizes A— Payload Sizes B— —Attenuations (ddB)—
bps [bps [6a [50
100Mbps 100Mbps 256 256
1Gbps 1Gbps c1z2 512 100
1024 1024 200
1280 1280 400
1450 1460 500
1472 1472 200
1514 1514 555
| Show Previous Report | | Sync | | Apply | | OK | | Cancel |

B. Set the Run and Pause Duration, max failure thresholds, and modify Rates and Payload Sizes as needed.

Endpoint Name: |arm-scr-test-BqA

Script Name: |my-script

Loop Count |

|V| Script Type:
| Group Action: |
Enable Script Show Reports Symmetric [ ]Loop []Hide lteration Details [ |Hide Legend [ ]|Hide CSV

| | Script Iterations: 36 (36)

Add/Modify Script B iEE

[RFC-2544

M

Estimated Duration: 6.6 m (6.6 m)

Script Configuration

[]Show Dups [ ]Show 000 []Show Attenuation [ ]Hide Latency Distributions [ ]Hide Constraints
Run Duration: |10 5 (10 s) |V| Pause Duration: | ls (1 s) |v|
Max Drop Percent: |596 (5%) |V| Max-Tx-Underrun: |109es (10%) |V|
Max Jitter: |high (100 ms) |v| Max RT Latency: |50Elrns (500 ms) |v|
Max Failed OK: lo v
Rates A Rates B —Payload 5izes A— —Payload Sizes B— —Attenuations (ddB)—
pps pps 50 (50 B 50 (60 B)
100 100 128 (128 B) 128 (128 B)
1000 1000 256 (256 B) 256 (256 B)
10000 10000 512 (512 B) 5120512 B) 100 (100 ddB)
100000 100000 1024 (1 KE) 1024 (1 KB) 300 (300 ddB)
1280 (1.25 KB) 12280 (1.25 KB) 400 (400 ddB)

1460 (1.426 KB)
1472 (1.438 KB)
1514 (1.479 KB}

600 (600 ddB)
200 (300 ddB)
955 (955 ddB)

1460 (1.426 KB)
1472 (1.438 KB}
1514 (1.479 KB)

Show Previous Report |

Sync Apply OK Cancel
| | | Lok | |




C. Note the total number of Script Iterafions and Estimated Total Duration to help determine how long it will
take to run this script.

Add/Modify Script SIEIE
Endpoint Name: |arm-scr-test-BqAJ |V| Script Type: |RFC-2544 |v|
Script Name: |my-script | Group Action: | | |
Enable Script Show Reports Symmetric [ ]Loop []Hide Iteration Details [ |Hide Legend [ ]|Hide C5V
Loop Count | | | Script Iterations: 36 (36) Estimated Duration: 6.6 m (6.6 m)
Script Configuration
[]Show Dups [ ]Show 000 []Show Attenuation [ ]Hide Latency Distributions [ |Hide Constraints
Run Duration: |10 5 (10 s) |v| Pause Duration: | 1ls (1s) |v|
Max Drop Percent: |5‘-‘s (5%) |V| Max-Tx-Underrun: |10‘-‘s (10%) |V|
Max Jitter: |high (100 ms) |V| Max RT Latency: |SGGmS (500 ms) |V|
Max Failed OK: lo v
T Rates A Rates B ——Payload Sizes A— —Payload Sizes B—— —Attenuations (ddB)—
pps pps 60 (60 B 60 (60 B)
100 (100 pps) 100 (100 pps) 128 (128 B) 128 (128 B)
1000 (1 Kpps) 1000 (1 Kpps) 256 (256 B) 256 (256 B)
10000 (10 Kpps) 10000 (10 Kpps) 512 (512 B) 512 (512 B) 100 (100 ddB)
100000 (100 Kpps) 100000 (100 Kpps) 1024 (1 KE) 1024 (1 KE) 300 (300 ddB)
1280 (1.25 KB) 1280 (1.25 KEB) 400 (400 ddB)
1460 (1.426 KB) 1460 (1.426 KB) 500 (600 ddB)
1472 (1.438 KB) 1472 (1.438 KB) 200 (300 ddB)
1514 (1.479 KB) 1514 (1.479 KB) 955 (955 ddB)
| Show Previous Report | | Sync | | Apply | | OK | | Cancel |

D. Select OK to close the Add/Modify Script window.

Create/Modify Armageddon Endpoint =|[=] £

Cross Connect Information

CX Name: ‘arm-scr-test-B | CX Type: |Armageddnn uppP ‘v| Rpt Timer: |fast (1 s) = Test Manager |default_tm :
Quiesce: [3(3sed = [] Relative-Timestamps

TX Endpoint (endpoint A)

Pld Pattern  [ncreasing || sre MAC: [peFauLT | Dest mac: [peFauLT \

Min Src IP: DEFAULT Max Src IP: DEFAULT Min Dst IP: DEFAULT Max Dst IP: DEFAULT
Min Src Port: |2 Max Src Port: |9 Min Dst Port: |9 Max Dst Port: |9

Pkts to Send: |0 Src MAC Cnt: |0 Dst MAC Cnt: [0 Quiesce: l:l]
Thread-ID: 0 IP ToS: Best Effort (@) = | Script | | Thresholds |

Use Router MAC [ |Slow Start [ |UnManaged [ Checksum []Clear-Port-On-Start

RX Endpoint (endpoint B)

PldPattern [ncreacing [~|sreMAe  [perauLT | Dest MAC: [pEFAULT |

Min Src IP: DEFAULT Max Src IP: DEFAULT Min Dst IP: DEFAULT Max Dst IP: DEFAULT
Min Src Port: |9 Max Src Port: |9 Min Dst Port: |9 Max Dst Port: |9

Pps Tx: Min Pkt Size: |1514 Max Pkt Size: |1514 Multi-Pkt:
Pkts to Send: |0 Src MAC Cnt: |0 Dst MAC Cnt: |0 Quiesce: l:l]
Thread-ID: 0 IP ToS: Best Effort (@) : | Script | | Thresholds |

Use Router MAC [ |Slow Start [ ]UnManaged []|Checksum []Clear-Port-On-5Start

| Display | | Refresh | | Apply | | 0K | | Cancel ‘




E. The Script Type for Endpoint B is set to NONE because Endpoint A is controlling both ends of the connection
in this symmetric script example.

Add/Modify Script I
Endpoint Name: |arm-scr-test-B-B| |v| Script Type: |NONE |v|
Script Name: |my-script | Group Action: | | |

Enable Script Show Reports [ |Symmetric [ |Loop [ |Hide Iteration Details [ |Hide Legend [ |Hide CSV

Loop Count | | | Script Iterations: NA Estimated Duration: NA

Script Configuration |

| Show Previous Report | | Sync | | Apply | | oK | | Cancel |

F. Select OK to close the Create/Modify Cross Connect window.

£ LANforge Manager Version(5.3.3) - B [x

Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

File-10 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

| Select All || Start || Stop || Quiesce || Clear |

Rpt Timer: |defau1t (5 s) |v|Go| Test Manager
| Display || Create || Modify || Batch Modify ‘ | Delete |

Armageddon: Kernel Accelerated Connections
Name EID State Endpoints (A e« B) |PktTxA —=B|Pkt TxA«E| bps A—-E| bpsA«B| AvgRTT |RegA =B | ReqA«BE| Rpt1
arm-scr... [14....|Stopped arm-scriest-B-A ===... 0 0 0 0 0 100 100

Armageddon: Kernel Accelerated Connection Endpoints

Name EID |Run| Script Pps TX Pps RX T Pkts R Pkts Tw Bytes | Rx Bytes | Dropped | Rx Drop % |CX Dropped C
arm-scr-... [1.1.4.42 | [ ] |[Enabled 0 0 0 0 0 0 0 0 0
arm-scr-.. [1.1.5.43 | [ | |[Enabled 0 0 0 0 0 0 0 0 0
[4] Il [+

Logged in to: If1005c-i514120020:4002 as: Admin

For more information see LANforge User's Guide: Scripted Armageddon Cross Connect


http://www.candelatech.com/lfgui_ug.php#arm_scr

4. Start the Scripted Armageddon Cross Connect.
A. Highlight the Armageddon connection and select Start.

LANforge Manager Version(5.3.3) — | (=] [
Control Reporting Tear-Off Info Plugins

| Stop all | | Restart Manager | | Refresh | | HELP |

File-10 rLayer-4 rGeneric rTest Magr rTest Group rResource Mgr rEvent Log rAIerts rPort Mgr rMessages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

| Select All || Start || Stop || Quiesce || Clear |

Rpt Timer: |de‘fault (5 s) |v|Go| Test Manager

| Display || Create || Modify || Batch Modify ‘ | Delete |

Armageddon: Kernel Accelerated Connections

Name EID State Endpoints (A = B) |PktTHA B Pkt TxA<B| bpsA—+B|bpsA«B| AvgRTT |ReqA =B | ReqA«B| Rpt]

arm-scrt... |14....[Run arm-scriest-B-A ==, 2,722 2,880 208,794 205,549 20 100 100

Kernel Accelerated Connection Endpoints

Name EID |Run| Script Pps TX Pps RX Tx Pkts Rx Pkts Tx Bytes | RxBytes | Dropped | Rx Drop % |CX Dropped C
arm-scr-.. |1.1.4,42 Running 91 94 2,722 2,858 374,060 514,730 0 0 0
arm-scr-... |1.1.5.43 Running 94 91 2,880 2,744 520,106 379,692 0 0 0
[4] Il ]

Logged in to: 1f1005c-is14120020:4002 as: Admin

B. A script report window will pop up and show the details of each iteration of the scripted connection as it is
run.

Script Report for: arm-scr-test-B-A
rx-pps: 100 rx-bps: 407962 rx-bps-low-level: 427085 =
rx-drops: @ rx-dups: @ rx-coo: O machine-load: ©.05
peer: rx-pkts: 998 rx-bytes: S10976 rx-pps: 1600 rx-pps-1l: 168
rx-bps: 408781 rx-bps-low-level: 427942
dropped: O drop percent: 0.0080 avg-rx-latency(us): 39 avg-rt-latency(us): 77 peer-machine-load: 0.05
rx-signal: © tx-link-speed: 10000000008 rx-link-speed: 10000000000 attenuation: © peer-rx-signal: O peer-tx-link-speed: 10000000000

eer-rx-link-speed: 10000000000
peer-dropped: O peer drop percent: ©.0000
* Passed constraints *

EENEEEEEE]

iteration: 4/36 Endpoint: arm-scr-test-B-A now: 1446857854817ms duration: 1000Gms paused: 1000ms
payload-size: 1024 cfg-rate: 100

tu-pkts: 997 tx-bytes: 1020928 tx-bytes-low-level: 1044856 tx-pps: 100

tu-bps: 816742 tx-bps-low-level: 835885

rx-pkts: 1000 rx-bytes: 1024000 rx-bytes-low-level: 1048000

rx-pps: 108 rx-bps: 819200 rx-bps-low-level: 838400

ri-drops: @ rx-dups: @ rx-ooo: O machine-load: 0.11

peer: rx-pkts: 997 rx-bytes: 1020928 rx-pps: 100 rx-pps-11: 180

rx-bps: 816742 rx-bps-low-level: 835885

dropped: O drop percent: 0.0000 avg-rx-latency(us): 38 avg-rt-latency(us): 76 peer-machine-load: 8.11
rx-signal: © tx-link-speed: 10000000000 rx-link-speed: 100000C0E00 attenuation: @ peer-rx-signal: © peer-tx-link-speed: 10000800000
eer-rx-link-speed: 10000000000

peer-dropped: O peer drop percent: 0.0000

* Passed constraints *

EEEEEEEEEEEEE]

iteration: 5/36 Endpoint: arm-scr-test-B-A now: 1445857865817ms duration: 10000ms paused: 1000ms

payload-size: 1280 cfg-rate: 100

tx-pkts: 998 tx-bytes: 1277440 tx-bytes-low-level: 1301392 tx-pps: 100

tx-bps: 1021952 tx-bps-low-level: 1041114

rx-pkts: 998 rx-bytes: 1277440 rx-bytes-low-level: 1301392

rx-pps: 1008 rx-bps: 1021952 rx-bps-low-level: 1041114

ri-drops: @ rx-dups: @ rx-ocoo: O machine-load: 0.18

peer: rx-pkts: 998 rx-bytes: 1277440 rx-pps: 100 rx-pps-11: 180

rx-bps: 1021952 rx-bps-low-level: 1041114

dropped: O drop percent: 0.0000 avg-rx-latency(us): 41 avg-rt-latency(us): 79 peer-machine-load: ©.18

rx-signal: O tx-link-speed: 10000000008 rx-link-speed: 100000GOG00 attenuation: O peer-rx-signal: O peer-tx-link-speed: 10000000008
peer-rx-link-speed: 10000000000

i peer-dropped: O peer drop percent: 0.0000 L |
¢ * Passed constraints ¥

R R R AR R R RERSR

[ | Pause | Close ‘ | Save File | | Graphical Display L] Invert RX-Signal X Axis




C. At the conclusion of the script, the report window wiill display a summary of the entire scripted connection

results.
Script Report For: arm-scr-test-B-A (=]
Summary data for each iteration: ]
## pld-size cfg-rate tx-bps rx-bps rx-bps-LL  tx-pps  rx-pps tu-pkts ri-pkts cx-drops drop% rx-lat(us)
- (bytes) (pps-11) - peer peer - peer - peer peer peer peer
o* 60 lea 47808 47808 66931 lea 100 998 9986 2] 0.000 37
1* 128 1600 102093 1020893 121235 160 100 [g97 Q97 [¢] 0.000 39
2% 256 1600 204186 204188 223328 160 100 [g97 Q97 [¢] 0.000 39
I 512 jcie) 408781 408781 427942 jicie) 100 ei=is) 998 [¢] .006 39
4+ 1024 100 816742 816742 835885 jcle] 100 997 997 2] 0,000 38
5% 1280 100 1021852 1021952 1041114 100 108 998 998 [¢] 0,000 41
& 1460 100 1164495 1164495 1183838 o0 108 997 997 a 0,000 41
TE 1472 100 1169240 1169240 1188304 99 99 9493 993 a 0,000 39
& 1514 100 1206235 1206235 1225358 o0 108 996 996 a 0.000 40
i 60 1000 477408 477408 668371 995 a5 9945 9945 a 0.000 43
1o 128 1000 1018802 1019802 1211014 996 996 9959 9959 a 0.000 41
11* 256 1000 2039194 2039194 2230358 998 996 9957 9957 2] 0.000 42
12% 512 1000 4077158 4977158 4268275 Qg5 995 9954 9954 [¢] 0.000 43
13* 1024 1000 8144486 8144488 8335373 994 994 9942 9942 [¢] 0.000 39
14% 1280 1000 10184704 10184704 10375667 9g5 995 9946 9946 [¢] .006 43
15+ 1480 1000 11689920 11609920 11800768 994 994 9940 9940 2] 0,000 37
lex 1472 1000 11739494 117329494 11930829 997 997 9969 9969 [¢] 0,000 42
17# 1514 1000 12065874 12065974 12257245 996 996 9962 9962 a 0,000 39
1% 60 100080 4286335 4296338 6014870 8951 8951 89507 89507 a 0,000 60
15#% 128 100088 9081859 901868 10784720 869 2869 88699 88699 a 0.000 60
20% 256 10068 18175580 18175588 19879552 8875 8875 aav4s 8g748 a 0.000 61
21% 512 10068 36328195 363226185 38028985 8869 8868 aaeg7 88687 a 0.000 61
22% 1024 pelclelc] 72433664 72433664 74131328 8842 2242 88420 88420 2] 0.000 62
23% 1280 10000 92143816 92143616 93871309 8998 8998 89984 89984 [¢] 0.000 64
24% 1460 10000 103397200 103397200 185096880 8852 8852 88525 88525 [¢] 0.000 62
25% 1472 10008 185047308 105047808 106760544 8920 8920 89205 89205 [¢] .006 64
26% 1514 10000 107713227 107713227 109420702 8893 8893 889:1 88931 2] 0,000 62
27% 60 100000 45971232 45971232 64359725 95773 95773 957734 957734 [¢] 0,000 60
2% 128 100000 96722125 96722125 114857523 944355 94455 944352 944552 a 0,000 62
20% 256 100000 194837504 1942837504 213103520 95138 95136 951355 951355 a 0,000 6L | |
30 512 1000080 385214855 385214855 403271801 94047 94047 9405860 940560 a 0.000 63 |5
3% 1024 100060 778948427 7789494327 797206054 95087 9087 950865 950866 a 0.000 67
32 1280 100060 964786416 964796418 952886349 94218 94218 942184 942184 a 0.000 60
33* 1460 looeEa 1119052624 1119052624 1137443010 95809 95809 958093 958093 2] 0.000 6L
34% 1472 100068 1112450458 1112450458 1130588237 94468 94468 944678 944676 [¢] 0.000 62
35% 1514 100068 1158642398 1158642398 1177009253 95661 95661 956607 956607 [¢] 0.000 62 |+
[ | Pause Close | | Save File | | Graphical Display [ ] Invert RX-Signal X Axis
A. per iteration details
B. raw CSV data for all iterations
C. spreadsheet matrices for creating your own 3D graphs
D. system information

For more information see Full Script Report for this example.

5000 concurrent TCP sireams and IP addresses
Goal: Quickly set up 5000 TCP connections from 5000 different IP addresses.


http://www.candelatech.com/lanforge_v3/cb/ex11_script_report.txt

Requires LANforge 5.2.10 or later. Use the new feature in 5.2.10 that lets 'multi-conn’

Layer-3 TCP connections use a range of secondary IPs to quickly create 5000 =
stateful TCP/IP connections on different IP addresses. This example uses two 10G /’\/\

ports on a system similar to the LANforge CT503-MIX systems but the procedure |E|
should work on all properly licensed higher-end systems. A standard LANforge LANforge GUI

license only supports 1000 concurrent connections, contact your sales
representative for additional licenses. This cookbook assumes basic familiarity with
LANforge.
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1. Create 5000 secondary IP addresses on an ethernet port. The IP address range should be on the same
subnet as the primary IP address on this interface.


http://www.candelatech.com/ct503-MIX_product.php

A. Go to the Port Manager tab, select the client-side ethernet port and click Modify. Ensure subnet mask is
255.255.0.0 or similar so we have plenty of room to add the 5000 secondary IPs on the subnet. Apply if
changes were made.

Current:
Driver Info: Port Type: Ethernet Driver: ixgbe(4.0.1-k) Bus: 0000:02:00.1 Cur: 5GT/s x8 Max: 5GT/s x8

etha (LF1005¢-is14120020) Configure Sekttings
Port Status Information
LINK-UP 10G-FD TSO G50 GRO

Port Configurables

Enable General Interface Settings Port Rates — Advert Rates—
[] set IF Down 2 10bt-HD ] 10bt-HD
Ob ] Aux-Mgt ] 10bt-FD
[]set MAC own ux-Mg ) 100bt-HD [J10bt-FD
[[]setT™XQLen [ ] DHCP-IPV6 [ DHCP Release  DHCP Vendor ID: ﬂ 8 igggfl;FDD [J100bt-HD
[ set M L DHCPAPva | SecondarydPs | DHCP Client ID: _ ® 10670 CJ1000t-7D
Set Offload - 1000-FD
= DNS Servers: |[BLANK Peer IP: O Autoneqotiate =
[] set Rate Info 10G-FD
IP Address: 192.168.99.30 Global IPv6: AUTO .
[] Set PROMISC . [IRenegotiate [ 40G-FD
IP Mask: 255.255.0.0 Link IPv6: AUTO
[] 5et Rx-All/FCS [] Restart Xcvr [ Flow-Control
Gateway IP:  |0.0.0.0 IPve GW: AUTO
[]Set Bypass ) O PROMISC
) Alias: MTU: 1500 —— Offload
L] Set Bridge Info I RX-ALL
MAC Addr: 00:e0:ed:2c:0b:87 TXQlLen 1000 [¥] TSO Enabled
[] set CPU Mask [ RX-FCS
O envices Rpt Timer: _faster‘ (1 s) Watchdog: - - G50 Fnabled
HTTP . s d
[]Bypass Power-uUp CILRO Enabled
| CPU Mask: WiFi Bridge = [JIBypass Power-DOWN GRO Enabled
[IrADIUS []Bypass Disconnect
‘ Print ‘ | View Details ‘ | Probe ‘ | Sync | ‘ Apply | ‘ oK ‘ ‘ Cancel |

B. Click the Secondary-IPS button to bring up the Secondary IP address management window. Enter the IP
address range similar fo the image below and click Apply:

Shelf: 1 Resource: 1 Pork: 4 (IF1005c-is14120020: eth4) Secondary-IPs

Reported IPs - Configured IPs -
Al 192.168.20.1-192.168.39.250/16 1=l
Reported SecIPs: 0 Configured SecIPs: 0
‘ Sync ‘ | Apply H OK ‘ | Cancel




C. Click 'Sync' after a few minutes to make sure all of the new IP addresses were properly created.

Shelf: 1 Resource: 1 Port: 4 (LIF1005¢c-is14120020: eth4) Secondary-IPs
Reported IPs Configured IPs
192.168.20.1-192.168.39.137/16 -l 192,188.20.1-192.168.39.137/16 A
Reported Sec IPs: 5001 Configured Sec IPs: 5001
‘ Sync ‘ | Apply H oK ‘ | Cancel

D. Make sure a second ethernet port on the LANforge is properly configured for the server-side of the network.
In this case, we are using a network-emulator in bridge mode as device-under-test, so all IP addresses are

on the same subnet.

eth5 (IF1005¢-is14120020) Configure Sektings -
Port Status Information

Current: LINK-UP 10G-FD Flow-Control TS0 G50 GRO

Driver Info: Port Type: Ethernet Driver: ixgbe(4.0.1-k) Bus: 0000:02:00.0 Cur: 5GT/s x8 Max: 5GT/s x8

Port Configurables

Enable General Interface Settings Port Rates — Advert Rates—
[] set IF Down 2 10bt-HD ] 10bt-HD
Ob ] Aux-Mgt ] 10bt-FD
[]set MAC own ux-Mg ) 100bt-HD [J10bt-FD

[[]setT™XQLen ] DHCP-IPV6 DHCP Release  DHCP Vendor ID: 8 igggfl;FDD [J100bt-HD

® 10G-FD [J100bt-FD

[]set MTU [ DHCP-IPv4 Secondary-IPs DHCP Client ID: ) 40G-FD
[] Set offload - []1000-FD
DNS Servers: |[BLANK Peer IP: NA O Autoneqotiate
[] set Rate Info 10G-FD
IP Address: 192.168.99.31 Global IPv6: AUTO .
[] Set PROMISC [IRenegotiate [ 40G-FD
IP Mask: 255.255.0.0 Link IPv6: AUTO
[] 5et Rx-All/FCS [] Restart Xcvr [ Flow-Control
Gateway IP:  |0.0.0.0 IPve GW: AUTO
[]Set Bypass ) O PROMISC
S - Alias: MTU: 1500 [ RX-ALL —— Offload
et Bridge Info -
g MAC Addr: 00:edied: 2c:0b: 86 TXQlLen 1000 [¥] TSO Enabled

[] set CPU Mask [ RX-FCS

e — B NOW!
Services [lBypass [v] GS0 Enabled

[JLRO Enabled
| CPU Mask: WiFi Bridge = [JIBypass Power-DOWN 7] GRO Enabled

[ RADIUS [ Bypass Disconnect

‘ Print H View Details ‘ | Probe H Sync | ‘ Apply H oK ‘ ‘ Cancel |

For more information see LANforge User's Guide: Ports (Inferfaces)

2. Create a Layer-3 TCP connection to utilize these 5000 secondary IPs and start the fraffic.


http://www.candelatech.com/lfgui_ug.php#port

A. Go to the Layer-3 tab and click Create. Configure the CX Name, CX Type, Ports, and PDU Size in section 1.

The port in the green section should be the one with the secondary IP Addresses. In section 2, configure
Min IP Port in the green section, and Multi-Conn in both. In section 3, select 'Linear' for the IP Addr selection
box in the green section. In section 5, select the Concurrent IP Addrs checkbox in the green section.

BEE

| Display || Sync || Batch-Create H Apply || OK H Cancel |

Cross-Connect

Cross-Connect

Endp Name:

[] buration Quiesce

["] Quiesce-aAfter-Range
[[] TCP_NODELAY
Concurrent IP Addrs
[] Clear-Port-On-Start
[JLinear-IP-Ports

CX Name: ftep-mcon-sec-ip Report Timer: ‘fast 1s) |'I
CX Type: [LANforge / TcP [~| - - -
Endpoint A (Client) Endpoint B (Server)

Endpoint A (Client) Endpoint B (Server) Pld Pattern |increasing |v| ‘increasing |v‘
TEET [1 0F1005c-i514120020) v | [1 (IF1005c-is14120020) ~ | Min P Rort: [y (©) [<] [swro =]
Port: |4 (etha) |v| |5 (eth5) |v| Max 1P Port: |Same |v| ‘Same |v‘
Min Tx Rate: |New Modem (56 Kbps) |v| |Ne~ Modem (58 Kbps) |v| Min Duration: |For‘ever‘ |v| ‘Fn rever |v‘
Max Tx Rate: |Sa"'e |v| |same |v| Max Duration: |Same |'| ‘Same |"
Min PDU Size: (9820 (9,060 B) |v|[seos  (s,0008) || Min Reconn: [0 (0 m) b e ]
Max PDU Size: |Same |v| |Same |v| Max Reconn: |Same |'| ‘Same |v‘
IP Tos: cest Effort (@) [v|[pest effort @ [+] Multi-Conn:  [50%0 (5,000) [<]fore =]
Pkts To Send: |Inf1rute |v| |Infinite |v| | Seript H Script ‘

| Thresholds | ‘ Thresholds ‘

Cross-Connect Endpoint A (Client) Endpoint B (Server)
Test Manager |defau|t_tm |v snd Buff Size: |OS Default |v| ‘OS Default |v‘
Quiesce: |3 (3seq |v Rov Buff Size: |OS Default |v| ‘OS Default |v‘

Endpoint A (Client) Endpoint B (Server) Send Bad FCS: | | H | ‘
IP Addr: |Linear |'| |AUT0 |'| Src MAC: | | | ‘ | ‘

[] Replay File [] Replay File []Use-Proxy []Use-Proxy

[]Loop [JLoop Proxy Addr:

[] Dest Mac [l Dest Mac oz ComE
BISRE RS Socket Priurity:|U | ‘U |
Dest MAC: | | || | | | Payload H Payload ‘

Endpoint A (Client) Endpoint B (Server) Endpoint A (Client) Endpoint B (Server)

[ Do Checksum [ Do Checksum
Conn Timeout: [185 (10 5) [v|es 1o [~]
[[JunManaged

TCP MSS: [os pefaut [+|[os cefautt [~]

[] Duration Quiesce

[ Quiesce-After-Range
[] TCP_NODELAY

[] Concurrent IP Addrs
[] Clear-Port-On-Start
[]Linear-IP-Ports

|tcp-mcon-sec-\p-A

‘ |tcp-mcon-sec-ip-B




B. Start the connection, and then go to the Port Mgr fab, select one of the ethernet ports, and sniff the traffic
(or use third-party tools) to verify the IP address range is as expected:

*eth4 [Wireshark 1 own from unknoewn)] (on [F1005¢c-is14120020)

File Edit Wiew Go Capture Analyze Statistics Telephony Tocls Internals Help
© ® M B x¢lQ s a 2 ||BE 2o e Pl E &)
Filter: [ ] Expression...
No. Time Source Destination Protocol | Length! Info (Al
261527 25.53439700(192.168.99.31 192.168.33.222 LANforge 9066 Seq: 80
261528 25.53440000( 192.168.35.145 182.168.99.31 TCP 66 42891 > 33001 [ACK] Seq=180001 Ack=180001 Win=175 Len=0 TSval=347053:
261529 25.53440600( 192.168.33.222 192.168.99.31 TCP 66 14769 > 33001 [ACK] Seq=180001 Ack=180001 Win=175 Len=0 TSval=347053:
261530 25.534411000 192.168.99.31 192.168.35.153 LANforge 9066 Seq: 80
261531 25.54076600( 192.168.99.31 182.168.24.150 LANforge 9066 Seq: 81
261532 25.54078000( 192.168.24.150 192. 5EEl 49449 > 33001 Ack=1800801 Win=175 Len=0 TSval=347053;

261! EiE 9000t 192 o8 $ £ =
261536 25.54079100( 192.168.99.31 192, .24, LANTorge
- 540793001 192. 52l s .24, LANforge

54024400 192, 16 o € Jn

-540852001 192.168.99. 31 s .24, LANforge

261541 25.54085500(192.168.24.157 TR 66 54088 > 33001 [ACK] Seq=180001 Ack=180001 Win=175 Len=0 TSval=347053:
261542 25.54085800( 192.168.99.31 LANforge G066 Seq: 81 I

I Frame 1: 68 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

I Ethernet II, Src: Silicom 2c:0b:87 (00:e0:ed:2c:0b:87), Dst: Silicom 2c:0b:86 (00:e0:ed:2c:0b:86)

P Internet Protocol Version 4, Src: 192.168.38.55 (192.168.38.55), Dst: 192.168.599.31 (152.168.99.31)

I Transmission Control Protocol, Src Port: 24180 (24160), Dst Port: 33001 (33001), Seq: 1, Ack: 1, Len: O

0000 00 e0 ed 2c ©b 86 00 e0 ed 2c 0b 87 08 00 45 G0
0010 00 34 75 1f 40 00 40 06 ba fd cO a8 26 37 cO a8
0020 63 1f Se 60 80 eS8 cO 23 8¢ 03 cB8 29 72 02 80 10
0030 00 af 0a ce 0 00 01 01 08 0a 00 34 91 05 00 34
0040 91 04

QF File: "varjtmpjwireshark_pcapng_et... Packets: 261810 - Displayed: 261810 (100.0%) - Dropped: 198802 (75.9%) Profile: Default

OfF B

Multiple Thousands of TCP Connection
Goal: Set up and run traffic on multiple thousands of stateful TCP connections.



As of LANforge release version 5.1.4, LANforge-FIRE has the capability to create
multiple thousands of TCP connections using only two ports on one Layer-3

connection that can all run simultaneously and in a stateful manner. This feature /\/\
can be used to test connection state aware devices such as firewalls, stateful |E|
packet inspection systems and infrusion detection/prevention systems. LANforge GUI

The upper limit of the total number of concurrent connections is determined l

by the processor speed and total memory available on the system running the

LANforge software. In addition, the packet rate and payload size of each ﬁ
connection will also affect performance. B

NOTE: If you are attempting to run this test scenario, you will need a LANforge LANforge FIRE
license key that enables the correct number of multi-connections. Please LAN WAN
contact us at support@candelatech.com for assistance. Efiernel  Eifiemet
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1. For this example, two physical ports on a single LANforge system are connected together.

2. Set up the LANforge ports so that they have valid IP addresses and IP masks.


mailto:support@candelatech.com

A. Using the LANforge GUI, go to the Port Manager tab.

LANforge Manager Version(5.3.3) = | =) [

Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

File-10 rLayer-4 rGeneric rTest Magr rTest Group rResource Mgr rEvent Log rAIerts rPort Mgr rMessages |
status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Disp: |192.168.1DD.133:D.U | | sniff Packets | | Clear Counters ‘ | Reset Port | | Delete |
Rpt Timer: |medium (8 s) |'| | Apply | | View Details ‘ | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
2 Parent]

Port |Pha...|Down IP SEC Alias BEe RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pp
1.1.0 L] [] |192.168.100.145[0 etho 12,349,471] 125,350 19| 15,568 188,546,974 177,232 T|
111 L] [] [0.0.0.0 0 ethl 0 0 0 0 0 0
1.1.2 L] [] [0.0.0.0 0 eth2 0 0 0 0 0 0 =
1.1.3 L] [] [0.0.0.0 0 eth3 0 0 0 0 0 0
1.1.4 L] [] [0.0.0.0 0 eth4 0 0 0 0 0 0 :‘
1.1.5 [ [] [0.0.0.0 0 eths 0 0 0 0 0 0 =
[4] I | Iv]

Logged in to: If1005c-is14120020:4002 as: Admin

B. Assign IP addresses and masks to the two ports.

ethd4 (IF1005c-is14120020) Configure Settings - B x
Port Status Information

Current: LINK-UP 10G-FD TSO G50 GRO

Driver Info: Port Type: Ethernet Driver: ixgbe(4.0.1-k) Bus: 0000:02:00.1 Cur: 5GT/s x8 Max: 5GT/s x8

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates—
[]Set IF Down 8 lﬂgt-HD [] 10bt-HD
10bt-FD
[] Set MAC O pown [ Aux-mgt © 100bt-HD ] 10bt-FD

[IsetT™XQLen [ ] DHCP-IPv6 DHCP Release  DHCP Vendor ID: 8 }gggf;;n [J100bt-HD

O set wru I oHCP APy | Secondarydps | DHCP Client i $ 100 7 O 200be-+0
Set Offload - 1000-FD
o DNS Servers: [BLANK Peer IP: NA 2 Autonegotiate g
[] Set Rate Info 10G-FD
IP Address: 172.16.0.102/24 Global IPve: AUTO .
[] Set PROMISC . [IRenegotiate []140G-FD
IP Mask: 0.0.0.0 Link IPv6: AUTO
[] Set Rx-All/FCS [JRestart Xcvr ] Flow-Control
Gateway IP:  |0.0.0.0 IPvG GW: AUTO
[]set Bypass i [JPROMISC
A Alias: MTU: 1500 —— Offload
[l set Bridge Info [ RX-ALL
MAC Addr: 00:e0:ed: 2c:0b: 87 TXQlLen 1000 [v] TSO Enabled

[] Set CPU Mask [ RX-FCS

— i — 1
Services L1Bypass NOW! GSO Enabled

| = = []Bypass Power-Up CILRO Enabled

(] as iFi Bridge [IBypass Power-DOWN [l GRO Enabled
[] rRADIUS [JBypass Disconnect

‘ Print H View Details ‘ | Probe H Sync | ‘ Apply H [s].4 ‘ ‘ Cancel

C. Verify the port configuration.

LANforge Manager Version(5.3.3) = | =) [

Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

File-10 rLayer-4 rGeneric rTest Magr rTest Group rResource Mgr rEvent Log rAIerts rPort Mgr rMessages |
status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Disp: |192.168.1DD.133:D.U | | sniff Packets | | Clear Counters ‘ | Reset Port | | Delete |
Rpt Timer: |medium (8 s) |V| | Apply | | View Details ‘ | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
2 Parent]

Port |Pha...|Down IP SEC Alias BEe RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pp
1.1.0 192,168.100.145|0 etho 13,102,598 132,901 13 11,151| 191,921,654 182,089
111 L] [] [0.0.0.0 0 ethl 0 0 0 0 Q 0
1.1.2 L] [] [0.0.0.0 0 eth2 0 0 0 0 Q 0
1.1.3 L] [] [0.0.0.0 0 eth3 0 0 0 0 Q 0
1.1.4 [] [] [172.16.0.102 0 eth4 0 0 0 0 580 g
1.1.5 [] [1] [172.16.0.103 0 eths 0 0 0 0 580 g
[4] 1

Logged in to: If1005c-is14120020:4002 as: Admin

For more information see LANforge User's Guide: Ports (Inferfaces)



http://www.candelatech.com/lfgui_ug.php#port

3. Set up a Layer-3 Multi-Conn TCP connection.
A. Go to the Layer-3 tab, and select the Create button.

LANforge Manager Version(5.3.3) — | (=] [
Control Reporting Tear-Off Info Plugins

| Stop all | | Restart Manager | | Refresh | | HELP |

File-10 rLayer-4 rGeneric rTest Magr rTest Group rResource Mgr rEvent Log rAIerts rPort Mgr rMessages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Rpt Timer: |defau1t (5 s) |V|G0|T85t Manager | Select All || Start || Stop || Quiesce || Clear |

View |0 - 200 |v|Go| ‘ Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % L\‘ Rx Drop % B| Drop Pkts A| Drop Pkts
[«] i [»]

Logged in to: If1005c-i514120020:4002 as: Admin

B. For Endpoint A, type in a name in the CX Name field, choose a CX Type of 'LANforge/TCP', choose the
correct ports and set the Report Timer to 'fast (1 s)".

£
l:‘ | Display | | Sync | | Batch-Create ‘ | Apply | | oK | ‘ Cancel |
Cross-Connect Cross-Connect
€X Name: Imulti-001 SePortTimer: B o ] [~]
CxX Type: [Lanforge s TcP [~ - - -
Endpoint A (Client) Endpoint B (Server)
Endpoint A (Client) Endpoint B (Server) Pld Pattern |increasing |v| ‘increasing |v‘
Resource: |1 (If1005c-i514120020)|v| |1 (If1005c-i514120020)|v| Min 1P Port: |AUTU |v| ‘J\UTU |v‘
Port: [4 (etha) [~|[s teths) [~ maip part: e [ [owe =]
Min Tx Rate: |New Modem (56 Kbps) |v| |New Modem (56 Kbps) |v| Min Dur ation: |Forever |v| ‘Forever |v‘
Max Tx Rate: |Sa"'e |v| |same |v| Max Duration: |Same |'| ‘Same |"
Min PDU Size: [AUTO [+ [auro [~ Min Reconm: [0 (0 m%) e G =]
Max PDU Size: |Same |v| |Same |v| Max Reconn: |Same |'| ‘Same |"
IP ToS: cest Effort (@ [v|[pest effort @ [+] Multi-conn:  [lormal (@ [=] [formar =]
Pkts To Send: |Inf1rute |v| |Infinite |v| | Seript H Script ‘
Thresholds Thresholds
| | |

C. Set the Min Tx Rate on both Endpoints A and B to '9.6Kbps'. Leave the Max Tx Rate on both set to 'Same’.

g,
l:‘ | Display | | Sync | | Batch-Create ‘ | Apply | | OK | ‘ Cancel |
Cross-Connect Cross-Connect
CX Name: Imulti-o01 Report Timer: ‘fast (1 s) |'|
CX Type: [LAnforge s TcP [~ - - -
Endpoint A (Client) Endpoint B (Server)
Endpoint A (Client) Endpoint B (Server) PId Pattern |increasing |v| ‘increasing |v‘
Resource: |1 (If1005c-i914120020)|v| |1 (If1005c-i514120020)|v| Min 1P Port: |NJT0 |v| ‘Mm |_‘
Port: [4 tetha) [+][5 teths) [~ macip port: [5an [=]sone =]
Min Tx Rate:  |old Fodsn (3.6 Keps) | v |[old Modem (3.6 kbps) | v | Min Duration: [Forever [ [Forever =]
Max Tx Rate: |Sa"'e |'| |Sa'"e |v| Max Duration: |33"|E |'| ‘SE'"E |"
Min PDU Size: [AUTO =] [aumo I~] | min Reconn: b ©ne [=|le @ me |~
Max PDU Size: |Sane [+ [sane [~ Max Reconn: [5ane [=] [sone B
IP Tos: cest Effort (@) [v|[pest Effort @ [+] Multi-Conn;  Norsal () [« [ormat_( =
Pkts To Send: |Inf1ﬂlte |v| |Infinite |v| | Seript H Script ‘
| Thresholds | ‘ Thresholds ‘

A. NOTE: Higher speeds and/or bursty fransmit rates will require more memory to process per connection.



D. Set the Min PDU Size on both Endpoints A and B to '1024B'. Leave the Max PDU Size on both set to 'Same'.

BEED

| Display || Sync || Batch-Create H Apply || OK H Cancel |

Cross-Connect

Cross-Connect

€X Name: Imulti-001 SePortTimer: B o ] [~]
CX Type: [Lanforge s TcP [~ - - -
Endpoint A (Client) Endpoint B (Server)
Endpoint A (Client) Endpoint B (Server) Pld Pattern |increasing |v| ‘increasing |v‘
Resource: [1 aFL005c-is14120020) v | [1 UFLO0SC-is14120020) + | Min P Port:  [AUT0 <] [auro =]
Port: [4 (etha) [~|[s teths) [~ maip part: e [ [owe =]
Min Tx Rate: |01d Modem (9.6 Kbps) |v| |01d Modem (9.6 Kbps) |v| Min Dur ation: |Forever |v| ‘For‘ever |v‘
Max Tx Rate: |Sa"'e |v| |same |v| Max Duration: |Same |'| ‘Same |"
Min PDU Size: |Lk (o248  [v|[k (Lozae) [+ Min Reconn: [0 (0 m) e ]
Max PDU Size: |Same |v| |Same |v| Max Reconn: |Same |'| ‘Same |"
IP Tos: cest Effort (@ [v|[pest effort @ [+] Multi-conn:  [lormal (@ [=] [formar =]
Pkts To Send: |Infinite [+ [rntinite [~ | - I B |
Thresholds Thresholds
| | |
A. NOTE: Larger packet sizes will use more memory, smaller packet sizes will require more CPU processing fime.
E. Set Min IP Port to 0 (zero) on Endpoint A. Leave the Min IP Port on Endpoint B set to AUTO.
&) 00 O
|:| | Display | ‘ Sync | | Batch-Create | | Apply | | 0K | | Cancel |
Cross-Connect Cross-Connect
X Name: [multi-001 SeRortTimer Y e ] [~]
X Type: [LANforge / TP [~] - - -
Endpoint A (Client) Endpoint B (Server)
Endpoint A (Client) Endpoint B (Server) PId Pattern |increasing |v| ‘increasing |v|
Resource: |1 (If1005c-i514120020)|v||1 (If1005c-i514120020)‘v‘ Min 1P Port: |ﬂmr © |vHﬂUTO |v|
Port: |£l (ethd) |'||5 (eths) "‘ Max IP Port: |Same |vHSame |v|
Min Tx Rate: |0‘Ld Modem (5.6 Kbps) |v| |0‘ld Moden (3.5 Kbps) ‘v‘ Min Dur ation: |an’er |v| ‘Fnrever |v|
Max Tx Rate: |sa"‘e |v| |samE ‘v‘ Max Duration: |Same |'| ‘Same |v|
Min PDU Size: |1k (ozae  [v|[k (10248 [+ Min Reconn: [0 (0 9] e wm B
Max PDU Size: |Same |v| |Sarne ‘v‘ T e—— |Same |v| ‘Same |v|
IP Tos: |BEST. Fffurt (0) |v||BesT. Fffurt © |- Multi-conn: |5060 [<]foe B
Pkts To Send: |Inf1n1te |v| |In‘f1n1‘te ‘v‘ | Script | ‘ Script |
| Thresholds H Thresholds |

A. Leaving Min IP Port on AUTO would make connections very slow fo reconnect due to IP port re-use issues. Mulfi-
conn may not work at all with a fixed IP port.

F. Leave the Min Duration set to Forever and Max Duration set to Same for both endpoints, unless you want
each of the multiple TCP connections to teardown and restart after a specified duration.

Ll

| Display || Sync || Batch-Create H Apply || oK H Cancel |

Cross-Connect

X Name: |muilti-o01
LEATHDE [Lanforge / TcP [~]
Endpoint A (Client) Endpoint B (Server)

o [1 0F1005¢-i514120020) v | [1 1F1005c-is14120020)| + |
Port: [2 ethay [~|[5 eths) [~
Min Tx Rate: |01d Modem (5.5 Kbps) |v| |0‘ld Moden (5.6 Kbps) |v|
Max Tx Rate: |55Ne |v| |Same |v|
Min PDU Size: |1k (.04 8 [v|[ik (o248 [+
Max PDU Size: [Sane [+ |[sane [~]
IP Tos: [cest Effort (@) [v|[pest Effort (@) [~
Pkts To Send: |Inf1n1‘te |v||1nf1n1te |v|

Cross-Connect

Report Timer: ‘fast (1 s)

|v|

Endpoint A (Client)

Endpoint B (Server)

Pld Pattern |increasing |v| ‘increasing |v‘
Min 1P Port:  [AUTO [ ] [auro [+]
Max P Port:  [Sane |+ |[sane [+]
Min Duration: |Forever |v| ‘Fnrever |v‘
Max Duration: |Sa"le |v| ‘Same |v‘
Min Reconn: |0 (0 ms) |V| ‘0 (0 ms) |v‘
Max Reconn: |53"|E |v| ‘Same |v‘
Multi-Conn:  [Nornal (0) [+ [permat ) [~]

| Script H Script ‘

| Thresholds H Thresholds ‘




G. For Endpoint A, set the Multi-Conn to the desired number of multiple TCP connections.

£, 00 e od o onne m]
l:‘ | Display | | Sync | | Batch-Create ‘ | Apply | | OK | ‘ Cancel |
Cross-Connect Cross-Connect
©Name: [multi-001 SePortTimer: B o ] [~]
TR |LANforge /ree |v " Endpoint A (Client) Endpoint B (Server)
Endpoint A (Client) Endpoint B (Server) Pld Pattern |increaﬁing |v| ‘increasing |v‘
s |1 (If1005c-i514120020)|v| |1 (If1005c-i514120020)|v| Min 1P Port: |AUTU |v| ‘num |v‘
Port: [4 (etha) [~|[s teths) [~ maip part: e [ [owe =]
Min Tx Rate: |01d Modem (9.6 Kbps) |v| |01d Hodem (9.6 Kbps) |v| AT |Forever |v| ‘Forever |v‘
Max Tx Rate: |55"'e |'| |sa"'e |v| Max Duration: |Same |'| ‘53'“9 |"
Min PDU Size: |1k (o248  [v|[k (Lozae) [+ Min Reconm: [0 (© n%) <l ©m v
Max PDU Size: [Sane [+ [sane [~ Max Reconn;  [pane [<]fsene =]
IP ToS: |Best Effort @ |v||Best Effort  (0) |v| . |SUUU |vHNcrmal @ |v‘
Pkts To Send: |Inf1ﬂ1‘[e |v| |In‘finite |V| | Script H Script ‘
| Thresholds H Thresholds ‘
A. You can type in any value that your license allows here or choose one from the drop down box. The
recommended approach is to create a new Multi-Conn connection for every 5000 connections.
H. For Endpoint B, set the Multi-Conn to one, then select OK to create the connection.
&) 00 o
l:‘ | Display | | Sync | | Batch-Create ‘ | Apply | | OK | ‘ Cancel |
Cross-Connect Cross-Connect
X Name: [multi-001 Repart Timer: [t (1 5) [~]
e |LANfurge /Tep |' " Endpoint A (Client) Endpoint B (Server)
Endpoint A (Client) Endpoint B (Server) Pld Pattern |increasing |v| ‘increasing |v‘
TS [1 a1005c-i514120020)| v | [1 (FL005c-is14120020) |~ | Min 1P port; A0 | =] aro =]
Port: [+ (etha) |+|[5 teths) [~ M partz  flsoms [=][sore =]
Min Tx Rate: |01d Modsm (3.6 Kbps) |v| |o‘ld Modem (3.6 Kbps) |v| T |Furever |'| ‘Fure\rer |"
Max Tx Rate:  |san= |' s=ne |'| Max Duration: |Same |'| ‘SE'"E |"
Min PDU Size: [Lk (1,024 B)  |w|fik (Leza B) |~ Min Reconn: [0 (0 n%) [v]o s [+
Max PDU Size: |Same |'| |33"|E |'| e — |Same |'| ‘Same |,‘
1P Tos: [pest Effort ie]  |w|[pest Effort (@ [+ Multi-Conn: 5002 |+|lone ) |~
Pkts To Send: |Inf1rute |'| |1”fi"i‘EE |'| | Script H Script ‘
| Thresholds | ‘ Thresholds ‘

A. Endpoint B is the 'server' side of the TCP connection, therefore it is only necessary to have one Multi-Conn set up on

Endpoint B to reply to all of the Endpoint A TCP SYN packets when the 5000 connections are being established.

For more information see LANforge User's Guide: Creating & Modifying Cross Connects

4. Create 5 more Layer-3 Mulfi-Conn TCP connections.
A. On the Layer-3 tab, highlight the first connection created in the previous step and select Modify.

Control Reporting Tear-Off Info Plugins

LANforge Manager Version(5.3.3)

o x

| Stop All | | Restart Manager |

| Refresh | | HELP |

Files10 | Layer-4 [ Generic | Test Mgr | Test Group | Resource Magr | Event Log | Alerts | Port Mgr | Messages |
Status

Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Rpt Timer: |default (5 s)

|v|Go| Test Manager |all hd

| Select All || Start || Stop || Quiesce || Clear |

View |0 - 200 |v|Go| ‘ Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
MName Type State Pkt R A Pkt R« B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B Drop Pkts Al Drop Pkts
multi-001 LF/TCP |Stopped 0 0 0 0 0 0 0

[l il

Logged in to: 1f1005c-is14120020:4002 as: Admin



http://www.candelatech.com/lfgui_ug.php#cx_cr

B. Select the Batch-Create button.

BEER

| Display | ‘ Sync | | Batch-Create | | Apply | | 0K | | Cancel |
Cross-Connect Cross-Connect
CX Name: jmulti-001 Report Timer: |‘fast 1s) |v|
X Type:
pe |LAanrge fTee |v ” Endpoint A (Client) Endpoint B (Server)
Endpoint A (Client) Endpoint B (Server) Pld Pattern |increasing |v| ‘increasing |v|
TesmrEs [1 aFL005c-i514120020) v | [1 UFLO0SC-is14120020) v | in b port: [0 =] fro =l
Port: [4 (etha) [+][5 teths) [~ maxie port: oo [=][5one =]
Min Tx Rate: |U‘Ld Modem (9.5 Kbps) |v| |U‘ld Moden (3.5 Kbps) ‘v‘ Min Duration: |Fwewer |v| ‘Furever |v|
Max Tx Rate:  [Sam= |' = "‘ Max Duration: |Sa'ﬂe |'| ‘Sa“e |'|
Min PDU Size: [1k (.02a B [v|[ik (1.0248) [+ MinReconn: [0 (0 0 B ]
Max PDU Size: |Same |v| |Sarne ‘v‘ Max Reconn: |Same |'| ‘Same |v|
IP ToS: [pest effort (@ [+|[pest Effort @ [+ Multi-Conn:  [5020 (5, 008) [+]lone ) [~
Pkts To Send: |Infinite |v| |In‘finite ‘v‘ | Script H Script |
| Thresholds | ‘ Thresholds |
C. Set the Quantity to 5, and set Port Increment A and Port Increment B to 0 (zero)
Layer-3 Batch Creator: multi-001 -0 x

multi-002, multi-003 ... multi-006
Endp-A Resources: 1,1...1
Endp-B Resources: 1,1...1
Endp-A Ports:
Endp-B Ports:
Endp-A IPs:
Endp-B IPs:

Quantity:

Starting Name Suffix:

eth4, ethd ... eth4
eth5s, eths... eths
AUTO, AUTO ... AUTO
AUTO, AUTO ... AUTO

5 Number of Digits: 3 Zero Pad
001 Name Increment: 1

Resource Increment A: |07 Resource Increment B: lﬂi
|07 Port Increment B: lﬂi
|07 IP Addr Increment B: |07
lli IP-Port Increment B: lli

Port Increment A:
IP Addr Increment A:

IP-Port Increment A:

D. Select the Apply button.



E. Verify that six Multi-Conn TCP connections were created.

LANforge Manager Version(5.3.3) = | =) [
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

Files10 | Layer-4 [ Generic | Test Mgr | Test Group | Resource Magr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 r L3 Endps r\mIPfRTP I’\mIPJ‘RTP Endps I’Armageddnn r WanlLinks r Attenuators r Collision-Domains |

Rpt Timer: |defau1t (5 s) |v|Go|Te5t Manager | Select All || Start || Stop || Quiesce || Clear |

View |0 - 200 |v|Go| ‘ Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager

Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B Drop Pkts A| Drop Pkts
multi-001 LF/TCP |Stopped 0 0 0 0 0 0 0
multi-002 LF/TCP |Stopped 0 0 0 0 0 0 0
multi-003 LF/TCP |Stopped 0 0 0 0 0 0 0
multi-004 LF/TCP |Stopped 0 0 0 0 0 0 0
multi-005 LF/TCP |Stopped 0 0 0 0 0 0 0
multi-006 LF/TCP |Stopped 0 0 0 0 0 0 0
[4] I | [»]

Logged in to: 1f1005c-i514120020:4002 as: Admin

For more information see LANforge User's Guide: Layer-3 Endpoints (FIRE)


http://www.candelatech.com/lfgui_ug.php#endp

5. Run fraffic and verify results.

A. Highlight all six connections.

B.

LANFforge Manager Version(5.3.3) - O [x
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |
File-10 r Layer-4 rGeneric I’Test Mgr rTest Group r Resource Mgr r Event Log rAIerts r Port Mgr rMessages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |
Rpt Timer: [default (5 s) | v|Go| Test Manager [all - | Setect all || start || stop || quiesce || clear |
View |0-200 |v|Go| ‘ Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
MName Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B Drop Pkts A| Drop Pkts
multi-001 LF/TCP |Stopped 0 0 0 0 0 0 0
multi-002 LF/TCP |Stopped 0 0 0 0 0 0 0
multi-003 LF/TCP |Stopped 0 0 0 0 0 0 0
multi-004 LF/TCP |Stopped 0 0 0 0 0 0 0
multi-005 LF/TCP |Stopped 0 0 0 0 0 0 0
multi-006 LF/TCP |Stopped 0 0 0 0 0 0 0
[ I | [»]
Logged in to: 1f1005c-is14120020:4002 as: Admin
Select the Start button
LANFforge Manager Version(5.3.3) - 0%
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |
File-10 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |
Rpt Timer: |defau1t (5 s) |V|Go|Test Manager |all - | Select All || Start || Stop || Quiesce || Clear |
View |0-200 |v|Go| ‘ Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
MName Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B Drop Pkts Al Drop Pkts
multi-001 LF/TCP |Run 966,616 972,843 46,927,611 47,012,605 0 0 0
multi-002 LF/TCP |Run 975,233 976,506 47,150,075 47,350,229 0 0 0
multi-003 LF/TCP |Run 971,641 976,080 47,087,849 47,256,566 0 0 0
multi-004 LF/TCP |Run 972,768 HTEELT 47,058,671 47,088,616 0 0 0
multi-005 LF/TCP |Run 967,832 975,218 47,047,707 47,177,471 0 0 0
multi-006 LF/TCP |Run 963,246 967,196 46,653,686 46,872,712 0 0 0
[4] I | [»]
Logged in to: 1f1005c-is14120020:4002 as: Admin
Go fo the L3 Endps tab to verify that all 30,000 connections are running.
LANforge Manager Version(5.3.3) = =
Control Reporting Tear-Off |nfo Plugins
| Stop All ‘ | Restart Manager | ‘ Refresh | ‘ HELP |

ile-l0_ | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |

F
Status Layer-3

L3Endps | VoIP/RTP | VoIP/RTP Endps

| Armageddon

| wanLinks | Attenuators

| collision-Domains

Min PDU Size |:UTo ¥ ||Go| Max PDU Size|sane || Go | Start H stop || Quiesce || Clear |
MIN Tx Rate |New Hodem (56 Kbps) w (|Go| MAX Tx Rate [sam - ||Go
View 0. 400 + | Go |D|5p|ay||Cr§ate||Modlfy| |Batch Modlfy| | Delete |
All Endpoints
RX
Tx Bytes Rx Bytes Replays | TCP Rtx | Dup Pkts|Rx Dup %| 000 Pkts|Rx 000 %(Wrong CRC Fail| RX BER | CX Active| CX Estab E)s(tab)‘s
Dev
2,168,671,232 2,165.875.712 0 [4] [4] 0 [4] [4] 0 [4] [4] 5,000 5,000 0
2,168,355,840 2,169,897,984 0 [4] [4] 0 [4] [4] 0 [4] [4] 5,000 5,000, 0
2,173.019.136 2,170,444,800 0 0 0 0 0 0 0 0 0 5,000 5,000 0
2,173,028,352 2,173,854,720 0 0 0 0 0 0 0 0 0 5,000 5,000 6]
2,172,618,752 2,168,956,352 0 [4] [4] 0 [4] [4] 0 [4] [4] 5,000 5,000 0
2,173,020,160 2,177,105,920 0 [4] [4] 0 [4] [4] 0 0 0 5,000 5,000 0
2,170,354,688 2,168,975,360 0 0 4] 0 0 4] 0 0 4] 5,000 5,000, 0
2,170,106,880 2,170,354,688 0 0 0 0 0 0 0 0 0 5,000 5,000 0
2,172,047,360 2,167,830,528 0 0 0 0 0 0 0 0 0 5,000 5,000 0
2,168,658,968 2,171,337,728 0 [4] [4] 0 [4] [4] 0 [4] [4] 5,000 5,000 0
2,167,525,376 2,160,612 352 0 [4] [4] 0 [4] [4] 0 0 0 5,000 5,000 0
2,164,663,296 2,168,122,368 0 [4] [4] 0 [4] [4] 0 [4] [4] 5,000 5,000 0

[»]

Logged in to: If1005¢c-is14120020:4002 as: Admin




D. Or, go to the Port Mgr tab, and sniff one of the ports while the Multi-Conn TCP connections are running.

LANforge Manager Version(5.3.3) =] (=] [
Control Reporting Tear-Off |nfo Plugins

| Stop All ‘ | Restart Manager | ‘ Refresh | ‘ HELP |

File-l0 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Disp: |192‘158.1UU.133:D‘D | | Sniff Packets ‘ | Clear Counters | | Reset Port | | Delete ‘
Rpt Timer: |med1um (8 s) |v| | Apply ‘ | View Details | | Create | | Modify ‘ | Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resources.
. Parent
Part |Pha...|Down IP SEC Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Phkts Pps TX bps:

1.1.0 L Ll |192,168.100.145(0 etho 23,461,784| 229,240 30| 30.,642| 249,569,158 255,318 42| 33 T|
1.1.1 L Ll [0.0.0.0 0 ethl 0 o] 0 0 0 4] 0
11.2 [] | [ o000 0 eth2 0 Q 0 Q 0 0 0 =
1.1.3 = [] |0.0.0.0 0 eth3 [4] 0 0 0 0 [4] [4]
1.1.4 L] [] [172.16.0.102 0 ethq 19,487,445...| 33,333.... 69,796(327,00.../19,488,153...| 33,231,... 69,478 326, j
115 L L] |172.16.0.103 0 eths 19,498,153...| 33,231.... 69,483(327,00.../119,487,445,..| 33,333.... 69,812 327.(=
[« I I [v]

Logged in to: If1005¢c-is14120020:4002 as: Admin

A. NOTE: You will need a lot of memory to run a Wireshark capture on 30,000 connections. It is probably best to stop
all connections, set up the Wireshark capture, start all connections and let them run for 30 seconds to 1 minute
before stopping them all, then stop the Wireshark capture and wait for it to process all those packets!

E. After the Wireshark capture is complete, go to Statistics - Conversations to allow Wireshark to analyze the
conversations and show that all 30,000 connections were captured. This will take some time to complete
depending on the size of the capture.

Conversations: eth4 (on IF1005¢c-is14120020) =1} <
Ethemnet: 1| Fbre.chiznnel | Fomil ipva: 1 Lipve Ll par | nice | asvp | seip)| TeP: 30000 | oken Ring [ wme | usel wian|
TCP Conversations
Address A Port A | Address B Port B Packets Bytes Packets A—B
172.16.0.102 58068 172.16.0.103 33030 207 123 230 108
172,16.0,103 33030 172.16.0,102 28028 179 102 950 92
172,16.0.102 39758 172.16.0,103 33030 185 106 418 91
172.16.0.103 33030 172.16.0.102 10066 179 108 070 a1
172.16.0.103 33030 172.16.0.102 25098 197 123594 103
172.16.0.102 55222 172.16.0.103 33031 168 101 200 85
172.16.0.103 33031 172.16.0.102 15982 194 113 1568 a5
172,16.0,102 30267 172,16.0,103 33031 178 103 208 g8
172,16.0.102 45433 172.16.0,103 33031 214 123592 105
172.16.0.102 47237 172.16.0.103 33031 201 114 542 101
172.16.0.102 56266 172.16.0.103 33031 215 122734 105
172.16.0.102 52012 172.16.0.103 33031 182 104 172 92 |»)
a | D)
W Mame resolution [ Limit to display filter
+» Help l l %gopy l Follow Stream l l Graph A—B l l Graph B—A l [ 3¢ Close

For more information see LANforge User's Guide: Layer-3 Endpoints (FIRE)

Multiple Thousands of UDP Connections


http://www.candelatech.com/lfgui_ug.php#endp

Goal: Set up and run traffic on multiple thousands of UDP connections.

LANforge-FIRE has the capability to create multiple thousands of UDP ~ ooe
connections using only two ports. This example creates 1000 Layer-3

connections between two sets of 1000 MAC-VLANS that can all run |/|é| |
simultaneously. This feature can be used to test stateless connection services

such as DNS, DHCP, and file streaming systems. LANforge GUI

The upper limit of the total number of concurrent connections is determined I

by the processor speed and total memory available on the system running the

LANforge server software. In addition, the packet rate and payload size of ! ﬁ |
each connection will also affect performance. Larger packet sizes take less

CPU time fo process. LANforge FIRE

NOTE: If you are attempting to run this test scenario, you will need a LANforge LAN VAN

. Ethernet Ethernet
license key that enables the correct number of ports. Please contact us at
support@candelatech.com for assistance.

System Under Test

—-

Firewall

System
Under Test

- _r T LANforge FRE. |

a @ 1§
‘Jlrtual ﬁ.i

Services Virtual Cllents

1. For this example, we are using a CT503-MIX 1Gx4 with multiple 10 Gigabit fiber NICs. We have cabled two
physical ports on this single LANforge system together. Our plan of action will be to create 1000 MAC-VLANs
on each port as endpoints for 1000 Layer-3 UDP cross connections.


mailto:support@candelatech.com
http://www.candelatech.com/ct503-MIX_product.php

Connection Suggestion: If you are using the LANforge GUI Client remotely connected to your LANforge
Server (like using a VPN), this process will appear rather sluggish. This suggishness is caused by the volume of
reporting fraffic flowing to the GUI. We suggest you connect fo the LANforge Server desktop using Remote
Desktop or VNC.

Reporting Suggestion: When creating 2000 MAC-VLANs and 1000 Layer-3 connections, we are actually
creating 2000 + (3 x 1000) = 5000reportable entities that could generate up fo 5000 x 4kB = 20,000kB of
fraffic per reporting interval. We intentionally set our reporting intervals low (10 or more seconds) fo keep
the GUI client responsive.

2. Setf up two physical ports so that they have 0.0.0.0 IP addresses and IP masks. We will chooseeth4 and eth5
for this example. We will base our MAC-VLANSs off these two physical ports. Set the reporting level for these
two ports to a low frequency: 30 sec.

A.

B.

In the LANforge GUI, go to the Port Manager tab.

LANforge Manager Version(5.3.3) - 0%
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |

Files10 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status |/Layer-3 r L3 Endps rVoIPfRTP rVoIPJ‘RTP Endps rArmageddon r WanlLinks r Attenuators r Collision-Domains |

Disp: [192.168.100.133:0.0 | | Sniff Packets | | clear counters || Resetport || pelete |
Rpt Timer: |medium (8 s) |V| | Apply | | View Details ‘ | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
. Parent]

Port |Pha...|Down IP SEC| Alias Py RX Bytes RX Pkts Pps RX | bpsRX TX Bytes TX Pkts Pps TX
1.1.0 L] [] |192.168.100.145|0 etho 9,738,082 77,793 17| 12,878 411,759,752 303,292 15T|
11.1 O | O [oooo 0 |ethl 0 0 0 0 0 0 0
1.1.2 L] [] |o.0.0.0 0 eth2 0 0 0 0 1,664 20 0=
1.1.3 L] [] |o.0.0.0 0 eth3 0 0 0 0 1,664 20 0
1.1.4 [ ] [ ] |o.0.0.0 0 eth4 0 0 0 0 0 0 0
1.1.5 L | [ | |0.0.0.0 0 eths 0 0 0 0 0 0 4
[4] Il I [»]

Logged in to: 1f1005c-is14120020:4002 as: Admin

Assign IP addresses and masks to the two ports.

eth5 (IF1005c-is14120020) Configure Settings -
Port Status Information

Current: LINK-UP 10G-FD Flow-Control TSO GSO GRO

Driver Info: Port Type: Ethernet Driver: ixgbe(4.0.1-k) Bus: 0000:02:00.0 Cur: 5GT/s x8 Max: 5GT/s x8

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates—
[]Set IF Down 8 lDEt-HD []10bt-HD
10bt-FD
[] Set MAC O pown [ Aux-mgt 5 100bt-HD ] 10bt-FD

[IsetT™@XQLen []DHCP-IPv6 [] DHCP Release  DHCP Vendor ID: gigggfg? []100bt-HD

ezt I DHCPPua | Secondary4Ps | DHCP Client In: . B
set Offload ; 1000-FD
u DNS Servers: |BLANK Peer IP: NA © Autonegotiate g
[] Set Rate Info 10G-FD
IP Address: 0.0.0.0 Global IPve: AUTO .
[] Set PROMISC . [IRenegotiate []140G-FD
IP Mask: 0.0.0.0 Link IPv6: AUTO
[] Set Rx-All/FCS [] Restart Xevr ] Flow-Control
Gateway IP:  |0.0.0.0 IPvG GW: AUTO
[]Set Bypass i [JPrROMISC
Alias: MTLU: 1500 —— Offload
[l set Bridge Info [ RX-ALL
MAC Addr: 00:e0:ed: 2c:0b: 86 T™XQLlen 1000 [v] TSO Enabled
[] Set CPU Mask [ RX-FCS
A Br Cost: l:D Priority: Os S [JuFo Enabled
SEIAEES ypass : GSO Enabled

[]HTTP Rpt Timer = CEERy LlBypass Power-up [JLRO Enabled
LIFTP CPU Mask: l:l:l WiFi Bridge: [1Bypass Power-DOWN GRO Enabled

[] rADIUS [JBypass Disconnect

‘ Print H View Details ‘ | Probe H Sync | ‘ Apply H [s].4 ‘ ‘ Cancel




C. Verify the port configuration.

For more information see LANforge User's Guide: Ports (Interfaces)


http://www.candelatech.com/lfgui_ug.php#port

3. We will use the Port Batch Create tool to create 1000 MAC-VLANs on each of the two ports.These MAC-
VLAN ports should report more frequently than the parent ports: set them to report every 15 seconds. We
also want to create MAC addresses that are distinct for these two groups: the first three octets will match the
parent port, but we will set their fourth octets to 04 and 05 to remind us of their parent ports. The following

two octets will be random (specified with "*").
A. In the Ports tab, highlight port eth4 and click the Create button.

LANforge Manager Version(5.3.3)
Control Reporting Tear-Off Info Plugins

| Stop all | | Restart Manager | | Refresh | | HELP |

F File-l0 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |

status | Layer-3 | L3Endps | VoIP/RTP_ | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Disp: [192.168.100.133:0.0 | | Sniff Packets | | Clear Counters ‘ | Reset Port | | Delete |
Rpt Timer: |med1um (g s) |V| | Apply | | View Details ‘ . Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
. Parent]

Port |Pha..|Down IP SEC| Alias B RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 192,168.100.145|0 eth0 11,288,386 94,453 16] 12,633 418,918,121 316,454 127|
111 L] [] [0.0.0.0 0 ethl 0 0 0 0 0 0 0
1.1.2 L] [] [0.0.0.0 0 eth2 0 0 0 0 1,664 20 o=
1.1.3 L] [] [0.0.0.0 0 eth3 0 0 0 0 1,664 20 0
1.1.4 OO0 | O Jo.0.0.0 0 |etha 0 0 0 0 0 0 nj
1.1.5 ] | O [o.0.0.0 0 |eths 0 0 0 0 0 0 0.~
[] I I [»]

Logged in to: 1f1005c-is14120020:4002 as: Admin

B. Follow the these steps to create 1000 MAC-VLANs on the port.
Create VLANs on Port: 1.1.4

® MAC-VLAN ) 802.1Q-VLAN i Redirect 0 Bridge O GRE Tunnel
) WiFi STA ) WiFi VAP ) WiFi Monitor ) WiFi Virtual Radio

Shelf: Resource: [1 (If1005¢-i514120020) | v | Port: |4 (ethd)

VLAN ID: ] DHCP-IPv4

Parent MAC: DHCP Client ID: | [~]

MAC Addr: hoxioc 06 04: 4:+ |v| P Address: [172161.1 | Global IPve:  [aUTO

Quantity: [1o00 | 1P Mask or Bits:[255.255.0.0 | LinkIPve: [auTO
Gateway IP: | | 1Pve Gw: [auTO

#1 Redir Name: #2 Redir Name:

STAID: SSID: | [~]

WiFi AP: Key/Phrase:

Cwpa [ wpA2 I wep

[ Down

Apply U| Cancel

. Create a MAC Address pattern similar to the parent MAC address pattern:00:e0:ed:30:%:*
. Set Quantity to 1000
. Set aninitial IP Address: 172.16.1.1

g 0 = >

. Set the IP Mask: 255.255.0.0

m

. Click Apply., this takes a second tfo start.

-

. You do not need to close theCreate window.



C. Repeat the previous step with these changes to create the next 1000 MAC-VLANs on port eths.

Create VLANs on Port: 1.1.4 o (B3
® MAC-VLAN ) 802.1Q-VLAN i Redirect 0 Bridge O GRE Tunnel
2 WiFi STA O WiFi VAP O WiFi Monitor ) WiFi Virtual Radio
Shelf: Resource: [L (If1005¢c-is14120020) [~ | Port: [5 (eths) [~]
VLAN ID: [ DHCP-IPv4
Parent MAC: DHCP Client ID: | -]
MAC Addr: ook 0514+ [+| 1P Address: 17216101 | Global IPvé:  [AUTO |
Quantity: [1o00 | 1P Mask or Bits:[255.255.0.0 | LinkIPve: [auTO |
Gateway IP: | | 1Pve Gw: [auTO |
#1 Redir Name: #2 Redir Name:
STA ID: SSID: | [~]
WiFi AP: Key/Phrase:
CIwPA CIwPA2 [1WEP
[l Down
| Apply ‘_ ” Cancel

. Create a MAC Address pattern similar to the parent MAC address pattern:00:e0:ed:05:*:*
. Set Quantity to 1000

. Set aninitial IP Address: 172.16.10.1

. Set the IP Mask: 255.255.0.0

. Click Apply., this takes a second to start.

- m O 0O w >

. When the progress bar switches to Ready you can click Cancel to close the Create window.

D. Check the Ports tab to watch the IP addresses get assigned to the MAC-VLANSs. This will take 5 or more
minutes.

LANForge Manager Version(5.3.3) = | =] [
Control Reperting Tear-Off Info Plugins

| Stop all | | Restart Manager | | Refresh | | HELP |

File-10 rLayer-d rGeneric |’Test Mgr rTest Group rResource Mgr rEvent Log rAIerts rPort Mgr rMessages |
Status rLayer-S r L3 Endps rVoIPfRTP rVoIP:‘RTP Endps rArmageddon r WanlLinks r Attenuators r Collision-Domains |

Disp: [192.168.100.133:0.0 | | Sniff Packets | | clear counters || Resetport || pelete |
Rpt Timer: |medium (8 s) |V| | Apply | | View Details ‘ | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
2 Farent] .
Port |Pha...|Down IP SEC Alias By RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Phkts Pps

I R 172.16,10.106 |0 eth5#105 eths 0 0 0 0 1,236 16 [
I R [] [1 [172.16.10.105 [0 eth5#104 eths 0 0 0 0 1,296 16

I R [] [1 [172.16.10.104 [0 eth5#103 eths 0 0 0 0 1,296 16

I R [] [1 [172.16.10.103 [0 eth5#102 eths 0 0 0 0 1,296 16

I R L] [] [172.16.10.102 [0 eth5#101 eths 0 0 0 0 1,296 16

I R L] [] [172.16.10.101 [0 eth5#100 eths 0 0 0 0 1,236 16

I R L] [] [172.16.10.11 0 eth5#10 eths 0 0 0 0 1.476 15

I R L] [] [172.16.10.2 0 eth5#1 eths 0 0 0 0 1,554 19 =l
11.1. | [ | [ [17216.101 0 |eths#0 aths 0 0 0 0 1,386 17 =
1.1.0... L] [] |o.0.0.0 0 eths 154 2 0 0 1,385,728 16,286

1.1.1... [] [1 [172.16.4.232 0 eth4#999 eth4 458 5] 0 0 1,296 15

1.1.1... [] [1 [172.186.4.231 0 eth4#998 eth4 1,248 18 0 0 1,296 15

1.1.1... [] [] [172.16.4.230 0 ethd#997 eth4 0 0 0 0 1,296 15

1.1.1... [] [] [172.16.4.229 0 ethd#0996 eth4 468 & 0 0 1,296 15

1.1.1... [] [] [172.16.4.228 0 ethd#095 eth4 780 10, 0 0 1,296 15 |
I [] [] [172.16.4.227 0 eth4#004 eth4 468 5] 0 0 1,296 16 B
[4] Il I [

Logged in to: 1f1005c-is14120020:4002 as: Admin




E. Adjust the Report Timer.

LANForge Manager Version(5.3.3) - 0%

Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |
File-10 r Layer-4 rGeneric rTest Magr rTest Group r Resource Mgr r Event Log rAIerts r Port Mgr rMessages |
status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |
pisp: [L92.168.100.133:0.0 | | Sniff Packets | | Clear Counters ‘ | Reset Port | | Delete |
Rpt Timer: |510w (15 s) |V| | Apply | View Details ‘ | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
2 Parent] .
Port |Pha...|Down IP SEC Alias BEy RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps

1.1.0... [ ] [] [172.16.1.35 0 eth4#34 eth4 1,092 14 0 0 1,554 19 s
el e L | [ | |172.16.1.34 0 eth4#33 eth4 1,170 15| 0 0 1,484 18
el e L | | 26033 0 eth4#32 eth4 5486 7 0 0 1,484 18
el e L | [ | 272.16.1.32 0 eth4#31 eth4 312 4 0 0 1,734 21
el e L | [ | |[272.36.3.30 0 eth4#30 eth4 858 11 0 0 1,414 17
el e L | [ | |172.16.1.30 0 eth4#20 eth4 468 & 0 0 1,664 20
el e L | | | |172.16.1.29 0 eth4#28 eth4 524 g 0 0 1,644 20
el e L | | | |172.16.1.28 0 eth4#27 eth4 524 g 0 0 1,734 21
el e L | | | 272.16.1.27 0 ethd#26 eth4 156 2 0 0 1,734 21
eIt e L | |172.16.1.26 0 eth4#25 eth4 936 12 0 0 1,734 21
eIt e [] [] [172.16.1.25 0 eth4#24 eth4 312 4 0 0 1,484 18
eIt e [] [] [172.16.1.24 0 eth4#23 eth4 524 g 0 0 1,414 17
eIt e [] [] [172.16.1.23 0 ethd#22 eth4 936 12 0 0 1,734 21
eIt e [] [1 [172.16.1.22 0 eth4#21 eth4 156 2 0 0 1,664 20
eIt e [] [] [172.16.1.21 0 eth4#20 eth4 1,326 17| 0 0 1,664 20
eIt e [] [] [172.16.1.20 0 eth4#189 eth4 524 g 0 0 1,734 21
eIt e [] [] [172.16.1.18 0 eth4#18 eth4 524 g 0 0 1,734 21
I (e [] [] [172.16.1.18 0 eth4#17 eth4 468 5] 0 0 1,734 21
I (e [] [] [172.16.1.17 0 eth4#16 ethd 1,170 15 0 0 1,454 15
I (e [] [] [172.16.1.18 0 eth4#15 ethd 702 2] 0 0 1,406 17
I (e [] [] [172.16.1.15 0 eth4#14 ethd 156 2 0 0 1.476 15
I (e 172.16.1.14 0 ethd#13 ethd 936 12 0 0 1,714 21
I (e 172.16.1.03 0 ethd#12 ethd 0 0 0 0 1,454 15
I (e 172.16.1.12 0 eth4#11 ethd 156 2 0 0 1,454 15
I (e 172.16.1.11 0 eth4#10 ethd 468 5] 0 0 1.476 15
I (e 172.16.1.00 0 eth4#9 ethd 468 5] 0 0 1,734 21
I (v [] [] [172.16.1.8 0 eth4#8 eth4 524 g 0 0 1,484 13
I (v [] [1 [172.16.1.8 0 eth4#7 eth4 858 11 0 0 1,484 13
I (v [] [1] [172.16.1.7 0 eth4#6 eth4 390 5 0 0 1,554 19
I (v [] [1 [172.16.1.6 0 eth4#5 eth4 156 2 0 0 1,484 13
I (v [] [1] [172.16.1.5 0 ethd#4 eth4 0 0 0 0 1,554 19
I (v [] [1 [172.16.1.4 0 eth4#3 eth4 1,638 21 0 0 1,484 13
I (v [] [1] [172.16.1.3 0 eth4#2 eth4 546 7 0 0 1.476 13
I (v [] [1] [172.16.1.2 0 eth4#l eth4 156 2 0 0 1,554 19
I L] [] [172.16.1.1 0 eth4#0 eth4 468 5] 0 0 1.386 117}
1.1.0.. L] [] [0.0.0.0 0 froel 0 0 0 0 0 0
1.1.0.. L] [] [0.0.0.0 0 froed 0 0 0 0 0 0
1.1.0.. L] [] [0.0.0.0 0 eths 164 2 0 0 1,385,728 16,286
1.1.0.. L] [] [0.0.0.0 0 eth4 34,276 418 0 0 1,369,546 16,095
1.1.0.. L] [] [0.0.0.0 0 eth3 0 0 0 0 1,664 20
1.1.0.. L] [] [0.0.0.0 0 ethz 0 0 0 0 1,664 20
1.1.0.. L] [] [0.0.0.0 0 ethl 0 0 0 0 0 0 =
1.1.0... [] [ ] |192.168.100.145|0 eth 43,279,207 224,696 112 264,500| 904,063,970| 694,811 Ad
4] I | [»]
Logged in to: 1f1005c-i514120020:4002 as: Admin

A. Click the Column header labeledPort to sort all the newly created MAC-VLANSs to the top.
B. Select all the MAC-VLANS.

C. Change the Rpt Timer setfing to slow (15 s)

D. Click Apply.



4. Create Cross Connects between the MAC-VLANs. We can create all these cross connections in two steps.
First we will create the first cross-connect. Next, we will batch-create the remaining 999 cross connections
using the first as a template.

A. Switch to the Layer-3 tab and click the Create button fo see the Create/Modify Cross Connect window.

LANForge Manager Version(5.3.3) = | =] [
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

Files10 [ Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 r L3 Endps rVoIPfRTP rVoIP:‘RTP Endps rArmageddon r WanlLinks r Attenuators r Collision-Domains |

Rpt Timer: |defau1t (5 s) |V|GO|TESt Manager | Select All || Start || Stop || Quiesce || Clear |

View |0 - 200 |v|Go| ‘ Display || Crgatﬂ| Modify | | Delete |
Cross Connects for Selected Test Manager
MName Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % 1\4 Rx Drop % B| Drop Pkts A| Drop Pkts
[4] I [¥]

Logged in to: If1005c-i514120020:4002 as: Admin

B. Set up the cross connection between the first two MAC-VLANSs.

eg13cx - Create/Modify Cross Conneckt

II‘ ‘ All | | Display ‘ | Sync ‘ ‘ Batch-Create || Apply | | OK i| Cancel
Cross-Connect

CX Name: legl3cx

CX Type: |LANfurge {UDP |v||
Endpoint A Endpoint B

T |1 (1f1005c-is14120020)| | [1 (1f1005c-is14120020) | |

Port: |8 (ethazq) v ||1008 (eths#0) R4

Min Tx Rate:  |New Modem (56 Kbps) |v| New Modem (56 Kbps) |v|

Max Tx Rate: |Same |v||Same |v|

Min PDU Size: |9000 (9.000 B) |+ ||g600 (9.000 B) ||

Max PDU Size: |5ane v ||same v

IP ToS: Best Effort  (0)  |w|[pest Effort (@) |+

Pkts To Send: |Ir1finite |v||Infinite |v|

. Connection name: egl3cx
. Port, TX Endpoint: eth4#0
. Port, RX Endpoint: eth5#0

O 0 wm »

. Min PDU Size: 9,000 B

m

. Click the OK button to save.



C. Inthe Layer-3 tab...

LANforge Manager Version(5.3.3) = | =) [
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

Files10 | Layer-4 [ Generic | Test Mgr | Test Group | Resource Magr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 r L3 Endps r\mIPfRTP I’\mIPJ‘RTP Endps I’Armageddnn r WanlLinks r Attenuators r Collision-Domains |

Rpt Timer: |defau1t (5 s) |v|Go|Te5t Manager | Select All || Start || Stop || Quiesce || Clear |

View |0 - 200 |v|Go| ‘ Display || Create || ﬂodify* | Delete |
Cross Connects for Selected Test Manager
MName Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B Drop Pkts Al Drop Pkts
egl3cx LF/UDP |Stopped 0 0 0 0 0 0 0
[4] I [¥]

Logged in to: If1005c-i514120020:4002 as: Admin

A. Select the cross-connect egl3cx

B. Click Modify in the Layer-3 tab.

D. Click Batch Create in the Create/Modify Cross Connect window.

eg13cx - Create/Modify Cross Conneck =

EH All ‘ ‘ Display ‘ ‘ Sync | | Batchﬁreate | ‘ Apply ‘ ‘ oK ‘ ‘ Cancel ‘
Cross-Connect

CX Name: leal3ex

R [LANforge / UDP ~|
Endpoint A Endpoint B

e 1 (I1005¢-is14120020)| + | [1 (11005c-is14120020) |+ |

Port: 8 (etha#0) | v |[1008 (eth5#0) v

Min Tx Rate: |New Modem (56 Kbps) |v||l\lew Modem (56 Kbps) |v|

Max Tx Rate: |Sam= |v||Same |v|

Min PDU Size: (9000 (9,000 B) | |[9000 (9,000 B) ||

Max PDU Size: |Sane |+ |[same |

IP Tos: Best Effort  (0) | v |[gest Effort  (0) Ba

Pkts To Send: |Infini'te |v||Infini'te |v|




E. We can create cross connects in one batch. Using the Layer-3 Batch Creator window:

Layer-3 Batch Creator: eg13cx - O x

egl3wx0001, egl3cx0002 ... egl3cx0999
Endp-A Resources: 1,1...1
Endp-B Resources: 1,1...1

Endp-A Ports: eth4#1, eth4#2... eth4#999
Endp-B Ports: eth5#1, eth5#2... eth5#999
Endp-A IPs: AUTO, AUTO ... AUTO
Endp-B IPs: AUTO, AUTO ... AUTO

Quantity: 9949 Number of Digits: 4 Zero Pad
Starting Name Suffix: |1 Name Increment: 1
Resource Increment A: |0 Resource Increment B: |0

Port Increment A: 1 Port Increment B: 1
IP Addr Increment A: 0 IP Addr Increment B: 0
i

IP-Port Increment A: 1 IP-Port Increment B:

A. Specify for Quantity: 999. This brings us to 1000 cross connects.
B. Starting Name Suffix: 1

C. Click the Apply button to create the cross connects.

F. Expect the system to work for a few minutes while it creates the cross connects.
- O X

When creating lots of entities at once, the system may be sluggish

for a minute or two as it completes the request. Please be patient.

Submit Batch Anyway ﬂ Cancel

A. When the process completes, the Batch Warning will disappear.

B. Click the Cancel button on the Create/Modify Cross Connects window.




G. Update Report Timer for all cross connects.

Rpt Timer: |slow

View

U 0 wm >

m

5. Start your cross connects.

(10 s) |V|Gu‘ Test Manager

0-200

‘ -

Gn|

all
0-200

k

fonn

. Select sTow (10s) in the Rpt Timer dropdown.

A. In the Layer-3 tab, click the Select All button.

B. Then click the Start button.

. Click the Select All button to select all cross connects.

. The Layer-3 tab now shows the first 200 Layer-3 cross connects.

. Click the Report Timer Go button to apply. This will help keep the GUI responsive.

. Use the View dropdown to display all the cross connects: selectA11 and press Go.



6. Monitoring your cross connects.

B LANforge Manager Version(5.3.3) =) (=) [
Control Reporting Tear-Off Info Plugins

‘ Stop All ‘ | Restart Manager | ‘ Refresh ‘ ‘ HELP ‘
Collision-Domains | FiledO | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status r Layer-3 r L3 Endps r VoIP/RTP r VoIP/RTP Endps r Armageddon r WanlLinks r Attenuators \
Min PDU Size |auT0 *||Go| MaxPDU Size|same | Go | Start || Stop ‘ ‘ Quiesce || Clear ‘
MIN Tx Rate |New Medem (56 Kbps) * ||Go| MAX Tx Rate |som= - | Go
View 0. 400 ~|[Go |D|5p|ay||Cr§ate||Mudlfy||ﬂatch Mudlfy| | Delete ‘
All Endpoints
RX
Dropped| Jitter T Bytes Rx Bytes | Replays | TCP Rtx | Dup Pkts|Rx Dup %| 000 Pkts Rx 000 %/Wrong CRC Fail| RX BER | CX Active| CX Estab E)Sftab!s 1stRX | CXTO Pattern
Dev
0 0| 5,652,000/ 5,652,000 0 0 0 0 0 0 0 0 0 1 1 0 1,364 O|INCREASING | =
0 0| 5,652,000/ 5,652,000 0 0 0 0 0 0 0 0 0 1 1 0 1,364 O|INCREASING  |=
0 0| 5,652,000, 5,652,000 0 0 0 0 0 0 0 0 0 1 1 0 1,499 O|INCREASING
0 0| 5,652,000 5,652,000 0 0 0 0 0 0 0 0 0 1 1 0 1,499 0|INCREASING
0 0| 5,652,000 5,652,000 0 0 0 0 0 0 0 0 0 1 1 0 1,638 0|INCREASING
2.652, 622, .638 CREA!
5.652, .652, 818 CREA!
5.652, .652, 818 CREA!
0 0| 5,652,000 ,652,000 0 0 0 0 0 0 0 0 0 0 ,845] O[INCREA:
0 0| 5,652,000 5,652,000 0 0 0 0 0 0 0 0 0 1 1 0 1,845 0|INCREASING
0 0| 5.652.000 .652,000 0 0 0 0 4] 0 0 0 0 0 2,011 O|INCREA!
0 0| 5.652.000 ,652,000 0 0 0 0 0 0 0 0 0 0 2,011 OJINCREA!
0 0| 5.652.000 ,652,000 0 0 0 0 0 0 0 0 0 0 2,040 OJINCREA!
0 0| 5,652,000 ,652,000 0 0 0 0 0 0 0 0 0 0 2,040 0|INCREA!
0 0| 5,652,000 5,652,000 0 0 0 0 0 0 0 0 0 1 1 0 2,186 0|INCREASING
0 0| 5,652,000 5,652,000 0 0 0 0 0 0 0 0 0 1 1 0 2,186 0|INCREASING
0 0| 5,652,000/ 5,652,000 0 0 0 0 0 0 0 0 0 1 1 0 2,279 O|INCREASING
0 0| 5,652,000/ 5,652,000 0 0 0 0 0 0 0 0 0 1 1 0 2,279 O|INCREASING
0 0| 5,652,000 5,652,000 0 o] 0 o] 0 0 o] 0 o] 1 1 o] 2,337 O|INCREASING ||
(4] 0| 5,652,000 5,652,000 (4] 4] (4] 0 4] (4] 0 (4] 0 1 1 0 2,327 0|INCREASING | ™|
[« I Il J [»]

Logged in to: If1005¢-is14120020:4002 as: Admin

A. As you scroll o the left in the L3 Endpoints table, you can monitor the connection qualities.

B. Tx Bytes and Rx Bytes columns show traffic amount.

Tx Bytes Rx Bytes

5,652,000/ 5,652,000
5,652,000/ 5,652,000
5,652,000 5,652,000
5,652,000/ 5,652,000
2,652,000/ 5,652,000
2,652,000 5,632,000
5,652,000/ 5,652,000
5,652,000/ 5,652,000
5,652,000, 5,652,000

C. The Pattern column shows traffic trend.

Pattern

INCREASING
INCREASING
INCREASING
INCREASIMNG
INCREASING



7. Sniffing your cross connects with Wireshark from the parent ports eth4 or eth5.

*ath4 [Wireshark 1.10.14 (Git Rew Unknown from unknown)] (on [F1005c-is14120020)

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Intemals Help
BAxXxc Q va2 BE el @EE® O
Filter: ] Expression... Clear Apply Ve
Mo, Time Source Destination Protocol | Length | Info B
== T e T TS v o T e —T
236139 29,33882300(172.16.2.185 172.16.11.195 LANforge 162 Seq: 1870
236140 29, 338856000 172.16,11.194 172.16.2.194 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=0, ID=305c) I
236141 29,33885800(172.16.11.194 172.16.2.194 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=1480, ID=30!
236142 29,33887200(172.16.11.194 172.16.2.194 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=2960, ID=30!
236143 29,33887300(172.16.11.154 172.16.2.154 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=4440, ID=30!
236144 29,33887400(172,16,11.194 172.16.2.154 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=5920, ID=30!
236145 29,33887500(172.16.11.194 172.16.2.154 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=7400, ID=30!
236146 29,33887500(172.16.11.194 172.16.2.194 LANTorge 1562 Seq: 1870
236147 29,33889300( 172.16.,11.195 172.16.2.195 IPva 1514 Fragmented IP protocol (proto=UDP 17, off=0, ID=4df3)
236148 29, 33889600(172.16.11.195 172.16.2.195 IPvd 1514 Fragmented IP protocol (proto=UDP 17, off=1480, ID=4d
236149 29, 33889700 172.16.11.195 172.16.2.195 IPvd 1514 Fragmented IP protocol (proto=UDP 17, off=2960, ID=4d
236150 29.33889700(172.16.11.195 172.16.2.195 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=4440, ID=4d
236151 29.33889800(172.16.11.1595 172.16.2.1585 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=5920, ID=4d
236152 29.33889500(172.16.11.1595 172.16.2.1585 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=7400, ID=4d
236153 29.33889900(172.16.11.195 172.16.2.195 LANforge 162 Seq: 1870
236154 29, 338595600(172.16.2.188 172.16.11.198 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=0, ID=c272)
236155 29,33895700(172.16.2.198 172.16.11.198 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=1480, ID=c2
236156 29,33895800(172.16.2.198 172.16.11.198 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=2960, ID=c2
236157 29,33895800(172.16.2.198 172.16.11.198 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=4440, ID=cZ2
236158 29,33895800(172.16.2.198 172.16.11.198 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=5920, ID=cZ
236159 29,33895800(172.16.2.198 172.16.11.1598 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=7400, ID=cZ
236160 29,33896000(172.16.2.188 172.16.11.198 LANforge 162 Seq: 1870
236161 29.,33905300(172.16.11.198 172.16.2.198 IPva 1514 Fragmentsd IP protocol (proto=UDP 17, off=0, ID=hb40g)
236162 29,33905600(172.16.11.198 172.16.2.198 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=1480, ID=h4
236163 29,33905700(172.16.11.198 172.16.2.198 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=2980, ID=h4
236164 29, 33005700(172.16.11.198 172.16.2.198 IPvd 1514 Fragmented IP protocol (proto=UDP 17, off=4440, ID=b4
236165 29, 33905800 172.16.11.198 172.16.2.198 IPvd 1514 Fragmented IP protocol (proto=UDP 17, off=5920, ID=b4
236166 29.33905800(172.16.11.198 172.16.2.198 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=7400, ID=b4
236167 29.33906000(172.16.11.198 172.16.2.198 LANforge 162 Seq: 1870 EZ
[>)
P Frame 1: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface ©
I Ethernet II, Src: Silicom 04:23:9c (00:e0:ed:04:23:9c), Dst: Silicom 05:c6:72 (00:e0:ed:05:c6:72)
P Internet Protocol Version 4, Src: 172.16.4.30 (172.16.4.30), Dst: 172.16.12.30 (172.16.12.30)
b Data (1480 bytes)
0000 00 e ed 05 c6 72 00 0 ed 04 23 9c OB 00 45 00
0010 0S5 dc 5d 94 20 00 40 11 8e 20 ac 10 04 le ac 10
0020 Od le 87 23 87 24 232 30 86 a8 00 00 00 00 la 2b
0030 3c 4d 06 3b 06 3c 23 04 00 00 00 00 OF 37 56 44
0040 e0 3d le Od S8e c3 00 01 00 00 00 00 00 02 00 01 i T ...
O # File: "varftmpjwireshark_pcapng_et... = Packets: 3368236 - Displayed: 3368... = Profile: Default

A. To sniff the parent ports that the MAC-VLANs are associated with, you want to be connected to the
LANforge server desktop using either Remote Desktop or VNC.

B. Operating this many cross connects can be taxing on many machines. To minimize the sluggishness of
Wireshark, start Wireshark when none of the Cross-Connects are active, and use the LANforge client to start
and stop the traffic.

C. In the Layer-3 tab, click Select All and click Stop.

D. In the Port Mgr tab, select interface eth4 and click the Sniff Packets button.

E. Wireshark will open and be capturing packets.

F. In the Layer-3 tab, click the Start button, and let your test run for one or ftwo minutes.
G. Then click the Stop or Quiesce buttons to end the test.

H. Now you can save the Wireshark capture.

Making FIRE Chili

Goal: Make some tasty chili.
In this test scenario, LANforge-FIRE is not used to generate traffic. Instead, the test engineer should realize that
all work and no play makes Homer something something.

Please note that this chili recipe is just as quick and dirty as the rest of the examples in this cookbook, but
ever more tasty. Feel free to improvise...



1. Get yourself in a kitchen with some groceries.

2. Prep some ingredients.
A. Chop up some onions. One should be good enough.

B. Chop up some garlic. Just a few cloves.

3. Cookit allup



A. Brown some ground beef.

B. Heat up tomato sauce, kidney beans. 160z of each is good.




C. Add garlic, onions, beef and spices such as cayenne, cumin, chili powder, salt and pepper.




D. Don't forget the beer!

A. Note: The beer is for you, not the chili...unless of course you are experimenting!



E. Cornbread is also nice to have.

4. Enjoy!
A. Serve with additional chopped onions, corn chips and cheddar cheese.

= gRIGINA

THE = opn chi




Layer-3 UDP Traffic Generator

Goal: Generate one-sided traffic to a network device with a fixed destination IP address.

This scenario is useful for testing switches, firewalls and data loggers that have to

handle highly varied or very fast UDP packet streams with a fixed destination. A one- o0e

sided traffic stream is used to send packets to a network device under test when

round-trip reporting is not required. —
Endpoint A Endpoint B LANforge GUI

System
LANforge FIRE 1 Under Test

' I
. . !

- T T LANforge FIRE

System
Under Test
1. Configure an ethernet port.
A. On the Port Mgr tab, select a port within the table and click the Modify button.
LANforge Manager Version(5.3.3) = (=] [
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |

F File-10 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |

status | Layer-3 | L3Endps | VoIP/RTP_ | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Disp: [192.168.100.133:0.0 | | Sniff Packets | | Clear Counters ‘ | Reset Port | | Delete |
Rpt Timer: |medium (8 s) |V| | Apply | | View Details ‘ | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent]

Port |Pha...|Down P SEC| Alias Ty RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 L] [] |192.168.100.86 |0 eths 272,859,695) 345,073 & 7,840 276,256,112] 322,422 [
1.1.1 L] [] |o.0.0.0 0 ethl 0 0 0 0 2,032 22 0
1.1.2 [] [] |o.0.0.0 0 ethl 0 0 0 0 2,032 22 0
1.1.3 L] [] |o.0.0.0 0 eth2 ‘ 0 0 0 0 o] 0 0
1.1.4 L] || |o.0.0.0 0 eth3 0 0 0 0 2,032 22 0
1.1.5 L] || |o.0.0.0 0 eth4 0 0 0 0 2,032 22 0
[« Il I [»]

Logged in to: brent-6port:4002 as: Admin

A. This example will use port ethl.




B. Assign an IP and Mask as necessary.

eth1 (brent-6port) Configure Settings

Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO GSO GRO
Driver Info: Port Type: Ethernet Driver: e1000e(2.3.2-k) Bus: 0000:03:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1

Port Configurables

Enable General Interface Settings Port Rates — Advert Rates—
[]set IF Down 8 IOEt-HD 10bt-HD
10bt-FD
[] set MAC O pown [ Aux-Mgt 1 100bt-HD 10bt-FD

[Iset TXQLen ] DHCP-IPV6 [7] DHCP Release  DHCP Vendor ID: 8 }gggfl;'[:)n 100bt-HD

-l (s -
[ set MU “IDHCP4Pvi | Secondary4ps | DHCP Client 1> G loco ¥ 1000t-D
[] Set Offload ; 1000-FD
DNS Servers: |BLANK Peer IP: NA ® Autonegotiate
[ ] Set Rate Info [110G-FD
IP Address: 10.26.2.1 Global IPv6: AUTO .
[] Set PROMISC [JRenegotiate [] 40G-FD
IP Mask: 255.255.255.0 Link IPv6: auTO
[] Set Rx-All/FCS [JRestart Xcvr Flow-Control
Gateway IP:  [0.0.0.0 IPVE GW: auTO
[] Set Bypass ) [1PROMISC
Alias: MTU: 1500 —— Offload
[] Set Bridge Info [ Rx-ALL
MAC Addr: 00:90:0b:38:82:71 | TX QLlen 1000 [¥] TSO Enabled

[ ] Set CPU Mask [ RX-FCS
Br Cost: I:D Priority: [JUFO Enabled

— i . B NOW!
Services Ol Bypass GSO Enabled

I HTTP Rpt Timer:  [tediun (8 s) | =] watchdog: b T [IBypass Power-Up CILRO Enabled
Ceme cPumask: [0t || wiFi Bridge: [iBypass Power-DOWN |51 coq enabled

[ RADIUS [ Bypass Disconnect

‘ Print H View Details ‘ | Probe H Sync | ‘ Apply H 0K ‘ ‘ Cancel |

C. Click OK.

2. Configure the Layer-3 connection.
A. On the Layer-3 tab, click Create.

LANForge Manager Version(5.3.3)

Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

File-10 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Rpt Timer: [default (5 s) | v|Go| Test Manager [all |~] | setect all || start || stop || quiesce || clear |

View |0-200 |v|Go| ‘ Display || Crgate*| Modify | | Delete |

Cross Connects for Selected Test Manager

MName Type State Pkt Rit A Pkt Rx B Bps R A Bps Rx B Rx Drop % A Rx Drop % B Drop Pkts Al Drop Pkts

[l 1

Logged in to: brent-6port:4002 as: Admin




B. Assign port ethl to Endpoint-A.

udpgen - Create/Modify Cross Connect - 8 x

|:| ‘ All | | Display ‘ | Sync ‘ ‘ Batch-Create | | Apply | | OK | | Cancel ‘
Cross-Connect

CX Name: ludpgen

CX Type: |LAanrge / UDP |v|
Endpoint A Endpoint B

Resource: |1 (brent-6port) |v||1 (brent-6port) |v|

Port: |2 (eth1) |ﬂ 5 (ethd) |~

Min Tx Rate:  |New Modem (56 Kbps) |v New Modem (56 Kbps) |v|

Max Tx Rate:  |Same |v Same |v|

Min PDU Size: |AUTO |+ |auTo |~

Max PDU Size: |Sane v ||same v

IP ToS: lBest Effort  (0)  |w|[pest Effort (@) |+

Pkts To Send: |Infinite |v||Infinite |v|

A. You will not need to assignEndpoint-B because that will become unmanaged.

C. Configure the attributes in section 1:

udpgen - Create/Modify Cross Connect - 8 x

|:| ‘ All | | Display ‘ | Sync ‘ ‘ Batch-Create | | Apply | | OK | | Cancel ‘
Cross-Connect

CX Name: ludpgen

CX Type: |LAanrge / UDP |v|
Endpoint A Endpoint B

Resource: |1 (brent-6port) |v||1 (brent-6port) |v|

Port: |2 (ethl) |v||5 (ethd) |v|

Min Tx Rate: [16 (1 Gbps) | w||z=ro (0 bp=) R4

Max Tx Rate:  |Same |v Same |v|

Min PDU Size: |UDP Pld (1,472 E) .JLHAUTU |~

Max PDU Size: |Sane v ||same v

IP ToS: lBest Effort  (0)  |w|[pest Effort (@) |+

Pkts To Send: |Infinite |v||Infinite |v|

A. Endpoint-A Min Tx Rate: 1Gbps
B. Endpoint-B Min Tx Rate: Zero (0 bps)
C. Endpoint-A Min PDU Size: UDP P1d (1,472 B)



D. Use the All button at the top to expand to the last detail level.

BEEN

| Display || Sync || Batch-Create H Apply || OK H Cancel |

Cross-Connect

Cross-Connect

-

CX Name: Judpaen Report Timer:  [gefaylt (s s) [+]
CX Type: [Lanforge s uDP [~ . -
Endpoint A Endpoint B

Endpoint A Endpoint B Pld Pattern |increasing |v‘ |increasing |V|
Resource:  [Lorentoport o] rreniopord [5] oo e = g
Port: [2 tethn) [+][5 tetha) [~ mexie pore: oo [ [ane =]
Min Tx Rate: |1G (1 cbps) |'| |Ze'"° @ bes) |v| Min Duration: |Forever |v‘ |Forever |v|
Max Tx Rate: |Ea"'e |v| |Same |v| Max Duration: |Same |" |Same |v|
Min PDU Size: [P Pld (1,472 8) | |[aTo [~ MinReconn: [0 (0 55) [v]e (s [~]
Max PDU Size: |Same |v| |Same |v| Max Reconn: |59'"9 |" |Same |'|
IP ToS: |Eest Effort (@) |v||Best Effort  (0) |'| R e — |Normal @ |vHNormal (@ |v|
Pkts To Send: |Inf1ﬂ1‘[e |v| |In‘finite |'| | Script H Script |

| Thresholds ‘ | Thresholds |

Cross-Connect Endpoint A Endpoint B
Test Manager |defau|t7tm |v snd Buff Size: |OS Default |v‘ |OS Default |v|
Quiesce: B Gsea [+] |RovBufFsize: [os Default | +]|os pefault [~

Endpoint A Endpoint B Send Bad FCS: | | H | |
P Addr: [auto |~||auTo [*] |sremac: | -] -]

[] Replay File [] Replay File []Use-Proxy [JUse-Proxy

[JLoop [JLoop Proxy Addr:

[] Dest Mac []Dest Mac Proxy Port:
FiEnEmeE Socket Priority:|0 ||O ‘
Dest MAC: | | || | |

| Payload

Payload

Endnnint A

=

A

4]




E. Configure the Layer-3 connection to the system under fest (Endpoint-B) by following these steps:

5 - g
l:l | Display || Sync || Batch-Create ‘ | Apply | | oK | ‘ Cancel |
Cross-Connect Cross-Connect
©X Name: [udpaen Report Timer: 515y (10 5) [~
CX Type: [Lanforge s uDP [~ B .
Endpoint A Endpoint B
Endpoint A Endpoint B pPld Pattern |increasing |v| ‘ | ‘
Resource: [t tbrent-6port) [~]] -] Min IP Port:  |AUTO [ +][o209 [+]
Port: [2tethn) [~]] [~] macip port: e [ [sene =]
Min Tx Rate: |1G {1 Ghps) |'| | | | Min Duration: |Forever |'| ‘ | ‘
Max Tx Rate: |53"‘e |'|| | | Max Duration: |same |'H | ‘
Min PDU Size: [OF Pld (1,472B) |~|| -] | virs Reconn: b ©ne [~]] |~]
Max PDU Size: |Saf"e |'| | | | Max Reconn: |SE"Ie |'| ‘ | ‘
IP Tos: [cest Effort (@) [+ [~ Multi-Conn;  Norsal () =] -]
Pkts To Send: |Inf1rute |v|| | | | Script H seript ‘
| Thresholds | ‘ Thresholds ‘
Cross-Connect Endpoint A Endpoint B
Test Manager |default_tm [*] |snd Butf size: [118 (w8 [+|los pefault [+]
Quiesce: B Gsea [+] |RovBuff size: [os pefault | +]los pefautt [+]
Endpoint A Endpoint B Send Bad FC5: | | H | ‘
P Addr: [auto |+|[198.105.252.11 =] [sremac: | [-]| |~]
[] Replay File [J Replay File [] Use-Proxy [ ]Use-Proxy
[JLoop OLoop Proxy Addr:
[l Dest Mac [ Dest Mac o e
Eilerame: Socket Priority:|0 | ‘0 |
Dest MAC: | | || | | | Payload H Payload ‘
Endpoint A Endpoint B Endpoint A Endpoint B
[] Do Checksum [0 Do Checksum
Conn Timeout: | | || | |
UnManaged
TCP M5S: | | || | | [] Duration Quiesce &)uratinn Quiesce
[_| Quiesce-After-Range [ | Quiesce-After-Range
[] TCP_NODELAY [] TCP_NODELAY
[] Concurrent IP Addrs  [] Concurrent IP Addrs
[] clear-Port-On-Start [ | Clear-Port-On-Start
[]Linear-IP-Ports [] Linear-IP-Ports
Endp Name:  |udpgenA | [udpgene |

A. Insection 5, on the right side, Endpoint-B (blue), selectUnManaged. This will gray-out most of the Endpoint-B

options.

B. Insection 2, set the Report Timer to sTow (10 s) . Also, set the Endpoint-B Min IP port: 9999. If you have aservice
under test this port should match, if not, this setting still needs to be present to generate valid traffic.

C. Insection 3, set the Endpoint-B IP to the system under testIP address. Our example shows198.105.254.11.

D. Insection 4, set the send buffer size (Snd Buff Size) to 1MB.

E. Click OK at the top to commit the changes.

3. Start generating fraffic.

Control Reporting Tear-Off Info Plugins

LANforge Manager Version(5.3.3) o (=] (£

| Stop All | | Restart Manager | | Refresh | | HELP |

File-l0 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

|v|Go| Test Manager

| Select All || Start | Stop || Quiesce || Clear |

Rpt Timer: |defau1‘t (5 s)

View |0 - 200 |v|Go| Display || Create || Modify Delete
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B| Drop Pkts A| Drop Pkts
udpgen LF/UDP |Stopped 0 0 0 0 0 0 0
[ I | [v]

Logged in to: brent-6port:4002 as: Admin

A. In the Layer-3 tab, select the connection udpgen.



B. Click Start.

Armageddon UDP Traffic Generation with Random MAC Addresses.

Goal: Generate network traffic to a network device with one or many destination MAC
addresses.

These scenarios are useful for testing switches and firewalls that have to handle UDP
traffic from thousands of source MAC addresses and one or many destination MAC L)
addresses. This cookbook covers two scenarios:
1. Assingle destination MAC address. (This would exercise a firewall or router.)
LamMforge GUI
2. Thousands of destination Scenario 1 |
: Thousands of
MAC addresses. (This MAC Addrasses Firewall
would exercise a switch IFSsETEa _I
by overflowing the ! | TR
. I
device CAM fable.) | e—
{ | LANfarge FIRE
A one-sided traffic streamis | Lanforge FRE | System Under Test |
used to send packets to a
. Scenario 2 =i
network device ﬁ L—,_
Thousands of Thousands of ,'tD
under test when MAC Addresses Switch MAC Addresses e
round-trip reporting ' I ' | System
. t ired I | | = | Under Test
is not required. ':-‘.—i
: Q% —— —_ : -
| |
| Lanorge FIRE | System Under Test | LantorgeFIRE |
1. On the Armageddon tab, click Create.
LANforge Manager Version(5.3.3) BIEIRE]
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |

File-l0 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status rLayer-3 r L3 Endps r VolP/RTP rVnIPfRTP Endps r Armageddon r WanLinks rAttenuatnrs r Collision-Domains |

| Select All || Start || Stop || Quiesce || Clear |

Rpt Timer: |defau1t (5 s) |V|Go| Test Manager

Armageddon: Kernel Accelerated Connections

| Display || Crgat34| Modify || Batch Modify | | Delete |

Name EID Pkt T* A >B| Pkt T* Ae<B| bpsA—B| bpsA«BE| AvgRTT |ReqA—+B|ReqA«B| Rpt1

State ‘ Endpoints (A e B)

Logged in to: brent-6port:4002 as: Admin

2. Firewall Scenario: Configure the Armageddon connection with the following values:



CreatefModify Armageddon Endpoint -

Cross Connect Information

CX Name: |macgen CX Type: |[Armageddon UDP Rpt Timer: [slow (10 s) = Test Manager (default_tm =
Quiesce: (3 (3seq) = []Relative-Timestamps

TX Endpoint (endpoint A)

Endp Name: |macgen-A Shelf: |1 |V| Resource: (brent-6port) Port: 2 (ethl) =

Pld Pattern [ -0 |-|sremAc:  [00:01:00:00:00:00 | Dest MAC: [00:0esfai12:bc:32

Min Src IP: 10.26.0.1 Max Src IP: |10‘26.254.254 | Min Dst IP: 10.27.0.1 Max Dst IP: 10.27.254.254
Min Src Port: |2 Max Src Port: |9 | Min Dst Port: |2 Max Dst Port: |2

Pps Tx: 80000 |~ | Min Pkt Size: [1514 | »| Max Pkt size: [1514 Multi-Pkt:
Pkts to Send: |0 Src MAC Cnt: |65025 | Dst MAC Cnt: |1 Quiesce: l:l:l

Thread-ID: 0 IP ToS: |Elest Effort (0) |V| | Script || Thresholds

[[JUse Router MAC []Slow Start [|UnManaged []Checksum []Clear-Port-On-Start

RX Endpoint (endpoint B)

Pld Pattern |:|:| Src MAC: Dest MAC:

Min Src IP: Max Src IP: Min Dst IP: Max Dst IP:
Min Src Port: Max Src Port: Min Dst Port: Max Dst Port:

Endp Name: |macgen-B Shelf: | | | Resource: |:|:| Port: |:|:|

Pkts to Send: Src MAC Cnt: Dst MAC Cnt: Quiesce: l:l:l

Thread-ID: IP ToS: | | | | Script | | Thresholds

Use Router MAC [ |Slow Start I%UnManaged []checksum []Clear-Port-On-Start

| Display | | Refresh | | Apply | | oK | | Cancel |

A. In the TX Endpoint (green box):

A. The connection name for this example ismacgen.

B. Src MAC: 00:01:00:00:00:00. This is the starting point for emulated remote MAC addresses.
C. Dest MAC: 00:0e:fa:12:bc:3a. Use the destination MAC address of yoursystem under test.
D. MinSrcIP:10.26.0.1.

E. Max Src IP: 10.26.254.254. This emulates about 65,000 remote hosts.

F. Min Dst IP: 10.27.0.1.
G. Maox Dst IP: 10.27.254.254. This emulates about 65,000 destination addresses.
H. Pps Tx: 80,000. This is a 1Gbps packet rate.

I. Min Pkt Size: 1514.

J. Max Pkt Size: 1514.

K. Src MAC Cnt: 65,025. This emulates 65,025 remote devices.
L. Dst MAC Cnt: 1.

M. Deselect Use Router MAC.

B. In the RX Endpoint (blue box):

A. Select UnManaged. This allows us to fire and forgetthe packets.

C. Click OK fo commit the configuration.

3. Switch Scenario: Configure the Armageddon connection with the following values:




CreatefModify Armageddon Endpoint -

Cross Connect Information

CX Name: |macgen CX Type: |[Armageddon UDP Rpt Timer: [slow (10 s) = Test Manager (default_tm =
Quiesce: (3 (3seq) = []Relative-Timestamps

TX Endpoint (endpoint A)

Endp Name: |macgen-A Shelf: |1 |V| Resource: (brent-6port) Port: 2 (ethl) =

Pld Pattern I:I:I Src MAC: |00:01:00:00:00:00 ‘ Dest MAC: |00:02:00:00:00:00

Min Src IP: 10.26.0.1 Max Src IP: |10‘26.254.254 | Min Dst IP: 10.27.0.1 Max Dst IP: 10.27.254.254
Min Src Port: |2 Max Src Port: |9 | Min Dst Port: |2 Max Dst Port: |2

Pps Tx: 80000 |~ | Min Pkt Size: [1514 | »| Max Pkt size: [1514 Multi-Pkt:
Pkts to Send: |0 Src MAC Cnt: |65025 | Dst MAC Cnt: |65025 Quiesce: l:l:l

Thread-ID: 0 IP ToS: |Elest Effort (0) |V| | Script || Thresholds

[[JUse Router MAC []Slow Start [|UnManaged []Checksum []Clear-Port-On-Start

RX Endpoint (endpoint B)

Pld Pattern |:|:| Src MAC: Dest MAC:

Min Src IP: Max Src IP: Min Dst IP: Max Dst IP:
Min Src Port: Max Src Port: Min Dst Port: Max Dst Port:

Endp Name: |macgen-B Shelf: | | | Resource: |:|:| Port: |:|:|

Pkts to Send: Src MAC Cnt: Dst MAC Cnt: Quiesce: l:l:l

Thread-ID: IP ToS: | | | | Script | | Thresholds

Use Router MAC [ |Slow Start I%UnManaged []checksum []Clear-Port-On-Start

| Display | | Refresh | | Apply | | oK | | Cancel |

A. In the TX Endpoint (green box):

A. The connection name for this example ismacgen.
B. Src MAC: 00:01:00:00:00:00. This is the starting point for emulated source MAC addresses.

C. Dest MAC: 00:02:00:00:00:00. This is the starting point for emulated destination MAC addresses. This address is 4.2
billion addresses after the starting source MAC address.

D. MinSrcIP:10.26.0.1.
E. Max Src IP:10.26.254.254. This emulates about 65,000 remote hosts.
F. Min Dst IP: 10.27.0.1.
G. Max Dst IP: 10.27.254.254. This emulates about 65,000 destination addresses.
H. Pps Tx: 80,000. This is a 1Gbps packet rate.
I. Min Pkt Size: 1514.
J. Max Pkt Size: 1514.
K. Src MAC Cnt: 65,025. This emulates 65,025 source devices.
L. Dst MAC Cnt: 65,025. This emulates 65,025 destination devices.

M. Deselect Use Router MAC.

B. In the RX Endpoint (blue box):

A. Select UnManaged. This allows us to fire and forgetthe packets.

C. Click OK to commit the configuration.

4, Start traffic generation:




LANforge Manager Version(5.3.3) o (=] (£
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

File-l0 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status rLayer-3 r L3 Endps r VolP/RTP rVnIPfRTP Endps r Armageddon r WanLinks rAttenuatnrs r Collision-Domains |

| Select All || Start | Stop || Quiesce || Clear |

Rpt Timer: |defau1t (5 s) |v|Go|Test Manager | Display || Create | Mty || Batch Modify | | Delete |

Armageddon: Kernel Accelerated Connections
Name EID State Endpoints (A e B) |PktTxA-B|PktTiA«B| bpsA—-B|bpsA«B| AvgRTT |RegA =B |ReqA«B| Rpt1
macgen 14....|Stopped macgen-A <=> macg... 4] 0 0 0 0 80,000 1 1

Armageddon: Kernel Accelerated Connection Endpoints

Name EID |Run| Script Pps TX Pps RX T Pkts Rx Pkts T Bytes Rx Bytes | Dropped | Rx Drop % |CX Droppe
macgen-A |1.1.2.19 [] |[None 0 0 0 0 0 0 0 0
macgen-B |0.0.65... [] [None 0 0 0 0 0 0 0 0
[«] Il | Iv]

Logged in to: brent-6port:4002 as: Admin

A. In the Armageddon tab, click the Start button. Traffic will begin.

Layer 3 Testing on Windows

Goal: Test layer-3 connection throughput between two Windows hosts.
This scenario involves installation on one physical Windows 7

workstation with three network ports and a Windows XP ' ooe
virtual host with four network ports running within VirtualBox.
We will create a pair of layer three connections and see test
results. —
System
System Under Test Under Test LANforge GUI
|
V!t | Host
irtual Hos v

System
Under Test

1. Configure Virtual Guest Windows machine
A. Note: LANforge installations on Windows are not able to change the IP of ports. Please do this before
running LANforge.



B. Set up four network ports on the virtual guest. This example shows three ports connected to the host
machine over bridge interfaces.

Oracle VM VirtualBox Manager

Fle Machine Help

. n
éHw} {-:.} g {E} Details [&) Snapshots (1)

Mew Settings Start Discard

@: General l@. Preview
Mame: IE8 - WinXP

Operating System: Windows XP

[1] system

Base Memory. 512 MB

Processors: 2

Boot Order: Floppy, CD/DVD,

Hard Disk
Acceleration:  VT-x/AMD¥, Nested
Paging, PAE/NX

Display

Wideo Memory: 64 MB
Remote Desktop Server Port: 8002
VWideo Capture: Disabled

[&] storage

{2 Audio

LF IEB - WinXP [clean)

i (T Powered Off

@ Network
Adapter 1: PCnet-FAST IIl (NAT)
Adapter 2: PCnet-FAST Il (Bridged Adapter, bro)

Adapter 3: PCnet-FAST Ill (Bridged Adapter, brl)
Adapter 4; PCnet-FAST Il (Bridged Adapter, br2)

(¥ USB
[l Shared folders

MNaone

L:_;) Description

C. Set the IPs for the various ports using the Windows Network Settings control panel.

A. Local Area Connection: DHCP This is the defaulf VirftualBox NAT port. We'll leave this one as a backup port for safety
sake.

B. Local Area Connection 2 192.168.1.201, we will use this for normal LAN and LANforge communications
C. Local Area Connection 3: 10.26.39.1, for LANforge use.

D. Local Area Connection 4 10.26.39.10, for LANforge use.

For more information see Windows IP Address

D. Review the IPs for the various ports using netsh.

C:\Documents and Settings~IEUser>netsh interface ip show address

Configuration for interface "Local Area Connection 3"
DHCF enabled: Mo
IP Address: 1A.26.39.18
SubnetMaszk: 255.255.255.9
InterfaceMetric: a

Configuration for interface "Local Area Connection 2"
DHCP enahled: Yes
InterfaceMetric: a

Configuration for interface "Local Area Connection 4"
DHCP enabled: o
IP Address: 18.26.39.11
SubnetMaszk: 25L.255.255.8
InterfaceMetric: a

Conf iguration for interface "Local Area Connection"'
DHCF enabled: Yes
InterfaceMetric: a

C:\Documents and Settings“IElUser>



http://www.candelatech.com/cookbook.php?vol=misc&book=Windows+IP+Addresses

E. Sef up network ports on the Windows workstation. The configuration includes one physical port on the
motherboard and a four-port Intel PCle card.

A. Local Area Connection: 192.168.100.39, we will use this for normal LAN and LANforge communications
B. Local Area Connection 2 10.26.39.2, for LANforge use.
C. Llocal Area Connection 3: 10.26.39.3, for LANforge use.

D. Local Area Connection 4 10.26.39.4, for LANforge use.

F. Make sure your LANforge client GUI can ping the IP of the virfual guest management port.
G. Make sure your LANforge Manager can ping the IPs of the virtual guest management ports.

H. If necessary, configure the Windows firewall to allow ICMP packets. Or disable the Windows firewall.

File Action View Help
e A =]
P Windows Firewall with Advance B et hiTs Actions
&3 Inbound Rules [ -
Mame Group Profile Enablec ~ || Inbound Rules |-
Qutbound Rules . -
5’-_- Connection Security Rules @Java(TMj Platform SE binary Public Yes | @l NewRule.
. B, Monitoring Java(TM) Platform SE binary Public Yes T Filter by Profile =
L/ ping All Yes -
@ TightVNC All Yes Filter by State 4
.Branch(a:he Content Retrieval (HTTP-In)  BranchCache - Content Retr...  All Mo T Filter by Group L=
.Branch(a:he Hosted Cache Server (HTT... BranchCache - Hosted Cach...  All Mo View »
.Bran(h(a{ha Peer Discovery (W5D-In) BranchCache - Peer Discove...  All Mo G Refrech
Gl Tes|
.Cnnnect to a Metwork Projector (TCP-In)  Connect to a Network Proje...  Private.. Mo =
@ Connect to a Network Projector (TCP-In) ~ Connect to a Metwork Proje..  Domain  No - || = ExportList..
< mn KN m + Fl Help -

2. Install LANforge Server on the Windows workstation

&< LANforge-Server 5.2.11 Installer Setu

Welcome to LANforge-Server 5.2.11
Installer Setup

Setup will guide you through the installation of
LaNforge-Server 5.2, 11 Installer.

Itis recommended that you close all other applications
before starting Setup, This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

A. Make sure you install WInPCAP if it is not already installed.



B. Afthe end of the LANforge Server install, launch the LANforge Configuration Ufility

LANforge-Server 5.211 was installed. You should run the LAMNforge configuration
tool and tell it to write out new config files before starting LANforge, Do you
want to run the LANforge configuration too'*:w?

. Setthe Realm to 1
. Set the Resource to 1

. Set the Mode to Both

g 0 w »

. Set the Management port to the local LAN addressed port.

Basic | Logging | Network | Clustering [ Advanced |

Setup Mode @ Let's configure LANforge Server!

e Your LANforge system should be configured for a specific
Realm, with a Management Port, and as a Manager, a
Management Device

Realm IP:  192.168.100.39 Ine LANforge system will have the
MAC:

GUTI 1-4439-ab
/1000 pt quad port Ip __P (the stand-alone realm)

Mame: local area connection 1 (the only LANforge in the realm)
P 10.26.39.2 fh (Both a Manager and a Resource)
MAC: 00:15:17:d1:91:42
GUID: {417c45d9-56ad-4451-9dds-1ff513164bdc}
(intel{r) prof1000 pt quad port Ip server adapter #2)

Name: local area connection 2
IP: 10.26.39.3
MAC: 00:15:17:d1:91:41
GUID: {cab7foc2-a728-468b-8d2d-3922059c1feb}
(intel{r) pro/1000 pt quad port Ip server adapter #3)

MName: Local Area Connection 4 I (a clustered realm)
IP: 10.26.39.4
MAC: 00:15:17:d1:91:40 a
GUID: {c45%e0d1-7347-436f b7fc-fb2dd0053cfb}
(intel{r) pro/1000 pt quad port Ip server adapter #4)

forge systems, pick a single realm
-254 for all LANforge systems to be

lager is also a Resource and will have the




C. Apply the configuration and LANforge Server will start in Manager mode.

F N
4| LANforge Installation and Configuration o | B %
4
Basic | Logging I Metwork I Clustering ndvanced| "
Setup Mode |(§) Both (¥) Resource ) Manager|
Management Device 1-4451-9dds-1ff51316%bdc} v |

Reaim

[¥] Restart on Apply ’ Apply ] [ Exit LANforge Config ]

WValidating LANforge configuration...
...Validated.

Validating network configuration...

..validated.
Saving LANforge configuration
... 3aved.
Stopping LANforge server...
...2topped...
Applying LANforge configuration...
...2pplied.
Checking for management interface...
.. .management network interface has detected link.
Restarting LANforge sServer...
...restarted
# LANforge server configured.
# LANforge server successfully restarted.

R

Return to LANforge Config | | ExitLANforge Canfig |

D. Click the Exit LANforge Config button. Leave the LANforge Server running (you may minimize the DOS
windows.)



E. Desktop icons allow you fo start and configure LANforge Server later.

NConfigure T _.i*-il:k W
L NOTgE . %_‘r Lk _

3. Install the LANforge GUI on the Windows workstation.

i LANforge-GUI 5.2.11 Setup [

Welcome to LANforge-GUI 5.2.11
Setup

Setup will guide you through the installation of LAMforge-GUI
5.2.11.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

R

A. Don't forget to install the licences.

;

QontroI|Bepurting Tear-Off Info Plugins

Connect | Stop All | | Restart Manager | HELP

Disconnect
Client Admin or Login eneric rTestMgr rTestGroup rResourceMgr rEventLog rAIerts rPortl.l'Igr rMessages |

| L3Endps [ VoIPRTP | VoIPIRTPEndps | Armageddon [ WanLinks | Aftenuators | Collision-Domains |

Debug

Preferences nfo Current Users Test Configuration Database

Install Licgnse * Admin from:127.0.0.1
%achine

Shutdown days. |
Exit Name: | | | Delete |
|

List: |DF LT | - | | Load

Load Behavior: |Choose One |VH Save
Support expires in: 359 days. |

Download DB ‘ | Show.

[« [ [Tv]
q Il [T
Virtual Shelf 1

Resource 1 Resource 2

1 [ 1 [
] [l
1 [ 1 [
1 (] [l

‘ Netsmith | Netsmith |

Logged in to: localhost:4002 as: Admin

4. Install LANforge Server on the virtual guest



Make sure you install WinPCAP if it is not already installed.

B. At the end of the system install, launch the LANforge Configuration Utility

Set the Mode to Resource

LANforge Installation and Configuration

Set the Management port to the local LAN addressed port.

CEX

Biasic ‘Lngging Network | Clustering | Advanced

@ Setup Mode
@ Resource 1D

() Both (3) Resource () Manager

[
l

GUID:

Name:
IP:
MALC:
GUID:

@ Management Device {6e43ac27-203f-45a0-9c0e-7IC382790d27 ) v
Name: local area connection ~
@ Realn IP: 10.0.2.15
MALC: 02:00:27:55:F3:64
GUID: Jra3dz2dbn-Geas-4cfb-bsze-beel at

{amd pcnet family poi ethernet adapter - packet sc

(amd pcnet Family po ethernet adapter #3 - packe

local area connection 3
10.26.39.10

08:00:27:db:21:e7
164533db0-7658-4460-9449-41dE

local area connection 4
10,26,39.11

Close Help ]

|3

Let's configure LANforge Server!

Your LANforge system should be configured for a specific
Realtn, with a Managerment Port, and as a Manager, a
Resource or Both.

A typical stand-alone LANforge systern will have the
followring walues:

® Fealm 255 (the stand-alone realm)
@ Resource | (the only LANforge in the realm)
# Mode Both (Both a Manager and a Resource)

For clustered LANforge systems, pick a single realm mumber
between 1-254 for all LANforge systems to be clustered
together.

Typically, the Ianager is also a Fesource and will have the
followring settings:

@ Realm 101 (a clustered realm)

03:00:27:F7:43ica
{62297109-0a7c-4753-a525-bf 1E

Apply ” Exit LANForge Config ]

_ {amd pcnet family poi ethernet adapter #4 - packe -

E. Setthe Realm o 1

F. Set the Resource to 2

LANfarge Installation and Configuration

Easic |L0gging Mebwork | Clustering | Advanced

@ Setup Mode
@ Resource ID

() Both (&) Resource () Manager

[
I

|{694Sac27-2c3F-45ac-9c05-79c382790d2?} i

@ Management Device
@ Realm

—

Close Help

|

Let's configure LANforge Server!

Your LaNforge systemn should be configured for a specific
Realtn, with a Managernent Port, and as a hanager, a
Resource or Both.

A typical stand-alone LANforge system will have the
following values:

& Realm 255 (the stand-alone realm)
@ Rezource 1 (the only LANforge in the reatm)
& Mode Both (Baoth a IManager and a Resource)

For clustered LANforge systems, pick a single realm mumber
between 1-254 for all LAMNforge systetns to be clustered
together.

Typically, the Manager is also a Resource and will have the

following settings:

& Fealm 101 (a clustered realm)

Reset to Defaults Restart on Apply [ Apply ] [ Exit LAMForge Config ]




G. Apply the configuration and LANforge Server will start in resource mode.

Nforge Data Generator

e2hflbh4 Fix build on Rasphbhian <raspherry PI ARM appliance’
5932318a Re—enable libsndfile on Andreoid.
B8A2725%6 Fix build on android cross—compiler {ARM}>.

Borrow the checksum logic from dev_hard_start_xmit.
Uze saved ‘len’ instead of asking skbh each time.
7lec3iB4a wanlink: Remove un—used wariabhle.

iptables:

425aeaal iptables~-android: Fix cross—compile to android NDK.

51348f7h extensions: libxt_connlabel: use libnetfilter_conntrack

a?63e217 extensions: libipt ULOG: man page should mention MFLOG as replacement

More cross—compile breakage.
6f1bh283d Fix build breakage on normal systems.
hcS6f8e8 iprouteZ2/android: Allow cross—compiling with Android HDK.

Server[CLI] listening on: B.0.8.0:48081

Gerver[GUI] fd: 1884 listening on: B.A.A.A:4802

UDP Discovery Port fd: 1792 listening on: B.A.60.A:4082
BTBITS protocol initialized, r»unning.

5. Create Layer 3 connections
A. In the Layer-3 tab, click Create

Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | HELP

File-ID rLayer-tl rGeneric rTeslMgr rTeslGroup rResourceMgr rEvenlLog rAIerls rPorlMgr rMessages |
Status Layer-3 f L3 Endps r VolPIRTP r VolPIRTP Endps r Armageddon r WanLinks r Attenuators r Collision-Domains |

Rpt Timer: |:'ast {1 a3) |V|Go| Test Manager |EIII |V| | Select All || Start || Stop || Quiesce || Clear ‘
View |0 200 |v|eo| | Display || Crgatek“ Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State PktTxA—-B| PkiTxA+B Rate A+ B ‘ Rate A+ B ‘ Rx Drop % A| RxDrop % B| Drop Pkis A | Drop Pkt

[l

Logged in to: localhost:4002 as: Admin




B. Inthe Level-1 box, create the first cross connect:

H Sync || Batch-Create H Apply H 0K || Cancel |

Min Tx Rate:
Max Tx Rate:
Min PDU Size:
Max PDU Size:
IP ToS:

Pkts To Send:

Cross-Connect

|w'.’—ad1_x p-ad2

| LANforge | TCP

|v|

Endpoint A

Endpoint B

1 (atlantis)

!galed the Cross-Connects type. |

hd

|+ |2 tie6winxp)

1 (ad1)

| v |2 (ad2)

|v|

|1onu { 100 Mbps

) |v||lUUH { 100 Mbps ) |v|

|Sa.mE

g seee M

|'rcp Fld (1,460 B)

|v||'ICP Fld (1,460 B)

Same

w | |Same

Best Effort [{1}]

w | |Best Effort {0}

|Infinite

|v||Infinite

. Name the Cross Connectto w7-adl_xp-ad2
. The CX Type is LANforge / TCP
. Set the Endpoint A Resource to Windows 7

. The Endpoint A Port to the first 10.x addressed portf,adl

m O 0O wm >

. Set the Endpoint A Min PDU Size fo TCP (1460 B)

-

. Set the Endpoint A Min Tx Rate fo 100Mbi t. This is a limit of the XP guest.

. Endpoint B Resource: XP Guest

T ©

. Endpoint B Port: ad2

|. Endpoint B Min Tx Rate: 100Mbi t

J. Set the Endpoint B Min PDU Size to TCP (1460 B)

K. Set the Endpoint B Min Tx Rate fo 100Mbi t. This is a limit of the XP guest.

L. Click OK to commit those settings

C. For the second cross connect, click Create in the Layer-3 tab.



D. Inthe Level-1 box, create the second cross connect:
%) w7-ad2_xp-ad3 - C
Gl m ] [os | sme || ownceme

Cross-Connect
CX Name: |w?—ad2_xp—ad3|
CX Tvpe:

| LANforge | TCP

Endpoint A Endpoint B
1 (atlantis) |+ |2 tie6winxp)

12 (ad2) | v | |3 (ad3)

Min Tx Rate: |1onu { 100 Mbps ) |v||1onu { 100 Mbps )

Max Tx Rate: |Sa-mE |v||5ame

Min PDU Size: |'rcp Pld (1,460 B) |v||'ICP Pld (1,460 B)

Max PDU Size: Same w | [Same

IP ToS: Best Effort [{1}] w | |Best Effort {0}

Pkts To Send: |Infinite | - | |Infinite

. Name the Cross Connectto w7-ad2_xp-ad3
. The CX Type is LANforge / TCP
. Set the Endpoint A Resource to Windows 7

. The Endpoint A Port will be the next free 10.x port,ad2

m O 0O m >

. Set the Endpoint A Min PDU Size fo TCP (1460 B)

-

. Set the Endpoint A Min Tx Rate fo 100Mbi t. This is a limit of the XP guest.

. The opposite end Endpoint B Resource is the XP Guest

T ©

. Set the Endpoint B Port to ad3
|. Set the Endpoint B Min PDU Size fo TCP (1460 B)
J. Set the Endpoint B Min Tx Rate fo 100Mbii t. This is a limit of the XP guest.

K. Click OK to commit those settings

E. In the Layer-3 tab, you will now see your two cross-connects:

([Z] LANforge Manager Version(5.2.11)

Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager |

File-10 rLayer4 rGeneric rTestng rTestGroup I’Resouroeﬂgr rEventLog r/AIerts I/Port Mar rHeswges |
Layer3 | L3Endps | VoIPRTP | VoPRTPEndps | Armageddon | Wanlinks | Attenuators | Collision-Domains

Rm'l'lmer:|fﬂat {1l s) |V|Go|1eslh|anaqer|all |v| | Select All || Start || Stop || Quiesce || Clear ‘

View |D-ZDD |V|Go| | Display H Create || Modify || Delete |

Cross Connects for Selected Test Manager

Name Type State PktTxA—-B| PktTxA+B Rate A+ B Rate A+ B Rx Drop % A| RxDrop % B| Drop Pkis A | Drop Pkt

w7-ad1_xp-ad2 |LF/TCP |Stopped 0 0 0 0 0
w7-ad2_xp-ad3 |LF/TCP |Stopped 0 0 0 0 0

[l

Logged in to: localhost:4002 as: Admin

6. Start Layer 3 connections
A. Highlight the connections

B. Click Start



C. You will see data transferring along the cross connects.

Control Reporting Tear-Off Info Plugins

| Stop All | | Restari Manager |

File-10 rLayerA rGeneric rTestng rTestGroup rResouroeng rEventLog fAIerts |/Port Mar ruesuges |
Layer3 | L3Endps | VoIPRTP | VoIPRTPEndps | Armageddon | WanLinks | Attenuat
-]

s r Collision-Domains

Rpt Timer: |fas1: {1 3) |v Go| Test Manager |a||

| Select All || Start || Stop || Quiesce || Clear ‘

View |0-200 |V|Go| | Display H Create || Modify || Delete |

Cross Connects for Selected Test Manager

Name

PktTxA—+B

PkiTx A+ B

Rate A—+B

Rate A+ B Rx

Drop % A | RxDrop % B

Drop Pkis A

Drop Pkt

w7-ad1_xp-ad2

34,786

41,408

23,834,133

23,704,607

w7-ad2_xp-ad3

35,306

20,356

23,012,674

27,122,851

0 0
0 0

0
0

[4] |

Logged in to: localhost:4002 as: Admin

D. Highlight both connections and click Display to see the connection statistics for each. Here is the first:

point: w7-ad1_xp-ad2- N Ipoint: w7-ad1_xp-ad2-
Port Endpoint iz RT-Lat e 1W-Lat v Port Endpoint RT-Lat 1W-Lat
Resource: atlantis EID: 1444 e Avg:30 AVg-B357  packets: Resource: ieGwinxp EID: 1222 Avg:28 AvQ8380
ey 11.650 wm.ams 12.650 o
Port: ad1 MinTX: 100 Mbps oo b Port: aaz MinTX: 100 Mbps
25 130
P: 10.26.30.3 MaxTX: 100 Mbps = 1P: 10.26.30.10 MaxTX: 100 Mbps
270 e o
bpsTX:  13.748 Mbps RXRate: 37.636 Mbps | 30 e T bpsTX:  10.583 Mbps RXRate: 20.820 Mbps | T o
PPSTX: 1727 RX Pkts: 97204 == Favs ¢ 245 |Dropped: PPSTx: 1213 RX Pkts: 76224 g famg e M85
bpsRX: 8.7 Mbps RX Drop: 0 [1024 1024 Wy bpsRX:  8.393 Mbps RX Drop: 0 1024 1024
PpSRX: 997 TX Pkts: 76540 ’S 2 03 : PDSRX: 1067 TX PKts: 97021 ’S : 03 :
Errors: 0 Type:  LFTCP o Drops ” Errors: 0 Type:  LFTCP 1o Drops
20 20
& Avg:0 { 0 Avg0
. o 0o P 00
=1 2o Packets: Fotme 0
o a0
-
pesy 97294 =0
Sizo Siza
fazca 220 w0 2'20
e Fars e Fams
1024 Dropped: f1024
o |32 F32
RX-Error-Pkts  RX-Dropped-Plds — Rx Throughput 0 0 RX-Error-Pkts ropped-Pkts  Rx Throughput 0
[] pause Display ‘ Print ‘ | stop ‘ | sync ‘ ‘ Dynamic Report | | Wodify ‘ ‘ Clear | | Close |

E. Here is the second:

point: w7-ad2_xp-ad3-A — A point: w7-ad2_xp-ad3-
Port Endpoint v RT-Lat  omos  fWlat v Port Endpoint 122w RT-Lat T-Lat
Resource: atlantis EID: 1123 @17 Avg:25 somm  AVQ-B356  |packets: Resource: iewinxp EID: 1234 1218 Avg:30 Avg 8387
oy 11.648 am azne o 11.650 aw om0
Port:  ad2 MinTX: 100 Mbps o b Port:  ad3 Min TX: 100 Mbps e
w 75 507
P 10.26.39.2 MaxTX: 100 Mbps =48 IP: 10263911 MaxTX: 100 Mbps i
= =
bpsTX:  35bps RXRate: 37535Mbps | =20 . . bpsTX: 12184Mbps | RXRate: 31.77 Mbps =0l . .
PPSTC 0 RX PKis: 102340 =y 5 ot 245  Dropped: PPSTx: 1421 RX PKis: 85165 5 M M5
bpsRX:  10.125 Mbps RX Drop: 0 1024 1024y bpsRX:  10.182 Mbps RX Drop: 0 1024 1024
32 3 3 32
PpsRX: 1180 TX Pts: 84980 5 5 PpsRX: 1279 TX Pkts: 102660 5 o
Errors: 0 Type: LFTCP o Drops » Errors: 0 Type: LFITCP 10 Drops
20 20
o] Avg0 { e Avg0
e s e A asmem 50 0o
] Packets: Fasm 0
s a0
o :
= 102340 i
e iz
ea 20 o) 0
e 2M5 e 245
1024 Dropped: 1024
o 12 . 32
RX-Emor-Pkis  Rx-Dropped-Fkis Rx Throughput 0 o R-Error-Phts ropped-Pkis  Rx Throughput 0
[] Pause Display ‘ Print ‘ | Stop. ‘ | sync ‘ ‘ Dynamic Report | | Modify ‘ ‘ Clear | | Close |

LANforge File-10 with CIFS and NF




Goal: Create a series of MAC-VLAN based clients to emulate CIFS and NFS traffic.

This cookbook connects a LANforge system to a file server with CIFS and NFS shares

available. The file server in this example will be 10.26.1.3. It will be sharing s
smb://10.26.1.3/fileio and 10.26.1.3:/home/fileio. We will create ten readers /\/\
and ten writers for each file sharing protocol. This demonstrates using the Batch Create | — |
toolin the FilelO tab. LANforge GUI
System Under [
Test

| LANforge FIRE |

, R | e

File Server

System
Under Test

1. Create initial MAC VLANS for our emulated endpoints. In the Port Mgr tab, highlight a a non-management
port on your LANforge FIRE system and click Create.

E LANForge Manager Version(5.2.11) + 0 X
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

Layer-4 rGeneric rTest Mgr rTest Group rF{esource Mgr rPPP-Links rEvent Log rAIerts rPort Mgr rMessages |
Status | Layer3 | L3 Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | Collision-Domains | File-10 |

Disp: [192.168.100.27:0.0 || Sniff Packets | | clear Counters || ResetPort || Delete |

Rpt Timer: |medium (8 s) |V|| Apply | | View Details | | Create | Maodify || Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.

ate a virtual interface of some type. |

Port |Pha..|Down IP SEC Alias RX Bytes | RX Pkts Pps RX bps RX | TXBytes | TXPkts Pps TX bps TX
1.1.00 L] [] [192.168.100.26 |0 p33pl 46,720,... 54,270,... 65| 339,564 52,813,...| 55,429,... 36| 689,1( ]
1.1.01 L] [] [0.0.0.0 0 wiphy0 123,118...[433,631... 0 0] 19,431,.../103,820... 0 =
1.1.02 L] [] [0.0.0.0 0 wiphyl 7,878 54 0 0 0 0 0
1.1.03 L] [ ] [10.26.1.2 0 plpl 149,272...[114,753... 0 17|17 7.396... 1 33.066... 0
1.1.04 [] [v] [0.0.0.0 0 wland 0 0 0 0 0 0 0
1.1.05 L] ] [0.0.0.0 0 wlanl 0 0 0 0 0 0 0 hd
4] I | [

Logged into: 192,168.100.26:4002 as: Admin




A. Create 40 MAC VLANS with IPs starfing af 10.26.1.10.

B cnerewts o ox

® MACVLAM (0802 1QWVLAN 0 Redirect () Bridge ) GRE Tunnel
VWIFI 5TA O WIFi VAP 2 WiFi Manitor

Shelf: Resource: = Port: |3 (plpl) |V|
WLAN ID: [ DHCP-Pv4
Parent MAC: DHCP Client ID: | [-]
MAC Addr: oo 260 %44 [+] P Address: 10.26.1.10 | Global IPve: [auTO |
Quantity: 40 | 1P Mask or Bits:  [255.255.255.0 | Link IPve: [auTo |

Gateway IP: [ | 1Pve Gw: [auTO |
#1 Redir Name: #2 Redir Name:
STA ID: SsID: | [~]
WiFi AP: Key/Phrase:
[]Use WPA [ Use WPA2 [JUse WEP
[l Down
Apply ! Cancel

. Select MAC-VLAN
. Choose either *:*:%:%:%:% (random) or select a starting MAC address, like00:26: % :%:%:*
. Enfer 10.26.1.10 and 255.255.255.0for the IP and netmask.

. Set Quantity to 40.

m O O m >»

. Click Apply to create the MAC VLANSs.

F. Click Cancel to close the Create window.



B. See the 40 MAC VLANSs in the Ports tab.

LANForge Manager Version(5.2.11) + 0 X
Control Reporting Tear-Off Info PBlugins
| Stop All | | Restart Manager | ‘ Refresh | | HELP |
Layer-4 rGeneric rTest Mgr rTest Group rResource Mgr r PPP-Links r Event Log rAIer‘ts r Port Mgr r Messages |
Status r Layer-3 r L2 Endps rVoIP.’RTP r VolP/RTP Endps r Armageddon r WanLinks r Attenuators r Collision-Domains r File-10 |
Disp: [192.168.100.27:0.0 || sniff Packets | | clear counters || Reset Port || Delete | N
Rpt Timer: |med1um (8 s) |V| | Apply | ‘ View Details | | Create ‘ | Modify | ‘ Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resources.,

Port |Pha... Down IP SEC Alias RX Bytes | RXPkts Pps RX bps RX | TXBytes | TXPkts Pps TX bps TX
I |- |- ITU 25T U FIPI I, wo| LA TS 30 14 I I LT DT .‘L..T
1.1.04 L] v [0.0.0.0 0 wlan0 0 a 0 0 0 a 0 -
1.1.05 L l»] 10.0.0.0 0 wlanl 0 a 0 0 0 a 0
1.1.08 L Ll |10.26.1.10 0 plpl#0 0 1] 0 0 548 2 0 14
1.1.07 L Ll |10.26.1.11 0 plpl#l 0 1] 0 0 548 2 0 14
1.1.08 L Ll |10.26.1.12 0 plpl#2 0 1] 0 0 548 2 0 14
1.1.09 L Ll |10.26.1.13 0 plpl#3 0 1] 0 0 548 2 0 14
1110 L Ll |10.26.1.14 0 plpls#4 0 1] 0 0 548 2 0 14
piE Al L Ll |10.26.1.15 0 plpl#5 0 1] 0 0 548 2 0 14
el L Ll |10.26.1.16 0 plpl#6 0 1] 0 0 548 g 0 14
pL1ials [] [1 [10.26.1.17 0 plpl#7 0 1] 0 0 738 9 0 14
jE Rl [] [1 [10.26.1.18 0 plpl#d 0 1] 0 0 548 g 0 14
11l [] [] [10.26.1.19 0 plpl#9 0 1] 0 0 548 g 0 14
el [] [] [10.26.1.20 0 plpl#l10 0 1] 0 0 548 g 0 14
IS [] [1 [10.26.1.21 0 plpl#ll 0 1] 0 0 548 g 0 14
ISToE [] [1 [10.26.1.22 0 plpl#lz 0 1] 0 0 548 g 0 14
Al [] [1 [10.26.1.23 0 plpl#l3 0 1] 0 0 548 g 0 14
1.1.20 L] [1 [10.26.1.24 9] plpl#l4d 0 a 0 0 726 9 0 13|
piraeal L] [1 [10.26.1.25 9] plpl#l5 0 a 0 0 738 9 0 14
N33 L] [] [10.26.1.26 9] plpl#l6 0 a 0 0 G438 g 0 14
11.23 | [] | [] [10.26.1.27 0 plpl#l7 0 0 0 0 648 B 0 12=
1.1.24 10.26.1.28 9] plpl#ls 0 a 0 0 G438 g 0 14
LI 10.26.1.29 9] plpl#l9 0 a 0 0 G438 g 0 14
126 10.26.1.30 9] plpl#20 900 5] 0 134 738 9 0 14
IS37 10.26.1.31 9] plpl#2l 0 a 0 0 G438 g 0 14
128 10.26.1.32 9] plpl#22 0 a 0 0 G438 g 0 14
pEIl] L] [1 [10.26.1.33 0 plpl#23 0 0 0 0 536 g 0 1]
1.1.30 L] [] [10.26.1.34 0 plpl#24 0 0 0 0 238 7 0 1d
IS 3T L] [1 [10.26.1.35 0 plpl#25 0 0 0 0 238 7 0 1d
iSies L] [] [10.26.1.36 0 plpl#26 0 0 0 0 238 7 0 1d
L1 L] [1 [10.26.1.37 0 plpl#27 0 0 0 0 238 7 0 1d
1.1.34 L] [] [10.26.1.38 0 plpl#28 0 0 0 0 536 g 0 1]
1L L] [] [10.26.1.39 0 plpl#29 0 0 0 0 238 7 0 1d
HSiesSE L] [1 [10.26.1 .40 0 plpl#30 0 0 0 0 238 7 0 1d
ISIES L] [] [10.26.1.41 0 plpl#3l 0 0 0 0 238 7 0 1d
HSIES 8 L] [1 [10.26.1.42 0 plpl#32 0 1] 0 0 238 7 0 1d
HSIess L] [] [10.26.1.43 0 plpl#33 0 1] 0 0 238 7 0 HE—
1.1.40 L] [1 [10.26.1.44 0 plpl#34 0 1] 0 0 238 7 0 1d
1.1.41 L] [] [10.26.1.45 0 plpl#35 0 1] 0 0 238 7 0 1d
1.1.42 L] [] [10.26.1.46 0 plpl#36 0 1] 0 0 636 g 0 1]
1.1.43 L] [] [10.26.1.47 0 plpl#37 0 1] 0 0 238 7 0 1d
1.1.44 L] [1 [10.26.1.48 0 plpl#38 0 1] 0 0 238 7 0 1d
1.1.45 L] [] [10.26.1.49 9] plpl#39 0 1] 0 0 726 9 0 <
[4] I \ [v]
Logged into: 192.168.100.26:4002 as: Admin

For more information see GUI Users Guide

2. Create your first FilelO NFS Endpoint. In the FilelO tab, click Create.
Version(5.2.11)

LANforge Manager

Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP |
Filed0 rLayer—d rGeneric rTest Mgr rRescurce Mgr rEvent Log rAIer‘ts rPort Mgr rMessages |
Status Layer-3 L3 Endps Armageddon I WanLinks I Attenuators |
| Selact all || Start || Stop || Quiesce || Clear |
Rpt Timer: [fast (1 s) ¥ |Go| Test Manager_
| | | | _= | Create || Modify || Batch Modify || Delete |
Cross Connects for Selected Test Manager
Name EID Type Status Read-Bps | Rx-Bps-20s | Files-Read Buf-RD Bytes-RD | Write-Bps | Tx-Bps-20s| Files-WR
[4] I | [



http://www.candelatech.com/lfgui_ug.php#port_cr

A. Use the following settings fo create a NFS reader writer endpoint.

L Create/Modify File Endpoint "o ox
Name:  pfowrter | RptTimen — Test Hansger
Min-RW-Size: Max-RW-Size: Min File Size: : Max File Size:
Min Read Rate: I:D Max Read Rate: I:D Min ‘Write Rate: n Max Write Rate:
File #: 2|+ oirectory: [nuTo | Mount-pir. ) |
Server: [10.26.1.3:/home/fileio | options: [ |
iscsivolume: | | RetryTimer: s sy [+
— i [

[ sync-after-write [] Sync-before-Close []Use O_DIRECT []Use O_LARGEFILE []Do-CRC []Unlink

[¥] Verify-Mount  [i”] Auto-Mount Un-Mount []Lazy Unmount []Force Unmount

Custom payload (in HEX)

‘ Apply ‘ | oK | ‘ Batch-Create

| Cancel

. Enter nfs-writer for the name.

. Select NFS for FS-Type

. Use the first MAC-VLAN p1p1#0 for Port
. Select 2KB for the Min-RW Size

m O 0O m »

. Choose 1MB for the Max-RW Size

-

. For Min File Size choose 10KB

. Then for Max File Size choose 25MB

T O

. The Min Write Rate is the minimum inbound line rate, start at 100Mbps
I. Then set the Max Write Rate at 1Gbps

J. Set the number of files written per connection: setFile # to 2

K. Now we specify the NFS server: set Server to 10.26.1.3:/home/fileio
L. You can leave Directory, and Mount-Dir at AUTO

M. Click OK to commit the settings.

3. In the File-10 tab, select the endpoint you just created and click Modify

LANforge Manager Version(5.2.11) + - 0OX
Contral Reporting Tear-Off Info Plugins
| Stop all | | Restart Manager | | Refresh | | HELP |
Filed0 rLayer-d rGeneric rTest Mgr rF{esource Mgr [ Event Log rAIerts rPort Mgr rMessages |
Status I Layer-3 I L3 Endps Armageddon I WanLinks I Attenuators |
Select All Start Stop Quiesce Clear
Rpt Timer: |fast (1s) |V|Go| Test Manager | || || || || |
| Create || Modify || Batch Modify | | Delete |
Cross Connects for Selected Test Manager
Name EID Type Status Read-Bps | Rx-Bps-20s| Files-Read Buf-RD Bytes-RD | Write-Bps | Tw-Bps-20s| Files-
nfs-writer [1.1.6.37 [NFS  |Stopped 0 0 0 0 0 0 0
[
[ Il | - [ o]
Logged into: 192.168.100.26:4002 as: Admin




A. The File-10 Details dialog appears. Click the Batch Create button at the bottom of the screen.

E File-IO Batch Creator: nfs-writer + - 0OX

nfs-writer0l, nfs-writer02 ... nfs-writer09
Resources: 1,1 ... 1

Ports: plpl#l, plpl#2 ... plpl#9

Quantity: I:l Number of Digits: Zero Pad
Starting Name Suffix: lli Name Increment: lli

Resource Increment A: loi

Port Increment A: lli

Directory Increment: lli

Mount-Dir Increment: lli

Prefix Increment: lli

Volume Increment: lli

B. Enfer these values into the Batch Create dialog:
A. Quantity should be 9

B. Number of Digits should be 2
C. Click Apply

C. Close the Batch Create window. You will see the new endpoints.

LANforge Manager \Version(5.2.11)
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |
F File-10 r Layer-4 rGeneric rTest Mgr rResource Mgr r Event Log rAIer‘ts r Port Mgr r Messages |
Status I Layer-3 I L3 Endps I Armageddon I WanLinks I Attenuators |
) | Select All || Start || Stop || Quiesce || Clear |
Rpt Timer: |fast (1 s) |v|Go| Test Manager | — || Modiy || Bateh Modry | | Deleto |

Cross Connects for Selected Test Manager

Mame EID Type| Status | Read-Bps| Rx-Bps-20s| Files-Read| Buf-RD | Bytes-RD | Write-Bps | Tx-Bps-20s | Files-WR | Buf-WR

nfs-writer 1.1.6.37 |NFS |Stopped
nfs-writer0l |[1.1.7.38 |NFS |Stopped
nfs-writer02 |[1.1.8.39 |NFS |Stopped
nfs-writer03 |1.1.9.40 |NFS |Stopped
nfs-writer04 [1.1,.10.41 |NFS |Stopped
nfs-writer0S [1.1.11.42 |NFS |Stopped
nfs-writer08 |1.1.12.43 |NFS |Stopped
nfs-writer07 [1.1.13.44 |NFS |Stopped
nfs-writer08 [1.1.14.45 |NFS |Stopped
nfs-writer09 [1.1.15.46 |NFS |Stopped

N
Wy

[=]=]i=]i=][=][=][=] =] =]]=]
[=]=]i=]i=][=][=][=] =] =]]=]
[=]=]i=]i=][=][=][=] =] =]]=]
[s][=][=]je]]e]je]le]le]le]]-)
[=]=]i=]i=][=][=][=] =] =]]=]
[=]=]i=]i=][=][=][=] =] =]]=]
[=]=]i=]i=][=][=][=] =] =]]=]
[=]=]i=]i=][=][=][=] =] =]]=]
ololololololololola

4] I |

-

Logged in to: 192,168.100.26:4002 as: Admin

4. Create initial endpoint for CIFS writer.



B Create/Modify File' Endpoint 4.0 X

CIFS N = Test Manager: [default_tm

16 (plpl#10) [Select the file-system type. Used to help create and verif

el s o] oo oo [-]

Name: cifs-writer Rpt Timer: fast 1 s) FS-Type:

Shelf:

Min-RW-Size: 2k (2 KB)

Resource: 1 (jedtest) Port:

|
f}

Max-RW-Size: M2 (1 ME) Min File Size: Max File Size:

Min Read Rate: I:D Max Read Rate: Min Write Rate: Max Write Rate:
File #: = Directory: |AUTO ‘ Mount-Dir: |AUTO ‘
Server: [10.26.1.3ffileio | options: [ |
iSCSIWVolume: ‘ ‘ Retry-Timer: =

Read/Write: = Quiesce: Pattern: = Prefin AUTO

[] sync-after-write [] Sync-before-Close []Use O_DIRECT []Use O_LARGEFILE []Do-CRC []unlink

[¥] Verify-Mount Auto-Mount Un-Mount []Lezy Unmount [ ] Force Unmount

Custom payload (in HEX)

| Apply | | oK | | ‘ | Cancel

A. Name the endoint cifs-writer

B. Set FS-Type to CIFS

C. Then set the Port to the next open MAC VLAN: plp1#10

D. Sef the Min-RW Size and Max-RW Size fo 2k and 1M

E. For the Min File Size and Max File Size enter 10kB and 100MB

F. The Min Write Rate and the Max Write Rate should be 10 Mbps and 100 Mbps
G. Enter //10.26.1.3/fileio for Server

H. Supply the credentials for the CIFS mount point in Options. For this example, our username and password
are 'lanforge' and 'lanforge’. Write them as options to the mounf command: user=1anforge,passwd=1anforge

I. Click Apply

5. Use Batch Create to create nine more CIFS endpoints. You do not actually need to close theCreate/Modify
window. Click on Batch Create directly.

A. In the Batch Create window, Enter:

File-10"Batch Creator: cifs-writer

cifs-writer0l, cifs-writer02 ... cifs-writer09
Resources: 1,1 ...1
Ports: plpl#11, plpl#l2.. plpl#19

Quantity: l:l Number of Digits: Zero Pad
Starting Name Suffix: lli Name Increment: li

Resource Increment & [0 |

Port Increment A: n ]

Directory Increment: lli

Mount-Dir Increment: lli

Prefix Increment: lli

Volume Increment: lli

A. Quantity is 9
B. Number of Digits is 2
C. Then click Apply



B. In Create/Modify click Cancel

C. Inthe File-10 tab, you will see ten more endpoints.

LANForge Manager Version(5.2.11)
Control Reporting Tear-Off Info Plugins

+ -0 X

Stop All | | Restart Manager | ‘ Refresh |

| Hee |

Layer-4 rGeneric rTest Mgr rTest Group rResource Mgr r PPP-Links r Event Log rAIer‘ts r Port Mgr r Messages |
Status | Layer3 | L3Endps | VolP/RTP | VolP/RTP Endps | Armageddon | Wanlinks | Attenuators | Collision-Domains

[“Filedo |

| selectan || start |

Stop H Quiesce H Clear |

Rpt Timer: |‘Fast 1s) |'|Go‘ Test Manager

| Create || Modify

| Batch Modify || Delete |

Cross Connects for Selected Test Manager

EID MName Type| Status | Read-Bps| Rx-Bps-20s| Files-Read | Buf-RD| Bytes-RD | Write-Bps | Tx-Bps-20s| Files-WR| Buf-WR

Bytes-WR

15,47 |cifs-writer CIFS |Stopped

3

17.48 [cifs-writer0l |CIFS |Stopped

18.49 [cifs-writer02 |CIFS |Stopped

19,50 [cifs-writer03 |CIFS |Stopped

20.51 [cifs-writer04 |CIFS |Stopped

21.52 [cifs-writer05 [CIFS |Stopped

22,53 [cifs-writer06 [CIFS |Stopped

23.54 [cifs-writer07 [CIFS |Stopped

24.55 [cifs-writer08 [CIFS |Stopped

25.56 [cifs-writer09 [CIFS |Stopped

nfs-writer NFS  |Stopped

7.38  |nfs-writer0l [NFS |Stopped

8.39 |nfs-writer02 |NFS |Stopped

9.40 |nfs-writer03 |NFS |Stopped

10.41 |nfs-writer04 |NFS |Stopped

11.42 |nfs-writer0S |NFS |Stopped

12,43 |nfs-writer05 |NFS |Stopped

13.44 |nfs-writer07 |NFS |Stopped

14.45 |nfs-writer08 |NFS |Stopped

L el Lol Ll -l Ll Kl ol Ll Ll Ll ol L o
oloo|lolololoo|olo|lo|olo|loloolololola
oloo|loloclojo|lo|olo|lo|lo|lo|lolololololola
oloo|lolololoo|olo|lo|olo|loloolololola
[=]{=]{=]{=]{=]{=]{=}{=][=]{=][=]{=] =] {=]{=] =]0=] =] f=])=}
[=]{=]{=]{=]{=]{=]{=]{=][=]{=][=]{=] =] [=]{=]f=]0=] =]f=])=}
[=l=1{=1{=]{=]=]{=}{=]{=]{=][=]{=){=]{=Y{=]=T0=]F=]f=] =}
oloo|loloclojo|lo|olo|lo|lo|lo|lolololololola
[=]{=]{=]{=]{=]{=]{=}{=][=]{=][=]{=] =] {=]{=] =]0=] =] f=])=}
oloo|lolololoo|olo|lo|olo|loloolololola

15.46 |nfs-writer09 |NFS |Stopped

ololololo|oc|o|o|o|o|o|o|o|o|o|o|o|o|o|a

e T e I e e e e e e T e e T T =
o
w
=

-
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Logged into: 192.168.100.26:4002 as: Admin

6. We will proceed to creating the same number of NFS reader endpoints by using a writer as a template for a

reader:

7. Open the Modify window of the endpoinf nfs-writer

Shelf:

w
o
=
5]
&
k)
=
-
=
#
n
=}

Resource: 1 (jedtest)
Min-RW-Size: 2k (2 KB) Max-RW-Size: 1ME (1 MB) Min File Size: small (10 KB)

Endp 1D: 37

=1 =
g
@©
w
a
©
g

Iﬁ Create/Modify File Endpoint
T I Lre—

Max File Size: 25M (25 MB)

+ -0 X

[] sync-after-write [] Sync-before-Close []Use 0_DIRECT []Use O_LARGEFILE []Do-CRC []Unlink

[v] Verify-Maunt Auto-Mount un-Mount [ Lazy Unmount [] Ferce Unmaunt

Custom payload (in HEX)

Min Read Rate: [l ( 10 Mbps ) | ] Max Read Rate: [10GM (160 Mbps ) |w] Min Write Rater [007 (100 1hps | |+ | Maxwiite Rater [0 (1 obpe |+
File #: = |+ oirectory: [auTo | Mount-Dir: [auTo |
Server: [10.26.1.3:/homeffileio | options: I |
iSCS1Wolume: ‘ ‘ Retry-Timer: =

Read/Wwrite: = Quiesce: Pattern: = Prefix: nfs-writer] I

The prefix that fi
AUTO will use: [e

| Apply | | oK | | Batch-Create

| Cancel

A. Change the Name fo nfs-reader

B. Set the Port to the next unused MAC VLAN, plpl#20

C. Change Read/Write to Read

D. Set the Min Read Rate and Max Read Rate to 10 Mbps and 100 Mbps
E. To match thisreader to a writer, set the Prefix field to nfs-writer

F. Click Apply

8. Before closing the Modify windows we can use Batch Create to create nine more NFS endpoinfs:



9. Click on the Batch Create window of the endpoint nfs-reader

File-lO Baktch Creator: nfFs-reader

nfs-reader0l, nfs-reader02 ... nfs-reader09
Resources: 1,1...1
Ports: plpl#21, plpl#22 ... plpl#x29

Prefix: nfs-writer0l, nfs-writer02 ... nfs-writer09

Quantity: Number of Digits: Zero Pad
Starting Name Suffix: lli Name Increment: lli

Resource Increment A: loi

Port Increment A: lli ‘

Directory Increment: lli

Mount-Dir Increment: 1|

Prefix Increment: ’17

Volume Increment: lli

‘ Apply | ‘ Close ‘

A. Change the Quantity to 9

B. Set the Number of Digits to 2
C. Click Apply

D. Click Close

E. In the Modify window, click Cancel

10. And we now create the same number of CIFS reader endpoints. Start by using cifs-writer as a template:

E LANforge Manager Version(5.2.11) + -0 X
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager ‘ | Refresh | | HELP |

File-10 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | PPP-Links | Event Log | Alerts | Port Mgr | Messages |
Status | Layer-3 | L3Endps | VolF/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators |  Collision-Domains |

| Select all || Start H Stop || Quiesce || Clear |

Rpt Timer: ‘fast (1s) ‘V|Go| Test Manager

Cross Connects for Selected Test Manager

| Create || Modify H Batch Modify || Delete ‘

EID Name Type| Status | Read-Bps| Rx-Bps-20s| Files-Read | Buf-RD | Bytes-RD | Write-Bps | Tx-Bps-20s | Files-WR | Buf-WR | Bytes-WR| 10 Fail

16,47 |cifs-writer CIFS |Stopped *
17.48 |cifs-writer0Ll |CIFS |[Stopped

18.49 |cifs-writer02 |CIFS |Stopped
18.50 |cifs-writer03 |CIFS |Stopped
20.51 [cifs-writer04 |CIFS |Stopped
cifs-writer05 |CIFS |Stopped
22.53 |cifs-writer0& |CIFS [Stopped
23.54 |[cifs-writer07 |CIFS |Stopped
24.55 |cifs-writer08 |CIFS [Stopped
25.56 |cifs-writer09 |CIFS |Stopped
268.57 |nfs-reader |NFS |Stopped

=0 [nf Aernd nic

plojlojoloo|looloolola
s]je]je][e]{e][a]f]]e] =] =] =]}
plojlojoloo|looloolola
plojlooloo|looloolola
sjj=]is]|=][=][=]]=]]=][=][=][=]]=]
slj=]i=][=][=][=]]=]]=][=][=][=]]=]
plojlooloo|looloolola
plojlooloo|looloolola
plojojojloojojolooolo
plojlooloo|looloolola
slje]ls][=]{=][=]l=]]=][=][=][=]]=]

[4]
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1
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Logged into: 192,168.100.26:4002 as: Admin

-




A. Open the Modify window of the endpoint cifs-writer

Min-RW-Size: 2k (2 KB)

=
o
@
+

Max-RW-Size: 1MB (1 MB) Min File Size: small (10 KE)

Max File Size: 100M (160 MB)

Ié Create/Modify File Endpoint + -0 X
Neme:  [sresder | rotTmen o rope [0 o] retnegen [amuim |
Shelf: Resource: 1 (jedtest) Port: 36 (plpl#30) n Endp ID: 67

[ sync-after-write [] Sync-before-Close []Use O _DIRECT []Use O_LARGEFILE []Do-CRC []Unlink

[v] verify-Mount  [v] Auto-Mount Un-Mount [ Lazy Unmount [ Force Unmount

Min Read Rate: Max Read Rate: Min Write Rate: I:D Max Write Rate: I:D
File #: 2 ]+] oirectory: [auTo | Mount-pir: [auTo |
Server: [#110.26.1. 3/fileio | options: \user:\anfarge‘passwd:lanfurge |
iscslvolume: | | Retry-Timer:

Read/write: Quiesce: Pattern: : Prefix: cifs-writer

Custom payload {in HEX) .
[ apply | [ ok | | Batchcreate | [ cancel
A. Change the Name to cifs-reader
B. Set the Port fo the next unused MAC VLAN, p1p1#30
C. Change Read/Write to Read
D. Set the Min Read Rate and Max Read Rateto 10 Mbps and 100 Mbps
E. To match this reader to a writer, set thePrefix field to cifs-writer

F. Supply the credentials for the CIFS mount point inOptions. For this example, our username and password are
'lanforge' and 'lanforge’. Write them as opftions to the mount command: user=T1anforge, passwd=1anforge

G. Click Apply

B. Before closing the Modify windows we can use Batch Create to create nine more CIFS reader endpoinfts:

C. Click on the Batch Create window of the endpoint cifs-reader

File-IO Batch Creator: cifs-reader + _ 0O X

cifs-reader0l, cifs-reader02 ... cifs-reader0g

Resources: 1,1 ...1

Ports: plpl#31, plpl#32.. plpl#39
Prefix: cifs-writer0l, cifs-writer02 ... cifs-writer0g9
Quantity: I:l Number of Digits: Zero Pad

Starting Name Suffix: 1 MName Increment: |1
Resource Increment A: |0

Port Increment A:
Directory Increment:
Mount-Dir Increment:

k

Prefix Increment:
Volume Increment:

L1111

. Change the Quantity to 9

. Set the Number of Digits to 2
. Click Apply

. Click Close

m O 0O w >»

. In the Modify window, click Cancel

11. In the File-10 tab, we see our newly created reader endpoints.




LANForge Manager Version(5.2.11) 4 _ 0O X
Control Reporting Tear-Off Info EBlugins

| Stop All | | Restart Manager | | Refresh | | HELP |

File10 | Layer4 | Generic | Test Mgr | Test Group | Resource Mgr | PPP-Links | Event Log | Alerts | Port Mgr | Messages |
status | Layer3 | L3Endps | VoIP/RTP | WolP/RTP Endps | Armageddon | wanlinks | Attenuators |  collision-Domains |

| Select All || Start || Stop || Quissce || Clear

Rpt Timer: |fast 1s) |V|Go| Test Manager

Cross Connects for Selected Test Manager

| Create || Modify || Batch Mi.i_fy || Delete |

EID Name Type| Status | Read-Bps| Rx-Bps-20s| Files-Read| Buf-RD | Bytes-RD | Write-Bps | Tv-Bps-20s | Files-WF

1.1.18.67 cifs-reader CIFS |Stopped 0 0 0 0 0 0 0 |
1.1.17.68 cifs-reader0l |CIFS |Stopped 0 0 0 0 0 0 0
1.1.18.69 cifs-reader02 |CIFS |Stopped 0 0 0 0 0 0 0
1.1.19.70 cifs-reader03 |CIFS |Stopped 0 0 0 0 0 0 0 3
1.1.20.71 cifs-reader04 |CIFS |Stopped 0 0 0 0 0 0 0
1.1.21.72 cifs-reader0S |CIFS |Stopped 0 0 0 0 0 0 0 —
1.1.22.73 cifs-reader0s |CIFS |Stopped 0 0 0 0 0 0 0
1.1.23.74 cifs-reader07 |CIFS |Stopped 0 0 0 0 0 0 0
1.1.24.75 cifs-reader08 |CIFS |Stopped 0 0 0 0 0 0 0
1.1.25.76 cifs-reader08 |CIFS |Stopped 0 0 0 0 0 0 0
1.1.15.47 cifg-writer CIFS |Stopped 0 0 0 0 0 0 0
1.1.17.48 cifs-writer0l  |CIFS |Stopped 0 0 0 0 0 0 0
1.1.18.49 cifs-writer02  |CIFS |Stopped 0 0 0 0 0 0 0
1.1.19.50 cifs-writer03  |CIFS |Stopped 0 0 0 0 0 0 0 —
11 2081 rifowrit arf A CIES [Stannad T [l [l [l [l [ul [l e

-

[»]

Logged into: 192.168.100.26:4002 as: Admin

12. Start the reader/writer festing.



A.

In the File-10 tab, begin by starting the NFS writers

LANForge Manager Version(5.2.11)
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

File-10 r Layer-4 rGeneric rTest Mgr rTest Group rResource Mgr r PPP-Links r Event Log rAIerts r Part Mgr r Messages |
Status | Layer-3 | L3Endps | VolP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | Collision-Domains |

Rpt Timer: |fast 1 s) |V|Go|TestManager \M‘ | Stop || Quiesce || Clear |

| Create | Modify || Batch Modify || Delete |

Cross Connects for Selected Test Manager

EID Name Type| Status Read-Bps Rx-Bps-20s | Files-Read| Buf-RD Bytes-RD Write-Bps 1

I T30 CIrS=TEadusT TS SLUPPEU
1. cifs-reader0l |CIFS |Stopped
1.1.38.87 cifs-reader02 |CIFS |Stopped
1.1.39.88 cifs-reader03 |CIFS |Stopped
1.1.40.89 cifs-reader04 |CIFS |Stopped
1.1.41.80 cifs-reader0S |CIFS |Stopped
1.1.42.91 cifs-reader06 |CIFS |Stopped
1. cifs-reader07 |CIFS |Stopped
1.1.44.93 cifs-reader08 |CIFS |Stopped
1.1.45.94 cifs-reader08 |CIFS |Stopped
1.1.16.47 cifs-writer CIFS |Stopped
1.1.17.77 cifs-writer0l  |CIFS |Stopped
1.1.18.78 cifs-writer02 |CIFS |Stopped
1. cifs-writer03  |CIFS |Stopped
1.1.20.80 cifs-writer04 |CIFS |Stopped
1.1.21.81 cifs-writer05  |CIFS |Stopped
1.1.22.82 cifs-writer06 |CIFS |Stopped
1.1.23.83 cifs-writer07  |CIFS |Stopped
1.1.24.84 cifs-writer08 |CIFS |Stopped
1. cifs-writer09 |CIFS |Stopped
1.1.26.57 nfs-reader NFS  |Stopped
1.1.27.58 nfs-reader0l |NFS |Stopped
1.1.28.59 nfs-reader02 |NFS |Stopped
1.1.29.50 nfs-reader03 |NFS |Stopped
1.1.30.61 nfs-reader04 |NFS |Stopped
1. nfs-reader0S |NFS  |Stopped
1.1.32.63 nfs-reader0s |NFS |Stopped
1.1.33.54 nfs-reader07 |NFS |Stopped
1.1.34.65 nfs-reader08 |NFS |Stopped
1.1.35.56 nfs-reader09 |NFS |Stopped
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TIC6.37 nfs-writer NFS  |Stopped
1.1.7.38 nfs-writer01  |NFS |Stopped
1.1.8.39 nfs-writer02  |NFS |Stopped
1.1.9.40 nfs-writer03  |NFS |Stopped
P TaAT nfs-writer04  |NFS |Stopped

1.1.11.42 nfs-writer05  |NFS |Stopped
1.1.12.43 nfs-writer06  |NFS |Stopped
1.1.13.44 nfs-writer07  |NFS  |Stopped
1.1.14.45 nfs-writer08  |NFS |Stopped
1.1.15.46 nfs-writer09  |NFS  |Stopped
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Logged into: 192.168.100.25:4002 as: Admin

A. Click on the Name column header to sort the rows of readers and writers
B. You can use control-Teft-click and drag to select the group of writers

C. Click the Start button af the top.



B. Next, start the CIFS writers

LANForge Manager Version(5.2.11)
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

File-10 r Layer-4 rGeneric rTest Mgr rTest Group rResource Mgr r PPP-Links r Event Log rAIerts r Part Mgr r Messages |
status | Layer3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | Collision-Domains |

Select All Sto uiesce Clear
Rpt Timer: |fast (1 s) |V|Go| Test Manager \—‘ | B || * || |
Create Modify | Batch Modify | | Delete |
Cross Connects for Selected Test Manager
EID Name Type| Status Read-Bps Rx-Bps-20s | Files-Read| Buf-RD Bytes-RD Write-Bps 1

I T30 CIrS=TEadusT TS SLUPPEU o ) o o o o T
1.1.37.86 cifs-reader0l |CIFS |Stopped Q 0 0 0 0 o] =
1.1.38.87 cifs-reader02 |CIFS |Stopped 0 0 0 0 0 0
1.1.39.88 cifs-reader03 |CIFS |Stopped Q 0 0 0 0 o]
1.1.40.89 cifs-reader04 |CIFS |Stopped 0 0 0 0 0 0
1.1.41.90 cifs-reader0S |CIFS |Stopped Q 0 0 0 0 o]
1.1.42.91 cifs-reader06 |CIFS |Stopped 0 0 0 0 0 0 =
1.1.43.92 cifs-reader07 |CIFS |Stopped Q 0 0 0 0 o]
1.1.44.93 cifs-reader08 |CIFS |Stopped 0 0 0 0 0 0
1.1.45.94 cifs-reader09 |CIFS |Stopped Q 4] 0 0 0 o]
1.1.16.47 cifs-writer CIFS |[Run 0 0 0 0 0 0
LLYT.FT cifs-writer01  |CIFS |Run 0 0 0 0 0 0 ]
111878 cifs-writer02  |CIFS |Run 0 0 0 0 0 o]
1.1.18.79 cifs-writer03 |CIFS |Run 0 0 0 0 0 0
1.1.20.80 cifs-writer04  |CIFS |Run 0 0 0 0 0 o]
1.1.21.81 cifs-writer05  |CIFS |Run 0 0 0 0 0 0
1.1.22.82 cifs-writer06 |CIFS |Run 0 0 0 0 0 o]
1.1.23.83 cifs-writer07 |CIFS |Run 0 0 0 0 0 0
1.1.24.84 cifs-writer08 |CIFS |Run 0 0 0 0 0 o]
1.1.25.85 cifs-writer09 |CIFS |Run 0 0 0 0 0 0
1.1.26.57 nfs-reader NFS  |Stopped 0 0 0 0 0 0 |
[o] Il [»]

Logged into: 192.168.100.26:4002 as: Admin

C. Then the NFS readers

LANFforge Manager Version(5.2.11) + .0 X
Control Reporting Tear-Off Info Plugins

| Stop Al ‘ ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP ‘

Attenuators | Collision-Demains | Filed0 [ Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | PPP-Links | EvertLog | Alerts | Port Mar | Messages |
I I r

Status Layer-3 I L3 Endps I VoIP/RTP I VoIP/RTP Endps ] I WanLinks |
[ selectal |[pgtart |[ stop |[ ouiesce |[ clear |
Rpt Timer: [fast (1) | w[co] Test Manager [al [+]
[ create |[ Modiy |[ gatch Modily Delete
ross Connects for Selected Test Manager
EID Name | Type| Status | Read-Bps | RxBps20s | Files-Read|BUFRD|  Bytes-RD Write-Bps TwBps-20s | Files-WR| BUF-WR Bytes-WR 10 Fail| CRC Fail| Min-RW-SZ| Max-R
3 nfs-writer09 un 0 §4,798,98 67,750,124 82 4,89 03,446,293 0 04[]
! nfs-writer03 un 0 §0,111,59: 75,492,716 77[_ 2,65 ,379,514,742 .0 .0
! nfs-ariter07 un 0 78,158,74: 72[_ 4,52 17,622,209 .0 .0
12, nfs-ariter0 un 0 84,934,26 92 4,51 ,517,908,077 .0 .0
1L nfs-ariter0 un 0 83,771,50 80| 4,86 485,730,987 .0 .0
.10.41__|nfs-writer0 un 0 5,548,436| 75| 4,97 ,539,697,811 .0 .0
: nfs-ariter0 un 0 84,031,635| 78|_a.885] 90,729,181 .0 .0
.39 nfs-ariter0 un 0 80,542,426 71| 4,65 ,379,303,832] .0 .0
.38 nfs-writer0l un 0 5,890,064 7 93] 4,96 537,901,085 .0 .0
.37 nfs-writer un 0 88,212,73 61,166.72 98] 5,11 ,622,134,47. ) X
66 |nfsreaderog un ] K
1.1.34.65 __|nfs-reader0s un ] X
4 |nfsreadero7 un 5 .08
nfs-reader0s un ] X
nfs-reader0s un ] X
nfs-reader0d un ] X
nfs-reader03 un ] X
1.1.28.59 __|nfs-reader02 un ] X
27.58 |nfs-reader0l un 5 ;
.26.57 __|nfs-reader un 5 :
.25.85 |cifs-writer09 un 0 27,003,473 s 8 17,752,76 ) X
.28.84 _|cifs-writer08 _|C| un 0 15,192, 0,99 2 27,282,46 ,0 .0
.23.83 _|cifs-writer07 _|C| un 0 27,322,461 211,766 0 24 0 ,0 .0
.22.82 cifs-writer06__|C un 0 17,580,963 3,07 92 10,052,955 .0 .0
.21.81 _|[cifs-writer05 _|Cl un 0 0,550,598 7,05 64 44,921,657 ,0 04—
.20.80 |[cifs-writer0d_[C| un 0 1,235,087 710 76 61,932,7 .0 .0
19,79 [cifs-writer03 _[Cl un 0 9,583,524 647 5] 34,157,7 .0 .0
18,78 [cifs-writer02 |Gl un 0 7,909,626 75 99 12,864, .0 .0
L17.77__[cifs-writer0l [Cl un 0 7.09 .@‘ T 85 7 03,7209 .0 .0
6,47 [cifswriter |G un 0 21,981,955| 26,039,654 96 62,546,9 .0 .0
4594 [cifsreader09 [CIFS |Stopped 0 qf X .04 |
449 cifsreader0f [C] onned 0 ol 0 0al~l
[« 1 I D

Logged in to: 192,168,100,26:4002 as: Admin




D. Finally, start the CIFS readers

LANForge Manager Version(: 11) o x
Control Reporting Tear-0ff Info Plugins
| stop Al ‘ ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP ‘
Attenuators | Collision-Domains | Filed0 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | PPP-links | Event Log | Alerts | Port Mgr y’Messagas |
Status I Layer-3 I L3 Endps I’ VolP/RTP I’ VoIP/RTP Endps I 1 I wanLinks |
[ selectan | [ stop || ouiesce |[ clear |
Rpt Timer: [fast (1) | w[co] Test Manager [al
Create || Modify || Batch Modify Delete
ross Connects for Selected Test Manager
EID Neme | Type| Status | Read-Bps | RiBps-20s | Files-Read| BUFRD|  Bytes-RD Write-Bps TxBps-20s | Files-WR| BufF-wR Bytes-WR 10 Fail| CRC Fail | Min-RW-5Z
nTSTTErUL ur U U U U A12,16 9,261,701 T97[ s, 779,673,605 A
37 nfs-writer un 0 0 0 0] 86,156,569 58,547,724 211[ 5,24 2,790,856,002 ,0
nfs-reader09 un ,262,735 53,547,082 26] 28 144,546,893 ,0
nfs-reader08 un 7 aua\ 7,332,646 150] 160,164,347, ,0
nfs-reader07 un 766,778 355,354 23] 9,502,672 ,0
. nfs-reader0 un ,548, L‘ ,043,1 7 8,567,76 ,0
.31 nfs-reader0 un 173, ,545,204 16 7,763,22 ,0
.30.61 __|nfs-reader0. un 713, ,087,00 ES ,516,08 ,0
.20.60 _|nfsreaderd un 861, ,016,30 16| 279 145,930,377 .0
.28,59 __|nfs-reader0 un 1552, 65137, 7,077,527 .0
.27.58 __|nfsreader0l un ,449,4 2,622,99 13 124 6,767,481 .0
7 |nfsreader un ,775.3 8,383.57 21| 287 147,300.66 .0
.85 [cifs-writer09 un 0 14,054,825 g 73,624,517 .0
.84 [cifs-writer0g _[C| un 0 10,264,226 g ) 793@{ .0
3 [cifswriterdz [C un 0 ,960,396 7  §35,795] .0
.22.82 __[cifs-writer06 _[Cl un 0 10,758,886 g 454,74 .0
L2181 [cifs-writer05 _[cl un 0 29,415,95 9 ,040,48 .0
.20.80 |[cifs-writerod_[cl un 0 ,611,4 7 ,399,51 .0
.19.79 _[cifs-writero3 _[cl un 0 21,537,880 ,505.7 0 1152,85 .0
.18.78 _[cifs-writero2 _[cl un 0 16,498,178 1188.4 6 117,55 .0
.17.77 __|cifs-writerol _[cl un 0 16,041,831 1,482,2 1 ,519,53 .0
47 [cifs-writer __[cl un 0 22,511,927 2,854,3 1 ,189,55 ) X
4 |cifsTeaderos un 5 ;
cifsTeaderos un 5 3
cifsreadero7 un
cifsreaderos un
cifsreaderos un
cifsreaderod un
cifsreaderod un
cifsreaderoz un
.1.37.86 |cifs-reader0l un ] X
.1.36.67 __|cifs-reader un 5 .04 ~|
[ i [
Logged in to: 192.168.100.26:4002 as: Admin

13. We can inspect the traffic in the Dynamic Report window and the File-1O tab:

A. Select a group of endpoints and right click on them, select Dynamic Report

LANForge Manager Version(: 3
Control Reporting Tear-Off Info Plugins
| stop Al ‘ ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP ‘
Attenuators | Collision-Domains | Filed0 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | PPP-links | Event Log | Alerts | Port Mgr y’Messagas |
Status I Layer-3 I L3 Endps I’ VolP/RTP I’ VoIP/RTP Endps I I wanLinks |
\ Select Al H Start \ Stop Quiesce Clear
Rpt Timer: [fast (1) | = [co] Test Manager [all
[ create ][ Modify |[ Batchmodiy | [ Delete |
ross Connects for Selected Test Manager
EID Neme | Type| Status | Read-Bps | RiBps-20s | Files-Read| BUFRD|  Bytes-RD Write-Bps TxBps-20s | Files-WR| BufF-wR Bytes-WR 10 Fail| CRC Fail| Min-RW-SZ| Max-R
nTSTErUL R U U U U BLEBUE 5,167,659 7L %.455,256.19. U Y ML
nfs-ariter Run 0 0 0| 84.895.03 84,387.52 351 9.06 4,615,552,091 0 =
nfs-reader09 24,641,641 7,868,550 E 551 262,9 ,096 ] :
nfs-reader08 40,729,709 34,507,982 28, 49 254,7 105 5 :
nfs-reader07 7,949,291 18; 431 04, ,051 5 :
nfs-reader06 778,84 7 391 78, ,089 5 X
nfs-rea erﬂi 1936, crort Selected Z: ‘us;a 5 :
nfs-readert 886, g 5 .04
. nfs-reader03 581, Stop Selected 76,65 14 5 X
28.59 |nfs-reader02 BN Clear Selected 95,48 .09 5 X
.27.58 __|nfs-reader0l ,773.4 Modify Selscted 173.71 , Y X
26,57 |nfs-reader 127, 26173 o 5 ;
.25.85  [cifs-writer09 Table Report 23,506,14: 17,949.13 1 7,620,779 1, ) s
.28.80__[cifs-writer08 _[Cl E—————— 18,907.27 28,158,64 4 1 8.722,8 . .0 .0
.23.83 [cifs-writer07 _[Cl 472,01 27,814,356 7 3 9,010,4 . .0 0
.22.82__|cfswriter06 |G RIS 417,358 24,697,811 5[ 62 0,752,726 1.0 .0 0
L2181 [cifs-writer05 [Cl View Logs 016,529 12,225, 7] 7 4,562, 0. .0 .0
.20.80 [cifs-writer0d [C| T Gos 1,219,319 27,151, 1,06 61,218,005 1,01 .0 .0
19,79 [cifs-writerd3 _[Cl Sy A 20,612,307 15,034, 73 75,021,683 1,0 .0 .0
.18.78 _[cifs-writero2 _[cl - P 17,160,858 16,797, 70 69,844,393 1,11 .0 .04
.17.77 __|cifs-writerol _[cl Save Table Layout 16,907,704 8,240,832 739 82,746,053 1,07 .0 .0
47 cifs-writer C Reset Table Layout 20,671,007 10,961,905 701 71,458,002 1,07 .0 .0
4 |cifsTeaderog |C 0,112, Auto-Resize Columns 440,180,741 .0 .0
.93 |cifsreader0g |Cl 1 1955, O LI 615,114,012, .0 .0
2 |cifsTeadero7 |C 7,148, 1,333,184 111 < 905| .0 .0
.42,91 _|cifsreader0s [cl 1554, 6,648,233 1 1,0 558,964,494 .0 .0
41,50 |cifs-readeros [Cl 741, 7.281.215 El 497.426.87 .0 .0
.80.89 |cifs-readero4 [Cl 011, 1.341.051 1.0 547.387.1 0 0
.39.88 |cifsreadero3 [Cl 888,427 34,330,205 12[ 1.490]  785.436.1 .0 .0
.38.87 __|cifs-readero2 [Cl ,745,964] 41,568,572 1194  629.116.2 .0 .0
.37.86 |cifsreaderol [Cl .076,284] _ 13.690.550] 863 462.579.6 0 0
.1.36.67 _|cifsreader |C| 4,942,834 24.419.738] 22| 1.468] 764.295.8 .0 .04+
[« 1] I
Logged in to: 192.168.100.26:4002 as: Admin




B. In the Dynamic Report window, select the checkbox Rx-Bps

Dynamic Reports
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C. In the File-1O window, we can watch for Files Written and 10O Errors:

LANForge Manager Version( O x

Control Reporting Tear-Off Info Plugins

‘ Stop All ‘ | Restart Manager | | Refresh | | HELP ‘

Collision-Domains | File10 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | PPP-Links | Event Log | Alerts | Port Mgr | Messages |
Status I Layer-3 I L3 Endps I VolP/RTP I ValP/RTP Endps I Armageddon i WanLinks I Attenustors

Select All Start Sto Quiesce Clear
Lot JL oo [Loop Jl ovese JLoew |
| Create H Modify H Batch Modify | ‘ Delete ‘
ross Connects for Selected Test Manager:

EID Name Type| Status Read-Bps Rx-Bps-20s | Files-Read | Buf-RD Bytes-RD Write-Bps Tr-Bps-20s Files-WR| Buf-WR Bytes-WR 10 Fail| CRC Fail
11.36.67 cifs-reader CIFS _|Run 25,841,282 32,956,888 281| 16,967, 8,839,330,454] 0 0 0 0 0 0 0
11.37.86 cifs-reader0l |CIFS |Run 28,286,071 14,503,130 331 18,607, 9,676,279,819 0 0 0 0 0 0 0

.38.87 cifs-reader02 |Cl Run 5,575,793 44,278,014 747[17, , 783,659,977 0 0 0 0 0
.1.38.88 cifs-reader03 |Cl Run 7‘594.19—5‘ 24,030,192 357[18. ,438,222,103] 0 0 0 0 0
.40.89 cifs-reader0d |Cl Run 6,060,801 27,351,881 22817, ,912,460,3657) 0 0 0 0 0

1.90 cifs-reader0S |Cl Run 8,310,078 29,781,046 354[18, ,684,835,785) 0 0 0 0 0

.91 cifs-readeros |Cl Run 26,734,750 1 7 236[17,586) 9,145,577,15 0 0 0 0 0

.92 cifs-reader07 |Cl Run 25,631,059 15,824,970 880/ 17,351 ,765,450,81 0 0 0 0 0

3 cifs-reader08 |Cl Run 28,755,631 13,630,115 784/19,257 ,835,806,24 0 0 0 0 0
- 4 cifs-reader09 |C Run 25,375,171 32,458,818 671|16,914 ,678,251,60 0 0 0 0 0
16,47 cifs-writer Cl Run 0 0 0 5820 39,241,944 3 .30 450,614,514 0 0
17.77 cifs-writer0l  |Cl Run 0 0 0 ,212,5 3,250,644 3 .03 323,402,487 0 0
.18.78 cifs-writer02 |C Run 0 0 0 5733 1,294,775 4 512 ,104,713,265) 0 0
.18.79 cifs-writer03  |Cl Run 0 0 0 ,197.9 0,028,251 0 .354 975,953,148 0 0
.20.80 cifs-writer04  |Cl Run 0 0 0 25,282,407 20,389,431 66| 16,760 ,691,800,799| 0 0
.21.81 cifs-writer0S _ |Cl Run 0 0 0 23,829,723 9,727,229 67| 15,771 ,192,858,495] 0 0
.22.82 cifs-writer06 _|C| Run 0 0 0 25,771,019 28,708,930 70| 17,075 ,860,672,6265| 0 0
.23.83 cifs-writer07 _ |C| Run 0 0 0 24,227,740 14,018,350 68| 16,043 , 326,962,238 0 0
.1.24.84 cifs-writer08  |CIFS |Run 0 0 0 0 24,148,40 20,125,470 167] 15,975 8,301,508,544 0 0
.1.25.85 cifs-writer09  |CIFS |Run 0 0 0| 0 23,940,453 17,748,442 LT 15‘8@ 8,231,221,802 0 0
1.1.26.57 nfs-reader il Run 25,519,784 18,538,109 1,901|17.,457| B8,705493,994 0 0 0 0 0 0
.27.58 nfs-reader0l |N Run 26,988,912 50,637,873 2,160/ 18,571| 8,206.646,75 0 0 0 0 0 0
.1.28.59 nfs-reader02 Run 24,737,789, 17,466,818 1,863/ 16,96 8.439,348,051 0 0 0 0 0
-29.60 nfs-reader0 Run 1,585,35 58,091,747 2,406| 21,668| 10,775,011,883 0 0 0 0 0
.30.61 nfs-reader04 Run 24,496,47 30,221,523 1,528/ 15,59 8,356,751,497 0 0 0 0 0
.31.62 nfs-reader05 Run 25,284,04! 57,079,233 2,039/17,37 8,625,379,172 0 0 0 0 0
nfs-reader06 Run 7,692,893 36,695,103 781 18,88 ,446,779,665) 0 0 0 0 0
nfs-reader07 Run 5,5605,000] 40,952,544 667 17,38 735,154,445 0 0 0 0 0
nfs-reader08 Run 6,896,961 10,219,038 977 18,41 ,175,259,779) 0 0 0 0 0
nfs-reader09 Run 6,340,784 33,599,451 793/ 17.97 ,988,170,532] 0 0 0 0 0
nfs-writer Run 0 0 0 072,346 70,775,166 .7584] 46,54 23.694,232,45 0 0
nfs-writerol Run 0 ,224,662 94,370,884 .810| 46,626| 23,746,845,4 0 0
nfs-writer02 Run 0 0 0 1,307,607 66,255,251 ,B05| 45,962| 23,428,826,152 0 0
nfs-writer03 Run 0 0 0 51 68,162,006 .B05| 45,80 23,850,182,5! 0 0
nfs-writer04 Run 0 0 0 ,217,295] 009,505 799 45,947 3,396,988,910] 0 0
nfs-writer0S Run 0 0 0 222,734 0,897,830 .851) 46,601 746,140,829 0 0
nfs-writer0s Run 0 0 0 879,015 930,86 .836| 47,020 ,965,121,851 0 0
nfs-writer07 Run 0 0 0 ,650,073] 2,513,302 798| 46,927 ,909,105,8009] 0 0
nfs-writer08  |[NFS |Run 0 0 0| 0 0 68,314,303 68,199,526 1.806| 45,987 23,434,487.597| 0 0
nfs-writer09  [NFS [Run 0 0 0f 0 0 68,702,357 83,031,826 1,823 46,922 23,910,635,593] 0 0
[« Il I D

Logged in to: 192.168.100.26:4002 as: Admin

14, Advanced File-10 Tunings
System tuning is desirable when determining machine performance. The following fopics can apply to NFS or



CIFS clients:

15. Tuning network card ring-buffers

A. Network cards often have tunable memory buffers that can be modified using ethtool

B. Read the available capacities using ethtool -g ethl

C. Adjust the txand rx parameters using ethtool -G ethl tx 4096 rx 4096

D. This feature depends on the card driver and system state. Not all cards are tunable.

E. The efficacy of this technique is difficult to measure, but is some manufacturer's websites show this

step being done in their white papers.

16. Matfching buffer sizes to negoftiated fransfer size
A. NFS mount parameters can be inspected using either of two commands:

B. mount | grep nfs or grep nfs /proc/mounts

C. Notice the rsize and wsize parameters might not match your request values in the Modify Properties box for

the mount point.

D. Setfting your Min/Max Read and Min/Max Write sizes to these negotiated values will maximize efficiency by

reducing memcpy activity in the kernel.

17. Tuning TCP window sizes

A. While you can modify Layer 3 TCP window size and buffers, you cannot directly change those settings using
the LANforge GUI for the system. This Discussion on NFS4 performance is worth a read.

B. The commands below are suggested fo increase your buffer sizes to 8-16 megabytes:

sysctl net.core.rmem_default=8388608
sysct]l net.core.rmem_max=16777216
sysctl net.core.wmem_default=8388608

sysctl net.core.wmem_max=16777216

Providing HTTP Service on a Port

Goal: Configure and activate a hitp server bound to a specific port in LANforge.

This is useful if you want to provide an application layer target to interact with.
This cookbook assumes you can access a shell prompt on the LANforge
computer: the command-line instructions can be done at the system console,
in a terminal over a remote desktop connection, or over ssh. The nginx service
is only available on the Linux version of LANforge server.

Note: There are two web servers installed in a LANforge computer. The default
web server is a stock version of Apache HTTPD that responds to all port 80
requests on all interfaces. For testing we recommend running Candela
Technologies' version of Nginx on specific ports as covered in this cookbook. In
contrast, Apache cannot bind to a network-device therefore we do not
suggest running it.

Nginx can also be configured to listen to IPvé traffic. Jump to the end of the
cookbook for that technique.

LANforge GUI

[
.

LANforge FIRE

LAN WAN
Ethernet Ethernet

System
Under Test


http://alephnull.com/benchmarks/sata2012/nfsv4.html

1. Stop and disable LANforge system Apache instance.
A. Log into the LANforge computer as user lanforge

jreynolds@jed-shuttle:~ - Terminal

jreynolds@jed-shuttle ~
» ssh 13nfnrge@152.l$8.1ﬂﬂ.4@l

B. Become super-user using the command su - (or sudo -s)

root@jed-F20:/home/lanforge - Terminal

[lanforge@jed-f20 ~]1% sude -=
[roect@jed-f20 lanforge]# I

C. Stop the Apache service with systemctl stop httpd

F root@jed-fF20:/home/lanforge - Terminal | =Eix
[root@jed-f20 lanforge]# systemctl stop httpd
[roct@jed-f20 lanforge]# I

D. If you want this sefting to persist after a rebooft, disable the service: systemct] disable httpd

Fo root@jed-fF20:/home/lanforge - Terminal | =Eix
[root@jed-f20 lanforge]# systemctl step httpd

[root@jed-f20 lanforge]# sysztemctl diszable httpd

rm 'fetc/systemd/system/multi-user.target.wants/httpd.service’
[root@jed-f20 lanforge]# I

E. Set this as system default with: systemct1 daemon-reload

root@jed-f20:/home/lanforge - Terminal
[root@jed-f20 lanforge]# systemctl step httpd
[root@jed-f20 lanforge]# systemctl diszable httpd
rm 'Jetc/systemd/system/multi-user.target.wants/httpd.service
[root@jed-f20 lanforgel# systemetl daemen-reload
[root@jed-f20 lanforge]# I

2. (Optional) There are other options for running Apache if you want fo have both web servers available. You



would not need stop and disable Apache, just restart it. You can change Apache to:
A. ..listen fo a different port (like 81). Edit /etc/hitpd/conf/httpd.conf and change the Listen opfion.

root@jed-F20:/etc/httpd/conf - Terminal

[root@]ed f20 lanforge]# cd fete/httpd/conf
[root@jed-f20 conf]l# nanc httpd. confl

B. ...bind to a specific IP address, which is a good option if you configure the LANforge computer to have a
fixed IP address on the management port. You would edit httpd.conf and change Listen to that specific IP
address and port 80. Example: Listen 192.168.1.40:80

# prevent Apache from glemming ente all beound IP addresses.
E:3

4listen 12.34.56.78:80
Lizten 2o

#
# Dynamic Shared Object {(D50) Support
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3. The demonstration test we'll create is making two ports, one for making requests and the other one for
serving the protocol. Let's create two ports:



A. Create aredirect device:

A. Inthe Porfstab, click the Create button
n LANForge Manager Version(5.3.1) it BT A
Control Reporting Tear-Off |nfo Plugins
| Stop All | | Restart Manager | | Refresh | | HELP
Layer-4 |/Test Mgr |/Test Group rResource Mgr r Event Log rAIerts r Port Mgr r Messages |
Status r’ Layer-3 L3 Endps WanLinks Attenuators r Filed0 |
Disp: [192.168.100.27:0.0 | | Sniff Packets | | Clear Counters | | Reset Port | | Delete |
Rpt Timer: |medium (8 s) |V|| Apply | | View Details || Crea‘ | Modify || Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha...|Down IP SEC| Alias |y RX Bytes R Pkts Pps RX | bps RX TX Bytes TX Pkts
1.1.0 L] [] [192.162.100.40 |0 ethl 1,704,372 16,940 =] 4,415 3,275,505 4,719
1.1.1 L Ll [0.0.0.0 0 ethz 1,019,346 11,357 3 2,183 2,842 33
1.1.2 L] [] [0.0.0.0 4] eth3 86,405 349 0 143 2,842 23
[ I \ [»]
Logged in to: jedf20:4002 as: Admin
B. Select Redirect
C. Enter rdo0a for #1 Redir name,
D. and rd0b for #2 Redlir name.
E. Click Apply and then Cancel to close the window.
Create VLANs on Port: A= R A
O MACWLAN ) 802.1QWLAN @ Redirect ) Bridge ' GRE Tunnel
OVWIFI STA D WIFIVAP O WIFi Monitor ) WiFi Virtual Radio
Shelf: Resource: 1 (jed-f20) : Port: | |
VLAN 1D: [] DHCP-IPva
parent MAC oHcp et [ 7]
MAC Addr: [eoeoec®o. [+] P Address: Global IPv6:
Quantity: IP Mask or Bits: Link IPv6G:
Gateway IP: IPvG GW:

| eerlp |

#2 Redir Name;

STA ID: ssiD: | [~
WiFi AP: Key/Phrase:
[ use wpa [ use wpaz [ use WEP
[] Down
Cancel




B. Configure rd0a as the service port:

A. Inthe Portstab, double-click the row for portrdoa
n LANForge Manager Version(5.3.1) it BT A
Control Reporting Tear-Off |nfo Plugins
| Stop All | | Restart Manager | | Refresh | | HELP
Layer-4 rTest Mgr rTest Group rResource Mgr r Event Log rAIerts r Port Mgr r Messages |
Status r’ Layer-3 L3 Endps WanLinks Attenuators r FiledQ |
Disp: [192.168.100.27:0.0 | | Sniff Packets | | Clear Counters | | Reset Port | | Delete |
Rpt Timer: |medium (8 s) |V|| Apply | | View Details || Create || Modify || Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha...[|Down P SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts
1.1.0 L] [] [192.1628.100.40 |0 ethl 1,750,690 17,499 4 4,044 3,427,231 4,942
1.1.1 L] [] |o.0.0.0 0 ethz 1,041,386 11,639 2 1,494 2,842 33
1.1.2 L] [] [0.0.0.0 4] eth3 87,773 353 o] 0 2,842 33
0 [l [] |o.0.0.0 0 rgd0a rdOb 738 9 4] 73 738 2]
1.1.4 O] | O o000 0 b rd0a 738 9 0 64 738 9
[4] I \ [r]
Logged in to: jed-f20:4002 as: Admin
B. The Configure Settings window will appear
C. Setan P of 10.2.0.1,
D. anetmask of 255.255.255.0
E. and the report time to faster (1 s).
F. Click OK
n rd0a (jed-F20) Configure Settings tEx
Port Status Information
Current: LINK-UP PROBE-ERROR TS0 UFQ G50 GRO
Driver Info: Port Type: Redirect-Device Peer: rd0b
Port Configurables
Enable General Interface Settings Port Rates Advertise Rat,.. -
Set IP Info 2 10bt-HD
ot 5 ) 10bt-FD C]10bt-+HD
E I 100bt-HD at-|
[ Set IF Down []DHCP-IPvE DHCP Release [1Down [] Aux-Mgt 8 100btFD 0l 10bt-FD
0 [[]100bt-HD
[ set MAC [IDHCPIPv4 | SecondaryPs | DHCP client ID: one =] g e e
[]set T™XQlen DNS Servers; |[BLANK Peer IP: NA ) Autonegotiate C11000-F0
[]set MTU IP Address:  [10.2.0.1 Global IPv&: AUTO OlFeesmise [1106-FD
[]Set Offload IP Mask: 255.255.255.0 Link IPv8: AUTO [ Restart Xour [ Flow-Control
[ st PROMISC Gateway IP: 0.0.0.0 IPVE GW: AUTO ] PROMISC
[ set Rx-AlFCS Alias: MTL: 1500 e Offload
[] Set Bridge Info MAC Addr: 92:ff.42:d9:1f:52 | TX Q Len 1000 O RecEcs TS0 Enabled
- JFC Enabled
—Services— OEpes: GSO0 Enabled
CJHTTP Rpt Timer: faster (1 s) = WiFi Bridge: MNOMNE = [JBypass Power-UP O] LRO Enabled
Bypass Power DOWN
Ore L1 Bypass Power GRO Enabled
Bypass Disconnact
|
| Print H Wiew Details ‘ | Probe H Sync ‘ | Apply ‘ 0K

Cancel




C. Configure rd0b as a client port
A. Inthe Portstab, double-click the row for portrdOb

n LANForge Manager Version(5.3.1) it BT A
Control Reporting Tear-Off |nfo Plugins

| Stop All | | Restart Manager | | Refresh | | HELP
Layer-4 rTest Mgr rTest Group rResource Mgr r Event Log rAIerts r Port Mgr r Messages |
Status r’ Layer-3 r L3 Endps |/ WanLinks r Attenuators r FiledQ |
Disp: [192.168.100.27:0.0 | | Sniff Packets | | Clear Counters || Reset Port || Delete |
Rpt Timer: |medium (8 s) |V| | Apply | | View Details | | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha...[|Down P SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts
1.1.0 L] [] |192.168.100.40 |0 ethl 1,857,307 12,473 7 5,828 2,696,697 5,358
1.1.1 ] [] [0.0.0.0 0 eth2 1,074,323 12,067 3 2,036 2,842 33
1.1.2 L] [] |0.0.0.0 0 eth3 87,773 353 0 0 2,842 33
1.1.3 ] [] [10.2.0.1 0 rd0a rdob 738 9 0 0 1,386 17
1.1.4 O [ O [o.0.0.0 0 |rdob rdoa ! 1,386 17 0 54 738 9
[4] I \ [r]

Logged in to: jed-f20:4002 as: Admin

B. The Configure Settings window will appear
C. SetanlIP of 10.2.0.3,

D. anetmask of 255.255.255.0

E. and the report time to faster (1 s).

F. Click OK

rd0b (jed-F20) Configure Settings
Port Status Information
Current: LINK-UP PROBE-ERROR TS0 UFO GSO GRO

Driver Info: Port Type: Redirect-Device Peer: rd0a

Port Configurables

Enable General Interface Settings - loif:Dﬂates Advertise Rat...~
Set IP Info ot
et 6 ) 10bt-FD C]10bt-HD
V] Se nfo () 100bt-HD 10bt-FD
Ol Set IF Down [] DHCP-IPv6 DHCP Release [ Down ] Aux-Mgt ) L00bt-FD gloott o
{3 1000-FD -
O set Mac I bHce-pus DHCP cliet D ® 10670 [71006t-70
e en ervers: eerIP: Autonego ¥
ClsetTXQL DNS S BLANK Peer IP NA 0 Autonegotiate []1000FD
[]set MTU IP Address: 10.2.0.3 Global IPv6: AUTO [ Renegotiate [1106FD
[] set offload IP Mask: 255.255.255.0 Link IPv6: AUTO 0 F!esta-rt - [l Flow-Control
Set PROMISC Gateway IP: 0.0.0.0 IPVE GW: AUTO M
a Y [ PROMISC
[ set Rx-Al/FCS Alias: MTL: 1500 ] RCALL —— Offload
Set Bridge Info MAC Addr: 6e:ba:c2:12:fe:46 | TX Q Len 1000 - i :
] dge Inf id| b f Omeses TS0 Enabled
brcost:  [onoe  [e]enoney foee  [4] : Ce
—Senvices— S - Oz S0 Enabled
O wTTe RptTimer:  [faster (1 s) [v]wiriridge: [vone  [v]| [leypass Poweri? I LRO Enabled
JFP [ Bypass Power-DOWN T Erater
[ Bypass Disconnect

Print H View Details ‘ | Probe H Sync | | Apply || @i Cancel

4. Enable HTTP service on your upstream port using the following steps.



A. Enable the nginx service on port rd0a:

A. Inthe Portstab, double-click the row for portrdoa
LANForge Manager Version(5.3.1) it BT A
Control Reporting Tear-Off |nfo Plugins
| Stop All | | Restart Manager | | Refresh | | HELP
Layer-4 rTest Mgr rTest Group rResource Mgr r Event Log rAIerts r Port Mgr r Messages |
Status r’ Layer-3 L3 Endps WanLinks Attenuators r FiledQ |
Disp: [192.168.100.27:0.0 | | Sniff Packets | | Clear Counters || Reset Port || Delete |
Rpt Timer: |medium (8 s) |V| | Apply | | View Details | | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha...[|Down P SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts
1.1.0 L] [] [192.1628.100.40 |0 ethl 2,044,427 20,265 11 8,829 4,328,679 6,360
1.1.1 L] [] |o.0.0.0 0 ethz 1,110,431 12,525 2 1,571 2,842 33
1.1.2 L] [] [0.0.0.0 4] eth3 89,483 358 o] 155 2,842 33
0 [l ] 10.2.0.1 0 rd0a rdOb 1,386 17 4] 0 1,386 17
1.1.4 O | O ozoz 0 |rdob rdoa ‘ 1,386 17 0 0 1,386 17
[4] I \ [+]
Logged in to: jed-f20:4002 as: Admin

B. The Configure Settings window will appear
C.

D. Click OK and then close the window.

In the lower left column of the window, enable HTTP option.

rd0a (jed-F20) Configure Settings
Port Status Information
Current: LINK-UP PROBE-ERROR TS0 UFO G50 GRO
Driver Info: Port Type: Redirect-Device Peer: rd0b
Port Configurables
Enable General Interface Settings . 1O:Fr':;ates Advertise Rat... -
Set IP Info & T, [J10bt-HD
Set IPG Info ) 100bt-HD 3t
[ Set IF Down []CHCPPvE DHCP Release [JDown ] Aux-Mgt ©) 100bt-FD []10bt-FD
, © 1000-FD L1100btHD
Doewac | Dlovceiru et o | | - =
. 3 Autonegotiate
[]Set T Q Len DNS Servers:  |[BLANK Peer IP: NA d ] 1000-FD
[]5et MTU IP Address: 10.2.0.1 Global IPvE: AUTO O Renegotiate
[] Set Offload IP Mask: 255.255.255.0 Link IPve: AUTO ] Restart Xevr
[ Set PROMISC Gateway IP:  [0,0.0.0 | IPve GW: auto || Hperomise
[ set Re-All/FCS Alias: MTU: 1500 e —Offload
[Jset Bridge Info  MAC Addr  92iffi4ad®:ilfi52 | T Q Len 1000 I T E
- o - UFO Enabled
—Services— - [¥] G5O Enabled
f Oe P LP g
RptTmer:  [faster (1 =) |v| wiriBridge [x]| Tew [ LRo Enabled
mlsi- [1Bvpass Power-DOWN _
-nable HTTP server (nginx) for this port. GRO Enabled
The config file will be automatically generated, or you can create nnect
your own called: .wr_conf/nginx_[ifname].conf on the LANforge Resource.
You may have to manually disable the standard httpd service in your 05 to aveoid address binding conflicts.
Print View Details Probe Sync Appl 0K Cancel
Y| PR

B. (Optional) Modify the nginx config file for port rd0a. This example assumes you are logged into the
LANforge system console, or have connected to the desktop using a remote-desktop client like vncviewer.
If you are familiar with editing from the command-line, you will likely know how to do this via ssh.
A. From the desktop Accessories menu, select Terminal Emulator,

B. Change to the LANforge nginx directory:cd /home/lanforge/vr_conf

lanforge@jed-F20:~/vr_conf - Terminal

[lanforge@jed-f20 vr_confl$ cd
[lanforge@jed-f20 ~]1% cd wr_cenf
[lanforge@jed-f20 wvr_confl% ls *conf
radvd.conf

[lanforge@jed-f20 vr_confl$ I

nginx_rdBa.cont




C. Edit the file nginx_rd0a. conf. If you do noft see the file, you might have connected fo the wrong LANforge
resource, or you might not have clicked OK/Apply when enabling the Configure Setfings window for port rd0a.

I~ lanforge@jed-F20:~/vr_conf - Terminal
[lanforgef@jed-f20 vr_confl% nano nginx_rdBa.conf I

I

D. You will see that the listen directive is already set t0 10.2.0.1:80 bind_dev=rdOa;

conf - Terminal

r 1

# Autogenerated by LANforge, will be over-written by LANforge.
# Remowve the first line '# Autogenerated by ...' and edit the file as
4 desired for a custom config file.

worker_processes 1;
error_log logs/rd@a_error.leg;
pid fheme/lanforge/vr_conf/nginx_rd0a.pid;

events {
worker_connections 1024;

1

http {
include fusrflecal/lanforge/nginxfconf/mime. types;
default_type application/octet-stream;
access_log logs/rdB@a_access.log;
sendfile on;
keepalive_timeocut E5;

server {

I_'l.'isten 1t 1.1

server_name localhost;
access_Llog logs/rd@a_host.access.log;

lecatien / {

root html;
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E. If you want to change settings, delete the first line of the config file as part of your changes. This will signal
LANforge not to overwrite the file.

2.

# Remove the first line '# Autogenerated by ...' and edit the file as
# desired for a custom cenfig file.

worker_processes 1;
error_leg legs/rdBa_error.log;
pid fhome/lanforge/vr_conf/nginx_rdBa.pid;
events {
worker_connections 1824}
1
http {

include fusrflecalflanferge/nginx/conf/mime. types;
default_type application/octet-stream;

access_Llog legs/rd0a_access.log;

sendfile on;

keepalive_timeocut E5;

server {
listen 10.2.0.1:80 bind_dev=rdda;
server_name localhest;
access_Lleg logs/rd@a_host.access.log)

lecation f {
rooct html;
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C. To apply the changes to the nginx service on this port:

A. Disable the HTTPD service in the rd0a Configure Settings window,

Current:

rd0a (jed-fF20) Configure Settings

Port Status Information
LINK-UP PROBE-ERROR TS0 UFO GSO GRO

Driver Info: Port Type: Redirect-Device Peer: rdOb

Port Configurables

Advertise Rat... -
[ 10bt-HD

[ 10bt-FD

[J 100bt-HD

[ 100bt-FD

[ 1000-FD
[105-FD

[ Flow-Contral

Offload
TS0 Enabled
UFQ Enabled
G50 Enabled
[J LRO Enabled

GRO Enabled

| Print H View Details ‘

| Probe H Sync ‘

Enable General Interface Settings Port Rates
Set IP Info ) 10bt-HD
2 10bt-FD
Set IPE Info it
2 100bt-HD
[ Set IF Down [] DHCP4PyE DHCP Release [ Down [ Aux-Mgt ©) 100bt-FD
H (2 1000-FD
[ 5et MAC [DHCPIPvA | SecondarydPs | DHCP Client ID: [None =] AT
[]setT™XQLen DNS Servers; |[BLANK Peer IP: NA O Autonegotiate
[] set MTU IP Address: 10.2.0.1 Global IPvé: AUTO [ Renegotiate
[] set offload IP Mask: 255.255.255.0 Link IPvE: AUTO Ol Sesizt e
[] Set PROMISC Gateway IP: 0.0.0.0 IPVE GW: AUTO ] PROMISC
[ Set Rx-All/FCS Alias: MTU: 1500 O RcALL
[] Set Eridge Info MAC Addr: 92:ff:4a:d9:1f:52 TX Q Len 1000 I RX-FCS
—comices— Bt [ooe  [eleromy  [oroe  TV]f eypess now
O Rpt Timer: faster (1 s) = WiFi Bridge: NOMNE = [] Bypass Power-UP
[ FTP [Enable HTTP server (nginx) for this port. -DOWN
The config file will be automatically generated, or you can create nect
your own called: .fur_conf/nginx_[ifname].conf on the LANforge Resource,
‘You may have to manually disable the standard httpd service in your 05 to aveid address binding conflicts,
| Apply ‘ | oK | | Cancel ‘

B. Click the Apply button,
C. Enable HTTPD service,

Current:

rd0a (jed-F20) Configure Settings
Port Status Information
LINK-UP PROBE-ERROR TSO UFQ GSO GRO

Driver Info: Port Type: Redirect-Device Peer: rdOb

Port Configurables

Port Rates
O 10bt-HD

2 10bt-FD

(3 100bt-HD

2 100bt-FD

2 1000-FD

® 10G-FD

(O Autonegotiate
[ Renegotiate

[] Restart Xcwr

[ PROMISC

[ RX-ALL

[IRx-FCS

[ Bypass NOW!

[] Bypass Fower-UP

[1Bvoa

The config file will be automatically generated, or you can create

Enable General Interface Settings
Set IP Info
Set IP§ Info
[ Set IF Down [] DHCPAPwE DHCP Release [ Down [ Aux-Mgt
[ et MAC [] DHCPPv4 DHCP Client 1D: :
[]Set X Q Len DNS Servers:  |BLAMK Peer IP: MNA
[] set MTU IP Address: 10.2.01 Global IPv: AUTO
[] set offload IP Mask: 255,255.255.0 Link IPve: AUTO
[] Set PROMISC Gateway IP: 0.0.0.0 IPVE GW: AUTO
[ set Re-All/FCS Alias: MTL: 1500
[] Set Bridge Info MAC Addr: 92:ff:48:d9:1f:52 TXQ Len 1000
Rpt Timer: WiFi Bridge: :
LIFTi able HTTP server (nginx) for this port.

your own called: .fvr_confinginx_[ifname].conf on the LANforge Resource.
You may have to manually disable the standard httpd service in your 05 to avoid address binding conflicts.

Power-DOWN

nnect

rAdvertise Rat...-
[J 10bt-HD
[]10bt-FD
[J100bt-HD

[] 100bt-FD
[11co0-FD

O 106-FD

[ Flow-Control

—— Offload
TS0 Enabled
UFO Enabled
GS0 Enabled
[ LRo Enabled
GRO Enabled

‘ Print || View Details | |

Probe || Sync ‘

[ Aeply ]

OK | ‘

Cancel

D. Click the Apply button,

E. Click the Cancel button to close the window if you are done.



D. A quick way to add a file info the nginx document root folder is fo symlink the system dictionary there. You
will need to be in a terminal or unix shell of the resource running nginx (192.168.100.40 in this example)

A. Change the ownership of the document root directory fo userlanforge:

B. sudo chown Tanforge:lanforge /usr/local/lanforge/nginx/html

lanforge@jed-F20:~ - Terminal

[lanforge@jed-f20 ~]% sude chown lanforge:lanforge fusr[lncalflanfnrgefnginxfhtmll

C. cd /usr/local/lanforge/nginx/html

o lanforge @jed-F20:/usrflocal/lanforge/nginx/html - Terminal LR =S
[lanforge@jed-f28 ~]1% sudo chown lanforge:lanforge fusr/local/lanforge/nginx/html
[lanforge@jed-f20 ~]% cd fusrflecal/lanferge/nginx/html,

[lanforgegjed-f20 html]s

D. 1n -s /usr/share/dict/Tinux.words .

lanforge@jed-F20:/usrflocal/lanforge/nginx/html - Terminal
[lanforge@jed-f20 ~]% sude chown lanforge:lanferge fusr/lecal/lanforge/nginx/html
[lanforge@jed-f20 ~]1% cd Jusrfleocal/lanforge/nginx/html/
[lanforge@jed-f20 html]% ln -s fusr/share/dict/Llinux.words .
[lanforge@jed-f20 html]3 I

E. (Optional) To load a larger payload (such as a DVD file), you can use Filezilla (or scp) to copy the file over.
You will want to have changed the nginx document root directory owner to lanforge (as above):



A. From your desktop, using Filezilla
z
File Edit View Transfer Server Bookmarks Help
1 - IR =2 vRB&® =030
Host: sftp:f,"jed-fID| Username:  lanforge Password: Port: E]

Rernote site;

-1 Windows
lg D:
- Y: (W192.168.100.27\downloads)
L Z: (\\192.168.100.14\memory_card)

=

Filename Filesize Filetype

4] DialogDemo.nlp 2,337 IMLP File
.a door_liftarn_Door_-_white_stroke.svg 5425 SVG Documr
| 1 Driver_Win7_7075_09182013.zip 900,589 Compresser
|| dropbox 1.6.0_amda4.deb 94,178 DEB File

% edrawmax.exe 43538984  Application
= english-anvil jpg 6,370,518 JPEG image
| 1 FLASS-M-LE-R2-ASUS-5402 zip 2725792 Compresse:
|4 Fedora-19-x86_64-netinstiso 332,398,592 DiscImage
|4 Fedora-20-x86_64-netinst.iso 336,592,806 DiscImage
| 1 FileDrop-masterzip 210,344 Compresser

£

Filename Filesize Filetype Last modified Permissions  Ow

Mot connected to any server

Al_D 21 v RQANKIIM  CAmanracea:
4 i ] \ O

Selected 1 file. Total size: 336,592,896 bytes Mot connected.

Server/Local file Direction Remote file Size Priority  Status

Queued files l Failed transfers l Successful transfers J

B Jueue empty

I. quick connect to sftp://192.168.100.40 (also named jed-f20 in this example)

Il. using username lanforge and password lanforge

B. In the left column, choose your local directory (Y:\downloads)

74 sftp://lanforge@jed-f20 - FileZillz
File Edit View Transfer Server Bookmarks Help

TRA1F) s S E R R AR

Host:  sftp://jed-f20 Username:  lanforge Password: #e Part: E]
Status: Listing directory /home/lanforge -
Status: Calculating timezone offset of server..,
Command: mtime "libcrypto.so 064"
Response: 1411781490
Status: Timezone offsets: Server: -25200 seconds. Local: -25200 seconds. Difference: 0 seconds,
Status: Directory listing successful -
Local site: | ¥:\ + | Remote site: | /home/lanforge l -
- Windows =t
Lg D = 2 home
-5 Y: (\192.168.100.27\downloads) D @ ) lanforge
-L‘ﬂ £ (19216810014 memery_card) -

Filename ° Filesize Filetype o0

|| DialogDemo,jnlp 2,337 INLP File
f?;‘JIOUI:‘:l’f;,[;;;stt'!;::zl;,;”“?ke-wg 903:81; ?:VG Dacum Filena;ne Filesize Filetype Last modified Permissions

) Driver_Win7 _7075_ zip , ompresse:

|| dropbox_1.6.0_amd64.deb 94178 DEE File o h File fold
EA edrawmax. exe 43,538,984 Application - .cacfs F‘IE fo‘der
[= english-anvil jpg 6,370,518 JPEGimage - wconng e tolder
| 1, FLASS-M-LE-R2-ASUS-5402.zip 2725792 Compresse: = "°‘E'_” E:E :"::E' o/orm0tt aam0. 4

€] Fedora-19-x86_64-netinst.iso 332,398,592 Disc Image - 'm:z' 2 F‘IE ::’ ; 22 ot e

|£4| Fedora-20-x86_64-netinst.iso 336,592,896 DiscImage =S e folder /26 !
| 1 FileDrop-master.zip 210,344 Compresse & vne File folder 9/30/2014 2

1 L7 31 e ANEI M Fomoracea ™| | 48 DB File folder 9/30/2014 2:02:...  drwar-xr-x -
4 [ | 3 4 [ I +
Selected 1 file. Total size: 336,592,896 bytes 135 files and 33 directories. Total size: 55,041,229 bytes

Server/Local file Direction Remote file Size Priority  Status

Queued files l Failed transfers l Successful transfers

a EH Queue: empty ae




C. Intheright column, type in the nginx document root, /usr/local/Tanforge/nginx/html and hit enter

sﬂp#ﬂ inforge@jed-f20 5 ; |

File Edit View Transfer Server Bookmarks Help

A -FER2+ 9k X Fn

Host:  sftp://jed-f20 Username:  lanforge Password: eesssssse Port: B

Status: Retrieving directory listing... -
Command: cd "fusr/local/lanforge/nginx/html"

Response: New directory is: "/usr/local/lanforge/nginx/htm["

Command: Is

Status: Listing directory fusr/lecal/lanferge/nging/html [
Status: Directory listing successful -
Local site: | ¥ ~ | Remote site: | {EEAGTCINET T A -

1 Windows - | lanforge ~

g D: = 2 usr

L ¥ (\\192.168.100.27\downloads) D -2 local k
- 2 (\192.168.100.14\memory_card) - =% lanforge
= -2 nginx
Filename Filesize Filetype o | html
4] DialogDemo jnlp 2,337 JNLP File =
L'e:idD?m‘hfv:E”;‘[?};;Sr‘t;‘g?;;el‘jr_‘)ke'“@ gogial; ?:VG Docurr Filena?ne Filesize Filetype Last modified Permissions Oy
river_Win7_7075_ zip , ompresse
|| dropbox_1.6.0_amd6d.deb 94,178 DEB File - I File fold 0/30/2014 257... | |
&) edrawmax.exe 43,538,984 Application &) linuxwo... Vle Talder 130/ 2 e ITADWHIAG a
& english-anviljpg 6370518 JPEG image @] 50c.html 537 Firefox HT... 9/17/201410:3..  -rw-rw-r-- 500
= - . 210, .
| 1) FLASS-M-LE-R2-ASUS-5402.1ip 2725792 Compresse: || index.html 612 Firefox HT.. 8/17/201410:3..  -rw-rw-r-- 500
|4 Fedora-19-x86_64 - netinst.iso 332,398,592 DiscImage
@ Fedora-20-x86_64-netinst.iso 336,592,896 DiscImage
FileDrop-master.zi 210,344 Compresse
2 P P
£ Al 31 7in 2A N5 Cammnrecca |
< T v < T 3
Selected 1 file. Total size: 336,592,806 bytes 2 files and 1 directory. Total size: 1,149 bytes
Server/Local file Direction Remote file Size Priority  Status
Queued files l Failed transfers l Successful transfers J
ﬁm Queue: empty ee

D. In the left column, double-click your DVD image (Fedora-20-x86_64.netinst.iso)

(@ stpuftanforge@jed-20 = [

File Edit View Transfer Server Bookmarks Help

4 -FER 2R & 5@ ¥ n

Host:  sftp://jed-f20 Username:  lanforge Password: e Port: B
Status: Connected to jed-f20.candelatech.com -
Status: Starting upload of Y:\Fedora-20-x86_64-netinst.iso
Command: cd "fusr/local/lanforge/nginx/html"
Response: New directory is: "/usr/local/lanforge/nginx/htm["
Command: put "¥:\Fedora-20-x86_64-netinstiso” "Fedora-20-x86_64-netinstiso” [
Status: local:¥:\Fedora-20-x86_64-netinst.iso => remote:/usr/lecal/lanforge/ngini/html/Fedora-20-:86_64-netinst.iso -
Local siter | Vi ~ | Remote site: | Jusr/local/lanforge/nginy/html -
| Windows - i]- |, lanforge -
g D: = 2 usr
L ¥ (\\192.168.100.27\downloads) D -2 local
L8 7: (11192 .168.100.14\memory_card) - =% lanforge
- = — - " -2 nginx
Filename Filesize Filetype J html
4| DialogDemo jnlp 2,337 JNLP File =
.adoor_ln‘tam_Door_-_whlte_stroke.;\.rg 5425 SVG Docur Filena?ne Filesize Filetype Last modified Permissions Oy
Lg,; Driver_Win7_7075_09182013.zip 900,589 Compresse:
|| dropbox_1.6.0_amd6d.deb 94,178 DEB File - I File fold | |
& edrawmax.exe 43,538,984 Application &) linuxwo... tIe Tolder e 21
= @] 50c.html 537 Firefox HT... -IW-rw-T-- 500
= english-anvil jpg 6,370,518 JPEG image indexhtml 612 Firefox HT. 9/17/2014 1023 0
| 1) FLASS-M-LE-R2-ASUS-5402 zip 2725792 Compresse: (8] index.htm irefox HT... 9717/ S
|4 Fedora-19-x86_64 - netinst.iso 332,398,592 DiscImage
336,592,896
Lg,; FileDrop-master.zip 210,344 Compresse
£ Al 31 7in 2A N5 Cammnrecca |

< ] v < I +
Selected 1 file. Total size: 336,592,806 bytes 2 files and 1 directory. Total size: 1,149 bytes
Server/Local file Direction Remote file Size Priority  Status
1 sftpi/Nanforge@jed-f20
|:' Y:\Fedora-20-x86_64-netin...  --»> Jusr/local/lanforge/nginx/ht... 336,592,896 Mormal  Transferring

00:00:01 elapsed 00:00:07 left 14.5% 49,020,928 bytes (46.8 MiB/s)

Queued files (1) l Failed transfers l Successful transfers J

S Queue 3210 MiB o0 |




E. you will see the file when it is transferred appear in the right column

File Edit View Transfer Server Bookmarks Help

1-FEER 2 +R &g AT n

Host:  sftp://jed-f20 Username:  lanforge Password: esssssss Port: E]

local:¥:\Fedora-20-x86_64-netinst.iso => remote:/usr/lecal/lanforge/ngini/html/Fedora-20-x86_64-netinst.iso
File transfer successful, transferred 332,955,648 bytes in 8 seconds

Retrieving directory listing...

Is

Listing directory fusr/lacal/lanforge/nging/html

Directory listing successful

Local site: | Yy Remote site: | fusrflocal/lanforge/nginx/html

1 Windows e 1. lanforge
g D: =k 8 usr
o Y (\W192.168.100.27\downloads) E| 2 local
L Z: (\\192.168.100.14\memory_card) =] 2 lanforge

= =2 nginx
Filename Filesize Filetype

4] DialogDemo.nlp 2,337 IMLP File

.a door_liftarn_Door_-_white_stroke.svg 5425 SVG Documr

| 4, Driver_Win7_7075_09182013 zip 900,589 Compresse:

|| dropbox 1.6.0_amds4.deb 94,178 DEB File =t | 4 File fold

&) edrawmax.exe 43,538,984 Application @) linux.words & falder

[ english-anvil jpg 6,370,518 JPEG image (8] 50 hel . Firefox HI..

| 1 FLAS5-M-LE-R2-ASUS-5402.zip 2725792 Compresse:

|4 Fedora-19-x86_64-netinstiso 332,398,592 DiscImage

@ Fedora-20-x86_64-netinst.iso 336,592,806 DiscImage

| 1, FileDrop-master.zip 210,344 Compresser
1 -

Filename Filesize Filetype

|&| indechtml

Al_D 21 v A NK2 2N
4 [ | < T

Selected 1 file. Total size: 336,592,896 bytes Selected 1 file, Total size: 336,592,896 bytes

Server/Local file Direction Remote file Size Priority  Status

Queued files l Failed transfers l Successful transfers (1) J

ﬁ B Jueue empty

5. Configure application-layer traffic using the Layer 4-7tab tools:

A. Inthe Layer 4-7tab, click the Create button,

LANForge Manager Version(5.3.1) =
Control Reporting Tear-0ff Info Plugins

| Stop All | | Restart Manager | | Refresh | | LIELD

File-0 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status I Layer3 I L3 Endps I WanLinks I Attenuators

Rpt Timer: |default (5 s5) |V|Go|TestManager | Select All || Start || Stop H Quiesce || Clear |

View |o- 200 [+]6o | pispley |[ greate || Modity || Batchmodfy | [ Delete |
Layer-4 Endpoints for Selected Test Manager
N EID T Stat Total-URLs |  URLs/ BytesRD | BytesWR | TxRate |1 Rote Rx Rate |ohate
ame ype atus otal-URLs sfs yres- yres- xRate |r" iy ate | min)

[a] il I

[»]

Logged in to: jedf20:4002 as: Admin

B. You will see the Create/Modify L4Endpoint window

C. Create a connection named web-requests,

D. With a Report timer of fast (1 s)

E. from Resource (jed-f20) port rdob.

F. Let's make ten requests a second. Enter 6000 for URLs per 10m.

G. Jump down to the URL field, and enter http://10.2.0.1/index.html

H. and to avoid saving the result, set the Dest File to /dev/null




|. Click OK and the window will close.
Create/Modify LAEndpoint

Name: |web-requests | Rpt Timer: fast (1s) : Test Manager: |defau|t_tm

Shelf: Resource: |1 (jedf20) |v| Port: |4 (rdob) |v| IP Addr: |AUTO

Endp Name: 0 URLs per 10m: (6000 Max Speed: |Infini‘te

Quiesce: |3 (3 sec) |V| URL Timeout: {10000 DNS Cache Timeout: |60

TFTP Block Size: |Defau1‘t (512 B) |v|

Proxy Port: Proxy Server:
Proxy Auth:

Prowy Auth Types:  []Basic []Digest []NTLM

HTTP Compression: []Gzip [] Deflate

HTTP Auth Types:  []Basic []Digest []GSS-Negotiate []NTLM

SSL Cert: [ca-bundle.crt

SMTP-From: [

Agent/RCTP-TO: [

ULDL: [Download || WiPva CliPve

URL: |http:/10.2.0.1/index.html

Source/Dest File: Lfdevmull

[]Bind DNS FTP PASY FTP EPSV

| Apply | | @I | Batch-Create | | Cancel

[] Get-URLs-From-File [] Authenticate Server []Use-Proxy []Allow-Reuse []Allow-Cache []Enable 4xX [ Show Headers

6. Running the traffic is simple:
A. Select the row named web-requests in the Layer 4-7table,

B. Click the Start button.

LANForge Manager Version(5.3.1)
Contral Reporting Tear-Off Info Plugins

| Stop all | | Restart Manager |

| Refresh | | HELP

File-10 r Layer-4 rTest Mgr rTest Group rResource Mgr r Event Log rA\er‘ts r Port Mgr r Messages |
Status I Layer-3 I L3 Endps I WanlLinks

Attenuators

Rpt Timer: [default (5 s) |v|Go|TestManager | selectan || i| stop || Quiesce || clear |

View |0 200 |V|GU‘ | Display || Create || Modify H Eatch Modify | | Delete |
Layer-4 Endpoints for Selected Test Manager
Tx Rate Rx Rate
MName EID Type Status | Total-URLs URLs/s Bytes-RD Bytes-WR Tx Rate (1 min) Rx Rate (1 min)
web-requ...|1.1.4.1 [L4/Gen |Stopped 0 0 0 0 0 0 8] 0

[« I ]

[]

Logged into: jedf20:4002 as: Admin




C. Click the Display button to see more detail on the traffic:

Layer-4 Endpoint web-requests Manager: jed-F20

Endpoint: web-requests

Port Endpoint 1: 879 First RX
2: 155
Resource: jedf20 EID: 1.1.4.1 i Avg:0
5] 0.3
Port: rdob cfg URLs/10m: 5000 =g
IP: 10.2.0.3 RX Rate: 49.221 Kbps A
bps T 42.143 Kbps TX Rate: 0bps Sl
1024:
Pps Tx 69 pps URLs/s: 10 2048 0
bps R¥:  95.003 kbps URLs Processed: 1,034 2720
2~15
Pps RX: 49 pps Total-ERR: 0
s = 1024
Errors: 0 Type: L4/Gen a2

17.12 Ghps :
" 180 B2
32.554 Mbps 30
64 0
131.072 Kbps 128: 0
256: 0
256 bps 512 0
0 bps 1024: 0
2048 0

17.18 abps
22.554 Mbps 2720
121.072 Kbps 2715
256 bps 1024
0bps 32

URLs Processed  Tw Throughput  Rx Throughput 0

1: 712
2: 204
4:17

160
Er
640
128 0
256: 0
51Z: 0
1024: 0
2042: 0

65.526 Kps 0
256 ps 1jie DNS Complete
0ps Lo Avg:0
B0

URL Completet
Avg:l
0.3

2720
2715
1024
32

[J|Pause Display | Print | | Stop | | Refresh | | Maodify |

| Clear

| Close |

7. Itis also possible to verify your connection setup from the command-line:

A. To verify the Layer 3 connection, you can use ping:
ping -I 10.2.0.3 10.2.0.1

lanforge@jed-F20:/usr/local/lanforge/nginx/html - Terminal
[lanforge@jed-f20 html]$% ping -I 18.2.8.3 18.2.0.1
PING 18.2.0.1 {10.2.8.1) from 10.2.8.3 : S6({&4) bytez of data.
64 bytesz from 10.2.8.1: dcmp_seg=l ttl=64 time=0.077 m=

64 bytes from 10.2.08.1: icmp_seqg=2 ttl=64 time=0.062 ms I
64 bytes from 18.2.0.1: dcmp_seqg=3 ttl=64 time=0.083% ms
AL

--- 18.2.0.1 ping statistics ---
3 packets transmitted, 2 received, 0% packet loss, time 2008ms
rtt minfavg/max/mdev = 0.0835/0.053/0.877,/0.018 ms
[lanforge@jed-f20 htmlls ]

=

B. To see that nginx is listening on port 80, use netstat on the resource running nginx and see what is listening

on port 80:
sudo netstat -ntlp | grep ':80'

lanforge@jed-F20:/usr/local/lanforge/nginx/html - Terminal
[lanforge@jed-f20 html]$ sudo netstat -ntlp | grep ':80'
top o] 0 10.2.8,1:88 0.0.0,.0:* LISTEN
[lanforge@jed-f28 html]$ I

5034 /nginx: master




C. To see the output of the web request, you can use LANforge's version of cur/located in
/home/1anforge/local/bin/curl. Since it uses bundled libraries, first type:
cd /home/Tanforge && . ./lanforge.profile
This sets up all environment variables and paths to work with the binaries and libraries shipped with
LANforge.

root@jed-f20:/home/lanforge

root@jed-T20 Shome Manforge
= cd shomeslanforge &% . ./1anforge.profile

root@jed-T20 shome Tanforge

=

D. Verify it runs without complaint:
/home/Tanforge/local/bin/curl --help

| lanforge@jed-F20:~ - Terminal
-T, ——upload-file FILE Transfer FILE to destination
—--url URL URL te werk with
-B, --use-ascii Use ASCIIftext transfer
-u, —-—user USER[:PASSWORD] Server user and password
—--tlsuser USER TLS username
—--tlspassword STRING TLS password
—-tlsauthtype STRING TLS authentication type {(default SRP)
-A, ——user-agent STRING User-Agent to send to server (H)

-v, —-verbose Make the operation more talkative
-V, —--versien Show versien number and gquit
-w, —-write-out FORMAT What to output after completion
—-xattr Store metadata in extended file atkributes
-qg If uzed az the firszt parameter disables .curlrc

[lanfergegjed-f20 ~1% I

E. If you scroll up in your terminal, you will see options available in the output not found in a normal version of
curl, like
--ans_server, --dns_inferface, --dns_ip4_adar, --dns_ijpé_adar, --interface and --localadadr. We will use --
interface next.

lanforge@jed-F20:~ - Terminal
—--hostpubmds MD5 Hex encoded MDS string of the host public key. (SSH)}

-0, —-httpl.® Use HTTP 1.8 (H)}
—--ignore-content-length Ignore the HTTP Content-Length header
-i, ——include Include protocol headers in the output {(H/F)

Allow connections to 55L =
INTERFACE

-k, —--insecure

jtes without certs (H}

—-localaddr IFADDR S
-4, ——ipwd Rezolve name to IPwd4 address
-6, ——ipve Rezolve name to IPvE address
-j; ——junk-session-cookies Ignore session cookies read from file (H)
—-keepalive-time SECONDS Interwval between keepaliwe probes
—-key KEY Private key file name {S5L/S5H)
—--key-type TYPE Private key file type (DER/PEM/ENG) ({S5L}
--krb LEVEL Enable Kerberos with specified security lewel (F}

—-libeurl FILE Dump libcurl equivalent code of this command line

F. Craft your download command: cd /home/lanforge/local/bin

./curl --interface 10.2.0.3 'http://10.2.0.1/index.html’
= lanforge@jed-F20:~flocal/bin - Terminal
[lanforge@jed-f20 ~]1%

[lanforgef@jed-f20 ~]1% cd /home/lanforge/localfbin
[lanforge@jed-f20 binl% ./curl --interface 10.2.0.3 'http:ffl@.z.B.lft[#ex.htmll




G. You will see the html output in the terminail:

| lanforge@jed-F20:~flocal/bin - Terminal
[lanforge@jed-f20 ~]1% cd /homef/lanforge/localfbin
[lanforge@jed-f20 bin]$ ./curl -—dinterface 10.2.8.3 'http://10.2.0.1/index.html’'

margin: 0 auto
font-family: Tahoma, Verdana, Arial, =a

the nginx w ver 1 : y i alled and
nfiguration i

</html
[lanforge@jed-f20 bin]l$

H. There will be arecord of connections and errors in the nginx logs directory: cd
/usr/local/lanforge/nginx/logs

- lanforge@jed-F20:/usr/local/lanforge /nginx/logs - Terminal =l
[lanferge@jed-f20 leogs]l% ed fusr/lecal/lanferge/nginx/legs
[lanforge@jed-f20 legs]3% pwd
fusrflocal/lanforge/nginx/logs

[lanforgegjed-f20 logs]3% 1=z -ltra

total 204

-rw-r—-r-- 1 rooct root B Sep 38 14:24 error.log

-rw-r—--r-- 1 root root 82 Sep 38 14:24 rd0a_error.log

-rw-r--r-- 1 root root 0 Sep 30 14:24 rd@a_access.log

drwxrwxr-x 11 5080 580 4086 Sep 30 14:24 .. I

drwxrwxr-x 2 500 508 4086 Sep 30 14:24 .
-rw-r—--r—-— 1 root root B8TEE4 Sep 30 16:20 rdda_host.access.log
[lanforgegjed-f20 logs]3 I

8. [Advanced)] Creating IPvé traffic to nginx. We will assume a scenario where ethl will serve nginx requests
and eth2 will generate requests.
A. Add IPvé addresses to your ports. We will add
m ee::2:1/120 for ethl,

m ee::2:2/120 for eth2,

s and sef the gateways for them to ee: :2:fe. We won't actually use a gateway, but our
port configuration requires it.



A. Hereis eth1, and we will enable the HTTP service as well.
eth1 (jed-f21 com) C gure Settings ) () (x
Port Status Information
Current: LINK-UP 1000kt-FD AUTO-NEGOTIATE Flow-Control TS0 GS0 GRO
Driver Info: Port Type: Ethernet Driver. €1 000(7.2.21-ka8-NAPI) Bus: 0000:00:09.0
Paort Configurables
Enable General Interface Settings —Advert Rates —
[] SetIF Down [w] 10bEHD
[] Set MAG [[] Dewn [C] Aux-Mgt 10bt-FD
[]SetTX Qlen []DHCP-IPvé [#] DHCP Release  DHCP Vendor ID: _: 100bt-HD
== [IDHCP-IPv4 | Secondany-Ps | DHCP ClientID _ A
Set Cffload v| 1000-FD
L Set Oflo DNS Servers:  [BLANK PeerIP iy
[] Set Rate Info []10G-FD
[ SetPROMISC IP Address: 0000 | Global IPvé: lee:2:1/120 [ 406-FD
t i 40G-
= Set meanrog P Mek 0.0.0.0 Link IPve: AUTO O szagmizie o Coni
et Fix- o v| Flow-Contro
[ seiB Gateway |P: 0.0.0.0 IPve GW: een2ie O =z
Set By ETET
et Bypass Aien 11 1500 ] PROMISC Offload
[] Set Bridge Info ] RX-ALL
MAC Addr. 038:00:27:73:6d:0d TX QlLen 1000 . TS0 Enabled
[[] Set CPU Mask []RX-FCs ~
— Services — ) [] Bypass NOW! =z
HTTP Rpt Timer: Watchdog: I:I:I [] Bypass Power-UP ?;::nalti‘ﬂ:
S O Enabled
o PU Mask WiFi Bridge ||| [18ypass PowerDOWN R
[ RADIUS [] Bypass Disconnect
| Print | | View Details ‘ | Probe | | Sync | | Apply | | OK | | Cancel |
B. Hereis eth2, notice how we added an IPv4 address to the port. Do that so that the Create Layer 4-7 dialog does
not complain.
eth2 (jed-f21.candelatech.com) Configure Seitings D) (=) (X
Port Status Information
Current: LINK-UP 1 000bt-FD AUTC-NEGOTIATE Flow-Control TSO GS0O GRO
Driver Info: Port Type: Ethernet Driver: €1000(7.3.21-k8-NAPI) Bus: 0000:00:0a.0
Paort Configurables
Enable General Interface Settings — Advert Rates —
[ ] SetIF Down 10bt-HD
[] SetMAC [J Down [[] Aux-Mgt 10bt-FD
[]SetTXQLen []DHCP-IPv8 [#7] DHCF Release  DHCP Vendor ID 100b+HD
m{[S=IE [JDHCP-IPva| [ Secondan-IPs | DHCP ClientID: _ AR
[] Set Offload 1000-FD
DNS Servers:  [BLANK | PeerlP:
[] Set Rate Info []10G-FD
[] SetPROMISC IP Address: 1025.02 Global IPva: ee:2:2A120 [ 0G-FD
= Se e P Mask 255 255 255 0 LinkIPve AUTO (D)=t 1 Fom-Conl
et Rx-. o v| Flow-Control
[ SetB Gateway IP: 0.0.0.0 IPve GW: ee:2fe O Rzt v
Set Bypass OMISC
o Alias: MTU: 1500 QeI Offioad
[] Set Bridge Info ] RX-ALL
MAC Addr: 08:00:27.d2:51 ft TX Qlen 1000 . TS0 Enabled
[[] Set CPU Mask []FX-FCS _
— Services — : [] Bypass NOW! o
[IHTTP Rpt Timer: Watchdog: l:l] [ Bypass Power UP GSO Enabled
: LRO Enabled
|| PU Mask WiFi Bridge [*]| [1Bypass PowernOWN R
[ RADIUS [] Bypass Disconnect
| Print | | View Details | | Frobe ‘ | Sync | ‘ Apply | | 0K ‘ | Cancel |
C. Here is a picture of the Port Mgr tab, with ports on two resources configured.
LANforge Manager Version(5.3.4) v Al X
Control Reporting TearCff Info Plugins
| Stop All \ | Restart Manager \ | Refresh | \ HELP

Aitenuators | File-10 | Layer4 | Generic | TestMgr | TestGroup | Resource Mgr | EventLog | Aleris | PortMgr | vAP Stations | Messages |
I I

Status Layer-3 L3 Endps VoIP/RTP VolP/RTP Endps Armageddon I WanLinks
Disp: [127.00.11 || snift Packets | D‘ Clear Courters || ResetPort || Delete
Rpt Timer ‘faster ) |v| | Apply | D \ View Details \ \ Create \ \ Modify \ | Bateh Madify \
All Ethemet Interfaces (Ports) for all R
Port |Phan.|Down| Device IP SEC sz"' RX Byles Mask Gateway P MAC IPv8 Address IPvB Gateway
110 O] | [ |etho 13218810026 |0 57,355,933(266 2652550 [192.168.1001 _ |08:00:27:1F60:26_ [feB0-a00:27f fe1F.6026/64 |DELETED
111 [] [ ] letht 0.0.0.0 0 15,694 502|0.0.0.0 0.0.0.0 00:27:73:6d:0d  |ee:2:1/120 ee2fe
112 cth2 102502 0 10,898,796/256.265.255.0 _[0.0.0.0 2702810 |ec.221120 ee:2ile
12.0 O] | [ |etho 132.188.10056 |0 2,350,089(255.255.256.0  [192.166.100.1 |08:00:272e:34:d3 _ [feB0::a00:27ffe2e:34d9/64 |DELEIED
121 | [] letht 10.25.0.3 o 9265801265265 265.0  [0.0.0.0 08:00:27.09:fd:26  |ee:2:3/120 lee:2fe
122 ethz 102504 0 9.260,582(255.255.256.0_[0.0.0.0 08:00:27bedal 0 |ee:2:4120 lee:2te

Logged in fo; localhost4002 as: Admin

D. Verify your connection between ports usingpingé: $ ping6 -I ee::2:2%eth2 ee::2:1




B. Edit your /home/l1anforge/vr_conf/nginx_ethl.conf file. You willremove the header comment and alter the
Tisten statements fo include IPvé addresses. You can listen for [::] or you could listen for [ee::2:1]

1;
Jethl_error.1l
/home/lant _conf/nginx_ethl.pid;

1024;

conf/mime. types;

sendfile
keepalive_timeout &5;

bind_dev=ethl;
bind_dewv=ethi;

{
html;
».html;

root html;

C. If you provide an IPvé address, please watch the nginx log file for errors: listening on an IPvé address is easy
fo misconfigure. The log files can be found in /usr/local/Tanforge/nginx/logs

D. Re-start the http service on ethl by un-checking HTTP, clicking Apply, checking HTTP, clicking OK.

E. Configure your Layer 4-7 endpoint:

Create/Modify LAEndpoint v) (a) (%

Name: e1-100 Rpt Timer: d=fault (3 =) |w| TestManager default_tm -
Shelf: |1 w | Resource: |1 (J=d-£21) w | Port |2 (eth2) w | |P Addr: AUTO -
Endp Name: 1 URLs per{0m: (3800 Max Speed: Infinits -
Quieszce: 3 (3 sec) w | LURL Timeout: [10000 w | DNS Cache Timeout: |60 -
TFTF Block Size: Dafault (512 B) -
Proxy Auth Types: Basic Digest NTLM
HTTP Compression: Gzip Deflate
HTTP Auth Types: Basic Digest GS5-Negotiate NTLM
SSL Cert: ca-bundle.crt
SMTP-From:
AgentRCPT-TO:
UL/DL: Download - IPv4 v| IPve
URL: http:/Jee::2:1 [findex.html
Source/Dest File: idevinull

Get-URLs-From-File Authenticate Server Use-Proxy Allow-Reuse Allow-Cache Enable 43X Show Headers

Bind DNS  [w] FTP PASV  [v¥] FTP EPSV

Apply Ok Batch-Create Cancel

. Name your endpoint
. Setyour URLs per Minufe

. Specify the URL with brackes around the address:http://[ee::2:1]/index.htm]

o 0O wm »

. Set your output file to /dev/null

F. You can watch fraffic on ethl or eth2 o verify the web requests.




Generating FTIP Traffic Between Two Physical ports

Goal: Allow LANforge to simulate a FTP connection within the sam

e system.

This scenario is useful if you wish to generate stateful FTP traffic between two physical ports using a single
LANforge system. You will need two non-management physical ports connected to eachother with a

loopback cable or switch.

1. Configure the physical intferfaces. We will set up eth1 as a client and eth2 as a FTP server.

A. Go to the Port Mgr fab and select ethl.

LANforge Manager Version(5.3.4) = [=] £
Control Reporting Tear-Off Info Plugins
‘ Stop All ‘ | Restart Manager | | Refresh | | HELP |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status r Layer-2 r L2 Endps r VolP/RTP r olP/RTP Endps r Armageddon r WanLinks r Attenuators r Filed0 |
Disp: [192.168.100.133:0.0 | | Sniff Packets | | clearcounters || ResetPort || Delete |
Rpt Timer: |medium (8 s) |'| | Apply ‘ Izl | View Details | ‘ Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
; Parent
Port |Pha...|Down P SEC| Alias P RX Bytes RX Pkts Pps RX | bpsRX TX Bytes TX Pkts Pps TX
1.1.0 L] [] |192.168.100.86 |0 eths 99,089 938 5 4,676 284,471 454 2
1.1.1 L] [] |o.0.0.0 0 ethl 0 0 0 0 o] 0 0
1.1.2 [] [ ] |o.0.0.0 0 ethl 0 0 0 0 850 11 0
1.1.3 L L] [0.0.0.0 0 eth2 0 0 0 0 850 11 0
1.1.4 L L] [0.0.0.0 0 eth3 0 0 0 0 0 0 0
1.1.5 L] [] |0.0.0.0 0 eth4 0 0 0 0 0 0 0
[al ] I [»]
Logged in to: brent-Gport:4002 as: Admin
B. Click Modify to configure port ethl.
eth1 (brent-éport) Configure Settings — O [x
Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO G50 GRO
Driver Info: Port Type: Ethernet Driver: e1000&(3.2.6-k) Bus: 0000:03:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates —
[] set IF Down 8 10bt-HD 10bt-HD
10bt-FD
[ Set MAC O oown [ Aux-Mgt £ 100bL-HD 10bt-FD
[]set ™XQ Len [] DHCP-IPVE DHCP Release  DHCP Vendor ID: 8 }gggfg’? 100bt-HD
O set CJoHCP4Pva [ secondaryiPs | bHep Client 0 Q1oem 10067
[] set Offload @ Autoneqotiat [¥] 1000-FD
DNS Servers:  [BLANK Peer IP: NA Autoneqotiate
[]set Rate Info []10G-FD
IP Address: 10.0.0.101/24 Global IPvE: auTO
[] set PROMISC ) [ Renegotiate []40G-FD
IP Mask: 0.0.0.0 Link IPv&: AUTO
[[] Set Rx-AllfFCS [ Restart Xewr Flow-Control
Gateway IP: 0.0.0.0 IPvE GW: AUTO ~
[ set Bypass . [1PROMISC
Alias: MTU: 1500 Offload
[[] set Bridge Info ] RX-ALL
MAC Addr: 00:90:0b:38:82:71 | TX Q Len 1000 [¥] TS0 Enabled
[] set CPU Mask [ RX-FCS
— Services — : ypass NOW! _
- : ¥] G50 Enabled
b ' [JLRC Enabled
Fre cubese  [Do || wrierdge: [ion o
u =8 IFi Bridge = [J Bypass Power-DOWN 5RO Enabled
[1RraDs [J Bypass Disconnect
‘ Print || View Details ‘ | Probe || Sync | | Apply | OK! Cancel

A. Set the IP Address 10 10.0.0.101/24.
B. Click OK.




C. While sfill in the Port Mgr tab, select eth2.

LANFforge Manager Version(5.3.4) = | = [
Control Reporting Tear-Off Info Plugins
‘ Stop All ‘ | Restart Manager | | Refresh | | HELP |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts [ Port Mgr | vAP Stations | Messages |
Status |/ Layer-3 r L3 Endps r VolP/RTP r “oIP/RTP Endps r Armageddon r Wanlinks r Attenuators r FiledO |
Disp: [192.168.100.133:0.0 | | Sniff Packets | | clearcounters || ResetPort || Delete |
Rpt Timer: |medium (8 5) |V| | Apply ‘ IEI | View Details | ‘ Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
. Parent]

Port |Pha...|Down P SEC| Alias P RX Bytes RX Pkts Pps RX | bpsRX TX Bytes TX Pkts Pps TX
1.1.0 L] [] |192.168.100.86 |0 eths 594,284 5,695 5 4,714 1,631,487 2,458 2
11.1 L] [] [0.0.0.0 0 eth0 0 0 0 0 0 0 0
11.2 L] [] [10.0.0.101 0 ethl 0 0 0 0 1,620 19 0
1l [] [ | |0.0.0.0 0 eth2 0 0 0 0 950 11 0
1.1.4 ] | O |o.0.0.0 0 |eth3 0 0 0 0 0 0 0
1.1.5 ] | O |o.0.0.0 0 |etha 0 0 0 0 0 0 0
[4] Il | [v]
Logged in to: brent-Gport:4002 as: Admin

D. Click Modify to configure port eth2.
eth2 (brent-6port) Configure Settings - O [x
Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO GSO GRO
Driver Info: Port Type: Ethernet Driver: @1000&(3.2.6-k) Bus: 0000:04:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates—

[] set IF Down 8 10bt-HD 10bt-HD

10bt-FD

[ 5et MAC [ Down [] Aux-Mgt &3 100bt-HD 10bt-FD

[Jset ™XQ Len [] DHCP-IPVE DHCP Release  DHCP Vendor ID: 8 }gggfg’? 100bt-HD

O set CJoHCPiPva [ Secondaryips | bHCP Client 0 Q1oem 10067

[] set Offload @ Autoneqotiat [¥] 1000-FD

DNS Servers: [BLANK Peer IP: NA Adtoneqotiate
[[]set Rate Info []10G-FD
IP Address: 10.0.0.102/24 Global IPvE: BaUTO
[[] Set PROMISC [ renegotiate []40G-FD
IP Mask: 0.0.0.0 Link IPvi: auTO
[[] Set Rx-All/FCS [ Restart Xcur Flow-Control
Gateway IP: 0.0.0.0 IPvE GW: AUTO ~
[ set Bypass . [1PROMISC
Alias: MTU: 1500 Offload
[[] set Bridge Info ] RX-ALL
MAC Addr: 00:90:0b:38:82:72 | TX Q Len 1000 [¥] TS0 Enabled

[] set CPU Mask [ RX-FCS

— Services— B ypass NOW! _

- : ¥] G50 Enabled

LIHTTP RIFE TIETE mediun (8 s) : Watchdog: l:l:l [1Bypass Power-UP ; e

¥P ' [JLRC Enabled
Fre ubese  [Do || wrierdge: [ion e o
3“ PU Mask: WiFi Bridge = [1Bypass Power-DOWN GRO Enabled
DIUsS [J Bypass Disconnect
‘ Print || “iew Details ‘ | Probe || Sync | | Apply || QK | | Cancel

A. Set the IP Address 10 10.0.0.102/24.
B. Enable FTP under Services.

C. Click OK.

2. Create a file for the FTP client to download/upload. This is optional if you already have a file in mind to test
with, just make sure the file is in /home/Tanforge (the default directory for FTP). Step 3 explains how to upload

a file from a Windows machine.




A. First, you'll need to open a console on the LANforge system.

A. Loginto the machine directly or remotely throughrdesktop. The user/password should be lanforge/lanforge for
both.

B. To log in viardesktop type the following command into a console (replace LANforge-IP with the IP of your
LANforge system):

rdesktop LANforge-IP

rdesktop - 192.168.100.86

Madule sesman-Xvnc |

username |anfgrgel
password [+t

a4 | Cance|| He|p|

C. Log in with user/password lanforge/lanforge.

D. Once you are on the system, a console should already be open. If you don't see a console, go ahead and open
one by clicking the console icon in the fop menu bar (shown in the below screenshot).

ﬁ Applications Places System :I“ = 1

0 MATE Terminal

I o |




B. Once you have a console ready, use the below commands to create a small or large file. These files will just
contain random text.
Note: These files will be created in the /home/lanforge directory. This is the default directory used for FTP on
LANforge.

A. Small file (45 KB):
dd if=/dev/urandom of=/home/lanforge/small-file.bin bs=1k count=44

Mate Terminal vy (A) (%

File Edit View Search Terminal Help
[lanforged
44+0 r

4 / ( kB) copied, 0.8
[lanforge@brent-6port ~1%

B. Large file (10 MB):
dd if=/dev/urandom of=/home/lanforge/large-file.bin bs=1k count=10240

Mate Terminal v) () (%

File Edit View Search Terminal Help
g rent-6port ~]1$ dd if=/dev/urandom of=/home/lanforge/large-file.bin bs=1k count=18240
records in
cords
tes (18 MB) copied, 2
rent-6port

3. Opftional: Upload a file to the LANforge system for the FTP client to download/upload. There are multiple
ways to do this, this step will demonstrate the upload using a Windows machine with FileZilla.
A. On your Windows machine, download and install FileZilla. You can download the FileZilla client here:
https://filezilla-project.org/download.php

B. Open FileZilla.


https://filezilla-project.org/download.php

C.

[F=5 Eol =)

[ Filezilla
File Edit “iew Transfer Server Bookmarks Help
4 - |[IOER) @ » ¢ E
Haost: Epeff192.168.100.86  Usernarme:  lanforge Password: esssssss Port: Quickfonnect B
Local site: | ChUsershbrent\Downloadsh -
g Downloads -
Faworites o
# Links U
) Local Settings -
Filenarme Filesize Filetype Last modified Filename Filesize Filetype Last modified Permissions
£ | desktop.ini 282 Configuration .., 5/12/2015 11:50:43..,
| file st 47,278,084 Text Document  6/15/2015 2:49:23 Mot connected to any server
EHFilezilla_2.10.0.2.., 6,477,032 Application 6,/12/2015 9:31:10 ..,
1 [Tl | v 4] 1 +
3 files, Total size: 53,755,398 bytes Mot connected,
Server/Local file Direction Rermote file Size  Priority Status
Queued files | Failed transfers Successful transfers
B (Jueue: empty e

A. Near the top left in theHost field, enter in the following: sftp://LANforge-IP

(sftp://192.168.100.86 is used in this example).
B. Username: lanforge Password: lanforge.

C. Click Quickconnect.

In the left column navigate to your file's directory. Make sure the right column is set to /home/T1anforge

I3 sttpifanforge@192,168.100.86 - FileZilla [ro|[-E- =]
File Edit ‘“iew Transfer Server Bookmarks Help
A - R KEEXTN
Haost: bpi/f192.168.100.86  Username: lanforge Password: esssssss Port: B
Status: Connecting to 192.168.100.86.., -
Status: Connected to 192.168.100.86
Status: Retrieving directory listing...
Status: Listing directory /home/lanforge
Status: Directary listing of "/hormeflanforge” successful
Local site y ¥ | Rernote site: | fhormeflanforge -
: g Downloads |,} - -2/
[+ Favorites s =2 home
# Links L . lanforge
. Local Settings -
Filenarne Filesize Filetype Last modified Filenarme Filesize Filetype Last modified Permissio *
|
4 | desktop.ini 282 Configuration ... 5/12/2015 11:50:43... s cache File folder 6/15/2015 9:24:...  drawx-----
| filedat 47,278,084 Text Docurnent  6/15/2015 9:49:23 ., J.config File folder 6732015 1147,
ﬂFiIeZiIIa_B.ll.D.l.. 6,477,032 Application 6,/12/2015 9:31:10 .., . dbus File folder 4/24/2015 11:2.,,
, .gnarme? File folder 6/2/2015 11:58:..,
o - [ [ il gt .1r'|.1r'm1r1|1.'| . -
3 files, Total size: 53,755,398 bytes 177 files and 43 directories, Total size: 78,111,666 bytes
ServerfLocal file Direction  Rernote file Size  Priority  Status
Queued files | Failed transfers | Successful transfers
%m Queue: empty LR

D. To start fransferring your file, double click it in the left column. Once the fransfer is complete make sure
you can find it within the right column under /home/T1anforge. Your file is now on the LANforge machine!




E sftpifflanforge@192,168.100.86 - FileZilla

File Edit Miew Transfer Server Bookmarks Help
d - R eEr &« 5T
Haost: Epeff192.168.100.86  Usernarme:  lanforge Password: esssssss Port: B

Status: Retrieving directary listing of "/home/lanforge”... A
Status: Listing directory /home/lanforge
Status: Directary listing of "/hormeflanforge” successful
Status: Deleting "/home/flanforge/file " |
Status: Starting upload of ChUsers\brent\Downloads\file tdt [
Status: local:iChUsershbrentiDownloadsifile.bd =» remotei/homeflanforge/file b -
Local site: | ChUsershbrent\Downloadsh ¥ | Rernote site: | fhormeflanforge -
& Downloads o =
o Favorites ol = haome
@ Links A - | lanforge
. Local Settings -
Filename Filesize Filetype Last maodified Filename Filesize Filetype Last maodified Permissio *
K. | da_run_. 66 File 61572015 %240, -re-r--r--
£ | desktop.ini 282 Configuration ... 5/12/2015 1 | |etc_cran., 183 D_CLEAN-.. 6/12/2015 10:0.. -nmxr-xr-xl_
file.tet: k urment 6 59 = FileZilla_... 6,477,032 Application  6/12/2015 453.. -r\n\t—r\t\u’-r--—l
EFiIeZiIIa_lll.D.E... 6,477,032 Application 61272015 9:31:10 .., efind_dﬂt... 1370 PLFile 61272015 100, -poeer-r-x
efind_gw... 635 PLFile 6/12/2015 100, -risr-xp-x
I VT 4nna niru. £t mndE 1an R .6
< 1 R KR T »
Selected 1file, Total size: 47,278,084 bytes 176 files and 43 directories, Total size: 78,108,194 bytes
Server/Local file Direction Rermote file Size  Priority Status
4 sftpi/flanforge@192.168.10..,
ChlUserstbrent\Downloads..  --2>  ‘homeflanforge/filetd 47,278,084 MNorrmal  Transferring
00:00:02 elapsed  00:00:03 left  [[NNGONER. | 28,524,544 bytes (10.0 MiE/s)

—lQueued files (1) l Failed transfers l Successful transfers (2) ]

SER Queue: 45,1 MIB e
4. Create the FTP endpoint.
A. On the Layer 4-7 tab, click Create.
LANforge Manager Version(5.3.2) ) (a) (x
Control Reporting Tear-Off Info Plugins
‘ Stop All | | Restart Manager ‘ | Refresh | | HELP

File-10 T/Layer-d rGeneric I’Test Mgr rTest Group T/Resnurce Mgr rEvent Log rAIerts rPurt Mgr I’Messages ‘
Status T/Layer-ii r/L3 Endps I’VuIPIRTP r VoIP/RTP Endps rArmageddun r WanLinks r/Attenuaturs r Collision-Domains |

t Timer: [default (5 s) ‘V|Go|Te5tManager | selectan || start || stop || quiesce | clear |

W |0 - 200 |v|Go‘ | Display || Create $| Modify || Batch Modify | ‘ Delet¢
Layer-4 Endpoints for Selected Test Manager
Name ‘ EID ‘ Type ‘ Status | Total-URLs | URLs/s ‘ Bytes-RD ‘ BytesWR | TxRate (Tf fﬂ?;? ‘ Rx Rate E{l" f‘:‘ar:?
[«] Ii I D]

Logged in to: 192.168.100.86:4002 as: Admin

B. Configure the FTP endpoint.



I CreatefModify L4Endpoint =| =] [

Name: [ftp-download | Rpt Timer: Test Manager: |default_tm [v]
Shelf Resource: [L (brent-sport] || Port; [2 (eth) |v| P addr lauTo [~
Endp Name: 0 URLs per 10m: ,6007 Max Speed: |Ir1finite |v|
Quiesce: 3 (35e0) || URL Timeout: DNS Cache Timeout: |60 v

TFTP Block Size:  |Default (512 B) [~
Proxy Port:
Proxy Auth:

Proxy Auth Types:  []Basic []Digest []NTLM
HTTP Compression: [] Gzip [] Deflate

HTTP Auth Types: [[]Basic []Digest []G55-Negotiate [] NTLM

SSL Cert: [ca-bundle.crt |
SMTP-From: [ |
Agent/RCPT-TO: | |
ULDL: [pownload [~| wiPva []IPve

URL: [ftp:/nanforge:lanforge@10.0.0.102/largefile.bin |

Source/Dest File:  [fdev/null |

[] Get-URLs-From-File [ Authenticate Server []Use-Proxy []Allow-Reuse []Allow-Cache []Enable 4¥X []Show Headers

[]Bind DNS FTP PASYV FTP EPSV

| Apply | OK. | Batch-Create | | Cancel

A. Name your endpoint ftp-download.

B. Set Rpt Timerto fast (1 s)

C. Set Port to ethl.

D. Set URLs per 10m to 600 (1/sec).

|. Here is a list of common values used for URLS per 10m.

URLsper 10min |Converted
60 1/min
600 1/sec
6000 10/sec
§0000 100/sec

E. To download the small file (44KB) created earlier, setURL to:
ftp://lanforge:Tanforge@10.0.0.102/smal1-file.bin
To download the large file (10MB) created earlier, set URL to:
ftp://lanforge:lanforge@10.0.0.102/1arge-file.bin
Note: The default directory for FTP is /home/Tanforge and the default username/password is lanforge/lanforge.
All files downloaded/uploaded via FTP need to be in /home/Tanforge.

F. Opfional:If you want to use another file in /home/l1anforge you can just change the flename at the end of the
URL.
For example ftp://1anforge:1anforge@10.0.0.102/1arge-file.bin would be changed to
ftp://1anforge:lanforge@10.0.0.102/your-file-name

G. Set Source/Dest File to /dev/null.
H. Click OK.

5. Start the endpoint and display the graph.
A. Inthe Layer 4-7 tab, select the connection called ftp-download.

B. Click Start.



LANforge Manager Version(5.3.4) o (B [£3
Control Reporting Tear-Off Info Plugins

‘ Stop all | | Restart Manager | | Refresh | ‘ HELP |

Layer-4 rGeneric rTest Mar rTest Group rResource Mar rEvent Log rA\erts rPor‘t Mgr rvAP Stations rMessages |
Status | Layer3 | L3Endps | VoIP/RTP | VolP/RTP Endps | Armageddon | Wanlinks | Attenuators | File-l0 |

Rpt Timer: |defau1t (5 5) |v|Go|Test Manager | Select Al | Startl| Stop H Quiesce || Clear |

View |0-500 |v|Go| | Display H Create H Modify || Batch Maodify | | Delete |
Layer-4 Endpoints for Selected Test Manager
Tx Rate Rx Rate
Name EID Type Status Total-URLs URLs/s Bytes-RD Bytes-WR Tx Rate (1 min) Ry Rate (1 min)
ftp-download |1.1.2.1 |L4/Gen  |Stopped 0 0 0 0 0 0 0 l
[« I | [v]

Logged into: brent-6port:4002 as: Admin

C. Select ftp-download and click Display to see a graph similar to below.

Layer-4 Endpoint ftp-download Manager: brent-6port

Endpoint: ftp-download
Port Endpoint——— =10 First RX 165: 10 URL Completec
7E: 2 186 2
Resource: brent-6port EID: 1.1.21 7812 Avgi82 162 5 Avg:172
- f | 53 7asl mE o ledls2
Port: ethl Cfg URLs/10m: 600 Tt oo s
IP: 10.0.0.101 RX Rate: 84.449 Mbps e ze 0
33 0 4200 1
bps TX: 276.724 kbps TX Rate: 0 bps 586 0 €76 0
1098: 0 11z 0
Pps T: 492 pps URLs/s: 1 21220 212:0
bps RX:  88.636 Mbps URLs Processed: 79 2720 2720
Pps RX: 7.317 Total-ERR; 0 2715 2715
s RX: . s otal-ERR:

o Kep 1024 1024
Errors: 0 Type: L4/Gen 32 32
£5.525 Kps 4] 4]

256 ps | ; ;7 DMNS Complete
0ps +0 Awg:0
17.18 Gbps f:s:ou 0.0
22.554 Mbps — 2z 0
E4: 0
121.072 Khps - 128 0
256 0
256 bps | 512: 0
0 bps 1024: 0
2042: 0
17.18 Ghps
22.554 Mbps 2720
121.072 Kbps 2715
256 bps 1024
0 bpz 32
URLs Processed Tx Throughput Rk Throughput 0
[[]|Pause Display | Print | | Stop | | Refresh | | Modify | | Clear | | Close |

6. Uploading a file from the FTP client to the FTP server.



A. Go to the Layer 4-7 tab and modify the ftp-download endpoint. The below changes will need to be
made:

I CreatefModify L4Endpoint SiEE

Name: [ftp-upload | Rpt Timer: Test Manager: |defautt_tm [~]
Shelf Resource: [ (brent-sport) || Port; [2 (eth) |+| P addr lauo [~
Endp Name: 1 URLs per10m: [600 | MaxSpesd: [rnfinite [~]
Quiesce: 3 (35e0) || URL Timeout: DNS Cache Timeout: |60 v

TFTP Block Size:  |Default (512 B) [~

Proxy Port: Proxy Server:
Proxy Auth:

Proxy Auth Types:  []Basic []Digest []NTLM

HTTP Compression: [ ] Gzip [ Deflate

HTTP Auth Types: [[]Basic []Digest []G55-Negotiate [] NTLM

S5L Cert: [ca-bundle.crt |
SMTP-From: [ |
Agent/RCPT-TO: [ |
UL/DL: [upload [=| wirva ] IPvG

URL: [ftp:/lanforge:lanforge@1 0.0.0.102/upload-file |
Source/Dest File:  [large-ile.bin |

[] Get-URLs-From-File [ Authenticate Server []Use-Proxy []Allow-Reuse []Allow-Cache []Enable 4¥X []Show Headers

[] Bind DNS FTP PASY FTP EPSV

| Apply | | OKd | Batch-Create | | Cancel

A. Name to ftp-upload.
B. UL/DL to Upload.

C. URL fo ftp://lanforge:lanforge@10.0.0.102/upload-file. The 'upload-file' flename in this link can be changed if
needed.

D. Source/Dest File to large-file.bin. This can be changed to a preferred file as long as it is ir /home/T1anforge (the
default FTP directory).

E. Click OK.

B. Select ftp-upload and click Start.

C. This endpoint will now essentially upload the large-file.bin file in /home/1anforge to the same directory with
a new file name (upload-file in this case). If you select ftp-upload in the Layer 4-7 tab and click Display,
the graph should look similar to the one below.

Layer-4 Endpoint Ftp-upload Manager: brent-6port

Endpoint: ftp-upload
FPort Endpoint————— =212 First RX 221: 7 URL Completec
B4: 4 222: 2
Resource: brent-Gport EID: 1.1.2.2 ge 12 Avg:94 2240 Avg:266
. : oz 82,241 2281y 220,506
Port: ethl Cfg URLs/10m: 600 T o
IP: 10.0.0.101 RX Rate: 0 bps Ly o
3381 476: 3
bps TH: 85,095 Mbps T¥ Rate: 84,195 Mbps 534 0 732 1
1106: 0 1244: 0
Pps Tx 7.08 Kpps URLs/s: 1 2130: 0 2268: 0
bps R¥:  104.297 Kbps URLs Processed: 95 2720 2720
2715 2715
Pps RX: 182 pps Total-ERR: 0
1024 1024
Errors: 0 Type: L4/Gen 32 32
65.526 Kps 4] 0
256 ps DNS Complete
0ps Awg:0
17.18 Ghps 0.0
22.554 Mbps
121.072 Khps
256 bps
0 bps
17.18 Gbps
32.554 Mbps 2720
131,072 Kkps 2715
256 bps 1024
0 bps 32
URLs Processed Tx Throughput  Rx Throughput 0
[]|Pause Display | Print | | Stop | | Refresh | | Modify | | Clear | | Close |

7. Using SCP, SFTP, and TFTP.



A. Go to the Layer 4-7 tab and modify the ftp-download endpoint. The below changes will need to be
made:

LANforge Manager Version(5.3.4) =1 1k | e
Control Reporting Tear-Off Info Plugins

‘ Stop all | | Restart Manager | | Refresh | ‘ HELP |

Layer-4 rGeneric r/Test Mgr rTest Group rResource Mgr rEvent Log I’A\erts rPurt Mgr rvAP Stations rMessages |
Status r Layer-3 r L3 Endps r VolP/RTP r VoIP/RTP Endps r/ Armageddon r WanLinks r Attenuators r File-10 |

Rpt Timer: [default (5's)  [+|Go| Test Manager [ select il |[ start | stop || quiesce || clear |

View |0-500 |v|Go| | Display H Create H Mod\fy# Batch Modify | | Delete |
Layer-4 Endpoints for Selected Test Manager
Tx Rate Rx Rate
Name EID Type Status | Total-URLs URLs/s Bytes-RD Bytes-WR Tx Rate T ) Rx Rate A e
ftp-download |1.1.2.1 [L4/Gen |Stopped 138 0]1,447,034... 0 0 0| 82,824,960 (
ftp-upload 1.1.2.2 L4/Gen Stopped 162 0 0/1,698,693...| 83,322,368 4] o] (
[] I I [+]

Logged in to: brent-6port:4002 as: Admin

A. Name to ftp-scp for scp orftp-sftp for sftp.

B. For SCP, set the URL to scp://lanforge:lanforge@10.0.0.102/~/small-file.bin. The filename at the end of the link
can be changed to another file in /home/1anforge.

Create/Modify L4Endpoint =] [E] [£3

MName: ‘ftp-scp | Rpt Timer: Test Manager: |defau|t_tm |v|

Shelf. Resource; [1 (brent-sport) || Port; [2 (ethl) [+] 1P Addr JauTo I~
Endp Name: 1 URLs per 10m: |600 Max Speed: |Infinite |V|
Quiesce: ‘3 (3 sec) |V| URL Timeout: DNS Cache Timeout: |60 |v|

TFTP Block Size:  [befault (512 B) [~]

Proxy Server:

Proxy Auth Types:  []Basic [ Digest []NTLM
HTTP Compressien: []Gzip [] Deflate

HTTP Auth Types:  []Basic []Digest []GS5-Negotiate [ NTLM

SSL Cert: [ca-bundle.crt |
SMTP-From: [ |
Agent/RCPT-TO: [ |
uuDL: [pownload [~ wipva O IPv6

URL: [sepifflanforge:lanforge @10.0.0.102/~/smallile.bin |

Source/Dest File:  [fdevinull |

[] Get-URLs-From-File []Authenticate Server [ ]Use-Proxy []Allow-Reuse []Allow-Cache []Enable 4xX []Show Headers

[]Bind DNS FTP PASV FTP EPSV

| Apply | OK. | Batch-Create | | Cancel

C. Click OK.

D. For SFTP, set the URL to sftp://lanforge:lanforge@10.0.0.102/~/small-file.bin. The filename at the end of the link
can be changed to another file in /home/Tanforge.



Create/Modify L4Endpoink = (=] [£2

Name: ftp-sftp | Rpt Timer: Test Manager: [defaut_tm [~]
Shelf. Resource: [L (brent-port) || port: [2 (athl) [+] 1P Adar auto I~
Endp Name: 1 URLs per 10m: [600 | MaxSpeed: [zninite [~
Quiesce: EIEES) [+] uRL Timeout: DNS Cache Timeout: |60 [~]

TFTP Block Size:  [befault (512 B) [~]

Proxy Port: Proxy Server:
Proxy Auth:

Proxy Auth Types:  []Basic [] Digest []NTLM

HTTP Compression: []Gzip [] Deflate

HTTP Auth Types:  []Basic [ Digest []GSS-Negotiate [ NTLM

SSL Cert: [ca-bundle.crt |
SMTP-From: [ |
Agent/RCPT-TO: [ |
uLDL: [pownload [~ waipva [liPvs

URL: \sftp:h’lanforge:Ianforge@lo.0.0.102.’~!5ma|l—fi\e.bin |
Source/Dest File:  [fdevinull |

[] Get-URLs-From-File []Authenticate Server []Use-Proxy [ ]Allow-Reuse []Allow-Cache []Enable 4xX []Show Headers

[ Bind DNS FTP PASV FTP EPSV

| Apply | OKd | Batch-Create | | Cancel |

E. Click OK.

B. Select the ftp-scp or ftp-sftp endpoint and click Start.
C. To use TFTP, you will first need to have a TFTP server set up and configured to serve the Layer 4-7 endpoint
a file.

A. Once the serveris set up, use the below configuration to set up a TFTP endpoint.
Note: You will need to provide your own server's IP and file name.

Create/Modify L4Endpeint

MName: ‘I4-tftp | Rpt Timer: Test Manager: |defau|t_tm |v|

Shelf: Resource: |1 (brent-Gport) |V| Port: |O (eth5)(MGT) |V| IP Addr: |AUTO |v|
Endp Mame: 21 URLs per 10m: |100 Max Speed: |Infinite |V|
Quiesce: ‘3 (3 sec) |V| URL Timeout: DNS Cache Timeout: |60 |v|

TFTP Block Size: ‘Default (512 B) |v|

Proxy Port: Proxy Server:
Proxy Auth:

Proxy Auth Types:  []Basic [] Digest []NTLM

HTTP Compression: [ | Gzip [ ] Deflate

HTTP Auth Types: [ | Basic [ | Digest [ | GS5-Negotiate [ | NTLM

S5L Cert: [ca-bundle.crt |
SMTP-From: [ |
Agent/RCPT-TO: [ |
uLDL: [pownload [~] Hirus 1P

URL: [tftp:/192.168.100.93/largefile.bin |

Source/Dest File:  [fdevinull |

[] Get-URLs-From-File [ Authenticate Server [ ]Use-Proxy [ ]Allow-Reuse []Allow-Cache []Enable 4xx []Show Headers

[]Bind DNS FTP PASV FTP EPSV

| Apply | ‘ 0K ‘ | Batch-Create | | Cancel |

|. Setf the Port fo a port that can talk to the TFTP server. In this case the server was
on the management network so ethO was used.

Il. URLs per 10m was left at the default 100, this can be set higher or lower
depending on how often the file should be downloaded.

lll. Set URL to tftp://server-IP/filename.

IV. Source/Dest File can be /dev/null.



Generating Table-based Reports

Goal: Learn how to generate reports that present the data found in the table views of the

LANforge GUI.

We will use the Reporting—Table Report Generator tool to select rows and columns present from the
LANforge GUI to create an HTML report. The individual rows and columns from the Ports, Layer-3 and L3-
Endpoints windows can be selected. Feature appeares in release 5.3.3.

1. Begining a New Report

A. We start in the Reports menu, and choose the Table Report Generator

Tear-0ff Info Plugins
Print (Fit to Page)
Print (Multi Page)

LANforge Manager

Version(5.3.3)

Layer-4 Dynamic Reports

Reporting Manager

‘ Stop All ‘ | Restart Manager | | Refresh | | HELP |
up | Resource Mgr r Event Log rAIer‘ts r Fort Mgr I’vAP Stations r Messages |
L3 Endps Armageddon I WanLinks I Attenuators " Filedo |

Licenses expire in: 38 days.

Support expires in: 39 days.

Current Users

* admin from:192.168.100.51
gnuserver from:127.0.0.1

Test Configuration Database

List: [day_3e [~] | Load |
Name: | | | Delete |
Load Behavior: |Choose One |V‘ | Save |

|

Tl | Download DB

‘ | Show Progress

Virtual Shelf 1
Resource 1 Resource 2
on | (]| on (E] ()
] i [
i [ ]
] ]
| Netsmith | | Netsmith |

Logged into: 192.168.100.26:4002 as: Admin




B. The report generator window appears. At the top are lists of previous saved settings. Below those are the
selection tables for Layer 3, L3-Endpoints and Ports. The check-box indicates if the item will be included in
the report.

I Table Report Builder

Saved reports:

Saved entity selections:

Full Report
Autosave 16-02-04 17:20
Autosave 16-02-04 17:21

118

Load
Save

Delete

All Entities
Autosave 16-02-04 17:20
Autosave 16-02-04 17:21

118

Load
Save

Delete

Layer 3 []skip Select Select
Column Name Use Entity Name Use

Name v] | |sta-mac-100 v] -

Type v sta-mac-101 v

State v] _| |sta-mac-102 v]

Pkt Rx A v sta-mac-103 v =

Pkt Fx B ¥] | |sta-mac-104 v

Bps Rx A v] sta-mac-105 v]

Bps Rx B v] sta-mac-106 v] —

Rx Drop % A v] | [sta-mac-107 v] =

L3 Endpoints [ ] Skip Select Select
Column Name Use Entity Name Use

Name v] ~| [If_tepa v] -

EID v] =| [sta-mac-100-A v]

RUn v] sta-mac-100-B v] r

Mng v] sta-mac-101-A v]

Script v] sta-mac-101-B v]

Tx Rate v] sta-mac-102-A v]

Tx Rate (1 min) v] sta-mac-102-B v]

Tx Rate LL v] | |sta-mac-103-A v] =

Ports [ Iskip Select Select
Column Name Use Entity Name Use

Port v] a||1.1.etho v] -

Phantom v] =| [1.1.ethl v] =

Down v 1.1.stal0on ¥l

IP v 1.1.wiphy0 v

SEC v] 1.1.stal0l v]

Alias v 1.1.5tal0z2 v

Parent Dev v] 1.1.5tal03 v]

RX Bytes v] | [1.1.5ta104 v] =

| [ gose |

2. Understanding the two columns in the Table Report Builder.




A. Report Profiles are on the left. This represents your selection of Layer-3, L3-Endpoint and/or Port table
columns to include in your report. These preferences are saved independently of the entity choices.

osave 16-02-04 17:20
tosave 16-02-04 17:21

Drop Pkis A
Drop Pkis B

=
EEEEEEEEEERERERE] @

Endpoints (A « B)

‘ L3 Endpoints [ ] Skip Select

[ Iskip Sel




B. Enfity Selections are on the right. This consists of a your combination of Layer-3 connections, L3-Endpoints
and/or Ports to report on. These preferences are also saved independently from the profiles.

elections:

tosave 15-02-04 17:20
utosave 15-02-04 17:21

Entity Name

[1e]

=
(i

3. Selecting items to include

A. The Skip button will omit a whole table from the report. Checking and un-checking the skip button will not
alter your row selection check boxes.



Table Report Builder

Saved reports: Saved entity selections:

Load

Autosave 16-02-04 17:20
Autosave 16-02-04 17:21

Delete Delete

Autosave 16-02-04 17:20
Autosave 16-02-04 17:21

E
Ji

- Layer 3 [w] skip Select = Select

Column Name Use Entity Name Use

- L3 Endpoints  [¥] Skip Select = Select |/

Column Name Use Entity Name Use

- Forts [ Iskip Select Select

Column Name Use Entity Name Use
Port Ll «| [1.1.eth0 Ll -
Phantom L] 1.1.ethl L]
Down L] |=|[r.1.stalo0 W |
1.1.wiphy0 L] I
1.1.stal0l L]
1.1.5tal02 ]
1.1.5tal03 |
1.1.5tal04 Ll
1.1.5tal05> ]
1.1.5tal0s L]
1.1.5tal0v L]
TX Bytes L] 1.1.stal0os L]
TH Pkts ] 1.1.5tal0s ] —
Prnc T¥ 1 11 winhwl 1 i
| Create Report Close h‘

B. The Select drop downs for each table are a short cut for selecting all or unselecting all items in a row.

C. The [SPACE] and [ENTER] keys are shorfcuts for selecting and unselecting checkboxes. These keys will
tfoggle highlighted groups of rows as well.

4, Saving and Loading a Report Profile



A. The Save button allows you to save your table row selections. Name your saved profile.

Layer 3 [[]skip Select Select
Column Name Use Entity Name Use
MName [v] | |sta-mac-100 [v]
Type v sta-mac-101 v
State v] sta-mac-102 v]
Pl Ry A v] sta-mac-103 v]
Plt Rx B v] sta-mac-104 v]
Bps Rx A v] sta-mac-105 v]
Eps Rx B w] |=| |sta-mac-106 [v]
Fx Drop % A [v] sta-mac-107 [v]
Fx Drop % B ™ sta-mac-108 [v]
Orop Pkts A v] sta-mac-109 v]
Drop Pkts B ]
Avg RTT ¥l
Rpt Timer Wl
Cim 2] 4 Report Profile Name:

L3 Endpoints

[1skip Select

[Untitled &

Column Name Use | 0K H Cancel ‘
TR RALIEZ LL [ ] —~
Fx Rate Z — m
Rx Rate (1 min) = sta-mac-100-B [w]
R Rate L = _ | [sta-mac-101-A [ ]
Rx Drop % LI 17| |sta-mac-101-B O |=
¥ PDUs = |sta-mac-102-A L]
T Pits LL = sta-mac-102-8 L]
FDU/s TX L4 sta-mac-103-A L]
Pps TXLL L4 sta-mac-103-8 L1 |
Rx PDUs = sta-mac-104-A []
Ry Pldts LL = sta-mac-104-B [ ]
PDUJs RX = sta-mac-103-A L]
Pps RX LL = — |sta-mac-105-B =
DE|aV - + 1ne A 1 -

Skip Select I:D

‘ Create Report

| Close |




|

Saved reports:

B. You can restore previous reports profiles. Select a profile name and then click Load.

Table Report Builder

Saved entity selections:

Full Repaort

Untitled 8

IS
Autosave 16-02-04 17:20 W
Autosave 16-02-04 17:21
Autosave 15-02-08 16:12

Layer 3

Load

| Save

[]skip Select

All Entities

Autosave 16-02-04 17:20
Autosave 16-02-04 17:21
Autosave 16-02-08 16:12
Autosave 16-02-08 16:15

il Load

Save

< Delete

e

Select

Column Name Use Entity Name Use
MName v] | [sta-mac-100 v]
Type v sta-mac-101 v
State v] sta-mac-102 v]
Pht Rx A v] sta-mac-103 v]
Plt Fx B v] sta-mac-104 v]
Bps Rx A v sta-mac-105 v
Bps Rx B [v] =| [sta-mac-108 v]
Rx Drop % A [v] sta-mac-107 v]
Rx Drop % B v] sta-mac-108 v]
Drop Pkts A v] sta-mac-109 v]
Drop Pkts B v]
Avg RTT M
Rpt Timer v —
o | '}
L3 Endpoints [ ] Skip Select Select
Column Mame Use Entity Name Use
TR Rale [ ] | [If tepA O -
Rx Rate i Ld | |sta-mac-100-A v]
Rx Rate (1 min) L] sta-mac-l00B ]
R Rate LL | ||stamac-101-A B
Rx Drop % L ~| [sta-mac-101B L] =
T PDUs L |sta-mac-102-A []
Tx Pkts LL - sta-mac-102-B []
PDU/s TX Ld sta-mac-103-A []
Pps TXLL Ld sta-mac-103-B L
Rx PDUs L sta-mac-104-A []
R Phts LL L sta-mac-104-B O
PDU/s RX L] sta-mac-105-A []
Pps RXLL - —| |sta-mac-105-B ] —
DEIaV il + 1me A 1 v
Ports Skip Select I:I:I Select I:I:I
| Create Report | Close ‘

5. Generating the report is simple, click the Create Report button. Your report will be remembered with an
Aufosaverecord.




& Table Report Builder Graphical Script Report for: Report Builder
Saved reports: Saved entity selections:
Autosave 16-02-08 16:16 Report
Full Report Load All Entities Load
|Autosave 16-02-04 17:20 Autosave 16-02-04 17:20
|Autosave 16-02-04 17:21 Autosave 16-02-04 17:21
\Autosave 16-02-08 16:12 Autosave 16-02-08 16:12 16-02-08 16:16
\Autosave 16-02-08 16:15 Autosave 16-02-08 16:15
|Autosave 16-02-08 16:16 Autosave 16-02-08 16:16 L3 Endpoints
Name EID Run Mng Script TxRate TxRate (1 min) TxRateLL RxRate R|
Layer 3 Skip Select I:D Select I:l:l sta-mac-100-A1.1.21.5/ false| true, None 0 4] 0 0
sta-mac-100-B 1.1.2.6 false true None 0 0 0 0
L3 Endpoints  [] Skip SE\ect select sta-mac-101-A[1.1.22.7| false| true| None 0 0 0 0
sta-mac-101-B 1.1.4.8 false true None 0 1) 0 0
lm Sl iz “7“ IF g Entity Name Use sta-mac-102-A1.1.23.9 false true None 0 o 0 0
ame W |~ cp [
lED = <tamacl00A = sta-mac-102-B 1.1.5.10 false true| None 0 0 0 0
Run [¥] sta-mac-100-B [v]
Mng [¥] sta-mac-101-A [¥]
Script [v] sta-mac-101-B [v]
[T Rate v sta-mac-102-A [v]
T Rate (1 min) ] =| |sta-mac-102-B [v]
ITx Rate LL ¥ sta-mac-103-A |
Rx Rate v sta-mac-103-B
Rx Rate (1 min) ¥l sta-mac-104-A L
R Rate LL v sta-mac-104-B 0
Rx Drop % [¥] — |sta-mac-105-A L]
[Tx PDUs vl sta-mac-105-B |
Tx Pkts LL v sta-mac-106-A L]
PDU/s TX v sta-mac-106-B |
Pps TX LL [v] sta-mac-107-A L]
Rx PDUs ¥ sta-mac-107-B O
Rx Pkts LL v sta-mac-108-A
PDU/s RX ¥l sta-mac-108-B L]
Pps RX LL 3] sta-mac-109-A |
Delay ¥ sta-mac-109-B L]
Cropped v
itter [v]
Tx Bytes b |
Bx Butes v ot
4] i D
Create Report | Close | | Save File ‘

6. Saving the report as a file is easy as well. In the Graphical Script Reportwindow, click the Save File button.

Displaying Sequence Gaps

Goal: Generate and show sequence gaps (time between packets) by running traffic through
a Wanlink with an intermittent latency spike.
Tracking sequence gaps can be useful in the following scenarios:

e Roaming with and without 802.11r.
e OSPF failovers.

e Cellular to WiFi handoff.

In this test scenario, LANforge will be set up to generate sequence gaps. Then the sequence gaps will be
shown via the layer-3 display window.

Four physical ports will be used, two to generate traffic and two for the WanLink endpoints. This test uses
a LANforge CT922 system.

LANforge will be generating UDP traffic at 1 Mbps through a WanLink that is scripted to apply one
second of lafency every ten seconds. The one second latency should create a one second sequence
gap. The packet size will be smaller to increase the rate of traffic and thus decreasing sequence gaps,
this will make any larger sequence gaps more apparent.

1. Set IPs on fraffic generating ports, eth0 and eth3 in this case.


http://www.candelatech.com/ct922_product.php

A. In the Port Manager tab modify eth0.

eth0 (brent-6port) Configure Settings -

Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO GS0O GRO
Driver Info: Port Type: Ethernet Driver: e1000e(3.2.6-k) Bus: 0000:02:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates—
[ 5et IF Down 8 IOEt-HD 10bt-HD
10bt-FD
[[] set MAC [Jpown [ Aux-Mgt ©) 100bt-HD 10bt-FD

[set T qlen ] DHCP-IPWE DHCF Release  DHCP Vendor ID: 8 }ggg‘f;’? 100bt-HD
ST CIoHcpapva [_secondanyiPs | bHcp client i i TR
1000D

[] set offload Auto it
DNS Servers: |[BLANK Peer IP; NA ® Autonegotiate

[] set Rate Info []10G-FD
IP Address: 10.0.0.1/24 Global IPvE: AUTO

[] Set PROMISC [ Renegotiate ] 40G-FD
IP Mask: 0.0.0.0 Link IPv&: AUTO

[ ] 5et Rx-All/FCS [ Restart Xcvr Flow-Control
Gateway IP: 0.0.0.0 IPvE GW: AUTO ~

[ set Bypass [ PROMISC

[ set Bridge Inf Alias: MTU: 1500 ] RXALL Offload

et Bridge Info -Al
g MAC Addr: 00:90:0b:38:82:70 | TX Q Len 1000 [¥] TS0 Enabled

[] set CPU Mask []R%-Fcs

woon [ Tlewny [T W |
: [ Bypass NOW!

— Services—

) - . GSO Enabled
[CIHTTP BB TG : LT l:l:l [ Bypass Power-UP
OFre cPUMask  [loooi [] wiriend NoNE <] e
C ask: iFi Bridge: ywer-DOWN
a [ Bypass Power-DOWN GRO Enablad

[ rADIUS [1Bypass Disconnect

‘ Print || “iew Details ‘ | Probe || Sync | | Apply || QK | | Cancel

A. Set the IP Address.

B. In the Port Manager tab modify eth3.

eth3 (brent-éport) Configure Settings -

Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO GSO GRO
Driver Info: Port Type: Ethernet Driver: e1000e(3.2.6-k) Bus: 0000:05:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates—
[]5et IF Down () 10bt-HD 10bt-HD
O
10bt-FD
[ set MAC O pown [ Aux-mgt ) 100bt-HD 10bt-FD
[]set ™XQ Len [] DHCP-IPVE DHCF Release  DHCP Vendor ID: 8 }gggfg’? 100bt-HD
O set v CJoHCP4Pva [ secondaryiPs ] bHep client 0 Q1oem 1006470
Set Offload ALtoneqoti 1000-FD
U DNS Servers: |[BLANK Peer IP: NA ® Autonegotiate =
[[] 5et Rate Info []110G-FD
IP Address: 10.0.0.2/24 Global IPv6: AUTO
[] Set PROMISC ) [ Renagatiate []40G-FD
IP Mask: 0.0.0.0 Link IPv&: AUTO
[[] Set Rx-AllfFCS [ Restart Xevr Flow-Control
Gateway IP: 0.0.0.0 IPvE GW: AUTO ~
L1 set Bypass Al MTU 1500 B fload
ias: 2 Offloa
[[] set Bridge Info ] RX-ALL
MAC Addr: 00:90:0b:38:82:73 | TX Q Len 1000 [¥] TS0 Enabled
[]5et CPU Mask ] RX-FCS
o seom [ Tleom [ ) oo [DU0Es
— Services— ypass NOW! 7] G50 Enabled
[ HTTP Rpt Timer: medium (8 s5) = Watchdog: l:l:l [ Bypass Power-UP
e S B — .
C ask: iFi Bridge: [ Bypass Power-DOWN 0 Bl
L[] RADIUS [ Bypass Disconnect
‘ Print | | View Details ‘ | Probe | | Sync | | Apply | | oK | | Cancel

A. Set the IP Address.

2. Create a WanlLink.



A. In Netsmith, right click an open area and click New Connection.

Create/Modify Connection

Interface-Cost: 1 |
RIP-Metric: 1
Port 1-A; |2 (eth1) |~ | |
OSPF Area: |DU0.00U.OUO.UOU |
Port 1.8: Wiskip | [ vere e
WanLink: [] Skip |-:Auto Create New WanLink= |v| VRRP ID:
WRRP Priority:
Port 2-8: [Askip | |~] Y
VRRP Interval:
Port 2. []skip |3 (eth2) 1% | Next-Hop: | |
DHCP Lease Time: Subnets (a.b.c.dfw):
DHCP DNS: | || |
DHCP Range Min: | | |
DHCP Range Max: | || |
DHCF Domain: | ” |
Next-Hop-IPvé:
DHCPV6 DNS: P | |
_ IPvG Subnets (aaa:0bx):
DHCPvE Range Min: | ” |
DHCPvE Range Mamx: | “ |
DHCPd Config File: | I |
] NAT [ ]DHCP [ ] DHCPWG [J custom DHCP [ ]WRRP [ ] Cand-RP
| 0K | ‘ Cancel
A. Select the Skip checkboxes on Port 1-B and Port 2-B.
B. Set Port 1-A to ethl.
C. Set Port 2-A to eth2.
D. Click OK.
E. Click Apply in Netsmith.
3. Configure the WanlLink.
A. In the Wanlinks tab, modify the WanLink.
4 000 2 =
I:I ‘ Apply | | 0K | | Display WanLink & WanPaths | | Cancel
WanLink Information WanLink Information i
Name: [VRWL-1.1.000 [] Pass-Through ] HW Pass-Through
Presets: |CU5T0M "I [ coupled-Mode Kernel-Mode
Endpoint A Endpoint B Resource: ‘1 (brent -Gport | ‘v
Port: [3 (eth2) [~] [z tethn) =] Rpt Timer: [default (5 =) ~
Transfer Rate: ‘mn (18 Mbps) |v| |mn (10 Mbps) |v| e =~
Delay: ‘zero (0 us) |v||zero (0 us) |V| Reorder-Freq: |zero (0%) |szero (0%) |v| L
Drop-Freq: ‘zeru (0%) |v||zeru (&%) |'| DupFreq: |zero (%) |szer‘n (0%) |v|
e X I X CI R R PO e D e e e
Jitter-Freq: ‘zer‘n (0%) |v||zero (0%) |v|
Reorderamt: pell ‘ = |2u | min |1 | = |2m ‘
| Script H Script |
Endpoint A WAN Paths Endpoint B WAN Paths 1
| Create-wP I Modify- WP I Delete-WF | Create-Wp I Modify-WF I Delete- WP |
Name | TxRate ‘Disab\ed| L | Filter Pattern | Delay| Name | TxRate |Disab|ed| L | Filter Pattern ‘ De\ay|
WanLink Information WanLink Information
CPU-ID: |0 |_I Test Manager: |defau\t7tm |'|
Endpoint A Endpoint B Endpoint A Endpoint B
[]ICEcap Replay []ICEcap Replay []Dump Packets []Dump Packets
Replay File: | ‘ || ‘ | Dump File:
| o || o | []Farce Packet Gap [] Force Packst Gap
|| Drop-xth || Drop-¥th
L Repl Loop Replay -
B e [1Reorderxth ["1ReorderXth =

A. Set the Transfer Rate to 10Mbps for both endpoints.




B. Click the Script button on Endpoint A.

Add/Modify Script BEE
Endpoint Name: |VRWL-1.1.UUU-»Q |V| Script Type: |ScriptWL |v|

Script Name:  |my-script | Group Action: | |~]

Enable Script Show Reports [_] Symmetric Loop [ |Hide lteration Details [ ]Hide Legend [ ]Hide C5W

Loop Count |Forever |v| Script Iterations: 10 (0) Estimated Duration: 10 s (0 ms)

Script Configuration

Run Duration: | ls (1 s) |v|
10Mbps
Rates
0,0.0,0,0,0,0,0,0,1000
Latencies:
0
Jitter:
0
Drops:
Show Previous Report | | Sync | | Apply | | 0K | | Cancel
A. Set the Script Type to ScriptWL.
B. Click the Loop checkbox.
C. Run Duration = 1s
D. Rates = 10Mbps
E. Latencies =0,0,0,0,0,0,0,0,0,1000
F. lJitter=0
G. Drops=0
H. Click OK.

C. Click OK to close the WanLink modify window.

4, Create a Layer 3 connection.



A. In the Layer-3 tab, Click Create.

|
[ o [t

| Display H Sync || Batch-Create H Apply || 0K || Cancel |

Cross-Connect Cross-Connect s
C¥ Name: Judp-Im Report Timer: ‘fast 1 s) |'I
CX Type: [Lanforge ¢ upp [~
Endpoint A Endpoint B
Endpoint A Endpoint B Pld Pattern |imcreasing |v‘ |\ncreasmg |v|
Resource: 2 (brent port) [ e trent-gpore) ol | e port [euTo | [auro -]
Port: [ etho) [=|[2 (etha) |~ Mecpport e =] [rowe ]
Min Tx Rate: |1'" |'||1'" ‘v‘ Min Duration: |Forever |vHFore\fer |V|
Max Tx Rate: |Sa"‘e |v| |SamE ‘v‘ Max Duration: |Same |" |Same |'|
N e T o P e e e
Max PDU Size: |Same |v||Sarne ‘v‘ — |Same |vHSame |'| =
IP Tos: [pest Effort  (0)  |w|[pest Effort (@ |~ P orsel (© =] format @ =]
Pkts To Send: |Inf1n1‘te |v| |In‘f1n1‘te ‘v‘ | Script ‘ | Script |
| Thresholds H Thresholds |
Cross-Connect Endpoint A Endpoint B
Test Manager |defau|t7tm |v Snd Buff Size: |US Default |v‘ |US Default |v|
Quiesce: [ Gseo [+] | RevBuft sizes [os Default | +]|os pefault [~
Endpoint A Endpoint B Send Bad FCS: | | H | | |
IP Addr: lauto [~ jauro l=] |srcmac: | [~]| [~]
[] Replay File [] Replay File [[] Use-Proxy [] Use-Proxy
[JLecp [ toop Proxy Addr:
[] Dest Mac [] Dest Mac P —
F\Iemame{: Socket Priority: |U ||U |
pestiaG | | | | ‘ ‘ | Payload ‘ | Payload |
A. CX Name = udp-1m
B. Report Timer = 1s
C. Endpoint A Port = eth0
D. Endpoint B Port = eth3
E. Endpoint Aand B=1m
F. Endpoint A and B Min PDU Size = 64 B
G. Click OK.
5. Create a fest group to start the layer 3 connection and Wanlink at the same time.
A. In the Test Group tab, click Create.
Create/Modify Test Group O /x

Cross Connects (CX)

Registered CXs
VRWL-1.1.000
udp-1m

Test Group Name:  [tg

Free CXs

[l config As Totals

| Apply ‘ | 0K ‘ | Cancel

A. Test Group Name =tg

B. Select the WanlLink and Layer 3 connection on the right and clickAdd Cx.

C. Click OK.




6. Start the test group. This will start both the layer 3 connection and the scripted WanLink.
A. In the Test Group fab, select tg and click Start. You will see the Script Report window appear.

LANForge Manager Version(5.3.4) = | (=] (£
Control Reporting Tear-Off Info Plugins

‘ Stop all ‘ | Restart Manager | | Refresh | | HELP |

Layer-4 rGeneric rTest Magr rTest Group rResource Mgr rEvent Log rAIerts rPort Mgr rvAP Stations rMessages |
status | Layer3 | L3Endps | VolP/RTP | VolPRTP Endps | Armageddon | Wanlinks | Attenuators | Filedo |

| Select All | St | Stop H Quiesce || Clear |

Display || Create || Modify Delete

LANforge Test Groups
Name |Run| Script | Cross Connects |
tg |1 |None [VRWL-1.1.000 udp-1m |

Rpt Timer: |defau1’[ (5 s) |'|Go|

Logged into: brent-6port:4002 as: Admin

7. Display the Layer 3 connection and analyze the Rx Gap (sequence gap).
A. Inthe Layer-3 tab, select udp-1m and click Display.

Cross Connect: udp-1m Manager: brent-6port

dpoint: udp-1m- R dpoint: udp-1m-
Port Endpoint s RT-Lat nisese 1W-Lat L4 Port Endpoint 11702 RT-Lat Limme 1Wlat
Resource: brent-6port EID: 11.1.33 i i Avg:0 Packets: Resource: brent-6port EID: 1.1.4.34 i Augi0 o Avg:0
e 0..1003 B EE 0.1004 &0 0..68
Part etho Min TX. 1 Mbps 192585 Port: eth3 Min TX: 1 Mbps
1P 10.0.0.1 Max TX: 1 Mbps IP: 10.0.0.2 Max TX: 1 Mbps
bps TX.  1.717 Mbps RX Rate: 999 976 Kbps 5 bps TX.  1.718 Mbps RX Rate: 1 Mbps )
Pps T 1951 RX Pkts: 176716 2~15 |Dropped: Pps Tx 1953 RX Pkts: 192585 2°15
bps R 1.562 Mbps RX Drop: 16416 1024 |y bps RX: 1719 Mbps RX Drop: 0 1024
Pps RX: 1774 TX Pkts: 193136 32 Pps RX: 1953 TX Pkts: 192582 32
o [
Errors 0 Type: LF/UDP Ruc Gap Errors 0 Type: LF/UDP ; g Ri Gap
Avgi0 { io mvgo i Avg:0
cs.536 Kps 5536 Kpps
i 0..262101 | ooretee a0 0.0 w3 0..26210]
o Packets: liad 160 1610
o e o oo 2 0 320
5536 Kopa LB S0 o,
256 ppz | I I I I I I 176716 I 256 pps 2560 =60
0 pps = e 0 pps 0 e Fo ~
1710 Gbps 2720 Y e 1020 2720 losko 2~20
33,554 Mbps | 2715 [ 325sambps 20480 PO L Facd 2715
131.072 Kbps 1024 | Dropped: 131.072 Kbps 1024 1024
256 bps 256 bps
0 bps 32 Otps 32 32
RX-Error-Pkts RX-Dropped-Pkts Ru Throughput 0 16416 RX-Error-Pkts RX-Dropped-Pkts Rx Throughput 0 0
[JPause Display [ prnt | [ stop | [ sme | | oynamic Report | [ Modity | [ ctear | [ close |

B. The Rx Gap graph is highlighted in the below screenshot. The Rx Gap for Endpoint B doesn't show one
second sequence gaps because that side of the WanLink was not scripted.

1: 134830 Rx Gap

2: 42762
4: 73 Avg:0
L e 0..262101

A. The colored numbers on the left side of the colon represent time in milliseconds. The right colored numbers
represent the number of times a sequence gap reached the particular time on the left side.

You'll notice that 9 sequence gaps hit 1024ms. These gaps were the result of the WanlLink script occasionally
sending one second latency.

Scalability Testing with NFS File-10



Goal: Analyze memory usage as the number of NFS clients is scaled up, and also when NFS

endpoint seltings are tweaked.
Hopefully by the end of this cookbook you'll have an idea how to assess how many File-IO endpoints and

associated settings your system can support. This cookbook connects a LANforge system to a NFS file server.
The file server in this example will be 10.17.1.1. It will be sharing 10.17.1.1:/mnt/tmpfs1. We will create 100, 250,
then 500 readers and writers and compare memory usage as we also tweak the RW Size setting.

Note: For this example, we are using a CT523 with 8GB of memory. It is physically connected to the NFS
file server.

1. First, 500 MAC-VLANs will need to be created.
A. In the Port-Mgr tab select port eth1 and click Create.

Create VLANSs on Pork: 1.1.001 - 0 x
® MACVLAM (D 802.1QWLAN O Redirect (2 Bridge ) GRE Tunnel
2 WiFi STA O WIiFi VAP O WiFi Monitor (2 WiFi Virtual Radio
Shelf: Resource: = Port: |1 (ethl) |V|
WLAN ID: ] DHCP-IPv4
Parent MAC: DHCP Client ID: | I~]
MAC Addr: ook [v] 1P address: lo0a7.1.214 | clobal IPvé: [aUTo |
Quantity: [s00 | 1P Mask or Bits: | | LinkIPve: [auTO |
Gateway IP: [ | IPve Gw: [auTO |
#1 Redir Name: #2 Redir Name:
STA ID: SSID: | [~]
WiFi AP: KeyiPhrase:
O] WPA O weaz O] wep
[] Down
Apply !J| Cancel | | Ready

A. Select MAC-VLAN.
B. Set Quantity fo 500.

C. The starting IP address is 10.17.1.2/16 for this test. If your file server is on a different network, change the IP here
accordingly. Make sure not to use the file server's IP address.

D. Click Apply and close the Port Create window once all ports are configured. Make sure all MAC-VLANs get IPs, this
may take some time.

2. Create 250 NFS writers and 250 NFS readers. Batch create 50 at a time (49 for first batch of reader/writers).
More information on creating File-IO endpoints can be found here: LANforge File-IO with CIFS and NFS


http://candelatech.com/ct523-600_product.php
http://candelatech.com/cookbook.php?vol=fire&book=File+IO+Endpoint+Testing

A. Any non-default settings for the NFS writers are listed below.

Creake/Modify File Endpoink - B [x
Name: nfs-writer001 Rpt Timer: FS-Type: : Test Manager: :
N Y 2 L AT T

Min-RW-5ize: : Max-RW-Size: : Min File Size: : Max File Size: :
Min Read Rate: l:l:l Max Read Rate: l:l:l Min Write Rate: : Max Write Rate: =
File #: Diractory: lauto | Mountbir auTo |
Quiesce After: :

Sarver: [10.17.1.1/mnt/tmpfs1 | options: [ |
— L
Read/write: = Quiesce: Pattern: = Prefix: AUTO

[ sync-after-Write [] Sync-before-Close Use O_DIRECT []Use O_LARGEFILE []Use O_APPEND []Do-CRC []Unlink

[v] Verify-Mount Auto-Mount Un-Mount [ Lazy Unmount []Force Unmount [] Use FSTATFS

Custom payload (in HEX)

| Apply ‘ ‘ 0K ‘ ‘ Batch-Create ‘ ‘ Cancel

. Name is nfs-writer001.

. FS-Type: NFS.

. Portis eth1#0.

. Min-RW and Max-RW sizes are 4k.
. Min/Max File sizes are TMB.

. Min/Max Write rates are 100Mbps.

. Quiesce After is Forever.

T Q@ m m U 0 = »

. Serveris10.17.1.1:/mnt/tmpfs1 (use your own file server settings here).

. Make sure Read/Write is set to Write.

J. Turn on the Use O_DIRECT checkbox.

B. Any non-default settings for the NFS readers are listed below.

Creake/Modify File Endpoint - B [x
Name: nfs-reader001 Rpt Timer: F5-Type: Test Manager: :
N Y 2 L e S T

Min-RW-5ize: : Max-RW-Size: : Min File Size: : Max File Size: :
Min Read Rate: (T1 (1.544 Hbps) : Max Read Rate: [T1 (1.544 Mbps) : Min Write Rate: l:l:l Max Write Rate: l:l:l
File #: Directory: ‘AUTD ‘ Mount-Dir; |AUTO ‘
Quiesce After: :

Server: [10.17.1.1:/mntiAmpfsl | options: | |
—— L
Read/mwrite: Quiesce: Pattern: Prefix: nfs-writer001

[] sync-after-Write [] Sync-before-Close Use O_DIRECT []Use O_LARGEFILE []Use O_APPEND []Do-CRC []Unlink

[v] Verify-Mount Auto-Mount Un-Mount []Lazy Unmount []Force Unmount []Use FSTATFS

Custom payload (in HEX)

| Apply ‘ ‘ 0K ‘ ‘ Batch-Create ‘ ‘ Cancel

. Name is nfs-reader001.

. FS-Type: NFS.

. Portis eth1#250.

. Min-RW and Max-RW sizes are 4k.
. Min/Max File sizes are TMB.

. Min/Max Write rates are 100Mbps.

. Quiesce After is Forever.

T O m m 9 0 = »

. Serveris10.17.1.1:/mnt/tmpfs1 (use your own file server settings here).
|. Set Read/Write to Read.
J. Set Prefix to nfs-writer001.

K. Turn on the Use O_DIRECT checkbox.

3. Start the first 50 writers then the first 50 readers. It's recommended to slowly start File-lO endpoints, for
example, starting 25 writers then 25 readers then the same again until you have the desired amount running.



The reason to do this is because the system may become unresponsive if it can't handle the number of File-
IO endpoints.

Note: If you notice the system slowing down, connections not starting, or connections stuck in WAITING state,
or any weirdness in general, you should stop 25 or 50 writers/readers at a time until the system clears up.

| &) LANforge Manager Version(5.3.4) - O %
Control Reporting Tear-Off |nfo Plugins
Stop all Restart Manager Refresh HELP
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Ewvent Log | Alerts FPort Mgr | wAP Stations Messages
Status Layer-3 L3 Endps VoIP/RTP “oIP/RTP Endps Armageddon WanLinks Attenuators File-10
Select All Start Stop Quigsce Clear
Rpt Timer: |default (5 s) ¥ | Go| Test Manager |all -
Create Maodify Batch Maodify Delete
Cross Connects for Selected Test Manager
Name EID Type Status Read-Bps | Rx-Bps-20s | Files-Read Buf-RD Bytes-RD | Write-Bps | Tx-Bps-20s| Files-
nfs-writer001 1.1.2.5...[NFS  |Run 0 0 0 0 0] 21,515,751| 21,779,280
nfs-writer002 1.1.3.5...[NFS  |Run 0 0 4] 0 0| 21,391,168| 21,654,267
nfs-writer003 1.1.4.5...[NFS  |Run 0 0 4] 0 0| 20,480,000| 20,731,892
nfs-writer004 1.1.5.5...[NFS  |Run 0 0 4] 0 0| 22,649,273| 22,860,735
nfs-writer005 1.1.6.5...[NFS  |Run 0 0 4] 0 0| 21,865,464| 22,068,494
nfs-writer00& 1.1,7.5...|NFS _ |Run 0 0 0 0 0] 21,523,062| 21,721,817
nfs-writer007 1.1.8.5...[NFS  |Run 0 0 4] 0 0| 21,457,671| 21,656,914
nfs-writer008 1.1.9.5...[NFS  |Run 0 0 0 0 0| 21,386,693| 21,475,817
nfs-writer009 1.1.10....[NFS  |[Run 0 0 4] 0 0| 21,621,625| 21,708,458
nfs-writer010 1.1.11....|[NFS  |Run 0 0 4] 0 0] 21,219.629| 21,309,128
nfs-writer011 1.1.12....[NFS  |Run 0 0 4] 0 0| 21,374,660| 21,460,501
nfs-writer012 1.1.13....[NFS  |Run 0 0 4] 0 0| 21,704,260| 21,794,708
nfs-writer013 1.1.14....|NFS  |Run 0 0 0 0 0| 20,791,500] 20,878,144
nfs-writer01 4 1.1.15....[NFS  |Run 0 0 4] 0 0| 21,189,858| 21,278,162
nfs-writer015 1.1.16....[NFS  |Run 0 0 0 0 0] 21,025,465| 21,114,144
nfs-writer016 1.1.17....[NFS  |Run 0 0 4] 0 0| 20,492,175| 20,577,572
nfs-writer017 1.1.18....[NFS |Run 0 0 4] 0 0| 21,041,802| 21,128,428
nfs-writer018 1.1.19....[NFS  |Run 0 0 4] 0 0| 20,593,996| 20,676,703
nfs-writer019 1.1.20....[NFS  |Run 0 0 4] 0 0| 20,592,273| 20,678,086
nfs-writer020 1.1,21....|NFS  |Run 0 0 0 0 0| 20,803,773| 20,985,617
nfs-writer021 1.1.22....[NFS  |Run 0 0 4] 0 0| 20,966,465| 21,049,610
nfs-writer022 1.1.23....[NFS  |Run 0 0 0 0 0| 20,978,302| 21,064,668
nfs-writer023 1.1.24....[NFS  |Run 0 0 4] 0 0| 20,969,219| 21,055,547
nfs-writer024 1.1.25....[NFS  |Run 0 0 4] 0 0| 21,343,792| 21,430,585
nfs-writer025 1.1.26....[NFS  |Run 0 0 0 0 0] 21,441,394| 21,530,748
nfs-writer026 1.1.27....|NFS  |Stopped 0 0 0 0 0 0 0
nfs-writer027 1.1.28....|NFS _ |Stopped 0 0 0 0 0 0 0
nfe urit o020 1.1 720 RO Ctonnnd al fal ) fal fal fal fal
[] 3
Logged into: brent-523:4002 as: Admin

4. Now that 50 File-IO endpoints are running, the memory will be analyzed via htop.
A. Open a terminal on the LANforge system using a preferred method (either directly or remotely through ssh,
rdesktop, or vncviewer).

r -

lanforge@brent-523:~ we ) )

File Edit View Search Terminal
[lanforge@brent-523 ~

Help




B. Show a list of btserver processes (LANforge processes) by running the command:

htop -p “pgrep btserver | tr "\n" "," | sed 's/,$//""
If htop isn't installed run: sudo yum install htop
lanforge@brent-523:~ A L

File Edit Wiew Search Terminal Help
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A. The majority of btserver processes with the same or similar values here represent the running File-IO endpoints. The
RES (resident value) column represents the memory used by these File-IO endpoints. The current test uses an
average of about 10,400 KiB or 10.6 MB per btserver process. These values should be monitored as the File-IO
settings are adjusted.

NOTE: You will need to restart htop if the endpoints are stopped/restarted. Just pressq to quit out and run the
above htop command again.

C. Total up the RES memory used by btserver. This is useful to compare memory usage between a different
number of connections. For example you could compare how much memory 100 endpoints use compared
to 500 endpoints.



File Edit View Search Terminal Help

lanforge@brent-523:~ vl [ [

File Edit View Search Terminal Help

@brent-523 ~1% while sleep 1; do ps aux | grep btserver | awk
t s}'; done

916
0940
0880

A. To show the fotal RES memory used, run the command:
ps aux | grep btserver | awk '{s+=$6} END {print s}'
To repeat it every second, use the below command. Press Ctrl+C to stop.
while sleep 1; do ps aux | grep btserver | awk '{s+=$6} END {print s}'; done

B. The total memory for 50 NFS File-IO endpoints with aMin/Max RW rate of 4k is about 1,130,000 KiB which converts to
around 1,157 MB.

5. While the File-IO endpoints are running, change the Min-RW and Max-RW settings.



A. Select all File-IO endpoints and click Batch Modify.

LANFforge File-10' Batch Modifier

Min Read Rate: |Nﬁ |v| Max Read Rate: |Nﬁ

M
Min Write Rate: A | v | Max Write Rate: | v
Min-RW-Sze:  [1MB (1 MB) || MaxRW-Size:  [IMB (1 MB) v
Min File Sze:  |NA | v | MaxFile Size:  [NA v
Pattern: NA | v | Prefic [Na |
Server: (NA | options: [Ma |
File #: INA | v | Flags: NA |
Do-CRC A | v | Retry-Timer:  [Na v
Read/Write:  |NA v | FS-Type: na ~]
Quiesce After |NA (-1) v

Com]  [o

A. Set the Min/Max RW sizes to TMB.
B. Click OK

6. Analyze how the Min/Max RW size setting change has affected the memory (see steps 4B and 4C).



File Edit View Search Terminal Help
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lanforge@brent-523:~
File Edit View Search Terminal Help

[lanforge@brent-523 ~1%

A. Changing the Min/Max RW sizes to TMB increased the btserver memory use to about 11,600 KiB or 11.9 MB
from 10,400 KiB or 10.6 MB. About a 1,200 KiB or 1.3 MB difference.

The total memory increased to 1,233,000 KiB, 1,262 MB from 1,130,000 KiB, 1,157 MB. About a 103,000 KiB or
105 MB difference.

7. Set the endpoints Min/Max RW size back to 4k.



A. Stop all running file-IO endpoints by selecting them and clicking Stop.

LANforge Manager

Version(5-3.4)

Control Reporting Tear-Off Info Plugins
‘ Stop All ‘ | Restart Manager | | Refresh | | HELP |
Layer-4 rGeneric rTest Mgr rTest Group rResource Mgr r Event Log rAIerts r Port Mgr rvAP Stations r Messages |
Status |/ Layer-3 r L3 Endps r WoIP/RTP r “oIP/RTP Endps r Armageddon r Wanlinks r Attenuators r Filed0 |_
Select All Start Stop Quiesce Clear
Rpt Timer: |default (5 s) |V|Gc| Test Manager | || | ‘ || |
| Create || Modify | Batch Modify ‘ | Delete |
Cross Connects for Selected Test Manager
Name EID Type Status Read-Bps | Rx-Bps-20s | Files-Read Buf-RD Bytes-RD | Write-Bps | Tx-Bps-

nfs-reader001 1.1.25... INF§  |Run 1,126,572 734,774 1,827 60,535|392,376.3... 0 [a]
nfs-reader002 1.1.25... INF§  |Run 1,078,044 842,356 1,844 60,512|375,324,6... 0 =
nfs-reader003 1.1.26... INF§  |Run 1,125,048 737,876 1,818 60,536|392,142,8... 0
nfs-reader004 1.1.26... INF§  |Run 1,097,302 843,754 1,838 50,470|382,263,2... 0
nfs-reader005 1.1.26... INF§  |Run 1,115,957 1,269,078 1.837 60,527|388,689.0... 0
nfs-reader006 1.1.26... |INF§  |Run 1,120,613 841,511 1,832 60,5332|390,430,7... 0
nfs-reader007 1.1.26... INF5 |Run 1,085,052 841,511 1,845 50,520|378,068,9... 0
nfs-reader008 1.1.26... INF5 |Run 1,114,754 841,258 1.833 50,490/388,493,3... 0
nfs-reader009 1.1.26... INF§ |Run 1,113,122 541,258 1,828 60,518|387,923.9... 4]
nfs-reader010 1.1.26... INF§ |Run 1,125,618 734,150 1.8523 60,583|392,355,8... 4]
nfs-reader01l 1.1.26... INF§ |Run 1,090,343 737,728 1,840 50,4959|379,432,9... 4]
nfs-reader012 1.1.26... INF§  |Run 1,110,154 541,258 1.837 50,507|386,887 .6... 1]
nfs-reader013 1.1.27... INF§  |Run 1,132,946 736,100 1.832 50,526/394,829,8... 1]
nfs-reader0l4 1.1.27... INFS |Run 1,103,165 541,258 1.835 560,516/384,450,5... Y]
nfs-readergls 1.1.27... INFS |Run 1,110,088 1,059,167 1.835 60,525/386,322.4... Y]
nfs-reader0l6 1.1.27... |NES Run 1,112,573 741,417 1,832 60,520/387,186,6... 0 —
|HFT raadar0l 7 1.1 27 MES BN "I 125 R2A T32A 20R 1 2725 AN SNANI2G77 202 A n | ‘:
4 ] »
Logged in to: brent-523:4002 as: Admin

B. Select all file-IO endpoints and click Batch Modify.

Min-RW-Size:
Min File Size:
Pattern:
Server:

File #:
Do-CRC

Read/Write:

Min Read Rate: A

Min Write Rate: |N-‘~

LANForge File-I@ Batch Maodifier

|4k(4Km

e -]
[oa [~]
INA |
ua -]
[oa -]
[oa [~]

-]

Quiesce After |NA (-1)

| Apply \

Max Read Rate: |4 -]
Max Write Rate: [va v
Max-RW-Size: |4k (4 KB)| v
Max File Size:  [NA v
Prefix: [Na |
Options: [NA |
Flags: [NA |
Retry-Timer:  [NA v
FSType: INa |
Cory

A. Set the Min/Max RW sizes to 4k.

B. Click OK.

8. Repeat steps 3 through 7 for 125 writers/readers and then again for 250 writers/readers.

9. The results from the above tests are shown in the below tables. They show how RW size affects 100, 250, and

500 NFS File-IO endpoints.



Individual Process Memory Usage (MB)

Number of File-10 End points

100 250 500
hﬂs 4KB 10.6 108 10.8
2 [1me| 119 19 11.8

Total Memory Usage (MB)

Number of File-10 End points
100 250 500
Slake 1,157 2,804 4,134
u
E 1MB 1,262 3.031 6,013

Watch ports and stations with the Monitor Port plugin.

Goal: Display a bandwidth meter for ports and stations.
You can display a series of meters for one or more ports with a nice demo window for

fraffic speed. For this demonstration, we have configured a station, an upstream port, =
and a Layer-3 connection to generate traffic. /\/\
ra—)

LANforge GUI

[
= e ]

LANforge FIRE

|
L2

System
Under Test
1. Single port display
2. The simplest example for port monitoring is showing only one station.
3. We will start our Layer-3 connection.
LANforge Manager Version(5.4.2) ~) (a) (x

Control Reporting Tear Off Info Plugins

Chamber Wiew | Stop all | | Restart Manager | | Refresh | | HELP |

FVOIP!RTP | VoIP/RTP Endps | File10 | Resource Mgr | DUT [ Profiles | Traffic-Profiles | Alerts | warnings | +

Status I Port Mgr I Layer-3 I L3 Endps I Layer 4-7 I Armageddon I WanLinks |
Rpt Timer: [fast  (1's) | +|Go| Test Manager | select Al || start + || stop - || quiesce || clear |
View |0 - 500 |V|Go| | Display || Create || Modify | | Delete |
Cross Connects for Selected Test Manager
MName Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B| Drop P
cv_tcp-1.1-1.5ta01001--1.0.0 |LF/TCP |Stopped 220 0 7,420,208 0 27.869 0
cv_udp-1.1-1.5ta01001--1.0.0 |LF/UDP |Stopped 0 0 0 0 0 0
[«] Il [»]

Logged in to: localhost: 4002 as: Admin



For more information see Generating Traffic fo a Switched Network

4, After starting the Layer-3 connection, click on the Port Mgrtab; you will see your connection ports
highlighted.
LANforge Manager Version(5.4.2) >) (a
Control Reporting Tear Off Info Plugins

Chamber View | Stop all | | Restart Manager | | Refresh | | HELP |

VoIP/RTP_| VoIP/RTP Endps | Filel0 | Resource Mgr | DUT [ Profiles | Traffic-Profiles | Alerts | Warnings | +
Status

Paort Mgr r Layer-3 r L3 Endps r Layer 4-7 r Armageddon r WanLinks
Disp: [192.168.92.12:1 || sniff Packets | Down |1|[ Cclear counters || ResetPort || Delete |
Rpt Timer: |medium (8 s) |'| | Apply | [IWRF | Display | | Create | | Maodify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Port | Phantom| Down | Parent Dev| Channel Alias SSID AP IP Signal MAC
1.1.00 [[] L] eth0 192.168.92.12 Oc:c4:7a:86:69:18
1.1.01 |[] [] ethl 10.40.0.73 Oc:c4:7a:86:69:19
1.1.02 |[] v wiphy0 153 sta00500 |jedway-w...|Not-Associated [0.0.0.0 0 dBm [00:0e:8e:ba:53:cf
1.1.03 |[] L] 153 wiphy0 0.0.0.0 00:0e:8e:32:1 2icf
1.1.04 |[] v] wiphy0 153 s5ta00501 |jedway-w...|Not-Associated [0.0.0.0 0 dBm [00:0e:Betbc:33:icf
1.1.05 |[] v wiphy0 153 sta00502 |jedway-w...|Not-Associated [0.0.0.0 0 dBm [00:0e:8e:ea:aeicf
1.1.06 |[] v wiphy0 153 sta00503 |jedway-w...|Not-Associated [0.0.0.0 0 dBm [00:0e:8e:a6:41:cf
1.1.07 |[] v] wiphy0 153 s5ta00504 |jedway-w...|Not-Associated [0.0.0.0 0 dBm [00:0e:Be:87:16:cf
1.1.08 |[] v wiphyl 153 sta01000 |jedway-w...|Not-Associated [0.0.0.0 0 dBm [00:0e:8e:42:df:33
1.1.08 [[] L] -1 wiphyl 0.0.0.0 00:0e:BeiSa:6e:33
1.1.10 |[] [] wiphyl 153 sta01001 |jedway-w...|00:0E:8E:7B:D...|10.40.11.5 -45 d... |00:0e:8e:8e:17:33
1.1.11 [[] 3 wiphyl 153 sta01002 |iedway-w...|Not-Associated [0.0.0.0 0 dBm [00:0e:8e:1c:5¢:33

[v]

[l

Logged in to: localhost: 4002 as: Admin

5. Right click on one of the selected ports, and select Port Monitor.

LANforge Manager Version(5.4.2) vl (A
Control Reporting Tear Off Info Plugins

Chamber View | Stop all | | Restart Manager | | Refresh | | HELP |

VoIP/RTP | VoIP/RTP Endps | File10 | Resource Mgr | DUT | Profiles | TrafficProfiles | Alerts | warnings | +
Status

Add/Remove Table Report Columns
Save Table Layout

Reset Table Layout

Auto-Resize Columns

Port Bringup Test

Port Monitor k
Port Reset Test

WiFi Capacity Test

WiFi Mobility

6. You will see your two ports in the port selector. ClickStart to begin the monitor.

Port Mgr I Layer-3 I L3 Endps I Layer 4-7 I Armageddon I WanLinks |
Disp: [192.168.92.12:1 || sniff Packets | Woown [2][ Clear Counters || ResetPort || Delete |
Rpt Timer: |medium (8 s) |V|| Apply | [CIwRF | Display || Create || Modify || Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
cl Selected
Port | Phantom| Down| Parent Dev| Channel Alias S5 ea.r slecte Signal MAC
Modify Selected F
1.1.00 [[J O etho Reset Selected Oc:c4:72:86:69:18 [=]
1.1.01 [[] [] ethl Reset Selected (Logout) Oc:c4:7a:86:65:189
1.1.02 [[] v wiphyo 153 s5ta00500 |jedwa] pisplay Selected ¥ D dBm |00:0e:8e:ba:53:cf
1.1.03 |[] [ _ 153 wiphy0 _ ~ Dynamic Report D 00:0e:8e:32:12:cf
1.1.04 L] v] wiphy0 153 sta00501 |jedwa S — T D dBm |00:0e:8e:bec:33:icf =
1.1.05 [[] ]  |wiphyo 153 5ta00502 |jedwal ' 2°'c "eP@ D dBm |00:0e:8e:eaae:ct
1.1.06 |[] vl [wiphyo 153 5ta00503 | jedwa| Count Selected E D dBm |00:0e:8e:aB:4L:ct
1.1.07 [[] v wiphyo 153 5ta00504 |jedwa] Calculations C D dBm |00:0e:8e:87:16:cf
1.1.08 |[] v] wiphyl 153 sta01000 |jedwal View Logs v D dBm |00:0e:8e:42:df:33 ]
1.1.09 || | Ll i -1 wiphyl i Create Layer-3 CX 00:0e:8e:5a:6e:33
1.1.10 [[] [] wiphyl 153 s5ta0l001 |jedw: Show Scan . [3d. |00:0e:8e:ae:17:33 |
1.1.11 [[ ] V] wiphyl 153 5ta01002 |jedwa " Ddem [00:0e:8e:1c:5c:33 il
Do Probe G
Logged in to: localhost:4002 as: Admin
Add/Remove Table Columns



http://www.candelatech.com/cookbook.php?vol=fire&book=switched+network+testing

Port Monitor vlial (X
Refresh Interval: Stelele -
Total Max Range Automatic (O bps) -
Individual Max Range Automatic (O bps) -
Group 1 Name Wired
Fort Group 1
Group 2 Name Wiredz2
Port Group 2
Show T« Bps Show Rx Bps
[]show Text Header Clear Interfaces on Start
Ports
Ports in Use ‘ | Free Ports
1.1.1 ethl 1.1.0 eth0
1.1.10 sta01001 1.1.2 sta00500
‘ | 1.1.4 stad0301
1.1.5 stad0302
1.1.6 sta00503
1.1.7 stad0304
‘ Interleave Sort | 1.1.58 sta01000
1.1.11 sta0l002
1.1.12 sta01003
2 Ports Selected 1.1.13 sta01004
| Start ‘ | Close ‘

7. The monitor display was designed to be a full-screen window. You'll see it scroll off fo the right. Maximize the
window fo see more.

Report for: Port Monitor

Total TX (Mbps)

Total RX (Mbps)
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FTECHNOLOGIES
4] I | ID
Werbosity: Close Save HTML Save PDF
012345678 91011

8. The bar chart on the right side shows port totals.




Report for: Port Monitor ) (a
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m Transmitted Traffic m Received Traffic
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9. Displaying Groups of Ports

10. You can use the Port Group 1 and Port Group 2fields in the settings window to display items. The window
pictured here shows a station on a 2.4Ghz band and another station on a 5Ghz band.



Port Monitor ) () (X
Refresh Interval: 5000 -
Total Max Range Automatic (8 bps) -
Individual Max Range Automatic (O bps) -
Group 1 Name 5g
Port Group 1 sta00500
Group 2 Name 24g
Port Group 2 sta01000
[v] Show Tx Bps [w] Show Rx Bps
[] show Text Header Clear Interfaces on Start
Ports
Ports in Use | ‘ Free Ports
1.1.1 ethl 1.1.0 etho
1.1.2 sta00500 1.1.4 sta00501
.1.8 sta01000 | | Semoe Lo e
1.1.6 sta00303
1.1.10 sta0l001
| Interleave Sort ‘ 1.1.11 sta01002
1.1.12 sta01003
1.1.13 sta0l004
3 Ports Selected
‘ Stop | ‘ Close ‘
11. The ports for these settings show different channels
LANforge Manager Version(5.4.2) ) () (X

Control Reporting Tear Off Info Plugins

Chamber View | Stop All | | Restart Manager ‘ ‘ Refrash ‘ | HELF

Profiles | TrafficProfiles | Alerts | Warnings | + | Wifi-Messages |
VolP/RTP || VvolP/RTP Endps | Filedl0 | TestGroup | Resource Mgr | DUT
Status | PortMgr | Layer2 | L2Endps | Layer47 | Armageddon | Wanlinks

Disp: |92.12:1| ‘ sniff Packets ‘ [w] Down EH Clear Counters H Reset Port || Delete |
Rpt Timer: IE Apply [LIvRF EI ‘ Display ‘ ‘ Create | | Maodify | [
All Ethernet Interfaces (Ports) for all Resources.

Port | Phantom| Down| Parent Dev| Channel Alias SSID AP
1.1.00 |[] [] etho []
1.1.01 |[] [] ethl
1.1.03 |0 ] 153 wiphy0 3
1.1.09 [[J L] 6 wiphyl
1.1.14 |[[] L 0 wiphy2 !
1.1.15 [[J L 0 wiphy2
1.1.02 |[J (1 |wiphyO 153 5taD0500 | jedway-wpaZ«2048-5-1|00:0E:8E:76:DF
1.1.08 | []  |wiphyl 8 5ta0l1000 | jedway-wpaZ»2048-5-1|00:0E:8E:93:24|
|'I '|I na [ ] win bl 153 stalnsal ipdu\i'av-wna?-w?ndﬂ-'%-'l an-.&qaniafrd|l
1 III »

Logged in to: localhost: 4002 as: Admin

12. The connections for these ports are both attempting 300Mbps download



LANforge Manager Version(5.4.2) vlial (X
Control Beporting Tear Off Info Plugins

‘ Stop All | ‘ Restart Manager | | Refresh | | HELP

Profiles | Traffic-Profiles | Alerts | Warnings | + | Wifi-Messages |
VolP/RTP || VolP/RTP Endps | Filedo | Test Group | ResourceMgr | DUT
status | PortMgr | Layer3 | L3Endps | layer47 | Armageddon | WanlLinks

fast (1s) |v|GQ|Test Manager ‘ Select All H Start + H Stop - H Quiesc

0 - 500 |+ | 6o | Display || create || Modffy | | De
Cross Connects for Selected Test Manager

MName Type State Pl Rx A Plt Rx B Bps Rx A Bps
24g-tcp LF/TCP |Run 3,819 176,289 55,988 il
24g-udp LF/UDP |Run 5.776| 9,726,816 55,987 94
5g-tcp LF/TCP |Run 5,822 54,068 35,987 ]
5g-udp LF/UDP |Run 5,757 3,436,509 55,831 33
4] Il [v]

Logged in to: localhost:4002 as: Admin

13. We see alot of TX from ethl in the dial, but not much recieved.

Total TX (Gbps) Total RX (Gbps)

Candela

TECHHNOLOGIES

14. We can compare the 2.4Ghz ports and the 5Ghz ports in the bar charts
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Create Python Scripts Utilizing the Realm Library

Goal: Create a python script to create stations and Layer-3 cross connects

Using the realm.py library we will write a script that will allow us to automate the creation of stafions and Layer-
3 cross connects. We will also be able to start and stop traffic over the cross connects using the script. We will
be referencing the script, test_ipv4_variable_time.py, as an example throughout this cookbook. Requires
LANforge 5.4.2.

1. Starting the script
A. Setting up inheritance for our object

A. In order for our script to be platform independent we will need to import sys.Then use
if 'py-json' not in sys.path:
sys.path.append(os.path.join (os.path.abspath('.."'), 'py-json'))

B. When creating our object we will need to import the LFCliBase module from the LANforge module using from

LANforge.lfcli base import LFCliBase

C. Afterimporting LFCliBase we can create our Class and inherit from LFCliBase

B. Sefting up the main method
A. The main method will typically follow a pattern:
l. First, the creation of alist of stations. This can be done in many ways.

Example:

station_list = LFUtils.port_name series (prefix ="sta",
start_id_=0,
end_id_=4,
padding_number_ =10000)

Il. Following the station list, we can initialize our object:
ip_var_test = IPV4VariableTime(lfjson_host, 1lfjson_port,
number_ template="00",
sta_list=station_list,
name_prefix="var_time",
ssid="testNet",
password="testPass",
resource=1,
security="wpa2",
test_duration="5m",
side_a_min_rate=256,
side_b_min_rate=256)

lll. After our object has been initialized we can begin the testing process. The
preferred order for running our tests is to:

i. Call cleanup() to prevent stations, cross-connects, and endpoints within
our list from having creation issues if anything exists with the same name.

i. Callthe build() method in our class to setup the basic versions of the
stations, cross-connects, and endpoints.

ii. Callthe start() method that will start the test itself, as well as any bring
up any stations and start traffic on cross-connects that need it.

iv. Callthe stop() method to stop the fraffic and bring down any stations
that are up.

v. Verify that the tests passed using our inherited passes() method.

vi. After verifying a pass we can then call our cleanup function again to
clean up everything we worked with.


https://github.com/greearb/lanforge-scripts/blob/master/py-scripts/test_ipv4_variable_time.py

C. Example Main Method
def main() :
1fjson_host = "localhost™"
lfjson _port = 8080
station_list = LFUtils.portNameSeries (prefix_="sta", start_id =0, end_id =4, paddi
ip_var_test = IPV4VariableTime(lfjson_host, 1lfjson_port, number_template="00", ste
name_prefix="var_time",
ssid="testNet",
password="testPass",
resource=1,
security="wpal2", test_duration="5m",
side_a_min_rate=256, side_b_min_rate=256),
ip_var_test.cleanup (station_list)
ip_var_test.build()
if not ip_var_ test.passes():
print (ip_var_ test.get_fail_message())
exit (1)
ip_var_test.start(False, False)
ip_var_test.stop()
if not ip_var_ test.passes():
print (ip_var_test.get_fail_message())
exit (1)
time.sleep (30)
ip_var_test.cleanup (station_list)
if ip_var_ test.passes():
print ("Full test passed, all connections increased rx bytes")

Test Methods Available With Realm

A. Using 1fcli_base._pass() and 1fcli_base._fail()

A. Since our class is inheriting Ifcli_base.py, we have access fo methods that will help us keep track of passes and fails
during our tests. We can access them using se1f._pass() or self._fail() . They will tfake two parameters, a string
message and an optional boolean print_pass and print_fail for _pass() and _fai1() respectively. If
print_pass or print_fail are setf to True, they will write the message fo stdout whenever the functions are called.

B. 1fcli_base will add a "PASSED: message' or "FAILED: messagé' to a list when the tests pass or fail. This list can be

accessed using the methods
get result list()
get failed result list()
get_fail message ()
get_all message ()

B. Using Ifcli_base to check test success

A. passes() willreturn a boolean depending on whether or not there were any fails in the test. If it finds a fail
message it will return False, if none are found it will return True.
get_result_Tist() will return all logged pass/fail messages as a list.
get_failed_result_Tist(Q) willreturn a list of only fail messages.
get_fail_message() will return a list of string of fail messages separated by newlines
get_message () will return a list of string of all messages separated by newlines

Building a Station


https://github.com/greearb/lanforge-scripts/blob/master/py-json/LANforge/lfcli_base.py

A. Build Method
A. We will need to do a number of things to setup our build method.
I. To begin we will set the security type of our stations using

station profile.use security()

IIl. We willthen use station profile.set number template () fo name our
stations

lll. After this we can set our command flags and parameters using
self.station_profile.set_command_ flag("add_sta", "create_admin_down",1)
self.station_profile.set_command_param("set_port","report timer",1500)
self.station_profile.set_command_ flag("set_port","rpt_timer", 1)

IV. Once our parameters and flags are set, we can pass a list of stations to
station_profile.create() and cx_profile.create(). Our build function could

look like this:

for station in range(len(self.sta_list)):
temp_sta_list.append(str(self.resource)+"."+self.sta_list[station])

self.station profile.create (resource=1, radio="wiphyO", sta_names_=self.sta_list, debug=Fa:

self.cx profile.create (endp type="1f_udp", side a=temp_sta_list, side_b="1l.ethl", sleep_tir
self._pass ("PASS: Station build finished")

-« i

The naming convention for the sides will look like foo-A for
side_a and foo-B for side_b. foo will be set based on the
names in the list of stations given.

B. StationProfile

A. The preferred method for creating a station_profile is to use the factory methocnew_station_profile() found in
realm

I. We will need to assign some variables for the creation of our stations before we
can call create().
i. self. station profile.use security(security type, ssid,
passwd) is the preferred method to use when setting the security type,
ssid, and password variables

Example:
self.station profile.use security("wpa2", "testNet", "testPass")

i. self.station_profile.number_template_ is the numerical prefix for
stations. Using a number_tempTlate of "00" will have stations look like
sta0l, sta02...stal0
Example:

self.station profile.number template ="00"

ii. self.station_profile.mode determines the wifi mode used by the
stations. See here for available modes

Example:
self.station profile.mode=0

Cross Connects
A. Starting and Stopping Traffic
A. In order for us to be able to start traffic, our stations will need to be admined up, associated, and with an IP. We
can bring them up using station_profile.admin_up(). We can then use realm.wait_for_ip(resource,
sta_list) fo wait for our stations, as well as eth1, to get an IP address.
B. Once we are sure all of our stations have ip addresses, we can use cx_profile.start_cx() to start the traffic for

our cross-connects. When we decide to stop the traffic we can just as easily use cx_profile.stop_cx() to stop
traffic.


https://github.com/greearb/lanforge-scripts/blob/master/py-json/realm.py
https://www.candelatech.com/lfcli_ug.php#add_sta

B. L3CXProfile

A. self.local_realm.create_new_13_cx_profile() is the preferred method for creating a new Layer 3 CX Profile.

I. We will need to assign some variables for the creation of our stations before we
can call create().

i. self.cx_profile.name_prefix will be used to specify the name prefix
for the cx. Assigning self.cx_profile.name_prefix to "test_" would
produce cross-connects named fest_sta00 with the numbers being
dependent on station_profile's number_template.

Example:
self.cx profile.name prefix="test "

ii. Seftthe _min_bps to the desired amount. _max_bps can be set but
typically defaults to 0 which sets it to the same as the minimum bps.
Example:

self.cx _profile.side_a min bps=56000
self.cx profile.side b min bps=56000

Using TTLS

A. TILS setup requires a few pieces of information to work correctly. StationProfile has a set_wifi_extra(Q)
method for setting the relevant variables. See here for the available options

B. We will need a key management type ( key_mgmt), an EAP method (eap), an EAP identity string (identity),
an EAP password string (passwd), an 802.11u realm (realm), an 802.11u domain (domain), and an 802.11u
HESSID (hessid)

Example:
key_mgmt="WPA-EAP"
eap="TTLS"
identity="testuser"
passwd="testpasswd"
realm="1localhost.localdomain"
domain="localhost.localdomain"
hessid="00:00:00:00:00:01"

We can then use these variables to call the set_wifi_extra() method

Example:
station_profile.set wifi_extra(key _mgmt, eap, identity, passwd, realm, domain, hessid)
1] |

Cleaning Up
A. Cleanup stations and cross connects
A. We have two options for cleaning up everything once we finish:

I. The preferred method to cleanup is to use the individual cleanup methods found
in StationProfile and L3CXProfile. These are
station_profile.cleanup(resource, desired_station_list) and
cx_profile.cleanup(). These methods are preferred because they will only
delete stations, cross-connects, and endpoints created during the test while
leaving others untouched.This is useful if you are running other scripts in the
background.

Il. The other method for cleanup is fo use Realm's remove_all_stations(),
remove_all_endps(), and remove_all_cxs() methods. These willremove all
stations, cxs, and endpoints that exist. These are good for doing a full cleanup,
and it is recommended to use them in the order of cx, endpoint, station to
prevent potential issues or missed deletions.

Debugging Stations


https://github.com/greearb/lanforge-scripts/blob/master/py-json/realm.py
https://www.candelatech.com/lfcli_ug.php#set_wifi_extra

A. Debug information for station creation can be output by setting debug_on=True in
StationProfile.create ()
A. There are a few important debug outputs to pay attention to:

I. This is the debug output that appears when using the add_sta command. This is
used frequently in StationProfile.create(). This debug output will allow you to
froubleshoot any flags or other information that is being set when creating your
stations. It will output the name at the top and the raw JSON data will follow.

- 381 - sta0000- - - - - - = - - - - - - - - - - -

{'flags': 132096,
'flags_mask': 68719608832,

'key': 'testPass',

'mac': 'XX:XX:XX:XX:¥*:XX',
'mode': 0,'

radio': 'wiphyO',
'resource': 1,

'shelf': 1,

'ssid': 'testNet,
'sta_name': 'sta0000'}

Il. The next bit of debugging oufput comes from using the set_port command. We
are able to see all of the JSON data that is posted, and can use this to check our
flags and other info.

{'current_flags': 2147483649,

'interest': 8437762,

'port': 'sta0000',

'report_timer': 1500,

'resource': 1,

'shelf': 1}

<LANforge.LFRequest.LFRequest object at 0x7£13dbc56850>
S~381 - - - - - - - s s s s s s s s s

B. There are a few steps we can take to make validating the information we get through debugging easier.

A. We can use the help page available on the address of the machine LANforge is running onhttp://127.0.0.1/help/
will fake us to a page containing all of the commands we can get help with.

LANForge CLI Help - Mozilla Firefox

LANForge CLI Help x +

C @

i) 127.0.0.1:8080/help/

add arm _endp

add bgp peer

add bond

add br

add cd

add cd endp

add cd vr

add chamber

add chamber cx
add chamber path
add channel group
add cx

add dut

add dut notes

add endp

add event

CLI Reference for /help/add arm endp

CLI Reference for /help/add bgp peer

CLI Reference for /help/add bond
CLI Reference for /help/add br

CLI Reference for /help/add cd

CLI Reference for /help/add cd endp

CLI Reference for /help/add cd vr

CLI Reference for /help/add chamber

CLI Reference for /help/add chamber cx
CLI Reference for /help/add chamber path
CLI Reference for /help/add channel group

CLI Reference for /help/add cx

CLI Reference for /help/add dut

CLI Reference for /help/add dut notes
CLI Reference for /help/add endp

CLI Reference for /help/add event



https://www.candelatech.com/lfcli_ug.php#add_sta
https://www.candelatech.com/lfcli_ug.php#set_port
http://127.0.0.1:8080/help/

B. Using http://127.0.0.1/help/add_sta will bring us to a page specific to the add_sta command.

LANForge CLI Help

LANForge CLI Help - Mozilla Firefox

<« ¢

x +

) © @ 127.0.0.1

Command Composer [add_sta]

These are the curl commands:

echo

" > ftmp/fcurl_data

curl -sgv -H "Accept: application/json" -X POST -d '@/tmp/curl_data' http://ctlt2-logan:8880/cli-form/add_sta

This is the JSON version:

echo "}" > /tmp/json_data

curl -sqv -H "Accept: application/json” -H "Content-type: application/json"

This is the CLI command:

Parse Command

Fields for the command will update when you change them:

oL

20

21

22

shelf

- resource

: radio

- sta_name

- flags

- ssid

- nickname

i key

 ap

- wpa_cfg_file

- mac

" mode

 rate

. max_amsdu

- ampdu_factor

- ampdu_density

- sta_br_ip

- flags_mask

o ieeeB0211w

x_coord

y_coord

z_coord

1
wiphy0

sta0000

132096 &
testNet

NA

testPass

NA

NA

IO HHE XK

NA &
NA

NA

NA

NA

68719608832

NA

NA

NA

NA

-X POST -d '@/tmp/json_data’ http://ctlt2-logan:8080

Here we can enter all of the data we got from our debugging output into the correct areas.

Flag Fields for command will be computed when you select them, but you might need to ac
values into some fields (when you see token values like [string] or [name])
flags.80211r_pmska_cache
flags.80211u_additional
flags.80211u_auto
flags.80211u_e911
flags.80211u_e911_unauth
flags.80211u_enable
flags.80211u_gw
flags.8021x_radius
flags.create_admin_down
flags.custom_conf
flags.disable_fast_reauth
flags.disable_gdaf
flags.disable_ht80
flags.disable roam
flags.disable_sgi
flags.hs20_enable
flags.ht160_enable
flags.ht40_disable
flags.ibss_mode
flags.If_sta_migrate
flags.mesh_mode
flags.no-supp-op-class-ie
flags.osen_enable
flags.passive_scan
flags.power_save_enable
flags.scan_ssid
flags.txo-enable
flags.use-wpa3
flags.verbose
flags.wds-mode
flags.wep_enable
flags.wpa2_enable
flags.wpa_enable
mode.B02.11a
mode.AUTO

mode.abg

mode.abgn
mode.abgnAC
mode.abgnAX

mode.an

mode.anAC

mode.anAX

mode.b

mode.bg

mode.bgn

mode.bgnAC
mode.bgnAX

mode.g

rate./a/q

rate./b


http://127.0.0.1:8080/help/add_sta

D. Flag fields have a button next fo them that will calculate and highlight relevant flags in the right hand column of
the page. This can be useful for checking that the correct flags are being set.

Fields for the command will update when you change them: Flag Fields for command will be computed when you select them, but you might need to ac
values into some fields (when you see token values like [string] or [name]).

0L:|shett flags.80211r_pmska_cache
1 flags.80211u_additional
02| resource flags.80211u_auto
1 flags.80211u_e911
s flags.80211u_e911_unauth
wiphy0 flags.80211u_enable
flags.80211u_gw
$£a0000 flags.802 1x_radius
flags.create_admin_dewn
05: flags - flags.custom_conf
132096 & flags.disable_fast_reauth
06:|ssid flags.disable gdaf
testNet Flags.disable_ht8o
o2 . flags. d;:sab:’e_mr:im
NA flags.disable_sgi
flags.hs20_enable
testPass flags.ht1 ﬁo_gnab!e
flags.ht40_disable
09 ap NA flags.ibss_mode
flags.lf sta migrate
10: wpa_cfg_file flags.mesh_mode
NA flags.no-supp-op-class-ie
11 mac flags.osen_enable
XXDOCXXIHKTF XK [flags.passive_scan
flags.power_save_enable
0 & flags.scan_ssid
flags.txo-enable
- flags.use-wpa3
NA & flags.verbose
14 max_amsdu flags.wds-mode
NA flags.wep_enable
| ampau_factor flags.wpa2_enable
NA flags.wpa_enable
mode.802.11a
NA mode.AUTO
mode.abg
mode.abgn
NA
mode.abgnAC
18: flags_mask mode.abgnAX
68719608832 mode.an
9 leced021 1w mode.anAC
NA mode.anAX
mode.b
NA mode.bg
mode.bgn
NA mode.bgnAC
mode.bgnAX
22:z_coord mode.g
NA rate.fafg
rate./b

04: sta_name

08 key

12- mode

13: rate

-
o

-
@

- ampdu_density

17- sta_br_ip

o

20 x_coord

21-|y_coord

E. After we have done this, we can click theparse command button towards the top of the data inputs. We can
then enter this command into LANforge's messages tab in the input box.

Command Composer [add_sta]

These are the curl commands:

echo "shel f-1aresource-1aradio—wiphy0ista nane-sta0000&Flags-1320968ssid-te: tlags _mask-68719608832" > /tmp/curl data
Gurl -oqv H "Accept: applicationsison X POST -d "@/tmp/curl data: httpe//ctliz- logan:B680/CLi. Tormadd sta

This is the JSON version:

echo "{'shelf':1, resource':1,"radio’: 'wiphy0', 'sta name':'sta00@e’, ' flags' :132096, "ssid' : 'testNet", 'key': 'testPass’,"ma *:xc’, 'mode’ :0, " flags_mask' :66719608832}" > /tmp/json_data
Curl -squ M "Accept: applicationfjson -H +Content-type: appLication/son" X POST -d '@/tmp/Jeon’ dat’ htepos/eeliz: lugzr\ S080, 1. ]sur\/add sta

This is the CLI command:

11 wiphyd s5tadB0d 132096 tes(Net NA testPass NA NA xxcixociocsxoc:*sxx 0 NA NA NA
NA NA 68719608832 NA NA NA N

Parse Command

Create Python Scripts To Test Layer 4 Traffic

Goal: Create a script to test Layer 4 traffic using Realm

Using the realm.py library we will write a script that will allow us to automate the creation of stations and Layer
4 cross connects. We will also be able to start and stop fraffic over the cross connects using the script. Station
and Cross Connect creation is covered in the Realm Scripfing Cookbook. Requires LANforge 5.4.2.

1. Creating The Profile

A. We will use the factory method self.local_realm.new_14_cx_profile() fo create our profile object.


https://www.candelatech.com/cookbook.php?vol=cli&book=Python:+Create+Test+Scripts+Using+Realm

B. After we have done this we can set a few variables for our traffic:

A. T14_cx_profile.requests_per_ten will set our rate of requests per ten minutes. Setting requests per ten = 600
will set our URL request rate to 1 per second. There is no limit to what can be used as the rate but common rates
are:

s 600:1/s
= 1200:2/s
= 1800 :3/s
® 2400: 4/s

B. 14_cx_profile.url is the URL to be used in the requests. We will also need to specify the direction (dl/ul) and a
absolute path for the destination. See syntax here.
Example:
14 cx profile.url = "dl http://10.40.0.1 /dev/null"

C. Example Layer 4 profile init:
class IPV4L4 (LFCliBase) :

def _ _init__ (self, host, port, ssid, security, password, url, requests_per
target_requests_per ten=600, number template="00000", resource=1, num_
_debug_on=False,
_exit_on_error=False,
_exit_on_fail=False)

super () .__init__ (host, port, _debug=_debug_on, _halt_on_error=_exit_on_err

self.host = host

self.port = port

self.ssid = ssid

self.security = security

self.password = password

self.url = url

self.requests_per_ten = requests_per_ ten

self .number_template = number_template

self.sta_list = station_list

self.resource = resource

self.num tests = num tests

self.target_requests_per_ ten = target_requests_per_ten

self.local_realm = realm.Realm(lfclient _host=self.host, 1lfclient_ port=self
self.cx profile = self.local_realm.new_14_cx _profile()

self.cx_profile.url = self.url

self.cx _profile.requests_per_ten = self.requests_per_ten

# Station Profile init
1

Starting Traffic
A. When running traffic, if you plan to measure the rate of requests, it is recommended to do so in 10 minute
increments. An example of this can be seen here: test_ipv4_|4_urls_per_fen.py. To start the traffic we can
use the 14_cx_profile.start_cx() method. To stop the traffic we can use the 14_cx_profile.stop_cx()
method.


https://www.candelatech.com/lfcli_ug.php#add_l4_endp
https://github.com/greearb/lanforge-scripts/blob/master/py-scripts/test_ipv4_l4_urls_per_ten.py

B. Example start and build method:
def build(self):
# Build stations
self.station_profile.use_security(self.security, self.ssid, self.password)
print ("Creating stations")
self.station_profile.create(resource=1, radio="wiphyO", sta_names_=self.sta_list,
temp_sta_list = []
for station in range(len(self.sta_list)):
temp_sta_list.append(str(self.resource) + "." + gelf.sta_list[station])

self.l14_profile.create(ports=temp sta_list, sleep_time=.5, debug_=self.debug, supr

i

def start(self, print pass=False, print_fail=False):
temp_stas = self.sta_list.copy()
temp_stas.append("ethl")
cur_time = datetime.datetime.now ()
interval_time = cur_time + datetime.timedelta (minutes=1)
passes = 0
expected _passes = 0
self.station_profile.admin_up (1)
self.local_realm.wait_for_ip(self.resource, temp_stas)
self.14_profile.start_cx()
print ("Starting test")
for test in range(self.num tests):
expected _passes += 1
while cur_time < interval_time:
time.sleep (1)
cur_time = datetime.datetime.now ()

if self.14_profile.check _errors (self.debug) :
if self.__check request_rate():
passes += 1

else:
self. fail ("FAIL: Request rate did not exceed 90% target rate", print_
break

else:
self. fail ("FAIL: Errors found getting to %s " % self.url, print fail)
break

interval_time = cur_time + datetime.timedelta (minutes=1)

if passes == expected passes:

self._pass("PASS: All tests passes", print_pass)

Examining The Results

A. We can use http://localhost:8080/layer4/list to check our Layer 4 endpoints. Adding a ,,2fields to the end of
the URL will allow us to specify what we want to look at. We can separate fields by commas to show more
than one at a time.

Example: http./localhost:8080/Iayer4/listefields=name,urls/s, total-urls

s Using total-urls will show us the total requests made.
s Using urls/s will show us the average URL rate per second.

s Using rx rate and tx rate will show us the rates of received and transeferred traffic.

We can also use the url hitp://localhost:8080/Iayer4/all to see all of the available fields.

B. When checking our results for Layer 4 tests we might want to check for common URL related errors:
s acc. denied will show us the number of times we got an access denied error.
s bad-url will show us the number of times a request was made with an invalid URL.

s nf (4xx) will count the number of 400 errors recieved when making requests to our URL.

Create Python Scripts To Test Generic Traffic


http://localhost:8080/layer4/list
http://localhost:8080/layer4/all

Goal: Create a script to test Generic traffic using Realm

Using the realm.py library we will write a script that will allow us to automate the creation of stations and
generic cross connects. We will also be able to start and stop traffic over the cross connects using the script.
Station and Cross Connect creation is covered in the Realm Scripting Cookbook. Requires LANforge 5.4.2.

1. Creating The Profile

A. We will use the factory method self.local_realm.new_generic_cx_profile() to create our profile object.

B. After we have done this we can set a few variables for our traffic:

A. gen_cx_profile.type wil determine the type of command to execute.
Example: self.cx _profile.type = "lfping"

B. gen_cx_profile.dest is the destination IP address for the command.
Example: self.cx profile.dest = "127.0.0.1"

C. gen_cx_profile.interval sets the interval at which the command is run in seconds.
Example: self.cx profile.interval = 1

D. Example Generic profile init:
class GenTest (LFCliBase) :
def _ _init_ (self, host, port, ssid, security, password, sta_list, name_pr
number_template="00000", test_duration="5m", type="lfping", d
interval=1, radio="wiphyO",
_debug_on=False,
_exit_on_error=False,
_exit_on fail=False):
super (). _init__ (host, port, _debug=_debug_on, _halt _on_error=_exit_on
self.host = host
self.port = port
self.ssid = ssid
self.radio = radio
self.upstream = upstream
self.sta_list = sta_list
self.security = security
self.password = password

self.number_template = number_template
self.name_prefix = name_prefix
self.test_duration = test_duration

self.local_realm = realm.Realm(lfclient_host=self.host, 1lfclient port=
self.cx profile = self.local_realm.new_generic_cx_profile()

self.cx profile.type = type

self.cx profile.dest = dest

self.cx profile.interval = interval

# Station Profile init
1

2. Starting Traffic
A. To start the traffic we can use the gen_cx_profile.start_cx() method. To stop the traffic we can use the
gen_cx_profile.stop_cx() method.


https://www.candelatech.com/cookbook.php?vol=cli&book=Python:+Create+Test+Scripts+Using+Realm

B. Example start and build method:

def

build(self):

self.station_profile.use_security(self.security, self.ssid, self.password)

self.station_profile.set_number_template (self.number_ template)
print ("Creating stations")

self.station_profile.set_command_flag("add_sta", "create_admin_down", 1)
self.station_profile.set_command_param("set_port", "report_ timer", 1500)
self.station_profile.set_command_ flag("set_port", "rpt_timer", 1)

self.station profile.create(radio=self.radio, sta_names_=self.sta_list,

debug=self

self.cx profile.create(ports=self.station profile.station_names, sleep_ time=.5)

self._pass("PASS: Station build finished")

def

start(self, print_pass=False, print_fail=False):
self.station_profile.admin_up ()
temp_stas = self.sta_list.copy()
temp_stas.append(self.upstream)
if self.local_realm.wait_for_ ip(temp_stas):
self._pass("All stations got IPs", print_pass)
else:
self._fail("Stations failed to get IPs", print_ fail)
exit (1)
cur_time = datetime.datetime.now ()
passes = 0
expected_passes = 0
self.cx profile.start_cx()
time.sleep(15)
end_time = self.local_realm.parse_time("30s") + cur_time
print ("Starting Test...")
while cur_time < end_time:
cur_time = datetime.datetime.now ()
gen_results = self.json_get("generic/list?fields=name, last+results",
if gen results['endpoints'] is not None:
for name in gen results['endpoints']:
for k, v in name.items () :
if v['name'] in self.cx profile.created endp and not vI['
expected_passes += 1

if v['last results'] != "" and "Unreachable" not in
passes += 1

else:
self. fail("%s Failed to ping %s " % (v['name'],
break

time.sleep (1)
if passes == expected_passes:
self._pass("PASS: All tests passed", print_pass)

Examining The Results

debug_=se¢

name'] .enc

v['last re

self.cx 1




A. For 1fping we can use the last results of the endpoint to determine if the test was successful. An example of
this can be seen in our start method. The most common errors for 1fping will either be a blank last result or
Destination Host Unreachable. Either of these results indicate a failed ping. Successful pings will look like:

64 bytes from 10.40.0.1: icmp_seg=1 time=4.55 ms *** drop: 0 (0, 0.000) rx: 1 fail:
< [

Results can also be seen in the generic tab in the LANforge Manager:

LANForge Manager Version(5.4.2)

Control Reporting Windows Info Tests

Chamber WView | Stop All | | Restart Manager | | Refresh | | HELFP

Generic rResource Mgr rvAP Stations rDUT rProfiIes rTrafﬂc-Profi\es rAIerts rMessages rWamings rWiﬁ-Messages +
Status rPor‘t Magr rLayer—B rLSEndps rLayer:l—? r Armageddon rWanLinks rVoIP:‘F\TP r VolP/RTP Endps rFiIe—IO \

| Select All || Start + || Stop - || Clear ‘

Rpt Timer: |fast (1s) |V|Go| Test Manager

‘ Create || Modify | ‘ Delete |

Generic Endpoints for Selected Test Manager
Name ED | status| Rpt#| Last Results | T Bytes | Rx Bytes| Tx Pkts| PDU/Ss TX| Rx F
sta0000_genO 1.1.13.5 Stop.. 206 64 bytes from 10.40.0.1: icmp_seq=204 time=3.75 ms **dr... 0 B OB 0
sta0001_genO |1.1.14.7 |Stop... |206 | 64 bytes from 10.40.0.1: icmp_seq=204 time=1.61 ms **dr....0 B 0B 0 1] 0
[« Il I [»]

Logged in to: 192.168.92.12:4002 as: Admin
Double-clicking on an endpoint will allow you to see more specific results as well as the command used by
the endpoint. Using the sync button will allow you to see updated results.

Create/Modify Generic Endpoint

MName: |St90000_99ﬂ0 | Rpt Timer: |defau1t (5 s) |v| Test Manager: |defau|t_tm |v|
Shelf: |1 |V| Resource: |1 {ct524-emily) |V| Port: Endp ID: 5
Command Builders |pir‘|g |v|

Size: Default [w| interval: [1600000 (1 s) Count: [Infinite |+

How big should the ping packets be?|
Target: |10.40.0.1 |

Payload: | |

command: [ifping -i 1 4 sta000010.40.0.1

Command Output
93 UFLES |TUN L0.40.0. L LUIR_SEGEL00 LIRSS, 53 I UIUR. W9, U.NE9r & L9f  ldil. U DFLES. L1390 —
64 bytes from 18.40.0.1: icmp_seq=188 time=2.36 ms *** drop: 0 (8, 8.0088) rx: 188 fail: 8 bytes: 12032 -
64 bytes from 10.40.0.1: icmp seq=129 time=2 73 ms ** drop: 0 (8, 0.968) rx: 129 fail: 0 bytes: 12096
64 bytes from 10.40.0.1: icmp_segq=189 time=2.73 ms *** drop: 0 (8, 8.9608) rx: 189 fail: @ bytes: 12096
64 bytes from 10.40.0.1; icmp_seq=191 time=2.08 ms *** drop: 0 (8, 8.000) rx: 191 fail: 8 bytes: 12224
64 bytes from 18.40.0.1: icmp_seq=192 time=1.97 ms *** drop: 0 (8, 8.0088) rx: 192 fail: 8 bytes: 12222
64 bytes from 10.40.0.1: icmp seq=192 time=2 33 ms % drop: 0 (8, 0.9608) rx: 193 fail: 0 bytes: 12352
64 bytes from 10.40.0.1: icmp_seg=194 time=1 98 ms *** drop: 0 (8, 8.9608) rx: 194 fail: @ bytes: 12416
64 bytes from 10.40.0.1; icmp_seq=195 time=2.11 ms *** drop: 0 (8, 8.608) rx: 195 fail: 8 bytes: 12428
64 bytes from 18.40.0.1: icmp_seq=196 time=2.28 ms *** drop: 0 (8, 8.088) rx: 196 fail: 8 bytes: 12544
64 bytes from 10.40.0.1: icmp seq=197 time=1 639 ms ** drop: 0 (8, 8.9608) rx: 197 fail: 0 bytes: 12602
64 bytes from 18.40.0.1: icmp_segq=197 time=1 63 ms *** drop: 0 (8, 8.968) rx: 197 fail: @ bytes: 12603
64 bytes from 10.40.0.1; icmp_seq=199 time=1.97 ms *** drop: 0 (8, 8.608) rx: 199 fail: 8 bytes: 12736
64 bytes from 18.40.0.1: icmp_seq=200 time=4.53 ms *** drop: 0 (8, 8.008) rx: 280 fail: 8 bytes: 12360
64 bytes from 10.40.0.1: icmp seq=201 time=1 94 ms ** drop: 0 (8, 8.9608) rx: 201 fail: 0 bytes: 12264
64 bytes from 10.40.0.1: icmp_segq=202 time=2. 01 ms *** drop: 0 (8, 8.9608) rx: 282 fail: @ bytes: 12923
64 bytes from 10.40.0.1; icmp_seq=263 time=1.93 ms *** drop: 0 (8, 8.000) rx: 283 fail: 8 bytes: 12992 =
64 bytes from 18.40.0.1: icmp_seq=284 time=3.75 ms *** drop: 0 (8, 8.008) rx: 284 fail: 8 bytes: 13058 =
64 bytes from 10.40.0.1: icmp seq=204 time=3.75 ms ** drop: 0 (8, 0.9608) rx: 204 fail: 0 bytes: 13056 |

]
-~

Sync | Apply | [o] | | Cancel

Create Layer 4-7 HTTP Upload Traffic

Goal: using curl, it is possible to not only download content, but UPLOAD content as well.
There must be a web source that accepts uploaded data. Below we will cover how to
construct an PHP and NGINX web page that will allow a LANforge system to accept web
uploads.

Architecture of Uploads



By default, web servers (like Apache or Nginx) are designed to respond by giving content. Receiving content
requires some add-on to accept incoming uploads. The notable methods are CGl and WebDAV. WebDAV
configurations are specific to either Apache or Nginx, so we will focus this cooklbook on the CGIl method,
with PHP as the CGl engine. PHP is installed by default with LANforge systems.

Deciding on the Upload Destination

Continual traffic generation is a scenario that would fill the space of any web server. This cookbook
describes a technique that will not save uploaded data, and thus should allow an indefinite duration of
upload traffic. Specifically, processes that accept uploaded data do not need to save it The fechnique used
by up.php relies on the files being uploaded to /tmp which on most recent LANforge systems is a tmpfs RAM-
based filesystem.

Using tmpfs for very large uploads, (or hundreds of small uploads) can consume
LANforge system memory quickly.

Upload Considerations

1. There is no good way to ignore the uploaded output. It goes immediately to the filesystem.

2. The default fedora upload location is /tmp. This is a RAM-based filesystem. You will crash your
LANforge nginx server, and possibly the machine itself if your uploads take up more than half your

ram.

3. If you want to upload a lot of data per upload, it is going to have to live on the LANforge's SSD.

1.
2.
3.

In /etc/php.ini, set upload_tmp_dir = “/home/Tanforge/tmp”
Consider that SSDs have a writes-per-lifetime limit. Continual writing adds wear fo the drive.

SSDs can only write between 30-500MB/s (4000 Mbps). This depends on the model of SSD,
the speed of the SATA bus, and the write-caching and wear leveling fechniques the SSD
uses.

If doing HTTP uploads is a performance test, we suggest building a system with hundreds of
gigabytes of RAM for tmpfs space.

4. To handle large numbers of stations doing uploads, set the upload size limit small fo avoid filing up

RAM.
1.

Monitor free RAM with htop. On a ct521a, there is 4GB of RAM, fotal. Thus you have up to
2GB of free space in /fmp:

Remeber that as while the LANforge GUI runs, it consumes RAM itself. Depending on the
duration of the report, it can consume most of the remaining ram. Consider running the
LANforge GUI on a separate machine.

. In /etc/php.ini, set your post max_size and upload_max_filesize parameters to (2GB /

number of Layer 4 connections):

1. For 16 stations with one Layer 4 connection each:
2 x 1024 x 1024 x 1024 / 16 = 134,217,728 ~=134MB

2. For 32 stations with two Layer 2 connections each:
2 x 1024 x 1024 x 1024 / 64 = 33,554,432 ~=33MB

3. The php.ini default max upload size is set at 2MB:

post max size = 8M
upload max filesize = 2M

4. These system defaults permit 1024 simultaneous uploads.

Configure nginx to use up.php

1. Copy up.phpto /usr/Tocal/lanforge/nginx/html

2. In the Port Mgr tab, modify your port and select the MIHTTP checkbox and click Apply. In this
example, the portis eth1 (192.168.48.92). Keep the window open.

3. In aterminal, edit /home/Tanforge/vr_conf/nginx_ethl.conf



1. Remove the first line

2. At the bottom of the server {} stanza, add this configuration:

location /up.php {
include /usr/local/lanforge/nginx/conf/fastcgi params;
fastcgi param SCRIPT FILENAME Sdocument rootS$fastcgi script name;
fastcgi pass unix:/run/php-fpm/www.sock;
fastcgi index index.php;

..'" and edit the file as

3
4 1
5 logs/ethl_error.log;
6 /home/lanforge/vr_conf/nginx_ethl.pid;
7 events {
8 1024;
9}
10
11 http {
12 include /usr/local/lanforge/nginx/conf/mime.types;
13 application/octet-stream;
14 logs/ethl_access.log;
15 on;
16 65;
17
18 server {
19 isten 192.168.48.92:80 bind_dev=ethl;
20 server_name localhost;
21 logs/ethl_host.access.log;
22
23 location / {
24 root html;
25 index.html index.htm;
26 }
27 error_page 500 502 503 504 /50x.html;

location = /50x.html {
root html;
}
location /up.php {
include /usr/local/lanforge/nginx/conf/fastcgi_params;
SCRIPT_FILENAME
fastcgi pass unix:/run/php-fpm/www.sock;
index.php;

1. Save the file.
1. Edit the /etc/php-fpm.d/www.conf file
1. Look for the listen.acl_users parameter, and add the user nobody
2. listen.acl_users = apache,nginx,nobody
3. save

2. Restart the php-fpm service:
systemctl restart php-fpm.service uﬂ

[ 1

Monitor nginx errors

1. To monitor the nginx log file:
1. Open a terminal

2. Become root using sudo -s

cd /usr/local/lanforge/nginx/logs « j

3. 2F

tail -F *.log H;j

4. 4

2. Permission Denied errors:

1. For this error: [crit] connect() to unix:/run/php-fpm/www.sock failed (13:
Permission denied) while connecting to upstream, client: 192.168.48.18,
server: localhost, request: "GET /up.php HTTP/1.1", upstream:
"fastcgi://unix:/run/php-fpm/www.sock:"



2. Edit the /etc/php-fpm/www.conf file mentioned above and restart the php-fpm service.

Apply changed nginx settings

1. In the eth1 Configure Settings window, you will toggle the HTTP setting to re-apply the changed
configuration:

1. Unselect CIHTTP
2. Click Apply
3. Select IHTTP
4. Click Apply

Checking for the up.php page with Curl

1. Open a terminal and become roof:

$ sudo -s ~j

cd /home/lanforge uﬁ

./vrf_exec.bash wlan0 curl -sqgv http ://192.168.48.92/up.php uﬁ

4. Look for errors, like Sorry, the page you are looking for is currently unavailable.

Browsing the up.php page with Firefox
1. To see this page from the LANforge desktop, you will use the vrf_exec.bash script.

2. Open a terminal and issue these commands:
host + ej

1. ]
2.
3.
4.
./vrf_exec.bash ethl firefox http ://192.168.48.92/up.php uﬁ
5.

Creating a Generic Endpoint to upload with Curl

1. There a token files to upload, located in /var/www/html named dafaslug{size}.bin.

2. The curl -F command will issue a POST in the multipart-form manner.

3. The filename= parameteris the name of the form's [input] parameter that matches the [input
type=file] elementin the page.

4. The @/var/www/html/data_slug 256K.bin is curl syntax for opening the named file.

5. Start off by practicing the vif_exec.bash command from a terminal:
1. ./vrf exec.bash wlan0 curl -F

'filename=@/var/www/html/data slug 256K.bin' http://192.168.48.92/up.php

6. Once that works, go to the LANforge GUI Generic fab and create a new endpoint:
1. Enter a name

2. Select your resource and port (wlan0)
3. Select Command Builder: Generic
4. Enter the command:

./vrf_exec.bash wlan0 curl -F 'filename=@/var/www/html/data_slug 256K.bin' http://192.168.48.92/up.php

5. Click OK



7. Inthe Generic tab, select your connection and click Start
1. Double click the connection

2. In the Create/Modify Generic Endpoint window, click the Sync button (at the bottom).

3. You will see the HTML text of the result.

Dload Upload Total Spent Left Speed
0 0 0 0 0 0 0 0 --:--:-- --i--i-- s-r--i-- 0
100 256k 0 622 100 256k 24960 10.0M --:--:-- --:--:-- --:--:-- 10.4M

<!DOCTYPE html>
<html lang="en">
<head>
<title>Layer 4 Upload Test</title>
<meta charset="utf-8">
<style>
body {
font-family: "Century Gothic", "DejaVu Sans",Arial,Helvetica,sans-serif;
margin: lem auto;
}
hl {
text-align: center;
}
</style>
</head>
<body>
<hl>Layer 4 File Upload Test</hl>
<hl>Result:</hl>
<ul>
<li>File name: <tt><data_slug_256K.bin></tt></1i>
<li>File size: <tt><262144></tt></1i>
<li>File tmp: <tt></tmp/phpRLHVa2></tt></1i>
</ul>
</body></html>

4. A command that might provide better output could look like:

./vrf_exec.bash wlan0 curl -s -o/tmp/$$.html -F 'filename=Q@/var/www/html/data_slug 256K.bin' http://192.168.48.92/up.php;
grep File /tmp/$$.html

5. It provides terse output like:

<hl>Layer 4 File Upload Test</hl>
<li>File name: <tt>[data_slug 256K.bin]</tt></1i>
<li>File size: <tt>[262144]</tt></1li>
<li>File tmp: <tt>[/tmp/phpfhDFMf]</tt></1i>

The up.php Page

You can copy the up.php page as text from here:

Install LANforge on ESXi Server (Version 8)

Godal: Install LANforge on an ESXI Server, and confirm DHCP can be served over VLANs.

In this test scenario, we use a system compatible with ESXi version 8. ESXi version 8 can run 2 lanforge
VMs on 2 different VLANs, host DHCP on one VLAN, and acquire DHCP leases on the other VLAN
through a WANIink. This outlines expected behavior and uses cases for VLANs and WANIinks between
LANforge and ESXi version 8. Requires LANforge version 5.3.5 or higher.

1. Configuring ESXi Server ver. 8.02

A. This scenario was built upon ESXi 8.02 build 23305546, using a CT-525 with a 4 port 1g nic as well as an
accompanying TPLink SG105E Smart Switch.

B. Log into TPLink SG105E 5 port Smart Switch (usually defaults to 192.168.0.1). Assign ports 2 and 3 fo a VLAN,
name 8 with ID 8. Assign ports 4 and 5 to a VLAN, name 2 with ID 9. Port 1 will be the assigned trunk port.


http://www.candelatech.com/up.php.txt

E. vSwitch8

vm  ESXi Host Clien

C. In ESXi, create 3 vSwitches. vSwitch0, vSwitch8, vSwitch?. vSwitchO should have been created and
configured by default as the management switch. vSwtich8 connects to ports 1 and 2 on the host port, this

corresponds to vmnic8 and vmnic9. vSwiich9 connects to ports 3 and 4 on the host port, which
corresponds to vmnic 10 and 11. Vmnic numbers may vary.

D. vSwitchO

vm  ESXi Host Client

@ Navigator « [ @ vswicno
] Host
—— - vSwitch Detalls + vSwitch topology
Monitor Y 1500 - .
VM Network 3 Physical adapters
— Ports 4850 (4820 avallable) = “ Sl '
B vinuaivacnnes [ 3] VAN DO —
s Link discoven Listen / Cisco discovery protocol (CDP)
B vraava scovery, n very protocol (COP) Vi Machines @ & vmnic2, 1000 Mbps, Full
Monitor Attacned Wvs 205cve) Bv-aiv B vonia
Giv-3a-va G s
VB v Beacon interval i c
i A L] MAC Address 0006 28aa 7576
Monitor
~ NIC teaming pollcy
More Vs
@ storage Notiy swiches ves © Management Network ’
VLAN ID: 0
T o 1= Policy Route based on originating port D
 VMkernel ports ()
> B vresal CEEERRey e 5, vmko: 192.168.98.163
More storage. Falloack ves
+© Networking =
. - Security pollcy
@ vswitchs Allow promiscuous mode No
& vswitcho Alow forged transmits No
5 o= Allow MAC changes No
5 vmnico
5 vmnic7 - Shaping pollcy
G vmnict Enabled No
More networks.
[ Recent tasks
Task « Target « intiator ~ oueued « Startea © Resutta « Compisted v
Power on VM & e = a/a/2023 054732 a0z 054732 @ riea e per-
PoweronvM & vpas =S 1211272023 0729:09 /272023 072509 © Compieted successtuly /272023 72510

£ Navigator « vSwitchs
[ Host
e ~ vSwitch Detalls ~ vSwitch topology
— MTU 1500 s e
vLANS Physical adapters
— Ports 4850 (4820 available) = ’ - P
(@ Virtual Machines @ VLAN ID: 8 | S, vmnic8 , 1000 Mbps, Full
VG vrava Link discovery Listen / Cisco discovery protocol (CDP) v Virtual Machines (2) L
Monitor Attached VMs 2 (1 active) @v-134-3 |
"Gv-ra-va
VG vava Beacon interval 1
MAC Address 00:0c2%:227:80 ]
Monitor
~ NIC teaming policy
More Vs
Notify switches Yes
& storage
(= LT e Policy Route based on originating port ID.
> @ v-a-sal Reverse policy. Yes
More storage. Failback Yes
) T ™
e ~ Security policy
B vswitchg Allow promiscuous mode Yes
vSwitcho Allow forged transmits Yes
5 vmnica Allow MAC changes Yes
5, vmnico
5, vmnic7 ~ Shaping policy
5, vmnict Enabled No
More networks.
] Recent tasks
Task « Target ~ Initiator + Gueued - started © Resuita ~ Completed v v
Power On VM & vnavs root 1211212023 09:4732 121272023 09:47:32 @ raiea-
Power On VM & vee root 12/12/2023 07:29:09 121212023 07:29:09 @ Completed successtully /1212023 07:29:10

F. vSwitch?9

wvm  ESXi Host Client

@ Navigator « '@ vswitchs
[ Host
o ~ vSwitch Detalls ~ vSwitch topology
Monitor MTU 1500 _
© viane S, Physical adapters
— Ports 4850 (4820 available) =
@ Virtual Machines = VLAN ID: 9 5 vmnic10, 1000 Mops, Full
VB v-ava Link discovery Listen / Cisco discovery protocol (CDP)  Virtual Machines (2)
=
Monitor Attached VMs 2(1active) Gv-134-3
Gv-134-va
VG v-13a- n interval 1
@ vn s MAC Adaess 00.0c29 3878
Monitor
~ NIC teaming policy
More Vs
Notity switches Yes
5 storage
= TR o Policy Route based on originating port D
> B vrsasan Reverse policy Yes
More storage. Fallback Yes
+® Networking
~ Security policy
D vswitchs Allow promiscuous mode Yes
@ vswitcho Allow forged transmits Yes
= e Allow MAC changes ves
5, vmnico
5, vmnic7 ~ Shaping policy
nabled 0
5, vmnict B "
More networks,
(2] Recent tasks
Task ~ Target ~ Initiator - Queued ~ started ~ Resulta ~ Completed v v
Power On VM & v oot 121272023 094732 121272023 09:4732 @ Foiled - The attempted operation canot be per_ | 12/12/2023 09:4732
Power On VM & vavs oot 12/12/2023.07:29:09 1211212023 07:29:09 © Completed successtuly 1211212023 07:28:10




G. Next, create 2 port groups. First port group named VLAN8 with an ID of 8, assign vSwitch8 fo it, inherit alll
settings from vSwitch8.

vm ESXi Host Client

@ Navigator & | @ vians
[} Host
DR # Editsettings | C Refresh | & Actions
Monitor VLANS
& Virtual Machines Accessible:
B v-rava Virtual machines:
i Virtual switch: vswitchg
S vrsava VEAN 8
Active ports: 1
More VMs.
B storage
~ VSwitch topology ~ Security policy
B t0.ATA_
—_— Allow promiscuous mode Yes
> @ v-3a-sar < - —
@ viaNg ’ S, Physical adapters
pEmamE = Allow forged transmits Yes
VLAN ID: 8 C]— ® vmnica , 1000 Mbps, Full
@ Networking  Virtual Machines (2) Allow MAC changes Yes
& vswitchs "Gv-aav3 -
= o Bv-tsave ‘ « NIC teaming pollcy
@ vswitcho MAC Address 00029207080 i | Notity switches Yes
‘5, vmnic7 L_ J— Policy Route based on originating port ID
5 vmnict Reverse policy Yes
TRNK?
> @ Fallback Yes
VLANS
Monitor ~ Shaping policy
More networks Enabled No
Bl Recent tasks a
Task ~ Target ~ Intiator ~ Oueued © Started ~ Resulta ~ Completed ¥ v

H. Create another port group named VLANY, with an ID of 9, assign vSiwtch9 to it as well, inherit all settings
from vSwitch?.

vm ESXi Host Client

@ Navigator « | @ vians
[ Host
e # Editsettings | C Refresh | & Actions
Monitor VLANS
(@ Virtual Machines E] Accessible: Yes
G v-3a-va Virtual machines: 2
ey Virtual switch: & vSwitchd
VLAN ID: 9
5@ v-13a-v3
Active ports: 1
More Vs
3 storage
~ vSwiteh topology ~ Security policy
B t0.ATA_
— — Allow mode Yes
> @ v-f3a-sdl 0 =
@ viane ’ 'S, Physical adapters
EmREn Allow forged transmits Yes
VLAN ID: 9 ] S vmnicio., 1000 Mbps, Full
® Networking ;  Virtual Machines (2) ( Allow MAC changes Yes
"Gv-134-v3 )
o P ) J ~ NIC teaming policy.
MAC Address 00:0c:29:2a:70:8a Notity switches Yes
@ vswitens I= i
& vswitchs _— < Policy Route based on originating port ID
@ vswitcho Reverse policy Yes
5 vmnic7 Failback Yes
5, vmnict
> @ TRNKT ~ Shaping policy
> @ viang Enabled No
More networks
[ Recent tasks Qa
Task © Target ~ Initiator ~ Oueued ~ started © Resulta ~ Completed ¥ v

|. Create a LANforge VM.

vm ESXi Host Client
@ Navigator " v-r2ava

[ Host

Ll console @ Monitor | B Fower on &) power off
Manage

A3 Reset | #Eat | Coretresh | £ Actions

v-f34-v3
Py
Guest 05 Red Hat Fedora (64-bit) 336 MHz
Compatibility ESXi 8.0 U2 virtual machine D
[
o GEDD VMware Tools No
Monitor cPUs 4

Monitor

@ Virtual Machines

MEMORY (—y
34968 LY

"G v-f3a-v3 Memory STORAGE
256.08 GB
Monitor

More vis
B storage ~ General Information ~ Hardware Configuration
t10.ATA_ Networking cPU 4VCPUs
> >
> B vrasdt > 8 VMware Tools VMware Tools Is not installed. £ Actions Memory 1668
More storage.
> @ storage 1k > SHaradiskt 21068
@ Networking 8 a
2 vewitcns [ Notes # Edit notes s USB controller UsB 2.0
& vswitchg > ', Network adapter 1 VM Network (Connected)
@ vewicno « Performance summary last hour B e P —
5, vmnicz _
o T — — > B Network adapter 3 VLANS (Connectea)
@ Consumed host memory. > (2] Video card 16 MB
5, vmnic7 o
5 vmnict g 15 o > @ CO/DVD drive 1 1SO [v-34-5d1] Fedora-Workstation-Live-x86_64-34-12.iso
> )
— 2 5 8 Select disc Image
E 3
- 2 X Others ~
e B ——
] Recent tasks o
Task « Target « niator « ousued « startea © Resuts « Completea v .
Power On VM & view root 1211272023 09.47:32 1211272023 094732 @ Foiled-The
Power On VM & vre root 12/12/2023 07:29:09 121212023 07:29:09 @ Completed successtully /1212023 07:29:10




J. Install Fedora and then LANforge on the VM. See also: Ifserver install.
K. After successful VM creation and Fedora 34 install, power off the VM.

L. Add network ports to the VM for VLAN8 and VLAN?9.

2. Open the terminal and type: vim /etc/sysctl.conf

O ST OSIMEST INCarTESs & e LA S L TAr S S EALIrma s

MATE Terminal v) () (x

File Edit View Search Terminal Help

sysctl settings are defined through files in
fusr/lib/sysctl.d/, /run/sysctl.d/, and /etc/sysctl.d/.

Vendors settings live in fusr/lib/sysctl.d/.

To override a whole file, create a new file with the same in
fetc/sysctl.d/ and put new settings there. To override

only specific settings, add a file with a lexically later
name in fetc/sysctl.d/ and put new settings there.

#
#
#
#
#
#
#
E
#
#

For more information, see sysctl.conf(5) and sysctl.d(5]}.

ysctl.conf" [readonly] 11L, 479B

3. Here, at the bottom of this file, we will add this line: net.ipv4.conf.br0.proxy_arp=1, this will keep proxy
arps consistent across reboots.

4. Finally, run the command: sysctl -p to force reload system settings.

Ml =TOSrnar INTarTSc G [WAMe L TAr Sl Wasnlrras

MATE Terminal v) () (x

File Edit View Search Terminal Help

5. Open LANforge GUI, and in Netsmith tab, right click -> new bridge.

6. Uncheck DHCP option for bridge, name it br0.


https://www.candelatech.com/lfserver_install.php#webauto

Netsmith configuration for Resource: vm-6¢95(1.1) Version: 5.4.8
virtual Routers and Connections

5\ Create VLANSs on Port: DB &
o, O MACMLAN O 802.1QMAN O Redirect @ Bridge ) Bond
) GRE Tunnel ) WiFi STA O WiFi VAP ) WiFi Monitor ) WiFi Virtual Radio
Shelf: Resource: |1 (vm-6c55) |v| Port: | | |
OQuantity: |1
("Basic Settings | WiFi Settings | Advanced Settings |
JLAN ID
STAID:
Parent MAC
MAC Addr: | |
[JDHCP-Pvd4  [] Multiple Subnets
Mgt—el
.1 2.1 IP Address: [ |
IP Mask or Bits: | |
Gateway IP: [ |
Bridge Name:  |bro |
#2 Redir Name
[] Down | Apply J | Cancel | l
] WanLinks [] Show Legend [ Fire IPvds | info || Pt | [ sync | [ apply | | Close |
WanlLink Names [¥] Port Names [¥] Fire Names [ Zero-Pv4s Apply Progress: g e Cancel Apply
Peer WanLinks [¥] Parents [#] Col, Domains []IPvés }
Netsmith Status:

[w] WanLink Config

A. Apply and Sync in Netsmith.
B. In Port Mgr tab, double click the the newly created bridge (in this example, it is br0).
C. Make sure DHCP is unchecked, and all Gateway, IP, DNS are setf to 0.0.0.0.

D. At the bottom, underneath the buttons that say Add Ports and Remove Ports, type eth1 and press enter,
then eth2.



E. Click "Add Ports™, Click Apply, then Sync. Once eth1 and eth2 show up under configured as well as current
ports, then close the bridge editing tab.

" LANforge Manager Version(5.4.8 ICINCINES
a bro (vm-6c95) Configure Settings ) (») (x
Port Status Infarmation
G Current: LINK-UP TS0 GS0 GRO
3 Driver Info: Bridge Driver: bridge Bus: NIA Firmware: NIA
Port Configurables
Standard Configuration | Extended Config |
Enable General Interface Settings ] Spanning-Tree
[[] setMac P -
. Coown [ Aucwgt oHcP Hostname: [Mone  |¥] sgngrime  [300 -
- SerTX 0 Len Fl U
}-— [] Set M1 ] DHCPPvE DHCP Release  DHCP Vendor ID: Bridge Priority: 32768 —
1l | [ serofaad []DHCPHPv4 | SecondaryIPs | DHCP Client ID: Max Age: 20 -
B | Osconssemte o servers [BLANK Peer IP: NA cellopine: 2 h
IP Address:  [0.0.0.0 Global IPv6: [auTo Forwarding Delay: |15 -
IP Mask: [p.0.0.0 Link IPv6: [auto
Gateway IP:  [0.0.0.0 IPVE GW: [auTo
Alias: [ MTU: 1500
MAC Addr: 00:0c:29:7a:6c:9f  TXQ Len 1000
Rpt Timer: medium (8 s) |w| WiFi Bridge: NONE -
Services W: IPSec Password:
[] wre IPSec Remote ID.
FTP
N Bridge Information Remove Forts
[a] 0w Configured Ports | Current Ports —
[] rapius ethl ethl Add Ports |
[[] IPSEC-Client eth2 eth2
[[] IPsec-upstream :::!
E
Lo
| Print ” Display | | Probe || Sync | | Apply H oK ‘ | Cancel |

F. In Port Mgr, there will be no IP's showing up here. This is because we're simply redirecting traffic from one
VLAN to the next VLAN. If we want IP's here, we need to make a redirect device to spawn off some IP's.

Control Reporting Windows Info Tests

| Chamber View | Stop All | | Restart Manager ‘ | Refresh | | HELP

LANforge Manager Version(5.4.8) ») (&) (x

Status | Port Mgr | WanLinks | Resource Mgr | DUT | Profiles | Traffic-Profiles | Alerts | Warnings | WifiMessages [ +

Disps [192.168.96.193:1

J Sniff Packets [¥] Down | Clear Counters || Reset Port ” Delete |

Rpt Timer: |me|:liun (8 s) IV| | Apply ] LIWRF | Display | | Create ” Maodify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.

Port | @| I | Parent Dev| Alias P bpsRX‘ bps TX | TX-Rate | RX-Rate | Mode| DHCP (ms)| MTU ‘ MAC ‘ Port Type
1.1.0 eth0 192.168.98.193 20,250 518,49210 Gbps |10 Gbps 01500 00:0c:29:7a:6c:95 Ethernet
1.1.1 ethl 0.0.0.0 64,384 64,39010 Gbps |10 Gbps 01500 |00:0c:29:7a:6c:9F  Ethernet
1.1.2 eth2 0.0.0.0 64,446 64,44210 Gbps |10 Gbps 0/1500 |(00:0c:29:7a:6¢c:28  FEthernet
) bro  0.0.0.0 0 oo 1] 01500 00:0c:29:7a:6c:97  Bridge

7. Have devices (on VLAN?) request DHCP from the server so we can see DHCP crossing through LANforge.

8. Highlight the downstream port, eth2, and click sniff packets. Here, we are looking for signs of a DHCP
Request and a DHCP ACK external to this virfual lanforge.




LANforge Manager Version(5.4.8) V) (a) (%

Control Reporting Windows Info Tests

Chamber View \ stopAll_| i Restart Manager | Refresh ] \ HELP
[ Status | Port Mgr | Wanlinks | Resource Mgr | DUT | Profiles | Traffic-Profies | Alerts | Warnings | WifiMessages | + |
Disp: [192.168.98.1031 | | sniff Packets @ oown [2] [ clear Counters | [ ResetPort | [ Delete |
Rpt Timer: [sediun_ (8 5) || Apply Owee [ oisplay ][ create |[ mogty |[ Batchmodiy |
Il Ethernet Interfaces (Ports) for all Resources.
| L L L
Port | @| 1| Parent Dev| Alias P bps RX | bps TX | TXAate | RX-Rate | Md *eth2 (as superuser) v () (x
1.1.0 etho 192.168.98.193 53.370 2.864,... 10 Gbps |10 Gbps Eille Edit view Go Capture Analyze Statistics Telephony Wireless Jools Help
111 sthl 0.0.0.0 28.116 28,026 10 Gbps |10 Gbps i P = =
11.2 eth2 0.0.0.0 J80o8mas 7106k toGeps| M M J © ™= BRE QesEFISEaaqE
113 bro 0.0.0.0 1.348 00 0
[WReply 2 display filter ... <Ctri-/> =)+
No. Time Destination Protocol Lengtt Info 2
31 4.126201851 255,255, 255,255 DHCP 342 DHCP Request - Transaction I 6xc3b2c169
32 4.126219651 255.255.255.255 DHCP 342 DHCP Request - Transaction ID 6xc3b2c169
33 4130576471 172.16.0.34 DHCR 342 DHCP ACK - Transaction ID xc3b2c169
34 4.133424569 172.16.0.34 DHCP 342 DHCP ACK - Transaction ID Oxc3b2c109
35 4.207835525 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID Gx74b6e4s?
36 4.207881226 255,255,255, 255 DHCP 342 DHCP Discover - Transaction ID @x74b6edS?
37 4.288951120 7702::16 ICHPY6 99 Multicast Listener Report Message vZ
38 4.288995402 £162::16 ICHPV6 90 Multicast Listener Report Message v2
39 4.459423107 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID Ox2398516c
48 4.459442677 255.,255,255.255 DHCP 342 DHCP Discover - Transaction ID 6x2398516c
41 4696524475 172.16.0.35 DHCR 342 DHCP Offer - Transaction ID Ox7508187f
42 4.691520399 255.255.255.255 DHEP 342 DHCP Request - Transaction ID Ox750B197F
43 4.691536630 255.255.255.255 DHCP 342 DHCP Request - Transaction ID Ex7508197
44 4.608369854 172.16.0.35 DHCP 342 DHCP ACK - Transaction ID Ex7508197f
45 4.704608739 172.16.0.35 DHCP 342 DHCP ACK - Transaction ID 6x7508197F
45 4.891189848 172.15.0.32 DHCP 342 DHCP Offer - Transaction ID Bxf72r562
k 47 4.892188362 3 255.255.255.255 DHCP 342 DHCP Request - Transaction ID @xf72f592b
48 4.802211613  6.0. 255.255.255.255 DHCP 342 DHCP Request - Transaction ID €xf72f582b
PR e T A e o o iz nkrlocy SRS TG RETR T b2k 2
‘ 0
< Frane 1: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface ethz, 1d @
Ethornet T, Src: PCEngines Se:08:fd (00:00:ba:Se:08:1d), Dst: PCENgines Sa:Tb:re (99:0d:b9:5a:h: fe)
Logged in to: localhost:4002 as: Admin TRECTEE DTot feBL VarEiant4s Bre )

172
Transmission Control Protocol, Src Pvrt 33863 Ds( Purt 336@4 Seq: 1, Ack: 1, Len: 1448
LANforge Traffic Generator

@ 7 wireshark_eth23EQEW2.pcapng Packets: 64 - Dropped: 0 (0.0%) Profile: Default

A. Verify traffic flow with the ping command. Use external IPs to the virtual LANForge, because traffic
originating within LANforge will only give a partial network traffic route between VLANs. Ping -1 172.16.0.1
172.16.0.32.

If we are not seeing anything relating fo DHCP on wireshark, then check the VLAN configuration in ESXi.
Neither VLAN should be configured with EST or VGT tagging modes. (VLAN IDs need to be between 1 and
4094).

When setting VLAN IDs to [0] you set the vSwitch to External Switch Tagging mode. When setting the VLAN
IDs to [4095] you set the vSwitch to Virtual Guest Tagging mode. Please set the VLAN IDs to the
corresponding incoming VLAN ID's. This sets the vSwitches to Virtual Switch Tagging mode. In our lab testing,
an external switch was used and two tagged ports were created, one containing VLAN 8 and one
containing VLAN 9. In ESXi, these port groups should be ID'd the same, 8 and 9.

. Verify upstream and downstream ports.

A. Verify upstream port (this is eth2, on the QVLAN9 network) in LANforge with “sudo tcpdump -ni eth2’, the
interface for the upstream port can be addtionally verified in ESXi under Networking -> Port Groups ->
VLANS. vSwitch topology will show VM's the VLAN services, including the MAC ADDR of the upstream port,
as well as the physical adapters on the otherside of the topology.

B. Verify downstream port (this is eth1 infroducing DHCP to the LANforge and on the VLAN8 network), with
“sudo tcpdump -ni eth1’, the interface for the upstream port can be addtionally verified in ESXi under
Networking -> Port Groups -> VLANG9. This is a similar process as the previous step.
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	Scalability Testing with NFS File-IO
	Goal: Analyze memory usage as the number of NFS clients is scaled up, and also when NFS endpoint settings are tweaked.

	Watch ports and stations with the Monitor Port plugin.
	Goal: Display a bandwidth meter for ports and stations.
	Single port display
	Displaying Groups of Ports

	Create Python Scripts Utilizing the Realm Library
	Goal: Create a python script to create stations and Layer-3 cross connects
	Starting the script
	Test Methods Available With Realm
	Building a Station
	Cross Connects
	Using TTLS
	Cleaning Up
	Debugging Stations

	Create Python Scripts To Test Layer 4 Traffic
	Goal: Create a script to test Layer 4 traffic using Realm
	Creating The Profile
	Starting Traffic
	Examining The Results

	Create Python Scripts To Test Generic Traffic
	Goal: Create a script to test Generic traffic using Realm
	Creating The Profile
	Starting Traffic
	Examining The Results

	Create Layer 4-7 HTTP Upload Traffic
	Goal: using curl, it is possible to not only download content, but UPLOAD content as well. There must be a web source that accepts uploaded data. Below we will cover how to construct an PHP and NGINX web page that will allow a LANforge system to accept web uploads.
	Architecture of Uploads
	Deciding on the Upload Destination
	Upload Considerations
	Configure nginx to use up.php
	Example of file:
	Monitor nginx errors
	Apply changed nginx settings

	Checking for the up.php page with Curl
	Browsing the up.php page with Firefox
	Creating a Generic Endpoint to upload with Curl
	The up.php Page

	Install LANforge on ESXi Server (Version 8)
	Goal: Install LANforge on an ESXI Server, and confirm DHCP can be served over VLANs.


