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Network Testing and Emulation Solutions

LANforge-ICE Cookbook

The LANforge-ICE Cookbook provides a set of high-level examples of how to setup useful test scenarios in
LANforge-ICE for WAN emulation. Each example intends to give the reader a brief intfroduction to the test
scenario and a set of step-by-step instructions on how to use the LANforge-GUI to configure the test.

All of the following examples will work on Linux systems running the LANforge software with the LANforge kernel
and a sufficient license. If you are running another Linux kernel, you will not be able to exactly duplicate some of
the examples, but there are usually work-arounds available to assist you. Please contact us at
support@candelatech.com if you have any questions.

If you are using the Windows version of LANforge, you will have to modify ports using the Windows utilities and
you will not be able fo duplicate the Routed Mode ICE examples. Everything else should work approximately the
same, but the performance is limited to 10Mbps speeds.

LANforge-ICE WAN Emulation

Before attempting the examples below, ensure that you have successfully followed these software installation
guides:

o LANforge-GUI Installation

o LANforge-Server Installation

Itis also recommended that you back up your current running LANforge-Server database so that you may safely
return to your current operating state.

LANforge-ICE Cookbook Examples

. Bridged Mode (Non-routed) WanLink

. Bridged Mode Wanlink with Virtual Ports and Redirect Devices
. Routed Mode Wanlinks with Virtual Routers

. Routed Mode WanlLinks with a Single Physical Port

. Routed Mode Wanlinks with WanPaths

. Virtual Router with DHCP Service

. Virtual Router with NAT

. Multiple Layer-2 Switches

. Multiple Virtual Routers
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. Multiple Physical Port Testing - CT970-48

. Bridging Three Wanlinks

N

. WanPath Corruptions

w

. WanlLink Queue Discipline

N

. ICE WiFi Gaming Demonstration Video

o

. Using Custom DNS on LANforge with DNSmasqg

o~

. Creating GRE Tunnels on LANforge

Bridged Mode (Non-routed) Wanlink

Goal: Allow LANforge-ICE to sit fransparently on a network segment by using a Bridged
Mode Wanlink to simulate a WAN.

In this test scenario, a LANforge-ICE Wanlink is created in Bridged Mode to simulate a WAN consisting of a DS1
speed (1.544Mbps) link with 20ms of delay in one direction and 30ms of delay in the other direction.

1. Setup the LANforge Ports so that they have 0.0.0.0 IP addresses. (Bridged Mode Wanlinks use ports that have
no IP address because the ports are fransparent to the fraffic flowing through them.)
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A. A: Go fo the Port Manager to see what ports are available. In this example, we will use eth1 and

eth2. eth0 is the management port and cannot be used for WanLinks.

LANforg g 3.6) DB
Control Reporting Tear-Off Info Plugins
| Stop All ‘ | Restart Manager ‘ ‘ Refresh | ‘ HELP ‘
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log [ Alerts [ Port : Mgr [ vaP stations | Messages |
Status | Layer3 | L3Endps | VOIP/RTP | VoIP/RTP Endps | ) wanlinks | Attenuators | Filed0 |
Disp: [162.168.100.233:0 | ‘ Sniff Packets | B| Clear Counters H Reset Port H Delete |
Rpt Timer: ‘medlum (8 s) "l ‘ Apply | E | View Details ‘ ‘ Create ‘ ‘ Modify | [Batch Modify
All Ethernet Interfaces (Ports) for all Resources.

Port |Pha...| Down P SEC| Alias P;E'f"t RXBytes | RXfyts | PpsRX | bpsRX| TxBytes | TXPkts | PpsTX
.10 |J |[] |192.168.100.106/0 |etho 1,665,061 14, |Total number of packets received by this Interface 1
111 [[] LI Jo.0.0.0 [0 Jeth1 o 0] 0| 1,208 16 o
112 [0 [0 [o.0.0.0 [0 lethz [1] of of of 1,208 16 3]
[«] 1L I D}
Logged into: 192.168.100.106:4002 as: Admin

For more information see LANforge-GUI User Guide: Ports (Interfaces)
2. Create a Wanlink.

A. Go to the Wanlinks tab

Control Reporting Tear-0ff Info Plugins

[ stopan | [ Restart Manager |

[ Refresh | [ nee |

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts T Port Mgr [ VAP Stations | Messages |

Status | layer3 | 13Endps | VOIPRTP [ VoIP/RTP Endps | 1 {7 Wanlinks

[ Attenuators

[ File-0 |

Rpt Timer: [fast @ s) : Test Manager (all -

[] Hide stopped

‘ Display H Create H Modify H Batch Modify ‘

WanlLinks for Selected Test Manager

Name | ED | kM| State | Endpoints (AeB) | PkiTxA—+B | PkiTxAeB | BpsRxB | BpsRxA | Rpt Timer
[«1 I I
2z
All WanlLink Endpoint
WPs| Name |Run| Script | MaxRate | TxPkts | RxPkts | TxRate | TxDrop%| Dropped | TxFailed |Failed-late| TXBytes |

(Tl 1L

[}

Logged into: 192.168.100.106:4002 as: Admin

B. Create a WanlLink

WL-DJ.-CrEateIMudify WanLink D@ &
- Iapplyl Display WanLink & WanPaths || _cancel
WanLink Information WanLink Information
Name: L-01 [] Pass-Through []Hw Pass-Through
Presets [cusTom [~] [ Coupled-Mode [l kernel-Mode
Endpoint A Endpoint B Resource: [+ t170330-10ac) [~]
Port: 1 (ethl) ~|[2 teth2) ~] | Ret Timen: Fest G o) B
Transfer Rate: |1 (1.544 Hbps) | w |[TL (1548 Mbps) | w
Endpoint A Endpoint B
Delay: small (26 ms) ¥ |30 (30 ms) - Reorder-Freq: ‘Zer‘u (%) ‘szeru (%) "l
Drop-Freq: zero (0%) v|[zere tom) ga| oup-Frea: fero (%) [+][zero (0w [~
1 zero (0 us w [|zero (0 us -
Jitter: (0 us) (0 us) ErD R -t [ a1 [t | = |
Jitter-Freq zero (%) | [zero (o%) -
Reorder Amt: min |l | e ‘ZU ‘ min |1 ‘ . ‘20 ‘
[ Script Il Script |

. To simulate a WAN, enter a specific amount of delay or other impairment

Be sure fo set the correct ports and transfer rate for each Entry Point

O 0 = >

Click OK when done

For this example, enter 20ms of delay for Entry Point A and 30ms of delay for Entry Point B
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C. Verify the WanlLink was created

LAl g g Versis 3.6) ) (=) (X
Control Reporting Tear-0ff Info Plugins
[ stopan | [ dystart Manager | | Refresh | [ Hewp
WARNING: This will restart the server processes!
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr [ VAP Stations | Messages
Status | layer3 | 13Endps | VOIPRTP [ VoPRTPEndps [ Ar 1 {7 Wanlinks | Attenuators | Filedo |

Rpt Timer: [fast (1 s) ||| Test Manager [all -

[] Hide Stopped ‘ Display H Create H Modify H Batch Modify ‘ | Delete ‘
anLinks for Selected Test Manager
Mame | EID | KM State | Endpoints (A«B) | PkiTxA—B | PkiTxA<B | BpsRxB | BpsRxA | Rpt Timer
WL-01 l6.2 | Stopped [WL01-A <=>wL-.. | of of 1,544,000 1,544,000 1,000

[«1 I

ID]

All WanLink Endpoint

|Run| Script | MaxRate | TxPkts | RxPkts | TxRate | TxDrop % | Dropped | TwFailed |Falled-late| TXBytes |
| [ |none | 1,544,000 of o of of o o il 0
| O [None | 1,544,000 of of of of of o of o

(Tl 1L

[}

Logged into: 192.168.100.106:4002 as: Admin

D. Go to the Status fab and click Netsmith fo view the graphical representation of the WanLink

e = = p— ==
LANforge Manager Version(5.4.3) ~) () (X
Control Reporting Windows |nfo Tests
| Chamber View ‘ | Stop All ‘ | Restart Manager | ‘ Refresh ‘ ‘ HELP
Status | Port Mgr | Layer-3 | L3 Endps | Layer 47 | Wanlinks | Resource Mgr | Alerts || ["Warnings | wifi
License Info Current Users Saved Test Configurations
eerates Grnlire i (907 G B Configuration: ‘FACTOR[DFLT ‘v‘ ‘ Load |

gnuserver from:127.0.0.1

Support expires in: 656 days. | Download DB ‘ | Show ‘ Delete |
Status View: |Ports by Resource ztres ‘ ‘ ‘ |
Realm 0

ManageriResaurce 1

n k]
n (]
o (]

Logged in to: localhost:4002 as: Admin

2 stations: 21 07 02|

E. This is the general form of a Bridged Mode WanlLink in Netsmith. It consists of two 0.0.0.0 IP addressed

ports with a vertical bar between them.

for If0350-10ac(1.1) Version: 5.3.6

irtual Routers and Connections

Mgt-etho
152‘168‘100.106124
Right-click/double-click/drag supported ]
Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast

sERsEmg

“ Router supports BGP ethl eth2
Router supports IPv6 _D'D e g W01 _0'0‘0‘0’0
= peerICE CX - <-1 ms, 1.544 Mbps B 20 ms, 1.544 Mbps = =
M Edge Port
Collision Domain [}

=== Stopped WanLink
== Running WanLink

M Phantom/Unknown
= 9% TX over last 3s
= 9% Drop over last 605
——Network Connection
—— Stopped FIRE

'— Running FIRE

-~ Peer ICE

—Bridge Active

—— Bridge Configured
—— Parent/Child

[ Iv

WanLinks
WanLink Names

Show Legend Fire Info. Print Sync Apply

Port Names [ Fire Names ZeroIPvas Apply Progress:
Peer WanlLinks Parents [] Col. Domains []IPvBs
WanLink Config

Netsmith Status:

Close

Cancel Apply

For more information see LANforge-GUI User Guide: WanlLinks (ICE)

3. Run traffic and verify results.
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A. Right-click on the WanlLink and select Toggle Wanlink to allow traffic to flow from a transmitting

device to a receiving device

for

: f0350-10ac(1.1) Version: 5.3.6

Right-click/double-click/drag supported
M Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
== Running WanLink
M Phantom/Unknown
= 9% TX over last 3s
= 9% Drop over last 605
——Network Connection
—— Stopped FIRE
'—— Running FIRE
-~ Peer ICE
=—Bridge Active
—— Bridge Configured
—— Parent/Child

SEsmEm

O

irtual Routers and Connection:

Mgt—ethﬂ
192,168.100.106/24
]

860.00
DEa WL-01

eth2
0.0.0.0/0
-

<=1 ms. 1.544 Mbps
Connect
Modify

Display WanLink & WanPaths

Toggle WanLI%
Modify WanLinl
Modify Port
Create Ports
Sniff Port
Reset Port
Delete Port
Delete WanLink
Delete

WanLinks
WanLink Names

Show Legend [v] Fire
Port Names [ Fire Names
Peer WanlLinks Parents

WanLink Config

[ Col. Domains [] IPv6s

Zero-IPvas apply Prograss:

Netsmith Status:

B. The transmitting/receiving devices can be just about anything that generates and receives traffic
such as a web server and client or a pair of LANforge-FIRE ports.

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection:

Right-click/double-click/drag supported
M Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port
Collision Domain
== Stopped WanLink
=== Running WanlLink
M Phantom/Unknown
= % TX over last 3s
=— % Drop over last 60s
——Network Connection
- Stopped FIRE
=——Running FIRE
-~ Peer ICE
— Bridge Active
—— Bridge Configured
—— Parent/Child

sEEsEm

0

Mgt-ethu
162.168.100.106/24
[

eth2
0.0.0.0/0

ethl
0.0.0.0/0 B WLOL
N < 1ms 1.544Mbps 8

20 ms, 1,544 Mbps =

Show Legend [¥] Fire
[ Fire Names

WanLinks
‘WanLink Names Port Names

Peer WanLinks Parents

WanLink Config

IPvds

Zero-Pvas apply Progress:

[] col. Domains []IPves

MNetsmith Status:

Info Print Syne
1

D

Apply

DN
Close
Cancel Apply

A. Right-click the WanLink and select Display WanlLink




C. View the Wanlink display

WanLink Display: WL-01 Manager: 192.168.100.106 x) (») (x
Endpoint: WL-01-A (1.1.1.1) Endpoint: WL-01-B (1.1.2.2)
B [[]30-s2c Averages [] 30-sec Averages g
WAN Speed: 1.544 Mbps TX Rate: 207.778 Kbps WAN Speed: 1.544 Mbps TX Rate: 1.558 Mbps
RX Rate: 207.778 Kbps  TX Pkts: 250857 RX Rate: 1.558 Mbps TX Pkts: 33024
Dropped: 0 Duplicated: 0 Dropped: 0 Duplicated: 0
Reordered: 0 TX Failed: 0 Reordered: 0 TX Failed: 0
4,295 Ghps 4.295 Gbpz
16777 Mgz | 16,777 mkps
65.536 Kbps | - 65,526 Kbp=
25¢ bps | 286 bps
0 bps 0 bps
Rx Bytes Dropped [R Rx Bytes Dropped [R.
1544 Mbps 1544 Mbps
1.158 Mbps 1158 Mbps
772 Kbpz | 772 Koz
386 Kbpz 386 Kops
79K8 op- I Obps 75 K8
Backles Ry Throughput [Recorded] Rx Throughput [Re d Backlog
Paths for WanLink Endpoint: WL-01-
Mame | TxRate |Disabled| ! | IF | Filter Pattern | T Pits | R Pits| TX Bytes | RX Bytes | Dropped| Dup Pkts| oc
N
[ Il I D]
WanPaths for WanLink Endpeint: WL-01-B
Name \ Tx Rate \ D\sab\ed\ ! \ IF | Filter Pattern \ Tx Pkts \ Rx Pkts\ X Eytes\ RX Eytes\ Drupped\ Dup Pkts| Q¢
[l I ] |
Display Selected Paths [[]Pause Display | Print ‘ | Modify | | Stop | | Refresh ‘ | Clear ‘ | Close ‘

For more information see Refer to the LANforge FIRE Cookbook to run traffic.

4. View the Wanlinks tab

LANforge Manager Version(5.3.6) 9@ &
Control Reporting Tear-Off [nfo Elugins
[ mestart Manager | [ Refresh | [ HELP
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | Layer-3 | L3Endps | VoP/RTP |  VOIP/RTPEndps |  Ar ddon  [© Wanlinks |  Attenuators | Filed0
RptTimer: [fast  (Ls) | =[Go| Test Manager [al [~]
[ Hide Stopped \ Display H Create H Modify H Batch Modify \ | Delete |
WanLinks for Selected Test Manager
Name | ED| kM|  State | Endpoints(AeB) | PktTxA B | PktTxA«B | BpsRxB | BpsRxA | Rpt Timer |
WL-01 6.2 | v |Run [WLO1-A <==WL-.. | 63,510] 479,506/ 1,544,000] 1,544,000] 1,000

All WanlLink Endpoint
WPs Name |Run| Script \ Max Rate \ Tx Pkts | Rx Pkts \ TxRate | Tx Drop%\ Dropped | Tx-Failed \Fa\\ed-Late\ TX Bytes \ RX Bytes |
WL-01-A | ] |None | 1,544,000 479,506 63,516 1,545,125 0| of of 0[42,183,816| 5,583,544
WL-01-B | v None | 1544000 63,510 479,512 206,004 of o of 0[ 5.588,016/42,184,344]

4] IL I}

Logged into: 192,168.100.106:4002 as: Admin

A. Selecting a WanlLink automatically selects the WanLink Endpoints on the bottom panel

B. Scroll to the right on the bottom panel to note the Serialization Delay (delay injected by LANforge to
account for packet size and transfer rate). Also, the WanLink must have a high enough transfer rate
to pass all the traffic. In other words, if a layer-3 connection is sending 100Mbps of traffic, the
WanlLink must allow at least 100Mbps transfer rate

C. Inthis case, SD = (1514 bytes * 8 bits/byte) / 1.544Mbps = 7.8ms

D. The total delay as experienced by the fransmitting/receiving device is the sum of the WanLink
configured delay and the serialization delay which in this case would be about 28ms in one
direction and 38ms in the other.

For more information see LANforge FAQ: Serialization Delay
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Bridged Mode Wanlink with Virtual Ports
and Redirect Devices

Goal: Setup a Bridged Mode WanlLink using RDDs (Redirect Devices).

In this test scenario, a LANforge-ICE Wanlink is created in Bridged Mode using Redirect Devices to illustrate an
example of how to send LANforge-FIRE traffic to yourself through LANforge-ICE. This is useful when physical ports
are in short supply and a proof-of-concept test is needed. NOTE: THIS WILL NOT WORK PROPERLY WITHOUT THE
INSTALLATION OF THE CANDELA KERNEL.

1. Setup a Netsmith Connection.

A. Go to the Status fab and click Netsmith

oy e L e e e s mm o mmme
LANforge Manager Version(5.4.3) ) () ¢
Control Reporting Windows Info Tests
| Chamber View ‘ | Stop All ‘ | Restart Manager | ‘ Refresh ‘ ‘ HELP
Status | Port Mgr | Layer-3 | L3 Endps | Layer 47 | Wanlinks | Resource Mgr | Alerts | ges | Warnings | wif ges | +
License Info Current Users Saved Test Configurations
Licenses expire in: 656 days. * Admin from:127.0.0.1 ‘ ‘ ‘ ‘
e P AL Configuration: FACTORY_DFLT - ‘ Load |
Support expires in: 656 days | Download DE ‘ | Fro FranpEs | ‘ Delete |
status View: [Ports by Resource || [ETE ‘ | ‘ T |
Realm 0
ManagerResource 1
(]
" (]
" (|

Netsmith

Logged in to: localhost:4002 as: Admin 2 stations: 2t 01 0@

B. Right-click inside the Netsmith window and select New Connection

e [ e e | s )| es S TUC CUIL ISV DTGILL ISIHIGL TS
q Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ~) (A) (x
rtual Routers and Connections

Mgtrethu
192.168.1.3/24

ethl
192.168.42.7/23

il
L] eth2
q n
wiphy0 wiphyl
d " L
L
th / \wlanl
9 wlano u
[ |
New Router
Nsﬂr Connection
Mew Bridge

[Vl WanLinks [] Show Legend [v] Fire IPvds Info Print Sync Apply Close
Cancel Apply

[¥] WanLink Names [¥] Port Names ire Names (] Zero4Pvds Apply Progress:
Peer Wanlinks ] Parents [ Col. Domains [] IPvBs
[¥] WanLink Config

Netsmith Status:




C. Accept defaults, Auto Create everything and click OK

Sl TR — losreen ) (oo S U UL VSN DAL ST DI
= Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ¥) (~) (%
irtual Routers and Connections

Mgtretho
192.168.1.3/24
u

ethl
192.168.42.7/23

I
L] sth2
[ n
wiphyO  wiphyl
:l M . phy.
|
t] / \wlan1
n wlano ]
[ |
1 rddvRO rddVR1
[ ] - =
[v] WanLinks [l Show Legend [v]Fire IPvds Info Print Apply

Syne
10

Close
Cancel Apply

'anLink Names [¢] Port Names re Names  [] Zero-Pvds apply Progress
eer Wanlinks Parents [v] Col. Domains []IPvEs

Netsmith Status: EEES
‘anLink Config

A. NOTE: The new connection consists of two pairs of Redirect Devices, Port 1A, 1B and Port
2A, 2B and a WanlLink. The new connection is not created until you click the Apply button
in the Netsmith window.

D. Apply the new connection

weon [ e ] pomneen )| es DS TUC CUIL IEW DTAILL ISIGL OSip
rq Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ~) (a) (x
Irtual Routers and Connections

Mgtrethu
192.168.1,3/24

ethl
192.168.42.7/23

ol
eth2
[ n
wiphyo wiphyl
i . . iphy
[
t / \wlanl
= wilan0 [ |
[
rddvRO g VRWL1.1,000 [ddvRl

<0 us, 1,544 Mbps ¥ 0 us, 1.544 Mbps =

‘anLinks

[] show Legend [¥] Fire v] IPvas Info Print Syne 2paif | Close

anLink Names [¥] Port Names Fire Names  [] Zero-Pvas ppp|

eer Wanlinks [¥] Parents [¥] Col. Domains []IPvBs
Netsmith Status:

[¥] WanLink Config

A. NOTE: The new connection is created and has a Bridged Mode WanlLink between Redirect
Device ports 1B and 2B which are shown as smaller, green squares (B-Ports) connected by
a vertical bar (WanlLink).

For more information see LANforge-GUI User Guide: Virtual Interfaces

2. Setup the WanlLink.
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A. Right-click the WanLink and select Modify WanlLink
cpon [ gy ) Lossre ]| es DS TUE CUIL VIEW DEdILEL TSI TSI
Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ¥) (~) (%

irtual Routers and Connections

Mgtratho
192.168.1.3/24

ethl
192.168.42.7/23
L] eth2

]

wiphy0  wiphyl
] 5 phy.

- 5 e e

=3

/ (wianl
wlano | ]
[ |

G VRWL-1.1,000 [ddVR1
<-0 us, 1.544 Mbps | Display WanLink & WanPaths

Connect

Modify

Toggle WanlLink

Modify, WanLink

Mud\fykPurt

Create Ports

sniff Port

Reset Port

Delete Port

Delete WanLink

Delete

‘WanLinks [] Show Legend

re IPvds Info Print Syne Apply ose
ire Names ] Zero-Pv4s apply Progress: pl cancel Apply

ol. Domains [_]IPvGs
Netsmith Status:

B. Verify that the B-side ports of the Redirect Device pairs (rddVROb and rddVR1b) are configured

—————— | mum oy o —en ooy , ---—g —— T —
VRWL-1.1.000 - Create/Modify WanLink v e o [d
E‘ [ pisplay wanLink & wanpaths | [ syne || apply | [ concel |
WwanLink Information WanLink Information
Name: [VRWL-1.1.000 [ Pass-Through [C]HW Pass-Through
Fresets: ‘CUSTOM "‘l [[] coupled-Mode [[] kernel-Mode
Endpoint A Endpoint B Resource: | [~]
Port: 12 (rddvRob) ~|[L2 (rddvR1b) ~] | Rpt Timer: e B
Transfer Rate: |11 (1544 Mops) | w|[12 (1.544 mbps) | v
Endpoint A Endpoint B |
Delay: zero (0 us) v|[zera (@ us) | Reorderereq  fzero (@l |+ |[zero (o) [+] "
R zero (0% v|[zero (%) ¥ |ouptre [eera (o) |« [zero (o) [+]
jitter. zero (0 us) ~|[zero (0 us) Il loropeurst  mft o= 2 =t [ == u |
Jitter-Freq: zero (0%) v ||zero (G%) -
Reorder Amt:  mn |1 | e [20 e [ e f20 |
‘ Script || script ‘
=
S ]|
A. NOTE: Be sure fo set the impairment, if any, and transfer rate
B. Click OK when done
C. Right-click on the WanLink and select Toggle Wanlink to Running (green)
e [ R e josueun || o SN T CUIL MISW  DEdiuil 1L O
/| Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ¥} (a) (x
irtual Routers and Connections
0
=
23
Mgt-eth0
192.168.1.3/24
ethl
il 192.168.42.7/23
eth2
q n
wiphy0  wiphyl
:l u . phy:
|
th ! \wlan1
7 wlano ]
rddvRO VRWL-1.1.000 L
<-0 us, 1.544 Mbps | Display WanlLink & WanPaths
Connect
Modify
Togye WanLink
Madify WanLink
Medify Port
Create Ports
Sniff Port
Reset Port
Delete Port
Delete WanLink
Delete
anLinks []show Legend re IPvds Info Print Sync Apply ose

anLink Names Port Names ire Names  [] ZerodPvas Apply Progress 100 Cancel Apply

eer WanLinks Parents [v] Col. Domains [ ]IPvEs
Netsmith Status:

‘WwanLink Config

For more information see LANforge-GUI User Guide: WanlLinks (ICE)

3. Setup the ports.
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Right-click port rddVRO and select Modify Port

 #ovications piaces system Vg =
) @ Mate Terminal ) LANforge Manager Ve... & [LANforge-GUI User Gui... | Netsmith configuration ..

@Qezemnzill ) Frimar 12, 12:54:39

LANforge Manager _Version(5.4.3) 0@ &
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Assign an IP address and Network Mask to rddVRO
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D. Assign an IP address and Network Mask to rddVR1
LANforae M Version(5.4.3)
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A. NOTE: As an alternate method to set Network Mask, enter a / followed by the number of
mask bits after the IP address. In this case, /24 is equivalent to 255.255.255.0

E. Select the IPv4ds checkbox at the botfom of the Netsmith window fo verify port configuration
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Logged in to: localhost:4002 as: Admin 2 stations: 21 03 02|

A. NOTE: The Bridged Mode WanlLink is connected between rddVROb and rddVR1b which
both have 0.0.0.0 IP addresses

For more information see LANforge-GUI User Guide: Ports (Interfaces)

4. Create a Layer-3 Connection.


http://www.candelatech.com/lfgui_ug.php#port

A. Go to the Layer-3 tab and click Create
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Logged in to: localhost:4002 as: Admin 2 stations: 21 01 02

B. The RDD-FIRE connection will use the A-side ports of the Redirect Device pairs
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A. NOTE: These are the ports rddVRO and rddVR1 that were assigned IP addresses in step 2

C. Verify the Layer-3 connection was created
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Logged in to: localhost:4002 as: Admin

For more information see LANforge-GUI User Guide: Layer-3 Cross Connects (FIRE)
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A. Select the Layer-3 Cross Connect and click Start

5. Run LANforge-FIRE to yourself through LANforge-ICE!

e - R e e S e
LANforge Manager Version(5.4.3) X (o) (X
Control Reporting Windows Info Tests
| Chamber View ‘ | Stop All ‘ | Restart Manager | ‘ Refresh ‘ ‘ HELP
status | Port Mgr | Layer-3 | L3 Endps | Layer 4-7 | 'WanLinks | Resource Mgr | Alerts | Messages | warnings | Wifi-Messages | +
Rpt Timer: [fast (1 5) Test Manager [all -] [ select al | Start‘-Jl stop - || auiesce
View [o-s00 [+]ao] [ Display || create || modiy | [ pelete |
ross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B ‘Rx Drop % A Rx Drop % B Drop Pkts A| Drop Pkts
RDD-FIRE LF/UDP Run 0 0 0 0 100 100 171,050 191,51
[« I o]
Logged in to: localhost:4002 as: Admin

Click Display to show the Layer-3 Cross Connect details
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D. Right-click on the WanLink and select Display WanlLink to display the WanLink details
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Routed Mode Wanlinks with Virtual

Routers

Goal: Setup a Routed Mode Wanlink between two Virtual Routers.

In this test scenario, LANforge-ICE is used to simulate a routed network where incoming traffic on one port is
sent through one Virtual Router then through a WanlLink, then through a second Virtual Router and then finally
out to a port on a different network.

1. Setup a Netsmith Connection.

A. Go to the Status tab and click Netsmith
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Logged in to: localhost:4002 as: Admin 2 stations: 2t 01 0@




Right-click in the Netsmith window and select New Connection
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D. Click Apply in the Netsmith window to create the connection
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For more information see LANforge-GUI User Guide: Netsmith
2. Setup two Virtual Routers.

A. Right-click in the Netsmith window and select New Router
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B. Accept defaults, or change the name, graphical size and notes about the Virtual Router.

g ion for : f0350-10ac(1.1) Version: 5.3.6 v

irtual Routers and Connections

i, |Right-click/double-click/drag supported|
M Router Port
= B Dort

Create/Modify Virtual Router

Mame: |<Auto Create New Names| | width: 100 | Height: [100

[Juse 0SPF  []Multicast Routing [Juse OLSR [ JRIPvZ []RIP Dfit Route []Xorp SHA []IPv6 Router []IPVS RADV
[ Use Existing Cfg  []BGP Router []BGF 48 AS [ BGF Reflector [] BGF Confederation [ BGP Damping
Notes about this Virtual Router

BGP Configuration Information
Router ID Local AS

ister ID

Damping Half Life Damping Max S

Damping

Hold Time

BGP Peer Flags Local Iface  Nexthop Nexth
Active [ Client
[ client
O client
O client
[ client
[ client
[ client
[ Active [] client

Show Legend

WanLink Names [7] Port Names  [] Fire Names

[ zeroAPvas apply Progress

Peer WanLinks

Cancel Apply

Parents [ Col. Domains []IPves
Netsmith Status:
[¥] wanLink Config

A. Click OK when done

C. Click the Apply button and repeat for the second Virtual Router
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A. NOTE: After making any changes to the Netsmith window, you must click Apply or your
changes will NOT be implemented and could be lost.




D. Click the Apply button followed by the Sync button
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A. NOTE: Clicking Sync makes sure any changes are synchronized with the current database.

B. Also, note the Netsmith Apply Progress bar displayed at the bottom of the Netsmith
window.

For more information see LANforge-GUI User Guide: Netsmith
3. Configure the ports on the ends of the WanlLink.
A. Right-click port rddVRO and select Modify Port
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=9 Drop over last 60s = Sniff Port
=——Network Connection ethl Reset Port
-~ Stopped FIRE B cthp| Delete Port
——Running FIRE ] Delete Wanlink
—Peer ICE Delete
— Bridge Active

—— Bridge Configured
—— Parent/Child

[4]

I
Show Legend [¥] Fire IPvds Info Print Sync Apply Close
Port Names [] Fire Names [] Zero-Pvas Apply Progress: Cancel Apply
Peer WanLinks Parents [ col. Domains []IPves

WanlLink Config

I*]

WanLinks

WanLink Names

Netsmith Status:
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B. Assigh an IP address and Network Mask.

o o

1 M Version(5.4.3) ICANEY]
F rddVRO (If0350-c8dc) Configure Settings x) (a) (x
Part Status Infarmatian
= Current:  LINK-UF PROEE-ERROR TS0 G50 GRO
g e e e e
y Port Configurables
Enable General Interface Sattings Port Rates Advert Rates
9 [] setMac [] 10bt-HD
[]Set™QLen [1Down L[] Aux-mgt DHCP Hostname: .,
Sl gsemm [IDHCPIPVE [ DHCP DHCP Vendor ID:
- Moad
E gmo - [ DHCPPv4 SecondaryIPs | DHCP Client ID:
Set PROMISC
[ setReallFcs DNS Servers:  |[BLANK Peer IP;
[]seceridge o P Address:  [100.1.1100 Global IPvé: -
IP Mask: 255.255.255.0 Link IPV6: lAUTO [ Renegstiste
. Gateway IP: 0.0.0.0 IPV6 GW: AUTO [] Restart Xevr
[ HrTE Alias: MTU: 1500 [ promisc
CJFte fe:1d:d6:79:aa:aa {QLlen 1000 [ reaLL
RADIUS s
= medium (& s) = WiFi Bridge: NONE = Qe
= [] IPSEC-Client e [] Bvpass Pawer-UP nabled
o [[] 1Psec-Upstream ’ [ Bypass PomverDOWH [T LRO Enabled
= [] Bypass Disconnect RO Enabled

A. This example uses 10.1.1.100 and 255.255.255.0.

C. Right-click port rddVR1 and select Modify Port

i ion for Ifi 1.1) Version: 5.3.6 ©) () (x
rtual Routers and Connactior 4]
“
), |Right-click/double-click/drag supported|
" |MRouter Port L) R1{2)
"\ |= BPorts
= stopped FIRE CX
= Running FIRE CX
= Serves DHCP to incoming requests.
= Applies NAT to outgoing packets. .
* Router supports OSPF rddvRo
Router supports Multicast 100.1.1.100/24 § VRWL.1.00 rddvR1
® Router supports BGP = =ou L 4%; Display WanLink & wWanPaths
o T s 53 s, 1.544 Mbps B 0 us, 1,544 Mbps > ; p yt
= Peer ICE CX onned
M Edge Port Modify
Collision Domain Toggle WanLink
=== stopped WanLink Modify WanLink
== Running WanLink Modfy Rt
M Phantom/Unknown TRET =
= oy Izt £5 185 $58.100.106/24 s
=— 9% Drop over last 60s u (i L+
|——Network Connection ethl Reset Port
—— stopped FIRE [, Delete Port
|—Running FIRE u Delete WanLink
—— Peer ICE e
|—Bridge Active
—— Bridge Configured
— Parent/Child
4] IL [ ]
anLinks Show Legend [¥] Fire 1Pvas info Print Sync Apply Close
anlink Names [] Port Names []Fire Names [] Zero+Pvds apply Progress: 002 Cancel Apply
eer Wanlinks  [] Parents [ col. Domains [ 1Pv6s
Netsmith Statu:
WanLink Config

D. Assign an IP address and Network Mask.
| M Version(5.4.3) ICINC
F rddVR1 (If0350-c8dc) Configure Settings ) (2) (%
Port Status Infarmation
- Current:  LINK-UP PROBE-ERROR TS0 G50 GRO
g Drvar e oy Rdrceein Fae iVl
4 Port Configurables
Enable General Interface Settings Part Rates Advert Ratas
9 [] setmac 10btHD [ 10bt-HD
[ set™0Len [] Down ] Aux-Mgt DHCP Hostname: [ 10bt0
St Osetsmu [CIDHCPIPYE  [F DHCP DHCP Vendor ID:
- fMoad
3 gm" o [C]DHCP4Pv4 | Secondary<Ps | DHCP Client ID:
Set PROMI
) N /]
] set Reallecs DNS Servers:  |BLANK Peer IP: . 25650 L
[] SetBridge Info IP Address: 100.1.1.101 Global IPvE: s+ m
IP Mask: 255.255.255.0 Link IPv6: lauTo e [ 10650
o — Gateway IP: 0.0.0.0 IPvG GW: JAUTO [ Restart Xewr [ s06-F0
[]Hre Alias: MTU: 1500 [] promisc [ Flow-Cantral
CIFre 4e:24:¢9:61:34:8b | TX O Len 1000 O reaLL offload
s
= nediun (8 5) |w| wiFl Bridge: NONE [=] Do DR
- []PsecClient - [] Bypass Power-up ) Enabled
20 []Psecupstream sechEs [ Bypass Pow [] LRO Enabled
5 [ Bypass Disconnace ) Enablad 4

‘ Print H Display | ‘ Praobe H Sync ‘

A. This example uses 10.1.1.101 and 255.255.255.0.

For more information see LANforge-GUI User Guide: Netsmith

Drag the ends of the Wanlink into the Virtual Routers.
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A. Left-click and drag rddVRO into Router RO(1)

for : If0350-10ac(1.1) Version: 5.3.6

irtual Routers and Connection:

. |Right-click/double-click/drag supported|
.
Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=19 TX over last 3s
=% Drop over last 60s
——Network Connection
——Stopped FIRE
'——Running FIRE
-~ Peer ICE
=—Bridge Active
——Bridge Configured
—— Parent/Child

SEEREm g

g

RO(1) R1(2)

VRO
.1.1.100/24
L

Mgt-etho
192.168.100.106/24
|

athl
B ethz
u

rddvR1
100.1.1.101/

‘WanLinks Show Legend Fire

[ Fire Names

Port Names
Parents

WanLink Names

Peer WanLinks
[¥] wanLink Config

[] Col. Domains [ IPvés

IPvds Info Print

[ zeroAPvas ppply Pragress:

Sync Apply
101

Netsmith Status:

v |
Close
Cancel Apply

*®
—
o}

ft-click and drag rddVR1 info Router R1(2)

for : f0350-10ac(1.1) Version: 5.3.6

irtual Routers and Connection:

Right-click/double-click/drag supported|
M Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 35
9% Drop over last 60s
——Network Connection

DR ]

0O

RO(1) R1(2)

rddvRO
_100‘1.1‘100124 §_VRWL-1.1.000

rddVR1
100.1.1.101/24

<-0us, 1.544 Mbps ¥ 0 us, 1.544 Mbps ->

Mgtrethﬂ
192,168.100.106/24
u

WanLink Config

Netsmith Status:

ethl
ztupped FIRE ™ s S

—— Running FIRE 2

~ Peer ICE

——Bridge Active

——Bridge Configured

——Parent/Child

il [ D]

WanLinks Show Legend [v] Fire IPvds Info Print sync Apply Close
wanLink Names [v] Port Names [ Fire Names  [] Zero4Pv4s apply Prograss: 10 mp Cancel Apply
Peer WanlLinks Parents [ Col. Domains [] IPv6s




C. Click the Apply button at the bottom of the Netsmith window

for

: If0350-10ac(1.1) Version: 5.3.6

Right-click/double-click/drag supported|
Router Port
= B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=19 TX over last 3s
=% Drop over last 60s
——Network Connection
——Stopped FIRE
'——Running FIRE
-~ Peer ICE
=—Bridge Active
——Bridge Configured
—— Parent/Child

e aw

g

irtual Routers and Connection:

RO(1)

rddvR0
1/00.1.1.100/24
u

§ VRWL1.1.000

R1(2)

rddvR1
100.1.1.101/24

<-0us, 1,544 Mbps B 0 us, 1,544 Mbps >

Mgt-etho
192.168.100.106/24
|

ethl
[

I Dl

‘WanLinks Show Legend Fire
WanLink Names [] Port Names [] Fire Names
Peer WanLinks Parents

[¥] wanLink Config

IPvds

[ Zero-Pvas apply Progress: [
[] Col. Domains [ IPvés

Netsmith Status:

o J_pont| [swe

[ dose |

Cancel Apply

For more

information see LANforge-GUI User Guide: Netsmith
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5. Setup the Routed Mode Wanlink characteristics.
A. Right-click the WanLink and select Modify Wanlink

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 v

N

Right-click/double-clickidrag supported|

rtual Routers and Connection:

WanLink Names
Peer WanLinks
[¥] WanLink Config

Port Names
Parents

[[]Fire Names
[ col. Domains []IPvEs

[ Zero-Pv4s ppply Progress

" |M Router Port R L)
L |® B Ports
= Stopped FIRE CX
® Running FIRE CX
N . rddvRo rddvR1
" Serves DHCP to incoming requests. 1j00.1.1.100/24 LA 10011101724
= Applies NAT to outgoing packets. [ - e
* Router supports OSPF =-0us, 1.544 Mbps  Display WanlLink & WanPaths
Router supports Multicast Connect
* Router supports BGP Modify
- s::‘r%:"é‘)’(‘mns iEe Toggle WanLink
W Edge Port Mudrfywwurwk
Collision Domain Modify Pol L
== Stopped WanLink Create Ports r
=== Running WanLink Sniff Port
M Phantom/Unknown Mat-stha Reset Port
% TX over last 35 185 168.100.106/24 Delete Port
=— % Drop over last 60s n )
—Network Connection - Bl v Eminte
- stopped FIRE lE thz Delete
=——Running FIRE .E
—Peer ICE
—Bridge Active
——Bridge Configured
—— Parent/Child
< il I I»]
[¥] WanLinks Show Legend [v] Fire IPvds Info Print Sync Apply Close

100

Cancel Appl;

tetsmin stetus _

d

-

Ll

B. Verify that the B-side ports, rddVROb and rddVR1b are filled in.
------ L g e mee e omeymaoeg R ————
VRWL-1.1.000 - Create/Modify WanLink NARENE
E‘ ‘ Display WanLink & WanPaths H Sync H Apply Cancel
WanlLink Information WanlLink Information
Name: [VRWL-1.1.000 [] Pass-Through [[]HW Pass-Through
e [cusTom [~] [ Coupled-Mode [ Kernel Mode
Endpoint A Endpeint & Resource: | [~
o 12 (rddvROb) v |[14 (rddvR1b) ~| | Rpt Timer: st as [~]
Transfer Rate: T (1.544 Mbps) -~ ||T1 (1.544 Mbps) -
Endpoint A Endpoint B
Delay: zero (0 us) > |[zere {8 us) Y| |reorderfreq:  [zero (e%) [+][zero (%) [+]
R zero (0R) ~|[zero (e &l | pup-Frea: [zera (@w) [+]zzra (o) [~]
Jitter: zero (0 us) - |[zero (0 us) - Brop Burst: N ‘ - ‘1 ‘ wh | . |1 |
JitterFreq: zero (0%) - ||zero (@) -
Reorder Amt:  me |1 = ‘20 |1 = |20 |
‘ Script || script ‘
I 2
A. NOTE: Be sure to set the impairment, if any, and transfer rate.
B. Click OK when done
C. Right-click the WanLink and select Toggle Wanlink to set its status to Running (green).
Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 x) (a) (%

rtual Routers and Connection:

Right-click/double-clickidrag supported|

WanlLink Config

Netsmith Status:

| M Router Port R Rl
L |™ BPorts
= Stopped FIRE CX
® Running FIRE CX
" Serves DHCP to incoming requests. En%vlml 100/24 VRWLL1.000 5%%11‘101,24
= Applies NAT to outgoing packets. [ - a0
* Router supports OSPF <-0us, 1,544 Mbps | pisplay Wanlink & WanPaths
Router supports Multicast Connect
* Router supports BGP Madify
Router supports IPv6 TogglWaniink
" Peer ICE CX
M Edge Port Modify WanLink
Collision Domain Modify Port L
== Stopped WanLink Create Ports T
=== Running WanLink sniff Port
gr;‘?%o:‘:s’r"f;:g: 1 100108024 Feset Por
=9 Drop over last 60s . T L Fo
— Network Connection Delete Wanlink
- Stopped FIRE .Etmem Delete
=——Running FIRE n
-~ Peer ICE
—Bridge Active
—— Bridge Configured
—— Parent/Child
Il | [
WanLinks Show Legend [¥] Fire IPvds Info Print Synec Apply Close
WanlLink Names [] Port Names  [] Fire Names  [] Zero4Pv4s apply Progress: ol
Peer WanLinks Parents [ col. Domains []IPves

For more information see LANforge-GUI User Guide: Netsmith

6. Setup the physical ports.
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A. Right-click port eth1 and select Modify Port

for If0350-10ac(1.1) Version: 5.3.6

Right-click/double-click/drag supported|
Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=19 TX over last 3s
=% Drop over last 60s
——Network Connection
——Stopped FIRE
'——Running FIRE
-~ Peer ICE
=—Bridge Active
——Bridge Configured
—— Parent/Child

SEEREm g

g

RO(1)

irtual Routers and Connection:

rddvR0
1p0.1.1.100/24 § VRWL-1.1.000

R1(2)

rddvR1
100.1.1.101/24

<-0us, 1,544 Mbps B 0 us, 1,544 Mbps >

Mgt-etho
192.168.100.106/24
|

ethl

Display WanLink &
Connect

Modify

Toggle WanlLink
Modify WanLink

WanPaths

Modify Port b
Create Ports
Sniff Port
Reset Port
Delete Port

Delete WanlLink

Show Legend Fire
Port Names [ Fire Names

WanLinks

WanLink Names

[¥] wanLink Config

| Delete

I Dl

rint Sync Apply

[ zeroAPvas ppply Pragress:

Peer WanlLinks Parents [ Col. Domains []IPves
Netsmith Status:

Cancel Apply

Close

B. Assign port eth1 an IP address and Network Mask

ethl (If0350-10ac) Configure Settings

Port Status Infol

rmation

Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control PROMISC
Driver Info: Port Type: Ethernet  Driver: igb(5.4.0-k) Bus: 0000:02:00.0 Cur: 2,5GT/s x1 Max: 2.5GT/s x1

N

Enable
[ Set IF Down

[]set MAC O
[lset @ QLen [] DHCP-IPv6
[ 5et MTU
[]set offload
[ Set Rate Info
[ 5et PROMISC
[] set Rx-AlljFCS
Os
[ Set Bridge Info
[]set cPU Mask

n [ Aux-Mgt

— Services—
I HTTP
LIFTP
[IRaDIUS

o G 9 7] v

Port Configurables

General Interface Settings

DHCP Vendor ID:

Cloner P P Cllrt 0
DNS Servers: [BLANK Peer IP: NA

IP Address:  [172.1.1.1/24 Global IPve:
1P Mask: [255.255.255.0 | Link IPve:
Gateway IP:  [0.0.0.0 IPVE GW;
Alias:  wmw

00:0d:b9:47:10:ad

Port Rates

None [~

[Clelelelelelels]

DELETED
ELETED
ELETED

1500
1000

D =1l1=)
O0o0oDooEOd

—Advert Rates—

1000-FD
[ 106-FD
[ 40G-FD
Flow-Control

— Offload——

10bt-HD
10bt-FD
100bt-HD
100bt-FD

[ print ][ viewpetails | [ erove ][ sync | [ cancel
A. NOTE: This example uses 172.1.1.1 and 255.255.255.0
C. Drag port eth1 info Router RO(1)
Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 x) (&) (x
rtual Routers and Connection [~]
o,
. |Right-click/double-click/drag supported
M Router Port R e
“\ |® BPorts 172.1.1.1/24
= Stopped FIRE CX u
® Running FIRE CX
q B rddvRo
" Serves DHCP to incoming requests. 1j00.1.1.100/24 VRWLL1.000 5%%11‘101124
= Applies NAT to outgoing packets. s I 2
- Router supports OSPF <-0us, 1,544 Mbps ¥ 0 us, 1,544 Mbps =
Router supports Multicast
“ Router supports BGP
Router supports IPv6e
" Peer ICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
W% TX over last 3s
=—19% Drop over last 60s
=——Network Connection
-~ Stopped FIRE
=——Running FIRE
——Peer ICE
——Bridge Active
——Bridge Configured
—— Parent/Child

Mgt-ethu
192.168.100.106/2,
n

eth2
[

) b

[ Dl

Show Legend Fire
Port Names [ Fire Names

WanLinks

WanLink Names

[¥] WanLink Config

IPvids

[ ZeroPvas apply Progress:

Peer Wanlinks Parents [ Col. Domains []IPvEs
Netsmith Status:

Info Print Syne Apply
101

Close

Cancel Apply




D. Right-click port eth2 and select Modify Port

for If0350-10ac(1.1) Version: 5.3.6 vAlx
irtual Routers and Connections [~]
o
. |Right-click/double-click/drag supported
_" |®Router Port RO RL(2)
“. |= BPOrts 172.1.1.1/24
= stopped FIRE CX u
® Running FIRE CX
i i rddvR0 ddWVR1
® Serves DHCP to incoming requests. 1/00.1.1.100/24 VRWLL.1.000 500.1‘1‘101’24
= Applies NAT to outgoing packets. = 1 :1.00
 Router supports OSPF <-0us, 1,544 Mbps ¥ 0 us, 1,544 Mbps ->
Router supports Multicast
“ Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain L
=== Stopped WanLink T
=== Running WanLink
M Phantom/Unknown
9% TX last 3 Mgt-etho
over fast 3s 192.168.100.106/24
=% Drop over last 60s
——Network Connection
——Stopped FIRE
—Running FIRE ethz
—PeerICE Display Wanlink & WanPaths
—Er!dge Actlv_e (e
——Bridge Configured -
—— Parent/Child il
Toggle WanLink
Modify WanLink
Madify P
Create Pits il
Sniff Port
Reset Port I
d el wanirk E—
[v] WanLinks Show Legend Fire IPvas Sl Close
anLink Names [7] Port Names  [] Fire Names  [] Zero-Fvas Apply Frogress: Cancel Apply
eer Wanlinks Parents [ Col. Domains []IPves
Netsmith Status:
WanLink Config

E. Assign port eth2 an IP address and Network Mask.

eth? (If0350-10ac) Configure Settings olole

Port Status Information h
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control PROMISC
Driver Info: Port Type: Ethernet  Driver: igb(5.4.0-k) Bus: 0000:03:00.0 Cur: 2,5GT/s x1 Max: 2.5GT/s x1

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates —
[ Set IF Down 10bt-HD
[[]set MAC O Down [ Aux-Mgt 10bt-FD
[lset @ QLen [CIDHCP-PV6 [#] DHCP Rel DHCP Wendor ID: 100bt-HD
L1 set MTU [JDHCP-PvA | Secondary4Ps | DHCP Client ID: DI
[]set offload 1000-FD
DNS Servers: [BLANK Peer IP: NA
[ Set Rate Info [ 106-FD
IP Address:  [172.2.2.1 Global IPvs: DELETED
[ 5et PROMISC [ 40G-FD
IP Mask: 255.255.255.0 Link IPv6: DELETED o
[] set Rx-AlljFCS e Flow-Control
Gateway IP:  [0.0.0.0 IPv6 GW: DELETED -
O set Bypass PROMISC
§ Alias: MTU: 1500 ——Offload
[ Set Bridge Info X-ALL -
A r 00:0d:b8:47:10:a 1000 []TS0 Enable
R foe 7] foree 7]
—Services— o
QwTe RptTimer  [rediun (8 5) |¥] watchog [T
[JLRO Enab
e umesk  [Do ]| wriondge: o
l - b -] [ GRO Enabled
[IRaDIUS

[ cancel

[ print ][ viewpetails | [ erove ][ sync | [ lappyf |

A. NOTE: This example uses 172.2.2.1 and 255.255.255.0

F. If either physical port connects to a larger routed network, right-click the port and select Modify and
enter values for Next Hop and Subnets as follows:

Create/Modify Connection

Port 1-A: Interface-Cost: 1

Port 2-EB:

Port 2-A: [¥]SKip | Subnets (ab.cd/xo):

DHCP Lease Time: | ||
DHCP DNs: | I
DHCP Range Min: | ||
DHCP Range Max: | ||
DHCP Domain:

Port 1-B: [¥] Skip | | | RIP-Metric |1
WanLink: [¥] Skip | | | OSPF Area: |0 0.0.0
Skip | | | Next-Hop: |p.o 0.0
| |

DHCPd Config File:
[INAT [JDHCP []cCustom DHCP []Cand-RP

A. NOTE: Next Hop is the default gateway of your next network hop

B. Up to 8 different subnets can be configured or 0.0.0.0/0 for any subnet
C. Click OK when done, then click Apply in Netsmith to apply your changes



G. Drag port eth2 into Router R1(0)

g ion for : If0350-10ac(1.1) Version: 5.3.6 vAlx
irtual Routers and Connection: -

' |Right-click/double-click/drag supported
L W Bouter Port 9 see RO Q2N
B Ports 172.1.1.1/24 172.2.2.1/24
stopped FIRE CX u ]
Running FIRE CX
Serves DHCP to incun}ing requests. {n"ﬂﬂ‘mm LA 5%%\./?11‘101’24
Applies NAT to outgoing packets. = 1 :1.000
Router supports OSPF <-0us, 1,544 Mbps ¥ 0 us, 1,544 Mbps ->
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
B Phantom/Unknown —
=% o (e &5 1'95.168.100.106/24 N
=% Drop over last 60s [
——Network Connection
——Stopped FIRE
'——Running FIRE
-~ Peer ICE
=—Bridge Active
——Bridge Configured
—— Parent/Child

SEEREm g

g

v |
Show Legend [v] Fire IPvds Info Print Sync Apply Close
10 Cancel Apply

WanLinks

WanlLink Names [7] Port Names [ Fire Names  [] ZeroIPvas Apply Progress:
Peer WanlLinks Parents [ Col. Domains []IPves

[¥] wanLink Config

Netsmith Status:

H. Click the Apply button at the bottom of the Netsmith window

I ion for : f0350-10ac(1.1) Version: 5.3.6 v Al
irtual Routers and Connection: B

% |Right-click/double-click/drag supported|
* |®Router Port RO Rléfgz

B Ports 172.1.1.1/24 172.2.2.1/24
Stopped FIRE CX u ]
Running FIRE CX
Serves DHCP to incoming requests. B o emrn . O aned
Applies NAT to outgoing packets. n J—VRWL-1,1.000
Router supports OSPF <-Ous, 1.544Mbps N  0Ous, 1.544 Mbps ->
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown et
=— % TX over last 35 152 168.100.106/24
9% Drop over last 60s [
——Network Connection
—— Stopped FIRE
——Running FIRE
-~ Peer ICE
——Bridge Active
——Bridge Configured
——Parent/Child

DR ]

0O

[«]

il I Dl

Shew Legend [v] Fire [v] IPvas Info. ‘ Print | ‘ Sync | App\# ‘ Close ‘
Port Names [JFire Names []Z AP
Attem)
Parents [ Col. Domains []IPv8

WanLinks
WanLink Names

1
=

" I 2 W 1 L N
pt to apply changes, but do not close the current window to allow more chang

Peer WanlLinks
WanLink Config

Netsmith Status: [NEEGERY]

For more information see LANforge-GUI User Guide: Netsmith
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7. Run traffic and verify results. (Refer to LANforge FIRE Cookbook to run traffic)

A. Verify that the traffic on eth1 is being sent fo Default Gateway 172.1.1.1 and that traffic on eth2 is
being sent to Default Gateway 172.2.2.1

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ¥) () (x
rtual Routers and Connection: -

Right-click/double-click/drag supported|
M Router Port Ro(1) ethl Rletggz
“. |m BPorts 172.1.1.1/24 172.2.2.1/24
Stopped FIRE CX u ]
Running FIRE CX HdVRO
Serves DHCP to incoming requests. 1000.1.1.100/24
Applies NAT to outgoing packets. s
Router supports OSPF <-0us 1.544 Mbps ¥
Router supports Multicast
Router supports BGP
Router supports IPv6e
Peer ICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
% TX over last 3s i

192.168.100.106/24

=—1% Drop over last 60s n
=——Network Connection
-~ Stopped FIRE
=——Running FIRE %
——Peer ICE
——Bridge Active
——Bridge Configured
—— Parent/Child

rddvR1
o VRWL1 1,000 100.1.1.101/24
0us, 1.534 Mbps =

sEEaw

g

| il I Dl ]
ly

[¥] wanLinks Show Legend []Fire IPv4s Info Print Sync Apply Close

anlink Names [¢] Port Names  [] Fire Names  [] ZeroPv4s apply Progress: 10t

eer WanLinks Parents [ Col. Domains []IPvEs
anLink Config

Netsmith Status:

A. NOTE: In this example, traffic to eth1 is from a port configured with IP address 172.1.1.105
Network Mask 255.255.255.0 and Default Gateway 172.1.1.1

B. Traffic to eth2is from a port configured with IP address 172.2.2.106 Network Mask
255.255.255.0 and Default Gateway 172.2.2.1

C. To generate routed network fraffic refer to the LANforge FIRE Cookbook Routed Network
Testing section.

D. If your physical configuration is complete, Netsmith should appear as shown here:

B. Right-click one of the Virtual Routers and select Show Routing Table to view the internal routing table
for the Virtual Router

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ~) (~) (x
rtual Routers and Connection -

Right-click/double-click/idrag supported|
M Router Port eth: Rletgzz
“. |= BPorts 172.].1.1/24 172.2.2.1/24
= Stopped FIRE CX L] [ ]
® Running FIRE CX
® Serves DHCP to incoming requests. " MD_ 5%%\./511‘101124
= Applies NAT to outgoing packets. Wz (S o VRWLL,1.000
* Router supports OSPF Modify ps | 0us 1.544 Mbps =
Router supports Multicast j%uw Routing Table
“ Router supports BGP tual Router Console
Router supports IPve L
" Peer ICE CX Delete
M Edge Port

Collision Domain

== 5topped WanLink

=== Running WanLink

M Phantom/Unknown

% TX over last 3s (i
192.168.100.106/24

=% Drop over last 60s n

——Network Connection

-~ Stopped FIRE

=——Running FIRE

——Peer ICE

— Bridge Active

——Bridge Configured

—— Parent/Child

[{]

< i I D

[¥] WanLinks Show Legend [] Fire IPvas info Print Sync Apply Close
antink Names [¢f] Port Names  [] Fire Names  [] Zero4Pvas apply Progres 10 Cancel Apply
eer WanLinks Parents [] col. Domains []IPves

anLink Config

MNetsmith Status:
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C. LANforge Virtual Routers by default use simple subnet routing, but can also use OSPF or BGP routing
protocols. LANforge can also perform IPv4 multicast routing.

LANforge Dialog

) () (%

b 09/07 12:20:39.886
Routing table for Virtual Router: Router-8 (1)

unreachable default

100.1.1.0/24 dev rddVRO scope link

172.1.1.0/24 dev ethl scope link

172,2,2.0/24 via 100.1.1.101 dev rddvR@
unreachable default dev lo metric 1024 error -113

For more information see LANforge-GUI User Guide: Netsmith

For more information see LANforge FIRE Cookbook

Routed Mode Wanlinks with a Single
Physical Port

Goal: Setup a Routed Mode WanlLink between two Virtual Routers that only use one physical
port.

In this test scenario, LANforge-ICE is used to simulate a routed network where a single physical port is used for

incoming and outgoing fraffic. The traffic will enter the physical port and will then be sent through two Virtual
Routers connected by a WanlLink and then back out the same physical port.

1. Setup a Netsmith Connection.

A. Go to the Status tab and click Netsmith

LANforge Manager Version(5.4.3)
Control Reporting Windows Info Tests

[ chamber view |

| Stop Al ‘ | Restart Manager | ‘ Refresh ‘ ‘ HELP
status | Port Mgr | Layer3 | L3 Endps | Layer 47 | Wanlinks | Resource Mgr | Alerts | Messages | warnings | WifiMessages | +
License Info Current Users Saved Test Configurations
Licenses expire in: 656 days. D Configuration: ‘FACTOR‘/ DFLT ‘v‘ ‘ Load |
gnuserver from:127.0.0.1 9 ’ -
Support expires in: 656 days | Download DB ‘ Show Progress | ‘ Delete |
Status View: |Ports by Resource ﬂ Name: ‘ ‘ ‘ Save |
Realm 0
ManagerfResaurce 1

" [

" (]

" [

Netsmith

Logged in to: localhost:4002 as: Admin

2 stations: 2t 01 0@)
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Right-click in the Netsmith window and select New Connection

cpon [ gy ) Lossre ]| es DS TUE CUIL VIEW DEdILEL TSI TSI .
Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ¥) (~) (%
irtual Routers and Connections

Mgtretho
192.168.1.3/24

ethl
192.168.42.7/23

I
L] sth2
[ n
wiphyO  wiphyl
:l M . phy.
|
th] / \wlan1
= wlano ]
[ |
: New Router
ng Connection
New Bridge

[¥] WanLinks [] Show Legend [¥] Fire IPvds Info Print Syne Apply Close
Cancel Apply

Wanlink Names [¢] Port Names Fire Names  [] Zero-Pv4s apply Progress:

Peer Wanlinks Col. Domains [ IPvGs
Netsmith Status:

‘WanLink Config

Accept defaults, Auto Create everything and click OK
spon e gy possrssn ) |t SESSS T CUNL MISW STALiL ICHIuGL NI .
Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 x) (~) (x

rtual Routers and Connections

Mgtrethu
192.168.1.3/24

ethl
192.168.42.7/23

]l
L] sth2
1 u
wiphyo  wiphyl
:l n u [PAngE
|
t] / \wlanl
b wlano ]
[
1 rddvRO rddVR1
= = =
[v] WanLinks [] Show Legend [¥] Fire IPvds Info Print Syne Apply Close

WanLink Names [¥] Port Names Fire Names  [] Zero-Pvds Apply Progress:

Peer Wanlinks Parents Col. Domains []IPv6s
) Netsmith Status: EEES Iv]
‘WanLink Config



D. Click Apply in the Netsmith window to create the connection

Sl TR — losreen ) (oo S U UL VSN DAL ST DI
= Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ¥) (~) (%
irtual Routers and Connections

Mgtretho
192.168.1.3/24

ethl
192.168.42.7/23

I
] eth2
:l u
wiphyQ wiphyl
:l M . phy.
|
tH / \wlan1
= wlano u
[ |
rddVRO § VRWL-1.1.009 R

=-0 us, 1.544 Mbps ¥ 0 us, 1,544 Mbps ->

[v] WanLinks [l Show Legend [v]Fire IPvds Info Print Sync Ap: \u Close

WanlLink Names Port Names Fire Names [_] Zero-Pvds Apph
Peer Wanlinks Col. Domains [ IPvGs
‘WanLink Config

Netsmith Status:

For more information see LANforge-GUI User Guide: Netsmith
2. Setup two Virtual Routers.

A. Right-click in the Netsmith window and select New Router

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ~) (&) (x
rtual Routers and Connection -

N
. |Right-click/double-clickidrag supported
" |M Router Port o
) B Ports [%ew outer .
Stopped FIRE CX ew Connection
Running FIRE CX New Bridge
Serves DHCP to incoming requests.
Applies NAT to outgoing packets. rddvio - J_VRWL-1,1.000 rddVRL
Router supports O5SPF <-0us, 1,544 Mbps ¥ 0 Us, 1.544 Mbps >
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port
Collision Domain

== 5topped WanLink
=== Running WanLink
M Phantom/Unknown
"= % TX over last 35 FL S 00,106

5 . /24
=% Drop over last 60s n
——Network Connection

N

TEE sl

0O

- stopped FIRE .E”‘l -
=——Running FIRE .E
——Peer ICE

—Bridge Active
—— Bridge Configured
—— Parent/Child

Il Dl |
Sheow Legend [¥] Fire IPvds Info Print Sync Apply Close
Port Names [] Fire Names [] ZeroPv4s Apply Progress: Cancel Apply

Parents [ col. Domains []IPvEs

WanLinks
WanLink Names

Peer WanLinks
Wanlink Config

Metsmith Status:
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B. Accept defaults, or change the name, graphical size and notes about the Virtual Router

g ion for : f0350-10ac(1.1) Version: 5.3.6 v

irtual Routers and Connections

i, |Right-click/double-click/drag supported|
M Router Port
= B Dort

Create/Modify Virtual Router

Mame: |<Auto Create New Names| | width: 100 | Height: [100

[Juse 0SPF  []Multicast Routing [Juse OLSR [ JRIPvZ []RIP Dfit Route []Xorp SHA []IPv6 Router []IPVS RADV
[ Use Existing Cfg  []BGP Router []BGF 48 AS [ BGF Reflector [] BGF Confederation [ BGP Damping
Notes about this Virtual Router

BGP Configuration Information
Router ID Local AS

ister ID

Damping Half Life Damping Max S

Damping

Hold Time

BGP Peer Flags Local Iface  Nexthop Nexth
Active [ Client
[ client
O client
O client
[ client
[ client
[ client
[ Active [] client

Show Legend

WanLink Names [7] Port Names  [] Fire Names

[ zeroAPvas apply Progress

Peer WanLinks

Cancel Apply

Parents [ Col. Domains []IPves
Netsmith Status:
[¥] wanLink Config

A. Click OK when done

C. Click the Apply button and repeat for the second Virtual Router

for f0350-10ac(1.1) Version: 5.3.6 “

irtual Routers and Connections

L+ ]
S

@ |Right-click/double-dlick/drag supported|
* | Router Port Ty WSOz

B Ports New'onnection
Stopped FIRE CX New Bridge

=}

Running FIRE CX

Serves DHCP to incoming requests.

Applies NAT to outgoing packets.

Router supports OSPF

Router supports Multicast _rddVRO § VRWL-L.1,000 rddvR1

Router supports BGP - u

outer Suzzurts e <-0us, 1.544 Mbps B 0 us, 1,544 Mbps =

Peer ICE CX

M Edge Port

Collision Domain

=== Stopped WanLink

=== Running WanLink

EE e e
192.168.100.106/24

=—19% Drop over last 60s [

——Network Connection

—— stopped FIRE

——Running FIRE

-~ Peer ICE

——Bridge Active

——Bridge Configured

——Parent/Child

SEssEm

0O

ethl
B cth2
]

WanLinks
WanLink Names

Peer Wanlinks [¢] Parents [ Col. Domains [] IPv6s

WanLink Config

Netsmith Status:

[ D]
Show Legend Fire IPvds Info. Print Sync Apply Close
Port Names  [] Fire Names  [] ZeroIPv4s apply Progress: Cancel Apply

A. NOTE: After making any changes to the Netsmith window, you must click Apply or your
changes will NOT be implemented and could be lost




D. Click the Apply button followed by the Sync button

ig ion for : If0350-10ac(1.1) Version: 5.3.6

irtual Routers and Connection:

+ 3 Right-click/double-click/drag supported|
Router Port

“\ |® BPorts

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.

Applies NAT to outgoing packets.

RO(1) R1(2)

e aw

Router supports OSPF
Router supports Multicast rddvR0
Router supports BGP L
Router supports IPv6
Peer ICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=19 TX over last 3s (i

192.168.100.106/24

=% Drop over last 60s
——Network Connection

g

<-0Us, 1.544 Mbps B 0 us, 1.544 Mbps ->

—— Stopped FIRE .Em .
—— Running FIRE .e
—— Peer ICE

=—Bridge Active
——Bridge Configured
—— Parent/Child

g VRWL-1.1,000 TR0

|»

[«]

WanLinks

WanLink Names

Port Names [ Fire Names  [] Zero-Pvas Apply Progress:
Parents [ Col. Domains []IPves

Peer WanLinks
[¥] wanLink Config

Netsmith Status:

Show Legend [v] Fire IPvds Info Print Sync Close
Cancel Apply

A. NOTE: Clicking Sync makes sure any changes are synchronized with the current database

B. Also, note the Netsmith Apply Progress bar displayed at the bottom of the Netsmith
window

For more information see LANforge-GUI User Guide: Netsmith
3. Configure the ports on the ends of the WanlLink.
A. Right-click port rddVRO and select Modify Port

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection [~]
o,

. |Right-clickidouble-clickidrag supported|

" |M Router port R RL2)

2 B Ports

stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF

sEEsEamg

Router supports Multicast rddvRO o VRWLL1. 000 rddvRL
* Router supports BGP +l
Router supports IPv6 Display WanLink & WanPaths |0 us, 1.544 Mbps ->
= Peer ICE CX LS
M Edge Port Modify
Collision Domain Toggle WanLink 1
= Stopped WanLinll(( Modify WanLink 0
=== Running WanLinl Vodity P
M Phantom/Unknown ) C {y P%
% TX over last 3s Y& Sen1g o2t forts
=9 Drop over last 60s = Sniff Port
=——Network Connection ethl Reset Port
-~ Stopped FIRE B cthp| Delete Port
——Running FIRE ] Delete Wanlink
—Peer ICE Delete
— Bridge Active

—— Bridge Configured
—— Parent/Child

[4]

I
Show Legend [¥] Fire IPvds Info Print Sync Apply Close
Port Names [] Fire Names [] Zero-Pvas Apply Progress: Cancel Apply
Peer WanLinks Parents [ col. Domains []IPves

WanlLink Config

I*]

WanLinks

WanLink Names

Netsmith Status:
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B. Assigh an IP address and Network Mask

1 M. Version(5.4.3) AV fodn)
F rddVRO (If0350-c8dc) Configure Settings x) (a) (x ‘
Port Status Information E
- Current: LINE-UP PROBE-ERROR TS0 G50 GRO L
g Drver - Por Tpe Redrect i Feer AT .
i
y Port Configurables
Enable General Interface Settings Port Rates Advert Rates
9 [] setMac [] 10bt-HD
[]Set™QLen [1Down L[] Aux-mgt DHCP Hostname: .,
Sl gsemm [IDHCPIPVE [ DHCP DHCP Vendor ID:
= Set 0ffload
E g = offes [ DHCPPv4 SecondaryIPs | DHCP Client ID:
Set PROMISC
. . Z
[ setReallFcs DNS Servers:  |BLANK Peer IP: . ]
[]seceridge o P Address:  [100.1.1100 Global IPvé: M
IP Mask: 255.255.255.0 Link IPv6: lauTo [] Renegatiate
o — Gateway IP: 0.0.0.0 IPv6 GW: JAUTO [] Restart Xewr
[ HrTE Alias: MTU: 1500 [ promisc
CJFte fe:1d:d6:79:aa:aa {QLlen 1000 [ reaLL
RADIUS Eypass
= medium (& s) = WiFi Bridge: NONE = Qe
= [] IPSEC-Client [] Bvpass Pawer-UP nabled
IPSec
o [[] 1Psec-Upstream ’ [ Bypass PomverDOWH [T LRO Enabled 0
= [] Bypass Disconnect RO Enabled 4
‘ Print H Display | ‘ Probe H Sync ‘ | Apply
A. This example uses 10.1.1.100 and 255.255.255.0
C. Right-click port rddVR1 and select Modify Port
i ion for Ifi 1.1) Version: 5.3.6 ©) () (x
rtual Routers and Connactior 4]
5\
), |Right-click/double-click/drag supported|
" |MRouter Port L) R1{2)
"\ |= BPorts
= stopped FIRE CX
= Running FIRE CX
= Serves DHCP to incoming requests.
= Applies NAT to outgoing packets.
* Router supports OSPF rddvRO -
Router supports Multicast 100.1.1.100/24 . ddvR1
* Router suzguﬂs BGP - <-0Us, 1,544 Mbps i ZRuv:Lll ;%Hrmiplay WanLink & WanPaths
Router supports IPv6 b P b P =
= Peer ICE CX (o
M Edge Port Modify
Collision Domain Toggle WanLink
=== stopped WanLink Modify WanLink
=== Running WanLink Wodify Rart
M Phantom/Unknown TRET =
= oy Izt £5 185 $58.100.106/24 s
=— 9% Drop over last 60s u (i L+
[——MNetwork Connection Reset Port
— ethl
stopped FIRE 0" cim Delete Port
|—Running FIRE u Delete WanLink
—— Peer ICE e
|—Bridge Active
—— Bridge Configured
— Parent/Child
4] IL [ ]
anLinks Show Legend [¥] Fire 1Pvas info Print Sync Apply Close
anlink Names [] Port Names []Fire Names [] Zero+Pvds apply Progress: 002 Cancel Apply
eer Wanlinks  [] Parents [ col. Domains [ 1Pv6s
Netsmith Statu:
WanLink Config
D. Assign an IP address and Network Mask
| M. Version(5.4.3) ICINC
F rddVR1 (If0350-c8dc) Configure Settings ) (2) (%
Part Status Information
- Current: LINK-UP PROBE-ERROR TSO G50 GRO
g Drvar e oy Rdrceein Fae iVl
4 Port Configurables
Enable General Interface Settings Part Rates Advert Rates
9 [] setmac 10btHD [ 10bt-HD
[ set™0Len [JDown ] Aux-Mgt DHCP Hostname: [ 10bt0
St Osetsmu [CIDHePIPvs  [F DHEP DHCP Vendor ID:
E Set Offload
E g =t Offoa []DHCPAPva Secondary-Ps | DHCP Client ID:
Set PROMI
~ - DNS Servers:  |BLANK peer IP: . R
[ Set RealliFCs . [Jzss-Fo i
[] SetBridge Info IP Address: 100.1.1.101 Global IPvE: s+ m
IP Mask: 255.255.255.0 Link IPv6: lauTo e [ 10650
o — Gateway IP: 0.0.0.0 IPvG GW: JAUTO [ Restart Xewr [ s06-F0
[]Hre Alias: MTU: 1500 [] promisc [ Flow-Cantral
CIFre 4e:24:¢9:61:34:8b | TX O Len 1000 O reaLL offload
o
RADIUS Bypass 0 ad
g nediin (8 5) || WiFl Bridge: NONE =] Her [ UFO Enabled
| []Psec-client B [ Bynass Power-up ) Enabled
%0 [ ipsecpstrzam PR e [ Bwpass Fam [] Lo Enabled
s s Ensbled [

[[] Bypass Disconnact

‘ Print H Display | ‘ Praobe H Sync ‘

A. This example uses 10.1.1.101 and 255.255.255.0

For more information see LANforge-GUI User Guide: Netsmith

Drag the ends of the Wanlink into the Virtual Routers.
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A. Left-click and drag rddVRO into Router RO(1)

for : If0350-10ac(1.1) Version: 5.3.6

irtual Routers and Connection:
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Port Names
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[¥] wanLink Config

[] Col. Domains [ IPvés

IPvds Info Print

[ zeroAPvas ppply Pragress:

Sync Apply
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Netsmith Status:

v |
Close
Cancel Apply
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ft-click and drag rddVR1 intfo Router R1(2)

for : f0350-10ac(1.1) Version: 5.3.6

irtual Routers and Connection:

Right-click/double-click/drag supported|
M Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
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Peer ICE CX
M Edge Port
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9% Drop over last 60s
——Network Connection
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rddVR1
100.1.1.101/24

<-0us, 1.544 Mbps ¥ 0 us, 1.544 Mbps ->
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u

WanLink Config

Netsmith Status:
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—— Running FIRE 2

~ Peer ICE
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——Bridge Configured
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WanLinks Show Legend [v] Fire IPvds Info Print sync Apply Close
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C. Click the Apply button at the bottom of the Netsmith window

for

: If0350-10ac(1.1) Version: 5.3.6

Right-click/double-click/drag supported|
Router Port
= B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=19 TX over last 3s
=% Drop over last 60s
——Network Connection
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'——Running FIRE
-~ Peer ICE
=—Bridge Active
——Bridge Configured
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irtual Routers and Connection:
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rddvR1
100.1.1.101/24

<-0us, 1,544 Mbps B 0 us, 1,544 Mbps >

Mgt-etho
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|
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I Dl

‘WanLinks Show Legend Fire
WanLink Names [] Port Names [] Fire Names
Peer WanLinks Parents

[¥] wanLink Config

IPvds

[ Zero-Pvas apply Progress: [
[] Col. Domains [ IPvés

Netsmith Status:

o J_pont| [swe

[ dose |

Cancel Apply

For more

information see LANforge-GUI User Guide: Netsmith
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5. Setup the Routed Mode WanlLink characteristics.

A. Right-click the WanLink and select Modify Wanlink

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 v

N

Right-click/double-clickidrag supported|

rtual Routers and Connection:

[¥] WanlLink Config

" |M Router Port R L)
. |™ BPorts
= Stopped FIRE CX
® Running FIRE CX
. . rddvRO rddvRl
" Serves DHCP to incoming requests. 1j00.1.1.100/24 LA 10011101724
= Applies NAT to outgoing packets. [ - e
* Router supports OSPF =-0us, 1.544 Mbps  Display WanlLink & WanPaths
Router supports Multicast Connect
* Router supports BGP Modify
- s::t’%:"é‘)’(‘mns iEe Toggle WanLink
W Edge Port Mudrfywwurwk
Collision Domain Modify Pol L
== Stopped WanLink Create Ports r
=== Running WanLink Sniff Port
M Phantom/Unknown Mat-stha Reset Port
% TX over last 35 185 168.100.106/24 Delete Port
=— % Drop over last 60s n )
—Network Connection - Bl v Eminte
- stopped FIRE lE thz Delete
=——Running FIRE .E
—Peer ICE
—Bridge Active
——Bridge Configured
—— Parent/Child
« ] [ |
[¥] WanLinks Show Legend [v] Fire IPvds Info Print Sync Apply Close
WanLink Names [v] Port Names  [] Fire Names [ Zero-Pv4s Apply Progress: 100 Cancel Appl
Peer WanLinks Parents [ col. Domains []IPvEs

tetsmin stetus _

d

-

Ll

B. Verify that the B-side ports, rddVROb and rddVR1b, are filled in
------ L mmaie e mee e s meemeg svCLon CUny U e s e swa e
VRWL-1.1.000 - Create/Modify WanLink NARENE
E‘ ‘ Display WanLink & WanPaths H Sync H Apply Cancel
WanlLink Information WanLink Information
Name: [VRWL.1.000 [] Pass-Through [ HW Pass-Through
e [cusTom [~] [ Coupled-Mode [ Kernel Mode
Endpoint A Endpeint & Resource: | [~
o 12 (rddvROb) v |[14 (rddvR1b) ~| | Rpt Timer: st as [~]
Transfer Rate: T (1.544 Mbps) -~ ||T1 (1.544 Mbps) -
Endpoint A Endpoint B
Delay: zero (0 us) w [|zero (0 us) - T ‘Zem (%) ‘v”zem (o%) |v‘
Drop-Freq: zero (0%) - | |zero (0%) - DupFreq: ‘zero ) ‘v”zero (%) |v‘
Jitter: zero (0 us) - |[zero (0 us) - Brop Burst: N ‘ - ‘1 ‘ wh | . |1 |
Jitter-Freq: zero (0%) - | |zero (%) -
Reorder Amt:  mn |1 = ‘20 |1 = |20 |
‘ Script || script ‘
I 2
A. NOTE: Be sure to set the impairment, if any, and transfer rate
B. Click OK when done
C. Right-click the WanLink and select Toggle Wanlink to set its status to Running (green)
Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 x) (a) (%

Right-click/double-clickidrag supported|
M Router Port

rtual Routers and Connection:

RO(1)

R1(2)

WanlLink Config

Netsmith Status:

L |™ BPorts
= Stopped FIRE CX
® Running FIRE CX
" Serves DHCP to incoming requests. En%vlml 100/24 VRWLL1.000 5%%11‘101,24
= Applies NAT to outgoing packets. [ - a0
© Router supports OSPF =-0us, 1,544 Mbps Y pisplay Wanlink & WanPaths
Router supports Multicast Connect
* Router supports BGP Madify
Router supports IPv6 TogglWaniink
" Peer ICE CX
M Edge Port Modify WanLink
Collision Domain Modify Port L
== Stopped WanLink Create Ports T
=== Running WanLink sniff Port
gr;‘?%o:‘:s’r"f;:g: 1 100108024 Feset Por
=9 Drop over last 60s . T L Fo
— Network Connection Delete Wanlink
- Stopped FIRE .Etmem Delete
=——Running FIRE n
-~ Peer ICE
—Bridge Active
——Bridge Configured
—— Parent/child
Il | [
WanLinks Show Legend [¥] Fire IPvds Info Print Synec Apply Close
WanlLink Names [] Port Names  [] Fire Names  [] Zero4Pv4s apply Progress: ol
Peer WanLinks Parents [ col. Domains []IPves

For more information see LANforge-GUI User Guide: Netsmith

6. Setup MAC VLANs.
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A. Go to the Port Mgr fab, select eth1 and click Create

L - 3.6)
g B
Control Reporting Tear-Off Info Plugins
[ stopai | [ Restart Manager | [ mefresh | [ HEP |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | layer3 | L3Endps | VolP/RTP | VolP/RTPEndps | Ar 1| Wanlinks | Aftenuators | Filed0 |
Disp: ‘192‘158‘100.239‘0 ‘ ‘ sniff Packets | B | Clear Counters ‘ ‘ Reset Port ‘ ‘ Delete |
Rpt Timer: [nediun (3s) ||| Apply | E| vewDetals || create || Modfy |[ Batchmodiy |
All Ethernet Interfaces (Ports) for all Resources
Port |Pha...|Down P SEC| Alias P;S”t RXBytes | RXPkts | PpsRX | bpsRX| TXBytes | TXPkts | PpsTX
1.0 192.168.100.106 etho 269,824,726/ 690,83 9| 8.408| 315,968,149 444,352 12
A [ | 0.0.0.0 ethl 38 28, 6 0
O [ |o.0.00 leth2 28 39 xj 5 0
O[] [tool.1.1ol rddVRL _|rddV.. 1. 1 2,43 28 0
O (O Jo.0.00 rddVRLb [rddV.. 2, 2 1.44 ﬁ 0
100.1.1.100 rddVRO _|rddV... 1. 1# 2,45 28 0
O [ Jo.0.0.0 rddVROb |rddV.. 2, 27| 1,35 17, 0
[ I I D]

Logged into: 192.168.100.106:4002 as: Admin

B. Select the MAC-VLAN button

Create VLANS on Port: 1.1.1

@ MACVLAN ) 802.1Q-VLAN O Redirect (O Bridge & Bond & GRE Tunnel h

O WIFi STA  OWIFiVAP O WiFi Monitor ) WiFi Virtual Radio

oo T

VLAN ID: []DHCP-Pv4

Parent MAC: DHCP Client D: [ions <]

MAC Addr: bowwcoctis |w| 1P Address: 17211124 | Global IPve: o]

Quantity: ’27 IP Mask or Bits: ’7 Link IPv6: ’AUTOi
Gateway IP: [ irvwecw |

#1 Redir Name: #2 Redir Name:

STA ID: o ‘ -]

WIFi AP Key/Phrase:

[ wea [ wea2 Clwep

] Down

o ——

A. Set a MAC address that begins with 00 (Ex: 00:11:33:55:77:01)
B. Set the Quantity to 2

C. Set the IP Address to 172.1.1.1 and IP Mask to 255.255.255.0
D. Leave the Gateway IP field blank

E. Click OK when done

C. Select the MAC VLAN eth1#1 and click Modify

L g i 3.6)
Control Reporting Tear-0ff Info Plugins
[ stopai | [ Restart Manager | | mefresh | [ HEP |
Layer-4 | Generic | Test Mgr_| Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | VAP Statiens | Messages |
Status | layer3 | L3Endps | VolP/RTP | VolP/RTPEndps | Ar 1| Wanlinks | Aftenuators | Filed0 |
Dispi [192.168.100.239:0 | [ sniff Packets | |3| clear Counters | [ ResetPort || Delete |
Rpt Timer: [nediun (8 5) ||| Apply | B| viewDetails [ create || Modfy |[ Batch modiy |
All Ethernet Interfaces (Ports) for all Resources.
Parent]
Port |Pha...| Down P SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
.0 192.168.100.106 etho 270,124,382 693,526 9| 8.827| 319,635,849 447.96 13
0 [ |o.0.00 ethl 28 5,166/ 7 0
0.0.0.0 EH’Q 5, EE‘ 7 36 28] 0
O[] [tool.1.1ol rddVRL _|rddV.. 1,518 1 2,506 2 0
0.0.0.0 rddvR1b [rddV... 2,506/ 2: 1,518 1 0
O [ [1001.1.100 rddVRO _|rddV. 1,428 1 2,456/ 28 0
A6 [[] |1 [0.0.0.0 rddVROb_|rddV.. 2,456 2 1,428 ﬁ 0
1. L] [0 p72111 ethl#0 |ethl of ﬁ 1,038 13 0
.2 |0 [0 p72112 ethl#l |ethl of of ) 1.12¢ 14 0
[« 1L I D}

Logged into: 192.168.100.106:4002 as: Admin




D. Seteth1#1 IP address to 172.2.2.1 and IP Mask to 255.255.255.0

ethl#1l (Ifo350-10ac) Configure Settings &)

Port Status Information b
Current:  LINK-UP PROBE-ERROR TSO UFO
Driver Info: Port Type: MACVLAN Parent: ethl

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates —
L] 5et IF Down © 10bt-HD 10bt-HD
[]set MAC ] Down [ Aux-Mgt 10bt-FD
[Iset TxQLen 100bt-HD
[CIDHCP-Pv6 [7] DHCP Release  DHCPVendoriD: [None  [v]
[ set MTU o loEsin 100bt-FD
[] Set offload LIDHCR-Pva | SecondanyPs |DHCP ClientD: [tone  [~] ) WD 1000FD
st PROMISC DNS Servers: [BLANK Peer IP: NA 10640
[ Set Rx-AlFFCS IP Address: 172.2.2.1 Global IPvs: JAUTO [ Renegotiate = caee
[]Set Bridge Info P Mask: 255.255.255.0 Link IPv6: [AuTO O Restart xour [ Flow-Control
Gateway IP:  [0.0.0.0 IPVE GW: [AUTO [ProMISC
s Alias: MTU: 1500 4 Fiitezs
—Services— TS0 Enabled
MAC Addr: 00:0dib@ieicdiad | TX Q Len 1000 e
CwTTe UFO Enabled

ypass NOW!
OFe srcost:  [oroe ] priony [erors  [o][ SPecshow .
m [ Bypass Power-UP [J GS0 Enabled
: nediun (8 s g NONE
L] RADIUS Rpt Timer: __( ) [~] wii eridge ~] Il ypass Fower-oow | C1LR0 Ensbled

[ Bypass Disconnect | [J GRO Enabled

E. Sel

[ |[ vewpewmis | [Lewee | ome | (e
ect eth2 and click Create
L " F 3.6) ) (=) ()
Control Reporting Tear-0ff Info Plugins
[ stopan | [ Restart Manager | [ Refresh | [ nee |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts T Port Mgr [ VAP Stations | Messages |
Status | layer3 | L3Endps | VolP/RTP | VoIP/RTP Endps | 1 |” Wanlinks |~ Aftenuators | Filedo |
Dispi [192.168.100.239:0 | [ sniff Packets | |3| clear Counters | [ ResetPort || Delete |
Rpt Timer: ‘medmm (8 s) "l ‘ Apply | B | View Details ‘ ‘ Create ‘ ‘ Modify | ‘ Batch Modify |
All Ethernet Interfaces (Ports) for all Resources. W
Port |Pha...| Down P SEC| Alias P[)ae'f"t RXBytes | RXPkts | PpsRX | bpsRX | TxBytes | TXPkts | PpsTX
0[] |[J [192.168.100.106 etho 270,385,983 695,978 10| 9,362| 322,640,242 451,017
O [ |o.0.0.0 ethl 6 0 5,954 35 0
LI [0 eth2 55 28] 0
O |d rddVR1 _|rddV... 2,506 2 0
O O rddvR1b |rddV. 1,518 1 0
] [[] [100.1.1.100 rddVRO _|rddV.. 2,456/ 28 0
1. 0.0.0.0 rddvROE |rddV. 1,428 ﬁ 0
. O [ 172111 ethl#0 [ethl 1108 14] 0
.8 § ethl#1 |ethl 1,846 23 0
[4] 1L I D]
Logged in to: 192.168.100.106:4002 as: Admin
lect the MAC-VLAN button
Create VLANs on Port: 1.1.2 h () () (%)

(® MACVLAN 0 802,10VLAN O Redirect ) Bridge ) Bond O GRE Tunnel
O WIFi STA O3 WiFi VAP © WiFi Monitor ) WiFi Virtual Radio

Rosoure: [ trema e ] por. o e [~

WLAN 1D: [1DHCP-IPv4

Farent M DHCP Client D: fione <]
MAC Addr: bowoctiton || 1P Address: 1721.1.100 Global IPv6: AUTO
Quantity: 2 IP Mask or Bits: |255.255.255.0 Link IPv6: AUTO

Gateway IP: 172.1.1.1 IPVG GW: AUTO

#1 Redir Name: #2 Redir Name:

STA ID: ssiD: I [~]
WiFi AP: Key/Phrase:

Cwpa O wpa2 OO wep

[] Down

Cem | o | D

A. Set a MAC address that begins with 00 (Ex: 00:22:44:66:88:01)
B. Set the Quantity fo 2

C. Set the IP Address to 172.1.1.100 and IP Mask to 255.255.255.0
D. Set the Gateway IP to 172.1.1.1

E. Click OK when done



G. Select the MAC VLAN eth2#1 and click Modify

LA g g Versit 3.6) ) () (x
Control Reporting Tear-Off Info Plugins
[ stopai | [ Restart Manager | [ mefresh | [ HEP |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | layer3 | L3Endps | VolP/RTP | VolP/RTPEndps | Ar 1| Wanlinks | Aftenuators | Filed0 |
Disp: ‘192‘168‘100.239‘0 ‘ ‘ sniff Packets | B | Clear Counters ‘ ‘ Reset Port ‘ ‘ Delete |
Rpt Timer: [nediun (3s) ||| Apply | El vewDetals || create || Modfy |[ Batchmodiy |
All Ethernet Interfaces (Ports) for all Resources
Port |Pha...|Down P SEC| Alias P;S”t RXBytes | RXPkts | PpsRX | bpsRX| TXBytes | TXPkts | PpsTX
.00 192.168.100.106 etho 270,635,535 698,242 9| 8.893| 325,630,014 453.975) 13
.01 [ | 0.0.0.0 ethl 2,644 2 2 7.23 9 0
.02 [[] |[] [0.0.0.0 leth2 7,234 9 4 4 2 0
.03 [ |L] 10011101 rddVRL _|rddV.. 1. 0 7 0 0
.04 [0 | [0.0.0.0 rddVRLb [rddV.. 2,576 0 4 8 0 0
.05 100.1.1.100 rddVRO _|rddV... 1.49: 19 4 0
.06 [[] |[] [0.0.0.0 rddVROb_|rddV.. 2,526 20 1 0
.1.07 72.1.1 et ethl 1 0
.08 [[] |L] 17222 ethl#xl [ethl 26 0
.09 72.1.1.100 eth2#0 |eth2 ﬁ 0
a0 | |» 72.1.1.101 leth2#1  eth2 13 0
[ I I D]
Logged into: 192.168.100.106:4002 as: Admin
H. Set eth2#1 IP address to 172.2.2.100, IP Mask to 255.255.255.0 and Gateway IP to 172.2.2.1
eth2#1 (If0350-10ac) Configure Settings N 2 () &

Port Status Information
Current: LINK-UP PROBE-ERROR TS0 UFO
Driver Info: Port Type: MACVLAN Parent: eth2

Port Configurables

Enable General Interface Settings —Advert Rates—
[ set IF Down
DI CRE O oown [ Aux-Mgt
gze: KTS e CIDHCPIPYS 7] DHCF Release  DHCP Vendor ID:
o S:t Offload [ DHCPAPV4 DHCP Client ID:
[ set PRC DNS Servers: [BLANK | PeerIP: NA Q106
[ set Rx-AllFCS IP Address:  [172.2.2.100 | Global IPvé: oo ] O aosn

[]Set Bridge Info P Mask 255.255.255.0 Link IPV6: lauTo

[ Flow-Central

Gateway IP: 172.2.2.1 IPvE GW: AUTO

Alias: MTU: 1500
[ semvces— dr: 00:0d:b3:6b:a3: TXQle 1000
[HTTe : a3ae | X QLlen

[IRADIUS RptTimer  [nediun (8 s) || wiFiBridge NONE [+

[ GRO Enabled

[ et |[ wviewpetails | [ erobe ][ sync | [ appy cancel

For more information see LANforge-GUI User Guide: Virtual Interfaces

7. Configure Netsmith.

A. After clicking on the sync button,move the ports on the Netsmith window to be more clearly
visible.Eth1 and eth2 are connected via a loopback cabel

for If0350-10ac(1.1) Version: 5.3.6 l\ v~

rtual Routers and Connectior

i i rddvRO

:“s.%lltuflel:k;i:tuble ick/drag supported 100.1.1.100/24 o VEWLLL

B Ports go2) <-0us, 1.544 Mbps ¥ 0 us, 1.544
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast ethl#0
Router supports BGP 172.1.1.1/24
Router supports IPv6 L
" Peer ICE CX . ~
M Edge Port ~ =

Collision Domain ~ -
=== Sstopped WanLink - -
=== Running WanLink \\ ethl
M Phantom/Unknown L
W% TX over last 3s
=—1% Drop over last 60s eth2
|——Network Connection o
- Stopped FIRE e =

[——Running FIRE
——Peer ICE /
|— Bridge Active

H 5 “
- Bridge Configured -
—— Parent/Child E%Z’Patlﬂﬂfza

eth2zl
~._172.2.2.100/24
|

Mgt-atho
192.168.100.106/24
u

fl I

[¥] wanLinks Show Legend [v] Fire IPvds Info Print Sync Apply Close

WanLink Names

Peer WanLinks

Port Names [ Fire Names  [] Zero-Pvds apply Progress: 100 Cancel Appl

Parents [ Col. Domains []IPvEs
Netsmith Status:
[¥] WanLink Config

A. NOTE: Be sure to click Apply after moving objects so that their new positions are saved to
the database
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B. Drag eth1#0 info Router RO(1)

for : If0350-10ac(1.1) Version: 5.3.6

o,

.sght-click/double-click/drag supported
7 Router Port
=°B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
== Running WanLink
M Phantom/Unknown
1% TX over last 3s
=19 Drop over last 60s
[——MNetwork Connection
——Stopped FIRE
|—— Running FIRE
-~ Peer ICE
|——Bridge Active
——Bridge Configured
—— Parent/Child

sEaEw

0O

Mglrethﬂ
192.168.100.106/24
]

irtual Routers and Connection:

rddvR0
100.1.1.100/24 g VRWL1.1.090
=-0us, 1.544 Mbps B 0 us, 1.544

ethl#0
172.1.1.1/24
||

rddvR1
100.1.1.101/24

ethl#l
172.2.2.1/24
|

eth2sl
172,2,2.100/24
n

‘WanLinks Show Legend Fire

[ Fire Names

Port Names
Parents

WanLink Names

Peer WanLinks
[¥] wanLink Config

[] Col. Domains [ IPvés

IPvds Info Print

[ zeroAPvas ppply Pragress:

Sync Apply
101

Netsmith Status:

D
Close
Cancel Apply

C. Drag eth1#1 into Router R1(2)

for : f0350-10ac(1.1) Version: 5.3.6

ht-clickidouble-clickidrag supported
Router Port

=B Ports

= Stopped FIRE CX

® Running FIRE CX
n
n

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
= PeerICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M phantom/Unknown
=% TX over last 3s
=19 Drop over last 60s
|——Network Connection
- Stopped FIRE
|—— Running FIRE
-~ Peer ICE
|——Bridge Active
——Bridge Configured
—— Parent/Child

0O

Mglrethﬂ
192.168.100.106/24
]

irtual Routers and Connection:

rddvR0
100.1.1.100/24 § VRWLLL,
=-0us, 1.544 Mbps 8 0 us, 1.54.

B

ethl#l
ethl#0

172.1.1.1/24 172.2.2.1/2h
[\

eth2#1
eth2#0” .__.172‘2‘2.10
172:1.1.100/24
L]

rddvR1
100.1.1.101/24

0/24

WanLinks
WanLink Names

Show Legend [v] Fire

Port Names [ Fire Names

Peer WanLinks Parents

WanLink Config

[ Col. Domains [] IPv6s

IPvas
[ Zero-Pvas apply Pragress:

Info. Print Sync Apply
0

1 P

Netsmith Status:

[T ]
Close
Cancel Apply




D. Click Apply in the Netsmith window

for If0350-10ac(1.1) Version: 5.3.6 vAlx
irtual Routers and Connections B

[ssght-cliddouble-click/drag supported
Router Port

=°B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.

Applies NAT to outgoing packets.

Router supports OSPF

Router supports Multicast S

Router supports BGP ™~

Router supports IPv6

" Peer ICE CX \

M Edge Port P
Collision Domain \ T

=== Stopped WanLink ™~

== Running WanLink ~

M Phantom/Unknown

1% TX over last 3s

=19 Drop over last 60s

[——MNetwork Connection

——Stopped FIRE

|—— Running FIRE

-~ Peer ICE

|——Bridge Active

——Bridge Configured

—— Parent/Child

rddvR1
100.1.1.101/24

rddvR0
100.1.1.100/24 WVRWL-1
< Ous 1544Mbps 8§  Ous 1

bps >

ethl#l

172.2.2.1/2p

e aw

ethl#0
172.1.1.1/24

0O

eth2sl
172,2,2.100/24
|

Mglrethﬂ
192.168.100.106/24
]

[«]

I [l
Show Legend [¥] Fire ¥l IPvas Info ‘ Print H Sync | [ apely | ‘ Close ‘

Fort Names [ Fire Names  [] Zero4Pv4s apply Frogress: | e | | cancel apply

Parents [ Col. Domains []IPves

WanLinks

WanLink Names

eer WanLinks

Netsmith Status:

WanLink Config

A. LANforge is now ready to accept incoming traffic on eth0, the single physical port that is
connected to a Routed Mode WanlLink

@

Ports ethO and eth1 are physically connected via a loopback cable in this example. MAC
VLANs on eth1 are configured to generate test traffic to the Routed Mode WanlLink

For more information see LANforge-GUI User Guide: Netsmith
8. Setup a Layer-3 UDP connection between MAC VLANs eth2#0 and eth2#1.
A. Go to the Layer-3 tab and click Create

L = - — ey - &

LANforge Manager Ver:
Control Reporting Windows |nfo Tests

| Chamber View ‘ | stop All ‘ | Restart Manager | ‘ Refresh ‘ ‘ HELP
Status | Port Mgr | Layer-3 | L3 Endps | Layer 4-7 [ 'Wanlinks [ Resource Mgr | Alerts ["Warnings | wifi
Rpt Timer: [fast (1 s) | +|@o] Test Manager [al [~ [ select Al |[ start + |[ stop - |[ quiesce |
View [o-s00 [+]eo] ‘ Display | Crgitﬂ‘ Modify ‘ ‘ Delete |
ross Connects for Selected Test Manager -
Name Type State Pkt Rx A Pkt Rx B Bps R A Bps Rx B ‘RxDrup%b{RxDrop%B Drop Pkts A| Drop Pkts
4] i ]
Logged in to: localhost:4002 as: Admin 2 stations: 21 07 02

B. Set Endpoint A to be eth2#0 and Endpoint B to be eth2#1

udp-cx - Create/Modify Cross Connect DR E
] [_oispiay ][ sync |[ Batchcreate |[ apply |
Cross-Connect Cross-Connect
X Name: Judp-ex Report Timer: ‘fa&l 1) |,|
CX Type: [Lanforge / uDP [~]
Endpoint A Endpoint B
Endpoint A Endpoint B Pid Pattern increasing <] [increasing -
" 1 (1f0350-10ac) w | |1 (1f8350-16ac) -
Resource: e B P AuTo - [auTo -
. S (sth2#0 ~|[10 (sth2#1 -
Port = ! e ) Max IP Port Sane | [sane -
" 1024000 (1.024 Mbps) w | |1024000 (1.624 Mbps) -
Min Tx Rate: P P Min Duration: Forever v |[Forever A
A P <] [sene =
Max T Rate: Max Duration:  |sane - |[sane -
WP Pld (1,4728) |w||lwrPld a2E) |+
Min POU Stz ¢ ) ¢ ! MinReconn: |8 (0 ms) -l ©m -
Max PDU Size:  [Same ~ |[sane > e same | |sane -
1P Tos: Best Effort  (0) ~|[pest Effort (@) I ol (o [ ——— -
Infinite ~|[tnfinite -
(LS T Sent Script Script
Thresholds Thresholds

A. Enter the CX name then set the CX Type to LANforge UDP and the Report Timer to 1000
B. Set the Min/Max Tx Rate to 1024000 and the Min/Max Pkt Size to 1472
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C. Select the new connection and click Start

LAl g g Versis 3.6) ) (=) (X
Control Reporting Tear-Off Info Plugins
[ stopai | [ Restart Manager | [ mefresh | [ HEP |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | Llayer3 | L3Endps | VolP/RTP | VolP/RTPEndps | Ar 1| Wanlinks | Aftenuators | Filed0 |
Rpt Timer: [fast (1 s) Test Manager [all [~] [ setect a | Quiesce
view [o-s00 G [ isplay || create || Modiy | [ pelete |
ross Connects for Selected Test Manager-
Name Type | State | PktRxA | PktRxB Bps Rx A Bps Rx B R Drop % Al Rx Drop % B| Drop Pkts A| Drop Pkt:
udp-cx LF/UDP |Run 3.616] 3,625 1,022,598 1,022,614 0 1 0
[« 1l [»]

Logged into: 192.168.100.106:4002 as: Admin

D. Netsmith now shows the new connection and traffic flowing through the Routed Mode WanlLink

L for If0350-10ac(1.1) Version: 5.3.6 vAlx
rtual Routers and Connectior B

N

".“(»ght-clicktduuble-clicktdrag supported|
¥ Router Port
=°B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
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TEEw

g

Mgt-atho
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u

[ |
Show Legend [v] Fire IPvds Info Print Sync Apply Close
Port Names [ Fire Names  [] Zero-Pvds apply Progress: 1 ol Cancel Apply

Parents [ Col. Domains []IPvEs

WanLinks

WanLink Names

Peer WanlLinks

Netsmith Status:

wanLink Config

For more information see LANforge-GUI User Guide

Routed Mode Wanlink with WanPaths

Goal: Setup a Routed Mode Wanlink with WanPaths.
In this test scenario, LANforge-ICE is used to filter traffic by IP address on a WanLink with the use of WanPaths.

1. Setup a Netsmith connection.

A. Go to the Status tab and click Netsmith

. L e g e
LANforge Manager Version(5.4.3) x) (o) ¢
Control Reporting Windows Info Tests
| Chamber View ‘ | Stop All ‘ | Restart Manager | ‘ Refresh ‘ ‘ HELP
Status | Port Mgr | Layer-3 | L3 Endps | Layer 47 | Wanlinks | Resource Mgr | Alerts | ["Warnings | wifi
License Info Current Users Saved Test Configurations
e Grnire I B9 Ao SO e A Configuration: ‘FACTORV_DFLT ‘v‘ \ Load |

gnuserver from:127.0.0.1

Support expires in: 656 days | Download DB ‘ | Show Pr ‘ Delete |

Status View: |Ports by Resource Name: ‘ ‘ ‘

Realm 0

Manager/Resourcs 1

(e
1 (]
()|

Logged in to: localhost:4002 as: Admin 2 stations: 2t 01 002
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Right-click in the Netsmith window and select New Connection

cpon [ gy ) Lossre ]| es DS TUE CUIL VIEW DEdILEL TSI TSI .
Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ¥) (~) (%
irtual Routers and Connections

Mgtretho
192.168.1.3/24

ethl
192.168.42.7/23

I
L] sth2
[ n
wiphyO  wiphyl
:l M . phy.
|
th] / \wlan1
= wlano ]
[ |
: New Router
ng Connection
New Bridge

[¥] WanLinks [] Show Legend [¥] Fire IPvds Info Print Syne Apply Close
Cancel Apply

Wanlink Names [¢] Port Names Fire Names  [] Zero-Pv4s apply Progress:

Peer Wanlinks Col. Domains [ IPvGs
Netsmith Status:

‘WanLink Config

Accept defaults, Auto Create everything and click OK
spon e gy possrssn ) pots S TS CUNL MISW STALiL ICHpuGL NI .
Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 x) (~) (x

rtual Routers and Connections

Mgtrethu
192.168.1.3/24

ethl
192.168.42.7/23

]l
L] sth2
1 u
wiphyo  wiphyl
:l n u [PAngE
|
t] / \wlanl
b wlano ]
[
1 rddvRO rddVR1
= = =
[v] WanLinks [] Show Legend [¥] Fire IPvds Info Print Syne Apply Close

WanLink Names [¥] Port Names Fire Names  [] Zero-Pvds Apply Progress:

Peer Wanlinks Parents Col. Domains []IPv6s
) Netsmith Status: EEES Iv]
‘WanLink Config



D. Click Apply in the Netsmith window to create the connection

g ion for : If0350-10ac(1.1) Version: 5.3.6 vAlx
irtual Routers and Connection: -

2y

N

iRight-click/double-click/drag supported|
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— Network Connection .1 ELE el e
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E. The Netsmith window after applying changes
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For more information see LANforge-GUI User Guide: Netsmith
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2. Setup the WanlLink.

A
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Right-click the WanLink and select Modify WanLink
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Modify

Toggle WanLink

Modify WanLink

Modify'Port

Create Ports

Sniff Port
Reset Port
Delete Port
Delete WanLink
Delete

WanLinks

eer WanLinks

anLink Config

[ show Le:

anLink Names [¥] Port Names
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gend [¥]Fire

ire Names

IPuds
[l Zero-Pvas apply Progress:
ol. Domains []IPv6s

Netsmith Status:

Info Print Sync Apply

p
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B. Setup the WanlLink with values larger than what each of theWanPaths will use

Cancel Apply

VRWL-1.1.000 - Create/Modify WanLink ¥ (=
L N [ zeply | | Display Wanlink & WanPaths | cancel
wWanLink Information wanLink Information
Name [VRWL-1.1.000 [ Pass-Through [ Hw Pass-Through
P [cusTom [~] [ Coupled-Mode [l Kernel-Mode
Endpoint A Endpoint B Resource [1 (LFoss0-20ac) [+]
Port: 4 (rddvROb) ~||6 trdavrib) - Rpt Timer: [t 09 -
Transfer Rate 1 i1.544 Mbps) w || (1.544 Mbps) -
Endpaint A Endpoint B
Bz zero (0 us) ¥ |[zere (0 us) e Reorder-Freq;  [zero (@%) [][zero (@) [~]
Drop-Freq zero (0%) v |[zero (e - R oro (%) [=]Fero =
: zero (0 us ~|[zera (0 us -
Jieter: (0 us) (0 us) Drop Burst: in |1 — ‘1 win — ‘1
Jitter Freq: zero (0%) ~ |[zero (e -
ReorderAmt:  mel | ms[20  [mel w20 |
[ Script Il Script |
Endpoint A WAN Paths Endpoint B WAN Paths
Create-WP il Modify-WP ] Delete-WP |} Create-Wp. Il Modify-wP I Delete- WP |
Name | TxRate |Disabled] ! | Filter Pattern [ Delay| Name | TxRate |Disabled| ! | Filter Pattern [ Delay|

A. WanPaths are subordinate fo WanlLinks. WanLinks, therefore, should be configured with
sufficient bandwidth and buffering required by all of its WanPaths

B. Click Apply and leave the Create/Modify WanLink window open

For more information see LANforge-GUI User Guide: WanLinks


http://www.candelatech.com/lfgui_ug.php#wl

3. Setup the WanPaths.

A. Click Create-WP on Entry Point A to create a new WanPath on this WanLink

Create/Modify WanPath for Endpoint: VRWL-1.1.000-A N x) (o) (X
Name: |ep—1 | Backlog Buffer: ‘AUTD |v‘ [~
PCAP Filter:
Source IP/MAC: [1721.1.100 | source Mask: [32 |
Dest IP/MAC: [172.2.2.100 | Dest Mask: EH |
Transfer Rate: 54 Kbps (64 Kbps) ¥ | Delay zero (B us) 1
Jitter zero (0 us) w | Drop-Freg: zero (0%) 1
Min Drop Burst: 1 | Max Drop Burst: 1
Min Reorder Amount: |1 | Max Reorder Amount: |20
Reorder-Freg: zero (0%) ¥ | Dup-Freq: zero (0%) 1
litter-Freq: zero (0%) ¥ | Test Manager: 1
[]1cEcap Replay Replay File: | ‘ ”F
) Disabled Loop Replay Replay Latency Replay Loss
@ Same As Wanlink Replay Dup Replay Bandwidth [] Use Pcap Filter
[]Inverse Match [l Drop-¥th [] Duplicate-Xth [] Reorder-%th r
Corruption #0 Corruption #1 Corruption #2
Rate: 0 Rate: 0 Rate: s]
Corruption: Random Write : Corruption: Random Write : Corruption: Random Write | w|
Byte-to-Write: Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 0
Max Offset: 0 Max Offset: 0 Max Offset: 0
[ chainto-Next []Do Checksum [] chainto-Next [] Do Checksum [] chainto-Next [] Do Checksum
Corruption #3 Corruption #4 Corruption #5
Rate: 0 Rate: 0 Rate: 0
Corruption: Random Write : Corruption: Random Write : Corruption: Random Write | w|
Byte-to-Write: Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 0 —
Max Offset: 0 Max Offset: 0 Max Offset: 0
[ chainto-Next [] Do Checksum [] chainto-Next [] Do Checksum [J chainte-Next []De Checksum |+
4] i [T
A. NOTE: In order fo filter by specific IP address, use a Source and Dest Mask of 32 to exactly
match the IP coming in on the Entry Point
B. Click OK fo create the WanPath
B. Click Create-WP on Entry Point B to create a new WanPath on this WanLink
Create/Modify WanPath for Endpoint: VRWL-1.1.000-B x) (o) (X
Name: |ep—2 | Backlog Buffer: i ‘AUTD |v‘ il
PCAP Filter:
Source IP/MAC: [172.2.2100 | source Mask: [32 |
Dest IP/MAC: [172.1.1.100 | Dest Mask: [32 |
Transfer Rate: 54 Kbps (64 Kbps) ¥ | Delay zero (B us) 1
Jitter zero (0 us) w | Drop-Freq: zero (0%) 1
Min Drop Burst: 1 | Max Drop Burst: 1
Min Reorder Amount: |1 | Max Reorder Amount: [20
Rearder-Freq: zero (0%) ¥ | Dup-Freq: zero (0%) 1
Jitter-Freq: zero (0%) w | Test Manager: 1
[]ICEcap Replay Replay File: | ‘ ”F
) Disabled Loop Replay Replay Latency Replay Loss
@ Same As Wanlink Replay Dup Replay Bandwidth [] Use Pcap Filter
[]Inverse Match [l Drop-%th [] Duplicate-Xth [] Reorder-%th r
Corruption #0 Corruption #1 Corruption #2
Rate: 0 Rate: 0 Rate: 0
Corruption: Random Write i Corruption: Random Write i Corruption: Random Write | w|
Byte-to-Write: Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 0
Max Offset: 0 Max Offset: 0 Max Offset: 0

[ chainto-Next [] Do Checksum

Corruption #3

Rate: 0
Corruption: Random Write :

Byte-to-Write:
Min Offset:
Max Offset:

0
o]

[] chainto-Next [] Do Checksum

Corruption #4

Rate: 0

Corruption: Random Write :
Byte-to-Write:

Min Offset: 0

Max Offset: o]

[ Cchainto-Next [] Do Checksum

[] Chainto-Next [] Do Checksum

[] chainto-Next []Do Checksum
Corruption #5

0

Rate:

Corruption: Random Write | |

Byte-to-Write:
Min Offset:
Max Offset:
[] chainto-Mext [ Do Checksum

0
4]

[4]

(!

[ Tv|

w

Point A

. Click OK to create the WanPa

th

NOTE: The Source and Destination IPs for this WanPath are the reverse of those for Entry




C. Create a second WanPath for this WanLink using the next set of IP addresses

Create/Modify WanPath for Endpoint: VRWL-1.1.000-A

[ Chain-to-Next

[ chain-to-Next

[] De Checksum

[] De Checksum

[] Chain-to-Next

) (a) (x
Name: |ep-3 | Backlog Buffer: ‘AUTON |v‘ il
PCAP Filter:
Source IP/MAC: [172112m | Source Mask: |255.255.255.0 |
Dest IP/MAC: [172220m | Dest Mask: [255.255.255.0 |
Transfer Rate: 64 Kbps « | Delay zero (0 us) 1
Jitter zero (0 us) ¥ | Drop-Freq: zero (0%) 1
Min Drop Burst: 1 | Max Drop Burst: 1
Min Reorder Amount: |1 | Max Reorder Amount:  [20
Rearder-Freq: zero (O%) * | Dup-Freg: zero (0%) 1
Jitter-Freg: zero (0%) w | Test Manager: 1
[]ICEcap Replay Replay File: | ‘ ”T

) Disabled Loop Replay Replay Latency Replay Loss

@) Same As WanLink Replay Dup Replay Bandwidth [J] Use Pcap Filter

[]Inverse Match [] Drop-%th [] buplicate-xth [ Reorder-¥th =

Corruption #0 Corruption #1 Corruption #2

Rate: 0 Rate: 0 Rate: 0

Corruption: Random Write : Corruption: Random Write : Corruption: Random Write | w|
Byte-to-Write: Byte-to-Write: Byte-to-Write:

Min Offset: 0 Min Offset: 0 Min Offset: o]

Max Offset: 0 Max Offset: 0 Max Offset: o]

[] Do Checksum

Corruption #3 Corruption #4 Corruption #5
Rate: 0 Rate: 0 Rate: [s}
Corruption: Random Write : Corruption: @E Corruption: Random Write | w|
Byte-to-Write: Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 0 L
Max Offset: 0 Max Offset: 0 Max Offset: o]

[] chainto-Next []Do Checksum

[] Chainto-Mext []Do Checksum

[ chainto-Mext [] Do Checksum 7]

q]

[T |

D. Reverse the Source and Destination IPs for this corresponding WanPath

Create/Modify WanPath for Endpoint: VRWL-]..]..QQO—B

Name:

PCAP Filter:
Source IP/MAC:
Dest IP/MAC:
Transfer Rate:
litter

Min Drop Burst:

Reorder-Freq:

Jitter-Freg:

[ 1CEcap Replay
o

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[[] Chainto-Next

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[ Chain-to-Next

Min Reorder Amount:

Corruption #3

IC

|ep-4 | Backlog Buffer: lTAUTO |v‘
[172.2.2101 | source Mask: [255.255.255.255 |
17211001 | Dest Mask: [255.255.255.255 |
54 Kbps | Delay zero (0 us) 3
zero (0 us) ¥ | Drop-Freg: zero (0%) 1
1 | Max Drop Burst: 1
1 | Max Reorder Amount: |20
zero (0%) | Dup-Freg: zero (0%) 1
zero (G%) w | Test Manager: 1
Replay File: | ‘ ”T
Disabled Loop Replay

Corruption #0

b |
Random Write :

0
0
[] Do Checksum

b
Random Write :

0
0
[] De Checksum

@ Same As WanLink Replay Dup

[JInverse Match [ orop-%th

Rate:

Corruption:

Byte-to-Write:

Min Offset:

Max Offset:

[] Chainto-Next
Corru
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Corruption:

Byte-to-Write:
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Max Offset:

[] Chain-to-Next
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b |
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0
0

[] Do Checksum

ption #4
b |
Random Write :

0
0
[] Do Checksum

Replay Loss

[] Reorder-%th

Rate:

Corruption:

Byte-to-Write:

Min Offset:

Max Offset:

[] Chainto-MNext
Corrupf

Rate:

Corruption:

Byte-to-Write:

Min Offset:

Max Offset:

[ Chain-to-Mext
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0

Random Write | |

o]

0
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tion #5
0

Random Write | |

o]

o]

[] Do Checksum
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E. Verify that the WanPaths on this WanLink are setup correctly, then click OK on the Create/Modlify
WanlLink window shown here

VRWL-1.1.0Q0 - Create/Modify WanLink e
) [_aeply | Display Waniink & Wanpaths | [ cancel

WanLink Information Wanlink Information
Name: WL-1.1.000 [ Pass-Through [ HW Pass-Through
Presets: [cusTom [ [l coupled-ode Kernel Mode

Endpoint A Endpoint B Resource: [t (1Foss0-26mc) [~]
port: 4 (rddvROb) ~|[6 trdavRLE) - Rpt Timer et o B
Transfer Rate: |12 (1.544 Mbps) | ||TL (1.544 Mbpsl | R St
Delay: zero (0 us) ~|[zero (@ us) - Reorderfreq:  [pero (O9 [=]fero o -]
B e zero (%) ¥ jzere (&) hd Dup-Freq; [zero te%) [][zero (@) [~]
Jitter: zero (0 us) v ||zero (0 us) - P . - ‘1 N ’—1 - ‘1
Jitter-Fre zero (0%) w ||zero (G%) -

a Reorder Amt:  min mex 20 win [1 e [20

\ serpt I Serpt \
Endpoint A WAN Paths Endpaint B WAN Paths
| Create-WP I odify-WP ] Delste-WP 1] Create-WP. I odify-WP. ] Delete- WP |
Neme | TxRate |Disabled] ! Filter Pattern [Delay Name | TxRate |Disabled] ! Filter Pattern [ pelay
ep-1 |62 K | | O [ sre: 172.1.1.100/32 Dest: 1... | 0|~ [ep-2 [6a K | O [J|sre:172.2.2.100/32 Dest: 1... | o]+
ep3 |64 K [ O [Jlsre:172.1.1.101/24 Dest: | of_|[ep-a [6a K | O [Jlsre:172.2.2.101/32 Dest: 1... | 0

For more information see LANforge-GUI User Guide: WanLinks


http://www.candelatech.com/lfgui_ug.php#wl

4. Setup the ports with IP addresses.

A. Right-click on the WanlLink and select Toggle Wanlink
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C. Setup an IP address that is on a different network than the WanPath entry points
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D. Setup an IP address on port rddVR1 that is on the same network as rddVRO

Netsmith configuration for Resourc
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For more information see LANforge-GUI User Guide: WanLinks
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5. Add the Virtual Routers.

A. Right-click in the Netsmith window and select New Router

for

If0350-10ac(1.1) Version: 5.3.6

u)\
&
=

M Router Port

B Ports
Stopped FIRE CX
Running FIRE CX

”ﬂight-clickfdnuhle-clickfdrag supported

rtual Routers and Connectior

aw Router
2w Connection
New Bridge

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port
Collision Domain
== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
= % TX over last 3s
=— % Drop over last 60s
—— Network Connection
- stopped FIRE

O]

v

Mgt—ethﬂ
192.168.100.106/24
]

= Running FIRE thl
-~ Peer ICE .
— Bridge Active

—— Bridge Configured .ethz

—— Parent/Child

e
o
o
at=1
&
]
(5]
B
Il

[{]

[ Dl

Wanlinks Show Legend [v] Fire IPvas Info Print Sync Apply

[JFire Names [ Zero-Pv4s Apply Progress:
[ col. Domains []IPvEs

WanLink Names [v] Port Names

Peer Wanlinks Parents

[¥] WanlLink Config

Metsmith Status

Close
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B. Accept the defaults or change the Virtual Router name and graphical size

g ion for : f0350-10ac(1.1) Version: 5.3.6
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C. Click the Apply button and repeat for the second Virtual Router

g ion for : If0350-10ac(1.1) Version: 5.3.6 vAlx
irtual Routers and Connection: -
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L E:ﬁ;;:’;nmain =B T5advops i O us, 1,542 Mbps >
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Netsmith Status:

A. NOTE: After making any changes to the Netsmith window, you must click Apply or your
changes will NOT be implemented and could be lost

B. NOTE: Clicking Sync makes sure any changes are synchronized with the current database

D. Left-click rddVRO and drag it inside Router RO(1)
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E. Left-click rddVR1 and drag it inside Router R1(2)

g ion for : If0350-10ac(1.1) Version: 5.3.6
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F. Apply your changes in Netsmith
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For more information see LANforge-GUI User Guide: WanLinks
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6. Setup the external interfaces.

A. Right-click port ethl and select Modify Port

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6
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B. Setup ethl with a valid IP address and IP mask that is on the same network as the WanPath entry

points ep-1 and ep-3

ethl (If0350-10ac) Configure Settings ¥) (~) (x
Port Status Information
Current:  LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control PROMISC [N
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[ Set Offload ® 1000-FD
DNS Servers: [BLANK Peer P NA
[] set Rate Info []106FD
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C. Left-clickport ethl and drag it inside Router RO(1)
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D. Setup eth2 with a valid IP address and IP mask that is on the same network as the WanPath entry

points ep-2 and ep-4

eth2 (If ) C

Current:

Port Status Information
LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control PROMISC
Driver Info: Port Type: Ethernet Driver: igb(5.4.0-k) Bus: 0000:03:00.0 Cur: 2.5GT/s x1 Max: 2.56T/s x1
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[ set Bypass ROMISC
§ Alias: MTU: 1500 —Offload
[[] set Bridge Info N
00:0d:b3:47:10:ae | TX O Len 1000 [ TS0 Enable
[ Set CPU Mask ~
—Services— .
o ppmen o Go ] verhdos [ |7 S
. LRO Enabled
[m] PU Mask WiFi Bridge. [~ yp : W | —
[1RADIUS
[ et |[ wviewpetails | [ erobe ][ sync |

E. Drag eth2 inside Router R1(2) and Apply changes in Netsmith
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For more information see LANforge-GUI User Guide: WanLinks

7. Run traffic to LANforge-ICE ports ethl and eth2, then display results. Refer to the LANforge FIRE Cookbook to
run traffic.
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A. Right-click the WanlLink and select Display Wanlink & WanPaths
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B. The lower half of the WanlLink display shows traffic passing on WanPath entry points ep-3 and ep-4
and other IP address are excluded from passing on the WanLink

Cross Connect: VR’ 000 Manager: 192.168.100.224
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C. Select a WanPath and click Display Selected Paths in the lower left corner of the WanLink display
window
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For more information see LANforge-GUI User Guide: WanLinks

Virtual Router with DHCP Service

Goal: Setup a Virtual Router with one interface serving DHCP.
In this test scenario, a LANforge Virtual Router is created with one interface setup to serve DHCP fo two remote
redirect interfaces that are setup to be DHCP clients.

1. Setup a Virtual Router and two Netsmith Connections.

A. Go to the Status tab and click the Netsmith button

. Lty e meEm mm et e memige — e mmme —men
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n k]
n (]
o (]

Logged in to: localhost:4002 as: Admin

2 stations: 21 07 02|

B. Right-click in the Netsmith window and select New Router
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A. Follow steps discussed above for configuring the router
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C. Right-click in the Netsmith window and select New Connection
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D. Accept defaults, Auto Create everything and click OK
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E. Repeat and create a second connection.
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F. Click the Apply button to commit the changes in Netsmith to the LANforge Server.
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A. NOTE: Modifications in Netsmith are only sent to the LANforge-Server after Applying them

For more information see LANforge-GUI User Guide: Virtual Interfaces

2. Setup the WanlLinks.
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A. Right-click the first WanLink and select Modify WanlLink
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ter values specific to your test and click OK
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A. NOTE: Kernel-Mode allows for much higher emulation speeds and supports all features of

the normal WAN emulation mode

B. Kernel-Mode is available for the WAN emulation if you are using a pre-compiled Linux
kernel from the Candela downloads page

C. Right-click to toggle the WanlLink status fo Running (green).

for

If0350-10ac(1.1) Version: 5.3.6

rtual Routers and Connection

Right-click/double-click/drag supported|
Router Port
B Ports

RO(NA)

stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
W19 TX over last 3s
1% Drop over last 60s
[——Network Connection
-~ Stopped FIRE
|——Running FIRE
——Peer ICE
|— Bridge Active
——Bridge Configured
—— Parent/Child

Mgt—ethﬂ
192,168.100.106/24
]

ethl
|

eth2
u

rddvR0

VRWL-L,1.000 JAdVRL

<-0 US, 56 Kbps

rddvR2

< B T wbps |

Display WanLink & WanPaths
Connect

Modify
TogglpWanLink
Modify WanLink
Modify Port
Create Ports
Sniff Port
Reset Port
Delete Port
Delete WanLink
Delete

‘WwanLinks Show Legend Fire

WanLink Names [] Port Names  [] Fire Names

Peer WanLinks Parents

WanLink Config

IPvids
[ ZeroPvas apply Progress:
[] Col. Domains [] IPvés

Netsmith Status:

Info Print Syne

100

Apply

WD
Close
Cancel Apply




D. Repeat for the second WanlLink and set it to Running (green).

ig ion for : If0350-10ac(1.1) Version: 5.3.6

irtual Routers and Connection:

-] RO(MA)
\
Right-click/double-click/drag supported|
M Router Port
B Ports
= stopped FIRE CX rddvR2 VRWL,1.001 TddvR3
® Running FIRE CX <=-0 us, 56 Kbps B Display WanLink & WanPaths
= Serves DHCP to incoming requests. Connact
= Applies NAT to outgoing packets. Modfy
* Router supports OSPF -
Router supports Multicast Togglg Wanink
* Router supports BGP ModifySWanLink
Router supports IPv6 Modify Port
= Peer ICE CX Create Ports
M Edge Port Sniff Port
Collision Domain
=== Stopped WanLink Mgt'éthﬂ (osEt B
=== Running WanLink .l 2.168.100.106/24 Delete Port
M Phantom/Unknown Delete WanLink
=19 TX over last 3s Delete

=13 Drop over last 60s
[——MNetwork Connection ethl
—— Stopped FIRE ]
|— Running FIRE

-~ Peer ICE
|=——Bridge Active
——Bridge Configured
—— Parent/Child

eth2
u

WanLinks
Wanlink Names [ Port Names  [] Fire Names  [] Zero-Pvas apply Progress:

Parents [ Col. Domains []IPves

Peer WanLinks
[¥] wanLink Config

Netsmith Status:

Show Legend [v] Fire IPvds Info Print Sync Apply

D
Close
Cancel Apply

For more

information see LANforge-GUI User Guide: WanlLinks (ICE)
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3. Setup the ports.

A. Right-click port rddVRO and select Create Ports
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B. Select the Bridge button from the available connection types, name it, and click OK
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C. Right-click the bridge port and select Modify Port

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6
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A. NOTE: You will have to click the Sync button for your newly created bridge port to appear

in the Netsmith window.




D. Assign an IP address and IP mask, then click Apply

br0 (If0350-10ac) Configure Settings v) (») (%
Port Status Information (=
Current:  LINK-UP PROBE-ERROR TSO UFO GSO GRO
Driver Info: Port Type: Bridge Driver: bridge(2.3) BJ? /A
Port Configurables
Enable General Interface Settings O
Set IF Down '
g [JDown L Auxchgt Aging Time: 300 -
Dl e CIDHCPHPYE FIDHCP Release  DHCPVendoriD: one || Grdge sriorey  [52768 -
[Jset TXQ Len ) )
[[] DHCP-Pv4 Secm’vdary IPs | DHCP Client ID: _ Max Age: 20 -
[ set MTU . =
Hello Time: ~
[ set Offload DNS Servers: |BLANK Peer IP;
F B Forwarding Delay: |15
[ Set Bridge Info IP Address: 1. 1 Globa\ IPy6: AUTO orwarding Delay -
IP Mask: 255.255.255.0 Link IPv8: AUTO
Gateway IP;  [0.0.0.0 IPV6 GW: AUTO
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MAC Addr: de:09:d6:1c:f2:le | TX Q Len 1000 E
RptTimer:  [nediun (8 s) |w| wiFiBridge: NONE |~
———Bridge Information ———— TeT————
S — Configured Ports | current Ports_|
I HTTP Add Ports
QTP
[]RADIUS
e I S, v I | ‘ =]
4] I [ [v]

E. Enter interface names rddVRO and rddVR2 in the whitespace located below the Add Ports button so
that you can add them as bridge members

bro (If0350-10ac) Configure Settings v) (~) (x
Part Status Information |~
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F. Click Add Ports fo add the interfaces as bridge members, then click OK
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G. The Netsmith window now shows a bridge port with two bridge members
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For more information see LANforge-GUI User Guide: Ports (Inferfaces)

4. Setup DHCP Server and Clients.
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A. Drag the bridge port into the virtual router.
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B. Right-click the bridge port and select Modify
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C. Select the 'DHCP' checkbox at the bottom of the window and enter in your desired DHCP Server
configuration, then click OK
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D. Right-click interface rddVR1 and select Modify Port
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E. Se

lect the 'DHCP' checkbox to make this interface a DHCP client, then click OK

rddVR1 (If0350-10ac) Configure Settings orole

Port Status Information
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F. Repeat for interface rddVR3, then click Netsmith Apply
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G. After the Netsmith apply, DHCP clients will acquire IP addresses from the DHCP server
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A. Select the 'IPv4s' checkbox at the bottom of the Netsmith window to see the IP addresses
of the DHCP clients

For more information see LANforge-GUI User Guide: Ports (Interfaces)
5. Create a Layer-3 Connection.

A. Go to the Layer-3 tab and click Create

[ T e T e e e S -
LANforge Manager Version(5.4.3) ~) () (X
Control Reporting Windows |nfo Tests
| Chamber View ‘ | stop All ‘ | Restart Manager | ‘ Refresh ‘ ‘ HELP
Status | Port Mgr | Layer-3 | L3 Endps | Layer 4-7 [ 'Wanlinks [ Resource Mgr | Alerts ["Warnings | wifi
Rpt Timer: [fast (1 s) || @o| Test Manager [al I~ [ select Al |[ start + |[ stop - || quiesce
View [o-s00 [+]eo] ‘ Display | Ergitﬂ‘ Modify ‘ ‘ Delete |
ross Connects for Selected Test Manager -
Name Type State Pkt Rx A Pkt Rx B Bps R A Bps Rx B ‘RxDrup%A{RxDrop%B Drop Pkts A| Drop Pkts
4] i ]

Logged in to: localhost:4002 as: Admin 2 stations: 21 07 02
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B. The RDD-FIRE connection for this example will use interfaces rddVR1 and rddVR3.

RDD-FIRE - Create/Modify Cross Connect &) (&) )
D S ‘ Display H sync H Batch-Create H Apply | ‘ caneel ‘
Cross-Connect Cross-Connect =
CX Name: IRDD-FIRE Report Timer: |fasl 1s) "I
X Type [Lanforge / uDP [~]
Endpoint A Endpoint B
Endpoint A Endpoint B Pld Pattern increasing w ||increasing v
. 1 (1f8350-10ac w |11 (1f8350-16ac, hd
Resource: [ ) ! ! Min IP Port: o - |[auto he
Port. 5 (rddVR1) ~ |9 (rddvr3) Sl [ Max e Port sane | |same A
bps - bps -
Gl Te s 28 e Min Duration: Farever w | |Forever -
s s
Max T Rate - T T | MaxDuration:  [sane = |[same -~
UDP Pld (1,472 & UDP Pld (1,472 B
W FE s ¢ ) |x ¢ )X | min Reconn: o @ns) S TE ) —
Same Same
Max PDU Size: - T | max Reconn: [Sane | [Same -
IP ToS: Best Effort  (0) w||Best Effort  (Q) - o p— Nornal (@) < |[format 2] -
;. |Infinite ~ |[Infinite - r
(755 77D St Script Script
Thresholds Thresholds
Cross-Connect Endpoint A Endpoint B
Test Manager  [defauit tm [+] |sndeuttsze: o5 Default «|[0s Default -
Quiesce: ‘3 (3 sec) |-| Rev Buff Sizer |05 Default ~||05 Default -
Endpoint A Endpoint B send Bad FCS:
1P Addr. [auTe [« ][0 =] [lsre mac
[ Replay File [ Replay File [JUse-Proxy [ Use-Praxy
[ teop [ toop Proxy Addr:
[ Dest Mac [] Dest Mac Proxy Port [
Filename:
Socket Priority: [0 [0 ||
Dest MAC: [ [l [~] r il 1 |r
C. Verify the Layer-3 connection was created
L g i 3.6) ) (&) (8)
Control Reporting Tear-0ff Info Plugins [
[ stopai | [ Restart Manager | | mefresh | [ HEP |
Layer-4 | Generic | Test Mgr_| Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | VAP Statiens | Messages |
Status | Llayer3 | L3Endps | VolP/RTP | VolP/RTPEndps | Ar 1| Wanlinks | Aftenuators | File-0
Rot Timer: [fast (1 s) Test Manager [all [+ [ select au | \
View [o-s00 [=]ss] [ oisplay | [ modry | [ pelete |
ross Connects for Selected Test Manager-
Name Type | State Pkt Rx A Pkt RX B Bps Rx A Bps Rx B Rx Drop % Al Rx Drop % B| Drop Pkts A| Drop Pkt:
RDD-FIRE LF/UDP |Stopped 0| 0 i 0 0 i 0

[« 1l

Logged into: 192.168.100.106:4002 as: Admin

For more information see LANforge-GUI User Guide: Layer-3 Cross Connects (FIRE)
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6. Run LANforge-FIRE to yourself through LANforge-ICE!

A. Select the Layer-3 Cross Connect and click Start

LAl gl Versi 3.6) V) (~) (x
Control Reporting Tear-Off Info Plugins
[ stopan | [ Restart Manager | [ Refresh | [ nee |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts T Port Mgr [ VAP Stations | Messages |
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View o500 []ee] [ pisplay ][ create |[ Moy | [ pelete |
ross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % Al Rx Drop % E| Drop Pkts A| Drop Pkt:
RDD-FIRE LF/UDP [Run 184 184 27.750 27.822 0.541 o 1
[« ] o]

Logged into: 192.168.100.106:4002 as: Admin

B. Go to the Status tab and click Netsmith to view the graphical representation of the setup
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For more information see LANforge-GUI User Guide

Virtual Router with NAT

Goal: Setup a Virtual Router with one interfface performing NAT on outgoing traffic.

In this test scenario, a pair of Virtual Routers are connected with a Redirected Interface connection with one
side of the connection performing NAT on outgoing traffic. Two additional Redirected Interface connections
are configured to pass traffic and demonstrate NAT.

1. Setup two Virtual Routers and three Netsmith Connections.
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A. Right-click inside the Netsmith window and select New Router
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B. Repeat to create another virtual router
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C. Right-click inside the Netsmith window and select New Connection
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D. Select the 'Skip' option on Port 1-B, WanLink and Port 2-B, then click OK
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Netsmith Status:
WanLink Config

WanLinks [ show Legend
WanLink Names

Port Names




E. Repeat and create two more connections

for If0350-10ac(1.1) Version: 5.3.7 vAlx
irtual Routers and Connections [=]
)
.
o,
-]
\
RO(NA)
rddvR0 rddVR1
- u
rddvR2 rddvR3
" =
New Router
.Mgt-ethﬂ Connection
athl New Bridge
" ethz RI(HA]
[l i
[v] wanLinks [ show Legend [v] Fire [ 1Pvas Info Print Sync Apply
anLink Names [] Port Names Fire Names ] Zera4Pv4s Apply Frogress:
eer Wanlinks Parents Col. Domains []IPvés
Netsmith Status:
WanLink Config

F. Click the Apply button followed by the Sync button

for f0350-10ac(1.1) Version: 5.3.7

irtual Routers and Connections

RO(2)
rddvR0 rddvR1
——=n
rddvR2 rddwR3
—————a =
rddvR4 rddvRS
—  m
Mgt-eth0
|
ethl
B th2 RI)

[«]

[ Tv

[l Ry
[[] Shew Legend [¥] Fire [11Pvas Info Print Sync Apply Close
Cancel Apply

v] WanLinks
'anLink Names [¢] Port Names Fire Names  [] Zero-Pv4s apply Progress:

eer WanLinks Parents Col. Domains [] IPvBs
Netsmith Status:

anLink Config

A. NOTE: Modifications in Netsmith are only sent to the LANforge-Server after Applying them

B. Clicking Sync makes sure any changes are synchronized with the current database

For more information see LANforge-GUI User Guide: Virtual Interfaces

2. Setup the Ports.


http://www.candelatech.com/lfgui_ug.php#port_cr

A. Right-click the rdd ports and select Modify Port

i I:] ion for If0350-10ac(1.1) Version: 5.3.7 vAlx
irtual Routers and Connections [=]
o,
o,
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\
RO(2)
rddvR0 rddVR1
Display Wanlink & WanPaths
Connect
Modify =
Toggle WanLink
Modify WanLink
Mgt-etho Modify Port
L] CreatdPorts
Stht Sniff Port
.ech R1(1] Reset Port
Delete Port
Delete WanLink
Delete
]
wanLinks [ show Legend re [ 1Pvas Info Print Sync Apply
WanLink Names [] Port Names ire Names  [] Zero-Pvs apply Progress:
Peer WanLinks Parents ol. Domains [] IPvés
Netsmith Status:
[¥] wanLink Config

A. Assign each pair of rdd ports a unique subnet and IP address

B. Select the 'IPv4s' checkbox to view the IP addresses of the rdd ports

i ig ion for f0350-10ac(1.1) Version: 5.3.7 >) (2) (%
irtual Routers and Connections [=]
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rddvR4 rddvRs
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ethl
" otn2 RI(L)
u
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WanLinks [] show Legend re IPvds Info Print sync Apply Close
wanLink Names [v] Port Names ire Names [ Zero-IPvas apply Progress: Cancel Apply
Peer WanlLinks Parents Col. Domains []IPvBs
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C. Configure rddVR3 and rddVRS with a Gateway IP that corresponds to their peer rdd interface

rddVRO (ct521b-11b4) Configure Settings ) (») ()

Port StatusInformation

Current  LINK-UPTSG G50

i e e e

Port Configurables
Standard Configuration | Extended Config |

sEin General Interface Settings Lo

[ seemsc [oR [ eorto
[] Down [ Aux-Mgt DHCP Hostname: m: O

[ setmxqren O [ rooeso
mE [] DHCP-IPvE DHCP Release DHCP Vendor [D: 8 U [ 100bero
mE ] DHCP-IPvd Secondary-Ps | DHCP Client ID: 8 [ oowero
[] setrrom & - [] 1000,
[ setrenwre DNS Servers:  |BLANK Peer IP: NA 8 waFo CJ2scro
[lsetsriagemra IPAddress: 20202020 Global IPv6: [aUTO e Deer

1P Mask: 255 2552550 Link IPvé: AUt s resso

P Gateway IP: 120.20.20.1 IPve GW: [J20c-r0
e Alias: MTU: [ Fome-cantra
Oee MAC Addr: 5Se:67:8e:a8:ff:88 TXQLen Gifoad

TSO Enabled

5
[ raows
[ wsec-clent Rpt Timer: medium (8 s) WwFiBridge:

[psectpsream jpcec oy 1PSec Password: [ symassFaner-ocwn

[] uroEnabled

ur

[ troEnabied

[ sro enatled

IPSec Local ID.: IPSec Remote 0. [ eypass Disconnect

‘ FPrint H Display ‘ | Probe H Sync |

A. NOTE: In this example, rddVR3 has a Gateway IP of 20.20.20.1 and rddVR5 has a Gateway
IP of 30.30.30.1

For more information see LANforge-GUI User Guide: Ports (Interfaces)


http://www.candelatech.com/lfgui_ug.php#port

3. Move the Redirected Interfaces into their desired positions.

A. Drag rddVRO0 into Router RO(2) and rddVR1 into Router R1(1)

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7

Port Names

‘WanLink Names ire Names  [] Zero-IPvds Apply Progress; 100

Parents ol. Domains [] IPv6s

Peer WanLinks
[¥] WanLink Config

rtual Routers and Connectior [=]
u‘l\
.';\
N\
RO(2)
rddVR0
10.10.10.10/24 rddvR2 rddvR3
- 0,20.20.1/24 0.20.20.20/24
rddvR4 rddvRS
30.30.30.1/24 30.30.30.30/24
Mgtrethu
192.168.100.1086/24
ethl ddVR1
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eth2 RI(1) [
1
[} Il
[v] WanLinks [l Show Legend [¥] Fire [v] IPvas Info Print Sync Apply Close

Cancel Appl;

tetsmin stetus _

B. Drag rddVR2 into Router RO(2) and rddVR4 into Router R1(1)

g for

If0350-10ac(1.1) Version: 5.3.7

rtual Routers and Connectior
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rddvR3
20.20.20.20/24
a

rddVRO
1p.10.10.10/24
[ ]

Mgt-etho
192.168.100.106/24

Info Print Syne
1

[ ZeroPvas apply Progress:
Col. Domains []IPv6s

Port Names ire Names

Parents

WanLink Names

Peer WanLinks
[¥] wanLink Config

Netsmith Status:

athl ddVRL
u 0.10.10.11/24
sth2 RI(L)
u
rddvRS
30.30,30.30/24 Iy
I [ D] ]
wanLinks [] show Legend re IPvds lapply Close

Cancel Apply




C. Click Netsmith Apply to commit the changes

i ion for If0350-10ac(1.1) Version: 5.3.7 vAlx
irtual Routers and Connections [=]
L3
o
=
rddvR2 rddvR3
0.20.1/24 20.20.20.20/24
RO(2) L ™~

rddvRO
10.10.10.10/24
[

Mgtretho
192.168.100.106/24
|

ethl ddVR1
] 0.1010.11/24
eth2
u
rddvRS
30.30.30.30/24
I [ D] ]
wanLinks [ show Legend ire [¥] IPvas Info ‘ Print H Sync | ‘ Apply ‘ ‘ Close ‘
WanLink Names [¥] Port Names re Names [1] Zero4Pv4s apply Progress: | e | | cancel apply
Peer Wanlinks [¢] Parents [¥] Col. Domains []IPves

Netsmith Status:

[¥] wanLink Config

4. Create a TCP connection and sniff traffic without NAT.

A. Go to the Layer-3 tab and click Create

ey e - T e e ——

LANforge Manager Version(5.4.3) ) (a) (¢
Control Reporting Windows Info Tests
| Chamber View ‘ | Stop Al ‘ | Restart Manager | ‘ Refresh ‘ ‘ HELP
Status | Port Mgr | Layer-3 | L3 Endps | Layer 47 | Wanlinks | Resource Mgr | Alerts | Messages | Warnings | Wifi-Messages | + |

Test Manager‘aH ‘V‘ ‘ Select All H Start + H Stop - H Quiesce

WView ‘n -500 |v|Gn‘ ‘ Display | Cre ﬂ‘ Modify ‘ ‘ Delete |
ross Connects for Selected Test Manager
Name Type | State Pkt RxA | Pkt RxB Bps R A Bps Rx B ‘RxDrup%A‘RxDrup%B Drop Pkts A| Drop Pkts
4] Il Iy
Logged in to: localhost:4002 as: Admin 2 stations: 21 01 02

B. Create a Layer-3 TCP connection between endpoints rddVR3 and rddVR5 then clickOK

tcp-cx - Create/Modify Cross Connect 22 () X,
E‘ [ oisplay |[ syne |[ etcncreate |[ apoy | [ cancer |
Cress-Connect Cress-Connect
CXName: frep-ex Report Timer: ‘Fast ) |v”
CXType: [Lanforge rTCP [~]
EndpointA_(Client) Endpoint B (Server)
EndpointA_(Client) EndpeintB (Server) Pld Pattern increasing (0) ~ | [inereasing (0) -
Resource: 1 (ct521b-1154) w |1 [cts215-11b2) - MinTP Port To 1o -
Port: 14 (reicvRa) ~ | [16 (reavrs) - Moo B Pt o~ = | o -
Min Tx Rate: Jo1d Maden (9.5 Kbps) = | |o1d moden (9.6 Kbps) - Minbuatione  [Foseves | ——— -
Max Tx Rate: Same | [same A MaxDuration:  |Same - ||same -
MinPDUSize:  [small (300 B) ~|[sma11 (300 B) - Vi Becon LT = [ e -
MaxPDU Size:  [Same ~ | [same - P e = -
1R oot Fifort ) |wjfest Bffort O 17 | putsconn: Noznal (o) «][Nozmal (e >
BoGmE Infinite ¥ |[Infinite h uto-Helper Auto-Helper
| Seript Seript ‘
[ Thresholds Threshelds ]
Cress-Connect EndpointA_(Client) EndpointB_(Server)
Test Manager [oefault_um [+ ShdBuffSize: [0S Default +|los pefault -
Quigsce: ‘itisec] |v Rev Buff Size: 05 Default (|05 Default -
Endpoint A (Client) Endpoint B (Server) Serallin [FE
1P Addr: [auo [+]luro [+] [sremac
[] Replay File [] Replay File [ use-Proxy [ Use-Proxy
[ Loop [ Loop. Presy Addr
[] Dest Mac [] Dest Mac Prosy Port:
Filename: SocketPriority: |0 o |
| [l -] | Payioad I Peyioad \




C.

In Netsmith, right-click the TCP connection and click Start

I:] ion for If0350-10ac(1.1) Version: 5.3.7 vAlx
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D. Right-click port rddVR1 and click Sniff Port

for
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Delete Port

Delete WanLink
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Print Sync Apply

Close

Cancel Apply

Apply Progress:

Netsmith Status:

A. NOTE: You must have Wireshark properly installed as described here:Installing Wireshark



http://www.candelatech.com/lfserver_install.php#get_ready

E. After Wireshark begins, notice that the source and destination IP addresses are from 20.20.20.20
(rddVR3) and 30.30.30.30 (rddVR5) as expected without NAT enabled

Capturing from rddVR1 [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (on If0350- ~v  ~ x
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

cAENIBN X Q¢ 2o aBEBEBE o -~

Filter: [ - Expression... Clear Apply
No. Time Source Destination Protocol Length Info
TU UL UUUIONLILL OU. dUs Sveow cuievieviey Crmiurys Suu ooy, 1w
99 8.001000995 20.20.20.20 30.30.30.30 TCP 66 33005-3300 *
100 8.249724778 20.20.20.20 30.30.30.30 LAaNforge 366 Seq: 121
101 8.249845941 30.30.30.30 20.208.20.20 LANforge 366 Seq: 121
102 8.249902666 20.20.20.20 30.30.30.30 TCP 66 33005-3300
103 8.499655313 20.20.20.20 30.308.30.308 LANforge 366 Seq: 122 ¥
4 D »

» Frame 1: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface @

» Ethernet ITI, Src: 12:e2:26:fd:47:d7 (12:e2:26:fd:47:d7), Dst: da:bc:e5:ef:bd:e9 (da:bc:e5:e
» Internet Protocel Version 4, Src: 20.20.20.20, Dst: 30.30.30.30

» Transmission Control Protocol, Src Port: 33805, Dst Port: 33886, Seq: 1, Ack: 1, Len: 380

» LANforge Traffic Generator

g )]

-

0000 da bc e5 ef bd e9 12 e2 26 fd 47 d7 @8 00 45 00
0018 @1 68 bl 86 48 88 3f 86 25 2e 14 14 14 14 1le 1le
0020 le le 80 ed 80 ee c® bd a5 e9 92 46 1d 57 80 18
0030 00 79 65 b6 00 8@ 01 01 08 83 @a a9 e5 88 0a a?
0048 e4 Be B0 0O B8 0@ la 2b 3c 4d 0@ 25 B0 26 01 08
0050 00 00 60 00 00 58 59 9f 3e a@ le 83 18 af 00 01

O® rddvR1: <live capture in progre... Packets: 1104 - Displayed: 110... Profile: Default




5. Enable NAT and sniff traffic on the same port.

NOTE It is important that Endpoint-A of the connection is behind the NAT port because it is the side that

initiates the connection. Reversing the endpoint ports will cause the connection to fail.

A. Right-click on the TCP connection and select Stop

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7
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B. Right-click rddVRO and select Modify
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C. Select the 'NAT' checkbox and click OK, then click the Netsmith Apply button

for : f0350-10ac(1.1) Version: 5.3.7
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D. Right-click on the TCP connection and select Start

for

f0350-10ac(1.1) Version: 5.3.7

Ty Y

irtual Routers and Connections

WanLink Names
Peer WanlLinks

WanLink Config

Port Names
Parents

rddvR2 rddvR3
0.20.1/24 20.20.20.20/24
RO(Z) [ =
VR0 \
10.10.10.10/24 |
L] |
3 =
51
Mgtrelhﬂ
192.168.100.106/24 Display
. |
ethl ddvRL [LTosgle |
[ | 0.10.10.11/24 || Start h
eth2 [ st
[ | | op
| | Medify
| | Delete
rddVRS,
30.30.30.30/24
] [T ]
WanLinks [ show Legend re IPvds Close

Info. Print Sync Apply

ire Names
Col. Domains

[ Zero-Pvas apply Pragress:
[ pvss

Cancel Apply

Netsmith Status:




E. Right-click port rddVR1 and select Sniff Port

for If0350-10ac(1.1) Version: 5.3.7
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Netsmith Status: i

D
Close
Cancel Apply

F. After Wireshark begins, notice that any source or destination IP address from or o 20.20.20.20
(rddVR3) has been NAT'd to be 10.10.10.10 because rddVRO is now performing NAT on all outgoing

fraffic
Capturing from rddVR1 (as superuser) LRI RES
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
- = ) ) - ==
[ W XNE QenEF § =5 Q&
] |F«n|:-|'_w a display fil <Ctrl-/> = '] +
No. Time Source Destination Protocol Length Info =
310 24.752818828 10.16.10.10 30.30.30.30 LANTor.. 366 Seq: 163
311 24.753055084 30.30.30.30 10.16.198.18 LANfor.. 366 Seq: 163
312 24.753268635 10.10.10.10 30.30.30.30 TCP 66 33003 - 3!
313 25.082062756 10.10.10.10 30.30.30.30 LANToOr.. 366 Seq: 164
314 25.002337664 30.30.30.30 16.16.198.18 LANfor.. 366 Seq: 164
315 25.002481268 10.10.10.10 30.30.30.30 TCP 66 33003 - 3!

Internet Protocol Version 4, Src: 18.10.10.18, Dst: 38.38.30.38
Transmission Control Protocol, Src Port: 33083, Dst Port: 33884, Seq: 1, Ack:

Frame 1: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface rddy
Ethernet II, Src: be:88:7c:47:16:ee (be:88:7c:47:16:ee), Dst: T6:19:79:8a:39:8d (76:19:1

1, Len: 3(¢
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Packets: 315 - Displayed: 315 (100.0%)  Profile: Default

For more information see LANforge-GUI User Guide

Multiple Layer-2 Switches

Goal: Emulate the behavior of five Layer-2 Switches connected together for traffic fail-over

testing.

In this test scenario, the function of several layer-2 switches will be emulated using multiple LANforge Bridge
devices with Spanning Tree Protocol (STP) so that each bridge can be connected to at least two others and

fail-over tests can be demonstrated.

1. Setup seven Netsmith Connections.


http://www.candelatech.com/lfgui_ug.php

A. Right-click inside the Netsmith window and select New Connection
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B. Accept defaults Aufo Create everything then click OK.

C. Repeat and create a total of seven (7) connections

Cancel Apply
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D. Click the Apply button to commit the changes in Netsmith to the LANforge-Server
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A. NOTE: Modifications in Netsmith are only sent to the LANforge-Server after Applying them

For more information see LANforge-GUI User Guide: Virtual Interfaces
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2. Setup five Bridge devices.
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A. NOTE: The 5 bridges here are sw-0, sw-1, sw-2, sw-3, and sw-4

Netsmith, position the bridge devices into separate areas so they can be grouped with WanlLink
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For more information see LANforge-GUI User Guide: Ports (Interfaces)

3. Move the WanlLinks into their desired positions.
A. Position the WanlLink entry points in groups near the bridges as follows:
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A. 2 entry points near sw-0, sw-1, and sw-2 (one to sw-3 and one to sw-4)
B. 3 entry points near sw-3 and sw-4 (one to sw-0, sw-1, and sw-2)

C. Bridges sw-3 and sw-4 should also have a WanlLink between them

B. Click Netsmith Apply to commit the changes
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4. Modify each Bridge to enable Spanning Tree Protocol (STP) and add Bridge Members.
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A. Right-click bridge sw-0 and select Modify Port
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B. Select the ‘Set Bridge Info' and 'Spanning Tree' checkboxes, then add bridge members rddVR1 and

rddVR3
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A. NOTE: Selecting the 'Spanning Tree' checkbox enables Spanning Tree Protocol (STP) for that

port

B. Click the Apply or OK button to commit the changes in bridge configuration to the
LANforge-Server



C. Right-click bridge sw-1 and select Modify Port
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A. Enable STP and add members rddVR5 and rddVR7

D. Right-click bridge sw-2 and select Modify Port
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A. Enable STP and add members rddVR11 and rddVR13




E. Right-click bridge sw-3 and select Modify Port
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A. Enable STP and add members rddVRO, rddVR4, rddVR8 and rddVR10

F. Right-click bridge sw-4 and select Modify Port
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A. Enable STP and add members rddVR2, rddVRé, rddVR? and rddVR12




5. Create virtual interfaces for traffic generation and fail-over tests.

A. Right-click sw-0 and select Create Ports and choose Redirect
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A. Click the Apply or OK button to commit the changes in bridge configuration to the
LANforge-Server
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D. Repeat for bridge sw-1
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A. NOTE: The Netsmith display has been 'zoomed-out' by clicking the - magnifying glass icon
located at the top left of the Netsmith display

E. Repeat for bridge sw-2
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6. Create Layer-3 connections.

A. On the Layer-3 tab, create a Layer-3 UDP connection between
rddB#0 and rddD#0
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B. Create 4 more connections between the remaining rddB and rddD ports
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C. Create 5 connections between the rddD and rddF ports
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A. Repeat this step for the rddF and rddB ports for a total of 15 connections



7. Test Fail-Over condition.
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A. On the Layer-3 tab, select all 15 connections and click Start



8. In Netsmith, verify fraffic is flowing through sw-3 or sw-4 via 3 separate WanLinks
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A. Inthis case, VRWL1.1.001, VRWL-1.1.003 and VRWL-1.1.006 all show fraffic flowing

9. Right-click WanLink VRWL-1.1.001 and select Toggle Wanlink
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10. After approximately 1 minute, the fraffic will find an alternate path
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12. After approximately 1 minute, traffic resumes on its original path

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7

rtual Routers and Connection:

ool D JVRWL 11000 rddvRL
BTy v v yivio )
rddvRd = =

o VRWL-1.1006
0 us, 1.544 Mbps >

<TOus 1584 Mbps

rddF #0

]
Fire []IPvas Info. Print sync Apply

Wanlinks [] Show Legend

13. Traffic flow after simulating multiple path failures

Close

wWanlink Names [7] Port Names Fire Names (] ZeroPvds Apply Progress: \—_
2er WanLinks Parents Col. Domains [] IPv6s
Netsmith Status:
[w] wanLink Config

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7
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Wanlinks [J show Legend [¥] Fire [ 1Pvas Info Print sync| Apply

A. A sample LANforge HTML report of this fail-over test can be found here:

B. Fail-Over Test Sample HTML Report

wWanlink Names [7] Port Names Fire Names (] ZeroPvds Apply Progress: \—_
2er WanLinks Parents Col. Domains [] IPv6s
. ) Netsmith Status:
[¥] WanLink Config

Close

Emulating a Multiple Hop Network

Goal: Use virtual routers to emulate a multi-hop network.

In this example, LANforge is used to emulate a live routed network by using multiple virtual routers to form a
working multi-hop network. Each virtual router has its own routing table and can be configured to use one of
many different routing protocols. OSPF will be used in this example and fraceroute will be used to demonstrate

the traversal of each hop.

1. Use Netsmith to create five OSPF virtual routers.


http://www.candelatech.com/oss/fail-over-test/index.html

A. From the Status tab, select the Netsmith button.

LANforg ger Versi 3.7) ~ x
Control Reporting Tear-0ff Info Plugins
[ stopai | [ Restart Manager | [ mefresh | [ HEP |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | VAP Stations | Messages |
Status | layer3 | L3Endps | VolPIRTP | VolP/RTPEndps | Ar 1 |” Wanlinks |~ Aftenuators | Filel0 |
License Info Current Users Test Configuration Database
* Admin from:192.168.100.239 e |ELMK ‘v‘ | N ‘
Licenses expire in: 702 days. gnuserver from:127.0.0.1 '
Name: [ J[ peete |
Load Behavior: [overwrite [~ Save |
Suppert expires in: 702 days.
[ Download DB | [ show Progress |
[al i T
o« 1l D
Virtual Shelff 1
Resource 1
o [ nn (]
o [ w0
| N
" [
Logged in to: 192.168.100.103:4002 as: Admin
B. Right-click in the Netsmith window and select New Router.
i guration for jwz2(1.1) ion: 5.3.7 ~ x

rtual Routers and Connectior

New Router t
New Connection

WanLink Names [v] Port Names ire Names  [] Zero-IPv4s apply Progress:

ol. Domains [] IPves

Peer WanLinks
WanLink Config

Parents
Netsmith Status:

New Bridge

Mgt-etho
W Ethl

W eth?

m eth3
W ethd
W eths
i 1ol |

WanlLinks [] Show Legend ire [ IPvas Info Print Sync Apply

Cancel Apply

C. Select the Use OSPF checkbox.

for : jw2(1.1) ion: 5.3.7 O

rtual Routers and Connectior

2
Q
a

Create/Modify Virtual Router

Mame: |<Auto Create New Name> | width: [100 | Height: [100

Use 0SPF [ Multicast Routing [JUse 0LSR [JRIPv2 [JRIP Dflt Route []Xorp SHA []IPv6 Router []IPv6 RADV
[JUse Bxisting Cfg  []BGP Router []BGP 4B AS [ BGP Reflector []BGP Confederation []BGP Damping
Notes about this Virtual Router

BGP Configuration Information

Router ID Local AS Cluster ID
Confederation ID Damping Half Life Damping Max Suppress
Damping Reuse Damping Suppress
BGP Peer Flags Peer AS Peer ID Local lface  Nexthop Nexthop6  Hold Time  Delay Open

O Active [ client [Jconfed []Ucast
[ Active [ client [ confed
CActive [ client [ confed
O Active []client []confed
Oactive []client []confed
O Active [ client [Jconfed []Ucast
[ Active [CJclient []confed []Ucast
ClActive [Jclient []Confed []Ucast

Ucast

Ucast

Ucast

Ucast

@ Cancel

Metsmith Status
[¥] WanLink Config

WanLinks [] show Legend ire L] 1Pvas
WanLink Names [¥] Port Names ire Names [[] Zero-IPvas apply Progress: Cancel Apply
Peer Wanlinks Parents Col. Domains []IPv6s




D. Select OK, then create four more OSPF virtual routers.

for : jw2(1.1) : 5.3.7 ) (2) (X
irtual Routers and Connections [=]
)
.
o,
e, E\I(NA)
RO(NA) 2
Mgt-etho
W ethl
m e RATNA) RI(A]
m ethd
W eths
]

Fire I iPv4s Infa Print Sync Apply
Fire Names ] Zera4Pv4s Apply Frogress: 10 ompl
Col. Domains []IPvés
Netsmith Status:
WanLink Config
E. After creating five OSPF virtual routers, select Apply.
for : jw2(1.1) : 5.3.7 DIOIG
irtual Routers and Connections [
Q,
\
@,
= BI(NA)
\
ROMA) B2
Mgt-etho
W ethl
e RANA) R(MA)
W ethd [3
m eths
I i DN
WanLinks [ show Legend [¥] Fire [11Pvas | Info H Print | ‘ sync | ‘ lapply ‘ ‘ Close ‘
WanLink Names [¥] Port Names Fire Names  [] Zero4Pvas Apply Progress: | | | cancel apply

‘eer WanLinks
[v] WanLink Config

Parents

Col. Domains

[ iPves
Netsmith Status:

For more information see LANforge-GUI User Guide: Netsmith


http://www.candelatech.com/lfgui_ug.php#vr

2. Create four Netsmith connections to link all of the OSPF virtual routers.

A. Right-click in the Netsmith window and select New Connection.

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ~) (&) (x
rtual Routers and Connectior [~]
o
o
;}‘ E\I(NA)
ROWAT E2L)
New Router
New Connection
New Bridge
Mgt-etho
W ethl
..Et;‘tzm RATNAT ERD
W eth4
W eths
[l I I

[v] WanLinks [l Show Legend [¥] Fire [ 1Pvas Info Print Synec Apply Close

WanLink Names [v] Port Names ire Names  [] Zero-IPv4s Apply Progress: 100 Cancel Appl;
Peer WanlLinks Parents

ol. Domains [] IPvGs
Netsmith Status:
[¥] WanLink Config

B. Leave all the default settings and select OK.

guration for : jw2(1.1) ion: 5.3.7 00
rtual Routers and Connectior [«]
.')\
3‘ (ha)
- RI(NA
=
Create/Modify Connection X
Interface-Cost: 1
Port 1A <Auto Create New Port> - P
OSFF Area: 000.000.000.000
Port 16 [Jskip [<Auto Create NewPort=  [w| .o o
Wanlink []Skip  [<Auto Create New wanLink=| = | VARP ID:
Port 28 [Jskip [<Auto Create NewPort> | v e ‘”tr;
VRRP Interval:
Port 2. [Jskip |<Auto Create NewPort= || Next_Hop: T
DHCP Les e Subnets (a.b.c.dx):
DHCP DNS:
DHCP Range Min:
Mgt-eth0
m ethl Next-Hop-Pv6:
W cth2
W eth3 IPv6 Subnets (aaa:0h):
| =t
| |
[ |
DHCPd Config File:
[INAT  [JDHCP  [IDHCPv6 [ custom DHCP  [IVRRP [ Cand-RP
T [ |

WanLinks [] show Legend

WanLink Names

@

[ 1Pvas info Print Sync Apply Close
ire Names [ Zero-IPvds apply Progress: 1 Cancel Apply

Peer Wanlinks Parents Col. Domains []IPv6s
[¥] wanLink Config

Port Names

Netsmith Status:




C. Create three more Netsmith connections.

i ion for : jw2(1.1) ion: 5.3.7 ) (2) (X
irtual Routers and Connections [=]
o,
o,
e, BI(NA)
sﬂ(NA) E\E(NA)
rddvRoddVvRL rddvR4ddvR!
ExE=E [ L]
rddVR2ddvR3 rddVREddVRY
EsE=E
Mgt-etho
] ethlh
W cth2
gl RANA) R3(NA)
m ethd
W eths
I [3

wanLinks [ show Legend re [ 1Pvas Info Print Sync Apply

WanLink Names [] Port Names ire Names  [] Zero-Pvs apply Progress:

Peer WanLinks Parents ol. Domains [] IPvés

Netsmith Status:

[¥] wanLink Config

D. After creating four Netsmith connections, select Apply.

Peer WanlLinks
WanLink Config

Parents

Col. Domains []IPvs
Netsmith Status:

i ion for : jw2(1.1) ion: 5.3.7 V) () (x
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WanLinks [ show Legend re [11Pvas Info ‘ Print | ‘ sync | ‘ lapply ‘ Close ‘
WanLink Names [¢] Port Names ire Names  [] Zero-IPv4s apply Progress: [ 1% Complete ‘ Cancel Apply




3. Assign IP addresses o either end of each of the four Netsmith connections.

A. Right-click on rddVRO and select Modify Port.

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7

rtual Routers and Connectior
O,
&,
=1 RL(NA]
RO(NA)
A
o
rd &
Display WanlLink & WanPaths
Connect
Modify v
Toggle Wanlink 4 Mbps W s, 1 543343 rddvR7
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Modfy Port Ty o
N RN
Mgt-etho Create Ports S4g o
i, Sniff Port TN rddvR3
.I eth3 BMNA) Reset Port 3(NA)
e Delete Port
Delete WanLink
Delete
[l I I

Close

[v] WanLinks [[] Show Legend Fire []1Pvds Info. Print Sync Apply

WanLink Names [v] Port Names

Peer WanLinks Parents

ire Names  [] Zero-IPvds Apply Progress: 100" Cancel Appl

ol. Domains [] IPvGs
Netsmith Status:
[¥] WanLink Config

B. SetrddVRO fo 10.0.0.1/30 and select OK.

rddVRO (jw2) Configure Settings >,

Port Status Information
Current:  LINK-UP PROBE-ERROR TS0 UFO GSO GRO [N
Driver Info: Port Type: Redirect-Device Peer: rddVROb

Port Configurables

Enable General Interface Settings
[]Set IF Down
[ set MaC [ oown [] Aux-Mgt
[Clset TXQ Len

[] DHCP-PvE DHCP Release DHCP Vendor ID:
[]5et MTU

L] Set offload [] DHCP-Pv4 SecondaryPs DHCP Client ID:
DNS Servers: |BLANK Peer IP. NA

['set PR

[ set RxalyFcs 1P Address:  [10.0.0.1/30 Global IPve: [auTO

[ Set Bridge Info P Mask: 0.0.0.0 Link IP6: lauTo
GatewayP:  [0.0.0.0 1PV GW: [auTo
Alias: MTU: 1500

— Services—

Orre A 9e:ad:dg:40:15:d2 | T Q 1000

[ RADIUS RptTimer  [nediun (8s) || wiFi Bridge: MoNE [~]

—Advert Rates—

‘ Print H View Details ‘ ‘ Probe H sync | | Apply cancel ‘
C. Right-click on rddVR1 and select Modify Port.
Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ~) (&) (O
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WanlLinks [] Show Legend re IPvds Info Print Sync Apply Close
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Netsmith Status:

[¥] WanlLink Config




D. SetrddVR1 to 10.0.0.2/30 and select OK.

rddvR1 (jw2) Configure Settings v A (%

Port Status Information
Current: LINK-UP PROBE-ERROR TSO UFO GSO GRO
Driver Info: Port Type: Redirect-Device Peer: rddVR1b

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates—
[ Set IF Down []10bt-HD
[ set mac [JDown [] Aux-Mgt 01
[Iset TxQLen 01

5

o

5 CIDHCP-PV6 [ZDHCP Release  DHCPVendoriD: fone ||

Set MTU

] set offload [1DHCP4Pv4 | Secondary-Ps | DHCP Client iD:
NA

01

[l set PRe DNS Servers: [BLANK Peer IP:
[Jset pealyecs 1P Address:  [10.0.0.2/30) Global IPve: [auTO
[ Set Bridge Info P Mask: 0.0.0.0 Link IPv6: [AUTO
Gateway P:  [0.0.0.0 1PV GW: [auTO
Alias: MTL 1500
— Services—
AC Addr: 72:84:2b:07:25:32 | TX Q Len 1000

CIHTTe o
L] RADIUS RptTimer  [nediun (8 s) || wiFi Bridge: MONE [~

‘ Print H View Details ‘

E. Repeat the steps above to complete the following:
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Netsmith Status:
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A. rddVR2is 11.0.0.1/30 and rddVR3 is 11.0.0.2/30
B. rddVR4is 12.0.0.1/30 and rddVR5 is 12.0.0.2/30
C. rddVRéis 13.0.0.1/30 and rddVR7 is 13.0.0.2/30




4. Drag each end of a Netsmith connection into a virtual router to setup the network.

A. A:Setup the following by dragging the interfaces into the specified virtual routers:

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ~) (&) (x
rtual Routers and Connectior [~]
= rdvRL
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Netsmith Status:

A. rddVRO in RO and rddVR1 in R1
B. rddVR2in R1 and rddVR3 in R2
C. rddVR4 in R2 and rddVRS5 in R3
D. rddVRéin R3 and rddVR7 in R4

B. B: Right-click on each Wanlink (red bar) and select Toggle Wanlink (change to green bar).
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rtual Routers and Connectior [~]
= rdvRL
&, 10.0.0.2/30

2
11.0/0.1/30

o UL’&‘.!\
Display WanLink & WanPaths
3 Connect

rdd ."‘&} Modify 2 0
oAV 7130 Toggle Wanlink N Sqg
Modify WanLink /-
Modify Port
Create Ports
Sniff Port
Reset Port
Delete Port
Delete WanLink
Delete

rddvR7
13.0.0.2/30 g VRWL-1.1,003
—f s 1,544 Mbps B 0 us, 1,544 Mbps =

[ Dl
anLinks [l Show Legend [¥] Fire IPvds Info Print Synec Apply Close
anLink Names Port Names Fire Names [] ZerodPvds Apply Progress:
eer WanlLinks Parents col. Domains [] IPves
[¥] WanLink Config

Netsmith Status:

A. Note: If you wanted to emulate an /impaired/ multi-hop network, you could modify each
Wanlink to have any LANforge impairment such as latency, jitter, dropped packets, etfc...




C. After allinterfaces are moved and Wanlinks started, select Apply in the Netsmith window.
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5. Assign IP addresses and Default Gateways to each of four physical interfaces.

A. Right-click on each interface and select Modify Port.

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7
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. Setup the following IP addresses and Default Gateways:

for : jw2(1.1) : 5.3.7

rtual Routers and Connectior
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Close
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. eth1 IP address is 172.16.0.101/24 and Default GW is 172.16.0.1

. eth2IP address is 172.16.0.1/24 and Default GW is 172.16.0.1

. eth3 IP address is 192.168.0.1/24 and Default GW is 192.168.0.1

. eth4 IP address is 192.168.0.104/24 and Default GW is 192.168.0.1

g 0 = »




: 5.3.7

C. Drag eth2into RO and eth3 into R4, then Apply changes.

: jw2(1.1)
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A. Note: In this example, four physical interfaces are used. eth1 and eth2 are physically
connected with a cable, as are eth3 and eth4. This allows us to use eth1 and eth4 to
generate traffic to each other through the network interfaced by eth2 and eth3.



6. Apply all changes in Netsmith, allow OSPF time to converge, and observe routing tables.

A. After applying all Netsmith changes, right-click on a virtual router and select Show Routing Table.
(Before OSPF converges, only the directly connected networks are shown.)

LANforge Dialog ) (~) (%

08/13 14:08:41.470

Routing table for Virtual Router: Router-8 (5)

unreachable default proto xorp scope link metric 1 notify
10.0.0.0/30 dev rddVR2 scope link
172.16.0.0/24 dev eth2 scope link

D

B. After OSPF converges, each virtual router has a complete routing table for the entire network.

LANforge Dialog v Al (X

09/13 14:09:29.286
Routing table for Virtual Router: Router-0 (S)

unreachable default proto xorp scope link metric 1 notify

10.0.0.0/30 dev rddVR® scope link

11.0.0.0/30 via 10.0.8.2 dev rddVR® proto xorp metric 2 notify
@ 172.16.0.0/24 dev eth2 scope link

[« Il I

A. Note: If you select Netsmith Apply again, this will restart all virtual routers and OSPF will need
time to converge again.



7. Alternative method to observe routing tables of each virtual router.

A. With OSPF virtual routers, you can right-click on a virtual router and select Virtual Router Console to
bring up the underlying xorp shell for the virtual router.

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ¥) () (x
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= rddvR1
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[¥] wanLinks [ show Legend [¥] Fire IPvds Info Print Sync Apply Close

Wanlink Names [¥] Port Names ire Names  [] Zero-IPvds apply Progress: 10 *
eer WanLinks Parents ol. Domains [] IPvés
[¥] WanLink Config

Netsmith Status:

B. Once at the xorp shell prompt, type the following to display the routing table information:

xorpsh for VR: 5 (on fwa710-blue)

elcame to HORP on fuaflO-blus
ootBfwarli-blue> show route table ipud unicast final
L0,0,040 [static(220)/1]

> to 0,0,0,0 via my_discard/my_dizcard
72,16,0,0/24  [connected(0)/0]

> wia eth2/ethl
92,168,0,0/24  [ospf(110)/5]
> to 10,0,0,2 via rddvRi/rddVRO
[connected(0)/0]
> via rddVROAddYRO
[ospf(1103/2]
> to 10,0,0,2 via rddvRi/rddVRO
[ospf(110)/2]
> to 10,0,0,2 via rddvRi/rddVRO
3,0,0,0/30 [ospf(110]/4]
to 10,0,0,2 via rddvRi/rddvRO

b
oot@fuarl0-blue:

A. show route table ipv4 unicast final

8. Use traceroute to traverse all five hops.

A. Open a terminal window in the LANforge system.

root@fwa710-b

File Edit View Terminal Help
[root@fwa710-blue ~]# || A




B. Type the following command at the prompt:
root@fwa710-blue: ~

File Edit View Terminal Help
[root@fwa710-blue ~]# traceroute -i ethl 13.0.0.2J

5]

A. traceroute -i ethl 13.0.0.2

B. Note: -i ethl forces the fraceroute program to use eth1 as its outgoing interface.

C. Observe the results of each hop in the network.

E root@fwa710-blue: ~
File Edit View Terminal Help
[root@fwa710-blue ~]# traceroute -i ethl 13.0.0.2

traceroute to 13.0.0.2 (13.0.0.2), 30 hops max, 60 byte packets
1 172.16.0.1 (172.16.0.1) ©0.129 ms ©.098 ms 0.081 ms

2 10.0.0.2 (10.0.8.2) 0.332ms 0.299 ms 0.243 ms

3 11.0.0.2 (11.0.0.2) 0.572 ms 0.549 ms 0.449 ms

4 12.0.0.2 (12.0.8.2) 2.917 ms 2.902 ms 2.813 ms

5 13.0.0.2 (13.0.0.2) 4.808 ms 4.712 ms 4.695 ms
[root@fwa710-blue ~]# |j

5]

D. Traceroute from eth4.
[ root@fwa710-blue: ~
File Edit View Terminal Help

[root@fwa710-blue ~]# traceroute -i ethl 13.0.0.2
traceroute to 13.0.0.2 (13.0.0.2), 30 hops max, 60 byte packets
1 172.16.0.1 (172.16.0.1) ©0.111 ms ©.081 ms 0.105 ms

2 10.0.0.2 (10.0.0.2) 0.226 ms 0.338 ms 0.321 ms

3 11.0.0.2 (11.0.0.2) 0.640 ms 0.559 ms 0.539 ms

4 12.0.0.2 (12.0.0.2) 2.937 ms 2.924 ms 3.551 ms

5 13.0.0.2 (13.0.0.2) 4.778 ms 4.687 ms 6.603 ms
[root@fwa710-blue ~]#

[root@fwa7l0-blue -]#

[root@fwa710-blue ~]# traceroute -i ethd 10.0.0.1

traceroute to 10.0.0.1 (10.0.0.1), 30 hops max, 60 byte packets
1 192.168.0.1 (192.168.0.1) 0.109 ms 0.081 ms 0.100 ms

2 13.0.0.1 (13.0.8.1) 0.243 ms 0.159 ms ©.489 ms

3 12.0.0.1 (12.0.0.1) 2.210 ms 2.177 ms 2.142 ms

4 11.0.0.1 (11.0.0.1) 3.166 ms 3.148 ms 3.177 ms

5 10.0.0.1 (10.0.8.1) 6.731 ms 6.719 ms 6.699 ms
[root@fwa710-blue ~]# |

5]

A. traceroute -i eth4 10.0.0.1

E. Generate LANforge fraffic through the multi-hop network.



A. Go to the Layer-3 tab and select Create.

LANforge Manager Version(5.3.7)
Control Reporting Tear-Off Info Plugins

‘ stop Al ‘ ‘ Restart Manager ‘ ‘ Refresh ‘ | HELP |

Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |

[ Display | Crgalf [ Mogity | [ Delete |

Status [ Layer3 | L3Endps | VolP/RTP | VoIP/RTP Endps | Ar 1 | Wanlinks | Attenuaters | Filel0 | Layer-4 |
RptTimer: [fast  (1s) |~ |Go| Test Manager [al ] [ select all | [ quiesce |
view  [o-500 [+]go]

ross Connects for Selected Test Manager

Name Type | State ‘ Pkt RxA | Pkt RxB Bps Rx A ‘ Bps Rx B ‘RxDmp%A‘RxDmp%E Drop Pkts Al
[« Ii Iv]
Logged into: 192,168.100.103:4002 as: Admin
B. Set Endpoint-A to use eth1 and Endpoint-B to use eth4.
test-1 - Create/Modify Cross Connect ) () (x
|:| | All | ‘ Display | | Sync ‘ ‘ Batch-Create | | Apply ‘ ‘ 0K | | Cancel
CeName:  fesd ke
CX Type: [Lanrorge 7 UDP
Endpoint A Endpoint B
Resource: ‘1 (fw2) |V||l (jw2) ‘v‘
Port: [t tethn) [ || cetha v
Min Tx Rate: ‘Hid DSL (768 Kbps) |v||Hid DSL (768 Kbps) ‘v‘
Max Tx Rate: Same |v| Same ‘-‘
Min PDU Size: |1k .624 B)  [w|[ik 1.o48) |+
Max PDU Size:  [Sane [ +][same [~
IP Tos: [pest Effort (@ [+|[gest effort @ |+

Pkts To Send: ‘Iﬂflﬂlte |v | |Inf1ﬂ1te ‘v‘




C. Start the Layer-3 connection.

ANforge Manager Ver

Control Reporting Tear-Off Help

‘ Stop All | ‘ Restart Manager ‘ | Refresh ‘ ‘ HELP.

File-10 | Layer-4 [ Generic | Test Mor | Resource Mgr | Serial Spans |  PPP-Links | Port Mgr | Messages |
Status | Layer-3 | L3 Endps | VoIP/RTP | VoIP/RTPEndps | [ wanLinks |~ Collision-Domains

IlplTimu(ms):Tes(Managu‘all [+] [ sereaan || stat |[ swop |[ quiesce |[ crear |
View b-200  [+[ad | oispray || create |[ moairy | [ Detete |

ross Connects for Selected Test g
Narne Type | State |PktTx A-»B|Pkt Tx A<-B| Rate A->B | Rate A<-B | Rx Drop A| Rx Drop B| Rpt Timer | EID | Endpoints (A <-> B) |
test LF/UDP_ |Run | 1,554 1573 767583 767,710| o o 1000/1.6 [test-1-A <=> test-1-B |

Logged in to: 192.168.100.226:4002 as: Admin




D. Traffic flowing through the multi-hop network.

Netsmith configuration for Resource: fwa710-blue Version(5.1.2)

Routers and Conneact
L+ ]
" |Right-ciici/ double- click/drag supported. |
o —eth0
| ™ Router Port 1;2 168.100.226/24
& |® BPorts L] RI#)
* |= Router uses OSPF T
" Stopped FIRE CX o
= Running FIRE CX b ;"153’321 -
® Serves DHCP to incoming requests. )
= Applies NAT to outgoing packets.
= Peer ICE CX
M Edge Pon RO e -
Collision Domain ° rddy) g I
= Stopped WanLink }9'”’%01.3” ~GopL002/30
=== Running WanLink S5554ho
eth2 -
B Phantom /Unknown GO malen
% TX over last 3s n Y
=% Drop over last 60s
ethl eth4
LG YEO (CELEEEn 172160.101/24 192.168.0.104/24
—— Stopped FIRE
—Running FIRE =X
- E
GarrldE 193.168.0.1/24
— Bridge Active wm N [
~ Bridge Configured 0.0.2¢30
— Parent/Child rddvRT TddVRE
13.0.02430 R 11“u£3ﬂﬂ1,3“
T
< I [T»
Show Legend  []Zero-IPvds IPvds [11Pvés Help Print sync
Port Names WanLinks Peer WanLinks WanLink Names netsmith Apply Progress: [ EASI00 Cancel Apply
Col. Domains Parents Fire Fire Names Netsmith Status:

Multiple Physical Port Testing - CT1970-48
Example

Goal: Use LANforge and a managed ethernet switch to create 48 unique WAN emulations.

In this example, LANforge is paired with a managed ethernet switch to create 48 unique WAN emulations. Each
of the 48 ports on the ethernet switch can be connected to an end-user device such as a PC or networked
gaming console to provide 48 independent emulated links each with their own set of network impairments.
Please see the CT970-48 product description for more details.

NOTE: If you are attempting fo run this test scenario, you will need a LANforge license key that
enables the correct number of Wanlinks. Please contact us at support@candelatech.com for
assistance.

1. Download the CT970-48 configuration to your LANforge system. We have provided the LANforge database
and managed switch configuration for this example to simplify the setup. You can download all of the
CT970-48 configuration files to your /home/lanforge/DB/CT970-48 directory.

A. NOTE: This LANforge database uses ethO as the Management port and eth2 as the VLAN trunk port. If
you need to modify these, please contact us at support@candelatech.com for assistance.

B. NOTE: The managed switch referenced in this example is a Netgear FSM7352SNA ProSafe 48-port
10/100 L3 Managed Switch.

2. Save your existing database, then load the new database into your LANforge system.


http://www.candelatech.com/lanforge_v3/ct970-48_product.php
mailto:support@candelatech.com
http://www.candelatech.com/oss/lanforge_configs/CT970-48/
mailto:support@candelatech.com
http://www.netgear.com/Products/Switches/FullyManaged10_100Switches/FSM7352S.aspx

A. On the Status tab, under the Test Configuration Database Name field, type in a name for your

existing configuration, then select the Save button.

ANforge Manager Version(5.1.4)

Control Reporting Tear-Off Help
‘ stop All | ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP

File-10 | Layer-4 | Generic | Test Mgr | Resource Mgr | Serial Spans | PPP-Links | Port Mgr | Messages |
Status | Layer-3 | L3Endps | VOIP/RTP | VoIP/RTPEndps | Armageddon | WanLinks |  Collision-Domains
License Info Test Configuration Database

Current Users

* Admin from:192.168.100.16
gnuserver from:127.0.0.1 List |DFLT

Licenses expire in: 190 days.

Save| |

Name; |existingDB

‘ Load | ‘ Delete ‘

Support expires in: 190 days.
D]

Virtual Shelf 1

Resource 1

o (] o ] ] ] O] [
n (B wm () (D] ()
» [ (]

Logged into: 192.168.100.213:4002 as: Admin

Select CT970-48 from the Test Configuration Database List box.

B.
LANforge Manager Version(5.1.4)
Control Reporting Tear-Off Help
‘ Stop All | ‘ Restart Manager ‘ ‘ Refresh ‘ HELP
File-10 | Layer-4 | Generic | TestMgr | Resource Mgr | Serial Spans | PPP-Links | Port Mar | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP |  VoIP/RTPEndps | Armageddon | WanLinks |  Collision-Domains
License Info Current Users Test Configuration Database
* Admin from:192.168.100.16:
Licenses expire in: 190 days. gnuserver from:127.0.0.1 List: [cT970-48 |+ | Name: [sxisingoe |
Lowaseveior [chooseome |+,
Support expires in: 190 days. ‘ Load | ‘ Delete ‘ Save |
« Il D]
Virtual Shelf 1
Resource 1
o [ (] (O] (] (B (B
o (] (] (O [
o [ ]
Logged in to: 192.168.100.213:4002 as: Admin
C. Select Load Behavior Overwrite.

ANforge Manager Version(5.1.4)

| Remesn | | wep

Control Reporting Tear-Off Help
[ stpan | | Restat Manager |

File-10 [ Layer-4 | Generic | Test Mgr | Resource Mgr | Serial Spans | PPP-Links | Port Mgr | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP |  VoIP/RTPEndps | Armageddon | Wanlinks |  Collision-Domains
License Info Test Configuration Database

Current Users
* Admin from:192.168.100.16";
gnuserver from:127.0.0.1

Licenses expire in: 190 days.

[ioad | [psme] [sae]

List |CT97I]—4B ‘v‘ Name: |existingDB |

Support expires in: 190 days.

4 1! [ »]

Virtual Shelf 1

Resource 1
o (] o () ] ] ] B
n [ nm () (] ()
1 [ (]
[esmin |

Logged in to: 192.168.100.213:4002 as: Admin



D. Select the Load button and acknowledge the confirmation pop-up message.

Load Database (and over-write the current settings): CT970-48

Load & Overwrite Database

Cancel

3. After LANforge is finished loading the new database, open Netsmith to view the 48 WanLinks and modify if

necessary.
A. Onthe

Status tab, under Resource 1, select the Netsmith button.

Control

Version(5.1.4)

ANforge Manager

Reporting  Tear-Off Help

‘ Stop All |

T

‘ Refresh ‘ ‘ HELP

File-10 | Layer-4 | Generic | Test Mgr | Resource Mgr | Serial Spans | PPP-Links | Port Mgr | Messages |

Status | Layer-3 | L3Endps | VoIP/RTP |  VoIP/RTPEndps | Armageddon

[ wanLinks

Collision-Domains

f

License Info

Current Users

Test Configuration Database

* Admin from:192.168.100.16
gnuserver from:127.0.0.1

List: [cT970-48 Name: |existingDB

‘ Delete ‘

Licenses expire in: 190 days.

Support expires in: 190 days.

‘ Load | ‘ Save |

[]

Virtual Shelf 1

Resource 1

o (] ] (O] O] ] (B
n (B nm (D) (D] ()
n [ (]
| e |

Logged in to: 192.168.100.213:4002 as: Admin

B. If any changes are made to Netsmith, then select the Apply button to commit the changes to the
LANforge server.

Routers and C

double- dlick/drag supported.

yg-amo
155168, 100.213/24 [ Router Port
L

Y

a7 M e ane [+ Stopped FIRE X

meg == = Running FIRE OX

LI cns | s [+ Serves DHCP to incoming requests.
einll L] |* Applies NAT to outgoing packets.
] | Router supports 0P

Router supports Multicast

Fids 148

Bridge Configured
hild

107 130
713

ot /|
rira |

— parent/

JVRNL-L10

ow Legend [ Zero-IPvds




4. When the 48port-sw-config.ixt is loaded into the Netgear FSM7352SNA switch, port 52 on the switch is
configured as the VLAN trunk which will connect to LANforge port eth2. Each switch port and VLAN
correspond to a WanlLink in LANforge. Here, incoming traffic on switch port 1 is tagged for VLAN 101 and
sent out switch port 52 fo LANforge eth2 then on to WanlLink VRWL-1.1.0 via endpoints eth2.101 and
rdd1.101.

A. Connect LANforge port eth2 to the FSM7352SNA switch, port 52 which is trunking vians 101 - 148 to
the LANforge system.

Netsmith configurati mech2 Version(5.1.4)

Wa-etno
155 158, 100.212/24

[ Router Port

LR

E ey

th7 g

m i e
s
.

o e

Applies NAT 10 outgoing packets.
Router supports OSPF-
Router supports Multicast

* Router supports BGP
Router supports IPVG

Peer ICE Cx

[n Serves DHCP to incoming requests.

e Configured
|~ pareny Chita

145
ing 147
n2.148

\e connects to switch port 52

T e e - T P
Pl e antiks € wantink Kames (B Co et Apy e

IPortNames ] Parents wFire ] Fire Names
¥ Col. Domains

Netsmith Status:

B. Here, each Wanlink can be modified to have its own unique impairment profile so that each end-
device has a different upstream connection.

Netsmith configuration for Resource: simech2 Version(5.1.4)
Routers and C

[Right_click/ double-dick/drag supported.

=~ yg-amo
e 155168, 100.212/24 [ Router Port
= B ponts
«Q ey e ans [+ Stopped FIRE €x
wens /= Running FIRE X
5 cns et [* Serves DHCP to Incoming requests.
o= [* Apblies NAT 0 outgoing packets.

Router supports OSPF-

\ . Router supports Multicast
L |* Router supports BGP
N8
\ Sl Router supports VG
& Y
2
)

&

VRWL-L1.0

woas s Gines Lo J o] [ome ] [aiose |

er Wantinks ] WanLink Names [ WanLink Confia xetsmith Apply Progress: Cancel Apply

3 Fire Names.
Netsmith Status:

[Ishow Legend

Oz




C. If any changes are made to Netsmith, then select the Apply button to commit the changes to the
LANforge server.

] Netsmith configuration for Resource: simech2 Version(5.1.4)
Routers and C

=2 gt-etho [Right_clk double-dick/ drag supported.
o 155385 100213724 o /9 Rout
= L] = 8 Ports
Q S ans = Stopmed FIRE cX

L) = Running FIRE X

ans st

.

‘Applies NAT to outgoing packets.

pVRNL-110

owLegend [ Zero-IPvds

4s Clives e || et | [ sync Close

antink Names [ WanLink Config Netsmith Apply Progress: 275 Complete Cancel Apply

. Fire Names.

Netsmith Status:

D. Alternatively, a group of WanlLinks can be modified together using the Batch Modify on the
Wanlinks tab in the main LANforge GUI. Highlight the group of WanLinks that you want to modify,
then select Batch Modify to modify the highlighted set of WanLinks.

LANforge Manager Version(5.1.4)

Control Reporting Tear-Off Help

| swpan | | Restan Manager | | Remesn | | wep

FFiIE-IO [ Layer-4 | Generic | Test Mgr | Resource Mgr | Serial Spans | PPP-Links | Port Mar | Messages |

Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon | Wanlinks |  Collision-Domains
Select All Start Switch Stop Clear
S —— S— | L san | swnm ]| siop ]| cew |

‘ Display || Create || Modify H Batch Modify| | ‘ Delete ‘
inks for Selected Test g
Name EID [K- state Endpoints (A <-> B)| Pkt Tx A->B PKL Tx A<-B Rate A->B Rate A<-B Rpt Time
VRWL-1.1.11 66 | [4] VRWL-1.1.11-A <. 1 0 2,000,000 2,000,000 5,0=|
VRWL-1.1.12 9| [¢] [Run VRWL-1.1.12-A < 2,000, 2,000, X
VRWL-1.1.13 2| |v| [Run VRWL-1.1.13-A < 2,000, 2,000, X
VRWL-1.1.14 7| lw| [Run VRWL-1.1.14-A < 2,000, 2,000, h
VRWL-1.1.15 & [¢] [Run VRWL-1.1.15-A < 2,000, 2,000, X
VRWL-1.1.16  |6.15 | [v] [Run VRWL-1.1.16-A <.. 0 0 2,000,000 2,000,000 5,0
VRWL-1.1.17  [5.14 | [v] [Run VRWL-1.1.17-A <. 1 0 2,000,000 2,000,000 5,0
VRWL-1.1.18 [6.29 | [#] [Run VRWL-1.1.18-A < 1 0 2,000,000 2,000,000 5.0
|VR|WL—1 119 s vl |Run VEWL-1.1 19 fl 0 000,000 000.000) ol
4 »

WanLink

Name ED | Run| Script Tx Rate TxPkis | RxPkts | TXBytes | RXBytes | Dropped | Tx-Failed | Failed-Late| D

VRWL-1.1.10-A [1.1.43_ | [¢] |None 2,000,000 0 1 [ 90 0 0 o [~

VRWL-1.1.10-B [1.1.12._ | [#] |None 2,000,000 1 0! 30 5 5 0 0

VRWL-1.1.11-A [1.1.44..| ¥ None 2,000,000 0 1 0 a0 0 0 o~

VRWL-1.1.11-B  |1.1.12... | [v] |None 2,000,000 1 0 20 0 0 0 0

VRWL-1.1.12-A |1.1.61...| [¥] |None 2,000,000 0 1 0 20 0 0 0

VRWL-1.1.12-B 2. | ¥l |None 2,000, El

VRWL-L.1.13-A 2....| ¥] [None 2,000, 9

VRWL-1.1.13-B 3. | ¥l [None 2,000, El

VRWL-1.1.14-A 3. ¥l |None 2,000, E

VRWL-1.1.14-B |1.1.13... | [v] |None 2,000,000 1 0 a0 0 0 0 o |-
Tiae 11ea o I o

I Logged in to: 192.168.100.213:4002 as: Admin

E. The Batch Modifier will apply changes to the group of highlighted WanLinks.

Transfer Rate: |T1 (1.544 Mbps) |v| Delay: |h'igh (100 ns) ‘v|
Jitter—Fre: [na |+ Jitter: [ne [~]
Drop-Freg: 1% (1%) |v| Reorder-Freq: |NA ‘v|
Dup-Freq: [na |=| Backiog Burrer: [ [~]
Max Allowed Lateness: [liA [~

[ Apoy | [ ok | | cancer |




5.

In this example, any end-devices connected to switch ports 1 - 48 can communicate with each other. Here,
an end-device such as PC1 connected to switch port 1 can communicate to PC2 connected to switch port
2 through the network path:

PC1 - switch port 1 - vian 101 - switch port 52 - LANforge port eth2 - WanLink VRWL-1.1.0 - Virtual
Router RO - vian 102 - WanlLink VRWL-1.1.1 - LANforge port eth2 - switch port 52 - switch port 2 -

PC2.

The end-devices used here are LANforge-FIRE interfaces on a separate system. Each interface has its own
MAC and IP address and will generate tfraffic to and receive traffic from the switch port it is connected to.

A. On the Port Mgr tab, assign an IP address on the 10.1.1.0/24 network and a default gateway 10.1.1.1
eth2) (Configure

Current:
Supported:
Partner:

Advertising: 10bt-HD 10bt-FD 100bt-HD 100bt-FD 1000bt-FD Flow- Control

Port Status Information

LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow- Control PROMISC TSO GSO
10b1-HD 10bt-FD 100bt-HD 100bt-FD 1000bt-FD AUTO-NEGOTIATE SEND-TO-SELF

NONE-SET

Driver Info:  Port Type: Ethernet Driver ¢1000&(1.0.2-k2) Bus: 0000:08:00.0
Port Configurables
[¥]Set IP Info General Interface Settings Port
© 10bt-HD 1 10bt

[¥]Set IPG Info S [ 10bt-HD
[]Set Alias ) 100b1-HD [ 10bt-FD

[l DHCP-1Pv4 © 100bt-FD
[]set MAC ) 1000-FD 100bt-HD

IP Address: 10.1.1.12 Global IPvé: [AUTO & 10G-FD
[]SetTX Q Len ® . 100bt-FD

IP Mask: 255.255.255.0 Link IPv6:  [AUTO Autonegotiate
[]Set MTU [¥11000-FD

Gateway I [10.1.1.1 IPV6 GW:  [AUTO
[]set Offload [JRenegotiate [110G-FD
lset Rate tnt Alias: MTU: 1500 DlRestart x

et Rate Info estart Xovr -

MAC Addr: 0015 17 90 56 60 | TX @ Len  |1000 1 Flow- Control
[]Set PROMISC [l PROMISC
[]Set RX-All (L ey I:D HISHIE I:D CIRX-ALL [ TS0 Enabled
[Iset Bypass Rpt Timer. 1000 Watchdog: I:D [IBypass Now! [TuFo Enabled
[VISet Rpt Timer  Cpi pashe I:D [1Bypass Power-UP GSO Enabled
[]Set Bridge Info [1Bypass Power-DOWN []LRO Enabled
[]Set CPU Mask [IBypass Disconnect ]GRO Enabled

View Details | Probe | [ Sync I Apply I ok I Cancel |

B.

Shelf: 1 Resource: 1 Port: 3 (ice
Port Status Information

LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow- Control PROMISC TSO GSO

10bt-HD 10bt-FD 100bt-HD 100bt-FD 1000bt-FD AUTO-NEGOTIATE SEND-TO-SELF

Current:
Supported:
Partner:

Advertising: 10bt-HD 10bt-FD 100bt-HD 100bt-FD 1000bt-FD Flow- Control

NONE-SET

On the Port Mgr tab, assign an IP address on the 10.1.1.0/24 network and a default gateway 10.1.1.1
eth3) (Configure Settings)

Driver Info:  Port Type: Ethernet  Driver: e1000e(1.0.2-k2) Bus: 0000:08:00.1
Port Configurables
General Interface Settings
O 106t-HD i
O 10bt-FD g
[]5et Alias ) 100bt-HD 10bt-FD
[] DHCP-1Pv4 © 100bt-FD
[ISet MAC &) 1000-FD 7 100bt-HD
IP Address:  [10.1.1.13 Global IPv6: [AUTO & 106-FD
[]set TX Q Len ® [ 100bt-FD
IP Mask: 255.255.255.0 Link IPv6:  [AUTO Autonegotiate
[Iset MTU [#11000-FD
Gateway I [10.1.1.1 IPV6 GWe  [AUTO
[]Set Offload [JRenegotiate [110G-FD
D Set Rate Inf Alias: MTU: 1500 DlRestart x
et Rate Info estart Xevr p—
MAC Addr: 0015 17 9056 61 | TXQ Len  |1000 1 Flow-Control
[]set PROMISC [ PROMISC
[]Set RX-All Hyst I:D Hoon e I:D CIRX-ALL 71 TS0 Enabled
[set Bypass Rpt Timer: 1000 Watchdog: I:D [IBypass Now! [C1UFO Enabled
WISt RptTimer  cpy pMask: I:D [1eypass Power-up GSO Enabled
[]Set Bridge Info [IBypass Power-DOWN [CILRO Enabled
[]Set CPU Mask [IBypass Disconnect [CIGRO Enabled
View Details Probe ‘ ‘ Sync Apply | oK | Cancel




6. The impairment settings on each WanlLink will only apply to traffic that is sent or received from the switch port
that it is associated with via the VLAN used with that WanlLink. For example, WanLinks VRWL-1.1.0 and VRWL-
1.1.1 are both set to have a total of 100ms of delay, so PC1 would see a 200ms round-trip delay when
sending or receiving traffic to PC2.

A. The total latency of WanLinks VRWL-1.1.0 and VRWL-1.1.1 is 100ms.

Nforge Manager

Control Reporting Tear-Off Help
‘ Stop All | ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP
File-10 | Layer-4 | Generic | Test Mgr | Resource Mgr | Serial Spans | PPP-Links | Port Mgr | Messages |
status | Layer-3 | 13Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon [ Wanlinks |  Collision-Domains
Select All Start Switch Stop Clear
e e o B L
‘ Display || Create || Modify H Batch Modify | ‘ Delete ‘
‘WanLinks for Selected Test M: il
Name EID | K- State Endpoints (A <-> B)| Pki Tx A->8 Plt Tx A<-B Rate A->B Rate A<-B Rpt Time
VRWL-1.1.0 62 |[v VRWL-1.1.0-A <= 853,158 853,157, 44,736,000 44,736,000 5,0[a]
VRWL-1.1.1 63 | [ |Run VRWL-L.11-A <= 853,653 853,155 44,736,000 44,736,000 5,0[=
VRWL-1.1.10 |67 | [¥] [Run WRWL-1.1.10-A <.. 3 0 44,736,000 44,736,000 5,0
VRWL-L111 |66 | [ [Run E 0 44,736,000 44,736,000 5,0
VRWL-1.1.12 9 [v] [Run 0 44,736,000 ,736,000 5,0
VRWL-L.1.13 2 [v] [Run 0 44,736,000 ,736,000 5,0
VRWL-1.1.14 7 bl [Run 0 44,736,000 ,736,000 5,0
VRWL-1.1.15 € [ [Run 0 44,736,000 ,736,000 5,0/
| R|WL—1 116 16,15 [ lvl lRun RWL-1.1 16-A 0 44,736,000 44.736.000 ‘ 5‘ o|:
< 1L 3
WanlLink
D0 PK1s QDisc Corrupt-0 | Corrupt-1 | Corrupt-2 | Corrupt-3 Corrupt-4 | Corrupt-5 Delay SerDelay Max]itter Reorder DVDDH’EQ_
OfFIFO 0 0 0 0 0 0 50 0.271 0 0 B
0fFIF0 0 0 0 0 0 0 50/ 0.271 0 0 =
0fFIFQ 0 0 0 0 0 0 50| 0.271 0 0
OfFIFQ 0 0 0 0 0 0 50 0.271 0 0
OfFIFO 0 0 0 0 0 0 o 0.271 0 0
OfFIFO 0 0 0 0 0 0 o 0271 0 0
OfFIFO 0 0 0 0 0 0 o 0271 0 0
OfFIFO i 0 0 0 0 0 o 0271 0 0
OfFIFQ 0 0 0 0 0 0 o 0271 0 0
OfFIFO 0 0 0 0 0 0 o 0.271 0 0 —
T 1 |~
[« I I J [¥]
I Logged into: 192.168.100.213:4002 as: Admin




B. Each end of the connection experiences 100ms of delay which gives a total round-trip delay of
200ms.

LANforge Manager Version(5.1.4)

Control Reporting Tear-Off Help

‘ Stop All | ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP
File-10 | Layer-4 | Generic | TestMgr | Resource Mgr | Serial Spans | PPP-Links | Port Mar | Messages |
Status Layer-3 L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon | Wanlinks |  Collision-Demains |
MIN Pl Size 1k (1,024 B) | ||Go| MAX PKeSize|lk (1,024 B) -|E| | e H 7 H Quiesce H Clear |

MIN Tx Rate |<Custom> ¥ || Go| MAX Tx Rate |<Custon> | Go
View 0 - 400 | Go atch Modify

Name EID Run Mng Scrip Tx Rate | Tx Rate(l; Rx Rate | Rx Rate(l) | Rx Drop % Tx Pkts Rx Pkts Delay Dropped |
uool-A |1.1.10.. 9,082,083| 9,990,090 9,982,083| 9,990,080 0| 215787 215,787 100 o[+
u001-B  |1.1.11._| [v] | [v] [None | 3,990,739 9,989,996 9,990,633 9,989,996 0| 215,729 215,728 100 0
u002-A 1112 L] | [ |Mone o 0 0 0 0 o 0 0 0
u002-8 1113 v| Mone o 0| [+] 0 0| o 0 0 [+]
W003-A |L.114 | []| ¥ |Mone 0l [ o 0 [ 0l 0 0 o
u00z-8 1.1.15...| []| [ |Mone 0] 1] 0 0 1] 0] 0 0 0
uo04-A (1116, [ ]| ¥l |Mone 0 0 0 0 0 0 0 4] 0
ud04-8 1.1.17....| []| v [Mone 0 ] 0 0 ] 0 0 4] 0
u005-A 8 L] | [ Mone o 0 0 0 0 o 0 0 0
u005-8 9 v| Mone o 0 0 0 0 o 0 0 0
u006-A 0 v| Mone 0f ] 0 0 ] 0f 0 0 ol
u00&-B 1 [ ]| ¥ |Mone 0f 0| 0 0 0| 0f 0 0 0
uoo7-A  1.122... | []| ¥l |Mone 0 Q) 0 0 Q) 0 0 4] 0=
uoo7-8 1.1.23...| []| v [Mone 0 0 0 0 0 0 0 4] 0
uoog-A 1124 L] | [ |None 0| ] 0 0 ] 0| 0 0 [
u008-8 1125 L] | [ |Mone o 0 0 0 0 o 0 0 0
u008-A 1126 v| Mone o 0| [+] 0 0| o 0 0 [+]
u008-8 1127 [ ]| ¥ |Mone 0f 0| 0 0 0| 0f 0 0 0
uolo-A 1128, L] | ¥ |Mone 0] 1] 0 0 1] 0] 0 0 0
uolo-g 1.1.29...| []| ¥ |Mone 0 0 0 0 0 0 0 4] 0
uoli-A  [1.1.30...] []| [ [Mone 0] ] 0 0 ] 0 0 0 0/«
[ [ Iv]

Logged into: 192.168.100.228:4002 as: Admin

Bridging Multiple WAN-links

Goal: Create a star topology network similar to a central VPN server with remote offices.
Using LANforge Netsmith, we connect
three ethernet ports with WAN-links. Each
WAN-link has an ethernet port on one
side and a virtual redirect on the other.
The redirects are then bridged. We can
then model the WAN environment by LANforge GUI
changing the latency (and other I
parameters) of the WANIinks. In this
example, we are using ports eth2, eth3
and eth4 This emulates a bridged

network, but it is also possible to do a

similar configuration using a Virtual Router LANforge CT920
instead of a bridge to emulate a routed

network. *

1. Use Netsmith fo create three WAN links
A. In the Status tab, click the Netsmith button

LA g g Versit 3.7) ) () (x
Control Reporting Tear-Off Info Plugins
[ stopai | [ Restart Manager | [ mefresh | [ HEP |
Layer-4 | Generic | Test Mgr_| Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | VAP Stations | Messages |
Status | layer3 | L3Endps | VolP/RTP | VolP/RTPEndps | Ar 1| Wanlinks | Aftenuators | Filed0 |
License Info Current Users Test Configuration Database
* Admin from:192.168.100,239 Lt |EUWK1 ‘ ‘ | S ‘
ist: - oa:
Licenses expire in: 702 days. gnuserver from:127.0.0.1
Name: [ J[ peete |
Load Behavior: |Choose one ‘V‘ | Save ‘
Suppert expires in: 702 days.
[ Download DB | [ show Progress |
[« I [Te] -
< Il D
Virtual Shelff 1
Resource 1
o [ w0
o [ w0
L]
" [
13
Configure or view the Virtual Router and CX configuration for the selected reso
e configuratior =

Logged into: 192.168.100.103:4002 as: Admin




B. Right clickin the Netsmith window

C. Select New Connection

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ~) (&) (x
rtual Routers and Connectior [~]
o
o
e
Y mgtetho
|
eth2
u
Mew Router =
eth3 New Enn@ctinn
L] New Bridg
ethd
[
ethl
|
eths
|
[l I I

[v] WanLinks [l Show Legend [¥] Fire [ 1Pvas Info Print Synec Apply Close

WanLink Names [v] Port Names ire Names  [] Zero-IPv4s Apply Progress: 100 Cancel Appl;
Peer WanlLinks Parents

ol. Domains [] IPvGs
Netsmith Status:
[¥] WanLink Config

D. Create new WAN link connection

i guration for : jw2(1.1) ion: 5.3.7 DB E
rtual Routers and Connectior [«]
.')\
o
=
Mgt-
[ | Create/Modify Connection X
Interface-Cost: 1
eth2| Port 1. 2 (eth2) RIPHMtric: E—
5 OSFF Area: 000.000.000.000
Wanlink []Skip  [<Auto Create New wanLink=| = | VARP ID:
Port 28 [Jskip [<Auto Create NewPort> | v e ‘”tr; 1
VRRP Interval: r
.eths Port 24 [Jskip [<Auto Create NewPort> || Next-Hop: I
DHCP Les e Subnets (a.b.c.dx):
DHCP DNS:
ethal DHCP Range Min:
[
Next-Hop-Pv6:
IPv6 Subnets (aaa::0/x):
DHCPd Config File: L]
ethl
| |
oths | CINAT  [JDHCP  [JDHCPv6  [JcustomDHCP  [JVRRP [ cand-RP
T [ |

WanLinks [] show Legend

WanLink Names

re [lPvas Info Print Sync Apply Close
ire Names  [] ZeroPvas apply Progress: 1 Cancel Apply

Peer Wanlinks Parents Col. Domains []IPv6s
[¥] wanLink Config

Port Names

Netsmith Status:

A. Select Port 1-A: eth2
B. Select Port 1-B:Skip
C. Click OK




E. A tentative WAN link is displayed

i ion for : jw2(1.1) ion: 5.3.7 ) (2) (X
irtual Routers and Connections [=]
)
.
o,
=
Mgt-etho
n
eth2
'~ - _rddVRl
eth3
u
etha
u
ethl
n
eths
u ]
]
wanLinks [ show Legend re [1lPvas Info Print Sync Apply
WanLink Names [] Port Names ire Names  [] Zero-Pvs apply Progress:
Peer WanLinks Parents ol. Domains [] IPvés
Netsmith Status:
[¥] wanLink Config

F. Click the Apply button at the bottom of the Netsmith window. This commits the WAN link to the

resource.
Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 x) (a) (%
rtual Routers and Connectior [~]
&,
@,
Y mgtetho
|
et g VRWL11.000 _ rddvR1
<-0us, 1,544 Mbps ® 0 us, 1,544 Mbps =
eth3
u
ethd
u
ethl
|
eths
L] |
«q i D
[¥] WanLinks [] Show Legend [¥] Fire [ IPvas
WanLink Names Part Names ire Names  [] Zeg
Peer WanLinks Parents ol. Domains [] IPvEs
Netsmith Status:
[¥] WanLink Config

G. Creating two more WAN links is a similar process



H. Repeat these steps:

for : jw2(1.1) ion: 5.3.7 V) () (x
irtual Routers and Connections [=]
o,
o,
=
Mgt-etho
n
S § VRWL1.1,000 rddvRl
<-0us, 1,544 Mbps ¥ 0 us, 1.544 Mbps = =
eths § VRWL1.1.001 JodVR3
<-0US, 1.544 Mbps ¥ 0 us, 1.544 Mbps -=
ctha g VRWLL.1.002 [ddVRS
<-0us, 1,544 Mbps ¥ 0 us, 1.544 Mbps >
ethl
eths
I [ D] ]
wanLinks Fire [ 1Pvas Info Print Sync
a7 F s Fire Names [} Ze[attampt to apply changes, but do not close the current window to alow more changs:
eer WanLinks Col. Domains []IPves
Netsmith Status:
WanLink Config

A. Right click, New Connection

B. Choose eth3 for port 1-A and Skip for port 1-B, then OK
C. Click Netsmith Apply to commit connection.

D. Right click, New Connection

E. Choose eth4 for port 1-A and Skip for port 1-B, then OK

F. Click Netsmith Apply fo commit connection.

2. Use Netsmith to create a bridge port

A. Right click, Select New Bridge

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 x) (2) (x
rtual Routers and Connectior [~]
&,
@,
=
Mgt-eth0
|
Rt § VRWL1.1.000 _ rdevR1
<-0us, 1,544 Mbps ® 0 us, 1,544 Mbps =
New Router T
eth3 § VRWL-1,1.001 [ddvR3
» i u New Connection
<-0us, 1.544 Mbps ® 0 us, 1.544 Mbps ->
New Bridge )
e g VRWLL1002 [ddVRS
<-0us, 1.544 Mbps ¥ 0 us, 1.544 Mbps > =
ethl
|
eths
| -
[l i DN
[v] WanLinks [] show Legend [¥] Fire [ iPvas Info Print Syne Apply Close
WanLink Names Part Names Fire Names [] ZeroPv4s Apply Progress: 1 Cancel Appl
eer WanLinks Parents Col. Domains []IPvBs
Netsmith Status:
[¥] WanLink Config




B. Create the bridge with the following attributes:

Create VLANs on Port: ¥ (a) (%
O MACVLAN 0 802.1QVLAN O Redirect ® Bridge ) Bond ) GRE Tunnel
O WIFiSTA QI WIFIVAP O WIiFi Monitor () WiFi Virtual Radio
LAN ID: ] DHCP-Pv4
parent wac: N R
MAC l:l:l IP Address: Global IPv6: AUTO
Quantity: 1 IP Mask or Bits: Link IPv6: AUTO
Gateway IP: IPV6 GW: AUTO
Bridge Name: bro #2
STAID: 551D: I [~]
WiFi AP: Key/Phrase:
Owea Owep
[ Down
‘ Ap) ‘ Cancel | |
h;—l
A. Select Bridge
B. Quantity: 1
C. Bridge Name: br0
C. Click Netsmith Sync to bring the br0 port onto the Netsmith screen
D@

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7

rtual Routers and Connectior [~]
&
3
-f.\
..'\
Mgt-etho
[ ]
=E‘h2 g VRWL1.1.000 rddvR1
=-0Us, 1,544 Mbps § 0 us, 1,544 Mbps =
eth3 g VRWL-1.1,001 JddVR3
-0 Us, 1.544 Mbps ¥ 0 us, 1.544 Mbps -> =
(G g VRWL1.1.002 LETERS
<-0us, 1,544 Mbps ¥ 0 us, 1,544 Mbps =
ethl
u
eths
[ |
< i DN
7] WanLinks [] Show Legend ] Fire [JiPvas Info Print Sy [ laply | Close

Port Names ire Names

WanLink Names

[ ZeroPv4s apply Progress:

ol. Domains [] IPves un-a|

Parents

Peer WanLinks

MNetsmith Status:

WanLink Config

Synchronize with the current database as reporte
lied changes will be lost.

D. Right clickthe br0 port and select Modify Port
i ion for : jw2(1.1) ion: 5.3.7 V) () (x
rtual Routers and Connectior (=]
.('\
o,
-a‘
Mgt-etho
|
=Em2 § VRWL1.1.000 rddvRl
<-0us, 1,544 Mbps ¥ 0 us, 1.544 Mbps = =
I
bro i
ddvR3 Display WanLink & WanPath
-Ethg VRWL-1.1.001 s isplay WanLinl anPaths
=-0 Us. 1.544 Mbps ¥ 0us, 1.544 Mbps -> (CrmTiEE
Modify
Toggle wanLink
Modify WanLink
etha g VRWL1.1.002 MLCTERE M“fy 03
= L]
<-0us, 1,544 Mbps ¥ 0 us, 1.544 Mbps > creattoorts
Sniff Port
Reset Port
Delete Port
Delete WanlLink
Delete
ethl
[ ]
eths
[ |
] [T |
WanLinks [] show Legend re [ 1Pvas Info Print Sync Apply Close

Port Names ire Names

Parents

WanLink Names [0 Zero4Pvas apply Progress:

Col. Domains []IPvés

Peer WanlLinks
[¥] wanLink Config

Netsmith Status:

Cancel Apply




In the text area below the Add Ports button, add the three virtual WAN link endpoints:

RptTimer  [nediun (8's) |v|wiFiBridge: NONE [~

bro (jw2) Configure Settings ~) (%
Current;  LINK-UP PROBE-ERROR TSO UFO GSO GRO u
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: NiA B
Port Configurables
Enable General Interface Settings El e
g :E: L:AD:W" [SlECD B AuxcMgt Aging Time: 300 =
e
E CIDHCP4PYS [ DHCP Release  DHCPVendorD: ene ||l gigocprioney  [a27ee -
= [ DHCP-Pva W DHCP Client ID: _ Max Age: 20 -
[ set offioad DNS Servers: [BLANK Peer IF: Hello Time: 2 -
st Bridge Info. ™ Address: o001 clobal IPvs: aUTo Forwarding Delay: [15 -~
IP Mask: [0.00.0 ] Link IPv: AUTO
Gateway IP:  [0.0.0.0 IPV8 GW: AUTO
Alias: T 1500
MAC Addr [02:09:69:85:4:5b | TX O Len 1000

Bridge Information Remove Ports
Services— Configured Ports | Current Ports ‘
ClHTTP Add Ports
LIFTP rddVRL
rddvR3
[JRADIUS IrddVRE
‘ Print H View Details ‘ ‘ Probe H sync ‘ | Apply Cancel
4] i
. rddVR1
. rddVR3
C. rddVR5

F. Click Add Ports to enter the selection. You will see them show up in the Bridge Information table.

bro (jw2) Configure Settings ~) (%
Current:  LINK-UP PROBE-ERROR TS0 UFO GSO GRO =
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A B
Port Configurables
Enable General Interface Settings e
CISCE F B (SRR (ol Aunc Mgt Aging Time: 300 =
g:z: :";: . CIDHCPPVS  [#] DHCP Release  DHCP Vendor ID: Bridge Priority.  [32768 -
e [] DHCP-Pv4 W | secondarysPs | DHCP client In: _ Max A 20 -
[ set offload DNS Servers: [BLANK Peer IP: Hello Time: > -
Oset Bridge Info ™ Address: om0 Global IPvs: AUTO Forwarding Delay: [15 -
IP Mask: l0.00.0 | Link IPvé: AUTO
Gateway IP:  [0.0.0.0 IPV6 GW: auTo
Alias: M 1500
MAC Addr:  [02:c9:69:85:f4:5b | TX Q Len 1000

RptTimer:  [nedin (8's) |v|wiFiBridge: NONE [~

Bridge Information Remove Ports
O Configured Ports | Current Ports
rddvRl Garo
QHrTe s HJ
LIFTP rddvRS
[ rapiUS
‘ Print H View Details ‘ cancel

D

[T

G. Click Apply to commit the change.




H. Click Sync to read-in the ports to the screen. You will see them show up in the Bridge Information

table.

bro (jw2) configure Settings

Current: LINK-UP PROBE-ERROR TSO UFO G50 GRO
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A

Enable

Port Configurables

General Interface Settings

Forwarding

M

ir: 02:22:85:97:12:22 | TXQ Len

[] set IF Down O Down [ Aux-Mgt
CISEERnE [JDHCP4PVE [ DHCP Release  DHCP Vendor ID:
[]set X Q Len
= [IDHCP4Pv4 | SecondarydPs | DHCP Client ID:
e
DNS Servers:  |BLANK Peer IP: NA
[] set offload
IP Address: 0.0.0.0 Global IPv6: AUTO
[ Set Bridge Info
P Mask; 0.0.0.0 Link IPve: AUTO
Gateway IP: 0.0.0.0 IPVE GW: AUTO
Alias: MTU: 1500

1000

ay: |15

|. Click Cancel to close the window.

3. Enable the WAN links in Netsmith

A. In the Netsmith window, click Sync to bring the changes info view

RptTimer.  [nediun (8's) |v|wiFiBridge: NONE [~
Bridge Information Remove Ports
SorEE— Configured Ports | Current Ports

rddvR1 rddvR1 Add Ports
Lwmme rddvR3 rddvR3
L FP rddvRS rddvR5
[] RADIUS

‘ Print H View Details ‘ ‘ Probe ‘ sync Cancel
1 | ynchronize with the current database as reported by the server.
Il___Un-applied changes will be lost.

g for jw2(1.1) 5.3.7 D@
rtual Routers and Connectior [-]
~
=
o
=
N Mgt-etho
n
i VRWL1.1.000 rddvR1
=-0us, 1.544 Mbps | pisplay wanLink & WanPaths
Connect
Modify
Toggle Wanlink =
eth3 Modify WanLink X3 rddvR3 bro
<-0us, 1.544 Mbps ¥ Modify Port
Create Ports
Sniff Port
i Reset Port rd
=-0us, 1,544 Mbps DGR
Delete WanLink
Delete
ethl
|
eths
L} —
| i [l |
[¥] wanLinks [ show Legend [¥] Fire [ 1Pvas Info Print Sync Apply Close
WanlLink Names [¥] Port Names Fire Names  [] Zero-4Pvds apply Progress: Cancel Apply
eer WanLinks Parents Col. Domains []IPv6s
Netsmith Status:
WanLink Config

B. Right clickon VRWL-1.1 and select Toggle Wanlink



C. Repeat the toggle for the next two WanlLinks

for : jw2(1.1) ion: 5.3.7
irtual Routers and Connections
o
a
a
N Mgt-etho
n
el VRWL-1.1,00 rddvRl
=-0us, 1,544 Mbps 0 us, 1.544 Mbps =
sth3 B FWL1.1.001 TG bro Y
=
< 0us 1.544 Mbps & Qus, 1.544 Mbps =
etha VRWL-1.1,002 rd
<0 us, 1,544 M@iﬂ“& 1,544 Mbps =
ethl
n

eths

n
| i D
[v] wanLinks [ show Legend [v] Fire [ 1Pvas Info Print Sync Apply Close

anLink Names [¢] Port Names Fire Names ] Zera4Pv4s Apply Frogress: Cancel Apply
eer Wanlinks Parents Col. Domains []IPvés
Netsmith Status:
WanLink Config

WanPath Corruptions

Goal: Setup a Wanlink with WanPath Corruptions.

In this test scenario, LANforge-ICE is used to filter traffic by VLAN on a WanlLink with the use of WanPaths and

then use WanPath Corruptions to overwrite the DSCP field in the IP packet.

Note: VLAN filtering was recently fixed and should be used with LANforge version 5.3.7 and up.

1. Setup a WanlLink connection.
A. Go to the WanlLinks tab and select Create.

LANforge Manager Version(5.3.7)

Control Reporting Tear-Off Info Plugins

‘ Stop All ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP ‘

Status | Layer-3 | L3Endps | VolP/RTP | VoIP/RTP Endps | Armageddon | WanlLinks

Rpt Timer: [fast (1 s) = Test Manager (all - Select Al

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | |
Attenuators File10

[]Hide Stopped

[ Display || reate || modiy || gatch Modity | | Detete |

wanLinks for Selected Test Manager:
state | Endpoints(AeB)| PkiTxA-B | PktTxAeB | Bps”xB |

Name | EID | kM| Bps Rx A

| Rpt Timer

All WanLink Endpoints

WPs ‘ Name | Run‘ Script Max Rate Tx Pkts

Rx Pkts TvRate | TxDrop % | Dropped | Tx-Failed Fai\ed-Late| TX Bytes |

L]

[« 1l

Logged in to: localhost:4002 as: Admin




B. Enter the WanLink name, physical ports, base transfer rate, delay, jitter etc...

These impairments will be applied to all traffic on the WanLink.

100Mbps-wan - Create/Modify WanLink

(RPN
WAL

x

22

BiRr

| Apply || oK || Display WanLink & WanPaths H Cancel

Name:
Presets:

Port:

Transfer Rate:
Delay:
Drop-Freq:
Jitter:

Jitter-Freq:

WanLink Information

|{LO0Mbps-wan

[cusTom [~|
Endpoint A Endpoint B

|2 (eth2) || [ tetnm) [~
‘100»1 (100 Mbps) |v||100H (100 Mbps) |v|
“tlny (10 ms) |v||tlny (10 ms) |v|
‘zero (0%) |v||zern (o) |V|
‘zeru (0 us) |v||2eru (0 us) |'|
‘zero (0%) |v||zero (0%) |v|

C. Select Apply to create the base Wanlink.

For more information see LANforge-GUI User Guide: Creating & Modifying WanLinks



http://www.candelatech.com/lfgui_ug.php#wl_mod

2. Setup the WanPaths.
A. Select All to un-hide the other WanLink config panels.

100Mbps-wan - Create/Modify WanLink &) @&
[_appy ] | Display wantink & wanPaths || cancel
‘WanLink Information WanLink Information el
Name: [100Mbps-wan [[]Pass-Through []HW Pass-Through
e [cusTom [~] [ Coupled-Mode [ Kernel-Mode
Endpoint A Endpoint B Resource: [+ tistway-2e) [~]
Port: 2 (eth2) 3 (eth3) - Rpt Timer: st 0= B
Transfer Rate:  |106M (180 Mbps) 100H (100 Mbps) -~
Endpoint A Endpoint &
Bl tiny (10 ns) tiny (10 ne) h Reorder-freq:  [zero (0%) ~|[zere (@) -] I
q =
Drop-Freq; zero (0%) zero (0%) - Dup-Freg: ‘zem (o) ‘szero (o) "l
litter: zero (0 us) zero (0 us) - D AR |l | - ‘1 |m 1 ‘ - ‘1
Jitter-Freq: zero (0%) zero (0%) -
Reorder amt: e L [mfz0 s om0 ]
[ script I script |
Endpoint A WAN Paths Endpoint B WAN Paths |
[ Create-WP I Modify-WP | Delete-WP il Create-WP I Modify-WP | Delete-WP |
Name | TrRate |Disabled| ! | Filter Pattern [ Delay] Name | TxRate |Disabled ! [ Filter Pattern [ Delay|
WanLink Information ‘WanLink Information
eRUD: || TestManager [defauit tm [«|
Endpoint A Endpoint B Endpoint A Endpoint B
[] ICEcap Replay [JICEcap Replay []oump Packets []pump Packets
heploy Fle: | =l [-] oume Fis
| oir H Dir ‘ [ Force Packet Gap []Force Packet Gap
Drop-th DropXth
Loop Replay Loop Replay Llorop Llbrop |
[1Reorder-xth [1ReorderXth =
B. In panel 3, for Endpoint-A WAN Paths, select Create-WP.
100Mbps-wan - Create/Modify WanLink ® @ &
- [ apey | | Display Wantink & WanPaths || cancel

‘WanLink Information

‘WanLink Information

Dir

[¥] Loop Replay

[]Ferce Packet Gap
[] Drop-xth
[1ReorderXth

[]Force Packet Gap
[] brop-xth
[1ReorderXth

Name: [100Mbps-wan []Pass-Through ] HW Pass-Through
Presets: [cusTom -] [] Coupled-Mode [ Kernel-Mode
Endpoint A Endpoint B Resource: [1 tGetuay-r20 [~
Port: 2 (eth2) 3 (eth3) - Rpt Timer: ‘fast T o "I
Transfer Rate 100M (100 Mbps) 100H (100 Mbps) -
= Endpoint A Endpoint &
EEla tiny (10 ns) tiny (10 ns) e Reorder-Freq;  [zero (6%) [=][ero ) I~
bropires e @ e o [ N, = Jfere @ -
Jitter, zero (0 us) zero (0 us) - i Bl =l | - ‘1 |m i ‘ - ‘1 ‘
Jitter-Freq: zero (0%) zero (0%) -
Reorder Amt;  mn [L [ e [20 B || [20 |
[ Script Il Seript |
————————————— Endpoint A WAN Paths Endpoint B WAN Paths
Create-WP | Modify-WP | Delete-WP ] Create-WP I Modify-WP | Delete-WP |
Name | Tx Rate |Disabled| ! | Filter Pattern [ elay] Name | TxRate |Disabled ! | Filter Pattern [ Delay|
WanLink Information WanLink Information
EeU-D [ ] Testmenager |gefaut tm =]
Endpoint A Endpoint B Endpoint A Endpoint B
[l IcEcap Replay [C]IcEcap Replay []Dump Packets [l bump Packets
Replay File ‘ ‘ Dump File:




C. Enter a Name and Transfer Rate f

or the WanPath.

Here we are matching the WanlLink's transfer rate.

® Same As Wanlink
[]Inverse Match

Corruption #0

Replay Dup
[] Drop-xth ["] Duplicate-xth

Corruption #1

[] chainto-Next []Do Checksum

Corruption #3

[] chainto-Next []Do Checksum

Rate: o | |Rate: o |
Corruption: Random Write | w [ |Corruption: Random Write | w
Byte-to-Write: Byte-to-Write:

Min Offset: 0 Min Offset: 0

Max Offset: 0 Max Offset: 0

[] Chainto-Next [] Do Checksum

Corruption #4

Rate: 18] Rate: 0

Corruption: Random Write : Corruption: Random Write :
Byte-to-Write: Byte-to-Write:

Min Offset: 0 Min Offset: 0

Max Offset: 18] Max Offset: 0

[] Chainto-Next [] Do Checksum

Create/Modify WanPath for Endpoint: 100Mbps-wan-A ) ) (x
‘ Display ‘ | Clear Counters ‘ | Apply ‘ | oK || Cancel
Mame: |Wp—a | Backlog Buffer: |nu‘r0 ‘v|
PCAP Filter:
Source IP/MAC: 0.0.0.0 | source Mask: 0.0.0.0 J
Dest IP/MAC: 0.0.0.0 | Dest Mask: 0.0.0.0 |
Transfer Rate: 100M (100 Mbps) v | Delay zero (0 us) -
Jitter zero (0 us) ¥ | Drop-Freq: zero (0f%) A d
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reorder Amount: |1 | Max Reorder Amaunt:[20 J
Reorder-Freq: zero (0%) ¥ | Dup-Freq: zero (0%) -
JitterFreg: zero (0%) ¥ | Test Manager: -
[]ICEcap Replay Replay File: | | | Dir
() Disabled Loop Replay Replay Latency Replay Loss

Replay Bandwidth []Use Pcap Filter

[]Reorderxth

Corruption #2
Rate: 0 |

Corruption: Random Write | »
Byte-to-write:

Min Offset: 0

Max Offset: 0

[] chainto-Next []Do Checksum

Corruption #5

Rate: 0

Carruption: @E
Byte-to-Write:

Min Offset: 0

Max Offset: 0

[ chainto-Mext [] Do Checksum

D. Select checkbox for Use Pcap Filter

® Same As WanlLink

[]chainto-Next []Do Checksum

Corruption #3

Rate: 0

Corruption: Random Write i
Byte-to-Write:

Min Offset: 0

Max Offset: [o]

[]chainto-Next []Do Checksum

Replay Dup

[] Inverse Match [] Drop-xth [] Duplicate-xth
Corruption #0 Corruption #1
Rate: 0 Rate: 0
Corruption: Random Write i Corruption: Random Write i
Byte-to-Write: Byte-to-Write:
Min Offset: 18] Min Offset: 0
Max Offset: 0 Max Offset: 0

[] chainto-Next [] Do Checksum

Corruption #4

Rate: 0

Corruption: Random Write i
Byte-to-Write:

Min Offset: 0

Max Offset: 0

[] chainto-Next [] Do Checksum

Replay Bandwidth

Create/Modify WanPath for Endpoint: 100Mbps-wan-A >) (=) (X
Display | | Clear Counters ‘ | Apply ‘ | oK || Cancel
Name: wp-a | Backlog Buffer: |ﬂUTO ‘V|
PCAF Filter: |
Source IP/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 100M (100 Mbps) ¥ | Delay zero (0 us) -
Jitter zero (0 us) | Drop-Freq: zero (%) -
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reorder Amount: |1 | Max Reorder Amaunt:[20 |
Reorder-Freq: zero (0%) ¥ | Dup-Freq: zero (0%) -
Jitter-Freq: zero (0%) ¥ | Test Manager: -
[]ICEcap Replay Replay File: | | | Dir
) Disabled Loop Replay Replay Latency Replay Loss

Use Pcap Filtef

[ ] Reorder-xth

Corruption #2

Rate: 0

Corruption: Random Write i
Byte-to-Write:

Min Offset: 0

Max Offset: 0

[] chainto-Next []Do Checksum

Corruption #5

Rate: 0

Corruption: Random Write i
Byte-to-Write:

Min Offset: 0

Max Offset: 0

[ chainto-Mext [] Do Checksum




E. Enter the PCAP Filter vian 1010 to apply any WanPath impairment or corruptions only to packets with
802.1g vianid 1010
Expression is based on the tcpdump expression field.

Create/Modify WanPath for Endpoint: 1 p A ) () (%
Display ‘ | Clear Counters ‘ | Apply ‘ | oK || cancel
Name: wp-a | Backlog Buffer: |AUTU ‘v|
PCAP Filter: vian 1010 |
Source IP/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 100M (100 Mbps) v | Delay zero (0 us) -
Jitter zero (0 us) ¥ | Drop-Freg: zero (0f%) -
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reorder Amount: |1 | Max Reorder Amount:|20 |
Reorder-Freq: zero (0%) w | Dup-Freg: zero (0%) -
JitterFreq: zero (0%) w | Test Manager: -
[]ICEcap Replay Replay File: | | | Dir
i Disabled Loop Replay Replay Latency Replay Loss
@ Same As Wanlink Replay Dup Replay Bandwidth [¥] Use Pcap Filter
[]Inverse Match [] Drep-%th ["] Duplicate-Xth []ReorderXth
Corruptien #0-—————— ————~Corruption #1 ———————— ———— Corruption #2

Rate: 0 Rate: 0 Rate: 0
Corruption: Random Write : Corruption: Random Write : Corruption: Random Write :

Byte-to-write: Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 0
Max Offset: 18] Max Offset: 0 Max Offset: 0

[l chainto-Next [] Do Checksum [] Chainto-Next [] Do Checksum [] chainto-Next []Do Checksum

Corruption #3-————— —————~Corruption #4————— —————Corruption #5
Rate: 0 Rate: 0 Rate: 0
Corruption: Random Write : Corruption: Random Write : Corruption: Random Write :

Byte-to-write: Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 0
Max Offset: 0 Max Offset: 0 Max Offset: 0

[l chainto-Next [] Do Checksum [] Chainto-Next [] Do Checksum [] chainto-Next [] Do Checksum

F. Select Apply to create the WanPath.

For more information see Tcpdump man page , Pcap Filter Syntax



http://www.tcpdump.org/tcpdump_man.html
http://www.tcpdump.org/manpages/pcap-filter.7.html

3. Setup the Corruptions.
A. Enter the following values into Corruption #0 fields

A. Rate 100000
(how often, per million packets, should the corruption be applied)
B. Corruption Write Byte
C. Byte-to-Write 40
(hex 0x00-0xff or decimal 0-255)
If you enter 0x28 and select OK, the GUI will translate it to decimal 40.
D. Min Offset 19
E. Max Offset 20

The Differentiated Services Field is in byte 20 of the ethernet frame which corresponds to
the 2nd byte of the IP header.

B. Select checkbox Do Checksum which will re-calculate the checksum after making the errors so that
the packet is still valid.

Create/Modify WanPath for Endpoint: 100Mbps-wan-A x) () (X
Display | | Clear Counters ‘ | Apply ‘ | oK || Cancel
Name: wp-a | Backlog Buffer: |ﬂUTO ‘v|
PCAP Filter: vian 1010 |
Source IP/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 180M (108 Mbps) v | Delay zera (0 us) -
Jitter zero (0 us) ¥ | Drop-Freg: zero (05%) -
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reorder Amount: [1 | Max Reorder Amount:[20 |
Reorder-Freq: zero (0%) ¥ | Dup-Freg: zero (O%) -
Jitter-Freq: zero (0%) w | Test Manager: -
[1ICEcap Replay  Replay File: | | | Dir
) Disabled Loop Replay Replay Latency Replay Loss
@ Same As WanLink Replay Dup Replay Bandwidth [¥] Use Pcap Filter
[]Inverse Match | Drop-xth | Duplicate-xth []Reorderxth
Corruption #0 —————— —————Corruption #1 ————— ————— Corruption #2

Rate: 100000 Rate: 0 Rate: 0
Corruption: Write Byte w | |Corruption: Randomwrite: Corruption: RandumWr\te:

Byte-to-Write: 40 Byte-to-Write: Byte-to-Write:

Min Offset: 19 Min Offset: 0 Min Offset: 0

Max Offset: 20 Max Offset: 0 Max Offset: 0

[] chain-to-Next [] Chainto-Next [] Do Checksum [] chainto-Next []Do Checksum
Corruption #3—————— ——————Corruption #4—————— ——————Corruption #5

Rate: 0 Rate: 0 Rate: 0
Corruption: Random Write i Corruption: Random Write i Corruption: Random Write i

Byte-to-Write: Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 0
Max Offset: 0 Max Offset: 0 Max Offset: 0

[l chainto-Next [ Do Checksum [] Chainto-Next [] Do Checksum [ chainto-Next [ Do Checksum




C. Select OK then create a second WanPath for this WanLink on Endpoint-B using the same values.

[ Inverse Match

Corruption #0

Rate: 100000
Corruption: ‘Write Byte -
Byte-to-Write: 40

Min Offset: 19

Max Offset: 20

[] chainto-Next

Do Checksum

Corruption #3

Rate: 0

Corruption: Random Write i
Byte-to-Write:

Min Offset: 4]

Max Offset: [o]

[]chainto-Next []Do Checksum

® Same As Wanlink Replay Dup
[] Drop-xth

["] buplicate-xth

Corruption #1

Rate: 0

Corruption: Random Write i
Byte-to-Write:

Min Offset: 0

Max Offset: 0

[ chainto-Next []Do Checksum

Corruption #4

Rate: 0

Corruption: Random Write i
Byte-to-Write:

Min Offset: 0

Max Offset: 0

[] chainto-Next [] Do Checksum

Replay Bandwidth [¥] Use Pcap Filter

Create/Modify WanPath for Endpoint: 1 P B ) () (X
Display | | Clear Counters ‘ | Apply ‘ | oK || cancel
Name: wp-b | Backlog Buffer: |ﬂUTO ‘V|
PCAP Filter: vian 1010 |
Source IP/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 106M (108 Mbps) ¥ | Delay zero (0 us) -
Jitter zero (0 us) | Drop-Freq: zero (%) -
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reorder Amount: 1 | Max Reorder Amount:[20 |
Reorder-Freq: zero (0%) ¥ | Dup-Freg: zero (0f%) A d
Jitter-Freq: zero (0%) ¥ | Test Manager: -
[]IcEcap Replay Replay File: | | | Dir
(i Disabled oop Replay Replay Latency Replay Loss

[]Reorderxth

Corruption #2

Rate: 0

Corruption: Random Write i
Byte-to-Write:

Min Offset: 0

Max Offset: 0

[] chainto-Next []Do Checksum

Corruption #5

Rate: 0

Corruption: Random Write i
Byte-to-Write:

Min Offset: 0

Max Offset: 0

[ chainto-Mext [] Do Checksum

D. Verify that the WanPaths on this WanLink are setup correctly, then select OK on the Create/Modlify

WanLink window shown here

100Mbps-wan - Create/Modify WanLink

x

- Apply Display WanLink & WarPaths | [ cancel
WanLink Information WanLink Infermation -]
Name [100Mbps-wan [[1Pass-Through [] Hw Pass-Through
Presets [cusTowm [~] [] Coupled-Mode [] Kernel-Mode
Endpoint A Endpoint B Resource: [2 Getway-r2s) [~]
Port: 2 (eth2) ~ |3 (eth3) - Rpt Timer: |fast To "l
Tramsfer Rate:  |109M (109 Maps) v | [1oon (100 Hbps) -
= Endpoint A Endpoint B
Delay: tiny (10 ms) ~|[tiny (10 ns) > Reorderfreg;  [2ero (0% []fzero to%) [+] L
B zero (%) ¥ |[zero (%) e Dup-Freg: [zero %) []fzero (o) [~]
Jitter. zero (0 us) ¥ |[|zero (@ us) - o BT ol ‘ . ‘1 ‘m " | - ‘1 ‘
Jitter-Freq: zero (0%) w ||zero (0%) -
Reorder Amt:  min |1 |/ [o0 Jme 1 [ e [20 |
[ Script Il Script |
Endpoint A WAN Paths Endpoint B WAN Paths =
[ Create-WP I[ Modify-WP | Delete-WP il Create-WP | Modify-WP | Delete-WP |
Name | TxRate |Disabled| ! | Filter Pattern |Delay| || name | TxRate |Disabled ! | Filter Pattern | Delay
wp-a __ |100M [1 | [J|Pcap: vian 1010 0]~ [wp-b |100 M [ |TJ|Pcap: vian 1010 | o]~
WanLink Infermation WanLink Information
CRU-D! ‘ ‘ I Test Manager:  [gafautt_tm [~]
Endpoint A Endpoint & Endpoint A Endpoint B
[l IcEcap Replay [] IcEcap Replay [] Dump Packets [l bump Packets
replayFie | =l [] oump Fie
‘ oir H i ‘ [] Force Packet Gap [ Force Packet Gap
Drop-xth Drop-xth
Loop Replay Loop Replay Dlorop Llorop |
- = [] Reorderxth []Reorder%th ~

For more information see LANforge-GUI User Guide: Creating & Modifying WanPaths



http://www.candelatech.com/lfgui_ug.php#wp_mod

4. Run traffic through LANforge-ICE ports eth2 and eth3, and capture traffic on eth2.

A. Here we are using LANforge-FIRE on a secondary resource to send a 10Mbps bi-directional UDP flow

B

between 802.1q VLAN endpoints eth2.1010 and eth3.1010 with an IP ToS value of decimal 184 which
corresponds to DSCP value decimal 46 or Expedited Forwarding

udp-1010 - Create/Modify Cross Connect v) (a) (%
D [ oisplay |[ syne |[ Batchcreate |[ Apply ] |
Cross-Connect Cross-Connect
CX Name: Judp-1010 Report Timer: ‘fast Qs "l
e [tanforge 1 upe [~]
Endpoint A Endpaint B
Endpoint A Endpoint B Pld Pattern increasing v ||increasing -
: 2 (jv2 ~|[2 iv2 -~
Resource: (3v2) tiv2) Min IP Port: AUTO - | [AUTO -
25 (eth2.1010 15 (th3.1010
Port: (e ) > |[15 (e ) 1 maxe port: Sene | [same ~
" by by
Min Tx Rate: 10M (10 Mbps) w|[16M (10 Hbps) - R Forever | [Forever -
same < | [sane -
DL TR R Max Duration: ~ [same - | [same M
: [aUmo g
Min PDU Size: M T | min Reconn: 0 (0 ns) ~llo (@ms) -
ize: Same - ||Same -
Max PDU Size: MaxReconn:  [same ~ | [same ~
v EF 184 v EF 184
P Tos: oice (FF) (184 |w([Voice (FF) (184 |w| | o conms Nornal (0) x| Normal (o) A
Pkts To Send: Infinite ¥ ||[Infinite -
Script script
Thresholds Thresholds

Go to the Port Mgr tab and highlight WanLink port eth2, then select the Sniff Packets button to bring
up Wireshark.

LANforge Manager Version(5.3.7) v (a) (x
Control Reporting Tear-Off Info Plugins

‘ Stop Al ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP ‘

Layer-4 rGanenc rTEst Mgr rTest Group rREsuurce Mgr ’/EVEﬂt Log [ Alerts [ Pert Mgr ’/VAP Stations r \
Status | layer3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks |~ Attenuators | Filedo |

Disp: [127.0.0.1:1 | ‘ Sniff Packats ‘ B ‘ Clear Counters | ‘ Reset Port ‘ ‘ Delete |
Rpt Timer: ‘medlum (8 s) ‘V| ‘ Apply View Details | ‘ Create ‘ ‘ Modify | ‘ Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent|
Port |Pha..| Down| P SEC Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps
1.1.00 |[] | 192.168.100.198|0 etho 5.5290,927....[8.709.413 55| 143,334| 5,281,552..../9,617,541 [=]
.01 |[] v 0.0.0.0 0 ethl 0| 0 0 0 0
.02 0.0.0.0 0 eth2 3,482,048,.../2,399,718 0 4| 7,757,660,...| 4,297,3...
03 0.0.0.0 0 eth3 3,482,026, .../ 2,399,705 0 7.757,666,...| 4,2973..
04 |[] | 0.0.0.0 0 ethd 0 0 0 12,508 147
1105 |[] | 0.0.0.0 0 ethS 0 0 0 0 12,234 147
1.1.06 |[] ] 0.0.0.0 0 wiphyQ 0 0 0 0 0 0 L
1.1.07 |[] ] 0.0.0.0 0 wiphyl 0 0 0 0 0 0 I
1108 [[] |# [0.0.00 0 |wiano wiphyo 0 0 0 0 0 0
1.1.09 4 0.0.0.0 ] wlanl wiphyl 0| 0 0 0 0 0
1200 |[] 192.168.100.103|0 etho 653,572,601 5,346,946 13| 15,109| 5,202,101,...| 4,863,373
1201 |[] 0.0.0.0 0 ethl 0 0 0 0 0
1202 |[] L] 172.16.0.102 0 eth2 3.460,380....[ 2,384,176 0 0| 3,482,058....| 2,399,880 [ ]
1,203 |[] ] 172.16.0.103 0 eth3 3.460,386....[2,384,178 4] 0] 3,482,036....| 2,399,868
2,04 [[] ] 0.0.0.0 0 ethd 2,394 7 0 ,852] 3
.2.05 0.0.0.0 0 eths 2,052 6 0 ,852] 3
2.06 192.168.9.29 0 eth3.1009  |eth3 0 0 0 , 308 3
207 |[] | 192.168.8.28 0 eth3.1008 'gthB 0 0 0 , 308 3
1208 |[] | 192.1681.11 0 eth2.1001  |eth2 24,760,294 58,374 0 0| 85,730,804 68,508
1.200 |[] ] 192168.9.19 0 eth2.1009  |eth2 4] 4] 0 9,235 130
1210 |[[] | 192.168.5.15 0 eth2.1005  |eth2 0 0 0 0 9,236 130 ||
ll“le 192“163‘7.17 0 eth2.1007  |eth2 0 0 0 0 9,306 131 ‘ ‘:
14 I ]

Logged into: localhost:4002 as: Admin

C. The capture will show that periodically the DSCP field gets overwritten per the WanPath corruption

logic of writing a decimal value 40 in the IP ToS field which corresponds to a DSCP value of decimal
10 or Assured Forwarding 11.

ice_ex12_wanpath_corruption.pcap [Wireshark 2.1.1 (Git Rev from (as ¥ (@) (x
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

AW B8 xdQe v sBEooAeEE® o
Filter: [ « ER s WG (o R
No. Time Source Destinmation Protocol Length Differentiated Services Codepoint Info

[ LANforge Expedited Forwardi

Assy

) ar
6.089134 .168.0. LANforge Expedited Forwarding
152 0.089337 192.168.6.30 LANforge 1518 Expedited Forwarding Seq: 76
153 0.089607 192.168.6.20 LANforge 1518 Expedited Forwarding Seq: 75
154 0.089652 192.168.6.30 LANforge 1518 Expedited Forwarding Seq: 77
155 0.090103 192.168.0.20 LANforge 1518 Expedited Forwarding Seq: 76
156 0.090684 192.168.0.30 LANforge 1518 Expedited Forwarding Seq: 78
157 0.091129 192.168.0.20 LANforge 1518 Expedited Forwarding Seq: 77
158 0.091657 192.168.6.30 LANforge 1518 Expedited Forwarding Seq: 79
159 0.092085 192.168.6.20 LANforge 1518 Expedited Forwarding Seq: 78
160 0.092601 192.168.0.30 LANforge 1518 Expedited Forwarding Seq: 80

93118 LANforge

LANTo

K Expedi ing
164 0.095843 Expedited Forwarding
165 0.096231 . .168.0.20 LANforge 1518 Expedited Forwarding

«C * ) »

» Frame 147: 1518 bytes on wire (12144 bits), 1518 bytes captured (12144 bits)

» Ethernet II, Src: JetwayIn cc:5b:d3 (00:30:18:cc:5b:d3), Dst: JetwayIn cc:5b:d2 (80:30:18:cc:5b:d2)

» 802.1Q Virtual LAN, PRI: 0, CFI: @, ID: 1018

» Internet Protocol Version 4, Sre 192.168.0.30, Dst: 192.168.0.20

»

>

il

User Datagram Protocol, Src Port: 33018, Dst Port: 33917
LANforge Traffic Generator

0000 00 30 18 cc 5b d2 00 30 18 cc 5b d3 81 80 03 f2
0010 08 00 45 b8 ©5 dc 79 99 46 00 40 11 39 46 O a8
0020 00 le cO a8 00 14 80 fa 80 f9 05 c8 49 fa 00 00
©030 00 80 1a 2b 3c 4d 00 14 00 13 05 Oc 00 80 00 00
0040 00 48 5a 7a 28 58 11 02 e7 78 00 01 00 00 00 00
0050 00 01 00 B1 62 03 04 05 06 67 08 09 0a Bb Oc 0d
0060 Be Of 10 11 12 13 14 15 16 17 18 19 la 1b 1lc 1d

O® File: "ice_ex12_wanpath_corruption.pcap” 3.038 kB 00:00:01 Packets: 1981 - Displayed: 1981 (100.0%) - Marked: 2 (0.1%) ... Profile: Default

For more information see LANforge-GUI User Guide: Layer-3 Cross-Connects


http://www.candelatech.com/lfgui_ug.php#cx

Wanlink Queue Discipline

Goal: Setup a Wanlink with an alternate queue discipline.

In this test scenario, the default WanLink queue discipline of FIFO (First In First Out) is replaced with WRR
(Weighted Round Robin) to demonstrate how to setup queuing that will prioritize traffic flows based on IP ToS.

Note: WRR can only be used with User Mode WanlLinks.

1. Setup a WanlLink connection.

A. Go to the Wanlinks tab and select Create.

LANforge Manager Version(5.3.7)
Control Reporting TIear-Off Info Plugins

) ()

| stopal | | Restart Manager | | Refresh

|| HELP ‘

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |

Rpt Timer: [fast  (1's) | v|Go| Test Manager [al - Select Al

Status | layer3 | L3Endps | VoIPRTP | VolP/RTPEndps | Armageddon | Wanlinks | Attenuators | Filed0

[ Hide Stopped ‘ Display | Madify H Batch Modify | | Delete ‘
‘anLinks for Selected Test Manager
Name | ED|kM|  state | Endpoints(AeB)| PktTxA-B | PktTxA<B | BpsRxB | BpsRxA | RptTimer
[4] 1l [1]
All WanLink Endpoint
WPs| Name |Run| Script | MaxRate | TxPkis | RxPkts | TxRate | TxDrop% | Dropped | TwFailed |Failed-late| TX Bytes |

(4] 1l

]

Logged in to: localhost:4002 as: Admin

B. Enter the WanlLink name, physical ports, base transfer rate, delay, jitter etc...
These impairments will be applied to all traffic on the WanlLink.

100Mbps-wan - Create/Modify WanLink >) (a) (%
l:‘ | All | | Apply | | oK | | Display WanLink & WanPaths | ‘ Lancel
wanLink Information
Mame: |LOOMbps-wan
Presets: |CUSTOM |v|
Endpoint A Endpoint B
Port: ‘2 (eth2) |v| |3 (eth3) |v|
Transfer Rate: ‘men (100 Mbps) |v| |1eon (100 Mbps) |v|
Delay: “tiny (18 ms) |v||‘[1ny (10 ms) |v|
Drop-Freq: ‘zero (%) |v||zero () |v|
Jitter: ‘zero (0 us) |v||zern (0 us) |v|
Jitter-Freq: ‘zeru (%) |v||zeru [{e:3]) |v|

C. Select Apply to create the base WanLink.

For more information see LANforge-GUI User Guide: Creating & Modifying WanLinks



http://www.candelatech.com/lfgui_ug.php#wl_mod

2. Setup Wanlink for User Mode.

A. Select All to un-hide the other WanLink config panels.

100Mbps-wan - Create/Modify WanLink &)@ ®
A A | Display wanuink & wanpaths || cancel
wanLink Information wanLink Information sl
Name: [TG0Mbps-wan [ Pass-Through L] HW Pass-Through
Presets: [cusTom [~] [ coupled-Mode ] Kernel-Mode
Endpoint A Endpoint B Resource: [z Geray-f22) [+]
Port 2 (eth2) 3 (eth3) - Rpt Timer: [fast a9 B
Transfer Rate:  [L06M (100 Mbps) 100M (100 Mbps) -
Endpoint A Endpoint B
Delay, tiny (10 ms) tiny (10 ns) - Reorderfreg:  [eero (%) [+][zero (o) [~] L
Drop Freq: zero (%) zero (0%) > Dup-Freq: [zero (o) [+][zero (o) [~]
4 zero (0 us zero (0 us -
Jitter: (6 us) (0 us) Drop Burst o |1 = e [l r |
Jitter-Freq: zero (o%) zero (0%) -
Reorder amt: |1 [mmiz0 [l B
| Seript ‘ ‘ Script
Endpoint A WAN Paths Endpoint B WAN Paths |
I Create-WP. [ Modify-WP ] Delete-WP 1] Create-WP. I Modify-WP. | Delete-WP
Name | TxRate |Disabled| ! | Filter Pattern | Delay] Name | TxRate |Disabled| ! | Filter Pattern [ Delay|
WwanLink Information ‘WwanLink Information
CPU-D: b [+] TestManager [gefautt tm [~]
Endpoint A Endpoint & Endpoint A Endpoint B
[[JICEcap Replay [JICEcap Replay [] bump Packets [[]pump Packets
Replay File: H ‘ Dump File
‘ Oir H ir ‘ [] Force Packet Gap [ Force Packet Gap
Drop-Xth DropXth
lims R Loop Replay Dlorop Horep |
[ ] Reorderxth []Reorderxth |
B. In panel 2, un-check the Kernel-Mode box.
100Mbps-wan - Create/Modify WanLink &)@ ®
E‘ [zeey | [ pisplay Wantink & warpaths | [ cancel
wanLink Information wanLink Information sl
Name: [TG0Mbps-wan [ Pass-Through L] HW Pass-Through
Presets: [cusTom [~] [ coupled-ode [ikernel Mode|
Endpaint A Endpoint B Resource: [2 (Getuay-f20) [«]
Port 2 (eth2) 2 (eth3) - Rpt Timer: [t s =]
Transfer Rate:  [L06M (100 Mbps) 100M (100 Mbps) -
Endpoint A Endpoint B
Delay: tiny (10 ns) tiny (10 ns) - P R |ZE"_n (%) |szem (%) ‘v‘ L
Drop-Freq: zero (G%) zero (0%) h Dup-Freg: [zera (%) [][zero tew [~]
4 zero (0 us zero (0 us -
Jitter: (6 us) (0 us) Drop Burst: i 1 |1 [ [ 1 |
Jitter-Freq: zero (0%) zero (0%) -
Reorder Amt: min |1 ‘ mae ‘ED ‘ min |1 | = ‘ZCI ‘
| Seript ‘ ‘ Script
Endpoint A WAN Paths Endpoint B WAN Paths =
I Create-WP. 11 Modify-WP ] Delete-WP 0] Creste-WP. il Modify-WP | Delete-WP
Name | TxRate |Disabled| ! | Filter Pattern | Delay] Name | TxRate |Disabled| ! | Filter Pattern [ Delay|

wanLink Information

ORU-ID: ‘

[ | TestManager

Endpoint A
[JICEcap Replay

Endpoint &
[ ICEcap Replay

Replay File:

‘ Dump File:

I Dir

I Dir |

[¥] Loop Replay

Loop Replay

wanLink Information

[defautt_tm

Endpoint A
[] Dump Packets

[] Force Packet Gap
[] Drop-xth
[] Reorderxth

Endpoint B
[]bump Packets

[IForce Packet Gap
[] Bropxth
[]Reorderxth |

C. Select Apply to change the WanlLink.

For more information see LANforge-GUI User Guide: Creating & Modifying WanlLinks



http://www.candelatech.com/lfgui_ug.php#wl_mod

3. Demonstrate the FIFO Queue Discipline.

A. Start the WanlLink, then run traffic through LANforge-ICE ports eth2 and eth3.
Here we are using LANforge-FIRE on a secondary resource to over-subscribe the 100Mbps WanLink
with five 30Mbps traffic flows each with a different IP ToS value set to show that the FIFO WanlLink
ignores the ToS bits by treating all packets equally and processing them in the order they enter the
queue.

LANforge Manager Version(5.3.7) v (a) (x
Control Reporting Tear-0ff Info Plugins

‘ Stop Al ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP ‘

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Statiens |’ |
Status

Llayer3 | 13Endps | VoIP/RTP |* VoIP/RTP Endps | Armageddon |~ Wanlinks |~ Attenuators | Filedo |

Rpt Timer: [fast (1 s) 0| Test MaﬂagerlaH ‘V‘ ‘ Select Al ‘
View |075m1 |v|Gu| | Display || Create H Modify | | Delete |
ross Connects for Selected Test Manager
Name Type | State Pkt Rx A | PktRxB Bps Rx A Bps Rx B Rx Drop % Al Rx Drop % B| Drop Pkts A| Drop

udp-001-ToS-0 LF/UDP |Stopped 0 0 0 0 0 0 0
udp-002-ToS-64 _ |LF/UDI ed
udp-003-ToS-96 LF/UDI ed
udp-004-ToS-128 _|LF/UDP [Stopped
udp-005-ToS-152 |LF/UDP |Stopped
[l Il Iv]

Logged into: localhost:4002 as: Admin

B. The dropped packet percentages show that even with a high value ToS, no priority is observed.

LANforge Manager Version(5.3.7) ) (a) (x
Control Reporting Tear-Off Info Plugins

‘ Stop All ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP ‘

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | |
Status

Leyer-3 | L3Endps | VoIP/RTP_ | VOIP/RTP Endps | Armageddon | Wanlinks | Attenuators | Filed0 |

Rpt Timer: [fast (1s) Test MaﬂagerlaH ‘V‘ ‘ Select Al ‘
View |urauu |v|Gu| | Display || Create H Modify | | Delete |
ross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B| Drop Pkts A| Drop

udp-001-ToS- LF/UDI un 0,986 1 24,731,67! 23,640,798 15.753 15913 5.794
udp-002-ToS-64 LF/UDI un 1,203 2 25,341,13! 26,170,783 4.697 12.647 1,733
udp-003-ToS-96 LF/UDI un 4,693 5 20,052,73 21,405,667 22.327 28.551 8,237 1
udp-004-ToS-128  |LF/UDI un 8,211 8! 14,787,80. 15,256,343 39.887 48.07 14,714 1
udp-005-ToS-192 |LF/UDP |Run 16,050] 14,245 12,948,194 11,490,452 49.15—9‘ 61.644 18,261 z
[« Il IO

Logged in to: localhost:4002 as: Admin

For more information see LANforge-GUI User Guide: Layer-3 Cross-Connects


http://www.candelatech.com/lfgui_ug.php#cx

4. Change the WanlLink queue discipline to WRR.
A. Select the Stop All button to stop all connections, then Modify the WanlLink.

LANforge Manager Version(5.3.7)

Control Reporting Tear-Off Info Plugins

‘ Restart Manager ‘

| merresh | [ Hew |

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | VAP Station:

s [ |

Status | Layer-3 | L3Endps | VolP/RTP | VoIP/RTP Endps | Armageddon

Rpt Timer: |fast 1s) = Test Manager |all -

[ wanLinks

Attenuators File10

[ Hide Stopped

[ Display || create || modify || gatch Modify | | Delete |

wanLinks for Selected Test Manager:

Name | EID | kM state | Endpoints(AeB) | PkiTxA-B | PktTxAcB | BpsRxB | BpsRxa | RptTimer
100Mbps-wan _ |6.32 | [ | |Stopped |100Mbps-wan-A <... | 1,652,866 1,652,224/ 100,000,000 100,000,000 1,000

All WanLink Endpoints

WPS‘ Name |Run‘ Script ‘ Max Rate ‘ Tx Pkts ‘ Rx Pkts Tx Rate ‘Tx Drop%‘ Dropped ‘ Tx-Failed |Fai\ed-Late| TX Bytes |
+_|100Mbps-w... [ [ ] [None |100,000,000| 1,652,224| 2,542,720(98,956,507|  35.085 889,687| [i] 0[ 2,501,42...|
+_|100Mbps-w... | [ ] [Nene |100.000.000] 1,652,868 2,539,975/98,953,254 35.062] 887,592 of 0[2,502,38...|

[« 1l

L]

Logged into: localhost:4002 as: Admin

B. In panel 4, change the QDisc field to the following string:

WRR,2000-0-255,4000-64-255,8000-96-255,16000-128-255,32000-192-255 for both Endpoint-A and

Endpoint-B.

The WRR string format is weight-ToS-mask where higher weights are given higher priority to packets

matching the ToS and bit mask.
Note: Minimum weighting should be equal to or greater than your MTU.

100Mbps-wan - Create/Modify WanLink v (A (%
Apply Display WanLink & WanPaths Cancel
Endpoint A WAN Paths Endpoint B WAN Paths =
I Create-WP. 11 Modify-WP ] Delete-WP 0] Create- WP il Modify-WP | Delete-wP |
Name | TxRate |Disabled] ! | Filter Pattern [ Delay] Neme | TxRate |Disabled| ! | Filter Pattern [ Delay|
WanLink Information Wanlink Information
GRU-D: ‘ ‘ | Test Manager  [gefault_tm [~]
Endpoint A Endpoint B Endpoint A Endpoint B
[JICEcap Replay [] ICEcap Replay [ bump Packets [] bump Packets
RepleyFile: | =] [=] oump Fik:
‘ e H Dir ‘ [[] Force Packet Gap [IForce Packet Gap
Drop-Xth Drop-Xth =
Loop Replay Loop Replay Diorop, Elorop
[ 1 ReorderXth [1Reorderxth
Replay Latency Replay Latency
|QD|5:: [WRR,2000-0-255,4000-64-§ [WRR, 2000-0-255,4000-64-] |
Replay Loss Replay Loss o o
- -
Replay Dup Replay Dup RIEXESteps=s | ‘ ‘ ‘ ‘ |
Replay Bandwidth Replay Bandwidth Backiog Buffer ~[AUT0 [ 7] [puro [~
Corruption: 1 Endpoint A Endpoint B Corruption: 4 Endpoint A Endpoint B L
Rate: [o [0 ] Rate: [o o |
Corruption: [Random write [~] [Random write [~] Corruption: [Random write [ ~][Random write [~]
Byte-to-Write: Byte-to-Write:
Range Offzet  mo |m[p |mp |mo | rongeofuer o |mp | |=p |
[ Chain-to-Next [] chain-to-Next [ Chain-to-Next [] Chainto-Next
[] Do Checksum [] Do checksum [] Do Checksum []Do checksum
Corruntion: Fndnoint A Fndnoint B Corruntion: Fndnnint A Endnoint B =

C. Select OK to apply changes to the WanLink and close the modify window.

For more information see LANforge-GUI User Guide: Creating & Modifying WanlLinks



http://www.candelatech.com/lfgui_ug.php#wl_mod

5. Demonstrate the WRR Queue Discipline.

A. Run the WanLink and the same five UDP traffic flows through LANforge-ICE ports eth2 and eth3.

B

LANforge Manager Version(5.3.7) v (a) (x
Control Reporting Tear-Off Info Plugins

‘ Stop Al ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP ‘

Layer-4_| Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | |

Status | layer3 | L3Endps | VOIP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | FiledO
Rpt Timer: |fast 1s) Gu Test Manager |all -

[]Hide Stopped ‘ Display H Create || Modify H Batch Madify | | Delete ‘
WanLinks for Selected Test Manager
Name | ED kM|  state | Endpoints(AwB) | PkiTxA-B | PktTxA<B | BpsRxB | BpsRxA | RptTimer
100Mbps-wan _ |6.32 | [ [Run |100Mbps-wan-A <... | of o/ 100,000,000/ 100,000,000/ 1,000
[ 1 Iy

All wantink Endpoints————
WPs ‘ Name |Fkuﬂ‘ Script ‘ Max Rate Tx Pkts ‘ Rx Pkts ‘ Tx Rate ‘ Tx Drop % ‘ Dropped ‘ Tx-Failed |Fai\eeratE| TX Bytes
I

|100,000,000] o o ol o of o [i] 0|
|100,000,000] of of of of o] of of o
(4] Il ]

Logged into: localhost:4002 as: Admin

This time, the higher valued ToS UDP flows are experiencing less drops due to the WRR priorities setup
in the WanlLink.

LANforge Manager Version(5.3.7) ) (A) (x
Control Reporting Iear-Off Info Plugins

‘ Stop Al ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP ‘

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | |
{ Status |

layer3 | 13Endps | VOIP/RTP |* VoIP/RTP Endps | Armageddon |~ Wanlinks |~ Attenuators | Filedo |

pt Tmer: [fast 1 51 |w[G0] Test Manager [ - seiect Al
View |r175m1 |V|Gn| | Display || Create H Modify | | Delete |
ross Connects for Selected Test Manager

Name Type | State Pkt Rx A | Pkt RxB Bps Rx A Bps Rx B Fx Drop % A| Rx Drop % B| Drop Pkts A| Drop
udp-001-ToS-0 LF/UDP |Run 5.785) 3,705 6.763.717 4,331,818 66.944 84.413 17,056 z
udp-002-ToS-64 LF/UDP |Run 38,161 41,833 13,897,328 15,332,256 52.24 43.04 41,741 E
udp-003-ToS-96 LF/UDP |Run 43,067 34,538 15,736,044 12,619,674 44.292 53.408 36,468 <
udp-004-ToS-128 |LF/UDP |Run 80,270 62,238 25,151,821 19,501,747 10.9) 28.267 10,152 Z
udp-005-ToS-192 |LF/UDP [Run 104,400 77,234 32,449,505 24,003,895 0 15.729 0 1
] Il T

Logged in to: localhost:4002 as: Admin

For more information see LANforge-GUI User Guide: Layer-3 Cross-Connects


http://www.candelatech.com/lfgui_ug.php#cx

WiFi: Gaming Test: video demonstration

Goal: Learn about how to combine the WAN emulation and programmable attenuation to
emulate different network environments for game consoles.

Watch a demonstration of how to modify the gaming experience using WAN links to soe

drop packets and combining that with attenuating the wifi signal in an isolation /\/\
chamber. This scenario requires LANforge version 5.3.9, two isolation chambers, one or Pl —
more programmable attenuators a DUT and three mesh AP nodes. LANforge GUI

LANforge WifIRE

&

WiFi Client

WiFi Gaming Test demonstration

Using Custom DNS on LANforge with
DNSmasq

Goal: Create a nameserver for your test network when no Internet access is available.

Isolated testbeds still regularly require their DUTs to resolve hosthames. The dnsmasq package on Linux provides
this feature. Requires release 5.4.6 or later.

Role of dnsmasq and how to combine it with Virtual Routers
The dnsmasq service provides BOTH DHCP and DNS services.

If the dhcp-range directive is present in the /etc/dnsmasq. conf file, then it will
respond to DHCP requests.

This setting is NOT governed by the Nefsmith -> Virfual Router -> Modify -> DCHPsetting. You can accidentally
leave DNSmasq running in DHCP serving mode and use Chamber View test scenarios that also create a new
DHCP service in a virtual router. LANforge does not track the status of DNSmasq like it does the dhcpd
process it starts in a virtual router. You can end up running two DHCP services if you are not careful

The two modes you would configure are:

e DNS mode and use virtual routers for DHCP. Configure the DNS entry of the virtual router to let clients
see the nameserver entry.

e DNS and DHCP mode and never use the DHCP option of the virtual router.

We suggest configuring DNSmasq in a DNS-only mode most of the time.

Typical Port Setup
If you are crafting a test scenario where you are providing DHCP as an upstream port, create a Virtual
Router and drag your upstream port into it. You will probably want a static IP on the port. For this example,
we willuse ethl with address 10.45.0.1.

e Right-click the port and select Modify
e Inthe Create/Modify Connection window:
o Select DHCP
o Configure DHCP DNS to be the IP of the port (10.45.0.1)
Enable the DNS service on the port

e Open the Port modify window by either double-clicking on the row in the Porf Mgrtab or selecting



the Modify Port option from the Netsmith right-click menu.
o At the lower left of the window, in the Services box, select DNS.
e Click OK.

You have now enabled DHCP in the virtual router.

Configure DNSmasq
The /etc/dnsmasq.conf file controls the behavior of the DNSmasq service. The configuration below will
serve entries out of /etc/hosts. This example is configured to run on interface eth1.

/etc/dnsmasq.conf

Hosts file /etc/hosts
Running DNSmasq:
e Check for configuration errors using dnsmasq --test.

e Restart DNSmasq to apply changes: sudo systemctl restart dnsmasg.service.

Creating GRE Tunnels on LANforge

Goal: create a GRE port and send traffic through it.

Overview of GRE

GRE stands for Generic Routing Encapsulation. This is an unencrypted manner of nesting packets destined for
a separate network. GRE tunnelling is infended to construct overlay networks without the computational
burden of encryption. The GRE client needs to know the local IP it will bind to, and the remote IP of its peer
providing GRE access.

In LANforge, GRE ports are treated as any other VLAN ports, such as MAC-VLANs or QVLANS, but they are a
Layer 3 device: they do not have MAC addresses. These GRE tunnels expect an already existing port with an
IP.

A This cookbook purposely avoids the phrase GRE endpointbecause LANforge refers to enapointsin the
context of fraffic connections (Layer 3 or Layer 4-7 endpoints).

Example
e The client gains a normal DHCP lease and is granted 192.168.0.234/24.
e A GRE provider is at the DHCP server address: 192.168.0.1.
e The client creates a GRE instance with the outer tunnel IPs 192.168.0.234 and 192.168.0.1.
e The client sets an overlay address of 10.0.0.5/24 on the GRE port.
e The client may then send tunneled traffic into the 10.0.0.0/24 network.

GRE Driver Devices
@ When the GRE kernel module is loaded, you will see three GRE devices:

e gre0
e gretap0

e erspan0

Creating a GRE port
1. In the LANforge Manager -> Port Mgrtab, click the Create button.
2. Select GRE funnel.
3. Enter the Jocal IP of an existing port on the LANforge (EG 10.40.0.100)
4. Enter the remote IP of the port acting as a GRE gateway (EG 10.40.0.1)
5. (Optional) Enter the overlay IP for the GRE port in the /P Addressfield. (EG 10.39.0.100/24)

Itis possible to create multiple GRE ports. Those port names should be different though.

Sending Traffic over GRE

To send traffic over GRE ports, the GRE port must be selected as an endpoint of a connection. It is not valid
to select the associated local port to send traffic from (it would be coming from the wrong network).

Layer 4-7 Traffic
1. In the LANforge Manager -> Layer 4-7 tab, click the Create button.
2. Select the source port (EG 1.1.07 gre0)
3. Add the URL to query (EG http://10.39.0.1/)

See more in the Layer 4-7 Cookbook.


https://en.wikipedia.org/wiki/Generic_routing_encapsulation
http://10.39.0.1/
http://www.candelatech.com/cookbook/fire/Introduction_to_Layer_4_7_Traffic

Layer 3 Traffic
Layer 3 traffic is possible so long as you have two different ports to transmit to. These could both be GRE
tunnel ports with different IPs, or one GRE tunnel port and one upstream port on the overlay network itself.
Please see: Generating Traffic fo a Switch.

Linux Commands

For some versions of LANforge, the GUI might not create the GRE tunnel that you want, and you will want to
alter the details of the GRE port. When restoring a test configuration from the Stafus fab->Saved Test
Configurations->Configuration dropdown, the IPs of the tunnel might be missing.

To perform these commands, you will required to open a terminal on the LANforge and become root:

1. Click on the MATE Terminal icon in the toolbar

2. Use the command: sudo -s Enter

Listing GRE details

e Show the funnel IPs: ip 1ink show gre0

[root@ct522-jedway3 lanforgel# ip tunnel show
gre0: gre/ip remote any local any ttl inherit nopmtudisc
gre2p0001: gre/ip remote 10.40.0.239 local 10.40.0.2 ttl 255

e Show the tunnel overlay IP: ip addr show gre0

[root@ct522-jedway3 lanforgel# ip addr show gre0
55: gre0O@NONE: <NOARP> mtu 1476 gdisc noop state DOWN group default glen 1000
link/gre 0.0.0.0 brd 0.0.0.0
[root@ct522-jedway3 lanforgel# ip addr show gre2p0001
58: gre2p0001@NONE: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER UP> mtu 1476 gdisc noqueue master vrfl0001 state UNKNOWN g1
link/gre 10.40.0.2 peer 10.40.0.239
inet 10.39.0.2/32 scope global gre2p0001
valid 1ft forever preferred 1ft forever
inet6 fe80::a28:2/64 scope link
valid 1ft forever preferred 1ft forever

Changing the IPs
To change the overlay IP you will first add a new IP and then delete the old IP (if necessary). You might find
that the IPs are missing when the tunnel is restored from a saved configuration.

ip addr add 10.39.0.123/24 dev gre0
ip addr del 10.39.0.100/24 dev gre0

To change the tunnel IPs: ip tunnel change gre0 local 10.40.0.111 remove 10.40.0.2

Deleting the GRE tunnel

If you wish to delete all the GRE tunnels, it involves unloading the ip gre kernel module. Just removing the
module is insufficient because LANforge will attempt to re-load the module any time it finds a GRE
referenced in a saved scenario.

A This GRE tunnel then might show up in a scenario inadvertently when switching to a new scenario.

1. (Optional) If you want save the scenario with the GRE tunnel, Use the Stafus tab->Saved Test
Configurations->Save DB Name and click the Save button.

2. Open a ferminal, because root with sudo -s

3. Stop the LANforge service: cd /home/lanforge; ./serverctl.bash stop
4. Erase the present database: rm -f /home/lanforge/DB/DFLT/*

5. Remove the modules: rmmod ip_gre gre

6. Start the LANforge service: ./systemctl.bash start

You might have to connect the GUI again. You will nofice that this starts LANforge with a blank database.
Use the Status tab->Saved Test Configurations->Configuration dropdown to load a previous scenario.

Adding a GRE Tunnel Port

These are the commands for adding a funnel:

ip tunnel add grel00l mode gre local 10.40.0.100 remote 10.40.0.1
ip link set up dev grel0O01
ip addr add 10.39.0.100/24 dev grel001l

Sniffing a Tunnel

GRE ports can be sniffed with Wireshark or fcodump, and can be performed on the GRE port or the port with
the local ip. Examples of tcpdump commands:

e On the GRE port: tcpdump -ni gre0


http://www.candelatech.com/cookbook/fire/Switched_Network_Testing

e Onthelocal port: tcpdump -ni ethl proto gre or icmp
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