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Emulating a Multiple Hop Network

Goal: Use virtual routers to emulate a multi-hop network.

In this example, LANforge is used to emulate a live routed network by using multiple virtual routers to form a
working multi-hop network. Each virtual router has its own routing table and can be configured to use one
of many different routing protocols. OSPF will be used in this example and traceroute will be used to

demonstrate the traversal of each hop.

1. Use Netsmith to create five OSPF virtual routers.
A. From the Status tab, select the Netsmith button.
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B. Right-click in the Netsmith window and select New Router.
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C. Select the Use OSPF checkbox.
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D. Select OK, then create four more OSPF virtual routers.
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E. After creating five OSPF virtual routers, select Apply.
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For more information see LANforge-GUI User Guide: Netsmith
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2. Create four Netsmith connections to link all of the OSPF virtual routers.

A. Right-click in the Netsmith window and select New Connection.
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B. Leave all the default settings and select OK.

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ~ ) (%
Virtual Routers and Connections ||
o
~
]
Al
.__.;\ EI(NA)
Create/Modify Connection x
Interface-Cost: [ |
Port 1-A: [<Auto Create NewPort=  ~ | FPHEMS L |
0SPF Area: [000.000.000.000 |
Port 1-B: [ Skip |<Aut0 Create New Port= ‘v VERP IP:
WanLink: [] Skip |<Auto Create New WanLink=> ‘v| VRRP ID:
Port 2-B: [ Skip |4:Auto Create New Port> ‘v| Il [FTYE
VRRP Interval:
Port 2-A: [] Skip |<Auto Create New Port= ‘v| Next-Hop: [ | r
DHCP Lease Time: Subnets (a.b.c.dpx):
DHCP DNS: | | |
DHCP Ran | | |
DHCP Rang | I |
Mgt-ﬁthu DHCF Domain: | || |
ethl Next-Hop-Pvé:
.. eth2 | DHCPVE DNS: P | |
W eth3 IPvE Subnets (aaa:0/x):
m et| DHCPVE Range Min: | I |
W2 DHe
) | | |
DHCPd Config File: | || |
| | | B
[JNAT [JDHCP  []DHCPv6  [Jcustom DHCP  [JWRRP [ cand-RP
S !
ol
q] [ [ ]
WanlLinks [l show Legend [¥] Fire [J1Pvas Info Print Sync Apply Close
WanLink Names [v] Port Names Fire Names  [] Zero-IPvas apply Progress: 10 mpl Cancel Apply
Peer WanLinks Parents Col. Domains []IPvés
Netsmith Status:
[v] WanLink Config




C. Create three more Netsmith connections.
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D. After creating four

Netsmith connections, select Apply.
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3. Assign IP addresses to either end of each of the four Netsmith connections.
A. Right-click on rddVRO and select Modify Port.
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B. SetrddVRO to 10.0.0.1/30 and select OK.
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C. Right-click on rddVR1

and select Modify Port.
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D. SetrddVR1 to 10.0.0.2/30 and select OK.
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E. Repeat the steps above to complete the following:
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A. rddVR2is 11.0.0.1/30 and rddVR3'is 11.0.0.2/30
B. rddVR4is 12.0.0.1/30 and rddVR5 is 12.0.0.2/30
C. rddVRéis 13.0.0.1/30 and rddVR7 is 13.0.0.2/30



4. Drag each end of a Netsmith connection into a virfual router to setup the network.

A. A:Setup the following by dragging the interfaces into the specified virtual routers:
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B. B: Right-click on each Wanlink (red bar) and select Toggle Wanlink (change to green bar).
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A. Note: If you wanted to emulate an /impaired/ multi-hop network, you could modify each Wanlink to have any
LANforge impairment such as latency, jitter, dropped packets, etc...




C. After allinterfaces are moved and Wanlinks started, select Apply in the Netsmith window.
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5. Assign IP addresses and Default Gateways to each of four physical interfaces.

A. Right-click on each interface and select Modify Port.
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B. Setup the following IP addresses and Default Gateways:
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. ethl IP address is 172.16.0.101/24 and Default GW is 172.16.0.1
eth2 IP address is 172.16.0.1/24 and Default GW is 172.16.0.1
eth3 IP address is 192.168.0.1/24 and Default GW is 192.168.0.1
eth4 IP address is 192.168.0.104/24 and Default GW is 192.168.0.1

o0 = >




C. Drag eth2 intfo RO and eth3 into R4, then Apply changes.
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A. Note: In this example, four physical interfaces are used. eth1 and eth2 are physically connected with a cable, as
are eth3 and eth4. This allows us to use eth1 and eth4 to generate traffic to each other through the network

interfaced by eth2 and eth3.



6. Apply all changes in Netsmith, allow OSPF time to converge, and observe routing tables.

A. After applying all Netsmith changes, right-click on a virtual router and select Show Routing Table. (Before
OSPF converges, only the directly connected networks are shown.)

LANforge Dialog ) () X

09/13 14:08:41.470
Routing table for Virtual Router: Router-@ (5)
unreachable default proto xorp scope link metric 1 notify

10.0.0.0/30 dev rddVRO scope link
172.16.0.0/24 dev eth2 scope link

b

B. After OSPF converges, each virtual router has a complete routing table for the enfire network.

LANforge Dialog ) () X

09/13 14:09:29.285
Routing table for Virtual Router: Router-G (5)

unreachable default proto xorp scope link metric 1 notify

10.0.0.0/30 dev rddVRO scope link

11.0.0.0/30 via 10.0.0.2 dev rddVR@ proto xorp metric 2 notify
@ 172.16.0.0/24 dev eth2 scope link

[4] Il ITv]

A. Note: If you select Netsmith Apply again, this will restart all virtual routers and OSPF will need time to converge again.



7. Alternafive method fo observe routing tables of each virtual router.

A. With OSPF virtual routers, you can right-click on a virtual router and select Virtual Router Console to bring up
the underlying xorp shell for the virtual router.
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B. Once at the xorp shell prompt, type the following to display the routing table information:

xorpsh for VR: 5 (on fwa710-blue)

Hllelcome to XORP on Fuarl0-blue

oot Bfwarli-bluer show route table ipwd unicast final
L0,0,040 [=tatic(220)/1]

> to 0,0,0.0 via my_discard/my_discard
72,16,0,0/24  [connected(0)/0]

> wia eth2/eth2

92,168,0,0/24  [o=pf(110)/5]

¥ to 10,0,0.2 via rddvRO/rddYRD
[conmected(0)/0]

» wia rddv¥RO/rddvR0

[ozpF{110)/2]

¥ to 10,0,0,2 via rddvRO/rddYRD
[o=pF{110)/3]

¥ to 10,0,0,2 via rddvRO/rddYRD
[ozpF{110)/4]

¥ to 10,0,0,2 via rddvRO/rddYRD
oot@fua7lo-blues i

A. show route table ipv4 unicast final

8. Use traceroute to traverse all five hops.




A. Open a terminal window in the LANforge system.

root@fwa710-blue:~
File Edit View Terminal Help
[root@fwa710-blue ~]# ]

)7 ]

B. Type the following command at the prompt:

root@fwa710-blue: ~
File Edit View Terminal Help
[root@fwa710-blue ~]# traceroute -i ethl 13.0.0.2J]

i3]

A. traceroute -i ethl 13.0.0.2

B. Note: -i ethl forces the traceroute program to use ethl as its outgoing interface.



C. Observe the results of each hop in the network.
[ root@fwa710-blue:~
File Edit View Terminal Help

[root@fwa7l0-blue ~]# traceroute -1 ethl 13.0.0.2
traceroute to 13.0.0.2 (13.0.0.2), 30 hops max, 60 byte packets
1 172.16.0.1 (172.16.0.1) 0.129 ms 0.098 ms 0.081 ms
2 10.0.0.2 (10.0.0.2) 0.332 ms 0.299 ms 0.243 ms
3 11.0.0.2 (11.0.0.2) 0.572 ms 0.549 ms 0.449 ms
4 12.0.0.2 (12.0.0.2) 2.917 ms 2.902 ms 2.813 ms
5 13.0.0.2 (13.0.0.2) 4.808 ms 4.712 ms 4.695 ms
[root@fwa710-blue ~]# |}

D. Traceroute from eth4.

[ root@fwa710-blue: ~
File Edit View Terminal Help

[root@fwa710-blue ~]# traceroute -i ethl 13.0.0.2
traceroute to 13.0.0.2 (13.0.0.2), 30 hops max, 60 byte packets
1 172.16.0.1 (172.16.0.1) ©0.111 ms 0.081 ms 0.105 ms
2 10.0.0.2 (10.0.0.2) 0.226 ms 0.338 ms 0.321 ms
3 11.0.0.2 (11.0.0.2) 0.640 ms 0.559 ms 0.539 ms
4 12.0.0.2 (12.0.0.2) 2.937 ms 2.924 ms 3.551 ms
5 13.0.0.2 (13.0.0.2) 4.778 ms 4.687 ms 6.603 ms
[root@fwa710-blue ~]
[root@fwa710-blue
[root@fwa710-hlue traceroute -1 ethd 10.0.0.1
traceroute to 10.0.0.1 (10.0.0.1), 30 hops max, 60 byte packets
192.168.0.1 (192.168.0.1) 0.109 ms 0.081 ms 0.100 ms
13.0.0.1 (13.0.0.1) 0.243 ms 0.159 ms 0.489 ms
12.0.0.1 (12.0.0.1) 2.210 ms 2.177 ms 2.142 ms
11.0.0.1 (11.0.0.1) 3.166 ms 3.148 ms 3.177 ms
10.0.0.1 (10.0.0.1) 6.731 ms 6.719 ms 6.699 ms
oot@fwa710-blue ~]# |j

#
~]#
~1#

=5 LU Wk =

[

A. traceroute -i eth4 10.0.0.1

E. Generate LANforge fraffic through the mulfi-hop network.



A. Go to the Layer-3 tab and select Create.

LANforge Manager WVersion(5.3.7) x) (o) (%
Control Reporting Tear-Off Info Plugins
| Stop All ‘ | Restart Manager | | Refresh | | HELP |
Generic rTest Mgr rTest Group rRescurce Mgr r Event Log rAIertS r Fort Mgr rvAP Stations r Messages |
Status Laver2 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | wanlinks |  Attenuators | Filedo | Layer4 |
Rpt Timer: : Test Manager |all - | Select All || Start H Stop || Quiesce || Clear ‘
View |0-500 |v|Go| | Display || Crgatﬁﬂ Modify | | Delete |
Cross Connects for Selected Test Manager
Name Type State Plet Rt A Pkt Rx B Bps Rx A Bps Rx B ‘F{x Drop % A‘ Ry Drop % B| Drop Pkts A
[« il v
Logged into: 192.168,100.103:4002 as: Admin
B. Set Endpoint-A to use eth1 and Endpoint-B to use eth4.
test-1 - Create/Modify Cross Connect w) (=) (%
I:' | All | | Display | | Sync | | Batch-Create | | Apply | | OK | | Cancel
Cross-Connect b
CX Name: ftest-1
CX Type: |LaNforge / UDP ~|
Endpoint A Endpoint B
Trar o 1 (jw2) |v |2 tiv2) v
Port; 1 (eth1) || |4 (etha) v
Min Tx Rate: Mid DSL (768 Kbps) | w||mid s (768 Kbps) e
Max Tw Rate: Sam= |'| Sams |V|
Min PDU Size:  [1k (1,024 B) [+|fik (1,024 B) |+
Max PDU Size: |53|T|9 |v | |53|T|e |'|
IP ToS: Best Effort  (8)  |w|[Best Effort (0) ||
Pkts To Send: |Infinite |v | |Infini'te |v|




C. Start the Layer-3 connection.

Ver

LANforge Manager

Control Reporting Tear-Off Help

| Stop All ‘

| Restart Manager |

File-10 | Layer-4 | Generic | TestMgr | Resource Mgr | Serial Spans | PPP-Links | Port Mgr | Messages |
Staws |

Cross Connects fo
| Plt Tx A->B| Pkt Tx A<-B| Rate A->B

Mame | Type | State

Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon | WanLinks | Collision-Domains |
Rpt Timer (ms): Tm Manager [all = | Select All || Start || Stop || Quiesce || Clear |
View [o - 200 [+]co | pisptay | creme || moainy | | Detete |

rSelected Test Manager
| Rate A<-B | Rx Drop & | Rx Drop B | Rpt Timer | EID |

Endpaints (A <-> B |

test-1 |LF/UCP  |Run 1,554 1,573| 767,583

| 767,710 o o 1000/1.6 [test-1-A <=> test-1-B |

Logged in to: 192.168.100.226:4002 as: Admin




D. Traffic flowing through the multi-hop network.

n for Resource: fwa710-blue Version(5.1.2)

Virtual Routers and Connections

at
]
~

=

Right-click/double-click/drag supported. Mat-gthd
M Router Port 1?2.158.100.226,‘24
= B Ports - B gavey
Router uses OSPF 10.0.0.2/30
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Peer ICE CX
M Edge Port

Collision Domain
m— Stopped WanLink
== Running WanLink
[ | Phantom/Unknown
B3 TX over last 3s
B1% Drop over last 60s i ne
[=—Network Cennection H L
- Stopped FIRE 172.16.0.101/24 192.168.0.104/24
'——Running FIRE o1
—:e_earICEA _ 02 16e.0.1/24
[——Bridge Active R4(l) W
— RBridge Configured N = ‘R3<2) 3 %{Pﬁsz
— Parent/Child rddVR7 rddVRE

rddVR2
11.0.0.1f30

RO(S) R2(3)
- rddV i rddVR3
10.670.1430 2.0p11.002430

dVR4
2.0.0.1/30
oy

eth2
17216.01)24

13.0.0.230 13.0.0.1{30
—

RW 1.1 0035

1]

Il [T»

¥|sh
[v] Po

Col. Domains Parents

ow Legend  []| Zero-IPv4ds IPvds [11Pves Help Print Sync Apply | Close

n Names WanLinks Peer WanLinks WanLink Names netsmith Apply Progress: Cancel Apply

Fire Fire Names  Netsmith Status: [T
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