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TECHNOLOGIES Network Testing and Emulation Solutions

Powersave Test Cases

Goal: Test and verify powersave mode on a station using various
methods.

DTIM multicast testing:

e Sef up mcast traffic between upstream port sending to station with parameters of Ykbps Min Speead,
128 Kbps Max Speed and Default Pkt Size using the following cookbook link:
http://www.candelatech.com/cookbook.php2vol=wifire &book=WiFi+Station+Multicast .

e Double-click on the created station in the Port Mgrtab. Enable Powersave on LANforge station (in the
Misc Configuration tab)

L ¥
(%

sta01500 (ct521b-0bba) Configure Settings bl

Port Status Information
Current DOWN LINK-DOWN NONE

Driver Info: Port Type: WIFI-5TA  Parent: wiphyd

Port Configurables

Advanced Configuration r Mise Configuration |/Cnrruptinns r Custom WiFi |
Standard Configuration Extended Config |
More WiFi Settings

(] Enable TXO O sal

e | Fres | ]
Preamble | | +] mcs: ‘ [~
| |+ | Bancwicen: | [~
oCsP: bisabled (2) v

Freq-2.4: OxFFFe | Freq-s: |xferFee |
AMPDU-Factor: |05 Default | v | AMPDU-Density: [05 Default v
Max-AMSDU: | || Brigge:  |0.0.00 |
X-Coordinate: o | Y-Coordinate: |0 |
Z-Coordinate: o | Venue-ID: o |
Post IF-UP Script: .

[] CustomWPA Cfg WPA Cfg:

[¥] Managed STA [ ] IBSS Mode [ ] MESH Mode [] WDS Mode

|| Scan Hidden [ | Passive Scan [_] Allow Migration [ ] Disable Fast Reauth |Pawersave|

[¥] Restart DHCP on Connect  [] Skip Portal on Roarn [ No Auto ESS Roaming  [] No Apply DHCP
|| Disable Oper Class IE [ ] BSS Transition || Disable TWT [_]| Disable OFDMA [_] Disable OBSS Scan

[] Roam FT-DS [] Reject Beacon Req

| Print ” Display I ‘ Probe H Display Scan H Sync | ‘ Apply H OK | l Cancel |

e Configure station for something easy to sniff (20Mhz a/b/g/n) by clicking the Disable HT40button in the
Standard Configuration tab. Then click Apply and OK to close the Configure Setfings window for the
station.


http://www.candelatech.com/
mailto:sales@candelatech.com
mailto:support@candelatech.com
tel:+13603801618
http://www.candelatech.com/cookbook.php?vol=wifire&book=WiFi+Station+Multicast

5ta01500 (ct521b-0bba) Configure Settings ) i) (x

Port Status Information
Current DO LINK-DOWS MONE

Driver Info. Port TypecWIFT-5TA Parent wiphyd

Port Configurables
Advanced Configuration rMis: Configuration [ Corruptions [’Cn.rsbomWiFi |
Standard Configuration Extended Config |
Enable General Interface Settings
- []/Down O AwcMgt DHCP Hostnarne: |Ncne ]v |
] seemxqLen
- ] DHCPIPv6 [#] DHCPRelease  DHCP Vendor ID: |Nune |v|
T — DHCP-IPva DHCP ClientID:  [None |+
] setpromacse
DNS Servers:  |BLANK Peer [P MA
IP Address:  0.0.0.0 Global IPvé: [auTo |
e TP Maske 0.000 Link IPwé: [auTO |
[ wrme GatewayIP:  0.0.0.0 1BvE GW: [auTO |
Lee Alias: MTU 1500
] ons S
MAC Addr: 00:0a:52:17:22:b9 X QLer 1000
] maoms
v T [fter 0 []wroise e ]
[] irsecupsream  PSec GW: PSec Password:
IPSec Local ID.: IPSec Rernote 1D
WiFi Settings
Lowy Level
] proms SSID: eero-mesh-lanforge |v| AP |30:34:22:2E:94'.P.6 |
O wsoe Key/Phrase: |lanforge [71] Mode: [suz11a0gn |~
[ uroensnies Freq/Channel: 2412/1 Rate: [os pefauds [~]
G50 Enabled
g CIweA (k) WpA2 []WPA3 []OSEN [JWEP []OWE
[] Groenatied [¥] Disable HT40 [] Enaple VHT160 [] Disable SGI
| print || Display | | Probe || Displayscan || sme | | apay || ok | | cance |

e Start sniffer with optional filter to see all frames from AP BSSID or STA BSSID.

e Investigate packet capture:
o The beacon right before the mcast frame should have the TIM Multicast flag set.

o Beacon without mcast frame soon after should NOT have the Multicast flag set.
o DTIM count counts down to zero, only at zero can mcast frames be transmitted.
o DTIM count should count down, with maximum value being DTIM Period - 1.

o If AP can change DTIM period, test with multiple DTIM periods.

This pcap file from a station on a mtk7921k radio shows proper unicast behavior. This is using the packet filter:
wlan.addr == 08:93:4a:9d:47:a3 | | wlan.addr == 04:f0:21:90:64:65

This pcap file shows bad broadcast Powersave behavior. Frame 157 TIM field should indicate Multicast and the
broadcast frame 158 should be immediately after frame 157 instead of being 65ms later.

TIM unicast testing (with APs set up for multicast = unicast behaviour):

e Set up download unicast TCP traffic between upstream port and station. Set the Min Speed as 9 Kbps,
Max Speed 128 Kbps, and 1400 as the Pkt Size.

e Double-click on the created station in the Port Mgrtab. Enable Powersave on LANforge station (in the
Misc Configuration tab)


http://www.candelatech.com/cookbook/wifire/cookbook-files/power-save-mtk7921k-sta-9984-lanforge-vap.pcapng
http://www.candelatech.com/cookbook/wifire/cookbook-files/bad-bcast-powersave.pcapng

: sta01500 (ct521b-Obba) Configure Settings © @

Port Status Information
Current DOWN LINKE-DOWN NONE

Driver Infoc  Port Type: WIFI-5TA Parent wiphy0 wiphyd...

Port Configurables
Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi |
Standard Configuration i Extended Config |
More WiFi Settings
[] Enable TXO Osal
—— [Jres | ]
Preamble: | [ +] mcs: | [~
NSS: | | } Bandwidth: ‘ ‘ |
OCSP: Disabled (@) ||
Freq-2.4: |oxffeseE | Freg-5: |OxFFEse |
AMPDU-Factor: [0S Default | ¥ | AMPDU-Density: |05 Default v
Max-AMSDU: | | - | Bridgep:  0.00.0 |
X-Coordinate: o | Y-coordinate: |0 |
Z-Coordinate: o | venue-ID: o |
Post IF-UP Script: .

[[] Custom WPA Cfg WPA Cfg:

¥] Managed STA [_|IBSS Mode [ | MESH Mode [_| WDS Mode

[[] Scan Hidden [] Passive Scan [] Allow Migration [] Disable Fast Reauth

[¥] Restart DHCP on Connect || Skip Portal on Roarm [ No Auto ESS Roaming  [_] No Apply DHCP
[] Disable Oper Class IE [] BSS Transition [_] Disable TWT [] Disable OFDMA [] Disable OBSS Scan
[l Roam FT-DS [_]| Reject Beacon Req

[ [ oome ] [goe |[oepmscan |[am | [amm][0c] [omer]

e Configure statfion for something easy to sniff (20Mhz a/b/g/n) by clicking the Disable HT40button in the
Standard Configuration tab. Then click Apply and OK to close the Configure Settings window for the
station.



5ta01500 (ct521b-0bba) Configure Settings ) i) (x

Port Status Information

Current DO LINK-DOWN NONE

Driver Info: Port TypecWIFT-5TA Parent wiphyld

Port Configurables
Advanced Configuration rMis: Configuration [ Corruptions [’Cn.rsbomWiFi |
Standard Configuration Extended Config |
Enable General Interface Settings
- []/Down O AwcMgt DHCP Hostnarne: |che ]v |
] seemxqLen
- [JDHCPIPvE [¥] DHCP Release  DHCP Vendor ID: [None v
L sexOffad DHCP-IPva DHCP ClientID:  [None |+
] setpromacse
DNS Servers:  [BLANK Peer IP: MNA
1P Address: 0000 Global IPvé: [auTo |
. TP Mask: 0000 Link IPv&: [auTO |
[ wrme GatewayIP:  0.0.0.0 1BvE GW: [auTO |
Lee Alias: MTU 1500
] ons S
MAC Addr: 00:0a:52:17:22:b9 X Q Ler 1000
] maoms
e tTiner [ a9 [<|wronse v =
D IPeec.Lipstream IPSec GW: IPSec Password:
IPSec Local 1D : IPSec Rernote 1D
WiFi Settings
Lowy Level
[ leronnse S51D: |eeru-mesh-lanforge |v| AP |30:34:22:2E:94'.P.6 |
[Jwoemed  Key/Phrase: lanforge [71] Mode: [suz11a0gn |~
[ uroenssied Freg/Channel: 2412/ Rate: |us Default l'r|
G50 Enabled
g CIweA (k) WpA2 []WPA3 []OSEN [JWEP []OWE
[] Groenatied [¥] Disable HT40 [] Enaple VHT160 [] Disable SGI
| print || Display | | Probe || Displayscan || sme | | apay || ok | | cance |

e Start sniffer, with optional filter to see all frames from AP BSSID or STA BSSID.

e Investigate packet capture:
o The beacon should indicate that AID has traffic waiting (and Multicast flag would not be
set).

o STA should send wake-up null-func frame very soon affer the beacon is seen (regardless of
DTIM count/period, which is not pertinent for unicast frames).

o AP acks that and proceeds to send queued traffic to STA.
o STA goes back to sleep after a short period (around 100ms)

o Average latency for the TCP download frames is around 100ms since frames are held on the
AP until the next beacon so that STA can know to wake.

power-save-ax200-asus.pc...

power-save-ax200-sta-998...

power-save-mtk7921k-sta-...

For the ASUS capture above, use this filter for ax200: wlan.addr == 50:e0:85:8a:0a:f2 | | wlan.addr ==
F0:2F:74:7C:A3:B0, for ax200 to LANforge VAP use: wlan.addr == 50:€0:85:8a:0a:f2 | | wlan.addr == wlan.addr
== 04:f0:21:9a:64:65 and for the mtk fo LANforge VAP, use: wlan.addr == a8:93:4a:9d:47:a3 | | wlan.addr ==
04:f0:21:90:64:65


http://www.candelatech.com/cookbook/wifire/cookbook-files/power-save-ax200-asus.pcapng
http://www.candelatech.com/cookbook/wifire/cookbook-files/power-save-ax200-sta-9984-lanforge-vap-unicast.pcapng
http://www.candelatech.com/cookbook/wifire/cookbook-files/power-save-mtk7921k-sta-9984-lanforge-vap-unicast.pcapng

The ax200 capture shows buggy behaviour on the ASUS: ASUS does not ack frames well so ax200 sends lots of
retries. The ASUS is doing mulficast to unicast behaviour, so the ‘multicast’ frames are sent as directed unicast
frames directly to the station.

Wake/Sleep testing in upload direction

o Set bursty fraffic, min of zero, max of 128kbps, in upload direction.

e Double-click on the created station in the Port Mgrtab. Enable Powersave on LANforge station (in the
Misc Configuration tab)

sta01500 (ct521b-0bba) Configure Settings hatd ALK,

Port Status Information

Current DOWN LINKE-DOWN NONE
Driver Infoc Port Type: WIFI-5TA Parent wiphyo

Port Configurables

Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi |
Standard Configuration [ Extended Config |
More WiFi Settings

(] Enable TXO Osal

TX-power: | | +| Tries: | ||
Preamble: | |+ mes: | [~
| |+ | Bancwietn: | ||
ocsP: Disabled (0) v

Freq-2.4: O | Freg-s: |oxfeFeeeE |
AMPDU-Factor: [0S Default | v | AMPDU-Density: 05 Default v
Max-AMSDU: | || Bridgete:  |00.00 |
X-Coordinate: o | Y-Coordinate: |0 |
Z-Coordinate: o | Venue-ID: o |
Post IF-UP Script: .

(] Custom WPA Cfg WPACfT:

[v] Managed STA [ | IBSS Mode [ | MESH Mode [_| WDS Mode

[] ScanHidden [] Passive Scan [_] Allow Migration [ ] Disable Fast Reauth IE||Pawersave|

] Restart DHCP on Connect || Skip Portal on Roarn [ No Auto ESS Roaming  [_] No Apply DHCP
[ ] Disable Oper Class IE [] BSS Transition [] Disable TWT [] Disable OFDMA [] Disable OBSS Scan

] Roam FT-DS [_] Reject Beacon Req

| Print ” Display I ‘ Probe H Display Scan H Sync | ‘ Apply H OK | l Cancel |

e Configure statfion for something easy to sniff (20Mhz a/b/g/n) by clicking the Disable HT40button in the
Standard Configuration tab. Then click Apply and OK to close the Configure Settings window for the
stafion.



5ta01500 (ct521b-0bba) Configure Settings ) i) (x

Port Status Information

Current DO LINK-DOWN NONE

Driver Info: Port TypecWIFT-5TA  Parent wiphy0

Port Configurables
Advanced Configuration | Misc Configuration | Corruptions r Custom WiFi |
Standard Configuration Extended Config |
Enable General Interface Settings
- []/Down O AwcMgt DHCP Hostnarne: |Ncne ]v |
] seemxqLen
- [JDHCPIPvE [¥] DHCP Release  DHCP Vendor ID: [None v
L] secoffoac DHCP-IPva DHCP ClientID:  [ione M
] setpromacse
DNS Servers:  [BLANK Peer IP: NA
1P Address: 0000 Global IPvé: [auTo |
. TP Mask: 0000 Link IPv&: [auTO |
[ wrme GatewayIP:  0.0.0.0 1BvE GW: [auTO |
Lee Alias: MTU 1500
] ons . -
MAC Addr: 00:0a:52:17:22:69 X Q Ler 1000
] maoms
e WoTmer [oser @9 [7]wroiee  iove =
D IPsec-Lipstream IPSec GW: IPSec Password:
IPSec Local ID.: IPSec Rernote 1D
WiFi Settings
Lowy Level
] proms SSID: eero-mesh-lanforge |v| AP |30:34:22:2E:94'.A6 |
[]=oemes  KeyfPhrase: lanforge [1] Mode: [sez7130gn [=]
D UFD Ensbied Freg/Channel: 24121 Rate: |us Default l'r|
G530 Enabled
g CIweA (k) WpA2 []WPA3 []OSEN [JWEP []OWE
[] Groenatied [¥] Disable HT40 [] Enaple VHT160 [] Disable SGI
| print || Display | | Probe || Displayscan || sme | | apay || ok | | cance |

e Start sniffer, with optional filter to see all frames from AP BSSID or STA BSSID.

e Watch for packets from STA indicating it is going awake or asleep (Frame Control Field — Flags — PWR
MGT)

e STA should :
o indicate it is awake before transmitting frames.

o go to sleep after a period of idle time (about 100ms, | think, but it may depend on the
station).

o noft transmit while asleep
e STA may receive multicast packets while ‘asleep’ using the DTIM logic described above.
e AP should not fransmit unicast frames to STA while STA is asleep.

The following capture: shows power-save-mtk7921k-sta-mtk7915-lanforge-vap-unicast-upload.pcapng capture
shows mtk7921k station talking to a LANforge mtk7915 VAP. The capture filter is: wlan.addr == a8:93:4a:9d:47:a3
| |wlan.sa == 00:0A:52:46:8D:4. The capture starts with the TCP traffic idle and the station in sleep mode. The
STA then wakes up in frame 884 and it starts sending TCP fraffic in frame 888. The TCP fraffic has then quiesced
for a bit in frame 996 and STA goes back to sleep.

Wake/Sleep testing in download direction

e Configure AP for bridge mode so that NAT is not an issue. Follow the following cookbook link fo
configure the AP in bridge mode: http://www.candelatech.com/cookbook.php?
vol=wifire&book=wifi+VAP+bridge

e Double-click on the created station in the Port Mgrtab. Enable Powersave on LANforge station (in the


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge

Misc Configuration tab)

()
®.

sta01500 (ct521b-0bba) Configure Settings @

Port Status Information

Current DOWN LINK-DOWN NONE

Driver Info: Port Type: WIFI-5TA  Parent: wiphyd wiphyl...

Port Configurables

Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi |
Standard Configuration Extended Config |
More WiFi Settings

[] Enable TXO Osal

oor | [ | ]
Preamble: | [ +] ms: ‘ [~
NSS: | |+ sancwicen: ] [~
OCSP: Disabled (@) [+

Freq-2.4: S | Freq-s: | |
AMPDU-Factor: |05 Default | ¥ | AMPDU-Density: |05 Default v
Max-AMSDU: | | - | Bridge-e:  0.000 |
X-Coordinate: o | Y-Coordinate: |0 |
Z-Coordinate: o | venue-D: o |
Post IF-UP Script: N

[[] Custom WPA Cfg WPA Cfg:

[¥] Managed STA [ ] IBSS Mode [_| MESH Mode [_] WDS Mode

[] Scan Hidden [] Passive Scan [] Allow Migration [] Disable Fast Reauth

[¥] Restart DHCP on Connect  [] Skip Portal on Roam ] No Auto ESS Roaming  [] No Apply DHCP
|| Disable Oper Class IE [ ] BSS Transition [ ] Disable TWT [_] Disable OFDMA [ ] Disable OBSS Scan

[ Roam FT-DS [] Reject Beacon Req

[ (o]  [oon ][ owmsma JLome ] [aw (o] [come ]

e Configure station for something easy to sniff (20Mhz a/b/g/n) by clicking the Disable HT40button in the
Standard Configuration tab. Then click Apply and OK'to close the Configure Setfings window for the
station.



5ta01500 (ct521b-0bba) Configure Settings =) o) =

Port Status Information
Current DO LINK-DOWS MONE

Driver Info: Port TypecWIFT-5TA  Parent wiphy0

Port Configurables
Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi |
Standard Configuration Extended Config
Enable General Interface Settings
- m O AwcMgt DHCP Hostnarne: |Nmne |v |
] seemxqLen
[ secwatu ] DHCP-IPv6 ] DHCP Release DHCP Vendor ID: |Nr.1ne |v |
T — WIDHCPIPv | SecondarylPs | DHCP ClientID:  [None |+
] setpromacse
DNS Servers:  [BLANK Peer IP: NA
1P Address: 0000 Global IPvé: [auTo |
. TP Mask: 0000 Link IPv&: [auTO |
[ wrme GatewayIP:  0.0.0.0 1BvE GW: [auTO |
Lee Alias: MTU 1500
] ons § S
MAC Addr: 00:0a:52:17:22:b9 X Q Ler 1000
] maoms
e tTiner [ a9 [<|wronse v =
[ rsecupsream  PSec GW: IPSec Password:
IPSec Local ID.: IPSec Rernote 1D
WiFi Settings
Lowy Level
[ mows SSID: eero-mesh-lanforge  |w| AP [3034222C046
[ msorenabied Key/Phrase: |lanforge ||[?]| Mode: |m.|1abnﬂ l"i
D SR BRI Freg/Channel: 24121 Rate: Itls Default lvi
G530 Enable
S WA [¥]wpA2 [[JWPA2 [ OSEN [JWEP []OWE
[] Groenatied [¥] Disable HT40 [] Enaple VHT160 [] Disable SGI
| Print || Display | | Probe | | Display Scan | | Syne | | Apply || OK | | Cancel J

e Start sniffer, with optional filter to see all frames from AP BSSID or STA BSSID.
e Ping from upstream to STA, one packet per second.

e Ping latency should vary from near zero to the beacon interval since AP will store packets between
when STA sleeps and wakes again. STA will wake after seeing indication in DTIM that it needs to
receive (non multicast) frames.

e Packet loss should not be very high, this indicates AP is storing frames properly and that STA is waking
properly.

e Ping from STA to upstream should not have much latency, because STA should wake each fime it
wants to send ICMP request, and stay awake long enough to receive the response before going back
to sleep.

Packet Capture Analysis of Ucast to Mcast Capture with Buggy AP with Bad
Ack on Frames

See ‘power-save-ax200-asus.pcapng’ file linked above. The captures ‘power-save-ax200-sta-9984-lanforge-
vap-unicast.pcapng’ and ‘power-save-mtk7921k-sta-9984-lanforge-vap-unicast.pcapng’ show similar
behaviour, but without the buggy lack of ACKs from the AP since a different AP (LANforge on QCA 9984
chipset) was used.

Starting with frame 227, a beacon frame, the AP indicates in the TIM IE that (unicast) data is waiting for the
station with Association ID (AID) Ox8. This is the LANforge station in question, where it's AID is seen in the 'Probe’
text dump in LANforge. This can also be seen by looking at the association frames, though this is not part of the
capture. The TIM does not set the Multicast bit since this AP is converting multicast fo unicast.



= e vy =

power-save-ax200-asus.pcapng 0 @ G5
q File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

jam g (=% B1Q &3 & |

| wlan.addr = || wlan.addr == F0:2F:74:7C:A3:B0 [x] i + mt-both | a2e | sierra-mac-both | miltope | miltope
| Destination Protecol Sequence Receiver address Transmitter address Data rate ( Info =

TO:27:74:7c:a3: 74:7c:a3:b0 QoS Null function (No data), SN=8, FN=©,
TO:2f:74:7c:a3: T0:27:74:7c:a3:b0 QoS Null function (No data), SN=0, F!
£0:2f:74:7c 831 . 12F174:7c:a3: 1€0:85: QoS Null function (No data), SN=@.

12:74:7c:a3: 12:74:7c:a3: 1€0:85: QoS Null function (No data), SN=6,
S Null

function (No data
EN:

QoS Null function (No data),
Acknowledgement, Flags=
£0:2f:74:7c:23:b0 Request-to-send, Flags=
Clear-to-send, Flags=.
Seq: 299886

802.11 Block Ack, Flag
Request-to-send, Flags
Clear-to-send, Flags=.
Seq: 299887

Seq: 299888

Seq: 299889

Seq: 299898

Seq: 299891

802.11 Block Ack, Flag
Request-to-send, Flags
Clear-to-send, Flags=.

:e0:85:8a:0a:72) (RA)

: :a3:p0 (f0:27:74:7c:a3:b0) (RA)
PF:74:7c.. IntelCor _8a:0a:f2 (50:0:85:8a:0a:f2) (RA)
£0:2:74:7c:a3:b0 (f0:2F:74:7c:a3:b0) (RA)

Supported Rates: 54 (0x6¢) B
~ Tag: DS Parameter set: Current Channel: 6
Tag Number: DS Parameter set (3)
Tag length: 1
Current Channel: 6
~ Tag: Traffic Indication Map (TIM): DTIM G of O bitmap
Tag Number: Traffic Indication Map (TIM) (5)
Tag length: 5
DTIM count: @ 1
DTIM period: 1
~ Bitmap control: 0xe0
. Multicast: False
©000 000. = Bitmap OFfset: Ox80
Partial Virtual Bitmap: 0001
As 500 0x08

~ Tag: Country Information: Country Code US, Environment Unknown (0x04)
Tag Number: Country Information (7)
Tag length: 6
Code: US
Environment: Unknown (0x04) >
0070 8b 96 24 30 6c B3 01 06 ©5 65 B0 O1 B0 00 O1 SO ]
0020 07 06 55 53 84 01 6b le 23 02 18 0 2a 01 04 32 us -
0090 04 Gc 12 18 60 Gb 05 B2 00 22 00 09 33 02 86 65 . "o3e
0040 46 05 32 00 00 00 00 2d la ef 11 17 FF Ff Ff Ff  F-2 .. -
0650 01 00 06 0O 0O 0O 0O 0O 00 OO 00 OO 0O 0O 00 0O
00°0 00 60 60 3d 16 66 Of 16 00 0O 00 0O 00 0O 08 0O =
0000 00 60 60 60 B0 60 60 GO0 00 0O 00 7f 0a 04 00 O . .
0020 80 01 00 00 O 01 40 b Oc bl 69 Bb OF aa Tf 0O e i
0070 00 aa Tf 00 20 cO 05 60 04 0O 00 0O ff 1d 23 05 #
0100 00 08 12 00 10 22 20 02 c@ 02 43 95 00 00 8c 00 "
0110 aa ff aa Ff 1b 1c ¢7 71 1c o7 71 ff 07 24 T4 3f
0120 01 25 fc Ff Tf De 26 08 00 a4 08 20 a4 08 40 43 %
0130 08 60 32 68 9 11 80 6d 86 65 ff O 2f 74 7c a3 2
O 7 association ID (wlan.tim.aid), 1 byte

Packets: 2036 - Displayed: 1347 (66.2%)

Frame 228 is from the stafion. It will always wake up fo receive the beacon so that it can check the TIM
element fo see if it needs to stay awake and tell AP it needs to receive frames. Frame 228 is a few micro-
seconds affer the beacon, and STA fells the AP that is is waking up (because the AID was set in the TIM), and
so AP can send fraffic to it:

— . — v
power-save-ax200-asus.pcapng SRSREN
Analyze Statistics Telephony Wireless Tools Help I
7 LW BQé&D3T KIS
(W] wlan.addr = || wlan.addr == F0:2F:74:7C:A3:B0 (] jon.. + mtboth | aze | sierra-mac-both | miltope | miltope

No. Time New Column Source Destination Protocol Sequence Receiver address Transmitter address Data rate ( Info -E

219 2022-62-11 164887046 0.000158461 2 TO:2f:74:7C:a: 802.11 T0:21 0: 85 2 QoS Null

220 2022-02-11 .165131543 ©0.000244497 2 TO:2f:74:7c:a3:b0 802.11 QoS Null
221 2022-02-11 165348298 ©.000216755 1a3:00 802.11 QoS Null -

222 2022-02-11 1654962960 0.000147992 :a3:b® 862.11 QoS Null

223 2022-62-11 .165711588 0.000215298 :a3:bhe 802.11 QoS Null

227 2022-02-11 .265105532 0.099393944 Beacon T

2022-62-11 .265333127

90801205

230 2022-02-11 .265540795 000207668 FO:2f:74:7c:a3:b0 (fO:2f:74:7c
231 2022-02-11 .265542228 000001433

232 2022-02-11 .265763503 000221275 192.168.50.239

233 2022-02-11 265765058 008001555 IntelCor_8: 1e0:85:8a

234 2022-02-11
235 2022-02-11
236 2022-02-11
237 2022-02-11
238 2022-02-11
239 2022-02-11
240 2022-02-11

.265803834
.265912170
.266510791
.266521795
266522712
266523506
.266524657

000128776 T0:2f:74:
000018336

009607621 192.168.50.239
000002004 192.168,50.239
008000917 192.168.50.239
008000794 192.168.50.239
008601151 192.168.50.239

H

a3:

A

0000000000000 0

241 2022-02-11 266525609 000000952 2 (50:€0:85:8a. 1

242 2022-02-11 .270528937 004003328 1bo (f0: c. 3

243 2022-02-11 .270530142 000001205

- Aax Anmn AR 43 21.mm.nn Aminannn ARAmAnArA ARA AnR FA AAR
Type/Subtype: QoS NuLl function (No data) (0x007g) B
~ Frame Control Field: Oxc801
oo ..00 = Version: @

Type: Data frame (2)
subtype: 12

1100 ...
- Flags: x01
01 = DS status: Frame from STA to DS via an AP (To DS: 1 Erom DS: 0) (x1)
More Fragments: This is the last fragment
: Frame is not being retransmitted

More Data: No data buffered

. = Protected flag: Data is not pratected
0. . = Order flag: Not strictly ordered
.000 0000 0011 1100 = Duration: 60 microseconds

Destination address: f@:2f:74:7c:a3:b0 (F0:2f:74:7c:a3:b0) E

Source address: ©a:T2 (50:e0:85:8a:0a:72)

BSS Id: f0:2f:74: b0 (fO:27:74

STA address: IntelCor 8a:0a:f2 (50:e0:85:8a:0a: -
0000 00 00 3c B0 2f 40 10 a® 20 08
0010 20 ©8 09 aB 20 68 G0 00 T9 be
0020 0O Oc 85 09 cO 00 f2 00 00 00
0032 Oc 00 00 00 ee 00 ee 01 f0 02
0040 0 2f 74 7c a3 bo 50 e® 85 Ba
0050 a3 bo 89 88 00 00

O 7 power management status (wlan.fc.pwrmgt), 1 byte Packets: 2036 - Displayed: 1347 (66.2%)
— — " Lol P

The mulficast frames (converted to unicast in this case) are sent very soon after the STA wakes, see frames 232,
236 - 240. After the burst of multicast frames, the fraffic goes quite. The statfion decides to go back to sleep af
frame 259. Notice the interval between frames, and that it has been idle for a bit...
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power-save-ax200-asus.pcapng DOE

[W]wlan.addr == || wlan.addr == F0:2F:74:7C:A3:B0 ] + mtboth | aze | sierra-mac-both | miltope | miltope
No. Time New Column Source Protocol Sequence Receiver address Transmitter address Data rate ( Info
240 2022 ©3.266524657 ©0.000001151 192.168.50.239 LANTOrge Seq: 299
241 2022-62-11 14 ©3.266525609 ©.0000600952 IntelCor_8a:@a:f2 (5l a. (RA) 802.11 802.11 B
242 2022-02-11 14 ©3.270528937 ©.004003328 f0:2f:74:7c:a3:0@ (fO:2f:74:7c.. (RA) 802.11 Request-
243 2022-02-11 14 93.270530142 6.000001205 fo:2f (RA) 802.11 Clear-to
244 2022-62-11 14 03.271242298 ©0.0080712156 192.168.50.239 LANTOrge 226 Seq: 299
245 2022-62-11 14 ©3.271243991 ©0.000001693 192.168.50.239 LANTOrge 227 Seq: 299
| 246 2022-02-11 14 03.271244949 0.000000958 102.168.50.239 LANforge 228 Seq: 209
o 247 2022-62-11 14 ©3.271245681 ©.600000732 192.168.50.239 LANTOrge 229 Seq: 299
= 248 2022-62-11 14 ©3.271246343 ©0.000000662 192.168.50.239 LANforge 230
249 2022-02-11 14 ©3.271246925 ©.000000582 192.168.50.239 LANforge 231
250 2022-62-11 14 83.271248166 ©0.000001241 192.168.50.239 LANTOrge 232
251 2022-62-11 14 83.271302875 ©0.000054709 IntelCor_8a:@a:f2 (50: :be (RA) 802.11
l 252 2022-62-11 14 ©3.312333410 ©.041030535 f@:27:74:7c:a3:b@ (FO: if2
253 2022-62-11 14 ©3.312334785 ©0.000001375 :be
254 2022-62-11 14 ©3.312538861 ©0.600204076 192.168.50.239
. 312540931 0. IntelCor_8a:@a:f!

ccecee

255 2022-02-11 14
B

12707351
469954824
470145820
.470378367
03.470626695

More Fragments:

roo000

000002070
T

6.
00801457
057247473 F0:2f:74:7c:a3:b0
000190996 IntelCor_8a:0a:f2
000232547 IntelCor_8a:0a:f2
000248328 IntelCor_8a:0a:f2

DS status: Frame from STA to DS via an AP (To DS: 1 From
This is the last fragment
Frame is not being retransmitted

2 (50:€0:85:8a.. f0:2f
2 T

Acknowle
Beacon £
Qos Null
QoS Null
QoS Null

DS: 6) (Ox1)

§|
e

4

8006
0016
0026
0030
0040
0050

O 7 Ppower management status (w

o0...
000 GO0 0011 1100 = Duration:
Receiver address:

0000 0RO 9000 .. ..

More Dat:

No data buffered

Protected flag: Data is not protected
Order flag: Not strictly ordered

£@:27:74:7c:a3:00

IntelCor_Ba:0a:f2 (50:e@
0000 = Fragment number: 0
= Sequence number: 0

Qos Control: 0x0000

00
20
00
oc
70
a3

ar
20
co
ee
a3
00

20 18
08 00
00 3
00 ed
b@ 50
00

20
71
00
0
85

00

ae 20 08 60
43 06 00 60
00 1e 4c Od
63 c8 [l 3c
2 fe 2f 74

60 microseconds
4

Packets: 2036 - Displayed: 1347 (66.2%) Profile: Default

lan.fc.pwrmagt). 1 byte

Packet Capture Analysis of Multicast Capture with Powersave

See file ‘power-save-mtk7921k-sta-9984-lanforge-vap.pcapng’, using filter: wlan.addr == a8:93:40:9d:47:a3 | |
wlan.addr == 04:f0:21:90:64:65

The AP in this setup is LANforge using QCA 9984 chipset radio. The AP is not set fo convert multicast to unicast,
so we get fo inspect how mulficast traffic is queued and sent to sleeping stations.

In frame 269, the station goes to sleep. It does not wake up again, at least not often, but it does wake up to
hear beacons and pay attention to the DTIM so it can stay awake to receive multicast frames when needed.
This was verified by ensuring that the multicast receiver endpoint on the station shows proper amount of
received fraffic.
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Qe Q IF

[W]wlan.addr == a8:93:4a:9d:47:a3 || wlan.addr == 04:f0:21:9a:64:65
~{No. Time Source Destination Protocol Length PPDU Format Type/Subtype
258 2.457651623 CompexPt_9a:64:65 Broadcast 8e2.11 Beacon frame
| 267 2.565869912  aB:93:4a:9d:47:a3 (aB:93:4a:9d:47:a3) (TA) CompexPt_9a:64:65 (04:. 882.11 76 Request-to-send
| 268 2.5658091416 a8:93:4a:0d:47 802.11 70 Clear-to-send
i 270 2.566052042 ag:93:4a:9d:47 . 882,11 70 Acknowledgement
284 2.703411152 CompexPt_9a:64:65 Broadcast 802.11 248 Beacon frame [
| 285 2.705508437  172.16.223.153 224.6.6.6 LANfor.. 1592 Data
310 2.949171336 CompexPt_9a:64:65 Broadcast 802,11 248 Beacon frame
|- 318 3.031863685  CompexPt_9a:64:65 SparkLAN_4e:58:cl 802.11 242 Probe Response
in 319 3.832252020 CompexPt_9a:64:65 SparkLAN_4e:58:c1 802.11 242 Probe Response
i 320 3.832639366 CompexPt_9a:864:65 SparkLAN_4e:58:c1 802.11 242 Probe Response
321 3.033029663  CompexPt_9a:64:65 SparkLAN_4e:58:c1 802.11 242 Probe Response
338 3.194881874  CompexPt_9a:64:65 Broadcast 802.11 248 Beacon frame
339 3.197038423  172.16.223.153 224.6.6.6 LANfor.. 1592 Data
340 3.199194556  172.16.223.153 224.6.6.6 LANfor.. 1592 Data
5 AR 7 AAARIRAAD  ComnexPt OacAd-AS Rroadrast an? 11 248 Rpacnn frama 5 .
1] ersion: @ =
ype: Data Trame (2)
ubtype: 4

@... .... = Order flag: Not strictly ordered
000 9000 @010 ©100 = Duration: 36 microseconds
Receiver address: CompexPt_9a:64:65 (04:79:21:9a
Transmitter address: aB:93:4a:9d 193:

number :

e eee. ..., DEGE
0000 9180 1111 .... number:

L]
0010
0020
0830
0040
0050

0o 3c
08
@8 0c 3c
oc 88
fo
65

0o 2f 40 10 a@
ab 20 08 00 00
14 48 @1 d6 00
60 dé @0 di 01
9a 64 65 a8 93
B4

00 ab 28 08 00 ab
4d 30 @0 00 00 DO
00 00 dc eb 10 0O
cf 03 48 24 00
47 a3 84 0 21 9a

O 7 Power management status (wlan.fc.pwrmgt). 1 bytel(s)

Packets: 618 - Displayed: 52 (8.4%) - Dropped: 0 (0.0%)

Profile: Default

Frame 364 shows DTIM with no multicast bit set, indicating no mcast frames are queued. And, DTIM countis 1,
which means that stations do not need to wake now, but do need to wake for next DTIM period.
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Bi@mMORE QenEs 35

Qe Q IF

|wlan.addr = a8:93:4a:9d:47:a3 || wlan.addr == 04:f0:21:9a:64:65
Hno. Time Source Destination Protocol Length PPDU Format Type/Subtype
285 2.705508437 172.16.223.153 224.6.6.6 LANfor.. 1592 Data
| 310 2.949171336 CompexPt_9a:64:65 Broadcast 802.11 248 Beacon frame
A 318 3.031863685  CompexPt_9a:64:65 SparkLAN_4e:58:cl 802.11 242 Probe Response
319 3.832252020 CompexPt_9a:64:65 SparkLAN_4e:58:cl 802.11 242 Probe Response
9 320 3.832639366  CompexPt_9a:64:65 SparkLAN_d4e:58:c1 802.11 242 Probe Response
321 3.833029663  CompexPt_9a:64:65 SparkLAN_d4e:58:c1 802.11 242 Probe Response
| 338 3.194881874  CompexPt_9a:64:65 Broadcast 802.11 248 Beacon frame
5 339 3.197038423  172.16.223.153 224.6.6.6 LANfor.. 1582 Data
340 3.199194556  172.16.223.153 224.6.6.6 LANfor.. 1582 Data
H 364 CompexPt_¢ Broadcast 802.11 Beacon frame
387 3.886459396  CompexPt_9a:64:65 Broadcast 802.11 248 Beacon frame
388 3.688557092 172.16.223.153 224.6.6.6 LANfor.. 1592 Data
410 3.932218491  CompexPt_9a:64:65 Broadcast 802.11 248 Beacon frame
436 4.177984526 CompexPt_9a:64:65 Broadcast 882.11 248 Beacon frame
437 4.180085762  172.16.223.153 224.6.6.6 LANfor.. 1592 Data
5 450 4 AP3743APR ComnexPt OacAd-AS Rroadrast an? 11 248 E Rpacnn frama —
Supported Rates: 12(B) (©0x98) =
Supported 18 (0x24)
Supported 24(B) (bxb@)
= Supported 36 (0x48)
[ Supported 48 (0x60)
Supported : 54 (Ox6c)

~ Tag: DS Parameter set: Current Channel: 36

Tag length: 1
Current Channel: 36
~ Tag: Traffic Indication Map (TIM): DTIM 1 of @ bitmap
Tag Number: Traffic Indication Map (TIM) (5)
Tag length: 4
DTIM period: 2
~ Bitmap control: Ox@@
ce-. ...0 = Multicast: False
00RO 009. = Bitmap Offset: O0x08
Partial Virtual Bitmap: 88
~ Tag: Supported Operating Classes
Taq Number: Supported Operating Classes (59)
0000 00 0 3c 00 2f 40 10 a0 20 GO 00 aB 20 08 00 a0 - -<-/@ -
0010 20 08 00 a0 20 08 00 00 1b bi 5a 30 00 00 00 0O ... ..
0020 @@ Bc 3c 14 40 61 d5 00 @0 06 00 0O 3b ec 10 0O
n 0030 @c B@ 00 O cf 88 cc 01 d5 @2 cc 03 88 60 00 OO
opan ff fF ff ff ff ff 04 f0 21 Oa 64 65 84 T0 21 9a

dep- |

0050 64 65 7O 1a 7c c@ 9d 1la B @0 00 0P @ 00 01 0O ep - B
8! 0050 B0 Bc 62 65 6e 2d 35 32 33 2d 39 39 38 34 01 08  --ben-52 3-9984.-

0070 8c 12 98 24 b 48 60 6c 03 01 24 05 04 [ 02 B0  ---§-H'L --§- 3

O0E0 88 3b 02 80 @8 2d 1a 6e 8@ 1b ff ff ff ff

0090 9@ B@ 0D 0P @9 00 01 G0 09 G2 00 0P @8 6O

0bal B 3d 16 24 B85 02 00 G0 B G0 00 0P B 6O

OO0 B BE 00 0P BB 00 00 G0 B 7f 08 04 B 6O

00cO 0@ 8@ 40 bf Bc b2 59 02 30 aa ff 18 06 aa

0000 86 c@ 05 01 2a 0@ fc ff c3 @4 02 2e 2e 2e

Obe0 8@ 58 f2 02 81 01 01 60 83 ad 00 00 27 ad

DOFD 42 43 be 0@ 62 32 2f 00

© 7 Indicates how many Beacon frames (including the current f...ear before the next DTIM (wlan.tim.dtim_count), 1 byte(s’ Packets: 618 - Displayed: 52 (8.4%) - Dropped: 0 (0.0%)}  Profile: Default

Frame 365 is next beacon, and it shows mcast frames are queued, and the DTIM count indicates that stations
should wake NOW fo receive the queued frames.
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BiOmMEREG Qe EF &5

[l wlan.addr == a8:93:4a:9d:47:a3 || wlan.addr == 04:f0:21:9a:64:65

Qe Q IF

~{No. Time Source Destination Protocol Length PPDU Format Type/Subtype AID12
285 2.705508437 172.16.223.153 224.6.6.6 LANfor.. 1592 Data
| 310 2.949171336 CompexPt_9a:64:65 Broadcast 802.11 248 Beacon frame
A 318 3.031863685  CompexPt_9a:64:65 SparkLAN_4e:58:cl 802.11 242 Probe Response
319 3.832252020 CompexPt_9a:64:65 SparkLAN_4e:58:cl 802.11 242 Probe Response
320 3.832639366  CompexPt_9a:64:65 SparkLAN_d4e:58:c1 802.11 242 Probe Response
321 3.833029663  CompexPt_9a:64:65 SparkLAN_d4e:58:c1 802.11 242 Probe Response
| 338 3.194881874  CompexPt_9a:64:65 Broadcast 802.11 248 Beacon frame
& 339 3.197038423  172.16.223.153 224.6.6.6 LANfor.. 1582 Data
L 340 3.199194556  172.16.223.153 224.6.6.6 LANfor.. 1582 Data
364 3.440818649  CompexPt_9a:84: Broadcast 802.11 248 Beacon frame
H 387 3.686459396  CompexPt_Y9a 5 Broadcast 802.11 48 Beacon
388 3.688557092  172.16.223.153 224.6.6.6 LANfor.. 1592 Data
410 3.932218491  CompexPt_9a:64:65 Broadcast 802.11 248 Beacon frame
436 4.177984526 CompexPt_9a:64:65 Broadcast 882.11 248 Beacon frame
437 4.180085762  172.16.223.153 224.6.6.6 LANfor.. 1592 Data
|| 5 450 4 AP3743APR ComnexPt OacAd-AS Rroadrast an? 11 248 Rpacnn frama 5
Supported Rates: 12(B) (©0x98) -

Supported Rates: 18 (0x24)
Supported Rates: 24(B) (0xb@)
Supported Rates: 36 (Ox48)
Supported Rates: 48 (0x60) %
= Supported Rates: 54 (@xBc)
i ~ Tag: DS Parameter set: Current Channel: 36

Tag Number: DS Parameter set (3)

Tag length: 1

Current Channel: 36
~ Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

Tag Number: Traffic Indication Map (TIM) (5)
[ Tag length: 4
'
1 DTIM period: 2
~ Bitmap control: Ox@1
Multicast: True

0ERe 008. Bitmap Offset: @x00

Partial Virtual Bitmap: 88

- Tag Supported Operating Classes
Taq Number: Supported Operating Classes (59) =
UODD @@ B@ 3c DD 27 40 10 al 20 08 00 a@ 20 08 0D a®@ - -<-/@ -
20 08 00 ad 20 08 @0 00 al 70 S5e 30 @@ 00 00 0O e
@@ 6c 3c 14 46 01 d5 00 @0 0O 00 0O 52 ec 10 0O
Gc 88 60 00 cf 6@ cc 01 d5 02 ch 03 88 60 G0 OO
ff ff ff ff ff ff 04 f0 21 Oa 64 65 84 0 21 9a -
64 65 90 1a 01 80 al 1a G0 00 00 0B T@ B0 01 DO d g
00 Oc 62 65 Ge 2d 35 32 33 2d 39 39 38 34 01 08 ben 52 3-9984- -
$-HL -5

e

8c 12 98 24 bo 48 60 6c 03 01 24 05 04 [f 02 01
@8 3b 02 80 0@ 2d 1a 6e @@ 1b ff ff ff T 00 0O
@0 00 00 G0 0@ 00 01 00 @9 0O 00 00 08 00 00 O
@8 3d 16 24 05 02 00 G0 ©P 00 00 0D OB B0 00 OO
@8 00 00 00 0P 00 00 G0 OO 7f 08 04 OB B0 02 OO
@0 00 40 bf Gc b2 59 02 30 aa ff 18 06 aa ff 18
0000 @6 c@ 05 01 2a 0@ fc ff c3 @4 02 2e 2e 2e dd 18
Obe0 B8 58 f2 02 81 01 01 60 @3 ad 00 0P 27 ad 00 0O
DOFD 42 43 be 0@ 62 32 2f 00

© 7 Indicates how many Beacon frames (including the current f...ear before the next DTIM (wlan.tim.dtim_count), 1 byte(s’ Packets: 618 - Displayed: 52 (8.4%) - Dropped: 0 (0.0%)}  Profile: Default
Ea

And right after the beacon, the mcast frame is sent, as expected. Later, if stafion needs to send a frame, it
would send a Null-Func frame with the 'STA is awake’ flag set, and if AP needed to send a unicast frame, the
AID of the STA would be added to the TIM element and so STA would wake for that as well....

Packet capture for buggy broadcast power-save behavior:
See file linked near the top: bad-bcast-powersave.pcapng

LANforge is configured to generate slow broadcast fraffic in downstream direction using LANforge-Eth layer-3
connection type, with Dest Mac specified as all FFs, and 'b' side as un-managed. This causes A side to blindly
send out these frames, the B side does not actually attempt to receive it.




LANforae Manager \Version(5.4.5)

[aiEre

vl (Al (X

testl - Create/Modify Cross Connect

‘ Display || Sync || Batch-Create || Apply || oK || Cancel |

Cross-Connect

Cross-Connect

— X Name: ftestl Report Timer: |fast (1s) |'|
X Type: [Lanforge / Eth [~]
Endpoint & Endpoint B
Endpoint A Endpoint B Pld Pattern |increasing ‘v” | ‘
| Resource: |1 {ct523c-3011) |v|| ‘ | — | ‘ || | ‘
Port: |2 (eth2) |'|| ‘ | Max IP Port: | ‘ || | ‘
Min Tx Rate: |°1d (Rt (§23 @ (drml |'|| ‘ | Min Duration: | ‘ || | ‘
E_ Max Tx Rate: |Sa“‘e | i | | ‘ | Max Duration: | ‘ | | | ‘
of Min PDU Size: |AUT0 |'|| ‘ | Min Reconn: | ‘ || | ‘
C.Ma)< PDU Size: |Same |V | | ‘ | Max Reconn: | ‘ | | | ‘
IP ToS: | — | || ‘ | Multi-Conn: |0ne (1) "H | ‘
Pkts To Send: |I|'|fll'|1’fe |' | | ‘ | Auto-Helper [v] Auto-Helper
h | Script | | Script ‘
| Thresholds || Thresholds ‘
Cross-Connect Endpoint A Endpoint B
Test Manager |defau|t_tm |V Shd Buff Size: | ‘ || | ‘
Quiesce: |3 (3 sec) |v Rev Buff Size: | ‘ || | ‘
Endpoint A Endpoint B Send Bad FCS: |zero (%) ‘v| |zero (0%) |v‘
1P Addr: | [~ |~] Src MAC: | | | oa:00:00:00:00:00 [~
K [] Replay File [J Replay File [] Use-Proxy [JUse-Proxy
5 []Loop OLoop Proxy Addr:
- Dest Mac L Dest Mac Prowy Port:
Filename: Socket Priority: |0 | |0 |
Dest MAC: |‘cf’ﬂ:”cf”cf”‘:f”cf |'|| ‘ | | Payload || Payload ‘
Endpoint A Endpoint B Endpoint & Endpoint B
) | | Do Checksum [JDo Checksum
| Conn Timeout: | | || ‘ | [v] UnManaged
»| TEP MSS: | | || ‘ | [ ] Duration Quiesce [[] Duration Quiesce

Endp Name:

[[] Quiesce-aAfter-Range
[ TCP_NODELAY

[ concurrent IP Addrs
[] Clear-Port-0On-Start
[] Linear-IP-Ports

[] UDP-NAT

[ Quiesce-After-Range
[ TCP_NODELAY

[ concurrent IP Addrs
[] clear-Port-0n-Start
[ Linear-IP-Ports

[ UDP-NAT

[test1-a

| [test1-8

This AP is not buffering broadcast packets and sending them after the beacon like it is supposed to. Frame 157

(beacon) does not have Multicast bit set in its TIM:




A candela - Stait - Mozilla Firetox AINCINEIN ¥
i bad-bcast-powersave.pcapng DG
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4w =1 21
(R]Apply a display filter ... <Ctr Expression... + mtboth | aze | sierra-mac-both | miltope
No. Time New Column Source Destination Protocol Sequence Receiver address Transmitter address Data rate ( Info =
154 2022-02-25 ©8:52:53. ©.0920326227 14:16:9d:53:58:ce 802.11 4 TRFFITfofrofrfr 1 Beacon T
155 2022-02-25 ©8:52:53. ©.000697079 14:16:9d:53:58: cf 802.11 2429 TRFFff:ffeff:frl Beacon T
156 2022-02-25 08 12 0.009164584 68: 7d b4:5F:5¢ 02,11 2574
[
2022-02-25 .192883681 0.065325015
159 2022-02-25 ©8:52:53.219495042 0.026611361 Beacon T
160 2022-02-25 ©8:52 228195540 ©0.000700498 d:53 Beacon T
161 2022-02-25 ©8:52:53.229361637 ©.009166097 68:7d:b4:57:5c:3f 802.11 2575 freff:ff:freff:fr Beacon T
162 2022-02-25 ©8:52:53.220961341 ©.000599704 68:7d:b4:5F:5¢:3e 802.11 1873 fFiff:iff:fFoff:ff Beacon f
163 2022-02-25 08:52:53.321896733 6.091935392 d: 53 802.11 fiff Beacon f
164 2622-02-25 ©8:52:53.322599027 0.000702294 802.11 2431 FRFFff:froffofr Beacon T
165 2022-02-25 ©8:52:53.331761746 0.009162719 802.11 2576 Froff:ff:froff:ff Beacon T
166 2022-02-25 H .332362381 ©0.000600635 Beacon T
167 2022-02-25 424273126 ©.091910745 Beacon T
168 2022-02-25 424905569 0.000632443 Beacon f
169 2022-02-25 434162252 ©.009256683 Beacon f
176 2022-02-25 434763083 ©.000600831 Beacon
171 2622-62-25 ©8:52:53.526698125 0.091935042 Beacon T
172 2022-02-25 ©8:52:53.527327225 0.000629100 H Beacon T
173 2022-02-25 ©8:52:53.527563629 ©0.000236404 CompexPt_64:bb:69 :7d:b4:57:5¢c: Null fun
174 2022-02-25 ©8:52:53.527651780 ©0.000088151 CompexPt_64:bb:69 (B4:70:21:64:bb:69) (RA) EOE 11 Acknowle
175 2022-02-25 ©8:52:53.536489913 ©.008838133 68:7d:b4:5f:5¢:3f Broadcast 802.11 2578 ff Ff ff ff Ff ff 68:7d:b4:5F: 5c 3f Beacon f =
: T2 RRRALER AR IR SRR et aroageast et 22 pEitest Esta
[FCS Status: Unverified] <

~ IEEE 802.11 wireless LAN
» Fixed parameters (12 bytes)
~ Tagged parameters (368 bytes)
» Tag: SSID parameter set: ssid wpa2 5
» Tag: Supported Rates 6(8), 9, 12(8). 18, 24(8). 36, asysa, [Mbit/sec)
» Tag: DS Parameter set: Current Channel
- Tag: Traffic Indication Map (TIM): DTIM o vF 0 bitmap
1 Tag Number: Traffic Indication Map (TIM) (5)
4

00
Multicast: False
0000 000. = Bitmap OFfset: 0x00
Partial Virtual Bitmap
» Tag: Country Information: Country Code US, Environment Unknown (0x@4)
» Tag: Power Constraint: 3
| » Tag: TPC Report Transmit Power: 16, Link Margin: 0

» Tag: RSN Information ~|
©0 2f 40 40 a® 20 68 00 a0 20 08 00 00 8. /00 B
©0 60 60 00 06 10 Oc 3c 14 40 01 cf 00  -ix <@

©0 80 G0 00 00 Of ad 79 00 09 00 00 00
©3 cd 00 cf 01 80 00 00 00 ff Ff ff ff
7d b4 5 5c 3e 68 7d b4 5F 5c 3e 00 75
cd 5b 60 00 09 64 60 11 15 88 Oc 73 73
77 70 61 32 5f 35 67 01 08 8c 12 98 24
6c 83 01 24 05 04 00 01 00 0 07 4e 55
©1 15 28 01 18 2c 01 18 30 01 18 34 01
12 3¢ 01 12 40 ©1 12 64 01 12 68 01 13
76 61 13 74 01 13 78 01 13 7c 01 13 80
©1 13 88 01 13 8c 01 12 90 01 12 95 01

1a 9d 01 1a al 01 1a a5 01 1a 20 01 03 -
@ 7 bad-bcast-powersave pcapng Packets: 456 - Displayed: 456 (100.0%) Profile: Default
TTAR:STEIRT FTrodar 1= =

Frame 158 (broadcast frame) arrives 65ms after the beacon, indicating that the AP did not buffer the frame
properly.

bad-bcast-powersave.pcapng DG
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A m B Q<% ¢ BEaE
(R]Apply a display filter ... <Ctr Expression... + mtboth | aze | sierra-mac-both | miltope
No. Time New Column Source Destination Protocol Sequence Receiver address Transmitter address Data rate ( Info =
154 2022-62-25 ©8:52:53.117098829 ©.0920326227 14:16:9d:53:58:ce 802.11 4 TRFFIffifrofr:fr Beacon T
155 2022-02-25 ©8:52:53.117795008 ©0.000697079 14:16:9d:53:58:cf 802.11 2429 TRFFff:ffeff:frl Beacon T
126960492 ©.009164584 802.11 2574 Beacon f

156 2022-02-25
2

127558666 n 000598174 1872 Eeacnn F
3.1928 Da

2022-02-25 .219495042 m.ozﬁsnzﬁi
160 2022-02-25 B8:52:53.220195540 0.000700498 14:16:9d:53:58:CF
161 2022-02-25 08:52:53.229361637 0.009166097 68:7d: n4 5f:5¢:3f

162 2022-02-25 08:52:53.229961341 0.000599704 68:7d

202.11 2430 FEIFFIFTIFFIFF:TT
202.11 2575 fEIFFffiFrfr:fr

802.11 276 FFiFFiFfiFFiFfiff

163 2022-02-25 B8:52:53,321896733 0.691935392 14‘15.9d.53.5l§.ce

164 2022-02-25 08:52:53.322599027 0.000702294 14:16:9d:53:58:cF 802.11 2431 FEIFFIFTIFFIFFTT
165 2022-02-25 .331761746 0.009162719 68:7d:b4:5F:5

166 2022-02-25 .332362381 0.000600635 68:7d

167 2022-02-25 424273126 0.091910745 14:16

168 2022-02-25 424905569 0.000632443 14:16

169 2022-02-25 434162252 0.009256683 68:7d

176 2022-02-25 08: .434763083 0600600831 68:7d:

171 2022-02-25 08:52:53.526698125 0091935042 14:16:94-53.38 08 802.11 278 TRLFFITFIFFIFTITE
172 2022-02-25 08:52:53.527327225 0.000620100 14:16:9d:53:58:cF 202.11 2433 FEIFFIFTIFFIFT

173 2022-02-25 08:52:53.527563629 0.000236404 CompexPt_64:bb: 69 155t .
174 2022-02-25 08:52:53.527651780 0.000088151 CompexPt_64:bb:69 (04:70:21:64:bb:60) (RA) 802.11 04:70:21:64:bb:69
175 2022-02-25 08:52:53,536489913 0.008838133 68:7d:b4:5F:5¢:3F Broadcast 802.11 2578 FF:iFFffiFFiFfiff =
. s A AAARAARAT Amimainammire s b ot SRR aslesliileziailis ;

Frame 158: 1594 bytes on wire (12752 bits), 1594 bytes captured (12752 bits) on interface ©

Radiotap Header v@, Length 56

802.11 radio information

TEEE 862.11 Data, Flags:

Type/Subtype: Data (0x8020)

Frame Control Field: 0x842

.000 0000 0000 0000 = Duration: © microseconds

Receiver address: Broadcast (Ffiffiffiffiffiff)

Transmitter address: 68:7d:b4:5f:5 8:7d:b4:5F:50:3e)

Destination address: Broadcast (FF:ff:ff:ff:iff:ff)

Source address: Shenzhen_ab:5a (9c:69:b4:60:ab:5a)

BSS Td: 68:7d:D4:5r:5c:3e (68:7d:D: c:3e)

STA address: Broadcast (ff:iff:ff:ff:
.... 0000 = Fragment number: ©

1061 6000 1690 .... = Sequence number: 2312

Frame check sequence: ©xbbbaac33 [unverified]

[FCS Status: Unverified]

» CCMP parameters

Data (1502 bytes)

(vvw

L.F.C

o

s

00 00 38 00 2f 40 40 a0 20 ©8 G a0 20 08 00 00 8. /00 B
76 63 79 G0 00 00 80 00 10 Oc 3c 14 40 01 cf 00  vcy

00 00 80 GO 0O OO B0 00 ac 9d 7a GO 0O 00 00 0O

16 00 11 03 cd 00 cf 01 08 42 G0 00 ff ff ff ff

Ff ff 68 7d b4 57 5c 3e 9c 69 b4 60 ab 5a 80 90 h}-_\>
08 B9 0O GO 00 OO B0 00 Oe d5 6T d3 ae 42 c9 ac .

a9 ac ee 6D 84 a2 72 96 da Se 5 e8 5d 48 21 ca (304
d1 04 e2 de 5a 1f 53 60 75 a7 c7 62 c2 84 6d fe zs
45 c6 d8 85 1e 82 ba 67 90 45 bl 0a 10 25 ae 70 E

1e 12 e a2 11 12 ac 60 15 c3 54 a2 b9 58 68 48

55 3b 6 d7 el 7b 8f db dc ©7 2e 73 00 99 c® 2f Ujo - {
a7 5b ef cO fa 4b 46 52 T1 41 07 b2 46 99 eb ec [ ‘KFR ‘A F
83 €9 44 95 12 ac 18 ed 28 3c 08 31 22 68 38 66 ) (<-1"hsf ~

: Default

@ 7 bad-bcast-powersave pcapng Packets: 456 - Displayed: 456 (100.0%) Profil
T

Packet capture for Wake/Sleep testing in upload direction:
See file ‘power-save-mtk7921k-sta-mtk7915-lanforge-vap-unicast-upload.pcapng’ This capture shows
mtk7921k station talking to LANforge mtk7915 VAP. The capture filter is: wlan.addr == a8:93:4a:9d:47:a3 | |
wlan.sa == 00:0A:52:46:8D:4. The capture starts with the TCP traffic idle and the statfion in sleep mode. Frame
884 is STA waking up, and it starts sending TCP traffic frame 888.




L 2 & R B |

power-save-mtk7921k-sta-mtk7915-lanforge-vap-unicast-upload.pcapng ) (») (x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

S|
I - < b
j4E 26 8 BQRe»2AEE 0 2 @ E
W [wlan.addr == a8:93:4a:9d:47:a3 || wlan.sa == 00:0A:52:46:8D:49 ] -+
No. Time Source Destination Protocol Length Data rate PHY type Sequence number Info =
830 7.529672485 AsiaRF_46:8d:49 Broadcast 802.11 338 6 802.11a (OFDM) 2975 Beacon frame, SN=2975, FN=@, Flags=
853 7.775416041 H Broadcast 802. 338 6 802.11a (OFDM) 2976 Beacon frame, FN=8, Flags
875 8.021210907 Broadcast 6 Beacon frame,
8.112088576
885 8.112089692 jgin, 3 (.-
886 8.112438941 Chonggin_9d: a3 (.. AsiaRF 46 Bd =19 (90.. .
887 8.112440243 Chongqin_9d:47:a3 (.. .11a (OFDM} Clear-to-send, Flags=.
888 8.112651462 172.16.223.154 172.16.223.153 .1in (HT) 16 Seq: 1
889 8.112653310 172.16.223.154 172.16.223.153 .1in (HT) 17 33033 -~ 33034 [PSH, ACK] Seq=1449 Ack=1 Win=42 L/
890 8.112653887 AsiaRF 46:8d:49 (00. Chonggin 9d:47:a3 (.. .11a (OFDM) 802.11 Block Ack, Flags:
891 8.113395693  Chongqin_9d:47:a3 (.. AsiaRF_46:8d:49 (0 .11a (OFDM) Request-to-send, Flag: 1
892 8.113396838 Chonggqin 9d:47:a3 .11a (OFDM) Clear-to-send, Flags:
893 8.113492871 Chongqin_9d:47:a3 AsiaRF_46:8d:49 .11a (OFDM) 77 QoS Null function (No data), SM 77, FN=8, Flags=
894 8.113494712 Chongqin_9d:47:a3 (. .11a (OFDM) Acknowledgement, Flags=
b 895 8.113804233 172.16.223.153 172.16.223.154 .11n (HT) 8 33034 - 33033 [ACK] Seqg=1 Ack=1461 Win=41 Len=8
896 8.113805857 Chonggin_9 3 (.. AsiaRF 46 8d:49 (00.. .11a (OFDM) 802.11 Block Ack, Flags: —
: 895 8. 113805857 Chongqin_9d:47:a3 (. AsiaRr_ snnn P02 11 Block Ack, Flages,
» 802.11 radio information -

~ IEEE 802.11 Request-to-send, Flags: ........
Type/Subtype: Request-to-send (8x801b)

« Frame CDntrO'L Field: 0xb40®

Version: @

Type: Control frame (1)

Subtype: 11

0 = DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: @ From DS: 0) (0x@)
More Fragments: This is the last fragment

Retry: Frame is not being retransmitted

PWR MGT: STA will stay up B

More Data: No data buffere

Protected flag: Data is not protected

= +HTC/Order flag: Not strictly ordered

.000 0691 0600 0060 = Duration: 256 microseconds

Receiver address: AsiaRF_46:8d:49 (00:0a:52:46:8d:49)

Transmitter address: Chonggin_9d:47:a3 (a8:93:4a:9d:47:a3)

60 3c 00 2f 40 10 a0 20 08 00 a® 20 08 00 a® < /@
08 60 a® 20 08 00 00 21 d7 3d 87 60 00 00 8O - 1=
30 3c 14 40 01 c7 60 00 00 60 00 80 63 22 81 0<-@

00 60 00 cO 00 be 01 <7 02 cl1 03 b4 00 81 -

©a 52 46 8d 49 a8 93 4a 9d 47 a3 RF-I--

O 7 power agement status (wlan.fc.pwrmgt), 1 byte Packets: 7157 - Displayed: 1676 (23.4%) Profile: Default

At frame 996, the TCP traffic has quiesced for a bit, and STA goes back to sleep.

power-save-mtk7921k-sta-mtk7915-lanforge-vap-unicast-upload.pcapng
le Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help 802.11-TIM:

- =
AmZe B BAQ¢22kIEE e E
ol [ [wlan addr == a8:93:4a:9d:47:a3 || wlan.sa == 00:0A:52:46:8D:49 BED -+
—INo. Time Source Destination Protocol Length Data rate PHY type Sequence number Info =
960 8.593206012 Chongqin_9d:47:a3 (.. AsiaRF_46:8d:49 (00. 802.11 24 802.11a (OFDM) Request-to-send, Flags= . 1
961 8.593207211 Chongqin_9d:47:a3 (.. 802.11 24 802.11a (OFDM) Clear-to-send, Flags=.
962 8.593374734 172.16.223.154 172.16.223.153 LANfor... 130 802.11n (HT) 19 Seq: 2 1
963 8.593376629 172.16.223.154 172.16.223.153 TCcp 130 802.11n (HT) 20 33033 - 33034 [PSH, ACK] Seq=2909 Ack=1 Win=42 L
E 964 8.593377673  AsiaRF_46:8d:49 (00.. Chonggin_9d:47:a3 (.. 862.11 24 802.11a (OFDM) 802.11 Block Ack, Flag
965 8.593995230 Chonggin_9 a3 (.. AsiaRF_46:8d:49 (00. 8062.11 6 802.11a (OFDM) Request-to-send, F'lag
966 8.593996377 Chongqin_9d:47:a3 (.. 802.11 6 802.11a (OFDM) Clear-to-send, Flags=.
967 8.594079915  Chongqin_9d:47:a3 AsiaRF_46:8d:49 8602.11 6 802.11a (OFDM) 81 QoS Null function (No ﬁtn) SN=81, FN=8, Flags=
968 8.594081377 Chongqin_9d:47:a3 (.. 802.11 6 802.11a (OFDM) Acknowledgement, Flags: .
969 8.594398058 172.16.223.153 172.16.223.154 TCP 39 802.11n (HT) 9 33034 - 33033 [ACK] Seq=1 Ack: 2921 Win=41 Len=0 ——
970 8.594399979 Chonggin_9 7:a3 (.. AsiaRF_46:8d:49 (00.. 802.11 6 802.11a (OFDM) 802.11 Block Ack, Flags:
991 8.758471762  AsiaRF_46:8d:49 Broadcast .11 6 802.11a (OFDM) 2980 Beacon frame, SN=2980, FN=@, T » BI=
994 8.795917821 Chongqin_9d:47:a3 (.. AsiaRF_46:8d:49 (00 .11 6 802.11a (OFDM) Request-to-send, Flags=
J 995 8.795920044 47:a3 6 Clear-to-send, Flags:

Chonggi 862.11a
As 862.11

997 8.796006898 Chonggin_9d:47:a3 6 =
. AAAn A ARAMEEAIE  Aasenr ag.nd.an Feonio - :

» 802.11 radio information -
- IEEE 862.11 QoS Null function (No data), Flags: ...P...T

Type/Subtype: QoS Null function (No data) (Bx@082c)
~ Frame Control Field: Oxc811
..00 = Version: @
. = Type: Data frame (2)
= Subtype: 12
1

= DS status: Frame from STA to DS via an AP (To DS: 1 From DS: 0) (ex1)
B More Fragments: This is the last fragment
.0 Retry: Frame is not being retransmitted
T, 1

More Data: No data buffered
Protected flag: Data is not protected

®... .... = +HTC/Order flag: Not strictly ordered
.008 0000 0910 6100 = Duration: 36 microseconds
Receiver address: AsiaRF_46:8d:49 (00:0a:52:46:8d:49)
Transmitter address: Chonggin_9d:47:a3 (aB8:93:4a:9d:47:a3)
Destination address: AsiaRF 46:8d:49 (00:0a:52:46:8d:49) =
00 3c 60 2f 40 16 a@ 20 08 00 a0 20 08 00 ad < /8
08 00 aB 20 08 00 00 b7 46 48 87 00 00 60 0O - H
Oc 3c 14 40 01 d9 00 00 00 00 00 1 63 22 81 <@
00 00 60 d6 00 cd O1 d6 02 c9 03 cB [l 24 00 - -
©a 52 46 8d 49 a8 93 4a 9d 47 a3 00 Oa 52 46 - -RF-I-+ J:-G:--
49 20 ©5 17 02 I e

© 7 Ppower management status (wlan.fc.pwrmagt). 1 byte Packets: 7157 - Displayed: 1676 (23.4%) Profile: Default
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