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Providing HTTP Service on a Port

Goal: Configure and activate a http server bound to a specific port in LANforge.

This is useful if you want fo provide an application layer target to interact

with. This cookbook assumes you can access a shell prompt on the LANforge

computer: the command-line instructions can be done at the system |/£ |
console, in a terminal over a remote desktop connection, or over ssh. The

nginx service is only available on the Linux version of LANforge server. LANforge GUI

Note: There are two web servers installed in a LANforge computer. The
default web server is a stock version of Apache HTTPD that responds to all
port 80 requests on all interfaces. For testing we recommend running
Candela Technologies' version of Nginx on specific ports as covered in this
cookbook. In contrast, Apache cannot bind to a network-device therefore

we do not suggest running it. LANforge FIRE

LAN WAN

Nginx can also be configured to listen to IPvé traffic. Jump to the end of the Ememet  Ememet

cookbook for that technique.

System
Under Test
1. Stop and disable LANforge system Apache instance.
A. Log into the LANforge computer as user lanforge
= jreynolds@jed-shuttle:~ - Terminal L =

jreynolds@jed-shuttle ~
» ssh lanfnrge@lBZ.lGB.l@@.4ﬂl

B. Become super-user using the command su - (or sudo -s)

- root@jed-F20:/home/lanforge - Terminal t=ex

[lanforge@jed-f20 ~]3% sudo -=
[roct@jed-f20 lanforge]# I
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C. Stop the Apache service with systemct1 stop httpd

= root@jed-F20:/home/lanforge - Terminal t -

[root@jed-f20 lanforgel# systemctl stop httpd
[root@jed-f20 lanforge]# I

D. If you want this setting to persist after a reboot, disable the service: systemct1 disable httpd

= root@jed-F20:/home/lanforge - Terminal =0 AE| e

[root@jed-f20 lanforgel# systemctl stop httpd

[roet@jed-f2@ lanforgel]# systemctl disable httpd

rm 'fetc/systemd/system/multi-user.target.wants/httpd.service'
[roct@jed-f20 lanforge]# I

E. Set this as system default with: systemct1 daemon-reload

- root@jed-F20:/home/lanforge - Terminal

[root@jed-f28 lanforgel]# systemctl
[roct@jed-f20 lanforgel# systemctl
rm 'fetcfsystemd/system/multi-user.
[root@jed-f28 lanforgel]# systemctl
[roct@jed-f20 lanforge]# I

stop httpd

disable httpd
target.wantsz/httpd.service
daemon-reload

2. (Optional) There are other options for running Apache if you want to have both web servers available. You

would not need stop and disable Apache, just restart it. You can change Apache to:
A. ..listen to a different port (like 81). Edit /etc/hitpd/conf/httpd.conf and change the Listen opfion.

- root@jed-F20:/etc/httpd/conf - Terminal

[roet@jed-f20 lanforgel# cd fetc/httpdf/conf
[roct@jed-f20 confl# nane httpd.confl

B. ...bind to a specific IP address, which is a good option if you configure the LANforge computer fo have a
fixed IP address on the management port. You would edit hitpd.conf and change Listen to that specific IP
address and port 80. Example: Listen 192.168.1.40:80

root@jed-F20:/etc/httpd/conf - Terminal

File: httpd.conf

GHNU naneo 2.3.2

# prevent Apache from glemming onte all bound IP addresses.
Ed

¥Listen 12.34.56.78:80

Listen 8of]

#
# Dynamic Shared Object (D50} Suppert
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3. The demonstration test we'll create is making two ports, one for making requests and the other one for serving
the protocol. Let's create two ports:
A. Create aredirect device:
A. In the Ports tab, click the Create button

LANForge Manager Version(5.3.1) Tl=ex
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP
Layer-4 r/Test Mgr T/Test Group rF{esuurce Mgr r Event Log I’Alerts r/ Port Mgr r Messages |
Status I Layer-3 [i L3 Endps I WanLinks I Attenuators I File-10 |
Disp: |192.168.100.2?:U.U | | sniff Packets | | Clear Counters | | Reset Port | | Delete |
Rpt Timer: |medium (8 s) |V|| Apply | | View Details || iCreai | Modify || Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
5 Parent
Port [Pha..|Down IP SEC| Alias [0 RX Bytes RX Pkts Pps RX | bpsRX TX Bytes TX Pkts
110 0 [] [192.168.100.40 |0 ethl 1,704,372 16,940 S 4,418 3,275,505 4,719
i [N Ll [0.0.0.0 [4] eth2 1,019,346 11,357 3 2,183 2,842 33
Bili2 O | O Je.000 0 |eth3 86,405 ELE] 0 143 2,842 33
[] Il ] [}
Logged in to: jed-f20:4002 as: Admin
B. Select Redirect
C. Enter rdOa for #1 Redir name,
D. and rdoOb for #2 Redir name.
E. Click Apply and then Cancel to close the window.
Create VLANSs on Port: T o | B 5
 MACVLAN 802,10 WLAN @ Redirect ) Bridge ' GRE Tunnel
CWIFISTA D WIFIVAP O WIFT Monitor ) WiF virtual Radio
Shelf: Resource: 1 (jedf20) : Port: | |
WLAM 1D [C] DHCP-IPv4
Parent MAC onepcientor [ [7]
MAC Addr: I:D IP Address: Global IPve:
Quantity: IP Mask or Bits: Link IPv:
Gateway IP: IPvG GW:
STA ID: 5SID: [-]
WiFi AP: KeyfPhrase:
[ use wPA [ use wrPA2 [ use wer
] Down
| Appl: " Cancel




B. Configure rd0a as the service port:
A. In the Ports tab, double-click the row for port rd0a

LAMForge Manager Version(5.3.1) tl=ex
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | LELS
Layer-4 r/Test Mgr T/Test Group rF{esuurce Mgr r Event Log I’Alerts r/ Port Mgr r Messages |
Status r/ Layer-3 r L3 Endps r WanLinks r Attenuators r File-10 |
Disp: |192.168.100.2?:U.U | | sniff Packets | | Clear Counters || Reset Port || Delete |
Rpt Timer: |medium (8 s) |V| | Apply | | View Details | | Create | | Maodify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha...|Down IP SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts
1.1.0 ] [] |192168.100.40 |0 ethl 1,750,680 17,499 4 4,044 3,427,231 4,942
A 0 [] [0.0.0.0 0 eth2 1,041,386 11,639 2 1,494 2,842 33
1.1.2 L [] |o.0.0.0 0 eth3 87,773 353 0 0 2,842 33
THabE) OO oeie 0 |rgoa rdob 738 9 0 73 738 9
Bl O | O [o.0.00 0 b rd0a 738 g 0 54 738 )
[4] Il | [+]
Logged in to: jed-f20:4002 as: Admin
B. The Configure Settings window will appear
C. SetanlPof 10.2.0.1,
D. anetmask of 255.255.255.0
E. and the report time to faster (1s).
F. Click OK
rd0a (jed-fF20) Configure Settings t -8
Port Status Information
Current: LINK-UP PROBE-ERROR TS50 UF0O G50 GRO
Driver Info: Port Type: Redirect-Device Peer: rdOb
Port Configurables
Enable General Interface Settings Port Rates Aieertisa Rak.
[¥] et IP Info 1 10bt-HD
ot 1P © 10bt-FD []10bt-HD
= Lt 100bt-HD 3t
L] Set IF Down [] DHCP-PvE DHCP Release  []Down [ Aux-Mgt 8 100bt-FD LJ1obero
2 []100bt-HD
Doarec . Doncrve [sscandanns ] ovce o fane 5] |2 302007 SR
[15et TX Q Len DNS Servers: |BLANK Peer IP: NA (& Autonegotiate 100040
[]set MTU IP Address: 10.2.0.1 Global IPvE: AUTO ] Renegotiate [C110GFD
[ set offload IP Mask: 255.255.255.0 Link IPve: lauTo O . e e
[] set PROMISC Gateway IP:  [0.0.0.0 IPVE GW: lauTO ] PROMISC
[ set Ri-AlfFCS Alias: MTU: 1500 O RALL — Offload
[[] set Bridge Info MAC Addr: 92:ff: 4a:d9:1£.52 TXQ Len 1000 [ Ricecs [¥] TS0 Enabled
Cost: y: Bypass NOW!
—Services— ypass RLY [¥] G50 Enablad
CHTTP RptTmer.  [faster (1s) [v]wirigndge: [NoNE  [v]| [Cl3ypass Powert? []LRO Enabled
Byp Power-DOWN
CIFTP B R [¥] GRO Enabled
[ Bypass Disconnect
| Print || Wiew Details | | Probe || Sync | | Apply | 0K Cancel




C. Configure rd0b as a client port
A. In the Ports tab, double-click the row for port rdOb

LAMForge Manager Version(5.3.1) tl=ex
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | LELS
Layer-4 r/Test Mgr T/Test Group rF{esuurce Mgr r Event Log I’Alerts r/ Port Mgr r Messages |
Status r/ Layer-3 r L3 Endps r WanLinks r Attenuators r File-10 |
Disp: |192.168.100.2?:U.U | | sniff Packets | | Clear Counters | | Reset Port | | Delete |
Rpt Timer: |medium (8 s) |V| | Apply | | View Details | | Create | | Maodify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha...|Down IP SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts
1.1.0 ] [] |192168.100.40 |0 ethl 1,857,307 18,473 fs 50828 3,696,697 5,358
4200 ] [] |o.0.0.0 [8] eth2 1,074,323 12,067 3 2,038 2,842 33
1.1.2 ] [] |o.0.0.0 0 eth3 87,773 353 0 0 2,842 33
i3 m | W {10201 0 |rdoa rdob 738 9 0 0 1,286 7
1.1.4 OO oees 0 |rdob rd0a !_ 1,386 i 0 54 738 )
[4] Il | [+]

Logged in to: jed-f20:4002 as: Admin

B. The Configure Settings window will appear
C. Setan P of 10.2.0.3,

D. anetmask of 255.255.255.0

E. and the report time to faster (1s).

F. Click OK

rd0b (jed-F20) Configure Settings
Port Status Information
Current: LINK-UP PROBE-ERROR TS0 UFQ G50 GRO

Driver Info: Port Type: Redirect-Device Peer: rd0a

Port Configurables

Enable General Interface Settings Paort Rates Advertie Pt
) 10bt-HD
[¥] Set IP Infa & LobtFD [J 10bt-HD
Set IP6 Info ) 100bt-HD 10bt-FD
[ Set IF Down ] DHCP-IPvE DHCP Release [ Down [] Aux-Magt 3 100bt-FD g
g 100bt-HD
Osavc Dloncrirve [sscandaws ] ovce cinciofore ]| | 100077 b
E en arvers; eer IP; Autoneg i
[]Set X Q L DNS § BLANK Peer IP NA O Autonegotiate ] 100070
[]5et MTU IP Address: 10.2.0.3 Global IPvé: AUTO []Renegotiate [ 10G-FD
[ set offload IP Mask: 255.255.255.0 Link IPvE: AUTO Ll [ Flow-Control
et PROMISC ateway IP: .0.0. v ; amise
[[] Set PROMISC Gat i 0.0.0.0 IPvE GW: AUTO [ PROMISC
Set Rx-AllfFCS Alias: MTLU: 1500 A
O : ' [ R¥-ALL Offioad
Set Bridge Info MAC Addr: 6esbaic2:12:fe:46 | TX QLen 1000 e : .
™= d f id b i Bl [¥] TS0 Enabled
Cost: v Bypass NOW!
—Services— B GSO Enabled
: fast l : Bypass Power-UP
CHrTe RptTimer  [faster (18) |~| wiFiBridge [=]| Dew [JLRO Enabled
Bypass Power-DOWN
CIFTP ey GRO Enabled
[[]Bypass Disconnect

| Print || View Details | | Probe || Sync ‘ | Apply | @i Cancel

4. Enable HTTP service on your upstream port using the following steps.



A. Enable the nginx service on port rd0a:
A. In the Ports tab, double-click the row for port rd0a

LAMForge Manager Version(5.3.1) tl=ex
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | LELS
Layer-4 r/Test Mgr T/Test Group rF{esuurce Mgr r Event Log I’Alerts r/ Port Mgr r Messages |
Status Layer-3 L3 Endps WanLinks Attenuators r File-10 |
Disp: |192.168.100.2?:U.U | | sniff Packets | | Clear Counters | | Reset Port | | Delete |
Rpt Timer: |medium (8 s) |V| | Apply | | View Details | | Create | | Maodify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha...|Down IP SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts
1.1.0 ] [] |192168.100.40 |0 ethl 2,044,427 20,265 11 2,839 4,328,679 5,360
4200 ] [] |o.0.0.0 [8] eth2 1,110,431 12,525 2 1,571 2,842 33
1.1.2 L [] |o.0.0.0 0 eth3 89,483 358 0 155 2,842 33
THabE) DRl 0 |rdoa rdob 1,386 17 0 0 1,386 T
Bl | O hoz2o3 0 |rdob rd0a ‘ 1,386 7. 0 0 1,386 27
[4] Il | [+]
Logged in to: jed-f20:4002 as: Admin

B. The Configure Settings window will appear
C. Inthe lower left column of the window, enable HTTP option.

D. Click OK and then close the window.

rd0a (jed-fF20) Configure Settings
Port Status Information
LINK-UP PROBE-ERROR TS0 UFO GS0 GRO

Current:
Driver Info: Port Type: Redirect-Device Peer: rdOb

Port Configurables

The config file will be automatically generated, or you can create
your own called: .ir_conffnginx_[ifname].conf on the LANforge Resource.

Enable General Interface Settings Port Rates
Set IP Info () 10bt-HD
Set IP6 Info " 8 %%EfaD
[l Set IF Down [[] DHCP-IPv6 DHCP Release [ bown [ Aux-mgt 3 100bt-FD
Domec | Doverires [_seconae ] oveeclone o fome——[5]| | 9162347
[]5et ™X Q Len DNS Servers: ’W Peer IP: MA O Autonegotiate
[]set MTU IP Address: 10.2.0.1 Global IPvé: AUTO ClRenegotiate
[] set Offload IP Mask: [255.255.255.0 | Link IPve: [aoto ] -
[ Set PROMISC GatewayP: [0.0.00 | IPve GW: oo | geaomsc
[ set Rx-AllFCS Alias: —— 1500 [ RRALL
[[] Set Bridge Info MAC Addr: 92:ff 4a:d9:1f:52 TX Q Len 1000 ClRxFcs
— Services— ki |:|:| LHOkLy: l:l] [l Eeypass NOW!
r Rpt Timer: WiFi Bridge: : [ Bypass Power-UP
l F é; - [1Bvpass Power-DOWN
able HTTP server {nginx) for this port. e

Advertise Rat... -
[ 10bt-HD
[J10bt-FD
[J100bt-HD

[ 100bt-FD
[J1000-FD
[10G-FD

[1 Flow-Control

— Offload
TS0 Enabled
] UFO Enabled
GSO Enabled
[1LR® Enabled
GRO Enabled

You may have to manually disable the standard httpd service in your 0S to avoid address binding conflicts.
Print || “iew Details | | Frobe || Sync | | Apply || 0K Cancel

B. (Optional) Modify the nginx config file for port rd0a. This example assumes you are logged into the LANforge
system console, or have connected to the desktop using a remote-desktop client like vncviewer. If you are
familiar with editing from the command-line, you will likely know how to do this via ssh.

A. From the desktop Accessories menu, select Terminal Emulator,

B. Change to the LANforge nginx directory: cd /home/l1anforge/vr_conf

lanforge@jed-F20:~/vr_conf - Terminal

[lanforge@jed-f20 vr_conf]$ cd
[lanforge@jed-f20 ~]1% cd wr_conf
[lanforge@jed-f20 vr_conf]$ ls wconf
radvd.conf
[lanforge@jed-f20 vr_confl3 I

nginx_rd@a.conf




C. Edit the file nginx_rd0a. conf. If you do not see the file, you might have connected to the wrong LANforge
resource, or you might not have clicked OK/Apply when enabling the Configure Settings window for port rdOa.

1 lanforge@jed-F20:~/vr_conf - Terminal
[lanforge@jed-f20 vr_conf]% nanc nginx_rdB@a.conf I

I

D. You will see that the listen directive is already set to 10.2.0.1:80 bind_dev=rdOa;

lanforge@jed-F20:~/vr_conf - Terminal

File: nginx f

# Autogenerated by LANforge, will be over-written by LANforge.
4 Remove the first line '# Autogenerated by ...' and edit the file as
4% desired for a custom config file.

worker_processzes 1
error_log legs/rd@a_error.log;
pid Jhome/lanforge/vr_conf/nginx_rdBa.pid;

events {
worker_connections 10824;

1

http {
include fusrflocal/lanforge/nginx/conf/mime. types;
default_type applicationfectet-stream;
access_log logs/rdBa_access.leg;
sendfile on;
keepalive_timeout &5;

server {
| i=ten 1o.2.0.1

server_name localhost;
access_leog legs/rd@a_host.access.log)

lecation [ {
root html;

Get Help WriteOut Read File Prev Page @ Cut Text [@8 Cur Fos
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E. If you want to change settings, delete the first line of the config file as part of your changes. This will signal LANforge
not to overwrite the file.

lanforge@jed-F20:~/vr_conF - Terminal

nf

A nerated by LAK
# Remove the first line '# Auteogenerated by ...
# desired for a custem ceonfig file.

worker_processes 1;
error_log leogs/rd@a_error.log;
pid Jhome/lanforge/vr_conf/nginx_rdda.pid;

events {
worker_connections 1024;

1

http {
include fusrflocalf/lanforge/nginx/conf/mime. types;
default_type applicationfoctet-stream;
access_log logs/rdBa_access.leg;
sendfile onj
keepalive_timeout 65;

server |
listen 18.2.8.1:80 bhind_dev=rdfa;
server_name leocalhost)
access_log logs/rd0a_host.access.log;

lecation [ {
root html;
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C. To apply the changes to the nginx service on this port:

A. Disable the HTTPD service in the rdOa Configure Settings window,

rd0a (jed-F20) ConFfigure Settings
Port Status Information
Current: LINK-UP PROBE-ERROR TS0 UFO GS0O GRO
Driver Info: Port Type: Redirect-Device Peer: rdob
Port Configurables
Enable General Interface Settings = logfﬁ;ates Aeerne Ea
Set IP Info -
i ) 106t-FD [110bt-+HD
& [uio () 100bt-HD )t
[ et IF Down [] DHCP-IPv& DHCP Release [ Down ] Aux-mMgt O 100bt-FD []108t-FD
' O 1000-FD LJ100bt-HD
[] set MAC [] DHCP-Pv4 Secondary-Ps DHCP Client ID: @ 10G-FD O] 1006550
: : () Autonegotiate
[Jset ™XQq Len DNS Servers:  |ELANK Peer IP: MA d 110000
[]set MTU IP Address: 10.2.0.1 Global IPvé: BuUTO O Renegotiate [J106+D
[] 5et Offload IP Mask: 255.255.255.0 Link IPv&: AUTO [ Restart Xeur [JFlow-Control
[] set PROMISC Gateway IP: 0.0.0.0 IPvE GW!: AUTO ] PROMISC
[ Set Rx-AllFCS Alias: MTU: 1500 Sl — Offload
[[] set Bridge Info MAC Addr: 92:ff 4a:d%:1f52 | T O Len 1000 [ RiECS TS0 Enabled
- o - [¥] UFO Enabled
— Services— 5 G50 Enabled
kTP | Rpt Timer: faster (1 s) = WiFi Bridge: MNONE H [l eypass Power-UP ] LRO Enabled
[]FTP Enable HTTP server (nginx) for this port. -DOWN GRO Enabled
The config file will be automatically generated, or you can create nect '
your own called: ./vr_confinginx_[ifname].conf on the LANforge Resource.
You may have to manually disable the standard httpd senvice in your 05 to avoid address binding conflicts.
| Print || View Details | | Probe || Sync | | Apply || 0K | ‘ Cancel |

B. Click the Apply button,
C. Enable HTTPD service,

rd0a (jed-F20) Configure Settings
Port Status Information
LINK-UP PROBE-ERROR TS0 UFO GSO GRO

Current:
Driver Info: Port Type: Redirect-Device Peer: rdOb

Port Configurables

The config file will be automatically generated, or you can create
your own called: .fvr_confinginx_[ifname].conf on the LANforge Resource,
You may have to manually disable the standard httpd service in your 0S5 to avoid address binding conflicts.

Enable General Interface Settings Port Rates Aileeitice Bk~
set IP Info ) 10bt-HD
e O 10btFD 010bt-HD
= £ ) 100bt-HD =
et I Do [IDHCPPVE [ DHCP Release [ Down [ Aux-Mgt S [l 10bt-FO
. ) 1000-FD []100bt-HD
[] set MAC [] DHCP-Pv4 Secondary-IPs DHCP Client ID: @ 106-FD [ 100bt-FD
[]5et TX Q Len DNS Servers: |BLANK Peer IP: NA (O Autonegotiate Dl
[ set MTU IP Address: 10.2.0.1 Global IPvé: AUTO Elis [110G-FD
[] set offload IP Mask: 255.255.255.0 Link IPv6: AUTO [ Restart Xcur [BlEper e
[] 5et PROMISC Gateway IP:  [0.0.0.0 IPVE GW: AUTO O] PROMISC
[ set Rx-All/FCS Alias: MTLU: 1500 ] Rx-ALL —— Offload
[]Set Bridge Info ~ MAC Addr: 92:ff.4a:d9:1£52 | T 0 Len 1000 e T50 Enabled
b IF( )
— Services— ' GSO0 Enabled
imer: fast 1 iFi Bridge: NOME Bypass Power-UP
S RptTimer:  [faster (1 s) || wiFiBridge [~ E VP O] LRo Enabled
% Bvpass Power-DOWN
[l P able HTTP server (nginx) for this port. e GRO Enabled

Print View Details
| Il \

‘ Probe || Sync | | Apply ||

| Cancel

0K

D. Click the Apply button,

E. Click the Cancel button to close the window if you are done.



D. A quick way to add a file into the nginx document rooft folder is to symlink the system dictionary there. You
will need to be in a terminal or unix shell of the resource running nginx (192.168.100.40 in this example)
A. Change the ownership of the document root directory to user lanforge:

B. sudo chown Tanforge:lanforge /usr/local/lanforge/nginx/html

lanforge@jed-F20:~ - Terminal
[lanforge@jed-f20 ~]% sudo chown lanforge:lanforge fusr[lncalflanfnrgefnginxfhtmll

C. cd /usr/Tocal/lanforge/nginx/html

lanforge @jed-F20: /usr/local/lanforge /nginx/html - Terminal
[lanforge@jed-f20 ~]% sude chown lanforge:lanforge fusr/localf/lanforge/nginx/html
[lanforge@jed-f20 ~]% cd fusrflecal/lanferge/nginx/html,
[lanforgegjed-f2o html]s

D. In -s /usr/share/dict/linux.words .

lanforge@jed-F20:/usr/local/lanforge/nginx/html - Terminal
[lanforge@jed-f20 ~]% sudo chown lanforge:lanforge fusr/localflanforge/nginx/html
[lanforge@jed-f20 ~]% cd fusrflecal/lanferge/nginx/html,
[lanforge@jed-f20 html]% 1n -z fusrfshare/dict/linux.words .
[lanforge@jed-f20 html]3 I

E. (Optional) To load a larger payload (such as a DVD file), you can use Filezilla (or scp) to copy the file over.
You will want to have changed the nginx document root directory owner to lanforge (as above):



A. From your desktop, using Filezilla

=z

File

NMEEEEERLT T AT

Edit View Transfer Server

Bookmarks  Help

.
Host:  sftpu/jed-f]0]

Username:  lanforge Password: ee Port: E]
Local sit: | NN + | Rernote site: -
1 Windows -
1—9 D:
L@ ¥: (01192168100 27\ downloads) @
Z: (\1192.168.100.14\memory_card) -
Filename ’ Filesize Filetype i
4| DialogDema.jnlp 2337 IMLP File
33door_llf'tam_Door_—_wh\te_strokE.svg G Docum F\Iena:ﬂe Filesize Filetype Last modified Permissions Qv
,_i,; Driver_Win7_7075_09182013.zip 000,589 Compresse:
| dropbox_1.6.0_amdb4.deb 94178 DEB File
% edrawmax.exe 43538984 Application Not connected to any server
| english-anvil.jpg 6,370,518 JPEG image
| 4 FLAS5-M-LE-R2-ASUS-5402.zip 2,725,792 Compresse
|| Federa-19-x86_64-netinst.iso 332,398,592 Disclmage
|| Fedora-20-x86_64-netinst.ise 336,592,896 Disclmage
,i; FileDrop-master.zip 210,344 Compresse:
dl Al-? 21 i RANR2 M Aranracca. %
< 1 4 n +
Selected 1 file. Total size: 335,592,836 bytes Mot connected.
Server/Local file Direction Remote file Size Priority  Status

Queued files l Failed transfers J Successful transfers J

I EH Queue: empty g

I. quick connect to sftp://192.168.100.40 (also named jed-f20 in this example)

Il. using username Tanforge and password lanforge

B. In the left column, choose your local directory (Y:\downloads)

r4 sftpi//lanforge@jed-f20

File

Edit View Transfer Server

Bookmarks Help

1 -2 B E14TAN

Host:  sftp://jed-f20 Username:

lanforge

Password:

[Guckcomes ]

Status: Listing directory fhome/lanforge -
Status: Calculating timezone offset of server...
Command: mtime "libcrypto.so.10-x64"
Response: 1411781490
Status: Timezone offsets: Server -25200 seconds. Local: -25200 seconds, Difference: 0 seconds. E
Status: Directory listing successful -
Local site: | ¥\ + | Remote site: | /home/lanforge l -
1 Windows P = ? /
l—g 13 = home
¥: (\192.168.100.27\downloads) . lanforge

= 9

L 22 (4\192.168.100 14\memory_card) -
Filename B Filesize Filetype -
4| DialegDema.jnlp 2,337 INLP File
f?dnoo”hit\;’r;’g;:;’t;’gtgl‘;i’anr_‘)ke';\’g 90;:;_; ?:VG Docum, Filename Filesize Filetype Last modified Permissions

J Driver_Win7_7075_ zip 5 ompresse:
|| dropbox 16,0 amd64.deb 94,178 DEB File i i i D .
&) edrawmax.exe 43,538,984 Application i .e e 129/ P T
[l english-anviljpg 6370518 JPEG image .. «config File folder 9/26/2014 6:31:... drwxr-xr-x
| 1) FLAS5-M-LE-R2-ASUS-5402.zip 2725792 Compresse: = "‘m'_” E:e :"::e’ z‘r ;’r iij ;i“g :""“‘""""
|¢/] Fedora-19-%86_64-netinst.iso 332,398,502 Disclmage = "'”:z' = F‘Ie f"lde’ 9" zg i 4 = S e
¢! Fedora-20-486_64-netinst.iso 336,502,896 DiscImage i F‘Ie f"lde’ 9" 30, e zlas :
| 1 FileDrop-master.zip 210,344 Compresse: ke o 20 et
T RS hEs T el ] & DB File folder 9/30/2014 2:02:..  droar-xr-x -

el 1

< [ | b

Selected 1 file. Total size: 335,592,836 bytes

135 files and 33 directories. Total size: 55,041,229 bytes

Server/Local file Direction

Rernote file

Size Priority  Status

Queued files l Failed transfers J Successful transfers

am Queue: empty ae




C. In the right column, type in the nginx document

File Edit View Transfer Server Bookmarks Help

root, /usr/local/lanforge/nginx/html and hit enter

A - ‘[||§|:|z VR RS TATN

Host:  sftp://jed-f20 Username:  lanforge

Password:

Status: Retrieving directory listing... -
Command: cd "fusr/local/lanforge/nginx/html"
Response: New directory is: "/usi/lecal/lanforge/nging/html"
Comrmand: Is
Status: Listing directory /usr/local/lanferge/nginx/htm| A
Status: Directory listing successful -
Local site: | ¥2\ - /local/lanforge/ ngine himl) -
] . Windows - - | lanforge -
D: 2 usr
¥: (192 168.100.27\downloads) D =2 local k
L T2 (4\192.168.100 14\memory_card) - -2 lanforge 3
= =% nginx 1

Filename Filesize Filetype - \ hitml

|4| DialegDema.jnlp 2,337 IMLP File 5
.63door_llf‘tam_Door_-_wh\te_;trokE.wg 21 SUGDocuny F\IEna:ne Filesize Filetype Last modified Permissions  Ou
Li_,; Driver_Win7_7075_09182013.zip 900,589 Compresse:

|| dropbox_1.6.0_amd64.deb 9417% DEE File <k
&) edrawmax.exe 43,538,984 Application @ e bl foiey Innxnamstice IE:
[=]english-anviljpg 6370518 PEGimege | & 20entml e RN SUI
| 1) FLASS-M-LE-R2-ASUS-5402.5ip 2725792 Compresse: |&| index.html 612 Firefox HT.. 9/17/201410:3... -rw-rw-r-- 50
|| Fedora-19-x86_64-netinst.iso 332,398,592 Disclmage

@ Fedora-20-x86_64-netinst.iso 336,592,896 Disc Image
| 1 FileDrop-master.zip 210,344  Compresse:

1 Al 21 vim 24 M52 IM Camnracca

< T < | . 3
Selected 1 file. Total size: 336,592,836 bytes 2 files and 1 directory. Total size: 1,149 bytes

Server/Local file Direction Remote file Size Priority  Status

Queued files 1 Failed transfers l Successful transfers ]

|I‘ Slm Queue: empty @e J

D. In the left column, double-click your DVD image (Fedora-20-x86_64.netinst.iso)

File Edit View Transfer Server Bookmarks Help
4 - EEER eER e ST
Host:  sftp://jed-f20 Username: lanforge Password: sessssss Port: B

Status: Connected to jed-f20.candelatech.com -
Status: Starting upload of ¥:\Fedora-20-136_64-netinst.iso
Command: cd "fusr/local/lanforge/nginx/html"
Response: New directory is: "/usr/local/lanforge/nginx/html”
Cemmand: put "¥:\Fedora-20-x86_64-netinst.iso” "Fedora-20-x86_64-netinst.iso” D
Status: local:¥:\Fedora-20-x86_64-netinst.iso = > remote/usr/local/lanforge/nginx/html/Fedora-20-x86_64-netinst.iso -
Local site: | i 0% + | Remote site: | fusr/local/lanforge/nginx htrml -
] - - L lanforge -
Z 2 usr
¥: (192 168.100.27\downloads) D =2 local
L Z: (4\192.168.100.14\memory_card) - =] 2 lanforge s
= =2 nginx 1

Filename Filesize Filetype i G| html

4| DialegDema.jnlp 2,337 IMLP File ¥
.:3door_llf‘tam_Door_-_wh\te_;trokE.wg 215 SGDocun F\IEna:ne Filesize Filetype Last modified Permissions  Ou
Lé_,; Driver_Win7_7075_09182013.zip 900,589 Compresse:

|| dropbox_16.0_amds4 .deb 04178 DEE File i
&) cdrawmar.exe 43538984 Application @ linuxwe.., File folder 9/30/2014 2:5T:...  Irwxrasrag IarI
[l english-anviljpg 6370518 JPEG image |&] 50x.html 537 Firefox HT.. 9/17/201410:3...  -rw-rw-r-- SUI
| 1) FLASS-M-LE-R2-ASUS-5402.2ip 2725792 Compresse: |&| index.html 612 Firefox HT.. 9/17/201410:3... -rw-rw-r-- 50
|4 Federa-19-x86_64-netinst.iso 332,398,592 Disclmage

336,592,896

| 1, FileDrop-master.zip 210,344

1 Al 21 vim 24 M52 IM Camnracca

0| 1 < | (M r
Selected 1 file. Total size: 336,592,896 bytes 2 files and 1 directory. Total size: 1,149 bytes

Server/Local file Direction Remote file Size Priority  Status

i sftp:/flanforge@jed-f20
|:_= ‘\Fedora-20-x86_64-netin..  --»> fusr/local/lanforge/nginx/ht... 336,592,896 Mormal  Transferring

00:00:01 elapsed 00:00:07 left

14.5%

49,020,928 bytes (46.8 MIB/s)

Queued files (1) l Failed transfers l Successful transfers I

S E Queue: 3210 MiB




E. you will see the file when it is transferred appear in the right column

7 sttpy//lanforge@jed-£20 -
File Edit View Transfer Server Bookmarks Help

A-FEER R+ B&y LT

Host:  sftp://jed-f20 Username:  lanforge Password: esssssse Port: E]

Status: local¥:\Fedora-20-x86_64-netinst.iso = > remote:/usr/local/lanforge/nginy/html/Fedora-20-x86_64-netinst.iso -
Status: File transfer successful, transferred 332,855,648 bytes in & seconds
Status: Retrieving directory listing...
Comrmand: Is
Status: Listing directory /usr/local/lanforge/nginx/html |
Status: Directory listing successful -
Local site: | ¥\ + | Remote site: | fust/local/lanforge/ngin/html -
- L. lanforge -
o D [ 2 usr
L@ ¥: (11192168100 27\ downloads) D =2 local
L 22 (1\192.168.100 14 \memory_card) - =2 lanforge L
= £ 2 nginx 1
Filename Filesize Filetype i | html
4| DialogDema.jnlp 2337 IMLP File 5
.djdoor_llf'tam_Door_—_wh\te_strokE.svg 5425 SVG Docurr, e [ Filesize Filetype st
,_i,; Driver_Win7_7075_09182013.zip 000,589 Compresse:
|| dropbox_16.0_amds4.deb 94,178 DEB File =t ‘ 7 S G
%j edrawrma.exe 43,538,984  Application @ ;;u:.wolr * R F! Zfo HE':' 9'( jjf
|=]english-anviljpg 6,370,518 JPEG image % tm i == r X 5 /1712
| ) FLAS5-M-LE-R2-ASUS-5402.zip 2725792 Compresse: A d “"‘ " M) S g F_ m“"' s
|| Fedora-19-x86_64-netinst.ise 332,398,592 DiscImage Biandexhim PR 13/:
@ Fedora-20-x86_64-netinst.iso 336,592,896 Disclmage
,ju FileDrop-master.zip 210,344 Compresse:
dl Al-? 21 i RANR2 M Aranracca. %
4 ] ] 3 4 [ b
Selected 1 file. Total size: 335,592,836 bytes Selected 1 file. Total size: 336,592,896 bytes
Server/Local file Direction Remote file Size Priority  Status

Queued files l Failed transfers l Successful transfers (1) J

I am Queue: empty - l

5. Configure application-layer traffic using the Layer 4-7 tab tools:

A.

In the Layer 4-7 tab, click the Create button,

LANForge Manager Version(5.3.1) LR = 9.
Control Reporting Tear-Off Info Plugins
| Stop All ‘ | Restart Manager ‘ ‘ Refresh | ‘ HELP
F File-10 r Layer-4 rTest Mgr rTest Group rResource Mgr r Event Log rAIerts r Port Mgr r Messages \
Status I Layer-3 I L3 Endps WanLinks I Attenuators
Rpt Timer: |defau1t (5 s) ‘V|GU|Test Manager | Select Al || Start || Stop H Quiesce || Clear |
View [o - 200 | +]so] | Display |[ greate || Modify || BatchModiy | | Delete |

Layer-4 Endpoints for Selected Test Manager

Tx Rate
(1 min)

Fx Rate
(1 min)

MName ‘ EID ‘ Type ‘ Status | Total-URLs URLs/s ‘ Elytes-RD‘ Bytes-WR‘ Tx Rate

‘ Rx Rate

[l i ]

Logged in to: jed-f20:4002 as: Admin

You will see the Create/Modify L4AEndpoint window

Create a connection named web-requests,

With a Report timer of fast (1 s)

from Resource (jed-f20) port rdob.

Let's make ten requests a second. Enter 6000 for URLs per 10m.
Jump down to the URL field, and enter http://10.2.0.1/index.htm]

and to avoid saving the result, set the Dest File to /dev/nul1l




|. Click OK and the window will close.

Create/Modify LAEndpoint LR =S
Mame: |web-requests | Rpt Timer: Test Manager: |defau|t_tm |v|
shelf. Resource: [1 (jed-f20) |~| Port: [a (rdob) |+| 1 addr: lauto [~
Endp Name: 0 URLs per 10m: Max Speed: |Infinite |v|
Quiesce: [3 (3 sec) || URL Timeout: DNS Cache Timeout: [60 |~

[pefault (512 B) [~]

TFTP Block Size:

Proxy Port: Proxy Server:
Proxy Auth:
Proxy Auth Types:  [] Basic [] Digest [ NTLM

HTTP Compression: [] Gzip []Deflate

HTTP Auth Types: [[]Basic []Digest []G55-Negotiate [] NTLM

SSL Cert: [ca-bundie.crt

SMTP-From: [

Agent/RCTP-TO: [

ULDL: [pownload |~| P O IPvs

URL: |http:ﬂ10.2.0.1£index.htm|

Source/Dest File:  [idevnull

[] Get-URLs-From-File []Authenticate Server [ Use-Prowy []Allow-Reuse []Allow-Cache []JEnable 4¥xX []Show Headers
[]Bind DNS FTP PASV EIB EES\W
| Apply | | | Batch-Create | | Cancel
6. Running the fraffic is simple:
A. Select the row named web-requests in the Layer 4-7 table,
B. Click the Start button.
LANForge Manager Version(5.3.1) = X
Control Reporting Tear-Off Info Plugins
| Stop All ‘ | Restart Manager ‘ ‘ Refresh | ‘ HELP
File-10 rLayer-d rTest Mgr rTest Group rResource Mgr rEvent Log rAIerts rPort Mgr rMessages \
Status I Layer-3 I L3 Endps WanLinks Attenuators |
Rpt Timer: |default (5 s) ‘VlGU|TESt Manager | Select All || gt_i;t_‘i| Stop H Quiesce || Clear |
View [o - 200 | +]so] | Display || create || Modify || Batchmodiy | | Delete |
Layer-4 Endpoints for Selected Test Manager
Tx Rate Fx Rate
MName EID Type Status | Total-URLs URLs/s Bytes-RD Bytes-WR Tx Rate e Rx Rate b
web-requ...[1.1.4.1 |L4/Gen  |Stopped 0 0 0 0 0 0 0 0
[« I | [v]
Logged in to: jed-f20:4002 as: Admin




C. Click the Display button to see more detail on the traffic:

Layer-4 Endpoint web-requests Manager: jed-F20

Endpoint: web-requests
Port Endpoint 1: 873 First RX 1: 713 URL Completec
2: 155 2: 204
Resource: jedf20 EID: kg i) Lo Avg:0 17 Avg:l
20 0.3 f:sD0 0.3
. . 180 B
Port: rdob Cfg URLs/LOm: 65000 iw o
IP: 10.2.0.3 RX Rate: 49,221 Kbps Sl e
256 0 256 0
bps TX: 42,143 kbps TX Rate: 0 bps 512 0 5120
1024: 0 1024: 0
Pps Tv: 69 pps URLSs/s: 10 2042 0 2042 0
bps RX:  95.003 kbps URLs Processed: 1,034 2720 2720
2715 2715
Pps RX: 49 pps Total-ERR: 0
1024 1024
Errors: 0 Type: L4/Gen 27 22
€5.52¢ Kps 0 4]
3sm+ L DMS Complete
0ps Lo Avg:0
17.12 Ghps f:s:oo 0.0
22.554 Mbps =0
N €40
121.072 Kbps 128 0
256 0
256 bps 512: 0
0 bps 1024: 0
2048: D
17.12 Ghps
22.554 Mbps ~20
121.072 Kbps 2715 ‘
256 bps 1024
0 bps 32
URLs Processed Tx Throughput Rx Throughput 0
[][Pause Display | Print | | Stop | | Refresh | | Modify | | Clear | | Close |

7. Itis also possible to verify your connection setup from the command-line:

A. To verify the Layer 3 connection, you can use ping:
ping -I 10.2.0.3 10.2.0.1

lanforge@jed-F20:/usr/local/lanforge/nginx/html - Terminal
[lanforge@jed-f20 html]% ping -I 18.2.8.3 10.2.0.1
PING 10.2.0.1 (10.2.8.1) from 10.2.0.3 : 5&6(84) bytes of data.
64 bytes from 18.2.0.1: dcmp_seg=1l ttl=64 time=0.077 ms
E4 bytes from 18.2.08.1: dcmp_seq=2 ttl=64 time=0.063 ms I
&4 bytes from 18.2.8.1: dcmp_seq=3 ttl=64 time=0.833 ms
e

--- 18.2.08.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2080ms
rtt minfavg/max/mdev = 0.839/0.052/0.077,/0.018 ms
[lanforgef@jed-f20 html]$ I

=

B. To see that nginx is listening on port 80, use netstat on the resource running nginx and see what is listening on
port 80:
sudo netstat -ntlp | grep ':80'

lanforge@jed-F20:/usrflocal/lanforge/nginx/html - Terminal
[lanforge@jed-f20 html]% sude netstat -ntlp | grep ':80'
tcp c] @ 10.2.0.1:80 0.0.0.0:1+ LISTEN 5034 nginx: master
[lanforgegjed-f2o htmlls

C. To see the output of the web request, you can use LANforge's version of curl located in
/home/l1anforge/local/bin/curl. Since it uses bundled libraries, first type:
cd /home/Tanforge && . ./lanforge.profile
This sets up all environment variables and paths to work with the binaries and libraries shipped with LANforge.

F root@jed-F20:/home/lanforge = Eix

root@jed-20 Shomes/Tanforge
= cd Jhomeanforge &8 . . Tanforge.profile

root@jed-f20 Shomeslanforge
>




D. Verify it runs without complaint:
/home/Tanforge/local/bin/curl --help

- lanforge@jed-F20:~ - Terminal
-T, —-upload-file FILE Transfer FILE to destination
--url URL URL to work with
-B, ——use-ascii Use ASCII/text transfer
-u, —-user USER[:PASSWORD] Server user and password
--tlsuser USER TLS username
-—tlspassword STRING TLS password
--tlsauthtype STRING TLS authentication type (default SRP}
-A, ——user—agent STRING User-Agent to send to server (H)

-v, —-verbose Make the cperation more talkative
-V, —--version Show wersion number and guit
-w, —-write—-out FORMAT What to output after completion
--xattr Store metadata in extended file atEributes
-q If used as the first parameter dis@bles .curlrc

[lanforgegjed-f2o ~13 ]

E. If you scroll up in your terminal, you will see options available in the output not found in a normal version of
curl, like
--dns_server, --dns_interface, --dns_ip4_addr, --dns_ipé_addr, --interface and --localaddr. We will use --
interface next.

~ - Terminal
-—hostpubmd5 MDS Hex encoded MD5 string of the host public key. {5SH}

-8, --httpl.® Use HTTP 1.0 (H}
-—ignore-content-length Ignore the HTTP Content-Length header
-i, —--include Include protocel headers in the output (H/F)

-k, ——insecure Allow connections to S5L sites without certs (H)
i interface/address to use

- IPADDR

-4, —-ipvd Rezolve name to IPw4
-6, —--ipwéE Resolwe name te IPvE address
-j, ——junk-session-cookies Ignore session coockies read from file (H)
--keepalive-time SECONDS Interval between keepalive probes
--key KEY Private key file name {SSL/SSH)
-—key-type TYPE Private key file type {(DER/PEM/ENG)} (S5S5L)}
--krb LEVEL Enable Kerberos with specified security level (F}

--libcurl FILE Dump libecurl eguivalent code of this command line

F. Craft your download command: cd /home/lanforge/local/bin
./curl --interface 10.2.0.3 'http://10.2.0.1/index.html’

= lanforge@jed-F20:~flocal/bin - Terminal
[lanforgeg@jed-f2o0 ~1%
[lanforge@jed-f20 ~]% cd fhome/lanforge/local/bin

[lanforge@jed-f20 binl]$% . /curl --interface 10.2.08.3 'http:ffl@.l.ﬁ.lft[dex.htmll




G. You will see the html output in the terminal:

| lanforge@jed :~flocal/bin - Terminal
|[lanforge@jed-f20 ~]1% cd fhomeflanforge/local/bin
|[[lanforge@jed-f20 binl$ .fcurl --interface 10.2.08.3 'http://10.2.0.1/index.html’

o 35em;
margin: 0 au
fent-family: Tahoma, Verdana, Arial,

alled and

[<p>For onlid i n upport ple
l<a h ht | g, ] g</fa>. <br/
[commercial sup

llca href="ht in i om< fa». </p>

|[lanforge@jed-f20 bin]$

H. There will be arecord of connections and errors in the nginx logs directory: cd
/usr/local/Tanforge/nginx/logs

[lanforge@jed-t20 logs]$% cd fusr/local/lanforge/nginx/logs
[lanforge@jed-f20 logs]$ pwd
fusr/local/lanforge/nginx/logs

[lanforge@jed-f20 leogs]$ 1ls -ltra

total BG4

-rw-r--r-—- 1 root root @ Sep 30 14:24 error.log

-rw-r--r-- 1 reoot reot 22 Sep 30 14:24 rd@a_error.leog

-ru-r--r—-— 1 root reoot ® Sep 30 14:24 rdB@a_access.log

druxrwxr-x 11 500 580 4026 Sep 30 14:24 .. I

druxrwuxr-x 2 500 500 4096 Sep 30 14:24 .
-rw-r--r—— 1 root root 887684 Sep 30 16:20 rd0a_heost.access.log
[lanfergef@jed-f20 legs]$ I

=

[Advanced] Creating IPvé traffic to nginx. We will assume a scenario where ethl will serve nginx requests
and eth2 will generate requests.
A. Add IPvé addresses to your ports. We will add

m ee::2:1/120 for ethl,
m ee::2:2/120 for eth2,

= and sef the gateways for them to ee: :2:fe. We won't actually use a gateway, but our port
configuration requires it.



Here is eth1, and we will enable the HTTP service as well.
eth1 (jed-f21 com) Configure Seltings V) () (%)
Port Status Information
Current: LINK-UP {000bt-FD AUTO-NEGOTIATE Flow-Control TSO GS0O GRO
DriverInfo: Port Type: Ethernet Driver: &1000(7.3.21-k8-NAPI) Bus: 0000:00:09.0
Port Configurables
Enable General Interface Settings — Advert Rates —
[] SetIF Down 10bt-HD
[] Set MAC [J Down [[] Aux-Mgt 10bt-FD
[]SetTXQLen []DHCP-Pvs [7]DHCP Feiease  DHCPVendorID: [lens ] 100bt-HD
lia] SetMTU []DHCP-Pva | Secondary-IPs | DHCP Client ID: _ IELEE
[] Set Cffload 1000-FD
DNE Servers ELANK Peer P @ Autonegotiate
[] Set Rate Info — []10G-FD
[] SetPROMISC IP Address: 0000 | Global IPve: ee:2:1120 [ 406-FD
t k> 206
= ;t Ll B 0.0.0.0 Link IPve: AUTO [C>egsiets o
% o v -
O © 5 Gateway IP: 0.0.0.0 IPve GW: ee:2ife [ onronte
Set Bypass OMISC
Os tBj'd Ml MTU 1500 [y tise Offload
SR MAC Addr: 08:002773:6d0d | T Qlen 1000 [ TSOEnabled
[[] Set CPU Mask []RX-FCS h
— Services — : [] Bypass NOW! L
! LRO Enabled
il PU Mask WiFi Eridge : [] Bypass Power-DOWN GRO Enabled
[JRADIUS [] Bypass Disconnect
‘ Print | | View Details | ‘ Probe | | Synec | Apply ‘ | OK | | Cancel ‘

B. Here is eth2, notice how we added an IPv4 address to the port. Do that so that the Create Layer 4-7 dialog does

not complain.

eth2 (jed-f21.candelatech.com) Configure Settings ) () (x
Port Status Information
Current:  LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO G50 GRO
Driver Info: Port Type: Ethernet Driver: €1000(7.3.21-ks8-NAFI) Bus: 0000:00:0a.0
Paort Configurables
Enable General Interface Settings — Advert Rates —
[[] SetIF Down 8 10bt-HD
[]SetMAC [ Down [ Aux-Mgt e 10bt-FD
[]SetTXQlen ] DHCP-IPvé [i7] DHCP Felease  DHCP Vendor ID: 8 100b+HD
[l SetMTU op | [ SecondanIPs | DHGP ClientID: ) LAPLSAR
[] Set Officad o 1000-FD
DNS Servers BLANK Peer IP NA @) Autonegotiate
[] Set Rate Info - []10G-FD
S FEENIEE IP Address: 10.25.0.2 Global IPve: lee:2:2420 P—
e - .
g S L 265 265 2650 Link IPve: AUTO e .
et R ol ¥| Flow-Control
C]setB Gateway IP: 0.0.0.0 IPvé GW: lees:fe [ Besiaixees
SR ETET:
setB"Tss| L A MTU: 1500 e
€1 ondge Im :
= ¢ MAC Addr: 08:0027c2:81F | TXOlen 1000 Ot TSO Enabled
[] Set CPU Mask o []R¥-FCS =
— Services — b beRAB UL GS0 Enabled
orw T e ]| Dispaes roweroom 2 oo
[1RADIUS [[] Bypass Disconnect
| Print | | View Details | | Probe | | Sync | | Apply | | OK | | Cancel ‘
C. Hereis a picture of the Port Mgr tab, with ports on two resources configured.
LANforge Manager Version(5.3.4) ¥) () (X
Control Reporting Tear-Off Info Plugins
\ Stop All | | Restart Manager \ \ Refresh | \ HELP
[ File-10_| Layer# | Generic | TestMgr | TestGroup | Resource Mgr | Evenilog | Alerts | PortMgr | vAP Stations | Messages |
Status ¥ Layer-3 ¥ 13 Endps I VoIP/RTP d VoIP/RTF Endps I Armageddon d WanLinks ]
Disp: [127.0.0.14 | [ snift Packets | D [ crearcourters |[ ResetPor |[ Delete |
Ript Timer: ‘Eastez @ e ‘vll Apply \ D| View Details H Create H Modify || Batch Modify |
All Ethernet Interfaces (Ports) for all R
Port |Phan.| Down| Device P SEC Ezf”' RX Byles Mask Gateway IP MAC 1Pv6 Address IPv6 Gateway
110 O] | [ |etho 19216810025 [0 57.355.933(265.255.266.0  [182.168.100.1 [08:00:27-11.60:26 _ |leB0-a00:27fe1f.6026/64 |DELETED
111 L] [ ] |eth1 0.0.0.0 0 15,694 502/0.0.0.0 0.0.0.0 08:00:27.73:6d:0d |ee:2:1/120 ee2ie
112 eth2 102502 0 10,898,798/2 0.0.0.0 08:00:27.d281 _|ee.2:2120 e 2ie
120 O [ O [etho 192.168.100.65 |0 2,350,089|266.256.265.0  [192.168.100.1 |08:00:27:2e:34:d3_[fle80:a00:271-fe2:34d9/64 |DELETED
121 ™ L] [etht 10.26.0.3 o 9,268,801|266256 2650 (0.0.0.0 08:00:27:097d:25  |ee:2:3120 lee2fe
122 ™ [] |ethz 102504 0 9280582‘255255255“ 0.0.0.0 08:00:27-beda{0 |ee:2:4/120 lee::2:fe

Logged info: localhost4002 as: Admin

D. Verify your connection between ports using pingé: $ ping6 -I ee::2:2%eth2 ee::2:1



B. Edit your /home/Tanforge/vr_conf/nginx_ethl.conf file. You will remove the header comment and alter the
Tisten statements to include IPvé addresses. You can listen for [::] or you could listen for [ee::2:1]

worker_proce
error

pid

events

default_ty
access_1
sendfil

1

_conf/nginx_ethl.pid;

lanforg nf/mime

octet

keepalive_timeout

location /

roo
index

root

html;

{
html;
ind html inde
502
. html

504 Lhtml;

to misconfigure. The log files can be found in /usr/Tocal/Tanforge/nginx/logs

E. Configure your Layer 4-7 endpoint:

If you provide an IPvé address, please watch the nginx log file for errors: listening on an IPvé address is easy

Re-start the http service on ethl by un-checking HTTP, clicking Apply, checking HTTP, clicking OK.

Create/Modify LAEndpoint
Name: e1-100 Rt Timer: default (5 2) |[w| TestManager default_tm
Shelf: |1 w | Resource: |1 (j=d-£21) w | Port: |2 (eth2) w | |P Addr: AUTO
Endp Name: 1 URLs per10m: (3600 Max Speed: Infinits
Cuiesce: 3 (3 sec) URL Timeout: (10000 w | DNS Cache Timeout: |80
TFTP Block Size: Default (512 B)
Proxy Auth Types: Basic Digest NTLM
HTTP Compression: Gzip Deflate
HTTP Auth Types: Basic [ ] Digest GE85-Negotiate [ | NTLM
SSL Cert: ca-bundle.crt
SMTP-From:
AgentRCPT-TO:
UL/DL: Download IPv4 v| IPvé
URL: hitp:/[ee::2:1 Jfindex himl
Source/Dest File: /dev/null
Get-LIRLs-From-File Authenticate Server Use-Proxy Allow-Reuse Allow-Cache Enable 42X
Bind DNS [¢] FTP PASV  [¢] FTP EPSV
Apply QK Batch-Create Cancel

A. Name your endpoint

B. Set your URLs per Minute

C. Specify the URL with brackes around the address: http://[ee::2:1]/index.html

D. Set your output file fo /dev/null

F. You can watch traffic on ethl or eth2 to verify the web requests.

Show Headers
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