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LANforge WiFi Dual Virtual AP Setup with Limited Stations

Goal: Configure Two virfual APs with a maximum of ten stations each.
Requires atf least a two-radio WIFIRE system such as a

CT1522, CT1523 or CT525. This cookbook provides a basic
setup to put a Virtual AP on each of two radios. Both APs
are operating on separate channels but share the same

/)
SSID. We layout a basic constellation of APsin WPA2

mode that quickly fill up and force a station fo search WiFi Client LANTo rge GUI
multiple channels for a free AP. This is the condition for
issuing a Code 17 association refusal. This is not a roaming //4_

setup (Wireless Roaming/HS2.0 or 802.11r) because it is
not configuring enterprise authentication or roaming
) ) ) é Switch LANforge WiFIRE

specifications.
WiFi Clients
LANforge WIFIRE |
I
|
|

1. Configure two radios to serve the role of Virtual APs.

!
)
I

Virtual Access Points
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LANForge Manager Version(5.2.11) 4+ - = X
Control Reporting Tear-0ff Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELF

Layer-4 |’Generic |’Test Mgr |’Test Group rResource Mgr r PPP-Links |/ Event Log rﬂlerts |/ Port Mgr |/ Messages |
status | Layer3 [ L3Endps | VolP/RTP | VoIP/RTP Endps | Armageddon | wanlinks | Attenuators | Collision-Domains | File10 |

Disp: [192.168.100.27:0.0 | | Sniff Packets | | Clear Counters || ResetPort || Delete |
Rpt Timer: |rnedium (8 5) |V| | Apply | | View Details | | Create | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources. ate a virtual interface of some type.|
Port |Pha... Down IP SEC Alias RX Bytes | RX Pkts Pps RX bps RX | TXBytes | TXPkts Pps TX bps T
1.1.0 ] [] [192.168.100.42 |0 eth0 2,293 14 1 2,533 23,054 19 2 25,4
1.1.1 [] [ ] [|0.0.0.0 0 sthl 0 0 0 0 0 0 0
1.1.2 0 | [] [0.0.0.0 0 wiphy0 0 0 0 0 0 0 0
1.1.3 L] [] [|0.0.0.0 Q wiphyl Q 0 0 0 0 0 4]
1.1.4 ] [] |0.0.0.0 0 wiphy2 0 0 0 0 0 0 0
[ Il | [»]
Logged in to: kedtest:4002 as: Admin
A. Start at the Ports tab. We will configure our second ethernet port as the upstream port for the virtual APs.
eth1 (kedtest.candelatech.com) Configure Settings a4
Port Status Information
Current: LINK-UP 1000bt-FD AUTO-MEGOTIATE Flow-Control TSO GSO GRO
Driver Info: Port Type: Ethernet Driver: e1000e(2.2.14-k) Bus: 0000:04:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1
Port Configurables
Enable General Interface Settings Port Rates
Set P Info g 12&:2 - Advertise Rat...-
Set IPG Info © 100bt-HD 10bt-HD
[]set IF Down [] DHCP-IPvE DHCP Release [JDown [] Aux-Mgt O 100bt-FD 10bt-FD
L] set MAC [] DHCP-Pv4 DHCP Client ID: (0 1000-FD 100bt-HD
(0 10GFD
Ll setTxQqlLen DNS Servers: [BLANK Peer IP: NA . 100bt-FD
[ Set MTU ® Autonegotiate
IP Address: 10.26.1.3 Global IPv&: AUTO 1000-FD
SlEE iy IP Mask: 255.255.255.0 Link IPvS: AUTO [ Renegotiate []10G-FD
[] set Rate Info Jow- |
GatewayIP:  [10.26.1.2 IPVE GW: AUTO ] Restart Xcur Flow-Contro
L set PROMISC Alias: MTU: 1500 [ PROMISC
Sl MAC Addr: 00:90:0b:2f:0a:0f | TX O L 1000 orfload
[ set Bypass : B g [ RX-ALL [¥] TS0 Enabled
[[] set Bridge Info - [ Rx-FCS [JUFo Enabled
[] set CPU Mask Rpt Timer: fast (3 s)| = Watchdog: l:l:l [] Bypass NOW! G50 Enabled
eI CPU Mask: I:I:I WiFi Bridge: = [ Bypass Power-UP LI LRO Enabled
CIHTTP [ Bypass Power-DOWN EHD Enalin
LIFTP [] Bypass Disconnect
| Print || View Details | | Probe || Sync | | Apply * QK Cancel
1 amnt tn annli rhannes hit dn nnt rlnee the cor

. Highlight port ethl and click Modify
. Set the IP address 10 10.26.1.3
. and the netmask fo 255.255.255.0

O 0 w >

with a gateway address of the 10.26.1.2. (This gateway address matches the eth1 port of a separate system that
hosts stations.

E. Click OK




B. In the Ports tab, select radios wiphy0, wiphyl and click Modify. You will get two modify windows that you will
want to place side by side.

A. Set the channel of wiphyO to 36

Channel/Frequency:

B. and the channel of wiphy1 to 44

C. Click OK in both windows.

C. Time to create the first virtual AP. In the Ports tab, select wiphy0 and click Create.

Create VLANs on Pork: 1.1.2 4 - B X
2 MACVLAN (D 802.1QWLAN O Redirect ) Bridge ) GRE Tunnel
@ WIiFi STA O WiFiVAP () WiFi Monitor
Shelf: Resource: u Port: |2 (wiphy0) |v|
VLAN ID: [] DHCP-IPv4
Parent MAC: DHCP Client ID: | -]
MAC Addr: [00:10:26:02:00:01 |w| 1P Address: l0.26.2.1 | Global IPvé: [aUTO |
Quantity: il | 1P Mask or Bits:  [255.255.240.0 | Link IPva: [auTo |
Gateway IP: [l0.26.1.3 | 1Pve Gw: [auTo |
#1 Redir Name: #2 Redir Name:
STA ID: lo | ssiD: [linited-aP I~
WiFi AP: [ | Key/Phrase: imited-aP1 |
[]Use WPA Use WPAZ2 [] use WEP
[ Down
épply_‘ f Cancel
e _______________________________________ .
A. Select WiFi VAP
B. Enter a MAC address: 00:10:26:02:00:01
C. Quantityis 1
D. IPof 10.26.2.1
E. Let's use a typicalsubnet mask: 255.255.255.0
F. Gateway IP will be from eth1:10.26.1.3
G. We will setup WPA2 with the SSID 1imited-AP and Key/Phrase 1imited-AP1
H. Click Apply to commit.

. Click Cancel to close the window.



D. Now craft a second virtual AP. In the Ports tab, select wiphyl and click Create.

Create VLANs on Pork: 1.1.3 4 - B X
2 MACVLAN (D 802.1QWLAN O Redirect ) Bridge ) GRE Tunnel
WIFi STA @ WiFiVAP () WiFi Monitor
Shelf: Resource: u Port: |3 (wiphyl) |v|
VLAN ID: [] DHCP-IPv4
Parent MAC: DHCP Client ID: | -]
MAC Addr: [00:10:26:03:00:01 |w| 1P Address: [10.26.3.1 | Global IPvé: [aUTO |
Quantity: il | 1P Mask or Bits:  [255.255.255.0 | Link IPva: [auTo |
Gateway IP: [l0.26.1.3 | 1Pve Gw: [auTo |
#1 Redir Name: #2 Redir Name:
STA ID: L | ssiD: [linited-aP I~
WiFi AP: Key/Phrase: imited-aP1 |
[]Use WPA Use WPAZ2 [] use WEP
[ Down ‘
Apply " Cancel |
A. Select WiFi VAP
B. Enter a MAC address: 00:10:26:03:00:01
C. Quantityis 1
D. IPof 10.26.3.1
E. And a typicalsubnet mask of 255.255.255.0
F. Gateway IP will be from eth1:10.26.1.3
G. We will setup WPA2 with the SSID 1imited-AP and Key/Phrase 1imited-AP1
H. Click Apply to commit.

|. Click Cancel fo close the window.

E. We now have two virtual access points on two radios on separate channels. Each is on their own subnet.
Now we limit the number of stations that can connect to them.

LANFforge Manager Mersion(5.2.11) 4 - B X
Control Reporting Tear-Off Info Plugins
‘ Stop All | | Restart Manager | | Refresh | | HELR
Layer-4 rGeneric rTest Mgr rTest Group rResource Mgr r PPP-Links r Event Log rAIer‘ts r Fart Mgr r Messages |
Status | Layer-3 | L3Endps | VolP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | Collision-Domains | File10 |
Disp: [192.168.100.27:0.0 | | Sniff Packets | | clearCounters || ResetPort | Delete |
Rpt Timer: |medium (8 s) |V| | Apply | | View Details | | Create | ‘ Madify | ‘ Batch Madify |
All Ethernet Interfaces (Ports) for all Resources.

Port |Pha...| Down IP SEC Alias RX Bytes | RXPkts Pps RX bps RX | TX Bytes | TX Pkts Pps TX bps TX | Co
1.1.0 L] [] [192.168.100.42 |0 etho 215,641 1,852 5 4,841|1,437,091 1,572 4 31,513
111 L | | 110.26.1.3 0 ethl 3,234 21 0 75 532 4] 0 0
1.1.2 L] [] [0.0.0.0 8] wiphy0 43,037,...|284,906...[ 3,025,030 3,655,668 1,659,0...|258,114...|2,740,568|140,924...| 6.4
1.1.3 [0 | O |0.0.0.0 0 wiphyl 0 0 0 0 0 0 0 0
1.1.4 [0 | [ |o.0.0.0 0 wiphyz 0 0 0 0 0 0 0 0
115 [ [ ] [10.26.2.1 0 vapQ 0 0 0 0 G584 7 0 141
1.1.6 O | O [10.26.2.2 0 vapl 0 0 0 0 576 5 0 119
[ Il | [+]
Logged into: kedtest:4002 as: Admin .




F. In the Ports tab, hightlight endpoints vap0 and vapl and click Modify

-. SR e a— ‘ -- e e — l -—”

A. At the bottom of the Port Configure Settings window for vap0, change Max-STA fo 10
B. Click OK
C. Repeat this forvapl

2. We now have two virtual access points that can both accept a small number of stations. We put them on
different subnets because configuring DHCP on each VAP is simpler than adding a bridge device..

3. Let's proceed to configuring DHCP for the 10.26.2.0/24 and 10.26.3.0/24 networks.

4. In the Status tab, click on Netsmith

LANForge Manager V\ersion(5.2.11) 4 -5 X
Control Beporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELF

Layer-4 |/Generic |/Test Mgr |/Test Group |/Resource Mgr rPPP—Links rEvent Log |/Aler‘cs |/Port Mgr rMessages |
status | Layer3 | L3Endps | VolP/RTP | WolP/RTP Endps | Armageddon | Wanlinks | Attenuators | Collision-Domains | FiledD |

License Info Current Users Test Configuration Database
* Admin from:192.168.100.27 - |d 20 | | | Lond |
) ist: ay_ - oa
Licenses expire in: 359 days. gnuserver from:127.0.0.1
Name: | | | Delete |
Load Behavior: |Choose One |V| | Save |
Support expires in: 359 days.
| Download DB | | Show Progress |
[«] I [T
Wirtual Shelf 1
Resource 1
(e
(i
Netsmith

Logged in to: kedtest:4002 as: Admin




A. Arrange your ports in the Netsmith windows and click Apply

Netsmith configuration for Resource: kedtest.candelatech.com(1.1) Version: 5.2.11
Virtual Routers and Connections =
'+ § 1
) Mgt-etho wiphy0 wiphyl wiphy2
e 192.168.100.42/24 A - P ] e —
- |
= vap0 apl
ethl 0.26.2.1/24 0.26.3.1/24
10.26.1.3/24
]
q] Il | DN
WanLinks [] show Legend [v] Fire IPvds Info Print Sync
[¥] WanLink Names Port Names Fire Names [ ] Zero-IPvds Apply Progress: Cancel Apply
Peer Wanlinks Parents Col. Domains []IPvGs
Netsmith Status:
[v] WanLink Config

B. Select vap0 and right click, choose Modify

Netsmith configuration for Resource: kedtest.candelatech.com(1.1) Version: 5.2.11
Virtual Routers and Connections |~ |
&, |
o] Mgt-etho wiphyo wiphyl wiphy2
e 192,168.100.42/24 Py - e ] Ak I
o |
o vap0 apl
ethl 10.26.2,1/24 10.26.3.1/24
10.26.1.3/24
u Display WanLink & WanPaths
Connect
Modify
Toggle WanLink —
Modify WanLink —]
J Modify Port | L
: : odify Po
WanLinks Show Legend [¥] Fire Print Sync Appl Close
v ) - g v : Create Ports | | L | | i | | |
[v] WanLink Names [¥] Port Names Fire N o et port Jress: Cancel Apply
Peer WanLinks Parents Col. O passt Port
Btatus:
[v] WanLink Config Delete Fort




C. Enable the DHCP pool and the Next-hop for the port

Create/Modify Connection 40 X

Port 1-A: | | | Interface-Cost: |1 |

Port 1-B: | [~ RiP-Metric: i |

Wanlink EIskp | ] OSPF Area: 10.0.0.0 |
VRRP IP;

Port 2B: [lskip | |

I WRRP 1D:

Port 2-A: Skip | VRRP Prigrity:

DHCP Lease Time: |12[J WRRP Interval:

|

DHCP DNS: [0.0.0.0 | Next-Hop: [10.26.1.3 |
DHCP Range Min: |1[J.26.2.1[J | Subnets (a.b. c.dfxx):
DHCP Range Max:  |10.26.2.250 | |0.0.0.0/0 [ |
DHCP Domain: | | | I |
DHCPvE DNS: | [ |
DHCPvE Range Min: | [l |
DHCPvE Range Max:
DHCPd Config File:
L] NAT DHCP  [JDHCPv6  []Custom DHCP  [JVRRP  []cCand-RP .

‘ Ok | ‘ Cancel |

. Select DHCP

Set DHCP Lease Time to 120

Set DHCP Range Min to 10.26.2.10
Set DHCP Range Max to 10.26.2.250

m O 0 = >

Set Next-Hop t0 10.26.1.3
F. Add Subnet 0.0.0.0/0
G. Click OK

D. Click Apply in the Netsmith window to commit the changes to LANforge. If you do not, these changes will
disappear.

E. In the Netsmith window, select vap1 and right click, choose Modify

Netsmith configuration for Resource: kedtest.candelatech.com(1.1) Version: 5.2.11
Virtual Routers and Connections -

wiphyo .wiphyl

L9

Mgt-etho
|

ethl ap0 vapl
n Display WanLink & WanPaths
Connect

wiphy2 —
[ ] Toggle WanLink

Modify WanLink
Maodify Port
Create Ports
Sniff Port
Reset Port
Delete Port |
Delete Wanlink hd

[ b
| il Delete ]

[¥] WanLinks [[] show Legend [¥] Fire []IPvas T FTIIT SYITC Apply Close

[v] WanLink Names Part Names Fire Names [ ] Zero-Pvds Apply Progress: 1 Com Cancel Apply
Peer Wanlinks Parents Col. Domains [] IPvés

[v] WanLink Config

Netsmith Status:




F. Configure the DHCP pool and the Next-hop for vap1

Create/Modify Connection 40 X
Port 1-A: | | | Interface-Cost: |1 |
Port 1B: [lskip | || RIP-Metric: 1 |
Wanlink: ZISkp | ] OSPF Area: 10.0.0.0 |
VRRP IP:
Port 2B: [lskip | |~ ] e
Port 2-A: [i7] Skip | | | VRRP Priority:
DHCP Lease Time: |12[J | WRRP Interval:
DHCP DNS: 0.0.0.0 | Next-Hop: 10.26.1.3 |
DHCP Range Min: |1[J.26.3.1[J | Subnets (a.b. c.dfxx):
DHCP Range Max:  |10.26.3.250 | |0.0.0.0/0 [ |
DHCP Domain: | | | I |
DHCPvG DMS: | [ |
DHCPvE Range Min: | [l |
DHCPvE Range Max:
DHCPd Config File:
] NAT DHCP  [JDHCPws  []Custom DHCP  [JWRRP [ Cand-RP .
‘ Ok | ‘ Cancel |
A. Select DHCP
B. Set DHCP Lease Time fo 120
C. Set DHCP Range Min fo 10.26.3.10
D. Set DHCP Range Max fo 10.26.3.250
E. Set Next-Hop to 10.26.1.3

F. Add Subnet 0.0.0.0/0
G. Click OK

G. Click Apply in the Netsmith window to commit the changes to LANforge.

H. We will create a virtual router to allow upstream traffic to reach the virtual access points:

Netsmith configuration for Resource: kedtest.candelatech.com(1.1) Version: 5.2.11

Virtual Routers and Connections =
Q wiphy0 wiphy1
2, Mgt-etho k4
eth1l ap0 apl
|
wiphy?2
||
New Connection
New Bridge
q I [ Dl
[v] WanLinks []show Legend [v]Fire []IPvas | Info || Print | | Sync | | Apply | | Close |
[v] WanLink Names [¥] Port Names Fire Names [ ZeroPv4s apply Progress: Cancel Apply
[v]l Peer WanLinks [¥] Parents ¥l Col. Domains []IPv&s
Netsmith Status:
WanLink Config

A. Right clickin the Netsmith window and select New Router



B. You will see the Create/Modify Virtual Router window. We can use a default configuration.

C.

D.

Create/Modify Virtual Router
Name: |<Auto Create New Name>| | width: [100 | Height: [100

[JUse 0SPF  []Multicast Routing []Use OLSR [JRIPv2 [JRIP Dflt Route []Xorp SHA []IPvS Router []IPvS RADV

[ Use Existing Cfg [] BGP Router [JBGP 4B AS []EBGP Reflector [JBGP Confederation []EBGP Damping
Notes about this Virtual Router

BGP Configuration Information

Router ID Local AS Cluster ID
Confederation ID Damping Half Life Damping Max Suppress
Damping Reuse Damping Suppress
BGP Peer Flags Peer AS Peer ID Local face  Nexthop MexthopS  Hold Time  Delay Open

[ Active [ Client [ Confed Ucast
[ Active [ Client [ Confed Ucast
[ Active [ cClient [ Confed Ucast
[ active [ client [ Confed Ucast
[ Active [ Client [ Confed Ucast
[ Active [ Client [ Confed Ucast
[ Active [ client [ Confed Ucast
[ active [ client [ Confed Ucast

oK Cancel

Click OK to save a default router

Netsmith configuration For Resource: kedtest.candelatech.com(1.1) Version: 5.2.11

Virtual Routers and Connections =
I iphy0 iphyl
g—a‘ Mgt-eth0 Lok Liakd
e .
ethl :apo apl =
n
wiphy2 RO(MA)
-
4] i [ vl |
WanLinks [] Show Legend Fire [1IPvas Info Print Sync
[v] WanLink Names [¥] Port Names Fire Names [ Zero-Pv4s apply Progress: nplete Cancel Apply

Peer WanLinks Parents Col. Domains [] IPvé&s
) ) Netsmith Status:
[v] WanLink Config

Drag the endpoints vap0, vapl and ethl info the virtual router, then click Apply in the Netsmith window.

Virtual Routers and Connections

wiphy0 wiphyl
L n

@‘ .M gt-eth0
L

wiphy2
-

[4]

4] I D

WanLinks [] Show Legend Fire [1IPvas Info Print Sync

[v] WanLink Names [¥] Port Names Fire Names [ Zero-Pv4s apply Progress: Cancel Apply

Peer WanLinks Parents Col. Domains [] IPvé&s
) ) Netsmith Status:
[v] WanLink Config




E. We can verify outbound fraffic using the following ping command. Open a terminal on the LANforge system and run
ping -I 10.26.3.1 10.26.1.2

root@kedtest:/home/lanforge

Candela Technologies, Inc., 2417 Main Street, Suite 201, Ferndale, WA 98248, USA
www.candelatech.com | sales@candelatech.com | +1.360.380.1618
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