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TECHNOLOGIES Network Testing and Emulation Solutions

LANforge WiFi Degraded vAP Testing

Goal: Create 1 VAP on a single a/b/g/n/AC radio and configure it fo drop 50% of management frames to
test that station devices can handle lost management frames properly.
Requires LANforge 5.3.2 or later. Configure 1 VAP, add the VAP to a bridge and set up DHCP. The Device

Under Test (DUT) in this case is a mobile handset or other wifi station device. Verify that station can handle
associating with an AP that drops many management frames. This example uses a LANforge CT523 system
but the procedure should work on all CT520, CT521, CT522, CT523 and CT525 systems.

1. In the Ports tab, select the radio wiphy2 and click Create. Configure the values appropriately and click

create.
Create VLANs on Port: 1.2.04 LIREIRE
) MAC-VLAN ) 802.1Q-VLAN ' Redirect ) Bridge J GRE Tunnel
) WiFi STA  ® WiFi VAP 2 WiFi Monitor ) WiFi Virtual Radio
Shelf: Resource: |2 (ben-ota2) |v| Port: |4 (wiphy2) |v|
VLAN ID: [J DHCP-IPv4
Parent MAC: DHCP Client ID: | |~]
MAC Addr: |)o<:)0(:)0(: K00 |v| IP Address: | | Global IPv6: [auTO |
Quantity: | | 1P Mask or Bits:| | Link IPv6: [auTO |
Gateway IP: | | IPve GwW: [auTO |
#1 Redir Name: #2 Redir Name:
STA ID: [200 | ssiD: |ben-ota-w2-l-a| |v|
WiFi AP: Key/Phrase: | |
[lwpa [1wpA2 [ WEP
[l Down
Apply ” Cancel
2. In the Ports tab you will see the new WiFi VAP:
LANforge Manager Version(5.3.3) ben-title vl sl (%
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP
File-10 |/ Layer-4 |/Generic |/Teat Mgr rTest Group |/ Resource Mgr r Event Log rAIerts r Port Mgr rMessages |
Status r Layer-3 r L3 Endps r VolP/RTP r VolP/RTP Endps r.Armageddon r WanLinks r Attenuators r Collision-Domains |
Disp: [192.168.100.149:0.0 || Sniff Packets | | Clear Counters || ResetPort || Delete |
Rpt Timer: |medium (g s) |V|| Apply | | View Details | | Create | | Modify || Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
. Parent]

Port |Pha...|Down IP SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.2.07 | [ | ¥ [0.0.0.0 0 |wlan2  |wiphy2 0 0 0 0 0 0 o[«
1.208 | [] | ¢ |0.0.0.0 0 |vapl wiphyl 0 0 0 0 312 3 0
1.2.09 L] vl [0.0.0.0 0 vap2 wiphyl 0 0 0 0 216 2 0f[=
1.2.10 L] [1 |0.0.0.0 0 vap200 |wiphy2| 93,751,752 61,980 0 0 1,972,450 22,802 0 ﬂ
4] I I [b]
Logged into: ben-ota-1:4002 as: Admin

3. Select the Status panel in the LANforge GUI, and click the Netsmith button for the appropriate resource. Right-
click and select the 'New Bridge' opfion. In this example, | selected 'br2' as the bridge name. After creating
the bridge, click Sync to show the new bridge device. Right-click on br2 and select Modify Port. Add the vAP
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you just created to the bridge with the Add Ports button and then apply:

br2 (ben-ota2) Configure Settings ) (o) (x

Port Status Information
Current: LINK-UP PROBE-ERROR TSO UFO G50 GRO
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A

Port Configurables

General Interface Settings

Elable [ Spanning-Tree
Set IF Down |
U LIpown L] Aux-Mgt Aging Time: 300 -

gsa A []DHCP-IPV6 [7] DHCP Release  DHCP Vendor ID: Bridge Priority:  |32768 =
SetTXQLen
=1Hv econdary-iFs en = ax e: -
SEE— [IDHCP-IPva | Secondary-IPs | DHCP Client ID Max Ag 20
e

[]Set Offload DNS Servers: BLANK | PeerIP: NA Hello Time: 2 -
[ Set Bridge Info IP Address: [881.11 | Global IPvé: auto || Forwarding Delay:|15 -
IP Mask: [255.255.255.0 | Link IPvé: AUTO
Gateway IP: [0.0.0.0 | IPv6 GW: AUTO
Alias: [ M 1500
MAC Addr:  [04:f0:21:7b:11:3b | TX QLen 0

ot Timer: padun (2 5[] i ridges

———Bridge Information—— Remove Ports
Services — Configured Ports | Current Ports
[]HTTP vap200 vap200 Add Ports
CIFTP vapzo0
[ 1 rADIUS
| Print || View Details | | Probe || Sync | | Apply || OK | | Cancel |

4. Create a virtual router in Netsmith and add br2, and optionally a wired port (eth1) to the router. Double-click
the br2 port and configure DHCP to match its IP address. When complete, Netsmith should look something like

this:



Netsmith configuration for Resource: ben-ota2(1.2) Version: 5.3.3 vl Al X
Virtual Routers and Connections |
"\.-I\
8,
- vap2
ethl
| vapl fe80::290:bff:fe37:2ccl/64
\ G65.1.1.2/24
\ [ RO(1) [ ]
II II|I
|
'.I brz
(N fe80::6f0:21ff.fe6c:453b/64
M%t-etho | 88.1.1.1/24
feB0::290:bff:fe37: 2cc0/64 |/
192.168.100.85/24 "m':iphyl
wiphy0
etho#1 3
lEth Cwlano
\ wlanl
\. vagzoo
e80::6f0:21ff:fe7b:113b/64
wlanz
< I [T] |
WanLinks []Show Legend Fire IPvds | Info || Print | | Sync | Apply Close
WanLink Names [v] Port Names Fire Names [ Zero-IPv4s apply Progress: 100% Complete Cancel Apply
Peer WanlLinks Parents Col. Domains [v]IPv6s
i ) Netsmith Status:
WanLink Config

5. Now, we should have 1 VAP able to accept stations and give out DHCP addresses. For an inifial test, make
sure the DUT can connect to the VAP and get an IP address. Once that is verified, right-click and choose Port
it:

Modify on the vap200 vAP. We will now configure it fo not respond to 50% of the management frames sent to



vap200 (ben-ota2) Configure Settings

Current:

Port Status Information
LINK-UP GRO MNOMNE

Driver Info: Port Type: WIFI-AP Parent: wiphy2

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

Advanced WiFi Settings

Select 'WPAZ on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Ignore Probes: |5E3ﬁs (508%) |V| HESSID:
Ignore Auth-Assoc: |5Eﬁ5 (50%) |v| Realm:
Ignore Assoc: |5Eﬁs (50%) |V| IM5I:
Ignore Re-AssocC: |5t3ﬁs (508%) |V| Milenage:
Corrupt GTK: |50% (50%) | +| pomain:

HS20 Capabilities
HS20 Oper Class
H520 WAN Metrics

Consortium:
RADIUS IP
RADIUS Port

leee80211w: |

| ~| RADIUS Secret

Venue Group: |

| |VenueTy|:|-e: | | |

Network Type: |

| |Address Types: | | |

Network Auth:

[ Advanced/802.1x
[ Enable 802.11u

[1802.11u Internet

3GPP Cell Net:

[JUse 80211d []Use 20211h []Short-Preamble
[JHotSpot 2.0 []Disable DGAF

[1202.11u ASRA []802.11u ESR []802.11u UESA

| Print || View Details || Logs |

| Probe || Display Scan || Sync |

aewiy ][ ox |

| Cancel

6. In this case, we are using open authentication, but it would also be good to test with encryption (WPA2 PSK,
forinstance) fo make sure that the DUT can handle failures of the 4-way authentication handshake, for

instance.

7. To verify the results, use a sniffer to watch the association requests and responses. A LANforge radio

configured for monitor mode could verify this, as could third-party sniffers. In the capture below you can see
that the station had fo make two Authentication requests before the AP would answer (because the AP is set
to randomly ignore 50% of the association requests):




*moni5a [Wireshark 1.10.14 (Git Rev Unknown from unknown)] (on ben-ota-1) ) (a) (¢

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@Adm . BRXE Q¢ vz 2 HB dulf@d eDEM o

Filter: lean.addr:: 04:f0:21:11:e7:3a IE Expression...  Clear Apply Save  bss-cross ibss-10k stalo00  vap50 wlan2-0l
No. Time Source Destination Protocol Length Info -
2015-10-13 10:03:20.735583000 -Netgear_11:0a:78 CompexPt_11:e7:3a 802.11 250-Probe Response, 5N=3358, FN=0, Flags= ., BI=1080, 55T
2015-10-13 10:03:20.735982000 :-Netgear_11:0a:78 CompexPt_11:e7:3a 802.11 250 Probe Response, SN=3350, BI=100, S55I
2015-10-13 10:03:20.736849000 -Netgear_11:0a:78 CompexPt_11:e7:3a 802.11 250 Probe Response, SN=3351, BI=100, S55I
2015-10-13 10:03:20.737249000 :-Netgear_11:0a:78 CompexPt_11:e7:3a 802.11 250 Probe Response, SN=3351, BI=100, 55T
:2015-10-13 10:03:20.785202000 :Netgear_11:0a:78 -CompexPt 11:e7:3a 802.11 250:Probe Response, SN=3352, BI=100, SSI
12015-10-13 10:03:208.785597000 Netgear_11:0a:78 ‘CompexPt_1l:e7:3a 802.11 250:Probe Response, SN=3352, BI=1060, SSI
12015-10-13 10:03:20.786471000 :Netgear_11:0a:78 ‘CompexPt_1l:e7:3a 802.11 Response, SN=3352, BI=1060, SSI
12015-10-13 10:03:20.787151000 : ‘CompexPt_11:e7:3a 802.11 Response, SN=3352, BI=100, SS5I

.787541000 BI=100,

.9083177000 - 36:Acknowledgement, Flags=
12015-10-13 10:03:21.004169000 :CompexPt_11:e7:3a :CompexPt_7b: 802.11 48 Authentication, SN=261
12015-10-13 10:03:21.004215000 : ‘CompexPt_11l:e7:3a (RA) 802.11 36:Acknowledgement, ags=...
12015-10-13 10:03:21.004593000 :CompexPt_7b:11:3b ‘CompexPt_1l:e7:3a 802.11 48:Authentication, SN=1228, FN=8, Flags=........
12015-10-13 10:03:21.011196000 :CompexPt_11:e7:3a {CompexPt_7b:11:3b 802.11 9liAssociation Request, SN=262, FN=8, Flags=........ , S5ID=be
12015-10-13 10:03:21.0811254000 : ‘CompexPt_11l:e7:3a (RA) 802.11 36:Acknowledgement, Flags=........
e : : : — .~ .
» Frame 309: 48 bytes on wire (384 bits), 48 bytes captured (384 bits) on interface 8 4
v Radiotap Header v0, Length 18
Header revision: @
Header pad: @
Header length: 18
* Present flags
* Flags: 0x00
Data Rate: 6.0 Mb/s
Channel frequency: 5745 [A 149]
» Channel type: 802.1la (0x0140)
SSI Signal: -11 dBm
Antenna: @
» RX flags: 0x0000 =
» IEEE 802.11 Authentication, Flags: ........ -

0000 00 00 12 00 2e 48 00 00 08 Oc 71 16 40 81 f5 ee
0018 00 80 be 68 3c 60 84 fo 21 7b 11 3b 84 fo 21 11
0020 e7 33 04 f@ 21 7b 11 3b 40 10 @0 00 81 60 00 e

@ *7 File: "/var/tmp/wireshark_pcapng_m... Packets: 51013 - Displayed:... Profile: Default

A. Also in Wireshark, go to the Statistics menu and select 10 Graphs to display up to 5 graphs based on the
available frames in the capfture file.



seconds while their vAP has increasing impairment of management frames.

B. The two images below have been annotated fo show the behavior of 10 statfions being reset every 30

iyHelp || Ehcopy |
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