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TECHNOLOGIES Network Testing and Emulation Solutions

Wifi Roaming with Opportunistic Key Caching (OKC

Goal: Show how LANforge can emulate an OKC VAP or OKC STA then observe the different results when
OKC is enabled or nof.
Opportunistic Key Caching (OKC) is a fast roaming solution that is one predecessor to 802.11r Fast BSS
Transition. OKC is also referred to as Proactive Key Caching (PKC). Here we will demonstrate the following
four scenarios with OKC:

1. OKC on VAP and NOT on STA
OKC on both VAP and STA
OKC disabled on both VAP and STA

OKC disabled on VAP but enabled on STA

2.
3.
4

OKC Scenarios
OKC On VAP Only

STA roam result: Full RADIUS authentication plus 4-way handshake.

Using OKC on a VAP requires setting up a custom configuration file in LANforge to utilize the Multiple BSSID
feature. In this scenario, the STA is not configured fo use OKC and must do a full RADIUS authentication plus 4-
way handshake when roaming to the next BSSID.
1. Setup a VAP using RADIUS and EAP-TTLS with a bridge in a virtual router.
See Sefting up a RADIUS Server for help with this step.

vapo000 (ct521-1ac-f20) Configure Settings DO

Netsmith configuration for Resource: ct521-1ac-f20{1.2) Version: 5.4.1 orare

Port status Information
Current:  DOWN LINKDOWN GRO NONE

Driver Info: Port Type: WIFIAP  Parent: wiphy0 |  wiphyo.

rtual Routers and C:

Port Configurables

| Custom wiFi |

[ Standard Configuration | Advanced Confi tion | Misc

Advanced Wii Settings

Select 'WPA2' on the Standard tion screen to enable
and enable Advanced/802.1x te enable most of these. Enabling 802,11 enables others.

ainuse Gphers:  pEEALT e e
Ignore Probes: zero (o%) ~] Hessio:

Ignore Auth-Associ [zero (0%) ~ | Realm:

Ignore Assoc: zero (%) ~] st

ignore Resssoe: oo @0 [+

i -]

Ro(8)

broo0o
10.2.7.1/24

wiphyo
a

T o ]

[_erobe ][ oispla

[ Wanink Names [#]Port Names  [#] Fire Names [ Zero-Puds apply Progress:
Col. Domains [] IPves
Netsmith Status:

PeerWanlinks [ Parents
Wanlink Config

CC— -
. - JEeatasnanz \apo0t0
RADIUS P T A maz
RADIUS Port  [Leiz ]
pisabled (0) ~|RaDIUS Secret [lanforge |
Netwark Auth; 3GPP Cell Net;
[Jusego211d [Juse 202110 []BSSLoad []NeighborReports []ESS Transition
[v]Advanced/g02.1x []Short-Preamble []HotSpot 2.0 [ Disable DGAF [
[IEnable 802.11u  []802.11u Internet  [180211uASRA [1802.11uESR []802.11u UESA [l 0 T Ml
V] WarlLinks []Show Legend [#] Fire 1Pyas Info Print

2. Add the following to the custom config section which will create two BSSIDs on the same hostapd
process which is required for OKC to work on hostapd:

bss=vap0000 0

ssid=okctestl
bssid=04:£0:21:19:88:44
ieee8021x=1

own ip addr=127.0.0.1

auth server addr=127.0.0.1

auth server port=1812

auth server shared secret=lanforge
wpa=2

wpa pairwise=TKIP CCMP
rsn_pairwise=CCMP

wpa key mgmt=WPA-EAP WPA-EAP-SHA256
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bss load update period=100
chan util avg period=600
rrm_neighbor report=1

rrm _beacon report=1

bss transition=1

okec=1

bss=vap0000 1

ssid=okctestl
bssid=04:£0:21:19:89:44
ieee8021x=1

own ip addr=127.0.0.1

auth server addr=127.0.0.1

auth server port=1812

auth server shared secret=lanforge
wpa=2

wpa pairwise=TKIP CCMP
rsn_pairwise=CCMP

wpa key mgmt=WPA-EAP WPA-EAP-SHA256
bss load update period=100

chan util avg period=600

rrm neighbor report=1
rrm beacon report=1
bss transition=1
okc=1

3. Resetf the VAP fo use the new configuration.

4. Modify the bridge fo use the two new sub interfaces vap0000_0 and vap0000_1.

br0000 (ct521-lac-f20) Configure Settings

Port Status Information
LINK-UP TSO GSO GRO
Driver Info: Port Type: Bridge Cannot Detect

Current:

Port Configurables

Enable General Interface Settings [ spanning-Tree
Set MAC |
Lise fwl Down ] Avoc Mgt Aging Time: 300 -
[Iset TxQLen [IDHCP-PvE [7] DHCP Release  DHCP Vendor ID: Bridge Priority:  |32768 -
[]5et MTU B :
[ DHCP-IPv4 Secondary-IPs DHCP Client 1D: Max Age: 20 -
[]set Offload )
[] set Bridge Info DNS Servers:  |BLANK Peer IP: NA Hello Time: 2 -
IP Address: 10.2.7.1 Global IPvE: AUTO Forwarding Delay: |15 -
IP Mask: 255,255.255.0 Link IPv6: AUTO
Gateway IP: 0.0.0.0 IPvG GW: AUTO
Alias: MTU: 1500
MAC Addr: 04:f0:21:19:87:44 | TX Q Len 1000
Rpt Timer: 1100 (1.1 5) |+| wiFi Bridge: NONE B
IPSec GW: IPSec Password:
Services
IPSec Local ID.: IPSec Remote ID.:
LI HTTP
Clete Bridge Information Remove Ports
Configured Ports Current Ports
[1RrADIUS vap0000 vap0000 dd Ports
] IPSEC-Client vap0000_0 vap0000_0 =
vap0000_1 vap0000_1 fvap0000_0
1 IPsec-Upstream hvap0000_1
| Brint | | Display | | Probe || Sync | | Apply || oK | | Cancel |

5. Modify a STA so that it is configured to connect to the SSID with 802.1X authentication for EAP-TTLS and

with PKC disabled.



(ct5 £20) C Settings V) () (X (ct5: £20) € Settings ¥ (~) (x

Port Status Information Port Status Information
Current  DOWN LINKDOWN GRO NONE Current:  DOWN LINKDOWN GRO NONE
Driver Info; Port Type: WIFLSTA Parent; wiphyd | wiphy0 Driver Info: Port Type: WIF-STA Parent: wiphyd | wiphyo.
vp phy! phy! yp phy phy!
Port Configurables Port Configurables
Standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi Standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi
9 g g P g a Z] p
——Enable General Interface Settings Advanced WiFi Settings
[] set mac ] Aux-Mgt
Bl e [IDHCP-PvE  [¥]DHCP Release  DHCP Vendor ID:
[set MTu Select WPA2' on the Standard Configuration screen to enable Advanced/g02.1x
[ set offioad DRI SecondaryPs | DHCP Client ID; and enable Advanced/202.1x to enable mest of these, Enabling 802.11u enables others,
[ Set PROMISC DNS Servers:  |8.8.8.8 Peer IP: Key Management: [WPA-EAP HESSID:
ol [DOOO SR Painwise Ciphers: |DEFALLT Realm
Senvices P Mask: 0.0.0.0 Link IPV6:
[IHTTP GatewayP:  0.0.0.0 IPV6 GW: Group Ciphers; [EFALT |~ ctent cers
[1FTP Alias: [ Jwmmw WERESE (5
[IRaDIUS MAC Addr: 00:0e:8e:fd:93:71 | T Le EAP Methods: EAP-TTLS Mile
[ psec-client Fprimer: [ [ wriondge: EAP Identity; ftestuser Domain:
[dipsec-Upstream oo oy EAP Anon Identity: Consortium:
|PSec Local ID.: FSe. EAP Password:  [testpasswd | Phase-l: [ |
[ Low Level— s EAP Pin; [ | Phase-: [ |
D SsiD: [okctesty [=] 4P [perauT | R ‘ | FiEsr: | I
1750 Enabl : CA Cert File: [ | PACFile: | ]
Key/Phrase: | | Mode: [802.11aban \v\

etwork Auth: leee80211w: |Disabled (0}
Advanced/so2.1x [ ]Enable 802.11u []HotSpot 2.0 | []Enable PKC

Fi hann Rate: [0S Default |

[CIWPA [v]WPA2 []WPAZ []OSEN []WEP
[[] Disable HT40 []Enable VHT160 [] Disable SGI

: 518

[_ennt ][ oisplay | [_erove |[ pisplaysean |[ gyme | [_apply [ cancel J|[ erint ][ oisplay | [_erove ][ Dispiay scan

[ amne | [ zepy

6. Start a packet capture then admin the STA up.

7. Use wpa_c1i to force the STA to roam with the following terminal commands:

# cd /home/lanforge

# . lanforge.profile

# wpa cli -i sta00000 scan

# wpa cli -i sta00000 roam <next BSSID>

8. In the packet capture, the initial RADIUS authentication and 4-way handshake are shown:

okc_vap_only.pcapng [Wireshark 2.1.1 (Git Rev from (as sup ) ) (~) (x

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Bfx¢dQ s vevascooond@E® o

Filter: | wlan.addr==00:0e:8e:fd:93:71 ~ | Expression... Clear Apply Save

No. Time Source Destination

Protocol Length Duration PMKID Info

.196114320 sparklan_fd:93: CompexPt_10:88: o Authentication, SN=2001, FN= a, Flag 50000 =
.196117276 Sparklan_fd:93: :802. Acknowledgement, o 5
197052788  CompexPt 19 Sparklan_fd . Authentication, , F -
06204106 Sparklan fd 1 4 . 7 Association Request, SN moz g ..., 55ID=okcte
-200207078 klan_fd:93: s 802, Acknowledgement, Flags=.. B
a CompexPt_19 f 2 Association Response, SN-811,
ompexPt_19 f Request, Identity
Sparklan fd mpexPt 19 4 Response, Identity
sparklan_fd: : . Acknowledgement, Flags=........
ompexPt_19 . : Request, TLS EAP (EAP-TLS)
Sparklan_fd:93: mpe; 4 Response, Legacy N:k (Response Only
Acknowledgement, Flags= S
CompexPt_19 4 93:7 4 e Tunne'\ed TLE EAP (EAP-TTLS)
sparklan_fd 9 i

Acknowledgement, 5 5
CompexPt 19 93:7 Server Hel rti <ey Exchange, Server Hello
Sparklan fd « 2 Response, Tunneled TLS EAP

Ac| knnw'\ eduement, F'\au o
CompexPt_19: 9 v 2 1 er Exchange, Server Hello
Sparklan fd

Acknowledgement, .
CompexPt_19:88:44 a fd:93: o Hell v y Exchange, Server Hello D
Sparklan_fd C; 1 4 v y ange, C: c, Encry ndshake

CompexPt 19: c
5 sparklan_fd : ppu ation Data
.233358171 9 1802, mag RERRALS
.231786639 CompexPt_19: :
Sparklan fd « 4 Appuratmn Data
A::knnwledgement, Flags=. .
B 5 CompexPt 19 4 9 Application Data
.234745030  Sparklan_fd:93: :88:44 v 6 Application Data, Apphr‘at]cn Data
.2347a8353 9 :802. Acknowledgement, Flags=..
CompexPt 19:88:42 7 Success
f Key (Message 1 4)
5 (Mes
.23724524q 9
238211997 8 19 5 (Me
.239147420 Key (Meseage 4 of 4)
.239150908 Sparman *d 5 Acknowledgement, Flags=........ -
» Frame 1629: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface 8
» Radiotap Header v0, Length
» 802.11 radio information
» IEEE 892,11 Probe Request, Flags: ........
» IEEE 802.11 wireless LAN management frame

@®*  File: "/home/lanforgefokc_vap_only.pcapng" 6340 kB 00:00:31 Packets: 11096 - Displayed: 161 (L.5%) - Loa... Profile: Default

9. Then the STA sends a Reassociation Request which is missing the PMKID and another full RADIUS
authentication and 4-way handshake take place to associate to the new BSSID.




okc_vap_only.pcapng [Wireshark 2.1.1 (Git Rev from (as sup: ) ¥ ) x
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Adm 87 xcqQ ¢ v e ufED -

e:8e:f

filter: [wlan.adur— - | Expression..  Clear  Apply save

No. Time Source Destination Protocol Length Duration PMKID Info

442317866 Sparklan fd:9 1802 c L , Flags=.. . 4
.442839514 CompexPt 19:88: sparklan fd: i

.443679548 CompexPt_19 4 Y
448169193 Sparklan_fd:93: mp 4 Reassoc -q est, 07, lags=........, SSID=0kc]
.448172108
154014 t 1 4
450299508 CompexPt_19:89:44 : fd:93 03 Request, Idenuw
5 6 Response, Identit
Acknowledgement, Flags=........
Request, TLS EAP (EAP-TLS)
Response, / N k \Pespnnse onl.
9 Acknowledgement, o
CompexPt 19 p fd:93:7 0 2 , Tunneled TLS EAP (EAP-TTLS)
Sparklan i

ompexPt_19:89 v 0 er Hel ertificate, Server K nge, Server Hello
Sparklan fd:93: C :89:44 0 (EAP-TTLS

Server Key Exchange, Server Hello

Response TunneWsd TLS EAP (EAP-TTLS)
Acknowledgement, .
Server Key Exchange, Server Hello
pher spec, Encrypted Handshake

ange llpher Spec, Handshake Message
tion Data, Application Data
479454014 :93: 802, Acknoul edgenent, "Flags=........
.480411283 klan_fi
481498108 p
4815601487 _fd:93: :802. cf g , Flags=........
.482613818 ¢ 9:89:44 fd:9 77
483646964 v 6 on Data, Application
483650214 1802, [ Acknowledgement, Flags=.. 5
484618507 9:89 c 8 6 Success
4849424 19:80: 42 f 0 ey (Message 1 of
(Message 2 of
Acknowledgement, Flags=........
Key (Message 3 o
Message 4 of -
Frame 1629: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface @
Radiotap Header v@, Length 60
802.11 radio information
IEEE 802.11 Probe Request, Flags: ..
IEEE 802.11 wireless LAN management frame’

@®  File: "/home/lanforge/okc_vap_only.pcapng” 6340 kB 00:00:31 Packets: 11096 - Displayed: 161 {L.5%) - Loa... Profile: Default

OKC On Both VAP and STA

STA roam result: PMKID is sent, then only 4-way handshake is required.

When both VAP and STA are using OKC, the STA sends its calculated PMKID in the Reassociation Request to the
target AP which means the full RADIUS is not needed and only a 4-way handshake is sufficient to connect to the
new VAP.

Admin the STA down , then modify the STA to enable PKC



sta00000 (ct523-3n-f20) Configure Settings w) (A

Port Status Information
Current: DOWN LINK-DOWMN GRO MNOMNE

Driver Info: Port Type: WIFI-STA  Parent: wiphy0 wiphyO...

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Corruptions |  Custom WiFi
Advanced WiFi Settings

Select "WPAZ' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others,

Key Management: |'NPA—EAP‘ |v| HESSID:

Pairwise Ciphers: |DEFAULT |v| Realm:

Group Ciphers: |DEFAULT |v| Client Cert:

WPA PSK: | | IMs1:

EAP Methods: |EAP-TrLs |v| Milenage:

EAP Identity: |testuser | Domain:

EAP Anon Identity: | | consortium:

EAP Password:  [testpasswd | Phase-1: | |
EAP Fin: | | Phase-z: | |
Private Key: | | PK Password: | |
CA Cert File: | | PAC File: | |
Network Auth: leee80211w: |Disabled (0) |~

[v] Advanced/802.1x [ ]Enable 802.11u [ [HotSpot 2.0 Enable PKC

| Print || Display ‘ | Probe || Display Scan || Sync | ‘ Apply H QK | ‘ Cancel

. Start a packet capture then admin the STA up.

. Use wpa_cTi to force the STA to roam with the following terminal commands:

# wpa cli -i sta00000 scan
# wpa cli -i sta00000 roam <next BSSID>

. In the packet capture, the initial RADIUS authentication and 4-way handshake are shown:



oke_both wi 2.1.1 (Git Rev from (as sup ) OXOXS

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
Am B0 XEQA ¢ v ee 2B oufeEE®

e:8e:f

Filter:

~ | Expression... Clear  Apply save

No. Time Source Destination Protocol Length Duration PMKID Info
.547330714 2 8: Sparklan_fd:9 B Probe Response, S FN-9, Flags-.. , BI-100, SSID-cisky
.887981889  Sparklan_fd:93: CompexPt 19:89: . Authentication, 5N—1972 FN=0, s
887084612 Ssparklan fd:9 :802. Acknowledgement, Flag
.888939902  CompexPt_19:89: sparklan_fd 5 Authentication,
890414681 Sparklan_fd:93: CompexPt_19:89:44 B 0 ation Request,
890417646 sparklan_fd:9 :802. [ Acknowledgement, Flag
CompexPt 19:89:44 Sparklan_fd:93:7 Request, Identity
894880189 Sparklan_fd:93: CompexPt_19 Response, Identity
894883310 sparklan_fd 1802, Acknowledgement, Flags=........
CompexPt_19:89 sparklan_fd Request, TLS EAP (EAP-TLS)
Sparklan CompexPt 19 4 Response, Legacy Nak \‘Rsspnr\ss only)
sparklan_fd: 1802, Acknowledgement, Flag L
CompexPt_19:89:44 an_fd:9 : Request, Tunneled TLS EAP (EAP-TTLS)
Sparklan mpexPt_19 4 \ g ient Hello
Sparklan_fd:93: :802. Acknowledgement, Flags=........
CompexPt 19:80:42 93:7 Server Hello, Certificate, < xchange, Server Hello D)
sparklan 4 Response, Tunneled TLS EAP
Ac knnmedusmsnt, Flags-.. 5
CompexPt 19: 9 Server Hel ertificat Exchange, Server Hello D
Sparklan « 2 Response, Tunneted LS EAP
14851446 5 Acknowledgement, maq 5
16459939 CompexPt_19: : fd:93: v 1lo, € . sery y Exchange, Server Hello D)
21894505 Sparklan_f p 4 g Encrypted Handshake M|
21898265 sparklan fd:9 g
923741357 G 9:89:44 Sp=rk'\=r\ fd:9 6 Cipher Spec, Encrypted Handshake Message
S| Appli
Sparman d:9 :802. Acknowledgement, Flag
Sparklan fd:9 ication Data
CompexPt 19 pplication Data, Application Data
Sparlﬂan fd:9 1802, Acknowledgenent, Flags=. .
CompexPt_19 Sp 9
Sparklan C; :89:44 ation Data, Application Data
sparklan fd:o 802, Acknowledgement, Flags=........
ompexPt_19:89:44 sparklan_fd Suc
CompexPt_19:89: 5pz 193: y (Message 1 of 4)
Sparklan CompexPt 19 4 6 Key (Message 2 of 4)
Sparklan_fd:9 1802, Acknowledgement, Flags=........
CompexPt_19: 4 sparklan_fd:9 5 Key ( 3 4)
s CompexPt_19 4 &
Sparklan fd:9 . R e e T -

» Frame 2543: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits) on interface ©
» Radiotap Header v@, Length 60

»802.11 radio information

» IEEE 802.11 Probe Request, Flags: ..

» IEEE 802.11 wireless LAN management frame’

@®  File: "/home/lanforge/okc_both.pcapng” 6802 kB 00:00:33 Packets: 11792 - Displayed: 129 {1.1%) - Loa... Profile: Default

5. Then the STA sends a Reassociafion Request which includes its PMKID and only the 4-way handshake is
required to associate to the new BSSID.

oke_both wi 2.1.1 (Git Rev from (as sup ) OXOXS

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
efixgdQ¢ vzl uouwl@En®

:0e:8e:fd:!

filter: ~ | Expression..  Clear  Apply save

No. Source Destination Protocol Length Duration PMKID Info

.716147686 CompexPt Sparklan fd:93:7 . Probe Response, ag . 3B
.716443811 sparklan_cl: sparklan_fd:93:7. 5 Probe Response,
.716784791 Sp: : 5 Probe Response,
f . Probe Response,
Sparklan fd:93:7 . Probe Response,
sparklan_fd:9 5 Probe Response,
Probe Response,
.719 L . Probe Response,
.719741614 2c:3: Sparklan_fd:93:7 . 7 Probe Response,
.746220843 mpexPt 19 2. a4 Qos Null fu
.746245723 sparklan_fd:9 1802, cknowledgement, HERE
.746437972 L :93: CompexPt_19 4 2. 11 function (No o , FN-8, Flags—.......
.746440863 Sparklan fd:9 :802. Acknowledgement, o
.500597060 Sparklan fd:03: CompexPt 10 . Authentication,
.500600818 sparklan_fd:93: :802. Acknowledgement, Flag
.501240424 CompexPt_19:89: sparklan_fd:93: 8 Deauthentication, SN-610, FN

CompexPt 19:88: Sparklan fd- g . Authsntlcatlun
727 fd 802.1 @ 424934013b5091d6096dd4db69eldddd  Reassociation Request, SN=1978, FN=@, Flags=........
.505337617 sparlﬂan fd 9
50 16 :88:44  Sparklan_fd:93:71  8e2.11 214 6  Reassociation Response, SN=598, FN=8, Flags=........
Key (Meseage 1 of a4y
Key (Message 2 of 4)
Acknowledgement, Flag
CompexPt_19: Sp: :93: Key (Message 3 of 4)
510962242 Sparklan fd:93 CompexPt 19 4 Key (Message 4 of 4)
510965550 sparklan_fd:9 . Acknowledgenent, Flag
C F

063 S| mpexPt
25 521%5733 Sparldan fd:9
521166601 Comp 9:88: 1 rd
o

23.52189926: n
23.521902846 sparklan_fd:ea: : 802, Acknowls edusmsntv

24.221222475 Sparklan fd:93:7 IPvbmcast 16 . 05 Data, S FN=0,
24.221228321 sparklan fd:93: :802. Acknowledgement, Flag

28.0862035477 Sparklan_fd:93: IPv6mcast 2 00S Data, SN=2, FN=8, Flags=.p.
28.062084302 Sparklan - fd 93:71 (00:8062. 0 Acknowledgement, Flags=........

Frame 2543: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits) on interface o
Radiotap Header v@, Length 60

802.11 radio information
IEEE 802.11 Probe Request, Flags: ........
IEEE 802.11 wireless LAN management frame

@®  File: "/home/lanforge/okc_both.pcapng” 6802 kB 00:00:33 Packets: 11792 - Displayed: 129 {1.1%) - Loa... Profile: Default

OKC Disabled On VAP and STA

STA roam result: Full RADIUS authentication plus 4-way handshake.

Because neither is using OKC, a full RADIUS authentication plus 4-way handshake is required when the STA roams
fo the new VAP.

1. To disable OKC on the VAP, comment out the okc=1 lines in the VAP custom configuration, then reset
the VAP.

bss=vap0000_ 0
ssid=okctestl
bssid=04:f0:21:19:88:44
ieee8021x=1

own ip addr=127.0.0.1

auth server addr=127.0.0.1



auth server port=1812

auth server shared secret=lanforge
wpa=2

wpa pairwise=TKIP CCMP
rsn_pairwise=CCMP

wpa key mgmt=WPA-EAP WPA-EAP-SHA256
bss load update period=100

chan util avg period=600
rrm_neighbor report=1

rrm _beacon report=1

bss transition=1

#okc=1

bss=vap0000 1

ssid=okctestl
bssid=04:£0:21:19:89:44
ieee8021x=1

own ip addr=127.0.0.1

auth server addr=127.0.0.1

auth server port=1812

auth server shared secret=lanforge
wpa=2

wpa pairwise=TKIP CCMP
rsn_pairwise=CCMP

wpa key mgmt=WPA-EAP WPA-EAP-SHA256
bss load update period=100

chan util avg period=600

rrm neighbor report=1

rrm beacon report=1

bss transition=1

#okec=1

2. Admin the STA down , then modify the STA to disable PKC



sta00000 (ct523-3n-f20) Configure Settings w) (A

Port Status Information
Current: DOWN LINK-DOWMN GRO MNOMNE

Driver Info: Port Type: WIFI-STA  Parent: wiphy0 wiphyO...

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Corruptions |  Custom WiFi
Advanced WiFi Settings

Select "WPAZ' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others,

Key Management: |'NPA—EAP‘ |v| HESSID:

Pairwise Ciphers: |DEFAULT |v| Realm:

Group Ciphers: |DEFAULT |v| Client Cert:

WPA PSK: | | IMs1:

EAP Methods: |EAP-TrLs |v| Milenage:

EAP Identity: |testuser | Domain:

EAP Anon Identity: | | consortium:

EAP Password:  [testpasswd | Phase-1: | |
EAP Fin: | | Phase-z: | |
Private Key: | | PK Password: | |
CA Cert File: | | PAC File: | |
Network Auth: leee80211w: |Disabled (0) |~

[v] Advanced/802.1x [ ]Enable 802.11u [ [HotSpot 2.0 | [ ] Enable PKC |

| Print || Display ‘ | Probe || Display Scan || Sync | ‘ Apply H QK | ‘ Cancel

. Start a packet capture then admin the STA up.

. Use wpa_cTi to force the STA to roam with the following terminal commands:

# wpa cli -i sta00000 scan
# wpa cli -i sta00000 roam <next BSSID>

. In the packet capture, the initial RADIUS authentication and 4-way handshake are shown:



okc [Wir 2.1.1 (Git Rev from (as supe ) ARPSEE

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
efixgdQ¢ vzl uouwl@En®

e:8e:f

filter: ~ | Expression..  Clear  Apply save

No. Source Destination Protocol Length Duration PMKID Info

a t sparklan fd:9 o Probe Response, SN=3826, FN=9, Flags=.... BI=240, SSID=be
1944342045 Sparklan fd: g CompexPt_19:89 o Authentication, 031, FN=0, Flag
-944347287 Sparklan_fd:93 :862. Acknowledgement, Flags=..
.945426528  CompexPt 19:89: sparklan fd:93:7 . Authentication, .
. sparklan_fd CompexPt 19 87 0 Association Request, SN-28 ..., ssID=okcte
Sparlﬂan fd:9 : 802, Acknowledgement, Flags=.. .
CompexPt_19:89 fd Association Response,
CompexPt 19: fd:93:7 Request, Identity
Sparklan_fd C " Response, Identity
Acknowledgement, Flag
CompexPt_19:89: : 193: Request, TLS EAP (EAP-TLS)
s, 3 Response, Legacy Nak (Response Only)
Sparklan fd:9 1802, Acknowledgement, Flag
sparklan_fd:9 4 Reguest, Tunneled TLS EAP (EAP-TTLS)
CompexPt 19 9 3
sparklan_fd:9 :862. A ledgement, Flags=........
Sparklan_fd:9 2 Server Hello, C ate, Server Key Exchange, Server Hello D)
sparklan_fd:93: CompexPt 19:8 4 Response, Tunneled TLS EAP (EAP-TTLS)
sparklan_fd:9 : 802, Acknowledgement, s
CompexPt_19 ’ 9 2 Server Hello, Server Key Exchange, Server Hello D|
Sparklan 1 :89:44 Response, Tunneled TLS “EAP (EAP-TTLS)
Acknowledgement, Flags=..
ompexPt_19:89:44 : server Hel a y
Sparklan_fd:93: :89:44 T 3 Client Key ange, Change Cipher Spec,
3 Acknowledgement, Flags=........
CompexPt 10:80:4 7 7 ange Cipher Spec, Encrypted Handshake Message
Sparklan fd:93:71 v : Application Data, Application Data
Sparman d 1802, Acknowls edqsmsnt, Flags=re.onres
CompexPt 19:89 Sparklan_fd Application D
Sparklan fd mpexPt 10 Application Data Application Data
spark'\an fd: : . Acknowledgement, F'\aq .......
CompexPt_19:89 9 v Application Data
Sparklan_fd mpe; 4 Application D
- : Acknowledgement, Flags=........
CompexPt_19:89:44 fd:9 Success
ompexPt_19:89 f Key (Message 1
Sparklan_fd:93: p: :89:44 5 Key (Message 2 of .u
sparklan fd:93 :862. Acknowledgement, Flags=........
cmpe- t_19:89:44 5p=rk an_fd Key (Message 4)
990376185 S Key (Mes 4 of 4) =
» Frame 2230: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface @
» Radiotap Header v@, Length 60
» 802.11 radio information
» TEEE 8062.11 Probe Request, Flags: ..
» IEEE 862.11 wireless LAN management frame’

02 00 63 03 o0 00 23 03 £ 89 00 00 09 69 00 B9 00 09 09 OO 09 9 00 00 03 00 0 09 00 00 09 00 O

@®  File: "/home/lanforge/okc_none.pcapng” 5800 kB 00:00:29 Packets: 10392 - Displayed: 158 {1.5%) - Loa... Profile: Default

6. Then the STA sends a Reassociation Request which is missing the PMKID and another full RADIUS
authentication and 4-way handshake fake place to associate to the new BSSID.

okc [Wir 2.1.1 (Git Rev from (as supe ) ARPSEE

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
efixgdQ¢ vzl uouwl@En®

~ | Expression... Clear  Apply save

Filter:

No. Source Destination Protocol Length Duration PMKID Info

.110332718 Sparklan fd:9 :802. Acknowledgement, Flag . =
.110895707 CompexPt 19:89: sparklan_fd:93: B Deauthentication, SN=478, Fi

.111851492 CompexPt Sparklan_fd . Authentication o
24.1: Sparklan fd CompexPt 19:88:44 1 ociation Request, lags=........ SSID=ok]
.12357eqﬂ0 sparkw_anjd. 5 0 Aknumedqement REBHRLS
B ompexPt 8:44 S d 4 Reass ti n . FN-8, Flags—........
.126629695 Cox 9: arklan_fd:9 3 Request, Identity
.127305422 Sparkl 3 CompexPt 19 4 Response, Identity
.127309074 sparklan_fd:9 1802, Acknowledgement, Flags=........
.128616904 CompexPt_19 . sparklan fd:9 4 Request, TLS EAP (EAP-TLS)
.129497553 SparkL CompexPt_19 4 Response, Legacy Nak (Response Onl
.129526969 Sparklan_fd:9 :802. Acknowledgement, Flag L
.130229782 CompexPt 19 4 93:7 2 Request, Tunneled TLS EAP (EAP-TTLS)
24.131516436 Sparklan_fd:93: i :88: v 6 ient Hello
.131519955 Sparklan_fd:9 1802, Acknowledgement, Flags=........
CompexPt 19 sparklan_fd Server Hello, Certi Server Key nge, Server Hello D|
Sparklan fd:93:7 CompexPt 19:88:44 6 Response, Tunneled TLS EAP (EAP-TTLS)
sparklan 7d:93 :ge2. Acknowledgement,
ompexPt_19 : v 6 server Hel Certif Server K nge, Server Hello D|
.14 31 Sparklan_fd:93: p :88:44 Response, Tunneled TLS EAP (EAP-TTLS)
.141616818 93 :802. Acknowledgement, .
.143278524 9 ‘ server Hel , Server Key Exchange, Server Hell
.150696891 SparkL 171 v cli y Exchange, Change Cipher Spec, Encrypted
.150700410 1802, . Flags=........
.152382655 C 9 93:7 7 ange Cipher Sps , Encrypted Handshake Message
.15 110 sparkl. cf 4 6 Application Data
.153497618 g 1802, lags=........
.154252798 CompexPt 6 6
.155145864 Sparklan ,
.155149377 :03: :802.11 cknowledgement, Flags=........
3 CompexPt . i
1156742685 Spark A
.156745999 sparklan_fd :802. Acknowledgement,,
575955 8 Sparklan_fd:93:7 Suc
sparklan_fd L y (Message 1 of 4)
CompexPt_19 4 L ) (Message 2 of 4)
Sparklan_fd: :802. Acknowledgement, Flags=........
Key (Message 3 of 4)
Key (Message 4 of 4) i
Frame 2230: 108 bytes on wire (864
Radiotap Header v@, Length 60
802.11 radio information
IEEE 802.11 Probe Request, Flags: ........
IEEE 802.11 wireless LAN management frame

@®  File: "/home/lanforge/okc_none.pcapng” 5800 kB 00:00:29 Packets: 10392 - Displayed: 158 {1.5%) - Loa... Profile: Default

OKC Disabled On VAP and Enabled On STA

STA roam result: PMKID is sent, then full RADIUS authentication plus 4-way handshake.

If just the STA is using OKC, it will send its calculated PMKID in a Reassociation Request to the target AP, but the
AP ignores it and the STA must perform a full RADIUS authentication plus 4-way handshake.

Admin the STA down , then modify the STA to enable PKC



sta00000 (ct523-3n-f20) Configure Settings w) (A

Port Status Information
Current: DOWN LINK-DOWMN GRO MNOMNE

Driver Info: Port Type: WIFI-STA  Parent: wiphy0 wiphyO...

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Corruptions |  Custom WiFi
Advanced WiFi Settings

Select "WPAZ' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others,

Key Management: |'NPA—EAP‘ |v| HESSID:

Pairwise Ciphers: |DEFAULT |v| Realm:

Group Ciphers: |DEFAULT |v| Client Cert:

WPA PSK: | | IMs1:

EAP Methods: |EAP-TrLs |v| Milenage:

EAP Identity: |testuser | Domain:

EAP Anon Identity: | | consortium:

EAP Password:  [testpasswd | Phase-1: | |
EAP Fin: | | Phase-z: | |
Private Key: | | PK Password: | |
CA Cert File: | | PAC File: | |
Network Auth: leee80211w: |Disabled (0) |~

[v] Advanced/802.1x [ ]Enable 802.11u [ [HotSpot 2.0 Enable PKC

| Print || Display ‘ | Probe || Display Scan || Sync | ‘ Apply H QK | ‘ Cancel

. Start a packet capture then admin the STA up.

. Use wpa_cTi to force the STA to roam with the following terminal commands:

# wpa cli -i sta00000 scan
# wpa cli -i sta00000 roam <next BSSID>

. In the packet capture, the initial RADIUS authentication and 4-way handshake are shown:



File Edit View Go Capture Analyze Statistics

7 =}

okc_sta_only.pcapng [Wireshark 2.1.1 (Git Rev

Telephony Tools Internals Help

Filter: [wlan.addr— e:8e:f

No.

Time Source

.362903125
.708044182
708047018
.768981375 CompexPt 19:
10458178 Sparklan fd
710461073

33: H
sparkLan fa

CompexPt_19
CompexPt 19:
Sparklan fd

CompexPt
s

7285 amn 1
728518931

sparklan_fd

CompexPt
Sparklan

ompexPt
Ssparklan_f

CompexPt 19
sparklan_fd
CompexPt 19
Sparklan fd

CompexPt_19
747548729 Sparklan fd
747552126
748608317
749071678

CompexPt 19
ompexPt_19
Sparklan_fd:

fuscs t_19
S|

» Frame 2567: 108 bytes on wire (864 bits),
» Radiotap Header v@, Length 60

»802.11 radio information

» IEEE 802.11 Probe Request, Flags: ..

» IEEE 802.11 wireless LAN management frame’

Qo veaevEe 2 ufED -
~  Expression... Clear Apply save
Destination Protocol Length Duration PMKID

sparklan_fd:9
CompexPt_19
Sparklan_fd:9
Sparklan_fd:
CompexPt 19
R TR

sparklan fd:9
sparklan fd:9
CompexPt 19

sparklan fd:9
Sparklan fd:9
CompexPt 19: 8!
sparklan_fd:9

sparlﬂan *d
sparklan_fd

mpexPt 19
sparklan_fd:

sparklan fd:9
sparklan fd

108 bytes captured (864 bits) on interface @

Info
SN=417, FN=0, Flags=
943, FN-0, Flag

Probe Response, BI-100, SSID=cis|
Authentication,
Acknowledgement,
Authentication, .
Association Request, ‘
Acknowledgement, Flag
Association Response,
Request, Identity
Response, Identity
Acknowledgement, Flag
Request, TLS EAP (EAP-TLS)

Response, Legacy Nak (Response Only)
Acknowledgement, Flag

Request, Tunneled TLS EAP

ssID=okctel

SN=481,

(EAP-TTLS)

Server Hello, C ate, Server Key
Response, Tunneled TLS EAP (EAP-TTLS)
Acknowledgement, BEBHGTS
Server Hello, ate, Server Key
Response, Tunneled TLS EAP (EAP-TTLS)
Acknowledgement, Flag
server Hel
Client Key ange.,
Acknowledgement, Flags=........
ange Cipher Spec, Encrypted Handshake
Application Data, Application Data
Acknowl: edusmsnt, Flag
Application D
Ailazinem Gere, o
Acknowledgement, Flag
Apphr tion Data
Application D
Acknowledgement, "
Success
Key (Message 1
Key (Message 2 of .u
Acknowledgement, Flag
Key (Message 4)
Key (Mes

xchange, Server Hello D

. Server Hello D
ate, Server Key

Change Cipher Spec,

Message

ation Data

1) -

@ File: "/homeflanforgefoke_sta_only.pcapng®

7481 kB 00:00:37

Packets: 13185 - Displayed: 160 (1.2%) - Loa

Profile: Default

5. Then the STA sends a Reassociation Request which includes its PMKID but the VAP ignores it and a full
RADIUS authentication plus 4-way handshake are required.

File Edit View Go Capture Analyze Statistics

okc_sta_only.pcapng [Wireshark 2.1.1 (Git Rev

Telephony Tools Internals Help

BEfixcgQ v vavBEoogeREdEn®
Filter: ~ | Expression... Clear Apply save
No. Source Destination Protocol Length Duration PMKID

829669678
830223641 CompexPt_19:
19

CompexPt
S fd

830938568
7

. 6.
834496522
564

Sparklan

[ G
Sparklan

.ﬂﬂ’l?h‘lllﬂll
848! 0 CompexPt
sparklan
.84‘?768493
.8519816!
.852808129
.852811503
.854460327
859616192
77

CompexPt
Sparklan

ompexPt
Ssparklan_f

.85
.861510228 CompexPt
.862535099 Sparklan

4.862560787
.864889838
865819979
.865823366
86666915

CompexPt
Sparklan

CompexPt
.867571529 Sparklan fi
.867575042
.868578312
.8689034
.870254506
.870257998
.870977518
.871882
Frame 2567: 108 bytes on wire (864
Radiotap Header v@, Length 60
802.11 radio information
IEEE 802.11 Probe Request,

CompexPt
ompexPt
Sparklan

Flags:
IEEE 802.11 wireless LAN management frame

sparklan fd:93
sparklan_fd

Sparklan_fd

CompexPt_19
R TR

Sparklan rd.,
CompexPt 19
sparklan_fd:9

Compe
Spaman d:9
sparklan_fd:9
CompexPt_19

sparklan fd:9
Sparklan fd:9
CompexPt_19:8
sparklan_fd:9
sparklan_fd

CompexPt 19:
sparklan_fd:9

CompexPt_19:
sparklan_fd

97e94fazb39ba

Info
Acknowledgenent, Flag
Deauthentication, SN: 559. F
Authentication, SN=546, F
Reassociation Reques
Acknowledgement, Flags

on

Tdentity
Identity

Flag

(EAP-TLS)

Request,
Response,
Acknowledgement,
Request, TLS EAP
Response, Le Nak (Response Only)
A knowledgement, Flag

Tunr\e'\ed TLS EAP

(EAP-TTLS)

Exchange, Server Hello D
Acknowledgement,

Server Hel ate, Server Key
Response, Tunneled TLS EAP (EAP-TTLS)
Acknowledgement, Flags=. .

server Hel

Client Key

A

. Server Hello D|

ypted Handshake Messag
ation Data

Applica
dqement, F'\aus—

Key

Key
Acknowledgement
Key 3
K

(Message 3
(Mes 4 4) |

@ ®  File: "/nome/lanforgefokc_sta_only.pcapng”

7481 kB 00:00:37

Packets: 13185 - Displayed: 160 (1.2%) - Loa

Profile: Default
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	Wifi Roaming with Opportunistic Key Caching (OKC)
	Goal: Show how LANforge can emulate an OKC VAP or OKC STA then observe the different results when OKC is enabled or not.

	OKC Scenarios
	OKC On VAP Only
	STA roam result: Full RADIUS authentication plus 4-way handshake.

	OKC On Both VAP and STA
	STA roam result: PMKID is sent, then only 4-way handshake is required.

	OKC Disabled On VAP and STA
	STA roam result: Full RADIUS authentication plus 4-way handshake.

	OKC Disabled On VAP and Enabled On STA
	STA roam result: PMKID is sent, then full RADIUS authentication plus 4-way handshake.



