sales@candelatech.com

nnnﬂﬂﬂa support@candelatech.com

=S====== +1 (360) 380-1618 [PST, GMT -8]
TECHNOLOGIES Network Testing and Emulation Solutions

WanPath Corruptions

Goal: Setup a WanlLink with WanPath Corruptions.
In this test scenario, LANforge-ICE is used to filter traffic by VLAN on a WanlLink with the use of WanPaths
and then use WanPath Corruptions to overwrite the DSCP field in the IP packet.

Note: VLAN filtering was recently fixed and should be used with LANforge version 5.3.7 and up.

1. Setup a WanLink connection.

A. Go to the Wanlinks tab and select Create.

LANforge Manager Version(5.3.7) v) () (x
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
status | Layer-3 | L3Endps | VolPRTP | VoIPRTP Endps | Armageddon | Wanlinks | Attenuators | Filedo |

Rpt Timer: |fast (1s) |V|Go| Test Manager ’aﬂ—m | Select Al || Start || Switch || Stop || Clear |
[_] Hide Stopped | Display || Create || Modify || Batch Modify | | Delete |

WanlLinks for Selected Test Manager
Name | EID kM|  state | Endpoints(AeB) | PktTxA—B | PkiTxA<B | BpsRxB | BpsRxA | Rpt Timer

WPs | MName |Flun| Script Max Rate T Pkts R Pkts Tw Rate | ThDrop % | Dropped | Tw-Failed Failed—Late| TX Bytes |

[4] i I»]

Logged into: localhost: 4002 as: Admin



http://www.candelatech.com/
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B. Enter the WanlLink name, physical ports, base transfer rate, delay, jitter efc...
These impairments will be applied to all fraffic on the WanlLink.

100Mbps-wan - Create/Modify WanLink ) (&) (G
D ‘ Apply ‘ | QK ‘ | Display WanLink & WanPaths ‘ | Cancel
WanLink Information
Mame: 100Mbps-wan
Presets: |CUSTOM |v|
Endpoint A Endpoint B
Port: 12 (eth2) |+ |3 (eth3) '~
Transfer Rate: |100H {100 Mbps) |v| |100H (186 Mbps) |v|
Delay: |tiny (10 ms) |v||tiny (10 ms) |v|
Drop-Freq: |zero (e8s) |v| |zero (G5s) |v|
litter: |zeru (0 us) |v||zero (0 us) |v|
litter-Fregq: |zero (e8s) |v| |zero (G5s) |v|

C. Select Apply to create the base WanLink.

For more information see LANforge-GUI User Guide: Creating & Modifying WanLinks


http://www.candelatech.com/cookbook/ice/lfgui_ug.php#wl_mod

2. Setup the WanPaths.

A. Select All to un-hide the other WanLink config panels.

100Mbps-wan - Create/Modify WanLink ¥) (=) (x
E‘ All | Apply | | oK | | Display WanLink & WanPaths | | Cancel
WanLlink Information WanLink Information i
Name: [100Mbps-wan []Pass-Through []HW Pass-Through
P ‘CUSTOM |‘I [] Coupled-Mode [] kernel-Mode
Endpoint A Endpoint B Resource: |1 (jetway-f24) |v
Port: |2 (eth2) |v ‘ |3 (eth3) |v| Rpt Timer: |‘fas‘t a5 |v
Transfer Rate: |mon (106 Mbps) |vaaH (180 Mbps) |v|
- Endpoint A Endpoint B
Delay: |‘tlny (10 ns) |th1ny (10 ms) |'| Reorder-Freq: |zero (C%) ‘v| |2ero (0%) |v| L
Drop-Freq: |zero (0%) |szero (0%) |'| Dup-Freg: |zero (0%) ‘v| |zero (0%) |v|
Jitter: |zero (0 us) |szero (0 us) |v| B L | - |1 | o ‘ - |1 ‘
litter-Freq: [zero (o) || [zero (o) [~]
Reorder Amt;  mim |1 | e |20 | o 1 | mex |20 ‘
| Script || Script |
Endpoint A WAN Paths Endpoint B WAN Paths ]
[ Create-WP I Modify-WP | ] Delete-WP | Create-WP I Modify-WP il Delete-WP |
Name | T Rate ‘Disabled| ! | Filter Pattern | De\ay| Name | Tx Rate |Disab|ed‘ ! | Filter Pattern | Delay|
WanLink Information WanLink Information
CRU-ID: | | I Test Manager: |defau|t_tm |v|
Endpoint A Endpoint B Endpoint A Endpoint B
["]ICEcap Replay []1CEcap Replay [[]Dump Packets [ Dump Packets
Replay File: | ‘ || | | Dump File:
| Dir || Dir | || Force Packet Gap || Force Packet Gap
[] DropXth []Drop-xth
L Repla) L Repla: -
[l Loop Replay il Loop Replay || Reorder-¥th [ | Reorder-xth b
B. In panel 3, for Endpoint-A WAN Paths, select Create-WP.
100Mbps-wan - Create/Modify WanLink >) (&) (%
E‘ | Apply | | oK | | Display WanLink & WanPaths | | Cancel
WanLink Information WanlLink Information il
Name: J[100Mbps-wan [l Pass-Through []HW Pass-Through
Presets: ‘CUSTOM |'| [ Coupled-Mode [] kernel-Mode
Endpoint A Endpoint B Resource: |1 (jetway-f24) |v
Port: [2 teth2) [~][3 tetha [*]  |rotTimer: st @9 =
Transfer Rate: |1oon (100 Mbps) |v ‘ |1oon (168 Mbps) |v|
Endpoint A Endpoint B
Delay: |‘tlny (10 ms) |th1ny (10 ms) |'| Reorder-Freq: |ZEF0 (E%) ‘v| |zern (%) |v| L
Drop-Freq: |ZE”—O (o) |szern (%) |'| Dup-Freag: |zeru (E%) ‘v| |zeru (3] |v|
Jitter: |zero (0 us) |szero (@ us) |v| Drop Burst: i | o |1 | -k ‘ m |1 ‘
litter-Freq: [zero (ow) [+][zero (@0 [~
Reorder Amt: e |1 | e 20 | = 1 | s [20 ‘
| Script | | Script |
Endpoint A WAN Paths Endpoint B WAN Paths ]
Create-WP | Modify-WP | Delete-WP | Create-WP I Modify-WP il Delete-WP |
MName | Tx Rate |Disabl “: ! | Filter Pattern | De\ay| Name | T Rate |Disab|ed\ | | Filter Pattern | Delay|
- |

WanlLink Information

GRE-ID: |

| I Test Manager:

Endpoint &
[[]ICEcap Replay

Endpoint B
[]1CEcap Replay

Replay File: |

| | Dump File:

| Dir || Dir

Loop Replay Loop Replay

WanLink Information

|defau|t_tm

Endpoint A
[] Dump Packets

Endpoint B
[ Dump Packets

[]Force Packet Gap
| Dropxth
[ Reorder-xth

[] Force Packet Gap
[| DropXth
[[1Reorder-xth




C. Enter a Name and Transfer Rate for the WanPath.

Here we are matching the Wanlink's transfer rate.

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

Corruption #0

[] Chainto-Next

Corruption #3

[ ] Chainto-Next [ ]Do Checksum

® Same As WanLink Replay Dup
[]Inverse Match [ Drop-xth

o |
Random Write :
Byte-to-Write:

0 Min Offset:
0 Max Offset:
[[] Do Checksum

Rate:

Corruption:

Rate:

o |
Random Write :
Byte-to-Write:

0 Min Offset:
0 Max Offset:

Corruption:

Corruption #1

[] Chainto-MNext

Corruption #4

Create/Modify WanPath for Endpoint: 100Mbps-wan-A ») (o) (x

| Display | | Clear Counters | | Apply || QK || Cancel
Mame: |Wp-a | Backlog Buffer: |AUTU |v|

PCAP Filter:

Source IP/MAC: [0.0.0.0 | source Mask: [0.0.0.0 |
Dest IP/MAC: 0.0.0.0 | Dest Mask: 0.0.0.0 |
Transfer Rate: 106M (109 Mbps) Delay zero (0 us) -
litter zero (0 us) Drop-Freq: zero (0%) -
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reorder Amount: [1 | Max Reorder Amount:[20 |
Reorder-Freq: zero (%) Dup-Fregq: zero (G%) -
Jitter-Freq: zero (%) Test Manager: hd
[1ICEcap Replay Replay File: | | || Dir |

) Disabled Loop Replay Replay Latency Replay Loss

Replay Bandwidth []Use Pcap Filter

[ ] Duplicate-xth

[ ] Reorder-xth

o]
Random Write :

0
0

[] Do Checksum

Corruption #2

Rate: 0
Corruption: Random Write :

Byte-to-Write:
Min Offset: 0
Max Offset: 0
[] Chainto-Next [ ] Do Checksum

o]
Random Write :

0
0

[ ] Chainto-Mext [ |Do Checksum

Corruption #5

Rate: 0

Corruption: Random Write :
Byte-to-Write:

Min Offset: 0

Max Offset: ]

[J Cchainto-Next [] Do Checksum




D. Select checkbox for Use Pcap Filter

Create/Modify WanPath for Endpoint: 100Mbps-wan-A w) (a) (%
Display ‘ | Clear Counters | | Apply H QK H Cancel
Name: wp-a | Backlog Buffer: |AUTD |v|
PCAP Filter: |
Source IR/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 100M (186 Mbps) Delay zero (0 us) -
litker zero (0 us) Drop-Freq: zero (0%) -
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reardar Amount: [1 | Max Reorder Amount:|20 |
Reorder-Freq: zero (0%) Dup-Freg: zero (0%) -
Jitter-Freq: zero (G%) Test Manager: -
[]IcEcap Replay Replay File: | | || Dir |
) Disabled Loop Replay Replay Latency Replay Loss

® Same As WanLink Replay Dup
[]Inverse Match

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-Next

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chain-to-Mext

Corruption #0

Corruption #3

[[] Drop-xth

o |
Random Write :

o]
o]
[ ] Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

[] Chainto-MNext

o |
Random Write :

o]
0
[[] Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

Corruption #1

Corruption #4

Replay Bandwidthl Use Pcap Filte |

[] Duplicate-xth

[] Reorder-¥th

o]
Random Write :

o]
o]
[ ] Do Checksum

Rate:

Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-Next

o
Random Write :

0
0

[]chainto-Next [ Do Checksum

Rate:

Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[ chain-to-Mext

Corruption #2

o |
Random Write :

4]
0
[ ] Do Checksum

Corruption #5

o |
Random Write :

0
0
[[] Do Checksum




E. Enter the PCAP Filter vian 1010 fo apply any WanPath impairment or corruptions only to packets with 802.1q
vianid 1010
Expression is based on the tcpdump expression field.

Create/Modify WanPath for Endpoint: 100Mbps-wan-A LANEIRES
Display | | Clear Counters | | Apply H QK H Cancel
Name: wp-a | Backlog Buffer: |AUTD |v|
PCAP Filter: vlan 1010 |
Source IR/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 100M (186 Mbps) Delay zero (0 us) -
litker zero (0 us) Drop-Freq: zero (0%) -
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reardar Amount: [1 | Max Reorder Amount:|20 |
Reorder-Freq: zero (0%) Dup-Freg: zero (0%) -
Jitter-Freq: zero (G%) Test Manager: -
[]IcEcap Replay Replay File: | | || Dir |
) Disabled Loop Replay Replay Latency Replay Loss

® Same As WanLink Replay Dup
[]Inverse Match

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-Next

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chain-to-Mext

Corruption #0

Corruption #3

[[] Drop-xth

o |
Random Write :

o]
o]
[ ] Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

o |
Random Write :

o]
0
[[] Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

Corruption #1

[] Chainto-MNext

Corruption #4

Replay Bandwidth [¢] Use Pcap Filter

[] Duplicate-xth

[] Reorder-¥th

o]
Random Write :

o]
o]
[ ] Do Checksum

Rate:

Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-Next

o
Random Write :

0
0

[]chainto-Next [ Do Checksum

Rate:

Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[ chain-to-Mext

Corruption #2

o |
Random Write :

4]
0
[ ] Do Checksum

Corruption #5

o |
Random Write :

0
0
[[] Do Checksum

F. Select Apply to create the WanPath.

For more information see Tcpdump man page , Pcap Filter Syntax



http://www.tcpdump.org/tcpdump_man.html
http://www.tcpdump.org/manpages/pcap-filter.7.html

3. Setup the Corruptions.

A. Rate 100000

A. Enter the following values intfo Corruption #0 fields

(how often, per million packets, should the corruption be applied)

B. Corruption Write Byte

. Byte-to-Write 40

(hex 0x00-0xff or decimal 0-255)
If you enter 0x28 and select OK, the GUI will franslate it fo decimal 40.

D. Min Offset 19
E. Max Offset 20

The Differentiated Services Field is in byte 20 of the ethernet frame which corresponds to the 2nd byte of the IP

header.

packet is sfill valid.

B. Select checkbox Do Checksum which will re-calculate the checksum after making the errors so that the

Create/Modify WanPath for Endpoint: 100Mbps-wan-A ») (o) (x
| Display | | Clear Counters | | Apply || QK || Cancel
Mame: |Wp-a | Backlog Buffer: |AUTU |v|
PCAP Filter: [vian 1010 |
Source [P/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 106M (109 Mbps) ¥ | Delay zero (0 us) -
litter zero (0 us) | Drop-Freg: zero (0%) -
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reorder Amount: [1 | Max Reorder Amount:|20 |
Reorder-Freq: zero (%) w | Dup-Freq: zero (G%) -
Jitter-Freq: zero (%) w | Test Manager: hd
[1ICEcap Replay Replay File: | | || Dir |
) Disabled Loop Replay Replay Latency Replay Loss

® Same As WanLink Replay Dup
[]Inverse Match

Corruption #0

[ Drop-xth

Rate: 100000
Corruption: Write Byte -
Byte-to-Write: 40

Min Offset: 19

Max Offset: 20

[ Chain-to-Next

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-Next

Corruption #3

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-MNext

o |
Random Write :

0

0

[ ] Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-Mext

Corruption #1

Corruption #4

Replay Bandwidth [¥] Use Pcap Filter

[ ] Duplicate-xth

[ ] Reorder-xth

o]
Random Write :

0
0

[] Do Checksum

Corruption #2

Rate: 0

Corruption: Random Write :
Byte-to-Write:

Min Offset: 0

Max Offset: 0

[] Chainto-Next [ ] Do Checksum

o]
Random Write :

0
0

[ ] Do Checksum

Corruption #5

Rate: 0

Corruption: Random Write :
Byte-to-Write:

Min Offset: 0

Max Offset: ]

[J Cchainto-Next [] Do Checksum




C. Select OK then create a second WanPath for this WanLink on Endpoint-B using the same values.

Create/Modify WanPath for Endpoint: 100Mbps-wan-B w) (a) (%
Display ‘ | Clear Counters | | Apply H QK H Cancel
Name: wp-b | Backlog Buffer: |AUTD |v|
PCAP Filter: vlan 1010 |
Source IR/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 100M (186 Mbps) * | Delay zero (0 us) -
litker zero (0 us) w | Drop-Freq: zero (0%) -
Min Drop Burst: 1 | Max Drop Burst: 1 |
Min Reardar Amount: [1 | Max Reorder Amount:|20 |
Reorder-Freq: zero (0%) w | Dup-Freg: zero (0%) -
Jitter-Freq; zero (G%) w | Test Manager: -
[]IcEcap Replay Replay File: | | || Dir |
) Disabled Loop Replay Replay Latency Replay Loss

® Same As WanLink Replay Dup
[]Inverse Match

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-Next

Rate:

Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chain-to-Mext

Corruption #0

Corruption #3

[ Drop-xth

100000
Write Byte -

40
19
20

Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-MNext

o |
Random Write :

o]
0
[[] Do Checksum

Rate:

Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] chain-to-Next

Corruption #1

Corruption #4

Replay Bandwidth [¢] Use Pcap Filter

[] Duplicate-xth

[[] Reorder-¥th

o]
Random Write :

o]
o]
[ ] Do Checksum

Rate:

Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-Next

o
Random Write :

o]
0
[ Do Checksum

Rate:

Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[ chain-to-Mext

Corruption #2

o |
Random Write :

4]
0
[ ] Do Checksum

Corruption #5

o |
Random Write :

0
0
[[] Do Checksum




D. Verify that the WanPaths on this WanLink are setup correctly, then select OK on the Create/Modify WanlLink

window shown here

100Mbps-wan - Create/Modify WanLink ) () (x)
l:‘ | Apply | | @ ‘ | Display WanLink & WanPaths ‘ | Cancel
WanlLink Information WanLink Information i
Name: [L0OMbps-wan [[]Pass-Through [_] HW Pass-Through
Presets: |CUST0M "I [ coupled-Mode [ kernel-Mode
Endpoint A Endpoint B Resource: |1 (jetway-f24) |v
Port: |2 (eth2) |v ‘ |3 (eth3) |v| Rpt Timer: |fast 19 |v
Transfer Rate: |laaH (109 Mbps) |v ‘ |laan (180 Mbps) |v|
- - Endpoint A Endpoint B
Delay: |t1ny (10 ns) |th1ny (10 ns) |'| Reorder-Freq; |zero (%) ‘v| |zero (0%) ‘v| L
Drop-Freq: |zero (0%) |szero (0%) |'| Dup-Freg: |zero (0%) ‘v| |zero (0%) ‘v|
won  foow [l ew (o] v b b e JoE |
fitter-Freq: |zeru (%) |szeru (%) |v|
Reorder Amt: min |1 | max ‘20 | min |1 | max ‘20 |
| Seript || Script |
Endpoint A WAN Paths Endpoint B WAN Paths —
[ Create-WP I Modify-WP | Delete-WP | Create-WP il Modify-WP I Delete-WFP |
Name | Tx Rate |Disab|ed‘ ! | Filter Pattern | Delay| Name | Tx Rate |D\sab|ed| ! | Filter Pattern |De|ay|
wp-a  |100M | [0 |[CJ[Pcap:wian1010 0|~||lwp-b 100 M | 0 || Pcap:vian 1010 0|~
| -]
WanLink Information WanLink Information
CRU-ID: | I Test Manager: |defau|t tm |v|
Endpoint & Endpoint B Endpoint A Endpoint B
[_]ICEcap Replay [_]ICEcap Replay [[]Dump Packets [[]Dump Packets
Replay File: | ‘ || ‘ | Dump File:
| oir || oir | [[] Force Packet Gap [[] Force Packet Gap
Loop Replay Loop Replay Llbrop-Xth LDrop-Xth |
- = [[] Reorder-xth []Reorder-xth -

For more information see LANforge-GUI User Guide: Creating & Modifying WanPaths



http://www.candelatech.com/cookbook/ice/lfgui_ug.php#wp_mod

4. Run fraffic through LANforge-ICE ports eth2 and eth3, and capture traffic on eth2.

A. Here we are using LANforge-FIRE on a secondary resource to send a 10Mbps bi-directional UDP flow
between 802.1g VLAN endpoints eth2.1010 and eth3.1010 with an IP ToS value of decimal 184 which
corresponds to DSCP value decimal 46 or Expedited Forwarding

udp-1010 - Create/Modify Cross Connect ¥) (a) (x
l:‘ | Display | | Sync | | Batch-Create | ‘ Apply | | @ | | Cancel |
Cross-Connect Cross-Connect
CX Name: |udp-1010 Report Timer: |fast 1 s ‘_I
CX Type: [Lanforge s uDP [~ S Spa—
ndpoin ndpoin
Endpoint & Endpoint B Pld Pattern |increasing |v | |increasing |v|
. 2 (jw2 2 (jw2
Resource: | (3w2) |v|| (7w2) ‘v‘ T Pz |ﬂUTO |v||AUTO |v|
Port: [25 (ethz.1010) [+][t5 tethz.1010) I~ Vo I Pores [Sone =] e =l
c by by
Min Tx Rate: |1EJH (18 Mbps) |v||llilH (18 Mbps) ‘v‘ I |Forever |v||Forever |v|
. s 5
Max Tx Rate: | == |v| == ‘v‘ Max Duration: |5ii'ﬂE |v||Sarne |v|
ize:  |AUTO AUTO
Min PDU Size: | |v|| ‘v‘ Min Reconn: |U (0 ms) |v||G (0 ms) |V|
Max PDU Size: |Same |'| |Same "‘ N — |Same |v | |Sarne |v|
IP ToS: |V01ce (EF) (184) |v| |\.I'01ce (EF) (184) ‘V‘ o p— |Nurmal () |v||Nnrmal @) |v|
Pkts To Send: |Inf1n1te |v||Ir1f1rute ‘v‘ | Script || Script |
| Thresholds || Thresholds |
B. Go to the Port Mgr tab and highlight WanLink port eth2, then select the Sniff Packets button fo bring up
Wireshark.
LANforge Manager Version(5.3.7) v) () (x
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr [ vAP Stations | Messages |
status | Layer-3 | L3Endps | VolPRTP | VolP/RTP Endps | Armageddon | Wanlinks | Attenuators | Filedo |
Disp: |12?.0.0.1:1 | | sSniff Packets | IEI | Clear Counters | | Reset Port | | Delete |
Rpt Timer: |medium (8 s) |V| | Apply | |E| | View Details | | Create | | Madify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
2 Parent
Part |Pha...|Down IP SEC Alias Dey RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps
1.1.00 |[| L 192.168.100.198(0 etho 5,529,927,.../8,709,413 55 143,334| 5,281,552....| 9,617,541 [a]
1.1.01 [[] v 0.0.0.0 0 ethl 0 0 0 0 0 0
1.1.02 |[] L] 0.0.0.0 0 eth2 3,482,049,...| 2,399,718 0 4| 7,757,660,... 4,297.3...
1.1.03 [[] L] 0.0.0.0 0 eth3 3,482,026,...| 2,399,705 0 0| 7,757,666,... 4,297.3...
1.1.04 [[] L] 0.0.0.0 0 ethd 0 0 0 0 12,506 147
1.1.05 |[] Ll 0.0.0.0 0 eth5 0 0 0 0 12,234 147
1.1.06 |[] Ll 0.0.0.0 0 wiphy0 0 0 0 0 0 0 L
1.1.07 |[] Ll 0.0.0.0 0 wiphyl 0 0 0 0 0 0 0
1.1.08 |[] v 0.0.0.0 0 wlan0 wiphy0| 0 0 0 0 0 0
1.1.09 [[] ¥] |0.0.0.0 0 wlanl wiphyl 0 0 0 0 0 0
1.2.00 [[] ] 192,168.100.103|0 etho 653,572,601) 5,346,946 13| 15,109| 5,202,101,...| 4,863,373
1.2.01 |[] |w¥ |0.0.0.0 0 |ethl 0 0 0 0 0 0
1.2.02 [[] L] 172.16.0.102 0 ethz 3,460,380,...| 2,384,176 0 0] 3,482,059,...[ 2,399,880
1.2.03 [[] L] 172.16.0.103 0 eth3 3,460,386,...| 2,384,178 0 0| 3,482,036,...| 2,399,868
1.2.04 |[] |L] |0.0.0.0 0 |etha 2,394 7 0 0 9,852 138
1.2.05 |[] |L] |0.0.0.0 0 |eths 2,052 5 0 0 9,852 138
1.2.06 [[] L] 192.168.9.29 0 eth3.1009 eth3 0 0 9] 0 9,306 131
1.2.07 [[] L] 192.158.8.28 0 eth3.1008 eth3 0 0 0 0 9,308 131
1.2.08 [[] L] 192,168.1.11 0 eth2.1001 eth2 84,760,294 68,374 0 0] 85,730,804 58,508
1.2.09 [[] L] 192.168.9.19 0 eth2.1009 ethz 0 0 0 0 9,236 130
1.2.10 [[] L] 192.168.5.15 0 eth2.1005 ethz 0 0 0 0 9,236 130 |
1231 [[] [[] 0 |eth2.1007 |eth2 0 0 0 0 9,306] 131 =]

-

192.|1 68.7.17

[»

Logged into: localhost: 4002 as: Admin




C. The capture will show that periodically the DSCP field gets overwritten per the WanPath corruption logic of
wrifing a decimal value 40 in the IP ToS field which corresponds to a DSCP value of decimal 10 or Assured
Forwarding 11.

ice_ex12_wanpath_corruption.pcap [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (as superuser} ) (o) (¢

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

> < ¥ o
4 B x Qe G & X2 B 8 a >
Filter: [ - Expression... Clear Apply Save
No. Time Source Destination Protocol Length Differentiated Services Codepoint Info
192.168. 192.168. LANforge 1518 Expedited Forwarding Seq:

LANforge Assured Forwarding 11

.089134

2] LANforge Expedited Forwarding
152 9.089337 192.168. LANforge 1518 Expedited Forwarding Seq: 76
153 0.089607 192.168. LANforge 1518 Expedited Forwarding Seq: 75 L
154 0.089652 192.168. LANforge 1518 Expedited Forwarding Seq: 77
155 6.890103 192.168. LANforge 1518 Expedited Forwarding Seq: 76
156 0.0890684 192.168. LANforge 1518 Expedited Forwarding Seq: 78
157 6.891129 192.168. LANforge 1518 Expedited Forwarding Seq: 77
158 08.891657 192.168. LANforge 1518 Expedited Forwarding Seq: 79
159 0.892085 192.168. LANforge 1518 Expedited Forwarding Seq: 78
160 0.892601 LANforge 1518 Expedited Forwarding Seq: 88

<] LANforge Expedited Forwarding 3

LANforge Assured Forwarding 11

168.

163 0 192.168.08 192. 2] LANforge 1518 Expedited Forwarding Seq:
164 ©.895843 192.168.08.208 192.168.0.308 LANforge 1518 Expedited Forwarding Seq: 82
165 ©.896231 192.168.08.308 192.168.0.28 LANforge 1518 Expedited Forwarding Seq: 81
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» Frame 147: 1518 bytes on wire (12144 bits), 1518 bytes captured (12144 bits)

» Ethernet II, Src: JetwayIn cc:5b:d3 (00:30:18:cc:5b:d3), Dst: JetwayIn cc:5b:d2 (00:30:18:cc:5b:d2)
» 802.1Q Virtual LAN, PRI: O, CFI: 0, ID: 1018

» Internet Protocol Version 4, Src: 192.168.0.30, Dst: 192.168.8.20

» User Datagram Protocol, Src Port: 33018, Dst Port: 33017

» LANforge Traffic Generatoer

0660 00 30 18 cc 5b d2 60 30 18 cc 5b d3 81 00 83 f2
0610 08 00 45 b8 05 dc 79 90 40 00 40 11 39 46 cO a8
0020 00 le cO® a8 B0 14 80 fa 80 f9 05 c8 49 fa 80 60
0030 00 00 1la 2b 3c 4d 60 14 00 13 05 9c 00 0O B0 60
0840 00 48 5a 7a 28 58 11 02 e7 78 00 01 00 00 0O 0O
0850 00 81 DO 81 B2 B3 84 BS 06 B7 B8 B9 Ba Bb B¢ Ad
ees0 o0e Of 10 11 12 13 14 15 16 17 18 19 1la 1b 1c 1d

AATA 1. 1E A A3 mn A Aa Ar Ae AT An an a- Ak A ad .

O® File: "ice_ex12_wanpath_corruption.pcap” 3,038 kB 00:00:01 Packets: 1981 - Displayed: 1981 (100.0%) - Marked: 2 (0.1%) -... Profile: Default
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For more information see LANforge-GUI User Guide: Layer-3 Cross-Connects
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