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Comparison of Station Association and
Portal Login Scenarios

Tests performed on a pair of LANforge CT523 systems are summarized in the following table.

Summary Table

5 simultaneous 10 simultaneous 20 simultaneous 30 simultaneous
DHCP Bring-Up, open WiFI 1 1.75 1.75
DHCP Bring-Up, WPA2 1 1.75 1.75
DHCP Bring-Up, 802.11x 1 1.75 1.75
Static IP Bring-Up, open WiFi 1.0/sec 1.75/sec 1.75/sec
Static IP Bring-Up, WPA2 1.25/sec 1.5-2.5/sec 1.3-4.6/sec
Portal Login HTTP 16/sec 24/sec 32/sec
Portal Login, HTTPS 16/sec 16/sec 12-18/sec
Migration, WPA2 Yes yes yes yes
Migration, WPA2 802.11x yes yes yes yes

What follows is technical discussion..
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Summary Discussion

The LANforge CT523 three radio system can emulate at least 20 wireless users simultaneously logging in and logging
out and 30 roaming. Simultaneous portal logins are fast, but ultimately limited by SSL key negotiation. We see a
limiting range of 12-18 portal logins during 20 simultaneous station logins over HTTPS. HTTP is faster at 32 logins
with 20 stations. This rate can probably be increased with scale-out of more LANforge client emulators.

Overt the air DHCP interface bring-up (DHCP, static IP, WPA2+RADIUS combinations) involve considerably more
negotiation. Smaller simultaneous groups of stations do not associate faster than high numbers: groups of five stations
associate between 0.5-3 stations a second. Both DHCP and WiFi negotiation incorporate timeouts and back-off
strategies. DHCP tends to make association half as fast as a static IP assignment. At 20 simultaneous stations, a good
DHCP+RADIUS association burst rate is 2.5 stations a second; a good static-ip and RADIUS association burst rate is
3. Open WiFi static-IP association is not much better, a good burst rate for Open WiFi static bring-up was a burst to
3.3 interfaces a second. The average rate for small simultaneous bring-up groups ranges between 0.5-0.75
event/second; for 10 and 20 stations we see an average of 0.75-2 events per second.

The association times we are seeing are not governed by encryption latency, rather the over the air method of station
association. Actual captive portal speed or RADIUS authentication latencies below 100ms would not show any
influence in this environment.

Roaming behavior is best if we let radios take turns. If we stampede all the stations from one radio to the other,
performance and efficacy are poor. If we shuffle stations between BSSIDs so that station radios alternate and access
points alternate, we get excellent results. Radio scan buffers also need to be taken into account. To reach 30
migrations a second, we can set a dwell time between commands of 32 milliseconds and ask for a roughly every 2500
milliseconds. This appears to avoid scan timeout related roaming failures.
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Portal Scenario Setup

These steps illustrate how to create the routing and test parameters. We start with the a 3 radio a/b/g/n system. Radio
wiphyO is the virtal AP (vap0), and radios wiphy1 and wiphy2 host virtual stations. The name of the access point
SSID is 1edOtest. To emulate a login portal, another machine running Apache was hosting a very simple PHP page
to behave like a login page. This login resource is called portal-test, at http://portal-test/, placed in the
LANforge machine's /etc/host file (an IP could have been used as well).

1) Create virtual AP on radio 0:

Select radio wiphyO and click the Create button.

vap0 (ct521-Ir201304007329) Configure Settings

Set the SSID to ledOtest, the IP to Port Status Information
Current: LINK-UP GRO NOME
10. 11‘44.252’ the Subnet mask to Driver Info: Port Type: WIFI-AP  Parent: wiphyQ
Port Configurables
255'255'254'0’ and the MOde to Standard Configuration | Advanced Cenfiguration | Mare Advanced Configuration |
802.1la/b/g/n. ——Enable General Interface Settings
[ set IF Down [] DHCP-IPvE O [] Aux-Mgt
OS¢ Do S r—
[Jset ™XQLen
DNS Servers:  |BLANK Peer IP: MA
[ 5et MTU
IP Address: 10.11.44.252 Global IPv6: AUTO
[] set Offload .
IP Mask: 255.255.254.0 Link IPv6: AUTO
[] 5et PROMISC
Gateway IP: 0.0.0.0 IPuG GW: AUTO
Alias: 1500
Ese“"cesi 00:0e:8e:db:d2:68 1000
HTTP
Ore RpTmer.  [redwn (3) [v|wriBndge: [voNe -]
WiFi Settings
—Low Level — B = RIERAIET
O Key/Phrase: | | Mode:  [B02.11aban [=]
O N
O DTIM-Period: [2 | Max-sTA: [2007 |
O Beacon: 240
O [JUse WPA [ ]Use WPA2 [ |Use WEP [ ] Disable HT40 [ ] Disable SGI
[[]wverbose Debug

| Print H Wiew Details H Logs | | Probe | | Sync | | Apply H 0K ‘ ‘ Cancel
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2) Create virtual stations on radio 1 and 2:

Create stations named sta100-164:
set quantity to 164, Station ID 100,
and SSID to ledOtest and check
DHCP IPv4. Then click Apply.

Create stations named sta300-464:
Change the Port dropdown to
wiphy?2. Set station ID to 300.
Then click Apply.

Create VLANS on Port: 1.1.104 H=ES
O MACVLAN () 802.1Q-VLAN (' Redirect O Bridge () GRE Tunnel
@ WiFi STA ) WIFi VAP ) WiFi Monitor () WiFi Virtual Radio
shelf: Resource: [1 (ct5211r201304007329) || Port:
VLAN ID: DHCP-IPvd
Parent MAC: oHepclienti: [ [v]
MAC Addr: : IP Address: Global IPvé: ,AUTOi
Quantity: IP Mask or Bits: Link IPv8: oo
Gateway IP: IPV6 GW: oo
#1 Redir Name: #2 Redir Name:
STA ID: 100 SSID: [Tedotest [+]
WiFi AP: [ ] keyphrase: | |
[JUse WPA [J Use WPA2 [JUse WEP
[] Down
Apply R ” cancel
Create VLANS on Port: 1.1.104 HI=IET
(2 MACVLAN (0 BD2.1Q-VLAN ) Redirect () Bridge (2 GRE Tunnel
@ WiFi STA ) WiFi VAP (2 WiFi Moniter (2 WiFi Virtual Radio
shelf: Resource: [1 (ct521-r201304007329) |w| Port:
VLAN ID: DHCP-Pv4
Parent MAC: pHeP cliert: [ 4]
MAC Addr: poomenea®* = | 1P Address: Global IPvs: oo
Quantity: IP Mask or Bits: Link IPvS: oo
y IP: IPV6 GW: oo
#1 Redir Name: #2 Redir Name:
STA ID: 200 ), SSID; ledotest [~]
WiFi AP: ’_|W\F\ virtual station number, for instance: The 5 in staS. | |
[]Use wPA [] Use wPa2 []Use WEP
[] Down
Apply ” Lancel | ‘ Ready
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3) COHﬁgure DHCP on Vapo = ‘m..ial F\u‘uters and Cunlnect:‘.... - — -In;
. 3 . X m:‘ F T 00.43720
Open the Netsmith window, right click, o "
select New Router. Click Apply. Drag _
. . wian0 wiphy0 =
VapO nto the Router. Cth Apply Drag L R _.’_”—f—7_,_7R?(_1)7_7_.10P31‘44‘252/23
wlanl wiphyl
: . | e
ethl into router. Click Apply. e g it SELY |
4] i [ \>|E
[[] WanLinks [ Show Legend [¥] Fire [¥]IPvas Info Print Sync lapphy Close
[JWanLink Names [v] Port Names  []Fire Names  [] ZeroPvas apply Progress: 10 n

[] Peer wanLinks Parents [ col. Domains []IPv6s

Right click on vap0 and select Modify. D Wenink corfig i Eam

Netsmith conhiguration for Resource: ct521-r201304007329(1:1) Version: 5/3:1 [X]
rtual Routers and Connectior =]
n Create/Modify Connection
@ Mgt etho
" 192,168,100.43/24 Interface-Cost: L
*Q [] ’ 3
\ OSPF Area [0.000
wiano wiphy0 RO(T) val RRP Priority:
& ™ e port EEETmE 5 o
wianl wiphyl I z 5 o
phy Iglsplay;ﬁ/anunk & WanPaths Port 2-4: 7] Skip I:D Next-Hop: 0.0.0.0
wlan2 wiphy2 onnec DHCP Lease Time:  [43200 subnets (a.b.c.dped:
- Modify
L= — DHCP DNS: [0.0.0.0 Ll
Toggle WanLink =202 [Maximum DHCP lease time (in seconds.) |
Modify WanLink DHCP Range Min:  [0.0.0.0 [1
Modify Port DHCP Range Max:  [0.0.0.0 | [
(ErE s P DHCF Domain: [
sniff Port . Next-Hop-Pve:
Reset Port B b
esel IPv6 Subnets (ama::0poc):
Delste Port Di
Delete WanLink =i D
1] 0 Delete T ] DHC
[ wanlinks [ show Legend [ Fire IPvas Print Sync Apply Close
[]Wanlink Names [7] Port Names []Fire Names [] Zero-Pvas . mplete _
Gl e s Cance obh, [ naT DHCP  []DHCPv6  [JcustomDHCP  [JVRRP  []Cand-RP
[]Peer Wanlinks [¥] Parents [ col. Domains [] IPvs .
Netsmith Status: m Cancel
D Wantink conig [ oc ]

Select DHCP, configure Interface-Cost: - |
|
|

DHCP Lease Time to 120 i | [] BP vewc: };m
seconds, and the DHCP range || "~ % | [ vree e
from 10.11.44.10 to wantink: [ skip | [~] j'.-jF!P.P D:
250, Cl Ee e ] o e
10.11.45.250. Click OK. o Do | o e o |

DHCP Lease Time:  [120 |
DHCP DNS: [0.0.0.0 | i |
DHCP Range Min:  [10,11,44.10 | | | |
DHCP Range Max: |10.11.45.250 | | H |
| |
|

DHCP Domain: [

DHCPWE DNS:

DHCPvE Range Min: | || |

DHCPvE Range Max: | |

DHCPd Config File: | || |
| |

Mext-Hop-IPv6: [
IPvG Subnets (aaa: 0bx):

] NAT DHCP [] DHCPE [] custom DHCP CIvRRP [] cand-RP
| 0K | | Cancel
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4) Configure DHCP Release on the stations. TEEE Y PR =

Control Beporting Tear-Off Info_Plugins

. . . - [stopal |  [_estartanager | [refresn_|
" on
In the Ports tab, highlight all the stati d \ P T i i T e e v e W
n the Ports tab, highlight all the stations, and = = o w e e e
. . \ o = e
\ isp: [127.0.0111.0 [ sn Pac =LA [~ Apply. o< |[ cancel
click Batc odify. Change elease \ poc e o 52 [7][__son|_cerO | [0 T e T
4 | FonalRedogn | portaltogout | portal ogn_| —
OFF. Click Appl '
to . 1C PPly.
s023 || Upipown [ 7] owcrrekase  [6__ [7]
Ey i oHcP4Pva M [ owcpcieto |~
/ i) 1 ons T
ea VL e | o Resetpote [ o] Globalme
il W | e
. i P Mask o ] unk .
Ftatel e ] oncrimes [
w01 01N
) et wu A
i 1 ac ™aten b |
ien (e ot Timer wriendge WA ~
e e e [T C—
. s ||[11
/ 44, 5 |
/ e 550 M waee T
& g : Ceyphrase [ Mode M T
751 Freq/chan Rote
14.29/23 ERey RTS Tx-Power
Rt AwpDUFactor AHpOUDensty
N x| brir
H| wiphy2] o ] o o] o o -
‘ < I »

[ waninks [J'Show Legend [ Fif s
I Wantink Names [1port Names (12995t

localhost:4002 as: Admin

5) Configure login scripts on stations
][] [=] [aepyy][ ox ][ cancel

Set the Post IF-UP script to:

| Clear DHCP | | Up | | Down | | Down Logout |
portal-bot.pl -b bp.pm -a http://portal- | Portal Re-login || Portal Logout || Portal Login |
test/ -s http://portal-test/ -n login.php
-0 login.php -t login.php -u bob -p bob
Up/Down NA ¥ | DHCP Release OFF |v
DHCP-IPva NA ¥ | DHCP Client ID NA |'
DNS Servers NA 1Py
Reset Port IP A * | Global IPvé
IP Mask NA | tinkipve
%ﬁrgxg;%‘appw chalﬂg_\es. but do not cloieHEthlﬁggrent windom}o allow mortlavcl?anges

Alias MTU MNA
MAC NA w| TXQLlen NA

Rpt Timer A | WiFi Bridge MA -

FTP NA v | HTTP NA v

SSID ledDtest WiFi AP b
Key/Phrase u Mode MA -

/Chan NA v
RTS
AMPDU-Factor A | AMPDU-Density |Nﬁ |V|
Max-AMSDU A | brip
Use WPA NA ¥ | Use WPAZ |NA |V|
Use WEP NA -
Disable HT40 NA ¥ | Disable 5GI NA v
Scan Hidden A | Allow Migration MA -
Verbose Debug A -

CliCk OK. Post IF-UP Script portal-bat.pl -b bp.pm -a http:fipartaltest -s flagin.php -i flagin.php tflagin.php
T

6/55



Station Association and Portal Login Candela Technologies Feb 2015

6) Configure Apache and portal script

On the Apache machine, create a simple virtual host like so:

<VirtualHost portal-test:80>
ServerName portal-test.candelatech.com
ServerAlias portaltest portal-test
ServerAdmin root@jed-shuttle.candelatech.com
DocumentRoot /var/www/basic-portal

<Directory /var/www/basic-portal>
AllowOverride All
Options +Indexes +ExecCGI +MultiViews +FollowSymLinks
Require all granted
DirectoryIndex index.php
</Directory>
</VirtualHost>

We will also need an SSL version of the site. Create some self-signed keys:

openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/ssl/private/portal-test.key
-out /etc/ssl/certs/portal-test.crt

Add another virtual host:

<VirtualHost portal-test:443>
ServerName portal-test.candelatech.com
ServerAlias portaltest portal-test
ServerAdmin root@jed-shuttle.candelatech.com
DocumentRoot /var/www/basic-portal

SSLEngine on
SSLCertificateFile /etc/ssl/certs/portal-test.crt
SSLCertificateKeyFile /etc/ssl/private/portal-test.key

<Directory /var/www/basic-portal>
AllowOverride All
Options +Indexes +ExecCGI +MultiViews +FollowSymLinks
Require all granted
DirectoryIndex index.php
</Directory>
</VirtualHost>

Create a login script /var/www/basic-portal/login.php:

<!DOCTYPE html>
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>Login</title>
</head>
<body>
<?php if ($_SERVER['REQUEST_METHOD'] == 'POST') { 7>
<?= $_POST['username'] ?> access granted.
<?php } else { ?>
<form method="post" action="">

Login:<input type="text" name="username" value="" /><br />
<input type="submit" name="login" value="Login" />
</form>
<?php } ?>

</body>
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</html>
This creates an effectively instant website interaction.

7) Configure routing between portal-test and virtual stations

First, configure the apache server to see a route to the stations gateway:

route add -net 10.11.44.0/23 gw 10.26.1.5

Possibly necessary: in Netsmith add route to ethl in the virtual router. Highlight the eth1 port and click Modify. Under
the Next Hop box, add the netmask for the stations: 10.11.44.0/23. Click Apply.

8) Verify the setup: we should be able to ping from stations to apache:

$ ping -I 10.11.44.160 10.26.1.254

We should be able to use a modified copy of portal-bot.bash from LANforge to exercise the login/logout
commands:

PBOT_NOFORK=1 ./portal-bot.pl -i stal@e \
-b bp.pm \
--ip4 10.11.44.160 \
--dns 192.168.100.1 \

--ip6 NA \

--mgt /dev/null \

-u bob \

-p "secret" \

-a "http://portal-test/" \
-s "http://portal-test/" \
-n "login.php" \

-0 "login.php" \

-t "login.php" \

-v -d $*
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Scenario: 5 simultaneous users, http transport
1) In the Ports tab, highlight all stations. From the top menu bar, select Plugin->Port Bringup Test.

@Applicaticns Places System

A-Eg

Netsmith configuration for Resource: ct521-Ir201304007329(1.1) Version: 5.3.1 @

W —— I I W Von jan 12, 14:59:15 || f)

:i\
-~ 192.168.100.43/24
o, [
A
!’\
—
L} -

i s My o 11,
L1572 | \ !‘,ﬁ?ﬁn
1142 15/23 ) | M0 1

Virtual Routers and Connections

;' Login

Login - Mozilla Firefox

%\ &

€ > l @ http:/portal-test/loginphp ¥ C“ »

[[] WanLinks

[]WanLink Names []Port Names []Fi

Login: abc
&} org g e 0 . =] k4
Control Reporting Tear-Off Info |Plugins |
Groovy Scripting | stopal | [ RestartManager | Refresh HELP
| Create Simple VoIP
File10 | Layer-4 | Generic | Teq Enforce Fairness Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status | Layer3 | L3 EndpsiPort Bringup Test ‘kJIP/RTP Endps | Armageddon | Wwanlinks | Attenuators | Collision-Domains |
Disp: [127.0.0.1:1.0 | Port Monitor “bts ‘ Clear Counters | | Reset Port | | Delete ‘
— ——— Port Reset Test
Rpt Timer: [medium (8 y/qp Reporting ‘ View Details | | Create | | Modify ‘ I Batch Modify
WiFi Capacity Test  )ernet Interfaces (Ports) for all Resources.
WiFi Mobility rent]

Port |Pha..|Down| P ECT AIES [ o, RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.000| [] [] |192.168.100.43 |0 eth0 244,822,458| 2,321,756 19| 11,918 6,564,995....5,135,724 36| [a
1.1.001| [] [] [10.26.1.5 0 ethl 5,681 34 0 0 40,955 492 0|
1.1.002| [] [] [10.11.44.160 0 stal00  |wiphyl 801,310 5,813 2 871 17,954 107 0 =
1.1.004| [] [] [10.11.44.161 0 stal0l  |wiphyl 801.054 5,809 1 642 17,768 104 0
1.1.005| [] [] [10.11.44.165 0 |ital(12 wiphyl 801,270 5,813 1 545 17,954 107 0 I
1.1.006 10.11.44.170 0 stal03  |wiphyl 800,610 5,809 1 544 17,718 108 0
1.1.007| [] [] [10.11.44.162 0 |stal04  |wiphyl 800.360 5,804 2 740 17,468 104 0
1.1.008| [] [] [10.11.44.167 0 |§ta105 wiphyl 800,946 5,809 2 744 18,016 108 0
1.1.009 10.11.44.166 0 stal06  |wiphyl 801,256 5,812 2 768 18,378 109 0
1.1.010] [] [] [10.11.44171 0 stal07  |wiphyl 800,328 5,800 2 736 17.644 102 0
P a0 L 10.11.44.169 0 stal08 |wiphyl 800,286 5,805 2 740 17,592 106 0
1.1.012 10.11.44.163 0 stal09  |wiphyl 799.764 5.798 2 740 17,468 104 0
1.1.013| [] [] [10.11.44.172 0 stall0  |wiphyl 800,122 5,799 2 736 17,644 102 0
1.1.014] [] [] 10.11.44.168 0 stalll  |wiphyl 800,366 5,803 2 735 17,892 106 0
1.1.015 10.11.44.173 0 stall2  |wiphyl 799,532 5,796 2 735 17,468 104 0
1.1.016| [ ] [ | [10.11.44.164 0 stall3  |wiphyl 655,770 5,191 2 735 17,978 112 0
SIS 01T 10.11.44.75 0 stall4  |wiphyl 771.104 5,860 2 735 17,790 109 0
1.3.018 10.11.44.134 0 stall5  |wiphyl 660,340 5,224 2 735 18,278 115 0
1.1.019| [} [ | [10.11.44.10 0 stallg  |wiphyl 916,936 6,500 2 735 17,830 105 0
1.1.020 10.11.44.16 0 stall7  |wiphyl 772,270 5,893 2 743 17,914 111 0
1.1.021| [] [] [10.11.44.12 0 stall8  |wiphyl 915,612 6,488 2 739 17,778 109 0
1.1.022| [] [ [10.11.44.11 0 stall9  |wiphyl 916,766 6,497 2 739 17,954 107 0
13023 10.11.44.15 0 stal20  |wiphyl 771,388 5,886 2 739 17,976 112 0
1.1.024| [] [] [10.11.44.17 0 stal2l  |wiphyl 770,552 5,874 2 735 17,614 111 0
1.1.025| [] [ [10.11.44.18 0 stal22  |wiphyl 769,998 BETE 2 743 17,614 111 0
1.1.026| [ ] [l 10.11.44.14 0 stal23  |wiphyl 770,178 5,875 2 739 17,318 107 0
1.1.027| [] [] [10.11.44.13 0 stal24  |wiphyl 907,908 6,468 2 774 18,318 108 0
1.1.028| [ ] [] [10.11.44.19 0 stal25  |wiphyl 754,124 5,818 2 735 17,914 111 0
1.1.029| [] [] [10.11.44.21 0 stal26  |wiphyl 907,728 6,466 2 774 18,140 110 0
1.1.030| [] [] [10.11.44.20 0 stal27  |wiphyl 686,762 EarE 2 739 17,982 111 0
1.1.031| [ | [ | [10.11.44.25 0 |5ta128 ]wiphyl 761,116 5,836 2 774 17,976 112 o |+
[ Il |
Logged in to: localhost:4002 as: Admin

[] Peer WanLinks Parents
[[] WanLink Config

PPy T Tog

[] col. Domains []IPv6s
Netsmith Status:

rese:

H 71 [VNCcon... [@ [lanforge... [E [lanforge...

. [Docume...

[ [PortalBri...

£/ LANforge .|

Do Portal Logout

Concurrent Ports to Bringup:
Minimum Time between Bringups:

Maximum Time between Bringups:

Only Do Portal Login/Logout

Five

(5)

1s

Ports Selection

Random Port Selection

Show Events

Ports in Use Free Ports
1.1.2 stal00 1.0.0 etho
1.1.4 stalol 1.1.0 etho
1.1.5 stal02 1.1.1 ethl
1.1.6 5tal03 | <<- Add Ports 1.1.3 wiphyl
1.1.7 stalo4 1.1.104 wiphy2
1.1.8 stal0s 1.1.268 wiphy0
1.1.9 stal06 | Remove Ports --> 1.1.269 wlan0
1.1.10 stalo7 1.1.270 wlanl
1.1.11 stalos 1.1.271 wlan2
1.1.12 stalog = 1.1.272 vap0
T 7T 12 c+a11N —

l Start | I Close
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In the Port Bringup Test window, Set Concurrent Ports to Bringup to 5 ports, Minimum Time Between Bringups to
5s, Maximum Time Between Bringups to 5s, select Do Logout, select Only Do Portal Login/Logout, select Random
Port Selection and click Start.

Graphical Script Report for: Port Bringup Test
Euild Version: 5.3.1 -

fdd Your Notes Below:

Interface UP/Down Rates L

5041
451
401
351
30
25| ] ! i
20| ’ i — PRSI | B
1541 B 6 - b | e AT ANE N BN = 2407 1za ’ red el ] 1
10

Interfaces per Second

16:27:30 16:28:00 16:28:30 16:28:00 16:28:30 16:30:00 16:30:30 16:31:00 16:31:30 16:32:00 16:32:30)
Date

|-I— Average Up -e Average Down|

Portal Login/Logout Times

1,250 F— P —— B B s S e —— F—— S ————

1, D | [ N L  ee=.

75 ) - S S S S S I

Time (ms)

sooff 0= - m B L S —

25 | [EEES——— e BT E R TRt T 1 .. - @

16:30:00 16:30:30 16:31:00 16:31:30 16:32:00 1&:32:30

Date

16:27:30 16:28:00 16:28:30 16:28:00 16:28:30

| m Portal Login Times e Portal Logout Times|

Login/Logout Totals

1800
16004}
1400 4]
12004}
10004}
800 1|
600 1|
4001
200

Number

Stations Login OK Stations Logout OK Stations Login Failed Stations Logout Failed

Stations

W Success M Failed

4]

Log essages:

| Close | | Save File |

The results we see for this test are: about 16 interface events ave per second.
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Scenario: 10 simultaneous users, HTTP portal

We change the batch size to ten. Average interface activity is now 24 events per second:

Graphical Script Report For: Port Bringup Test
Build Version 531 a

dd Your Notes Below:
Interface UP/Down Rates -
_E s0f S a7 .
845 lr S eSO SO UU SO SUOUO SOt
o 40
]
U 35|
330 [ . Jr -
"
g 25 5 § :
S 200 “amE S Y : : - B "B T8 R nae
e
T 15|
£ 10|
5l : ) SO S NSO—
16:33:30 16:34:00 16:34:20 16:3%:00 16:3%:30 16:36:00
Date i
|-I— Average Up -e Average Down|
Portal Login/Logout Times
1,250 | (SR ] ] S
1,000 5% L O S
)
E 70
o
E soibg e
=
o504l B el . g " g . I¥' O e . " - - B 2k g 01 = e
16:33:30 16:34:00 16:34:30 16:35:00 16:35:30 16:36:00
Date
| m Portal Login Times e Portal Logout Times|
Login/Logout Totals
1800
16004}
1400
g 1200
£ oo
=
400
200
4]
Stations Login OK Stations Logout OK Stations Login Failed Stations Logout Failed
Stations
W Success M Failed
0l 1 T ]
| Close ‘ | Save File ‘
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Scenario: 20 simultaneous users, HTTP portal

We set the batch size to 20 and we see an average of about 32 events per second:

Graphical Script Report For: Port Bringup Test

Build Version: 5.3.1 -

dd Your Notes Below

Interface UP/Down Rates —
=
c
=
o
[}
wn
e
o
o
n
L1
Q
T
-
=
[
Pt
£
16:38:00 16:38:20 16:39:00 16:39:30 16:40:00 16:40:30 L
Date I
‘I Average Up - Average Down|
Portal Login/Logout Times
3,000 B B ......................... e -
2,500
E 2.000{ B B S N S -
2 1,500 4|
£
= 1000
500
4]
16:38:00 16:38:20 15:38:00 16:39:30 15:40:00 16:40:30
Date
| m Portal Login Times e Portal Logout Tlmes‘
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Scenario: 5 simultaneous users, HTTP portal

We need to modify the port settings to do https
transport. In the Ports tab, highlight all stations,
click Batch Modify, and edit the Post IF-UP text
box to say:

portal-bot.pl -b bp.pm -a https://portal-test/

-s https://portal-test/ -n login.php -o
login.php -t login.php -u bob -p bob

And click OK.

Leave the stations highlighted, and repeat the
testing process with Port Bringup Test.

k3

L

l:‘ E | Apply, H oK || Cancel |
e ———— =

Gateway IP NA DHCP-IPY6 NA -

Alizs MTU NA

MAC NA ~| TxglLen Na =72 oadthord

Rpt Timer R >| WiFi Bridge NA vl

A2 NA >| HTTP NA -

M —————

phae

ssio na | wiriap T

portal-test.pl -b bp.pm -a https://portal-test/ -s https://por
tal-test/ —n login.php -o login.php -t login.php —u bob —p bo

AP

OE:
OE:!
QE:
OE:!

OE:!

.| o

bl
| Cancel | | oK |
Disable HTan  |NA ~| Disable 5 NA ) g%
Scan Hidden NA * | Allow Migration MNA - i
Verbose Debug NA -
Post IF-UP Script ~ ["* g
i
Olauthonzed |00:
Port Bringup Test L= s
Concurrent Ports to Bringup: Five (5) -
Minimum Time between Bringups: 1s -
Maximum Time between Bringups: 25 -
Do Portal Logout Random Port Selection
Only Do Portal Login/Logout Show Events
Ports Selection
Ports in Use Free Ports
1.1.2 stal0o = 1.0.0 etho
1.1.4 stalol 1= 1.1.0 etho
1.1.5 staloz 1.1.1 ethl
1.1.6 stal03 <<-Add Ports 1.1.3 wiphyl
1.1.7 stal04 1.1.104 wiphy2
1.1.8 stal0s 1.1.288 wiphy0
11,9 stal0s 11,269 wian0
1.1.10 stal07 1.1.270 wlanl
1.1.11 stalog 1.1.271 wlan2
1.1.12 stal0g — 1.1.272 vap0
1112 eta110 |
| Start | | Close
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We will see up to 16 interface events per second in the graph.

raphical Script Repo

Build Version: 5.3.1 a

fdd Your Notes Below:
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Scenario: 10 simultaneous users, HTTPS portal
We will start the Portal Bringup Test with batch size of 10.

Our report will show average 16 events per second.

Build Version: 531

fdd Your Notes Below:

%]
W

= e
[T I = R

Interfaces per Second
ha
[=]

o

Graphical Script Report For: Port Bringup Test

Interface UP/Down Rates

16:06 16:07

16:08 16:09 16:10 16:11

Date

|-I- Average Up - Average Down|

16:12 16:13

6.030 ..................... .............
5.030 ....................................
doo0df

o004

Time (ms)

2, 00 | e

L, O | e T g e

Portal Login/Logout Times

16:06

16:07

16:08 16:09 16:10 16:11
Date

| m Portal Login Times e Portal Logout Times|

16:12 16:13

3500
30004
25004
2000
1500

Number

10004}

5004

Login/Logout Totals

Stations Login OK

Stations Logout OK Stations Login Failed

4 ki

Stations Logout Failed

Close | Save File

15/55

Feb 2015



Station Association and Portal Login Candela Technologies Feb 2015

Scenario: 20 simultaneous users, HTTPS portal
We will start the Portal Bringup Test with batch size of 10.

Our report will show an average of 12-18 events per second.

Graphical Script Report For: Port Bringup Test

Part Bringup script requested values: -

Concurrent Ports to Bringup: 20 3
Minimum Time between Eringups: 1s
Maximum Time between Eringups: 2s
Random Port Selection: true
Do Partal Logout: trus
Only Do Partal Login/Logout: trus
Show Events: true
Date: Tue Jan 13 16: 14:47 PST 2015
Build Date: Tue Jan 13 18:56:54 PST 2615
Build Version: 5.3.1

fdd Your Notes Below:
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Scenario: 5 simultaneous users, DHCP, RADIUS (802.1x)

We do not use the portal services in this scenario because RADIUS is an authentication system. This radius
authentication scenario is using WPA-EAP Key management but not HotSpot 2.0. Moving the virtual access point
used for testing to a separate machine with the RADIUS service allows more processing power for the station
emulation. We follow steps similar to To configure this authentication scenario, we follow these steps:

1) Delete the vap0 virtual access point on the first LANforge machine.

2) Create a vap1 virtual access point on a second LANforge machine. Configure the AP with the IP 10.11.44.2,
netmask 255.255.254.0, SSID ledOtest, Mode 802.11abgn, check Use WPA2.

vap1 (medtest) Configure Settings N =
Port Status Information
Current: LINK-UP GRO MNOMNE
Driver Info: Port Type: WIFI-AP  Parent: wiphy2
Port Configurables
l/ Standard Configuration | Advanced Configuration | More Advanced Cenfiguration |
Enable General Interface Settings
[[] set IF Down [] DHCP-IPvE DHCP Release [] Down [] Aux-Mgt
e [JDHCP-Pv4 | SecondaryIPs | DHCP Client ID: |None |
[]5et TX Q Len
DMS Servers: |BLANI< | PeerIP: A
[]set MTU
IP Address:  [10.11.44.2 | Global IPve:  [aUTO |
[] set Offload )
IP Mask: [255.255.254.0 | Link IPve: [auTO |
[] set PROMISC
Gateway IP:  [0.0.0.0 | IPvE Gw: [auTO |
Alias: | | MTU: 1500
[ Services— MAC Addr:  00:0e:Be:3d:30:56  TX 0 Len 1000
[IHTTP
Rpt Timer:  [fast (3 s) || wiFi Bridge: |NONE ‘v|
[1FTP
WiFi Settings
g [zl SSID: ledOtest AP: DEFAULT
] PROMISC Key/Phrase: Mode: |802.113bqn |V|
[1 TS0 Enabled Freg/Channel: 2412/1 Rate: |DS Default |V|
[ UFD Enabled DTIM-Period: |2 Max-STA: |2DD? |
[] G50 Enabled Beacon: 240
[]LRO Enabled [JuUse wWPA [] Use WPAZ []Use WEP [] Disable HT40 [] Disable 5GI
GRO Enabled [ Iwverbose Debug
| Print ‘ ‘ View Details H Logs | ‘ Probe || Display Scan H Sync ‘ | Apply ‘ ‘ 0K | ‘ Cancel
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On the Advanced Tab, configure 80211w disabled, RADIUS IP to 127.0.0.1, RADIUS port to 1821, RADIUS secret to
lanforge, check Use 80211d, check Advanced/802.1x. These settings provide the minimum necessary processing for
WPA2 RADIUS authentication.

vap1 (medtest) ConFigure Settings

Port Status Information
Current: LINK-UP GRO NONE

Driver Info: Port Type: WIFI-AP  Parent: wiphy2

Port Configurables

f Standard Configuration r Advanced Configuration r Maore Advanced Configuration |

Advanced WiFi Settings
Select "WPAZ' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/202.1x to enable most of these, Enabling 802.11u enables others.
Ignore Probes: |zer0 (8%) ‘V| HESSID:
Ignore Auth-Assoc: |zer0 (%) ‘V| Realm:
Ignore Assoc: |zero (%) ‘v| IMSI:
Ignore Re-Assoc: |Zel"0 (%) ‘V| Milenage:
Corrupt GTK: |zeru (%) ‘V| Domain:
HS20 ¢ bilities Consortium:
HS2 C RADIUS IP [127.0.01 |
HS20 WAN Metrics RADIUS Port 1812 |
leea80211w: [pisabled () || RaDIUS Secret [lanforge |
Venue Group: | ‘ | Venue Type: | | |
Network Type: | ‘ | Address Types: | | |
Network Auth: 3GPP Cell Net:
Use 80211d []Use 80211h []Short-Preamble
Advanced/802.1x [ HotSpot 2.0 [ Disable DGAF
[] Enable 802.11u 802.11u Internet  []802.11u ASRA 802.11u ESR 802.11u UESA

| Apply || 0K | | Cancel

| Print || View Details || Logs | Probe || Display Scan H Sync ‘

3) In the Ports tab, delete the previous virtual wifi stations.
4) Create new virtual WiFi stations: Select radio ledtest wiphy1, click Create.

In the Create window, select WiFi STA, Quantity 164, check DHCP-IPv4, Station ID 100, check Use WPA2, check
Use WPA2, check Down.

Create VLANs on Port: 1.1.03 LT L= S
O MACMIAN  (18021QMAN ) Redirect () Bridge () GRE Tunnel
Then Change the Port from ® WIFiSTA O WFiVAP O WiFi Monitor ) WiFi Virtual Radio
wiphy1 to wiphy?2 and create she Fesource pere
the next 164 stations. Start at e oremna
Parent MAC: ohepclenti: [ [+
station 300. MAC Addr: IP Address: Global IPvs: oo
Quantity: IP Mask or Bits: Link IPv6: oo ]
Gateway IP: IPu6 GW: [auto ]
#1 Redir Name: #2 Redir Name:
STA ID: 100 55ID: [1edotest ]
WIF] AP; [ ] KeyfPhrase: [ |
[]Use WPA []Use wWPAZ [ Use WEP
Down|
Apply || Cancel
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Highlight your new stations in the Ports tab, and click Batch Modify:
LANForge Manager Version(5.3.1)

Control Reporting Iear-Off Info Plugins

=l

| Stop All | | Restart Manager | HELP
Layer4 | Test Mgr | Test Group | Resource Mgr | Event Log [ Alerts | Port Mgr | Messages |
Status [ Layer3 f L3 Endps wanLinks [ Attenuztors [ Filelo |
Disp: |192.168.IUU‘27:U.U | | Sniff Packets | | Clear Counters | | Reset Port ‘ | Delete ‘
Rpt Timer: |‘Fas‘ter (1s) |V| | Apply | View Details | | Create ‘ | Modify ‘ | Batch Modify |

All Ethernet Interfaces (Ports) for all Resources.

Port |Down P Alias P;E'f”t RX Errors | TX Errors| Reset | Status AP Sit
1.1.07 ¥] |0.0.0.0 stal04  wiphyl 0 D[Complete [NONE Not-Associated 0 dBf |
1.1.06 v |0.0.0.0 st2103  wiphyl 0 O|Complete [NONE Not-Associated 0 dBf
1105 ¥] |0.0.0.0 s5tal02  |jwiphyl 0 O[Complete |NONE Not-Associated 0 dB
1.1.04 ¥] |0.0.0.0 stal0l  wiphyl 0 0[Complete [NONE Not-Associated 0 dBf
1.1.02 v| |0.0.0.0 stal00  |jwiphyl 0 0|/Complete |NONE MNot-Associated 0 dB
1.1.01 [] [10.26.1.5 ethl 0 O[Complete
1.2.1 [] 10,2615 ethl 0 O[Complete E
1.1.00 [] [192.168.100.43 |eth0 0 O[Complete =
1 fal 102 182 100 o fal nle ] —
[4] Il [»]
Logged into: ledtest:4002 as: Admin

Click Batch Modify. Configure
the stations to authenticate via
RADIUS. In Box (2): set the
SSID to ledOtest, set Mode to
80211abgn, set Use WPA2 to ON.

SSID
Key/Phrase
Freg/Chan
RTS

AMPDU-Factor
Max-AMSDLU
Use WPA

Use WEP

ledOtest

A

A
A

ii

[ T
Jii

WiFi AP

Mode

Rate

Tx-Power
AMPDU-Density
brip

Use WPAZ2
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In Box (3): set Key Management to
EAP, set Pairwise Ciphers to CCMP
TKIP, set Group Ciphers to ALL. Set
EAP Methods to EAP-TTLS. The
preconfigured user name and password
in the preinstalled LANforge RADIUS
server is next: set EAP Identity to
testuser and EAP Password to
testpasswd.

The RADIUS protocol is talking over
TLS, so we need certificates. Set
Private Key to:

/home/lanforge/client.p12

And set Client Cert to:

/home/lanforge/ca.pem

For our tests, we copied these files
from ledtest to medtest; so they
would be identical between AP and
stations. When testing with your own
AP, copy these files from your AP to

Candela Technologies

Key Management
Fairwise Ciphers
Group Ciphers
WPA PSEK

EAP Methods
EAP Identity

EAP Anon Identity
EAP Password
EAP Pin

Private Key

CA Cert File
Metworl Auth
Advanced/B02.1x
Enable 802.11u
Enable PKC
Custom WPA Cfg

Network Type

EAP

CCMP TKIP
A1

1T

A

[

AP-TTLS

testuser

A

[

testpasswd

A

[

anforge/client.pl2

aflanforgefca.pem

A

[

0

i
4

OFF
A

KH[KH K3

A
NA (-1)

HESSID
Realm

Client Cert
IMSI
Milenage
Domain
Consortium
Fhase-1
Phase-2

PK Password

PAC File

PC/SC & SIM/USIM
HotSpot 2.0

WPA Cfg
Address Types

10:00:00:00:00:00

4

A

4

4

4

4

4
auth=MSCHAPY2
lanforge

4

[

M

=
II
KEKE

A,

[

NA (-1)

Feb 2015

your LANforge hosting virtual stations. Set Phase 2 to auth=MSCHAPV?2, and to use the private key file we need to

set PK Password to lanforge.

We do not need 80211u for this test, so we make sure it is off. Set Enable 802.11u to OFF.

Click the Apply button to configure all the stations.
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Scenario: DHCP, RADIUS Authentication, 5 simulateous users

In the Port tab, highlight all stations. Open Plugins->Port Bringup Test. Set Concurrent Ports to Bring Up to 5,
Minimum Time Between Bringups to 1s, and set Maximum Time Between Bringups to 1s. Check Random Port
Selection. We will not use the “Do Portal Logout” or “Only Do Portal login/logout™ feature because we are not doing
captive portal authentication.

5 Port Bringup Test 4-0X
Concurrent Ports to Bringup: Five (3] -
Minimum Time between Bringups: 1 seconds (1 s) -
Maximum Time between Bringups: 1 seconds (1 s) -
[ | Do Portal Logout [ 1Random Port Selection
[ ] only Do Portal Login/Logout [ | show Events
Ports Selection
Ports in Use Free Ports

1.1.2 stal0o = 1.0.0 ethO =

1.1.4 stal0l = 1.1.0 ethO

1.1.5staloz 1.1.1 ethl

1.1.6 stal03 <=--Add Ports 1.1.3 wiphyl 3

1.1.7stal04 1.1.104 wiphy2

1.1.8stal05 1.1.268 wiphy0

1.1.9 5tal06 Remove Forts = 1.1.269 wlan0 |

1.1.10stald7 1.1.270 wlanl

1.1.11 stalds 1.1.271 wlan2

1.1.12 stal109 — 1.2.0 eth0O —

1119 ckm110 il 1 721 ok Sl

Start Close
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We see that the authentication rate is much slower, closer to linterface event per second.

Testing the RADIUS server in this test from the command line, the average authentication time was 32ms. Analyzing
the DHCP negotiation time, we saw about 23ms. So at best we have average 55ms accounted for. More investigation

into this needs to be done.

Different behaviors can be seen during different runs. Some times there are long periods of timeouts and also some

speedy bursts where we see up to 6 interface events per second.

Part Bringup script requested values:

Concurrent Parts to Bringup: Five (5)
Minimum Time between Eringups: 1 seconds (5 s)
Maximum Time betwsen Bringups: 1 seconds (5 s)
Random Port Selection: false

Do Portal Logout: false

Only Do Portal Login/Logout: false

Show Events: true

Date: Mon Jan 13 22:80:38 PST 2015

Build Date: Tue Jan & 13:23:28 PST 2015

|Build versian: 531

Add Your Notes Below:

(=]

L

I

w

]

Interfaces per Second
=

o

Interface UP/Down Rates

Date

-# Average Up -8 Average Down
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w

Interface UP/Down Rates
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Scenario: DHCP, RADIUS, 10 simultaneous users.

Set Concurrent Ports to Bringup to 10 and try the test again. We see slightly better results. This might be accounted
by the increased probability of a DHCP retry occurring sooner with more stations trying simultaneously.

We see average closer to 1.3 interface events events a second, but we see groups at the start of the test associating
between 2-4/sec. Near the end of the test we see laggard retry group of interfaces that have taken many retries to

associate.
Interface UP/Down Rates
T 7 . 6415
g 6 | e
8. ——
=
e
@ 5|8 s e
T, | 3836 L=
o \ .‘ i
g | 3'9.22 |\ 2.7692.783 e ] 2.844
ot | 2,084 2042 ““’xfé;g;: g
=] 1.7EB42 = S [ i Y e -38%17 185 51
b 94 1728 e hehh O, #5415
= e BLOE) paam 19igf T eerEagtle o Fa o s
L, e R = | 10 w 0.8 0503039 0812
= o . — D2l w — ol
02:03:00 02:03:30 02:04:00 02:04:30 02:05:00 02:05:30 02:06:00 02:06:30 02:07:00 02:07:30 02:08:00 02:08:30 02:08:00 02:09:30 02:1
Date
& Average Up -e Average Down

Scenario: DHCP, RADIUS, 20 simultaneous stations.

Set Concurrant Ports to Bringup to 20 and run the test again. We see association rates with a higher average this time.

Interface UP/Down Rates

T =
=] e
O 5 b
[ e
L =mse
9 23 T
ol | -1 E— S % G-
w3 L] S \ 2.434 >
[ L2248 1 2195 B ; \ 2381 2.407 241
Qo 1918 05 768 1942 a8 e ; e 1505 o0 1869 1 794.868 oo 5 1.65837
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Scenario: DHCP, WPA2 auth, 5 simultaneous stations

The stations and virtual AP are deleted and recreated with only static WPA2 PSK authentication.

1) Create virtual access point on medtest radio wiphy2. Assign WPA2 and passphrase.

-

Create VLANs on Port: 1.2.2

) GRE Tunnel

Port: |2 (wiphy2)

) MAC-VLAN ) 802.1Q-VLAN ) Redirect ) Bridge

) WIiFi 5TA (& WiFi VAP ) WiFi Monitor ) WiFi Virtual Radio
Shelf: Resource: 2 (medtest) ﬂ

VLAN ID: [] DHCP-IPv4

Parent MAC: DHCP Client ID:|

MAC Addr: ocooonoa* | w| 1P Address:  [10.44.11.2 Global IPv6:  [AUTO

Quantity: 1 IP Mask or Bits: 255.255.254.0 Link IPv6: [auTO
Gateway IP: | | 1Pve Gw: [auTO

#1 Redir Name: #2 Redir Name:

STA ID: 1 SSID: ledotest |~|

WiFi AP: Key/Phrase: ledOtestl

[JUse WPA Use WPA2 [JUse WEP

[l Down

| Apply || Cancel |

OO T T T T T T [ [ [ T T R T T

e e T T T | —— =T

Feb 2015

2) Create 164 stations on ledtest radio wiphy1 and another 164 stations on wiphy2. The first batch of Ids start at 100,
the second batch start at 400. Stations are created in Down state for speed of configuration.

ccess documents, folders and network places

d

leml=ml

LANforge Manager

Version(5.3.1)

Create VLANs on Port: 1.1.3

) MAC-VLAN
® WiFi S5TA

VLAN ID:

) 802.1Q-VLAN ) Redirect
 WiFi VAP WiFi Monitor

i Bridge

Resource:

DHCP-IPv4

1 (ledtest) =

2 GRE Tunnel
) WiFi Virtual Radio

Port: (3 (wiphyl)

Parent MAC: DHCP Client ID: |

|v|

MAC Addr: 300 00 X2 ¥2 %1 30K IP Address:

Quantity: 164 IP Mask or Bits:

Gateway IP:

#1 Redir Name: #2 Redir Name:

Global IPve:  [AUTO
Link IPv6: [aUTO
IPV6 GW: [auTO

|v|

STA ID: 100 S5ID: ledOtest
WiFi AP: [ |  Key/Phrase: |ledOtestl
[JUse WPA Use WPA2 [Juse WEP
Down

Apply " Cancel |

T T I S TE T T T T 7T T T T E a T I T T I e a7
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3) In the Ports tab, select all the stations and click Batch Modify. Assign them Mode 80211abgn.

LANforge Port Batch Modifier s bl Y £ ¢

-

4) Click Apply.
5) Scroll to top and click E E | Apply || oK || cancel
the Down button to Gateway IP [NA | DHCP-IPv6 INA =
make sure none came Alias MTU Na |
up. This makes the start | mac INA \v| ™@QqlLen [NA |
of the Port Bringup Test | rpt Timer |f'-|1’-'l |"| WiFi Bridge |NA “"
go faster. ETP A ~| wre INA v
SSID ledotest | wiFi AP m |
Key/Phrase |Ied0testl | Mode |BO2.llahgn |v|
Freg/Chan Rate |Nﬁ- “"
RTS Tx-Power
AMPDU-Factor |NA |"| AMPDU-Density |NJ5- “"
Max-AMSDU |Nﬁ- |"| brip
Use WPA INA || usewpa2 |ON »] |=
Use WEP |NA |'|
Disable HT40 |N»UL |"| Disable 5GI |NA “"
Scan Hidden ||"||»°L |"| Allow Migration |NA “"
Verbose Debug |NA |'|
Post IF-UP Script |MA .
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The results look very similar.

Part Bringup script requested values:

Concurrent Ports to Bringup: Five (5]
Minimum Time between Eringups: 1 seconds (1 s5)
Maximum Time between Eringups: 1 seconds (1 s5)
Randam Part Selactian: false

Do Portal Logout: false

Only Da Portal Login/Logout: false

Show Events: true

Date: Tue Jan 28 12:04:03 EST 2015

Build Date: Won Jan 19 15:43:24 PST 2015

Build Version: 5.3.1

fdd Your Notes Below:

Interface UP/Down Rates

Interfaces per Second

12:04 12:05 12:06 12:07 12:08 12:09 12:10 12:11 12:12 12:13 12:14
Date

|-I— Average Up e Average Down|

Scenario: DHCP, WPA2 auth, 10 simultaneous stations

Set Concurrent Ports to Bring Up to 10 and start the test again.

Port Bringup script requested walues:

Concurrent Ports to Bringup: Ten i1a)
Minimum Time between Eringups: 1 seconds (1 s)
Maximum Time between Eringups: 1 seconds (1 s)
Random Part Selection: false

Do Partal Logout: false

Only Do Portal Login/Logout: false

Show Events: true

Date: Tue Jan 20 12:18:13 EST 2815

Build Date: Mon Jan 19 15:49:24 PST 2615

Build Version: 5.3.1

ndd Your Notes Below:|

Interface UP/Down Rates

2.5 P N e et e ! 3oL S
2.0 .......... STy Sy e ey Sy e e e e e e
1.5 133 e i~ - SOOI L S o T o e T 3 e

1.0 AR I\ pgaz- R ek : a2 L gl e
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Scenario: DHCP, WPA2 auth, 20 simultaneous stations

Set the Concurrent Ports to Bring Up to 20 and start the test again.

Port Bringup script requested values:

Concurrent Parts to Eringup: Twenty i20)
Minimum Time between Bringups: 1 seconds (1 s)
Maximum Time between Eringups: 1 seconds (1 s)
Random Port Selection: false

Do Portal Logout: false

Only Do Portal Login/Logout: false

Show Events: true

Date: Tue Jan 20 12:51:51 EST 2015

Build Date: Mon Jan 19 15:49:24 PST 2015

Build Version: 5.3.1

2dd Your Notes Below:|

Interface UP/Down Rates

3.0q|

1.5 | (S

1.0 {|Emmrme 0.889

Interfaces per Second

0.0

2.51| NG R R RN, | SR R N R R R (R O VRS (L S e e A e : e ers. reaal el

12:52 12:53 12:54 12:55 12:56 12:57 12:58 12:59 13:00
Date

& Average Up -e Average Down
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Scenario: WPA2 PSK, Static IP, 5 simultaneous stations

A lot of the bringup times for these previous events have been primarily influenced by DHCP. We will now perform a
series of tests with static IP addresses in order more clearly see latency that might be brought on by authentication
protocols.

We delete our previous set of stations and turn off the DHCP service on vapl. Next we create 128 stations on each
radio with static IP addresses.

1) Delete stations in the ports tab.

2) Go to vapl in Netsmith and uncheck DHCP.

Netsmith configuration for Resource: medtest(1.2) Version: 5.3.1 Create/Modify Connection

irtual Routers and Connections —————————— neer e Eoss
OSPF Area;
Skip
2
1100.38/24 Skip
Skip

thl
wiphyQ RO(1)
n DHCP Lease Time:  |500 Subneats (a.b.c.dhod:
wiphy2 vapl DHCP DNS: [o.0.0.0
[ R 10.11.44.2/23
— | . DHCP Range Min:  [10.11.44.10 |
Display WanLink & WanPaths DHCP Range Max:  [10.11.45.254 |
Connect DHCP Domain:
Modify Next-Hop-IPvé:
Toggle Wanlink IPv6 Subnets (aaa::0hod):
Modify WanLink
Modify Port
Create Ports
Sniff Port S
Reset Part I naT DH;P [JoHcPve  [JcustomDHCP  [JWRRP [ Cand-f
Delete Port [Should this interface serve DHCR?]| Cancel
Delete WanLink
Delete

Click OK in the Modify window and Apply in the Netsmith window.

Netsmith configuration for Resource: medtest(1.2) Version: 5.3.1

Virtual Routers and Connection:

[JnaT  [JpHcR  [CIoHervs [

iBf24
p— - — thi
hyo RO} 10,26.121/24
shyl "
shy2 vapl
3/ . 10‘.]11‘ 4.2/23

L

RO(1)  10.26.1f21/24

vapl
10.11.44.2/23
e E—— A

egend [¥]Fire IPvds Info Print Syne Apply ol

imes Fire Names [] ZerolPvids Apply Progress: 100% Complete
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3) Create 164 stations on ledtest radio
wiphy1. Set the IP address to 10.44.11.10,
netmask 255.255.254.0, set Quantity 164,
set Gateway IP to 10.44.11.2, the STA ID to
100, check Use WPA2, set SSID is ledOtest,
set Keyphrase is ledOtest1. Click Apply.

Change port to wiphy2, set STA ID to 300,
change IP Address to 10.44.11.174, click

Apply.

Next, down the ports and set the radio Mode
to 80211abgn using the Batch Modify tool.

LANforge Port Batch Modifier ) () (x
(][] La] [v] [Ceeey ][ oc || cance \t
‘ Clear DHCP ‘ ‘ Up | E| Down | | Down Logout ‘ ‘.;
J| portal Re-login | [ Portal Logout || Portal Login |

Click apply.

Candela Technologies

Create VLANs on Port: 1.1.9 v Al X%
Cf MACVLAN ) 802.1Q-VLAN ) Redirect > Bridge 2 GRE Tunnel
®WFiSTA  OWFIVAP O WFiMonitor O WiFi Virtual Radio

Shelf: Resource: |1 (ledtest) [~ Port: [a (wiphyl) I~
VLAN ID: [ DHCP-Pv4
Parent MAC: oHep clentis [ <]
MAC Addr: P Address: Global IPV6; [aUTO
Gateway IP: IPVG GW: laUTo

#1 Redir Name: #2 Redir Name:
STAID: S5ID: [tedotest [~]
WiFi AP: Key/Phrase: ledotest ]
[CluseWrA [l Use WPA2 [] Use WEP
[JDownl
N Cancel

Create VLANs on Port: 1.1.9 v Al X

O MACVLAN () 802.1QVLAN O Redirect ) Bridge ) GRE Tunnel
® WiFiSTA (O WiFiVAP O WiFi Monitor ) WiFi Virtual Radio

Shelf Resource: |1 (ledtest) I~ Fort: [5 wiphy2) ]

VLAN ID: [] DHCP-Pv4

Parent MAC: oHep clientios [ -]

MAC Addr: P Address: Global IPve: AUTO

Quantity: IP Mask or Bits:  [255.255,254.0 [Input an IP address for the interface(s) if desired. Can

Gateway IP: IPV6 GW: AUTO

#1 Redir Name: #2 Redir Name:

STA ID: SSID: |led0test ‘vl

WiFi AP: Key/Phrase: [ledotest |

[ Use WRA [¥] Use WPAZ [ Use WEP

[ Down

Apply Ccancel | | Ready
Tieal L1 1 @ [naait 1gre In letamga lwinkhuwtl nl nl nl nl Al 1T
LANforge Port Batch Modifier w) () (%

(e o o Lo loc]l o
TETeEway T T oTeTT Ve
Alias MTU MA
MAC MA | TXQLen A
Rpt Timer A | WiFi Bridge A -
FTP NA v| HTTP NA v
SSID ledOtest WiFi AP u
Key/Phrase ledOtestl Mode 802.11abagn ~1'
Freg/Chan Rate NA | v
RTS ST
AMPDU-Factor NA ¥ | AMPDU-Density
Max-AMSDU NA | brip
Use WEP NA -

29/55

Feb 2015



Station Association and Portal Login

Use the Port Bringup Test to do a 5 concurrent port
bringup, no login or logout:

Candela Technologies

The results appear to be about 1.25 interface events a

second.

5.3.1

Build Version:

fdd Your Notes Below:

Interfaces per Second

Port Bringup script requested walues:

Concurrent Parts to Bringup: Five [
Minimum Time between Bringups: 1 seconds (1 s)
Maximum Time between Bringups: 1 seconds (1 s]|
Random Port Selection: false

Do Portal Logout: false

Only Da Portal Login/Logout: false

Show Events: true

Date: Tue Jan 206 14:23:15 EST 2015

Build Date: Mon Jan 19 15:49:24 PST 2015

o Port Bringup Test @ @ ®
[Concurrent Ports to Bringup: Five (5) -
[Minimum Time between Bringups: 1 seconds (1 s) -
Maximum Time between Bringups: 1 seconds (1 s) -
[]be Partal Logout [JRandom Port Selection
[ only Do Portal Login/Logout [¥] Show Events

Ports Selection
Ports in Use Free Ports

1.1.2 stal0o = 1.0.0 etho =

1.1.4 stal0l 1.1.0 etho

1.1.5 stal02 1.1.1 ethl

11.6 513103 113 wehy2

1.1.7 stalo4 1.1.8 wiphy0

1.1.10 stal0s 1.1.9 wiphyl

111 sta106 1112 wlano

1.1.15 stal0? 1.1.13wlanl

1.1.16 stal0s 1.1.14 wlan2

1.1.17 stalog 1.2.0 etho

1110 cta11n A= 191 athl A=

I Start \I | Close

Interface UP/Down Rates

14:24

14:23

14:25

14:26 1427

14:28

14:31 1432 1433 1434 1435

Date

1429 1430

- Average Up -e Average Down

14:36

14:37

14:38

14:39
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Scenario: WPA2 PSK, Static IP, 10 simultaneous stations

Set Concurrent Ports to Bring Up to 10 and run the test again.

Part Bringup script requested values:

Concurrent Parts to Bringup: Ten (16

Minimum Time between Bringups: 1 seconds (1 s5)

Maximum Time between Bringups: 1 seconds (1 s5)

Random Port Selection: false

Do Partal Logout: false

Only Da Portal Login/Logout: false

Show Events: true

Date: Tus Jan 20 14:42:36 EST 2015 :
Build Date: Mon Jan 19 15:43:24 PST 2015 I
Build Version: 5.3.1

fdd Your Notes Below:

Interface UP/Down Rates

12,5
2 e T
o
S 10.0
7]
]
5 75
o
g 5.0
v]
ke s 3z 32212525 ner
— 37!':2?5 73 | 2. 1B 73 mE38
g 25 1855 A6 .; gﬁ% 2 053 SRR 1Gi0sRE731 50
£ ﬁzxﬂsﬁﬁ i‘;ﬂ zi"‘ﬂﬁl iOE!] ésig’% ?4 E“’. o‘sbsl!l!‘“. 4 .5*4.133325 13 I-.i.\?iﬂl
0.0
14:43 14:44 14:45 14:48 14:47 14:48 14:49 14:50 14:51 14:52
Date

|-I— Average Up -e Average Down

Looks like about 1.5-2.5 interface events per second.

Scenario: WPA2 PSK, Static IP, 20 simultaneous stations
Set Concurrent Ports to Bring Up to 20 and run the test again.
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Fort Eringup script requested values:
Concurrent Parts to Bringup: Twenty i20)
Minimum Time between Eringups: 1 seconds (1 s)

Maximum Time between Eringups: 1 seconds (1 s) I
Random Part Selection: false

Do Portal Logout: false

Only Do Portal LoginLogout: false

Show Events: true

Date: Tue Jan 20 14:55:23 EST 2015

Build Date: Mon Jan 19 15:49:24 PST 2815

Build Version: 5.3.1

fdd Your Notes Below:

Candela Technologies

Interface UP/Down Rates

11.142
o — e
c
< 10.0
o
7}
]
“ 7.5
7]
o
g 5.0 4.638 =
o \
o 3223, opcs i b a
Bz 2 TR 2702 | 2lsmsas 25659 2\392\
= : 7 J :
2.5 2 l_ni?l—l'\ 1888 .\k. [ 2.083 el 2. 035
v 1479 o 40k 581 ~ 1563 g5y 341 1.492 =
E w162 _o_.?; 1%%_&-’ b R _;;g.'-—i '{iﬁ_j'-l-_1_'0.“_2___o_.?'lpl---._______(_, és
0.0
14:56 14:57 14:58 14:59 15:00 15:01 15:02 15:03 15:04 15:05

Date

|-I— Average Up -e Average Down|

Looks minimums of 0.5 interfaces a second and bursts up to 4.6 interface a second.

Scenario: RADIUS dotlx, Static IP, 5 simultaneous stations

Feb 2015

We will begin by deleting the previous stations and configure the VAP to have no key phrase, but to enable dot1x

RADIUS authentication.

1) In the Ports tab, highlight all stations and
delete them.

2) Double click the vap1l AP. We will keep the
WPA2 settings. Click over to the Advanced
Configuration tab: check Advanced/802.1x,
set RADIUS secret to lanforge. Click OK.

vapl (medtest) Configure Settings

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy2

Port Configurables

Standard Configuration [ Advanced Configuration ] More Advanced Configuration

Advanced WiFi Settings
Select 'WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Ignore Probes: lze ro (G%) ‘T| HESS
Ignore Auth-Assoc: lze ro (G%) lv| Rea
Ignore Assoc: W'I S
Ignore Re-Assoc: lze ro (G%) lv|
Corrupt GTK: [zero (o) ]v|
RADIUS IP ‘127.0‘0‘1

RADIUS Port  [1812

leee80211w: Disabled (0) vl RADIUS Secret ‘Ianforge

[inepecitied o) ] |

[Juse 80211d [JUse []Short-Preamble
Ivl Advanced/an2.1x [ [l

Create VLANs on Port: 1.1.9
) MAC-VLAN 802.1Q-VLAN ) Redirect ) Bridge 2 GRE Tunnel
3) Create 164 wifi stations on ledtest @WFiSTA  OWFIVAP O WFiMonitor (O WIFi Virtual Radio
Wiphy1 shelf: [1 [~] Resource:  [L (ledtest) -
[] DHCP-IPv4
Start with IP address 10.44.11.10, [ ]
MAC Addr: bococ0c %0 [+] P address: 10.42.11.10 Global IPv6: [aUTo
subnet mask 2552552540, Gateway P Quantity: 164 IP Mask or Bits: [255.255.254.0 Link IPv:
Gateway IP: 10.44.11.2 IPV6 GW:
STA ID: 100 SSID: ledotest [~]
WiFi AP: Key/Phrase: ledoOtest
[JUse wPA [v] Use wPA2 [] Use WEP
[JDown
Apply Cancel

Port: |9 (wiphyl) -

AUTO
AUTO
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Candela Technologies

Feb 2015

10.44.11.2, STA ID is 100, check Use WPA2 and set SSID to ledOtest and Key/Phrase to ledOtest1. You can check

Down.

4) create 128 more stations: set Port to wiphy2, Set the IP Address to 10.44.11.174, and the STA ID is 300. Click

Apply then Cancel.

Create VLANs on Port: 1.1.9

O MACVLAN (0 802.1QVLAN (0 Redirect () Bridge 2 GRE Tunnel
® WIFiSTA O WiFi VAP ) WiFi Monitar ) WiFi Virtual Radio
Shelf: Resource: 1 (ledtest) : Port: |3 (wiphy2) =

LAN ID [ DHCP-Pv4

MAC Addr: IP Address: 10.4411.174 T Global IPv6: AUTO

Quantity: IP Mask or Bits:  [255.255.254.0 [Input an IP address for the interface(s) if desired. Can b
Gateway IP: 10.44.11.2 IPvE GW: AUTO

#1 Re ame: #2 Redir Name

STAID: 300 SSID; |led0test ‘vl

WiFi AP: Key/Phrase: lledotest ]

[ Use wPA Use WPA2 []Use WEP

[ Dawn

Apply Cancel Ready
TARAI L1 1 [ol MNAATT 1RR N letanea  hwinkerd | Gl Al Gl R
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5) In the Ports tab, select all the stations. If
the stations are not down, use Batch Modify

to set them Down.

Candela Technologies

~

=

Next, in box 2, set the Mode to 802.11abgn.

Continue to box 3 and set Key
Management to EAP, Pairwise
Ciphers to CCMP TKIP, Group
Ciphers to ALL, EAP Methods to
EAP-TTLS, EAP Identity to testuser,
EAP Password to testpasswd, Private
Key to /home/lanforge/client.pl2, CA
Cert File to /home/lanforge/ca.pem,
Phase 2 to auth=MSCHAPV?2,
Advanced 802.1x to ON.

Click OK to apply the settings.

LANforge Port Batch Modifier

(RPN

X

|:| IZI | Apply || oK || Cancel |
=

e NA WiFi AP NA

Key/Phrase NA Mode §02.11abgn |+

Freg/Char Rate |v

AMPDU-Factor
Max-AMSDU

Use WPA

Use WEP
Disable HT40
Scan Hidden
“Werbose Debug
Post IF-UP Script

Key Management
Pairwise Ciphers
Group Ciphers
WPA PSK

EAP Methods
EAP Identity

EAP Anon Identity
EAP Password
EAF Pin

Private Key

CA Cert File
Network Auth
Advanced/802.1x
Enable 802.11u
Enzable PKC
Custom WPA Cfg

Network Type

NA -
NA -
MNA -
MA -
MA -
MA -
MNA -
&
EAP -
CCMP TKIP -
All -
NA
AP-TTLS | -
testuser

MNA
testpasswd
MNA

anforge/client.pl2

eflanforge/ca.pem

oM -
MNA -
MNA -
NA -
NA (-1) -

AMPDU-Density

Use WPAZ

Disable SGI

Allow Migration

HESSID
Realm

Client Cert
IMSI
Milenage
Domain
Consortium
Phase-1
Phase-2

PK Password

PAC File

PC/SC & SIM/USIM
HotSpot 2.0

WPA Cfg
Address Types

MA -
MNA -
*

00:00:00:00:00:01

auth=MSCHAPVZ

lanforge

MA

NA -

MA -

MNA
TXET

4]
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6) Leave all the stations highlighted. Open the
Plugins->Port Bring Up Test, and set Concurrent
Ports to Bring Up to 5, turn off Do Logout and
Only Do Login/Logout.

We will get about 1 interface a second.

Candela Technologies

Port Bringup Test v A

Concurrent Ports to Bringup:
Minimum Time between Bringups:
Maximum Time between Bringups:
[] Do Portal Logout

[] only Do Portal Login/Logout

Ports in Use
.2 stal0o
.4 s5talol
5 stal0z

MmN

.7 stal04

.15 stal07
.16 stalos
.17 stalog

10 rbm110

N e e e e
T e

Five (s)

1 seconds (1 s)

1 seconds (1 s)

[[] Random Port Selection
Show Events

Ports Selection

Free Ports
1.0.0 etho
1.1.0 etho
1.1.1 ethl

.6 5tal03 <=<--Add Ports 1.1.2 wiphy2

1.1.8 wiphy0

.10 stal0s 1.1.9 wiphyl
11 staloe 11112 wlano

1.1.13 wlanl
1.1.14 wlanz
1.2.0 etho

171 oAbk

-

‘ Start | | Close

Port Bringup script requested values:

Concurrent Parts to Bringup: Five i5)
Minimum Time betwaen Bringups: 1 seconds (1 s5)
Maximum Time betwezen Eringups: 1 seconds (1 s)
Random Port Selection: false

Do Portal Logout: false

Only Do Portal Login/Logout: false

Show Events: true

Date: Tue Jan 20 18:48:18 EST 2815

Build Date: Mon Jan 19 15:49:24 PST 2015

Build Version: 5.3.1

Add Your Notes Below:

Interface UP/Down Rates

Interfaces per Second
Lo T e O T S R O I I I e B |

20062177

- aMﬁﬁi@a‘ﬂﬁiﬁ.___________g_i£W¥%?1w%ﬂWWWﬁi°msL___0-2‘:‘."?93

18:49 18:50 18:51

18:52 18:53
Date

= Average Up -e Average Down

18:54 18:55

18:56
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Scenario: RADIUS dotlx, Static IP, 10 simultaneous stations
Set Concurrent Ports to Bring Up to 10, and start the test again.

Do Portal Logout: false
Only Do Portal Login/Logout: false
Show Events: trus
Date: Tue Jan 20 12:59:30 EST 2015
Build Date: Mon Jan 19 15:43:24 PST 2015
Build Version: 5.3.1

fdd Your Notes Below:

Interface UP/Down Rates

10,04}

7.5 ..................................................................

5.04]

2.5 061 28355 541 96E 571 .......................... ...........

Interfaces per Second

0.0

18:59:30 19:00:00 19:00:30 19:01:00 19:01:30 19:02:00 19:02:30 19:03:00 19:03:30 19:04:00 19:04:30
Date

|—I— Average Up - Average Dcwn|

We will get an average of about 1.75 interface events a second.
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Scenario: RADIUS dotlx, Static IP, 20 simultaneous stations

Part Eringup script requested values:

Concurrent Parts to Bringup: Twenty i20)
Minimum Time between Bringups: 1 seconds (1 s)
Maximum Time between Bringups: 1 seconds (1 s)
Random Port Selection: false

Do Portal Logout: false

Only Do Partal Login/Logout: false

Show Events: tru

Date: Tue Jan 28 13:87:15 EST 20815

Build Date: Mon Jan 19 15:49:24 PST 2615

Build Version: 5.3.1

fdd Your Notes Below:

Interface UP/Down Rates
1259 B A KL

Interfaces per Second

19:07:30 19:08:00 19:08:30 19:09:00 19:09:30 19:10:00 19:10:30 19:11:00 19:11:30

Nata

Set Concurrent Ports to Bring Up to 20, and start the test again.

We will get an average of about 2 interface events a second.
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Candela Technologies

Scenario: Open WiFi, 5 simultaneous stations

Creating an open WiFi spot is simple enough to do just by the pictures.

Create VLANS on Port: 1.2.2

Create VLANSs on Port: 1.1.9 VAl (X
OMACMAN O 8021QVLAN O Redrect O Bridge O GRE Tunnel Errenm  Ompigwn A O@dp  G@Eum
QWFISTA @ WIFIVAP ) WIFi Monitor O WIFi Virtual Radio @WFISTA O VAFIVAP O WiFi Monitor O WiFi Virtual Radio
e, e [ e R e —
LAN ID: LAN ID; [ DHCP4PVA
Parent MAC: e | Parent MAC oHcpclent: [ [+
MAC Addr: boocromoec* || P Address: [CESRTY) | Global Pv6 [auTo ] MAC Addr: powncoaneoo || 1P Address Global IPve [auTo
quantiy P Maskor Bts:  255.255.254.0 | unkieve [t ] Quantiy: P Mask or Bits Link IPve: [T —
Gateway P [ ] IPv6 GW: [auTo ] Gateway IP: 1PV GW: |
#1 Redir Name: #2 Redir Name: #1 Redir Name: #2 Redir Name:
s s [edetest = Sta: o0 s [sdorest B
WiFi AP Key/Phrase: I ] WiFi AP: Key/Phrase; [ |
[ use wpaA [luse wpA2 [Juse WeP Cuse wpa [Juse wpaz [Cuse wep
[]Down Down
Apply cancel Apply cancel
LANforge Port Batch Modifier v () (X
Create VLANs on Port: 1.1.9 Al X
O MACMAN  (0802.1QMAN O Redirect O Bridge (O GRE Tunnel |:| E | Apply | | QK | | Cancel |
@ WFISTA  OWFVAP O WiFiMonitor O WIFi Virtual Radio — — —
T
-
shelf Resource: |1 (ledtest) | <] Port: [3 (wiphy2) <] Reset Port IP NA -| Gl e —
LAN ID: L] DHCP-IPv4 . -
) o IP Mask NA Link IPvé&
Parent MAC oHepclientios [ -]
MAC Addr Pocrocroatitand ~| P address 10.11.44.174 Global IPvs: [aUTO Gateway IP MA DHCP-PVG NA |v|
Quantity: IP Mask or Bits: Link IPvS: luTo
Gateway IP: IPVG GW: [AUTO Alias MTU NA
#1 Redir Name: #2 Redir Name:
s 00 sSiD: [tedotest [~] MAC MNA Y| TXQLlen NA |
WIFi AP: KeylPhrase: . .
- | ‘ Rpt Timer MA ¥ | WiFi Bridge MA -
[ Use wPA [ Use wPA2 [ use WEP
FTP A ¥ | HTTP NA v
Down
Apply H Cancel \ \ Ready \
SsID MA WiFi AP NA
f . . . .
Just don't forget to highlightall the stations in the Key/Phrase NA Mode 802.1labgn |~
Freg/Chan Rate MA | v
port tab and apply 80211abgn mode to them. : L
RTS Tx-Power
AMPDU-Factor NA ¥ | AMPDU-Density
Max-AMSDU NA | brip
Use WPA NA v] usewpa2 a1y
Use WEP NA M
Disable HT40 MNA ¥ | Disable SGI NA it
Scan Hidden NA, ¥ | Allow Migration NA A
Verbose Debug NA v I
Post IF-UP Script ~ M* —|
oy -

38/55

Feb 2015



Station Association and Portal Login Candela Technologies Feb 2015

Next we do the Port Bring-Up Test with Concurrent Ports to Bring Up at 5. Ave appears to be 1.0.

Do Portal Logout: false
Only Do Portal Login/Legout: false
Show Events: true
Date: Tue Jan 20 21:00:53 EST 2015
Build Date: Mon Jan 19 15:49:24 PST 2015
Build Yersian: 5.3.1
4dd Your Notes Below:
Interface UP/Down Rates
- 35 .............................. R N R R R
g i
R | R N
Q
7] S | e S
= )
g 204
w
v 1.5
%
= 1.0
L
£ 0.5 I R
0.0k - - - - = -
21:08:30 21:09:00 21:09:30 21:10:00 21:10:30 21:11:00 21:11:
Date
& Average Up - Average Down

Scenario: Open WiFl, 10 simultaneous stations

Next we do the Port Bring-Up Test with Concurrent Ports to Bring Up at 10. Ave appears to be about 1.75.

Part Bringup script requested walues:

Concurrent Ports to Eringup: Tan (1@}
Minimum Time between Eringups: 1 seconds (1 s)
Maximum Time between Bringups: 1 seconds (1 s)
Random Port Selection: false

Do Portal Logout: false

Only Do Portal Login/Logout: false

Show Ewents: true

Date: Tue Jan 28 21:25:34 EST 2015

Build Date: Man Jan 19 15:49:24 PST 2015

Build ¥ersion: 5.3.1

Add Your Notes Below:

Interface UP/Down Rates

4.5 I
4.0 -
350

30

25 308

2.0 e  Sa eea L SRR . S —————
1.5
1.0
0.5 R S ——

d
wn
o

>
Interfaces per Secon

21:26:00 21:26:30 21:27:00 21:27:30 21:28:00 21:28:30
Date

- Average Up -8 Average Down
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Scenario: Open WiFl, 20 simultaneous stations

Next we do the Port Bringup Test with Concurrent Ports to Bring Up at 20. Ave appears to be 1.75.

Feb 2015

Part Bringup script requestad values:
Concurrent Ports to Bringup:

Minimum Time between Bringups:
Maximum Time between Bringups:

Twenty (200
1 seconds (1 s)
1 seconds (1 s)

Fandom Port Selection: false
Do Portal Legout: false
Only Do Partal Login/Lagout: falsz
Show Events: trus
Date: Tue Jan 20 21:37:02 EST 2015
ild Date: Mon Jan 13 15:49:24 PST 2815
ﬁld Version: £.3.1
Add Your Notes Below:
Interface UP/Down Rates
2
s w00
%)
D
w
- | T T
1]
o
w
B 5.0 - T
[¥]
T
t
. | Ca e T e 7 B = oL T Ee L e
s
E
0.0 f f f f f i f f
21:37 21:38 21:39 21:40 21:41 21:42 21:43 21:44
Date
= Average Up - Average Down
lanforge
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Migration between two APs

We expand the radio configuration for migration testing. We will setup the three radios on ledtest and one radio on

medtest with these roles:

Role
Virtual AP 0
Virtual AP1
Ledtest Wiphy?2 Stations 100-263
Medtest Wiphy?2 Stations 300-463
The trick to migration is to not configure a stampede of stations from one AP to another. This will overload the radio
drivers in the worst case and in best case roaming rates are very slow. Shuffling stations between radios works very
well, and we easily drive 20 station migrations a second.

Computer Radio

Ledtest
Ledtest

Wiphy0
Wiphyl

LANforge Configuration:

1) Configure the eth1 ports for each LANforge server to talk to each other.

~ ethl (ledtest) Configure Settings —_ox
Port Status Information
Current:  LINK:UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO GSO GRO
Driver Info: Port Type: Ethernet Driver: e10002(2.3.24) Bus: 0000:04:00.0 [+ ethl (medtest) Configure Settings _ o X
Part Status Information
Port Configurables Current;  UNK-UP 1000bt£D AUTO-NEGOTIATE Flow-Control TSO GS0 GRO
Driver nfo: Port Type: Etharnet Driver: €10008(2.3.2) Bus: 0000:0400.0
Enable General Interface Settings —Port Rates P
[Jset IF Down 8 10 D D Port Configurables
Ensbi Genersl Interface Setti Port Rat .
[Jset MAC [CIDHCP-PV6 [ DHCP Release [ Down [ AucMgt & D — e e o fates A:‘dvef:’e Rat.
2 o ) o @100t+0
(/e i e CJoncrpva | secondaryiPs | DHcPclientios e [+ [ 100bt-HD Cleziie CIOHCPP6 FADHCP Release gt tHD F1oete0
[]set MTU BNE Gerar | N, T o 100bt-FD Sl [JDHCP-Pv4 | SecondaryiPs | DHCP Client ID: [None [~ = 11006t-+D
[ set offload ® o DNS Servers: [BLANK Peer P Na O 10670 #1100bt:7D
—— IP Address:  [10.43.1.1 Global IPve:  [AUTO 1000-FD (0 set Offoad O — e O SR
&t Rate nfo IP Mask: 255.255.255.1 Link IPv6: [auTO Or O106+FD :z :::'OM“S'C 1P Mask: Link 1Py AuTo o ate 11060
Ose & Flow-
[] set PROMISC GatewaylPi  [10.43.1.2 Bl o || Or Flow-Control e I 0+ 11 1PVG GW: lAuTo S"‘ 2 Flow-Control
[ set RxAllFCS ~ B = Alas: 1500 s
o— Alias [ Jwmw 1500 o o o ovstobztom2l 1000 O+ —
o IAC 00:90:0b:2d:62:59 | T Q Len 1000 i Seterdue info) | 8o [ Priori [ )| © =
Set Bridge Inf R [ Set CPU Mask ;
Dl GIEss Os O Wisridge:  [NONE = o
erices— RptTimer:  [sediun (83) [w] Watch O - o Os Blcro
B a o
[IHTTP CPU Mask I:Dwmandqe: NONE [~ Oe O
[ |[ venoesls | [robe [ sme | [oemy | ox ]
Wed Jan 21, 15:20 D

IE)Appli(atiuns Places System El@"”’-ﬁ

~ Netsmith configuration for Resource: medtest(1.2) Version: 5.3.1

I~ for ledtest(1.1) Version: 5.3.1
rtual Routers and Connections rtual Routers and Connection: =]
" "
_ Mgt-etho _ Mat <tho
192,168.100.43/24 192.168.100.38/24
3 u 3 u
RO(NA)
eth RO(NA)
wiphyl 10.43.1.1/24 ethl r
L 1 10.43.1.224
wiphy2
wiphy2 u
]
wiphyo
|
wiphy0
L wiphyl
|
< I « 1 ] |
[ WanLinks [ Show Legend [¥] Fire IPvds Info Print [¥] Wanlinks [ show Legend [] Fire IPvds Info Print Sync lapp
[l WanlLink Names [] Port Names Fire Namas  [] Zero-Pvds apply Progress: [¥] Wanlink Names [¥] Port Names Fire Namas  [] Zero-Pvs apply Progress: . Complete

[v] Peer wanLinks
[v] wanLink Config

[l Parents

Col. Domains [] IPves

[v] Peer wanLinks

Netsmith Status:

wanLink Config

Parents

Col. Domains [] IPves
Netsmith Status:
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3)Create the virtual AP radios. Choose chanel 149 frequency 5745. Mode 802.11abgn for both ledtest wiphyO and

wiphyl.
- hy2 (ledtest) Configure Settings
Port Status Information

Current: LINK-DOWN NONE
Port Status Information
Driver Info: Port Type: WIFI-Radio Driver: athok() Bus:
Current:  LINK-DOWN NONE

Driver Info: Port Type: WIFI-Radio Driver: athgk

Fort Configurables

General Interface Settings Port Configurables

Enable
[] set IF Down [[] DHCP-IPv& DHCP Release [ Down [] Aux-Mgt Enable General Interface Settin
- [ set IF Down [IDHCPAPV6 [FIDHCP Release  []Down
[ set MAC [IDHCP-Pv4 | SecondarylPs | DHCP Client ID: Dot
] set TXQ Len s [] DHCPAPVA DHCP Client
DNS Servers:  [BLANK Peer IP: NA []set TX g Len
DNS Servers: [BLANK Peer IP:

[ sat MTU
=M IP Address:  [0.0.0.0 Global IPve:  [AUTO [ set MTU - e
1P Mask: 0.0.0.0 Link IPv6: [aUTO [ set offload 1P Mask: 0.0.00 Link IP6:
[[] Set PROMISC [] Set PROMISC
Gateway IP:  [0.0.0.0 IPVE GW [auTo Gateway P [0.0.0.0 P GW:

Alias: MTU: 0 Alias: MTU:
MAC Addr: 00:0e:8e:3d:30:e8 | TX O Len

MAC Addr: 00:0e:8e:4e:59:20 TX O Len

o
Rpt Timer: WiFi Bridge:
RptTimer:  [nediun (85) [w| wiFiBridge:  [NONE ] ” -] £
WiFi Settings

WiFi Settings Max-VIFs: 2048 Max-Stations: 2048 Max-APs:

MaxVIFs: 2048 Max-Stations: 2048 Max-APs: 8 Supports: 802.11abgn Country: ﬂ
Country: United states (840) | ChannelFreq: [A0T0 C1 W) |v]

Channel/Freq: [AUTO (-1 Mhz) = Antenna: T:
RTS: DEFAULT Fi

Antenna: [ail oy [+] mpower: [oEFALLT

RTS: |DEFALLT | Frag: |2za6 |

[Jwerbose Debug

4) Create the two virtual APs: do not assign addresses to them, we will be adding them to a bridge.

~ vap0_(ledtest) Configure Settings O x
~ vapl (ledtest) Configure Settings

Port Status Information
o P EED M Port Status Information
C It LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphyo urren
Driver Info: Port Type: WIFI-AP  Parent: wiphyl
Port Configurables
Port Configurables
Standard Cenfiguration | Advanced Configuration | More Advanced Configuration
andard Configuration | Advanced Configuration | More Advanced Configuration
Standard Configuration | Adk d Configuration | More Ad d Configuration |
Enable General Interface Settings
O'set IF Down FRERGE ERER o — Enable General Interface Settings
Pv6 [7] DHCP Release own L
i [ set IF Down [1DHCP-PvE DHCP Release [ Down ] Aux-Mgt
['set Mac [CIDHCP-Pv4 | Secondary-Ps | DHCP Client D [None | =] [ set MaC
[lset X Qlen [CIDHCP-Pva [ Secondary4Ps | DHCP Client ID: None [=]
DNS Servers: [BLANK Peer IP: NA [lsetTXQLen
[ 'set MTU DNS Servers: [BLANK Peer P NA
IP Address: 0.0.0.0 Global IPv6: JAUTO [Jset MTU
[ Set Offload IP Address:  [0.0.0.0 | Global IPve:  [aUTO
1P Mask: 0.0.0.0 Link IPv6 [AUTO [] st offload
[ set PROMISC IP Mask: [o.0.0.0 | Link Pve: [auTo |
: : Set PROMISC
GatewayIP:  [0.0.0.0 1PVE GW: AUt Ose - o.c | Ers e [T ‘
 Jwm
oo — Alas e 1500 Alias: I 1500
ey MAC Addr: mn:me:se:gmg:s TXQlen 1000 = Dsemces— e e || ey oo
HTTP
Rpt Timer:  [nediun (8 5) WiFi Bridge:  [NONE
CFTe S RptTimer  [nediun (8s) |=|wiFiBridge:  |NONE <]
I S WiFi Settings
LowLevel—  SSIP LedOtest JER SERAE LowLevel—  5SID ledotest AP DEFAULT
[ PROMISC KeylPhrase: | | Mode:  [802.11aban [ PROMISC Key/Phrase: | | Mode:  [802.11aban [=]
[I7soEnsbled  Freg/Channel 241211 Rate: [0S Default [~] CITsoEnabled  Freq/Channel: 2437/6 Rate: [0 Default -
[JUFO Enabled DTIM-Period: [2 | Max-sTA: [2007 ] ] UFO Enabled DTIM-Period: 2 | Max-STA: 2007 ]
[0 Gso Enabled Beacon: 240 [ G50 Enabled Beacon: 240
[JLRO Enabled [JUse WPA [[]Use WPA2 []Use WEP []Disable HT40 [] Disable SGI [JLRO Enabled [Juse WA []Use WAz [] Use WEP [] Disable HT40 [ Disable SGI
GRO Enabled [Jverbose Debug GRO Enabled [ verbose Debug
[_prnt ][ viewpetais ][ Logs | [_probe ][ Displayscan |[_syne Apply cancel View Detalls_| [ Probe || Display scan |[_sync_| seply |
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5) Create bridge br0. Add both vap0 and vap1 to the bridge. Assign an address to the bridge.

'~ Create VLANS on Port: 1.1.332 —» br0 (ledtest) Configure Settings

Port Status Information

Feb 2015

O MACMVLAN O 802.1QMAN O Redirect ® Bridge © GRE Tunnel
E OWFiSTA  CWFiVAP O WiFi Monitor O WiFi Virtual Radio Current: LINK-UP PROBE-ERROR TSO UFO GSO GRO
Shelf: Resource:  [1 (ledtest) I=] Port: Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A
L mlBlCEL S Port Configurables
peee Enable General Interface Settings
IP Address: Global IPv6: AUTO Cna e
— | []set IF Down []DHCP-IPv6 [V] DHCP Release  []Down [] Aux-Mgt [ spanning-Tree
Quantiy: 1 1P Mask o Bits: Link IPS: [auTo
2 - Set TXQ L
Bridge Name:  br0 #: Name: g © altes DNS Servers: |[BLANK Peer IP: NA =il v
STAID Set MTU
! ‘ ‘ ‘ IP Address: 10.11.44.3 Global IPv6: AUTO
[[] set offload .
IP Mask: 255.255.254.0 Link IPv6: AUTO Bridge Priority: 32768 -
ushe [Ele [] Set Bridge Info ; :
Gateway IP: 0.0.0.0 IPv6 GW: AUTO
Clbown Alias: MTU: 1500 Max Age: 50 -
aply | Cancel MAC Addr: 82:36:9:f0:08:75 | TX Q Len 0
i = g : Hello Time: 2 -
Bridge Information Remove Ports
Configured Po.,.[ Current Ports ‘
. Forwarding Delay: |15 -
Services— N :
[CIHTTP ap0
apl
LI FTP
I Print ‘ l View Details | I Probe || Sync | l Apply || 0K J I Cancel |
6) Create 164 stations on ledtest:wiphy?2 and
164 stations on medtest:wiphy2. Set the SSID to ledOtest, the passphrase to led0test1 and select WPA2.
v Create VLANSs on Port: 68 -0 X
O MACVLAN ) 802.1QVLAN (U Redirect O Bridge O GRE Tunnel
® WiFi STA O WiFi VAP O WiFi Monitor (O WiFi Virtual Radio
Shelf: Resource: 1 (ledtest) = Port: [168 (wiphy2) :
VLAN ID DHCP-IPv4
Parent MAC: oHepclientis [ T[]
MAC Addr: pocrocrockrac — [w| 1P Address Global IPv6: [AUTO
Quantity: 164 IP Mask or Bits Link IPv6: AUTO
Gateway IP IPv6 GW: AUTO
#1 Redir Name: #2 Redir Name
STA ID: 100 SSID: |ledotest [~
WiFi AP: Key/Phrase: [ |
[]Use WPA [] Use wPA2 [ Use WEP
v Create VLANs on Port: 1.1.168 - 0OX
] Down O MACMLAN O B02.1QMAN O Redirect (U Bridge (O GRE Tunnel
[ ooy | Cancel @ WFISTA  OWFIVAP O WiFiMonitor O WiFi Virtual Radio
Shelf: Resource: 2 (medtest) = Port: |2 (wiphy2) ﬂ
VLAN ID: DHCP-IPv4
Parent MAC phepcliento: [ [+]
MAC Addr: IP Address: Global IPve: AUTO
Quantity: IP Mask or Bits: Link IPv&: AUTO
Gateway IP: IPv6 GW: AUTO
#1 Redir Name: #2 Redir Name:
STA ID: 300 SSID: |led0test |v|
WiFi AP: Key/Phrase: [ |
[]Use WPA []Use WPA2 [JUse WEP
Down
Apply || Cancel | I Ready
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Highlight all the stations in the Ports tab. Set them down, enable DHCPv4, turn off DHCP Release, and set themto
Mode 802.11abgn.

File-10 r Layer-4 rGeneric rTest Magr rTest Group r Resource

Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endp]D Al

1< <@ = =

o

B [ HEEEsEo<g<og<<g<s

v LANforge Port Batch Modifier

B

Disp: |192.165.100.38:1.0

|l Sniff Packets I

[ clearpncr |

[ |

I Down I

[ Down Logout |

Rpt Timer: Imedium (8 s) Ivll Apply ]

All Ethernet Interf

Portal Re-login ” Portal Logout ” Portal Login I

N (1)

Port |Pha...| Down P SEC| Alias P;'e"t
ev Up/Down
11170 O] | ] [10.43.1.3 o |bro ST
.1.000 92168.100.43 [0 |sth0 3476
.2.000 92.168.100.38 [0 |eth0 1.785,| DNS Servers
.1.001 0.43.1.1 0 [ethl
1.2.001| [ | ] [10.23.1.2 0 [ethl FEEEE L
V IP Mask
4
2 Gateway IP
4 Alias
4
v MAC
4
v Rpt Timer
2 FTP
4
4
4
4
4
4

L ocr o o

NA IPV6 GW
NA |>] GlobalPve
INA Link IPv6
NA DHCP-IPV6
MTU
NA v| TXQlen
NA | WiFi Bridge
NA v | HTTP
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You should now see 164 stations in the ledtest Netsmith window.

Candela Technologies

rtual Routers and Connections

Q
o
Y

Mgt-ethﬂ
192,168.100.43/24
u

Drag the bridge into the Virtual Router. Click Apply.

=

|+ Netsmith configuration for Resource: ledtest(1.1) Version: 5.3.1
Virtual Routers and Connections

wiphyQ vap0
wiphyl yap
e
wiphy2

o Mgt-etho
: 192.168.100.43/24
- " RO o
wiphy0 vap0 .10.1 3.1.1/24 &
xﬁ"‘*a—___h_ Po11.44.3f23
wiphyl gt

RO(1) eth

10,
|

o

bro
10.11.44,

B/23

Feb 2015

Netsmith configuration for Resource: ledtest(1.1) Version: 5.3.1

3.1.1/24

Right click on br0, click Modify, and add a DHCP service to it. Grant lease time of 1200 seconds, and the range

10.11.44.10 — 10.11.45.254. Click OK.

VNC: medtest:1 (lanforge)

-
1) Applications Places system = @ &
~ Netsmith configuration for Resource: ledtest(1.1) Version: 5.3.1

Routers and C:

T ource: medtest(1.2) Version: 5.3.1
ual Routers and Connections

crEE v Create/Modify Connection

Interf
RIP-M
OSPF
VRRP
VRRP
VRRP
VRRP
Next-|
Subni

he(

£

CPause

s\
? vatato
~ 55850100024 [rer
L E
th: Port Mar | Messages
harae Vel
wiphyo  vapo - v [ stwmsos 1o Dyt 7 s
L -
-
Create Modiy | [_gatch Mg
Il Resources, ————————————————|
par | e | o | med POIE 1 -B: Skip
Modiy WanLink
S —
—
I . . .
. Ao N
t‘: WanLink: Skip
s
—
5
0 n = . i
g Port 2-B: [¥] Skip
5
gl I L 8 -
] WanLinks [J Show Legend [ Fire @ iPvas info || Prnt sync Ap) close_| Jaz5 of . ;
vt vames 7 port a6 N 26 gt o RNECCTSTEERI | orce sovy 20 9 Paort 2-A Skip
@PesrWanlinks @Parents [ Col. Domains (] Pves . <
Netsmith Status:
] Wanlink Config 79 o
& S — )
1.1.000 162.168.100.43 [0 |eth0 240,576,474) 436,645, 154/ 1,234,...[ 1,541,120,...[ 1,099, D HC P L T . 1 2 0 U
—— m
Foretort Hferge-cul 1.2.000] [ | (] [152168.100.38 [0 _letho 1,561.168... 1,361.706| 282 2.375.... 1.484.711...]1.229.3 ease [ime:
1.1.170] [10.11.44.3 lbro. ) 0 0| o 1,666/
g -
DHCP DMNS: |U.0.U.0

DHCP Range Min:  [10.11.44.10

| saveFie

) LANforge Manager Ve...| |4 LANforge Messages (1. (4] LANforge Wireless Eve...

) Netsmith configuration... | |4/ Netsmith configuration ...

DHCP Range Max:

DHCP Domain;

[10.11.45.254]

T

DHCPvaE DNS:
DHCPv6 Range Min:
DHCPvE Range Max:

DHCPd Config File:
[ ] DHCPvE

[ NAT DHCP

[]custom DHCP

Mext-|
IPvE <

Ok

elen| 11
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When you are done with that, click Apply in the Netsmith window. You should see
the br0 port gain a blue rectangle.

RO(1) ethl
10.,43.1.1/24
|

bro
10.11.44,3423
B — |
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7) Bring up all the stations and wait for them to complete their DHCP interaction. This might take a few minutes, be

patient.

8) Create a Roaming script. Here is a roaming script created using a January 28 version of the scan-script.html utility.

It will roam 10 stations a second, alternating between station radios and shuffling stations from their AP to the

opposite AP.

do_cli

do_cli

sleep 1
roam
roam
roam
roam
roam
roam
roam
roam
roam
roam
sleep 1
roam
roam
roam
roam
roam
roam
roam
roam
roam
roam
sleep 1
roam
roam
roam
roam
roam
roam
roam
roam
roam
roam
sleep 1
roam 1

roam 2

do_cli

do_cli

sleep 1
roam
roam
roam
roam
roam
roam
roam
roam
roam
roam
sleep 1

NENRERNMNRERNRNER NENRENMNRENRNR

NENRERNRENRNDR

NENRERNRENRNDR

The WiFi Mobility plugin was using this script with the following parameters:

scan 1
scan 1

sta263
stad463
sta262
sta462
sta261
sta461
sta260
sta460
sta259
sta459

sta258
sta458
sta257
sta457
sta256
sta456
sta255
sta455
sta254
sta454

sta253
sta453
sta252
sta452
sta251
sta451
sta250
sta450
sta249
sta449

sta248
sta448
scan 1
scan 1

sta247
sta447
sta246
stad446
sta245
sta445
sta244
sta444
sta243
sta443

1 sta263
2 sta463

00:0e:
00:0e:
00:0e:
00:0e:
00:0e:
00:0e:
00:0e:
00:0e:
00:0e:
00:0e:

00:0e:

8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:

8e:
:8e:

1 staz247
2 sta447

Refresh Interval: 2500ms,
Pause Between Commands: 85ms,
Pause after Show Port: 2125ms,
Auto-Verify Timer: 2750ms,

Maximum Roam Time in graphs: 1250ms.

NA 'trigger freq 5745 '
'trigger freq 5745 '

NA

179:
179:
tbe:
rbe:
179:
179
tbe:
tbe:
179:
179:

tbe:
tbe:

49

'trigger freq 5745 '
'trigger freq 5745 '
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Here is a screen shot of the settings in scan-script helper:

do_cli scan 1 1 sta263 'trigger fregq 5745 '
do cli scan 1 2 stad463 NA 'trigger freq 5745 '
sleep 1

roam 1 sta263 00:0e:8e:91:79:68
roam 2 stad63 00:0e:8e:91:79:68
roam 1 sta262 O0:0e:8e:73:be:49
roam 2 stad62 00:0e:8e:73:be:49
roam 1 sta261 60:0e:8e:91:79:68
roam 2 stad6l 00:0e:8e:91:79:68
sleep 1
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Scenario: Roaming migration, 10 stations per second, WPA.

This is a section of the report created from the 10/sec roaming report:

Candela Technologies

| WiFi Mobility Report

<L, 00U

500

0

Total
Types

|I Roam Succeeded m Roam Failed|

Migration Totals per AP

1,250
1,000
750
500

Amount

250

1,382

1,381

00:0E:8E:91:79:68
Types

|I Roam Succeeded ® Roam Failed|

Migration Totals per Station

00:0E:8E:73:BE:49

7.5 |
: | Al H |
3 50 LR IR T A
E ,

2.5

0.0
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Scenario: Roaming migration, 20 stations per second, WPA.
This is a section of the report for roaming 20 stations per second:

&|WiFi Mobility Report

1,500
1,250
*g' 1,000
o
£ 750 1,487 1,335
< 500
250
0
00:0E:8E: 73:BE: 49 00:0E:8E:91:79:68 hNot-Associated
Types
|l Roam Succeeded ®m Roam Failed|
Migration Totals per Station
10.0

A 0000 O
.~ A S ST T WA

c
3
o] |
E 11 . 1 T !.!.!! :!:|:: ..... 1.4 :_!_.,:._ LLLLy
R e
[Ellanforge@ledtest:~ - Terminal
0.1 jreynolds@jed-shuttle: ~ [bthitsix64_bthits/clhent % lanforge@ledtest: ~

We see low system load on the lanforge.
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Scenario: Roaming migration, 10 stations per second, RADIUS.

We see similar useful results with RADIUS authentication. (Radius configuration is similar to previous radius
configurations in this document.) Pause between commands was 45ms. The errors in this and the next seem related,
and I presume there is a problem in the roaming script. However this and the next graph definitely show roaming the
desired performance.

tion Tgtai

— T Tookies ¥ (55 ¥ Forms v Images, ¥ infam —

ome/jreynolds/btbits/x64_btbits/server/portal-test/scan-script hir

= siaaea |
1%2.168,1688.255 BSSID A BSSID B
(RS . - |

00:0e-8e917968 00:0e8e73bet9

192,168.188,255

Secs after group roam

lanforga@ladiast

0 1| K
0 1| o
1 1| 8198
0
0

1] o
0

---------- il WAl vl

7 1 il EE RO ) R R AR IR O R AR

6 9 (OO ] K i K™ 0 i 21 8 [

PR T 0 "0 I] O " 17 kT 0 [(RELIE? B

6 9 0 0 o0 o K| 350K kI 0 o |2882 85 Types k

7 11 (1] 0 1] 1] k| k k| 1] 0340

3 P et L v o [mpasmciccsacad moasm Cailadl il i =
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Scenario: Roaming migration, 20 stations per second, RADIUS.

Pause between commands was 45ms.

9,000 4}
8,000 4|
7,000
6,000

4,000

DHCP Time (ms)

2,000
1,000

Lo [0 | e e

30004

DHCP per AP Times

13:58:00 13:58:30

13:58:00 13:59:30 14:00:00 14:00:30
Date

[ ® 00:0E:8E:73:BE:49 ® 00:0E:BE:91:79:68|

‘he migration is verified after the Auto-‘verify timer has expired. If the migration has not completed in that time, it will be counted as failed.

1,500
1,250
1,000
750
500
250

Amount

Migration Totals

8001
700
600 |
500
400
300
200
100

Amount

Total
Types

|I Roam Succeeded ® Roam Failed|

Migration Totals per AP

00:0E:8E:73:BE: 49

Amount

00:0E:8E:91:79:68
Types

|l Roam Succeeded B Roam Failed|

Migration Totals per Station

Types

W Roam Succeeded ® Roam Failed|

53/55



Station Association and Portal Login

Candela Technologies

Feb 2015

Scenario: Roaming migration, 30 stations/sec, RADIUS

It is possible to reach 30 station migrations per second if you set the pause between commands to 32 ms.

Migration Totals

17 500 [TaTTas s = v
5 ST e = e
15,000 M (misk _2_500 g _W I
; ): 2000
12 500 F T e L I
E f graphs {ms) 250
5 e ———— i
E 10,000 ent AP v Pun Scr|pt in Loop
T 7,500 Start [¥] Show Events
5,000 tations
2,500 Ports in U Free Ports
0 3
Total
Types
|l Roam Succeeded ® Roam Failed|
Migration Totals per AP
i °
0
7,500 i o
Ee] 0
= 7 T 1 0
3°5.000 should proper frequencies. [a B
Qe 1] icant p: an internal scan Hd 8,782 __D
& ntly affd tion time: i : 0
< Source igger freq F1 F2 L | 0
2; 5001588 Pail in the text area v - 1 G )
A BSSJ L t P :
= i k2 625|
Dit = I RE| ' 1,048 | 1 26321=
00:0E:8E:81:75:68 00:0E:8E:73:BE: 49 MNot-Associated
Types

70

|l Roam Succeeded B Roam Failed|

Migration Totals per Station

304 |systemd ) (7
60 g
5 40 { [ i : f -
e _ amn.. AR WY ,
10,18 i \I\II\ mum MI\I\ | |\I\|\|\|
0 e NMTRATET L ! L i

Types

|I Roam Succeeded WRoam Failed|

The regular red areas are where the radio scan results begin to expire or where stations fail to finish association
because a scan has started too close to their roaming attempt. We saw improved results with migration scripts tuned to
assume scan buffers might expire as soon as 2500 milliseconds and the last roam statement before a scan request
should be followed by 130ms nap time.
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Conclusions

Over the air DHCP performance for bring up is relatively unaffected by types of authentication scheme. The number
of back-offs and retries involved in DHCP bring-up seems to be a slow process.

The performance of roaming over WPA2 is excellent. The performance of WPA2+RADIUS shows similar
performance. The actual setup for fast roaming performance requires migrations to interleave and avoid radio scan
periods. Roaming performance in lab might takes time to tune.

Web Portal login and logout is relatively fast. Possible bottle-necks include SSL and what might be certificate
validation latency. There might be ways to speed this interaction up, possibly with methods of certificate caching or
local certificate installation.
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