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Connect to LANforge using VNC Viewer

Goal: Operate your LANforge's Linux desktop by accessing it with the VNC Viewer utility.

LANforge computers on Intel hardware are typically installed
with a full Linux desktop. You can use the LANforge GUI, do
traffic sniffing, open terminal windows, and office software comPUter
using a YNC Viewer program. LANforge computers are pre-
configured with RDP and VNC desktop services.

Windows

1. You can download a variety of viewers:
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A. Check for viewer packages on your LANforge web page: http://192.168.1.101/
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Links to Windows Utilities

+» PUTTY (putty.exe)

PUTTY is a free SSH, Telnet and serial terminal client for remote access. The main advantage its low-bandwidth
requirement. PUTTY can also be used for telnet and serial terminal connections.

» Remote Desktop

LANforge comes installed running xrdp service which you can connect to using Windows Remote Desktop. Because the
normal Windows certificates are not present on Linux, you might have to adjust your connection in this ways:
1. Do no require certificate validation:
® Bamars Ddeisp Conmacton
Ramaote Desktap
» Connection
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2. Do not attempt remote audio playback or recording.
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+» VNC Viewers
Remote desktop access is available on display "1
o TightVNC

o RealVNC

B. or download RealVnc

C. or download TightVnc

2. From your Windows Start Menu, type "vnc" and VNC viewer should be an option.


https://www.realvnc.com/download/vnc/
http://www.tightvnc.com/download-old.php

Vn VNC Viewer
= Desktop app

3. If you are using the start menu, it will be under either in All Programs > RealVNC or TightVNC

4. Double click the vnc icon and it will ask you for the IP address. You want to set the Encryption option o off
because we presume you are connected directly to the LANforge.

V2 VM Viewer R *
VNC® Viewer VE
YMC Server: | 192.168.100.26:1 v|
Encryption: |Prefer off ~

About... Connect




5. VNC Viewer might warn you about connecting without encryption

connecting across public networks.

V2 VMC Viewer - Encryption *

0 Unencrypted connection

The connection to this VNC Server will not be encrypted.

VNC Server: 192.168.100.26::5901

Your authentication credentials will be transmitted securely, but all
subsequent data exchanged while the connection is in progress may be

susceptible to interception by third parties,

Den't warn me about this again,

6. The password is Tanforge.

VE WMNC Viewer - Authentication *

VMC Server: 192.168,100.26:5901

Password: |oooono.|

Cancel

. This is a valid warning if you are

7. You will see the LANforge Linux desktop. This is not the same desktop that is actually running on the console if
you have a monitor and keyboard connected.
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8. When you are done with your connection, you may close the VNC viewer window. You will not be logged
out. When you connect using VNC viewer again, it show the current state of that desktop. connect you o the

last used VNC session.



9. Torestart the vnc desktop session, select you can issue either of these two commands. You start using ssh
(PUTTY et. al.) to connect as Tanforge to the LANforge machine, and:

A. sudo systemct] restart "vncserver@:1l.service"
B. or

C. sudo vncserver -kill :1
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