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Install LANforge on ESXi Server (Version 8)

Goal: Install LANforge on an ESXI Server, and confirm DHCP can be served over VLANS.

In this test scenario, we use a system compatible with ESXi version 8. ESXi version 8 can run 2 lanforge
VMs on 2 different VLANs, host DHCP on one VLAN, and acquire DHCP leases on the other VLAN

through a WANIink. This outlines expected behavior and uses cases for VLANs and WANIinks between
LANforge and ESXi version 8. Requires LANforge version 5.3.5 or higher.

1. Configuring ESXi Server ver. 8.02

A. This scenario was built upon ESXi 8.02 build 23305546, using a CT-525 with a 4 port 1g nic as well as an
accompanying TPLink SG105E Smart Switch.

B. Loginto TPLink SG105E 5 port Smart Switch (usually defaults to 192.168.0.1). Assign ports 2 and 3 to a VLAN,
name 8 with ID 8. Assign ports 4 and 5 to a VLAN, name 9 with ID 9. Port 1 will be the assigned frunk port.

C. In ESXi, create 3 vSwitches. vSwitchO, vSwitch8, vSwitch?. vSwitchO should have been created and
configured by default as the management switch. vSwtich8 connects to ports 1 and 2 on the host port, this
corresponds to vmnic8 and vmnic9. vSwtich? connects to ports 3 and 4 on the host port, which corresponds
to vmnic 10 and 11. Vmnic numbers may vary.

D. vSwitchO
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Next, create 2 port groups. First port group named VLAN8 with an ID of 8, assign vSwitch8 to it, inherit all
settings from vSwitch8.
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H. Create another port group named VLAN9, with an ID of 9, assign vSiwtch? to it as well, inherit all settings from

vSwitch9.
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|. Create a LANforge VM.

vm  ESXi Host Client

@ Navigator
[ Host
Manage

Monitor

@ Virtual Machines
B v3ava
Monitor

(]

"G v-13a-v3

Monitor

" v-ava

£l console B Monitor |

» Power on

4D Power off

v-f34-v3

I osuspena A Reset | #Eait | CRemresn | £ Actions

Guest OS
Compatibilty
VMware Tools

Red Hat Fedora (64-bit)
ESXi 8.0 U2 virtual machine
No

cPUs 4
Memory

Py
336 MHz

MEMORY ——y

3498 Y

STORAGE
256.08 GB

More Vs,
B storage ~ General Information + Haraware Configuration
) YO.ATA_____ADAT.. > @ Networking > @ cru 4vepus
> @ vrasa > €8 VMware Tools VMware Tools Is not installed. £ Actions. @@ Memory. 1668
More storage...
> @ Storage Taiskc > QHard disk1 26068
@ Networking (4
O o [ Notes 4 Edit notes & USB controler Us8 20
vSwitchs > %8, Network adapter 1 VM Network (Connected)
vSwitcho ~ Performance summary last hour > ', Network adapter 2 VLANS (Connected)
vmnicz
vmni
& v @ Consumed host memory. > ) Video card 16 M8
5 vmnicl £ 15 i > @ co/ovD drive 1 1O [v-f34-5a] Fedora-Workstation-Live-x86_64-34-1.2.is0
3 g
P g 3 & Select disc Image
& 3
S L 2 [ Others Additional Hardware. -
() Recent tasks 5]
Task « Target ~ initiator + Gueued o Started © Resuita « Completed v v
Power On VM & voas oot 121272023 09:47:32 21212023 094732 @ Foica-The =
Power On VM & veeva root o 12/12/2023 072910

J. Install Fedora and then LANforge on the VM. See also: Ifserver install.

K. After successful VM creation and Fedora 34 install, power off the VM.

L. Add network ports to the VM for VLAN8 and VLANY.

Open the terminal and type: vim /etc/sysctl.conf
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For more information, see sysctl.conf(5) and sysctl.d(5).

sctl.conf" [readonly] 11L, 479B

3. Here, at the bottom of this file, we will add this line: net.ipv4.conf.br0.proxy_arp=1, this will keep proxy arps
consistent across reboots.

4. Finally, run the command: sysctl -p to force reload system settings.
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5. Open LANforge GUI, and in Netsmith tab, right click -> new bridge.

6. Uncheck DHCP option for bridge, name it br0.



Netsmith configuration for Resource: vm-6c¢95(1.1) Version: 5.4.8 v) (&) (x
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A. Apply and Sync in Netsmith.
B. In Port Mgr tab, double click the the newly created bridge (in this example, it is br0).
C. Make sure DHCP is unchecked, and all Gateway, IP, DNS are set to 0.0.0.0.

D. Afthe bottom, underneath the buttons that say Add Ports and Remove Ports, type eth1 and press enter,
then eth2.



E. Click "Add Ports’, Click Apply, then Sync. Once eth1 and eth2 show up under configured as well as current
ports, then close the bridge editing tab.
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F. In Port Mgr, there will be no IP's showing up here. This is because we're simply redirecting traffic from one
VLAN to the next VLAN. If we want IP's here, we need to make a redirect device to spawn off some IP's.

LANforge Manager Version(5.4.8) DO
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7. Have devices (on VLAN9) request DHCP from the server so we can see DHCP crossing through LANforge.

8. Highlight the downstream port, eth2, and click sniff packets. Here, we are looking for signs of a DHCP Request
and a DHCP ACK external to this virtual lanforge.




LANforge Manager Version(5.4.8) V) (a) (x
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31 4.126201851 0.6.8.6 255.255.255.255 DHCP 342 DHCP Request - Transaction 1D @xc3b2c169
32 4.126219651 9.0.0.0 255.255.255.255 DHCP 342 DHCP Request - Transaction ID @xc3b2c109
33 4.130576471  172.16.6.1 172.16.0.34 DHCP 342 DHCP ACK - Transaction 1D Oxc3b2c169
34 4,133424569 172.16.9.1 172.16,0.34 DHCP 342 DHCP ACK - Transaction ID @xc3b2c189
35 4.207835525 6.0.8.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID ©x74b6ed57
36 4.207881226  0.0.0.0 255,265, 255.255 DHCP 342 DHCP Discover - Transaction ID Gx74b6eds7
37 4.280051120 F182::16 ICHPv6 99 Multicast Listener Report Message v2
38 4.288095402 Az 102::16 ICMPVE 96 Multicast Listener Report Message v2
39 4.450423107 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x2308516¢c
48 4.459442077 ©.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x2398516c
41 4.690524475 172.16.8.1 172.16.0.35 DHCP 342 DHCP Offer - Transaction ID ©x7588197f
42 4.691520399  0.0.0.6 255.255.255.255 DHCP 342 DHCP Request - Transaction ID Ox7588197F
43 4.691536630 0.0.8.0 255.255.255.255 DHCP 342 DHCP Request - Transaction ID @x7508197f
44 4.608369854  172.16.0.1 172.16.0.35 DHCP 342 DHCP ACK ~ Transaction 1D Ox7508197f
45 4.704608739  172.16.0.1 172.16.0.35 DHCP. 342 DHCP ACK - Transaction ID Ox7581977
46 4.891189848 172.16.8.1 172.16.0.32 DHCP 342 DHCP Offer - Transaction ID @xf72f592b
% 47 4.892188362 9.0.0.0 255.255.255.255 DHCP 342 DHCP Request - Transaction ID @xf72r592b
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49 4.899102070 172.16.6.1 172.16.0.32 DHCP 342 DHCP ACK - Transaction ID @xf72r592b -
‘ D
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Ethernet II, Src: PCEngines_5e:06:Td (00:0d:b9:5e:06:Td), Dst: PCEngines 5a:7b:fe (06:0d:b9:5a:7b:fe)
Logged in to: localhost:4002 as: Admin Internet Protocol Version 4, Src: 17:

172.16.0.1, Dst: 172.16.0.35
Transmission Control Protocol, Src Port: 33003, Dst Port: 33064, Seq: 1, Ack: 1, Len: 1448
LANforge Traffic Generator

© 7 wireshark_eth23EQEW2.pcapng Packets: 64 - Dropped: 0 (0.0%) Profile: Default

A. Verify traffic flow with the ping command. Use external IPs to the virtual LANForge, because traffic
originating within LANforge will only give a partial network traffic route between VLANs. Ping -1 172.16.0.1
172.16.0.32.

9. If we are not seeing anything relating to DHCP on wireshark, then check the VLAN configuration in ESXi.
Neither VLAN should be configured with EST or VGT tagging modes. (VLAN IDs need to be between 1 and
4094).

10. When setting VLAN IDs to [0] you set the vSwitch to External Switch Tagging mode. When setting the VLAN IDs
to [4095] you set the vSwitch to Virtual Guest Tagging mode. Please set the VLAN IDs to the corresponding
incoming VLAN ID's. This sets the vSwitches to Virtual Switch Tagging mode. In our lab testing, an external
switch was used and two tagged ports were created, one containing VLAN 8 and one containing VLAN 9. In
ESXi, these port groups should be ID'd the same, 8 and 9.

11. Verify upstream and downstream ports.

A. Verify upstream port (this is eth2, on the QVLAN9 network) in LANforge with “sudo tcpdump -ni eth2’, the
interface for the upstream port can be addtionally verified in ESXi under Networking -> Port Groups -> VLANS.
vSwitch topology will show VM's the VLAN services, including the MAC ADDR of the upstream port, as well as
the physical adapters on the otherside of the topology.

B. Verify downstream port (thisis eth1 infroducing DHCP to the LANforge and on the VLAN8 network), with
‘sudo fcpdump -ni eth1’, the interface for the upstream port can be addtionally verified in ESXi under
Networking -> Port Groups -> VLANG9. This is a similar process as the previous step.
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