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LANforge	/	UDP

http://localhost/LANforgeGUI/ex10_scripted_layer3.php




http://www.candelatech.com/lanforge_v3/cb/ex3_udp_script_report.txt




















http://www.candelatech.com/lfgui_ug.php#cx




http://www.candelatech.com/lfgui_ug.php#port


http://www.candelatech.com/lfgui_ug.php#l4




curl

c-clive
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2000	+	(3	x	1000)	=	5000 5000	x	4kB	=	20,000kB
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'*'
eth4

00:e0:ed:30:*:*
1000

172.16.1.1
255.255.0.0



eth5

00:e0:ed:05:*:*
1000

172.16.10.1
255.255.0.0



slow	(15	s)



eg13cx
eth4#0
eth5#0

9,000	B



eg13cx



999.
1

All

slow	(10s)





Tx	Bytes Rx	Bytes

Pattern



eth4 eth5

eth4













eth1





eth1

1Gbps
Zero	(0	bps)
UDP	Pld	(1,472	B)





slow	(10	s) 9999

198.105.254.11
1MB

udpgen





macgen
00:01:00:00:00:00
00:0e:fa:12:bc:3a
10.26.0.1
10.26.254.254
10.27.0.1
10.27.254.254

80,000
1514
1514
65,025
1

Use	Router	MAC

UnManaged



macgen
00:01:00:00:00:00
00:02:00:00:00:00

10.26.0.1
10.26.254.254
10.27.0.1
10.27.254.254

80,000
1514
1514
65,025
65,025

Use	Router	MAC

UnManaged





DHCP

192.168.1.201
10.26.39.1
10.26.39.10

netsh
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192.168.100.39
10.26.39.2
10.26.39.3
10.26.39.4



1
1

Both







Resource

1

2





Level-1

w7-ad1_xp-ad2
LANforge	/	TCP

Windows	7
ad1

TCP	(1460	B)
100Mbit

XP	Guest
ad2

100Mbit
TCP	(1460	B)

100Mbit



Level-1

w7-ad2_xp-ad3
LANforge	/	TCP

Windows	7
ad2

TCP	(1460	B)
100Mbit

XP	Guest
ad3

TCP	(1460	B)
100Mbit



10.26.1.3
smb://10.26.1.3/fileio 10.26.1.3:/home/fileio



10.26.1.10

*:*:*:*:*:* 00:26:*:*:*:*
10.26.1.10 255.255.255.0

40.
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nfs-writer
NFS

p1p1#0
2KB
1MB

10KB
25MB

100Mbps
1Gbps

2
10.26.1.3:/home/fileio

AUTO



9
2



cifs-writer

CIFS

p1p1#10

2k 1M

10KB 100MB

10	Mbps 100	Mbps

//10.26.1.3/fileio

user=lanforge,passwd=lanforge

9
2



nfs-writer

nfs-reader

p1p1#20

Read

10	Mbps 100	Mbps

nfs-writer

nfs-reader



9

2

cifs-writer



cifs-writer

cifs-reader
p1p1#30

Read
10	Mbps 100	Mbps

cifs-writer

user=lanforge,passwd=lanforge

cifs-reader

9
2





control-left-click









ethtool

ethtool	-g	eth1

ethtool	-G	eth1	tx	4096	rx	4096

mount	|	grep	nfs grep	nfs	/proc/mounts

sysctl	net.core.rmem_default=8388608
sysctl	net.core.rmem_max=16777216
sysctl	net.core.wmem_default=8388608
sysctl	net.core.wmem_max=16777216

ssh

http://alephnull.com/benchmarks/sata2012/nfsv4.html


su	- sudo	-s

systemctl	stop	httpd

systemctl	disable	httpd

systemctl	daemon-reload



Listen

Listen
Listen	192.168.1.40:80



rd0a
rd0b



10.2.0.1
255.255.255.0



10.2.0.3
255.255.255.0



cd	/home/lanforge/vr_conf



nginx_rd0a.conf

10.2.0.1:80	bind_dev=rd0a;





sudo	chown	lanforge:lanforge	/usr/local/lanforge/nginx/html

cd	/usr/local/lanforge/nginx/html

ln	-s	/usr/share/dict/linux.words	.



lanforge lanforge



/usr/local/lanforge/nginx/html



web-requests

fast	(1	s)

rd0b

6000

http://10.2.0.1/index.html

/dev/null





ping	-I	10.2.0.3	10.2.0.1

sudo	netstat	-ntlp	|	grep	':80'

/home/lanforge/local/bin/curl
cd	/home/lanforge	&&	.	./lanforge.profile



/home/lanforge/local/bin/curl	--help

cd	/home/lanforge/local/bin
./curl	--interface	10.2.0.3	'http://10.2.0.1/index.html'



cd
/usr/local/lanforge/nginx/logs

nginx eth1
eth2

ee::2:1/120 eth1
ee::2:2/120 eth2

ee::2:fe



eth2

$	ping6	-I	ee::2:2%eth2	ee::2:1



/home/lanforge/vr_conf/nginx_eth1.conf
listen [::] [ee::2:1]

/usr/local/lanforge/nginx/logs

eth1

http://[ee::2:1]/index.html
/dev/null

eth1 eth2



10.0.0.101/24



10.0.0.102/24

/home/lanforge



rdesktop	LANforge-IP



/home/lanforge

dd	if=/dev/urandom	of=/home/lanforge/small-file.bin	bs=1k	count=44

dd	if=/dev/urandom	of=/home/lanforge/large-file.bin	bs=1k	count=10240

https://filezilla-project.org/download.php


sftp://LANforge-IP

/home/lanforge

/home/lanforge





fast	(1	s)
eth1

600

ftp://lanforge:lanforge@10.0.0.102/small-file.bin

ftp://lanforge:lanforge@10.0.0.102/large-file.bin
/home/lanforge

/home/lanforge
/home/lanforge

ftp://lanforge:lanforge@10.0.0.102/large-file.bin
ftp://lanforge:lanforge@10.0.0.102/your-file-name

/dev/null

ftp-download





/home/lanforge

/home/lanforge



/home/lanforge

/home/lanforge



server-IP filename











[SPACE] [ENTER]
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htop	-p	`pgrep	btserver	|	tr	"\n"	","	|	sed	's/,$//'`
sudo	yum	install	htop



ps	aux	|	grep	btserver	|	awk	'{s+=$6}	END	{print	s}'

while	sleep	1;	do	ps	aux	|	grep	btserver	|	awk	'{s+=$6}	END	{print	s}';	done
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realm.py

import	sys
if	'py-json'	not	in	sys.path:
				sys.path.append(os.path.join(os.path.abspath('..'),	'py-json'))

from
LANforge.lfcli_base	import	LFCliBase

station_list	=	LFUtils.port_name_series(prefix_="sta",
				start_id_=0,	
				end_id_=4,	
				padding_number_=10000)

	ip_var_test	=	IPV4VariableTime(lfjson_host,	lfjson_port,	
				number_template="00",	
				sta_list=station_list,
				name_prefix="var_time",
				ssid="testNet",
				password="testPass",
				resource=1,
				security="wpa2",	
				test_duration="5m",
				side_a_min_rate=256,	
				side_b_min_rate=256)

cleanup()

build()

start()

stop()

https://github.com/greearb/lanforge-scripts/blob/master/py-scripts/test_ipv4_variable_time.py


def	main():
				lfjson_host	=	"localhost"
				lfjson_port	=	8080
				station_list	=	LFUtils.portNameSeries(prefix_="sta",	start_id_=0,	end_id_=4,	padding_number_=10000)
				ip_var_test	=	IPV4VariableTime(lfjson_host,	lfjson_port,	number_template="00",	sta_list=station_list,
								name_prefix="var_time",
								ssid="testNet",
								password="testPass",
								resource=1,
								security="wpa2",	test_duration="5m",
								side_a_min_rate=256,	side_b_min_rate=256),
				ip_var_test.cleanup(station_list)
				ip_var_test.build()
				if	not	ip_var_test.passes():
								print(ip_var_test.get_fail_message())
								exit(1)
				ip_var_test.start(False,	False)
				ip_var_test.stop()
				if	not	ip_var_test.passes():
								print(ip_var_test.get_fail_message())
								exit(1)
				time.sleep(30)
				ip_var_test.cleanup(station_list)
				if	ip_var_test.passes():
								print("Full	test	passed,	all	connections	increased	rx	bytes")

lfcli_base._pass() lfcli_base._fail()

self._pass() self._fail()
message print_pass print_fail _pass() _fail()

print_pass print_fail
lfcli_base

get_result_list()
get_failed_result_list()
get_fail_message()
get_all_message()

passes()

get_result_list()
get_failed_result_list()
get_fail_message()
get_message()

https://github.com/greearb/lanforge-scripts/blob/master/py-json/LANforge/lfcli_base.py


station_profile.use_security()

station_profile.set_number_template()

self.station_profile.set_command_flag("add_sta","create_admin_down",1)
self.station_profile.set_command_param("set_port","report_timer",1500)
self.station_profile.set_command_flag("set_port","rpt_timer",	1)

station_profile.create() cx_profile.create()

for	station	in	range(len(self.sta_list)):
				temp_sta_list.append(str(self.resource)+"."+self.sta_list[station])
self.station_profile.create(resource=1,	radio="wiphy0",	sta_names_=self.sta_list,	debug=False)
self.cx_profile.create(endp_type="lf_udp",	side_a=temp_sta_list,	side_b="1.eth1",	sleep_time=.5)
self._pass("PASS:	Station	build	finished")

i foo-A
foo-B

new_station_profile()

create()
self.station_profile.use_security(security_type,	ssid,
passwd)

self.station_profile.use_security("wpa2",	"testNet",	"testPass")	

self.station_profile.number_template_
number_template

self.station_profile.number_template_="00"

self.station_profile.mode

self.station_profile.mode=0

station_profile.admin_up() realm.wait_for_ip(resource,
sta_list)

cx_profile.start_cx()
cx_profile.stop_cx()

https://github.com/greearb/lanforge-scripts/blob/master/py-json/realm.py
https://www.candelatech.com/lfcli_ug.php#add_sta


self.local_realm.create_new_l3_cx_profile()

create()
self.cx_profile.name_prefix

self.cx_profile.name_prefix

number_template

self.cx_profile.name_prefix="test_"

_min_bps _max_bps

self.cx_profile.side_a_min_bps=56000
self.cx_profile.side_b_min_bps=56000

StationProfile set_wifi_extra()

key_mgmt eap identity
passwd realm domain

hessid

key_mgmt="WPA-EAP"
eap="TTLS"
identity="testuser"
passwd="testpasswd"
realm="localhost.localdomain"
domain="localhost.localdomain"
hessid="00:00:00:00:00:01"

set_wifi_extra()

station_profile.set_wifi_extra(key_mgmt,	eap,	identity,	passwd,	realm,	domain,	hessid)

StationProfile L3CXProfile
station_profile.cleanup(resource,	desired_station_list)
cx_profile.cleanup()

Realm remove_all_stations(),
remove_all_endps(),	and	remove_all_cxs()

https://github.com/greearb/lanforge-scripts/blob/master/py-json/realm.py
https://www.candelatech.com/lfcli_ug.php#set_wifi_extra


_debug_on=True
StationProfile.create()

StationProfile.create()

-	381	-	sta0000-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	
{'flags':	132096,
'flags_mask':	68719608832,
'key':	'testPass',
'mac':	'xx:xx:xx:xx:*:xx',
'mode':	0,'
radio':	'wiphy0',
'resource':	1,
'shelf':	1,
'ssid':	'testNet,
'sta_name':	'sta0000'}
								
								

{'current_flags':	2147483649,
'interest':	8437762,
'port':	'sta0000',
'report_timer':	1500,
'resource':	1,
'shelf':	1}
<LANforge.LFRequest.LFRequest	object	at	0x7f13dbc56850>
-~381	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	
								
								

https://www.candelatech.com/lfcli_ug.php#add_sta
https://www.candelatech.com/lfcli_ug.php#set_port
http://127.0.0.1:8080/help/


add_sta

http://127.0.0.1:8080/help/add_sta
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https://www.candelatech.com/cookbook.php?vol=cli&book=Python:+Create+Test+Scripts+Using+Realm


self.local_realm.new_l4_cx_profile()

l4_cx_profile.requests_per_ten requests_per_ten	=	600

l4_cx_profile.url

l4_cx_profile.url	=	"dl	http://10.40.0.1	/dev/null"

class	IPV4L4(LFCliBase):
				def	__init__(self,	host,	port,	ssid,	security,	password,	url,	requests_per_ten,	station_list,
								target_requests_per_ten=600,	number_template="00000",	resource=1,	num_tests=1,
								_debug_on=False,
								_exit_on_error=False,
								_exit_on_fail=False):
				super().__init__(host,	port,	_debug=_debug_on,	_halt_on_error=_exit_on_error,	_exit_on_fail=_exit_on_fail)
				self.host	=	host
				self.port	=	port
				self.ssid	=	ssid
				self.security	=	security
				self.password	=	password
				self.url	=	url
				self.requests_per_ten	=	requests_per_ten
				self.number_template	=	number_template
				self.sta_list	=	station_list
				self.resource	=	resource
				self.num_tests	=	num_tests
				self.target_requests_per_ten	=	target_requests_per_ten

				self.local_realm	=	realm.Realm(lfclient_host=self.host,	lfclient_port=self.port)
				self.cx_profile	=	self.local_realm.new_l4_cx_profile()
				self.cx_profile.url	=	self.url
				self.cx_profile.requests_per_ten	=	self.requests_per_ten

				#	Station	Profile	init

l4_cx_profile.start_cx() l4_cx_profile.stop_cx()

https://www.candelatech.com/lfcli_ug.php#add_l4_endp
https://github.com/greearb/lanforge-scripts/blob/master/py-scripts/test_ipv4_l4_urls_per_ten.py


def	build(self):
				#	Build	stations
				self.station_profile.use_security(self.security,	self.ssid,	self.password)
				print("Creating	stations")
				self.station_profile.create(resource=1,	radio="wiphy0",	sta_names_=self.sta_list,	debug=self.debug)
				temp_sta_list	=	[]
				for	station	in	range(len(self.sta_list)):
								temp_sta_list.append(str(self.resource)	+	"."	+	self.sta_list[station])

				self.l4_profile.create(ports=temp_sta_list,	sleep_time=.5,	debug_=self.debug,	suppress_related_commands_=None)

def	start(self,	print_pass=False,	print_fail=False):
				temp_stas	=	self.sta_list.copy()
				temp_stas.append("eth1")
				cur_time	=	datetime.datetime.now()
				interval_time	=	cur_time	+	datetime.timedelta(minutes=1)
				passes	=	0
				expected_passes	=	0
				self.station_profile.admin_up(1)
				self.local_realm.wait_for_ip(self.resource,	temp_stas)
				self.l4_profile.start_cx()
				print("Starting	test")
				for	test	in	range(self.num_tests):
								expected_passes	+=	1
								while	cur_time	<	interval_time:
												time.sleep(1)
												cur_time	=	datetime.datetime.now()

								if	self.l4_profile.check_errors(self.debug):
												if	self.__check_request_rate():
																passes	+=	1
												else:
																self._fail("FAIL:	Request	rate	did	not	exceed	90%	target	rate",	print_fail)
																break
												else:
																self._fail("FAIL:	Errors	found	getting	to	%s	"	%	self.url,	print_fail)
																break
												interval_time	=	cur_time	+	datetime.timedelta(minutes=1)
				if	passes	==	expected_passes:
								self._pass("PASS:	All	tests	passes",	print_pass)

total-urls
urls/s
rx	rate tx	rate

acc.	denied
bad-url
nf	(4xx)

http://localhost:8080/layer4/list
http://localhost:8080/layer4/all


realm.py

self.local_realm.new_generic_cx_profile()

gen_cx_profile.type
self.cx_profile.type	=	"lfping"

gen_cx_profile.dest
self.cx_profile.dest	=	"127.0.0.1"

gen_cx_profile.interval
self.cx_profile.interval	=	1

class	GenTest(LFCliBase):
				def	__init__(self,	host,	port,	ssid,	security,	password,	sta_list,	name_prefix,	upstream,
																	number_template="00000",	test_duration="5m",	type="lfping",	dest="127.0.0.1",
																	interval=1,	radio="wiphy0",
																	_debug_on=False,
																	_exit_on_error=False,
																	_exit_on_fail=False):
								super().__init__(host,	port,	_debug=_debug_on,	_halt_on_error=_exit_on_error,	_exit_on_fail=_exit_on_fail)
								self.host	=	host
								self.port	=	port
								self.ssid	=	ssid
								self.radio	=	radio
								self.upstream	=	upstream
								self.sta_list	=	sta_list
								self.security	=	security
								self.password	=	password

								self.number_template	=	number_template
								self.name_prefix	=	name_prefix
								self.test_duration	=	test_duration

								self.local_realm	=	realm.Realm(lfclient_host=self.host,	lfclient_port=self.port)
								self.cx_profile	=	self.local_realm.new_generic_cx_profile()
								self.cx_profile.type	=	type
								self.cx_profile.dest	=	dest
								self.cx_profile.interval	=	interval

				#	Station	Profile	init

gen_cx_profile.start_cx()
gen_cx_profile.stop_cx()

https://www.candelatech.com/cookbook.php?vol=cli&book=Python:+Create+Test+Scripts+Using+Realm


def	build(self):
				self.station_profile.use_security(self.security,	self.ssid,	self.password)
				self.station_profile.set_number_template(self.number_template)
				print("Creating	stations")
				self.station_profile.set_command_flag("add_sta",	"create_admin_down",	1)
				self.station_profile.set_command_param("set_port",	"report_timer",	1500)
				self.station_profile.set_command_flag("set_port",	"rpt_timer",	1)
				self.station_profile.create(radio=self.radio,	sta_names_=self.sta_list,	debug=self.debug)
				self.cx_profile.create(ports=self.station_profile.station_names,	sleep_time=.5)
				self._pass("PASS:	Station	build	finished")

def	start(self,	print_pass=False,	print_fail=False):
				self.station_profile.admin_up()
				temp_stas	=	self.sta_list.copy()
				temp_stas.append(self.upstream)
				if	self.local_realm.wait_for_ip(temp_stas):
								self._pass("All	stations	got	IPs",	print_pass)
				else:
								self._fail("Stations	failed	to	get	IPs",	print_fail)
								exit(1)
				cur_time	=	datetime.datetime.now()
				passes	=	0
				expected_passes	=	0
				self.cx_profile.start_cx()
				time.sleep(15)
				end_time	=	self.local_realm.parse_time("30s")	+	cur_time
				print("Starting	Test...")
				while	cur_time	<	end_time:
								cur_time	=	datetime.datetime.now()
								gen_results	=	self.json_get("generic/list?fields=name,last+results",	debug_=self.debug)
								if	gen_results['endpoints']	is	not	None:
												for	name	in	gen_results['endpoints']:
																for	k,	v	in	name.items():
																				if	v['name']	in	self.cx_profile.created_endp	and	not	v['name'].endswith('1'):
																								expected_passes	+=	1
																								if	v['last	results']	!=	""	and	"Unreachable"	not	in	v['last	results']:
																												passes	+=	1
																								else:
																												self._fail("%s	Failed	to	ping	%s	"	%	(v['name'],	self.cx_profile.dest),	print_fail)
																												break
								time.sleep(1)
				if	passes	==	expected_passes:
								self._pass("PASS:	All	tests	passed",	print_pass)



lfping
start lfping

Destination	Host	Unreachable
64	bytes	from	10.40.0.1:	icmp_seq=1	time=4.55	ms	***	drop:	0	(0,	0.000)		rx:	1		fail:	0		bytes:	64



/tmp tmpfs

i tmpfs

/etc/php.ini upload_tmp_dir	=	“/home/lanforge/tmp”

tmpfs

/etc/php.ini

2	x	1024	x	1024	x	1024	/	16	=	134,217,728	~=	134MB

2	x	1024	x	1024	x	1024	/	64	=	33,554,432	~=	33MB

post_max_size	=	8M
upload_max_filesize	=	2M



/usr/local/lanforge/nginx/html
☑

/home/lanforge/vr_conf/nginx_eth1.conf

location	/up.php	{
					include	/usr/local/lanforge/nginx/conf/fastcgi_params;
					fastcgi_param	SCRIPT_FILENAME	$document_root$fastcgi_script_name;
					fastcgi_pass	unix:/run/php-fpm/www.sock;
					fastcgi_index	index.php;
}

		1	#	Remove	the	first	line	'#	Autogenerated	by	...'	and	edit	the	file	as
		2	#	desired	for	a	custom	config	file.
		3	
		4	worker_processes								1;
		5	error_log	logs/eth1_error.log;
		6	pid													/home/lanforge/vr_conf/nginx_eth1.pid;
		7	events	{
		8					worker_connections		1024;
		9	}
	10	
	11	http	{
	12					include							/usr/local/lanforge/nginx/conf/mime.types;
	13					default_type		application/octet-stream;
	14					access_log		logs/eth1_access.log;
	15					sendfile												on;
	16					keepalive_timeout		65;
	17	
	18					server	{
	19									listen							192.168.48.92:80	bind_dev=eth1;
	20									server_name		localhost;
	21									access_log		logs/eth1_host.access.log;
	22	
	23									location	/	{
	24													root			html;
	25													index		index.html	index.htm;
	26									}
	27									error_page			500	502	503	504		/50x.html;
	28									location	=	/50x.html	{
	29													root			html;
	30									}
	31									location	/up.php	{
	32														include	/usr/local/lanforge/nginx/conf/fastcgi_params;
	33														fastcgi_param	SCRIPT_FILENAME	$document_root$fastcgi_script_name;
	34														fastcgi_pass	unix:/run/php-fpm/www.sock;
	35														fastcgi_index	index.php;
	36									}
	37				}
	38	}		

/etc/php-fpm.d/www.conf

nobody

listen.acl_users	=	apache,nginx,nobody

#	systemctl	restart	php-fpm.service ↵

sudo	-s

#	cd	/usr/local/lanforge/nginx/logs ↵

#	tail	-F	*.log ↵



[crit]	connect()	to	unix:/run/php-fpm/www.sock	failed	(13:
Permission	denied)	while	connecting	to	upstream,	client:	192.168.48.18,
server:	localhost,	request:	"GET	/up.php	HTTP/1.1",	upstream:
"fastcgi://unix:/run/php-fpm/www.sock:"

/etc/php-fpm/www.conf

☐

☑

$	sudo	-s ↵

#	cd	/home/lanforge ↵

#	./vrf_exec.bash	wlan0	curl	-sqv	http​://192.168.48.92/up.php ↵

vrf_exec.bash

#	xhost	+ ↵

#	su	- ↵

#	cd	/home/lanforge ↵

#	export	DISPLAY=:1 ↵

#	./vrf_exec.bash	eth1	firefox	http​://192.168.48.92/up.php ↵

/var/www/html

curl	-F

filename= [input] [input
type=file]

@/var/www/html/data_slug_256K.bin

./vrf_exec.bash	wlan0	curl	-F
'filename=@/var/www/html/data_slug_256K.bin'	http://192.168.48.92/up.php



./vrf_exec.bash	wlan0	curl	-F	'filename=@/var/www/html/data_slug_256K.bin'	http://192.168.48.92/up.php

Dload		Upload			Total			Spent				Left		Speed
0					0				0					0				0					0						0						0	--:--:--	--:--:--	--:--:--					0
100		256k				0			622		100		256k		24960		10.0M	--:--:--	--:--:--	--:--:--	10.4M
<!DOCTYPE	html>
<html	lang="en">
<head>
	<title>Layer	4	Upload	Test</title>
	<meta	charset="utf-8">
	<style>
					body	{
									font-family:	"Century	Gothic",	"DejaVu	Sans",Arial,Helvetica,sans-serif;
									margin:	1em	auto;
					}
					h1	{
									text-align:	center;
					}
	</style>
</head>
<body>
	<h1>Layer	4	File	Upload	Test</h1>
					<h1>Result:</h1>
					<ul>
									<li>File	name:	<tt><data_slug_256K.bin></tt></li>
									<li>File	size:	<tt><262144></tt></li>
									<li>File	tmp:	<tt></tmp/phpRLHVa2></tt></li>
					</ul>
</body></html>

./vrf_exec.bash	wlan0	curl	-s	-o/tmp/$$.html	-F	'filename=@/var/www/html/data_slug_256K.bin'	http://192.168.48.92/up.php;
grep	File	/tmp/$$.html

<h1>Layer	4	File	Upload	Test</h1>
					<li>File	name:	<tt>[data_slug_256K.bin]</tt></li>
					<li>File	size:	<tt>[262144]</tt></li>
					<li>File	tmp:	<tt>[/tmp/phpfhDFMf]</tt></li>
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