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LANforge-ICE Cookbook

The LANforge-ICE Cookbook provides a set of high-level examples of how to setup useful test scenarios in
LANforge-ICE for WAN emulation. Each example intends to give the reader a brief infroduction to the test
scenario and a set of step-by-step instructions on how to use the LANforge-GUI to configure the test.

All of the following examples will work on Linux systems running the LANforge software with the LANforge kernel
and a sufficient license. If you are running another Linux kernel, you will not be able to exactly duplicate some of
the examples, but there are usually work-arounds available to assist you. Please contact us at
support@candelatech.com if you have any questions.

If you are using the Windows version of LANforge, you will have to modify ports using the Windows utilities and
you will not be able to duplicate the Routed Mode ICE examples. Everything else should work approximately the
same, but the performance is limited to 10Mbps speeds.

LANforge-ICE WAN Emulation

Before attempting the examples below, ensure that you have successfully followed these software installation
guides:

e LANforge-GUI Installation

e LANforge-Server Installation

It is also recommended that you back up your current running LANforge-Server database so that you may safely
return to your current operating statfe.

LANforge-ICE Cookbook Examples

Bridged Mode (Non-routed) WanLink

—_

2. Bridged Mode WanlLink with Virtual Ports and Redirect Devices
3. Routed Mode WanlLinks with Virfual Routers

4. Routed Mode WanlLinks with a Single Physical Port
5. Routed Mode Wanlinks with WanPaths

6. Virtual Router with DHCP Service

7. Virtual Router with NAT

8. Multiple Layer-2 Switches

9. Multiple Virtual Routers
10. Multiple Physical Port Testing - CT970-48
11. Bridging Three Wanlinks
12. WanPath Corruptions
13. WanlLink Queue Discipline
14. ICE WiFi Gaming Demonstration Video
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15. Using Custom DNS on LANforge with DNSmasq

Bri M Non-rout Wanlink

Goal: Allow LANforge-ICE to sit transparently on a network segment by using a Bridged
Mode Wanlink to simulate a WAN.

In this test scenario, a LANforge-ICE Wanlink is created in Bridged Mode to simulate a WAN consisting of a DS1
speed (1.544Mbps) link with 20ms of delay in one direction and 30ms of delay in the other direction.

1. Setup the LANforge Ports so that they have 0.0.0.0 IP addresses. (Bridged Mode Wanlinks use ports that have
no IP address because the ports are fransparent to the traffic flowing through them.)

A. A: Go to the Port Manager to see what ports are available. In this example, we will use eth1 and
eth2. ethO is the management port and cannot be used for WanLinks.

LANforge Manager Version(5.3.6) v () (x

| Stop All | | Restart Manager |

Layer-4 rGeneric rTest Mgr rTest Group rF\esource Mgr rEvent Log rA\erts rPunt Mgr rvAP Stations rMessages |
Status | layer3 | L3Endps | VolP/RTP | VolP/RTPEndps | Armageddon | Wanlinks | Attenuators | Filed0 |

Control Reporting Tear-Off Info Plugins

Disp: [192.168.100.239:0 | | Sniff Packets ‘ |E| ‘ Clear Counters | | Reset Port | | Delete ‘
Rpt Timer: |med1um (8 s) |V‘ | Apply ‘ III ‘ View Details | | Create | | Modify ‘ | Batch Modify: |
All Ethernet Interfaces (Ports) for all Resources,

Port |Pha...| Down P SEC| Alias P;éf”t R<Bytes | RQ¥s | PpsRX | bpsRX| TXBytes | TXPkis | PpsTX
1.1.0 ] ] |[192.168.100.106|0 =tho 1,685,061 14, Total number of packets received by this Interface. | TN
1.1.1 [ [ [o.0.0.0 0 [ethl 0 of o 0 1,208| 16| 0
e I [ 0 |ethz 0 0| of o 1.208| 16| 0

[4] Il I

Logged inte: 192,168.100.106:4002 as: Admin

For more information see LANforge-GUI User Guide: Porfs (Interfaces)

2. Create a WanlLink.


https://www.candelatech.com/cookbook/ice/Using_Custom_DNS_on_LANforge_with_DNSmasq
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A. Go to the Wanlinks tab

LANforge Manager \Version(5.3.6)

Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager |

Layer-4 rGeneric rTest Mgr rTest Group rF\escurce Mgr r Event Log rA\erts r Port Mgr rvAP Stations r Messages |

v

~

L X

Status | layer3 | L3Endps | VolP/RTP | VolP/RTPEndps | Armageddon | Wanlinks | Aftenuators

| Filelo

‘ Select all || Start || Switch H Stop || Clear ‘

Rpt Timer: |fast (1s) : Test Manager |all hd

[[] Hide Stopped

WanlLinks for Selected Test Manager

Name | EID | kM| sState | Endpoints (AeB) | Pkt TxA—B | PktTxA<B | BpsfxB | BpsRxA

| Rpt Timer

Name \ Run\ Script Max Rate Tx Pkts Rx Pkts Tx Rate

TxDrop%\ Dropped \ Tr-Failed Fa\led-Late\ TX Bytes \

[4] I

Logged into: 192.168.100.106:4002 as: Admin

B. Create a WanlLink

WL-01 - CrEate,’Modify WanLink ) () (%
I:‘ | lapplyt | | 0K | ‘ Display WanLink & WanPaths | | Cancel
WanLink Information WanLink Information
Name: we-o1 [] Pass-Through [] HW Pass-Through
AL |CU5T0M |'| [] coupled-Mode Kernel Mode
Endpoint A& Endpoint B Resource: ‘1 (1f8350-16ac) ‘v
Port: [t etnn) [=][z tethy [*] |Ret Timer fost o =
Transfer Rate: |11 (1544 mops) [ ][ (154 Mbps) | w] -
Endpoint A Endpoint B
Delay: |sma'll (20 ns) |7H39 (3 ns) ‘v| Reorder-Freq: |zeru (0%) ‘v”zeru (G%) |v|
Drop-Freg: |zero (o) |szem (o) ‘v| DupFreq: |zeru (0%) ‘v”zeru (0%) |v|
Jitter: |zero (0 us) |szeru (@ us) ‘v| Drap Burst: B ‘ . ‘1 | R | i |l ‘
Jitter-Freq: |zero (8%) |szeru (0%) ‘v|
Reorder Amt: min |1 ‘ max ‘20 | min (1 | ma |2U ‘
| Seript i Script |
A. To simulate a WAN, enter a specific amount of delay or other impairment
B. For this example, enter 20ms of delay for Entry Point A and 30ms of delay for Enfry Point B
C. Be sure fo set the correct ports and transfer rate for each Entry Point
D. Click OK when done




C. Verify the WanLink was created

Control Reporting Tear-Off Info Plugins

LANforge Manager

Version(5.3.6)

| Fbstart Manager | Refresh HELP
WARNING: This will restart the server processes!

| stopan |

Layer-4 rGeneric rTest Mgr rTest Group rF\escurce Mgr r Event Log rA\erts

Port Mgr | vAP Stations [ Messages |
| Filelo |

[ L3 Endps

Status | Layer3

[ VoIPRTP

[" wanlinks | Attenuators

| volPRTPEndps | Armageddon

Rpt Timer: |fast (1s) : Test Manager |all hd

[[] Hide Stopped

‘ Select All || Start || Switch H Stop || Cleari‘

| Display || Create H Maodify || Batch Modify | | Delete |

WanlLinks for Selected Test Manager

Name | EID | kM| state

| Endpoints (& = B) |

| Rpt Timer
1,00(

Eps Rx A

Bps RxB |
1,544,000

Pkt TxA—»B | PktTxA<B |
1,544,000]

6.2 | [v] |stopped

|WL-01-A <==wWL-.. |

ol ol

WL-01

[Tv]

All WanLink Endpomt

WPs Name Run| Script Max Rate T Pkts Rx Pkts Tx Rate | TxDrop % | Dropped | Txfailed |Failediate| TX Bytes
+ |WL-01-A [] |[None 1,544,000 4] 4] 4] 0 0 0 0 0
+ |WLO01B [] [None 1,544,000 0 Q Q 4] 1] 0 0 0

[4]

Logged into: 192.168.100.106:4002 as: Admin

Go to the Status tab and click Netsmith to view the graphical representation of the WanLink

D.
P - Loy e e e e e — ——
LANforge Manager Version(5.4.3) x) {a) (x
Control Reporting Windows Info Tests
Chamber View ‘ Stop All | | Restart Manager | Refresh HELP

status | Port Mgr | Layer-2 | L3 Endps [ Layer 4-7 | wanlinks | Resource Mgr | Alerts | Messages | Warnings | wifi-Messages [ +

Current Users Saved Test Configurations

License Info
Licenses expire in: 656 days. Admin from:127.0.0.1 Conﬁguration: |FACTORY DFLT |v‘ | Load |
gnuserver from:127.0.0.1 -
Support expires in: 656 days. | Download DB | | Show | Delete |
Status View: |Ports by Resource |v| Name | | Gkl |
Realm 0

ManageriResource 1]

nE|
n (]
o [

2 stations: 2t 01 0

Logged in to: localhost: 4002 as: Admin




E. This is the general form of a Bridged Mode WanlLink in Netsmith. It consists of two 0.0.0.0 IP addressed
ports with a vertical bar between them.

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ) () (%
Virtual Routers and Connections

[»

Mé;t-etho

192,168.100.106/24

Right-click/double-click/drag supported L]

M Router Port

¥ B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.

Applies NAT to outgoing packets.

Router supports OSPF

Router supports Multicast

* Router supports BGP ethl sth2
Router supports IPv6 284 ol j WL-01 DIRBEY

= Peer ICE CX <-1 ms, 1.544 Mbps ¥ 20 ms, 1.544 Mbps -=

M Edge Port
Collision Domain h

=== Stopped WanLink

=== Running WanLink

M Phantom/Unknown

=19 TX over last 3s

B9 Drop over last 60s

(——Network Connection

~———Stopped FIRE

——Running FIRE

—Peer ICE

——Bridge Active

~——Bridge Configured

~—Parent/Child

* mmEn

=
4] i [ Iv]

WanLinks Show Legend| [v] Fire IPvds Info Print sync Apply Close

[v] WanLink Names [¢] Port Names [ Fire Names Zero-Pv4s apply Progress: Cancel Apply

Peer WanLinks Parents [] col. Domains [] IPvés
. Netsmith Status:
[v] WanLink Config

For more information see LANforge-GUI User Guide: WanLinks (ICE)

3. Run traffic and verify results.


http://www.candelatech.com/lfgui_ug.php#wl

A. Right-click on the WanlLink and select Toggle Wanlink to allow fraffic to flow from a fransmitting

device to areceiving device

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ) () (%

Wirtual Routers and Connections

Right-click/double-click/drag supported
M Router Port

¥ B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF

Router supports Multicast

* mmEn

Mé;t-etho
192,168.100.106/24
|

[»

[¥] WanLink Names Port Names []Fire Names

Parents

Peer WanLinks
[v] WanLink Config

[] col. Domains [] IPvés

* Router supports BGP ethl eth2 S
Router supports IPv6 .0‘0'0'0“0 WL-01 -0'0‘0'0!0
" PeerICE CX <-1ms, 1.544 Mbps | pisplay WanLink & WanPaths
M Edge Port Connect
Collision Domain

=== Stopped WanLink Gludify

=== Running WanLink Toggle WanLi%

M Phantom/Unknown Maodify WanLin

m—19% TX over last 3s Modify Port

B9 Drop over last 60s Creste Ports

(——Network Connection Sniff Port

~———Stopped FIRE

——Running FIRE R e

——Peer ICE Delete Port

——Bridge Active Delete WanLink

~———Bridge Configured Delete

~—Pparent/Child 1
<

4 I [ »]
WanLinks Show Legend [¥] Fire IPvds Apply Close

Info Print Sync
Zero-IPv4s ppply Progress: 10 Cancel Apply

Netsmlth et _

mplete

B. The transmitting/receiving devices can be just about anything that generates and receives traffic
such as a web server and client or a pair of LANforge-FIRE ports.

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 v a) X

Virtual Routers and Connections

Right-click/double-click/drag supported
M Router Port
¥ B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
* Router supports BGP

Router supports IPve
" Peer ICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=15 TX over last 3s
B 9% Drop over last 60s
(——Network Connection
~—— Stopped FIRE
——Running FIRE
~—=PeerICE
(——Bridge Active
~——Bridge Configured
—— Parent/Child

“ mmEnN

[»

Mgt-etho
192.168.100.106/24
]

ethl
0,0.0.0/0 WL
=-1ms, 1.544 Mbps  § 20 ms, 1,544 Mbps =

eth2
0.0.0.0/0

-

4]

Il DN

Show Legend [v] Fire
|| Fire Names

[¥] WanLinks

WanLink Names
Peer WanlLinks
[v] WanLink Config

ort Names
Parents

[] Col. Domains []IPvéEs

IPvds Info Print Sync Apply Close
Zero-IPvds ppply Progress: 10 p Cancel Apply

Nersmlth StatUS: _

A. Right-click the WanLink and select Display WanlLink




C. View the WanlLink display

WanLink Display: WL-01 Manager: 192.168.100.106 ) (~) (x
Endpoint: WL-01-A (1.1.1.1) Endpoint: WL-01-B (1.1.2.2)
e []20-sec Averages [[] 20-sec Averages 08
WAN Speed: 1.544 Mbps TX Rate: 207.778 Kbps WAN Speed: 1.544 Mbps TX Rate: 1.558 Mbps
RX Rate: 207.778 Kbps  TX Pkts: 250857 RX Rate: 1.558 Mbps TX Phkts: 33024
Dropped: 0O Duplicated: 0 Dropped: 0O Duplicated: 0
Reordered: 0 TX Failed: 0 Reordered: 0 TX Failed: 0
4,295 Gbps 4.295 Gbpa
16.777 Mbps [~ 16.777 Mbps
65.526 Kbps | [ 65.526 Kbps
256 bps [~ 256 bps
0 bps 0 bps
Rx Bytes Dropped [R: Rx Bytes Dropped [R g d
1.544 Mbps 1.544 Mhps
1.158 Mbps — 1.158 Mbps
772 Kbps - 772 Kbpa
286 Kbps — 286 Kbps
79KE e ks 75KE
Backles Ry Throughput [Recorded] R Throughput [Re d] Backlog
WanPaths for Wanlink Endpoint: WL-01 -4
MName Tx Rate \ D\sabled| ! | IF \ Filter Pattern Tx Pkts | Rxt Pk‘ts| TX Bytes | RX Eytes| Dropped| Dup Pkts| oc
[l ] ] [»]
WanPaths for Wanlink Endpoint: WL-01-B
Name | Tx Rate D\sabled| ! | 'F ‘ Filter Pattern | s Pkts|Rkats| TX Bytes | R)(Eyte5| Dropped | Dup Pkts|0(
[l ] I [»]
‘ Display Selected Paths | [[] Pause Display | Print | | Modify | ‘ Stop ‘ | Refresh | | Clear | | Close |

For more information see Refer fo the LANforge FIRE Cookbook fo run fraffic.

4. View the Wanlinks tab

LANforge Manager Version(5.3.6) shda) (x
Control Reporting Tear-Off Info Plugins
‘ [stop All ‘ ‘ Restart Manager ‘ HELP
Layer-4 rGeneric rTest Mgr rTest Group rResource Mgr rEvent Log rAIerts r/Port Mgr ruAP Statiens rMessages |
Status | Llayer-2 | LZEndps | VolPRTP | VolP/RTP Endps |” Armageddon |” WanLinks | Attenuators [ Filedo
Rpt Timer: |fast (1s) Go Test Manager |all - | Select Al || Start H Switch || Stop H Clear |
[] Hide Stopped ‘ Display H Create H Modify H Batch Modify ‘ | Delete ‘
WanlLinks for Selected Test Manager
Name | EID|kM|  state | Endpoints(A«B) | PkiTkA—B | PkiTkAe<B | BpsRkB |  BpsRxA | Rpt Timer |
WL01 6.2 | ¥l |Run [WL-01-A <=> WL-... | 63,510 479,506 1,544,000] 1,544,000 1,000]
s s s s Endpmnts .....................................................................................
WPs Name Run| Script Max Rate T Pkts Rx Pkts Tx Rate | Tx Drop % | Dropped | Tw-Failed |Failed-Late| TX Bytes | RX Bytes
+ [WL-01-A None 1,544,000 479,506 63,516| 1,545,125 0 0 o] 0[42,183,816| 5,588,544
+ [WLO01B MNong 1,544,000 53,510 479,512 208,004 0 0 0 0 5.588.015(42,184,344

] i

[»]

‘ Logged into: 192,168.100.106:4002 as: Admin

A. Selecting a WanLink automatically selects the WanLink Endpoints on the bofttom panel



http://www.candelatech.com/lfgui_fire_cookbook.php

B. Scroll fo the right on the bottom panel to note the Serialization Delay (delay injected by LANforge to
account for packet size and fransfer rate). Also, the Wanlink must have a high enough fransfer rate
to pass all the fraffic. In other words, if a layer-3 connection is sending 100Mbps of traffic, the
WanLink must allow at least 100Mbps transfer rate

C. Inthis case, SD = (1514 bytes * 8 bits/byte) / 1.544Mbps = 7.8ms

D. The total delay as experienced by the fransmitting/receiving device is the sum of the WanLink
configured delay and the serialization delay which in this case would be about 28ms in one
direction and 38ms in the other.

For more information see LANforge FAQ: Serialization Delay

Bridged Mode Wanlink with Virtual Ports
and Redirect Devices

Goal: Setup a Bridged Mode Wanlink using RDDs (Redirect Devices).

In this test scenario, a LANforge-ICE Wanlink is created in Bridged Mode using Redirect Devices to illustrate an
example of how to send LANforge-FIRE traffic to yourself through LANforge-ICE. This is useful when physical
ports are in short supply and a proof-of-concept test is needed. NOTE: THIS WILL NOT WORK PROPERLY WITHOUT
THE INSTALLATION OF THE CANDELA KERNEL.

1. Setup a Netsmith Connection.

A. Go to the Status tab and click Netsmith

oy = o T

LANforge Manager Version(5.4.3) v} () (x

Control Reporting Windows Info Tests

Chamber View ‘ Stop All | | Restart Manager | Refresh HELP

Status rPort Mgr rLayer—S rLS Endps rLayer 4-7 rWanLinks rRescurce Mar rA\er‘ts fMessages rWarnings rWifi—Messages +

License Info Current Users Saved Test Configurations
Licenses expire in: 656 days * Admin from:127.0.0.1 Configuration: |FACTORY DFLT |v‘ | P |
gruserver fram:127.0.0.1 =
Support expires in: 656 days. | Download DB | Show Progress | | Delete |
Status View: |Ports by Resource |v| Name: ‘ | | P |
Realm 0
ManageriResource 1|
m ]
" ]
" [
Netsmith

Logged in to: localhost: 4002 as: Admin 2 stations: 21 07 0@
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Right-click inside the Netsmith window and select New Connection
:’-ﬁn ‘ | R LR ) | ‘ PR | | AaA _ CHS  CJIL VIEW  JCaikil ISiiLigl CICip "
Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ) (a) (X

Wirtual Routers and Connections

=

Mgt-ethO
192.168.1.3/24

ethl
182.168.42,7/23

£

eth2
1 &
wiphy0  wiphyl

] n . phy
|
th Iliwl anl
= wlang
3 New Router

New Connection

NeWw Bridge

WanLinks [] Show Legend [v]Fire IPvds Info Print Sync Apply Close
0

1

[¥] WanLink Names Port Names Fire Names [ ] Zero-IPvds Apply Progress:
Peer Wanlinks Parents Col. Domains [] IPvEs

m Cancel Apply

Metsmith Status:

[¥] WanLink Config




. Accept defaults, Auto Create everything and click OK
=R I~ ) LT | ot ] forr=s B U CUIL VIEWE Jedibil JSiiiidl CISip .
Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ) (a) (X

Wirtual Routers and Connections

=

Mgt-ethO
192.168.1.3/24

ethl
182.168.42,7/23

|
eth2

1 &

wiphy0  wiphyl
] n . phy
|
th Iliwl anl
= wlang
] rddVRO rddVR1

| = L I

WanLinks [] Show Legend [v]Fire IPvds Info Print Sync Apply
00Y nplete

1

Close
Cancel Apply

A. NOTE: The new connection consists of two pairs of Redirect Devices, Port 1A, 1B and Port
2A, 2B and a Wanlink. The new connection is not created until you click the Apply button
in the Netsmith window.

[¥] WanLink Names Port Names Fire Names [ ] Zero-IPvds Apply Progress:
Peer Wanlinks Parents Col. Domains [] IPvEs

e

Netsmith Status: [ENEERERNIN

[¥] WanLink Config




D. Apply the new connection

A= T - oy ] po e BESEEENNN TUS  EUIL VISV JTCibil ISiiiiigl neip

= Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3

Wirtual Routers and Connections

Mgt-ethO
192.168.1.3/24

ethl
182.168.42,7/23

ul
eth2

I =

wiphy0 wiphyl
] CH
L]
th Iliwl anl
= wlang

rddVRO g VRWL-1.1.00 el

=-Dus 1.544 Mbps ¥ 0 us, 1,544 Mbps =

WanLinks [[] Show Legend Fire IPvds Info Print Sync Ap \u

[¥] WanLink Names Port Names Fire Names [ ] Zero-IPvds Appl
Peer Wanlinks Parents Col. Domains [] IPvEs

Metsmith Status:

[¥] WanLink Config

Iy changes, but do not close the current window to allow mo

A. NOTE: The new connection is created and has a Bridged Mode WanlLink between Redirect
Device ports 1B and 2B which are shown as smaller, green squares (B-Ports) connected by

a vertfical bar (WanLink).

For more information see LANforge-GUI User Guide: Virtual Interfaces

2. Setup the Wanlink.
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R R T |

Right-click the WanLink and select Modify WanLink

Py ISHiligl rsip

B S CuiL VIEW  STdikil

AR L
L

Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 >

el

TR S I

L=

rddvRO

Wirtual Routers and Connections

Mgt-ethO

2.168.1.3/24

ethl
192,168.42,7/23
eth2
L]
wiphy0 wiphyl
n E phy!

wlanl
wlano

VRWL-1,1.000 LR

=<- 0 us, 1.544 Mbps

Display WanLink & WanPaths
Connect

Modify

Toggle WanLink
Modify WanLink
Modifyk}’ort
Create Ports
Sniff Port
Reset Port
Delete Port
Delete WanLink
Delete

[¥] WanLinks [] Show Legend [v]Fire
Fire Names

Col. Domains

[¥] WanLink Names Port Names

Peer Wanlinks
[¥] WanLink Config

Parents

Apply

Close

IPvds Info Print Sync

[l Zero-Pvas apply Progress:

[]1PvEs
Metsmith Status:

B. Verify Thcﬂ The B-side ports of the Redlrect Dewce pairs (rddVROb and rddVR1b) are configured

Cancel Apply

£l

e

—————— G s e e s s=ccca PN LI LU B ST T L
VRWL-1.1.000 - Create/Modify WanLink v (a) (x
l:‘ | Display WanLink & WanPaths | ‘ Sync ‘ | Apply | ‘ oK ‘ | Lancel |
WanLink Information M WanLink Information
Name: MRWL-1.1.000 [l Pass-Through []HW Pass-Through
Risssts |CUSTOM |'|| [] Coupled-Mode []Kernel-Mode
Endpoint A Endpoint B Resource: |1 |v
Port: [12 trdavrob) | +|[L4 (rdavRLE) [+] Rt Timer foet o E
Transfer Rate: |Tl (1.544 Mbps) |v||T1 (1.544 Mbps) ‘v| -
Endpoint A Endpoint B
Delay: |zeru (0 us) |v||zero (0 us) ‘v| Reorder-Freg: |zer0 () |v||zero %) ‘v|
Drop-Freq: |zeru (G%) |v||zeru (0%) ‘v| Blipemia: |zer0 () |v||zero o) ‘v|
Jitter: |zer0 (0 us) |v||zero (0 us) ‘v| Drop Burst: B | N |1 |m i ‘ . |1 ‘
Jitter-Freq: [zere (ew [+|[zero (ow) I~
Reorder Amt: min (1 | mac |20 | min 1 ‘ ma |20 ‘
| Script | | Script |

vl

-
A. NOTE: Be sure to set the impairment, if any, and fransfer rate

B. Click OK when done



O

Right-click on the WanlLink and select Toggle Wanlink fo Running (green)
“p o | | R

TRt S| | - MIEVE. SSaikil  ISLILL

iLiai

(al=17)

Iz |

Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3

wirtual Routers and Connections

Mgt-ethO
192.168.1.3/24

ethl
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For more information see LANforge-GUI User Guide: WanLinks (ICE)
3. Setup the ports.

A. Right-click port rddVRO and select Modify Port
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Assign an IP address and Network Mask to rddVRO

LANforae Manader Version(5.4.3) [l
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Assign an IP address and Network Mask to rddVR1

LANtorage Manader Version{(3.4.3) [l
=d rddVR1 (If0350-c8dc) Configure Settings > (a) (X t
Port Status Information
i Current:  LINK-UP PROBE-ERROR TS0 GS0 GRO
3 .
= Driver Infa: Port Type: Redirect-Device Peer: rddVRlb 1
Ll
U Port Configurables
Enable General Interface Settings Port Rates Advert Rates
o [ setmac [ 1obtHD
Doemaw  Coown  Dlasige  oHCP Hostoame: [ore[7] i
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O
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| Print || Display | | Probe || Sync | | Apply || oK | | Cancel |

A. NOTE: As an alternate method to set Network Mask, enter a / followed by the number of
mask bits after the IP address. In this case, /24 is equivalent o 255.255.255.0

. Select the IPv4s checkbox at the bottom of the Netsmith window to verify port configuration
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F. Go to the Port Mgr tab to verify port configuration

E— [ P R e meme m s mm e mmes L meemeeeemsimge s
LANforge Manager Version(5.4.3) ) (a) (x
Control Reporting Windows Info Tests
Chamber View ‘ Stop All | | Restart Manager | Refresh HELP
Status | Port Mgr r Layer-3 r L2 Endps |/ Layer 4-7 rWanLinks rRescurce Mar rA\er‘ts r Messages rWarnings rWifi—Messages +
Disp: ‘192‘168.1.3:1 | | Sniff Packets | Down EI | Clear Counters | ‘ Reset Port | | Delete |
Rpt Timer: ‘medium (8 s) |V| | Apply | [CIwRF |Z| | Display | ‘ Create | | Maodify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent|
Port |@| ¥ IP SEC| Alias S RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX bps i
1.1.00 192.168.1.3 0 ethd 12,587,573 143,206 39| 22,947 48,826,836/ 162,093 44, 207.8
1.1.01 192.168.42.7 9] ethl 405,312 6,727 1 489 10,392 112 0
1102 0.0.0.0 0 eth2 Q Q 0 Q 0 [0} 0
1.1.03 0.0.0.0 0 wiphyQ 145,811 9,157 1 Q 7,360 52 0
1.1.04 0.0.0.0 0 wiphyl 0 3,948 0 0 o] 0 o]
1105 0.0.0.0 0 wlano wiphyQ Q Q 0 Q o] 0 o]
1107 0.0.0.0 0 wlanl wiphyl Q Q 0 Q o] 0 o]
1111 100.1.1.100 0 rddvR0O  rddv... 1,546 19 0 0 2,232 28 0
1132 0.0.0.0 0 rddvRob rddv... 2,232 28 1] 0 1,546 19 0
X113z 100.1.1.101 0 rddvR1 rddv.. 1,546 19 0 [u] 2,252 28 0
1.1.34 0.0.0.0 0 rddvRlb rddv... 2,252 28 0 [u] 1,546 19 0
[4] I | [»]
Logged in to: localhost: 4002 as: Admin 2 stations: 21 07 0@

A. NOTE: The Bridged Mode WanlLink is connected between rddVROb and rddVR1b which
both have 0.0.0.0 IP addresses

For more information see LANforge-GUI User Guide: Ports (Inferfaces)

4. Create a Layer-3 Connection.

A.

Go to the Layer-3 tab and click Create

o — - - B T R e e g e m

LANforge Manager Version(5.4.3) >3 {a) (x
Control Reporting Windows Info Tests

Chamber View ‘ Stop All | | Restart Manager | Refresh HELP

Status | Port Mgr | Layer3 | L3 Endps | Layer 4-7 | Wanlinks | Resource Mgr | Alerts |’ jes | Warnings | WifiMessages | + |
Rpt Timer: : Test Manager | Select All || Start + || Stop - || Quiesce || Clear |
View ‘0-500 ‘V|GU| | Display || Cregte || Modify ‘ | Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B ‘RxDrop%A‘RxDrop% B| Drop Pkts A| Drop Pkts
(] i v

Logged in to: localhost: 4002 as: Admin 2 stations: 2t 01 0@
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B. The RDD-FIRE connection will use the A-side ports of the Redirect Device pairs

LANTorge Manader Versionis.4.3) Lvdeled (X),

F RDD-FIRE - Create/Modify Cross Connect RORED
+ All Display Sync Batch-Create Apply OK Cancel
Al | | | | Lok | |
E Cross-Connect Cross-Connect =
CX Mame: |RDD-FIRE Report Timer: |‘Fas‘t (1 s) |v ”

CX Type: [tanforge / uDP [~] e S
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| [+ (1Fesso-cade) [ 2 (ifease-case) [~ s fauro [ [ruro [~]
Port: [11 trdavr0) [~][13 rdavR1) [~] v 1o Pm': [Sone [z [ome —

— Min T« Rate: |1G L B |" |lG el |v‘ Min Duration: |Forever |v‘ |Forever |v‘
EEEEGEE == -] Max Duration;  |Same || [same ¥ |=
Min PDU Size: |UDP Pld (1,472 B) |vHUDP Pld (1,472 B) |v‘ i Reconn |0 T |vHa — |v‘
Max PDU Size: |Same |v‘ |Same |v‘ e |Same |v‘ |Same |v‘

IP Tos: |Ees‘t Effort (o) |v‘ |Eest Effort (o) |v‘ S |Nurmal @ |v‘ |Nurmal (0)| |v‘
Pkts To Send: |Inf1n1te |v‘ |Inf1nlte |v‘ A PRl
| Script I Script \

3 Thresholds Thresholds

K

2

A. NOTE: These are the ports rddVRO and rddVR1 that were assigned IP addresses in step 2

- — -

[

Verify the Layer-3 connection was created

P
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R

LANforge Manager
Control Reporting Windows Info Tests

Chamber View

Version(5.4.3)

‘ Stop All |

| Restart Manager |

Refresh

HELP

Status rPort Mgr rLayer-B rLB Endps rLayer 4-7 rWanLinks rRescurce Mgr rA\er‘ts rMessages rWarmimgs rWifi-Messages +

Rot T Test Manager

| Select All || Start + || Stop - || Quiesce || Clear |

View ‘U -500 ‘V|Go| | Display || Creste || Modify ‘ | Delete |
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RDD-FIRE LF/UDP |Stopped 8] [4] 8] 0 8] [u] 0

[

[»]

For more information see LANforge-GUI User Guide: Layer-3 Cross Connects (FIRE)

Logged in to: localhost:4002 as: Admin
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5. Run LANforge-FIRE fo yourself through LANforge-ICE!

A.

Select the Layer-3 Cross Connect and click Start

s — - e smeeeeseme P e L T

LANforge Manager Version(5.4.3) >) () (X

Control Reporting Windows Info Tests

Chamber View ‘ Stop All | | Restart Manager | Refresh HELP
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RDD-FIRE LF/UDF Run 0 0 0 0 100 100 171,050 o5
[4] Ii v

Logged in to: localhost:4002 as: Admin

Click Display to show the Layer-3 Cross Connect details

Cross Connect: RDD-FIRE Manager: localhost ) (a) (X
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£ a5 o 265 64 s93: 86 73 51
| bps TX: 32.685 Mbps RX Rate: 1.501 Mbps ﬁf,lgu 2~20 E;l%éw 2720 bps TX: 123.187 Mbps RX Rate: 0 bps %2331:3 2720 323571 2-20
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1080 s
R Kane 168 1 128 1 11214 EIIXIOP ygg im0 128: 0
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g Ss2. 707 . sz0 . Ve S52: 30 . RZ0 N
17.18 Gbos Logsio 2720 1oase 2720 1718 Ghps 10640 2720 10 2720
| || P 26z 0 | 515 w3 | 215 [ 32554 mbps 2088 0 [2~15 im0 L2~15
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C. Go to the Status tab and click Netsmith to view the graphical representation of the setup

Loy = e e e T
Netsmith configuration for Resource: 1f0350-c8dc(1.1) Version: 5.4.3 x) (o) (x E
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D. Right-click on the WanLink and select Display WanlLink to display the WanLink details

WanLink Display: VRWL-1.1.000 Manager: localhost ») a) (X
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[«] Il | Ir]
WanPaths for WanLink Endpoint: VRWL-1.1.000-B
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1 ] [ »]

| Display Selected Paths

[]Pause Display | Print | | Modify | | Stop | | Refresh | | Clear | | Close |




Routed M Wanlinks with Virtual
Routers

Goal: Setup a Routed Mode Wanlink between two Virtual Routers.

In this test scenario, LANforge-ICE is used to simulate a routed network where incoming traffic on one port is
sent through one Virtual Router then through a WanlLink, then through a second Virtual Router and then finally
out to a port on a different network.

1. Setup a Netsmith Connection.

A. Go to the Status tab and click Netsmith

e ™ T
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- PP R

LANforge Manager Version(5.4.3) ) () (x

Control Reporting Windows Info Tests
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Support expires in: 656 days. | Download DB | | Show Progress | | Delete |
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Netsmith
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Logged in to: localhost:4002 as: Admin




Right-click in the Netsmith window and select New Connection
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Accept defaults, Auto Create everything then click OK
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D. Click Apply in the Netsmith window to create the connection
o ¥ ‘ | i At | ‘ o S | | S _ CHS  CJIL VIEW  JCaikil ISiiLigl CICip "
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For more information see LANforge-GUI User Guide: Netsmith
2. Setup two Virtual Routers.

A. Right-click in the Netsmith window and select New Router

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 AN
Virtual Routers and Connections -
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B. Accept defaults, or change the name, graphical size and notes about the Virtual Router.

Notes about this Virtual Router

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 vl () (%
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A. Click OK when done

C. Click the Apply button and repeat for the second Virtual Router
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(. |Right-clickidouble-click/drag supported

" |M Router Port ROINA) New Router

“L |= B Ports NewMonnection
Stopped FIRE CX MNew Bridge

Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast rddvR0O g VRWL-1.1,00Q rddvR1
“ Router supports BGP <-0us, 1.544 Mbps B 0us, 1.544 Mbps =

Router supports IPv6
" PeerICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=—19% TX over last 3s 195 188100106

b o . /24

% Drop over last 60s
——MNetwork Connection

" = EEE

~—— Stopped FIRE .eml e
——Running FIRE .e
——Peer ICE

——Bridge Active
~——Bridge Configured
——Parent/Child

-

q Il

[v]

|
WanLinks Show Legend [v] Fire IPvds Info Print sync Apply Close
(4] nplete

[¥] WanLink Names [¢] Port Names [ Fire Names [] Zero-Pv4s apply Progress: 1

Cancel Apply

Peer WanLinks Parents [] col. Domains [] IPvs
. Netsmith Status:
[v] WanLink Config

A. NOTE: After making any changes to the Netsmith window, you must click Apply or your
changes will NOT be implemented and could be lost.




D. Click the Apply button followed by the Sync button

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

Virtual Routers and Connections

Right-click/double-click/drag supported
M Router Port

“L = B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF

RO(1)

" = EE N

Router supports IPv6
" Peer ICE CX
M Edge Port

Collision Domain
== Stopped WanLink
=== Running WanLink
M pPhantom/Unknown
T Ol [l £ 195 B 100105

b . . 24

E_9% Drop over last 60s ]
——MNetwork Connection h
—— stopped FIRE = 1eth2
——Running FIRE I~
~——Peer ICE
(——Bridge Active
~——Bridge Configured
~—Parent/Child

R1(2]

Router supports Multicast rddvRO g VRWL-1.1.00 rddvR1
Al
* Router supports BGP = =0 Us, 1.54 Mbps B 0 us, 1.544 Mbps = .

[4]

<] il

I [v]

WanLinks Show Legend Fire IPvéds Info Print Sync

[¥] WanLink Names Port Names [ ]Fire Names []Zero-Pvds Apply Progress:

Close

Cancel Apply

Peer WanLinks Parents [] col. Domains [] IPvés
Netsmith Status:
[v] WanLink Config

A. NOTE: Clicking Sync makes sure any changes are synchronized with the current database.

B. Also, note the Netsmith Apply Progress bar displayed at the bottom of the Netsmith

window.

For more information see LANforge-GUI User Guide: Netsmith

3. Configure the ports on the ends of the WanlLink.
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A. Right-click port rddVRO and select Modify Port

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

Virtual Routers and Connections

(. |Right-click/idouble-click/drag supported
" | Router Port

"L |= B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF

RO(1)

" = EE N

Router supports IPv6
= peer ICE CX Conmedt
M Edge Port Modify
Collision Domain Toggle WanLink
=== Stopped WanLink Modify WanLink
=== Running WanLink Madify P
I Mgt-etho | Craate Ports
=% TX over last 3s 1 ohiTG -
=—1% Drop over last 60s ] nirr Fo
——MNetwork Connection il Reset Port
~— Stopped FIRE B ctho Delete Port
— Running FIRE ] Delete WanLink
~——Peer ICE Delete

(——Bridge Active
~——Bridge Configured
~—Parent/Child

[»

R1(2]

: Router supports Multicast .rddVRD » VRWL-1.1.00 rddvR1
Router supports EGP Display WanLink & WanPaths [0 us, 1,544 MEps = -

<] il

-

I v ]

WanLinks Show Legend Fire IPvéds Info Print Sync
10 p

[¥] WanLink Mames Port Names [ ]Fire Mames [ ] ZerolPvds Apply Progress:
Peer WanLinks Parents [] col. Domains [] IPvés

Apply

Close
Cancel Apply
Netsmith Status:
[v] WanLink Config

B. Assign an IP address and Network Mask.

LANtorae Manaager Version(5.4.3)

b el 2 )

rddVRO (If0350-c8dc) Configure Settings

wlola

B

|ial

St

2l

=

Port Status Information
Current: LINE-UP PROBE-ERROR TS0 GS0 GRO

Driver Info: Port Type: Redirect-Device Peer: rddVROb rddVROb...

Port Configurables

Enable General Interface Settings
[[] SetMac
[ SetTQ Len [ Down [ Awne-Mgt DHCP Hostname:
[] setmTu [] DHCP-PvE DHCP Release  DHCP Vendor ID:

fload

I SEcoflon ] DHCP-IPv4 SecondaryPs | DHCP Client ID:
[] setPROMISC
[] Set ReaallCs DMS Servers: BLAME Peer IP:

[ Set Bridge Infa IP Address: 100.1.1.100 Global IPvE:
IP Mask: 255.255.255.0 Link IPvé:

- Gateway IP: 0.0.0.0 IPv6 GW!:
Services
[] wrTe Alias: MTU:
] Fme MAC Addr: fe:1d:d6:79:aa:@a  TX 0 Len
[]ons
[] raDIUS

[] IPSEC-Client

[[] 1Psec-upstream

Port Rates

Advert Ratas

mpLE

Mo

A. This example uses 10.1.1.100 and 255.255.255.0.



C. Right-click port rddVR1 and select Modify Port

Netsmith configuration for Resource: f0350-10ac(1.1) Version: 5.3.6 v) () (x
Virtual Routers and Connections =
o
~
.. |Right-click/double-click/drag supported
" | Router Port PRI RL(2)
. |m BPorts
= Stopped FIRE CX
® Running FIRE CX
® Serves DHCP to incoming requests.
= Applies MAT to outgoing packets. .
“ Router supports OSPF rddvRo
Router supports Multicast .100.1‘1‘1[10,'24 y VRWLL.1.000 rddvR1
R e =-0us, 1,544 Mbps B ous 1,524 Mbps = Display WanLink & WanPaths
Router supports IPve B -
= PeerICE CX onnec
M Edge Port Modify
Collision Domain Teggle WanLink
=== Stopped WanLink Maodify WanLink
=== Running WanLink Modify RQrt
M Phantom/Unknown ittt R
=% TX over last 35 155.168,100,106/24 o
=% Drop over last 60s [}
——MNetwork Connection S Reset Port
-~ Stopped FIRE [ Delete Port
—Running FIRE ] Delete WanLink
~—Peer ICE
Delet
——Bridge Active cere
~—— Bridge Configured
~—— Parent/Child
]
[l 1 I [+]
WanLinks Show Legend [¥] Fire IPv4s Info Print syne Apply Close
[¥]wanLink Mames [v] Port Names []Fire Names [ ZeroPvds apply Progress: np Cancel Apply
Peer Wanlinks Parents [l col. Domains [] IPv6s
Netsmith Status
[v] WanLink Config

D. Assign an IP address and Network Mask.

LANforae Manader Version(5.4.3) el )
=q rddvR1 (If0350-c8dc) Configure Settings >) (o) (x
Port Status Infarmation
3 Current:  LINK-UP PROBE-ERROR TSO GS0 GRO
g D eniny Pher by Redliceee Devitel PreSlIuR 1D
& Port Configurables
Enabla General Interface Settings Part Rates Advert Ratas
q [ setmac [ 1obtHD
[ et 0 Len [] Down [] Aux-Mgt DHCP Hostname: [ 106t
% [[] set MU [] DHCP-PvE DHCP Release  DHCP Vendor ID: [ 100ktHD
L Fload
o [l Serofles ] DHCP-Pv4 Secondary!Ps | DHCP Client ID;
[] set FROMISC
O se DNS Servers:  [BLANK Peer|P: MNA
[] Set Bridge Infa IP Address: 100.1.12.101 Global IPvE: Al
IP Mask: 255.255.255.0 Link IPv6: AUTO Ml s
s GatewayIP:  [0.0.0.0 IPV8 GW: AUTO [
[] HTTe Alias: MTL: 1500 [] Promisc
[l ETE A dr: 4e:24:c9:61:34:8b  TX Q Len 1000 [ Rax-aLL oo
RADIUS - Eypass NOW! UFO Enabled
= : Rpt Timer: mediun (8 s) ﬂ WiFi Bridge: NONE = []&va [] uFo Enabled
= [] IPSEC-Client - ) [] Bvpass Power-up GSO Enabled
2 [] IPsec-Upstream At IPSec Passy " ] Bypass Power-DOWN [] LRO Enabled
e [[] Bvpass Disconnact GRO Enablad
| Print || Display | | Probe || Sync | | Apply || 0K | | Cancel

A. This example uses 10.1.1.101 and 255.255.255.0.

For more information see LANforge-GUI User Guide: Netsmith

4. Drag the ends of the WanLink info the Virtual Routers.

o
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A. Left-click and drag rddVRO into Router RO(1)

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

virtual Routers and Connections

Right-click/double-click/drag supported

M Router Port LT

“\ |® B Ports
Stopped FIRE CX A

i I (4]
Running FIRE CX_ . 10D.1.1,100/24
Serves DHCP to incoming requests. |

R1(2]

" = EE N

Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
* Router supports BGP
Router supports IPv6 h’
" Peer ICE CX
M Edge Port
Collision Domain
== Stopped WanLink
.— Running WanLink
Phantom/Unknown
9 TX cw:rer last 3s Nisetil
192,168.100,106/24
E_9% Drop over last 60s ]
——MNetwork Connection h
—— stopped FIRE = 1eth2
——Running FIRE I~
~——Peer ICE
(——Bridge Active
~——Bridge Configured
~—Parent/Child

rddvR1
100.1.1.101y

[4]

<] il

WanLinks Show Legend Fire IPvds Info Print Sync Apply

[¥] WanLink Names Port Names [ ]Fire Names []Zero-Pvds Apply Progress: pl

Cancel Apply

Peer WanLinks Parents [] col. Domains [] IPvés
Netsmith Status:
[v] WanLink Config

B. Left-click and drag rddVR1 info Router R1(2)

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

virtual Routers and Connections

Right-click/double-click/drag supported EIEN]
M Router Port
“\ |®= B Ports
" Stopped FIRE CX
® Running FIRE CX HavRo
" Serves DHCP to incoming requests. 100.1.1.100/24
L] B
.

g VRWL1.1.000

Applies NAT to outgoing packets.
<-0us, 1,544 Mbps ¥ 0 us, 1.544 Mbps =

Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
.— Running WanLink
Phantom/Unknown
19 TX cw:rer last 3s Hgteil
192,168.100,106/24
E_9% Drop over last 60s
——MNetwork Connection

0

—— stopped FIRE .eml oy [N
——Running FIRE .e
~——Peer ICE

(——Bridge Active
~——Bridge Configured
~—Parent/Child

rddvR1
100.1.1.101/24

[4]

<] il

WanLinks Show Legend Fire IPvas Info Print Sync Apply

[¥] wantLink Names [¢] Port Names []Fire Names [ ZeroPv4s apply Progress: pl

Cancel Apply

Peer WanLinks Parents [] col. Domains [] IPvés
Netsmith Status:
[v] WanLink Config




C. Click the Apply button at the bottom of the Netsmith window

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

Virtual Routers and Connections

Right-click/double-click/drag supported
M Router Port
“L = B Ports
" Stopped FIRE CX
® Running FIRE CX
® Serves DHCP to incoming requests.
= Applies NAT to outgoing packets.
* Router supports OSPF
Router supports Multicast
* Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
== Stopped WanLink
=== Running WanLink
M pPhantom/Unknown
=% TX over last 3s
E_9% Drop over last 60s
——MNetwork Connection
~—— Stopped FIRE
——Running FIRE
~——Peer ICE
(——Bridge Active
~——Bridge Configured
~—Parent/Child

RO(1)

ridvRO rddvR1
100.1.1.100/24 g VRWL-1,1.000 100.1.1.101/24

MEt-ethO
192,168.100,106/24

ethl
B ethz
| ]

<-0us, 1,544 Mbps ¥ 0 us, 1.544 Mbps =

-

<]

I v ]

Wanlinks

Show Legend Fire

[¥] WanLink Names Port Names

[]Fire Mames

[¥] IPvas | Info || Print |‘ Sync ‘

| Al |

| Close |

[[] zeroPv4s apply Progress: [

1% Complete

Peer WanLinks
[v] WanLink Config

Parents

[] col. Domains [] IPvés

‘ Cancel Apply

Netsmlth et _

For more information see LANforge-GUI User Guide: Netsmith
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5. Setup the Routed Mode Wanlink characteristics.

A. Right-click the WanlLink and select Modify Wanlink

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

Right-click/double-click/drag supported

¥ Router Port

= B Ports
Stopped FIRE CX
Running FIRE CX

L]

]

B Serves DHCP to incoming requests.
= Applies NAT to outgoing packets.

.

Router supports OSPF
Router supports Multicast
“ Router supports BGP
Router supports IPv6
" PeerICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 3s
% Drop over last 60s
——MNetwork Connection
~—— Stopped FIRE
——Running FIRE
~—Peer ICE
——Bridge Active
~——Bridge Configured
——Parent/Child

RO(1)

Virtual Routers and Connections

redvRO
100.1.1.100/24

WRWL-1.1.000

[»

R1(2)

rddvR1
100.1.1.101/24

ethl
|

B ethz

=-0us, 1,544 Mbps

Mé;t-etho
192,168.100,106/24
|

Display WanLink & WanPaths

Connect
Madify
Toggle WanLink

Modify WalLink
Modify Pj%
Create Ports
Sniff Port
Reset Port
Delete Port
Delete WanLink
Delete

-

{1l

| [v] ]

[w] WanLinks
[¥] WanLink Names Port Names
Peer WanLinks
[v] WanLink Config

Parents

Show Legend [¥] Fire
[ Fire Names
[] Col. Domains []IPvés

IPvds

Info Print

[J Zero-IPv4s apply Progress:

Nersmlth et _

Sync
10 p

Apply

Close

Cancel Apply

T O R T

he B-side ports, rddVROb and rddVR1b are filled in.

PN LSO L AL LU U RS S

Lo ]

VRWL-1.1.000 - Create/Modify WanLink

WanlLink Information

MName: AWRWL-1.1.000
Presets: |CUSTOM |v||
Endpoint A Endpoint B

Port: [12 (rdavRob) || [14 trdavr1b) |~
oo e |u (1.544 Mbps) |v||T1 (1. 544 Mbps) ‘-|
Delay: |zeru (0 us) |v||zeru (0 us) ‘v|
Drop-Freq;: |zero (G%) |v||zero (0%) ‘v|
Jitter: |zem (0 us) |v||zero (0 us) ‘v|
Jitter-Freq: [zero () |+ |[zero (o%) [~]

i () (x
| Display WanLink & WanPaths | ‘ Sync ‘ | Apply | ‘ oK ‘ | Lancel
WanlLink Information
|| Pass-Through [_|HW Pass-Through
[] coupled-Mode []Kernel-Mode
Resource: |1 |v
Rpt Timer: |fa§t 1s) |v
Endpoint A Endpoint B
Reorder-Freg: |zero (C%) |v||zero (%) ‘v|
Dup-Freq; |zern (0%) |v||zern (%) ‘v|
Drop Burst: min (1 | max |l | min |1 ‘ max |1 ‘
Reorder Amt: min |1 | max |20 | min (1 ‘ max |2U ‘
| Script | | Script |

A. NOTE: Be sure to set the impairment, if any, and transfer rate.

B. Click OK when done




C. Right-click the Wanlink and select Toggle Wanlink to set its status fo Running (green).

[¥] WanLink Names Port Names
Peer WanLinks Parents
[v] WanLink Config

[]Fire Mames

[] col. Domains [] IPvés

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 v () (x
Virtual Routers and Connections =
‘\
. |Right-click/double-click/drag supported
* |M Router Port LT R1(2]
“L |= B Ports
" Stopped FIRE CX
® Running FIRE CX
" Serves DHCP to incoming requests. Egdaf?q 100724 5%%\’?11 101/24
2 ; : ko llalb 12 VRWL-1.1.000 1.1
Applies NAT to outgoing packets.
* Router supports OSPF =<-0us, 1.544 Mbps | pisplay WanLink & WanPaths
Router supports Multicast Connect
* Router supports BGP Modify
Router supports IPv6 -
" PeerICE CX Tngg.lwvam.mk
M Edge Port Modify WanLink
Collision Domain Modify Port 3
== Stopped WanLink Create Ports I
=== Running WanLink Sniff Port
M pPhantom/Unknown
Mgt-eth0 Reset Port
T Ol [l £ 192.168.100.106/24 S ——
E_9% Drop over last 60s ] )
——Network Connection il Delete WanLink
~—— Stopped FIRE 3 e Delete
——Running FIRE .e
~——Peer ICE
(——Bridge Active
~——Bridge Configured
~—Parent/Child
<] il [ IO
WanLinks Show Legend [v] Fire IPvds Apply Close

Info Print Sync
[ Zero-Pv4s apply Progress: 10 p Cancel Apply

Netsmlth et _

For more information see LANforge-GUI User Guide: Netsmith

6. Setup the physical ports.

A. Right-click port eth1 and select Modify Port

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ) () (%

Right-click/double-click/drag supported
¥ Router Port
. |® B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
* Router supports BGP
Router supports IPv6
" PeerICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
1% TX over last 3s
% Drop over last 60s
——MNetwork Connection
——Stopped FIRE
——Running FIRE
~—Peer ICE
——Bridge Active
~——Bridge Configured
——Parent/Child

ORI ]

Wirtual Routers and Connections =

RO(1)

rddvR1
100.1.1.101/24

rddvRO
100.1.1.100/24 g VRWL1.1.000
<-0us, 1.544 Mbps 8 0 us, 1.544 Mbps =

Mé;t-etho
192,168.100,106/24
|

ethl

Display WanLink & WanPaths
Connect

Modify

Toggle WanLink

Modify WanLink

Modify Port %

Create Ports

Sniff Port .
Reset Port
Delete Port

[4]

<

Delete WanLink I 0

WanLinks Show Legend [¥] Fire

[¥] WanLink Names Port Names []Fire Names
Peer WanLinks Parents
[v] WanLink Config

[] col. Domains [] IPvEs

Delete -
w1 rint Sync Apply Close
[ Zero-Pv4s apply Progress: 10 nplete Cancel Apply

Netsmlth et _
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B. Assign port eth1 an IP address and Network Mask

ethl (If0350-10ac) Configure Settings

Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control PROMISC
Driver Info: Port Type: Ethernet Driver: igh(5.4.0-k) Bus: 0000:02:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1

N

Enable General Interface Settings
[]set IF Down
[] 5et MAC [JDbown [ Aux-Mgt
[Jset TXQLen ] DHCP-PvE DHCF
L set MTU [] DHCP-IPva DHCP Client ID:
[ set offload

DNS Servers:  |BLANK EEEE(B:
[]set Rate Info

IP Address: 172.1.1.1/24 Global IPvE:
[ ] Set PROMISC

IP Mask: 255.255.255.0 Link IPvG:
[[] et Rx-All/FCS

Gateway IP: 0.0.0.0 IPvE GW:

Set Bypass
- Alias: MTU:

Set Bridge Info
o g 00:0d:b5:47:10:ad | TX

[]Set CPU Mask '
—Services—

Do ot Tmer,  lowr (309 [~ e
e cPumsse [T <] wireridge:

[] raDIUS

Part Configurables

None :

NA

DELETED
DELETED
DELETED

1500
1000

-
O—
-

Port Rates

[l RX-ALL
[Jrx-Fcs
[JBypass NOW!
Oey
[55]

[JBypass Disconnect

ass Power-UP

ass PowerD

—Advert Rates—
10bt-HD
10bt-FD
100bt-HD
100bt-FO
1000-FD

[ ]10G-FD

[ ] 40G-FD
Flow-Contral

| Print || View Details | ‘ Probe H Sync |

‘ Apply H oK | | cancel

A. NOTE: This example uses 172.1.1.1 and 255.255.255.0

C. Drag port eth1 info Router RO(1)

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

(. |Right-clickidouble-click/drag supported
" |M Router Port

=L |= B Ports

Stopped FIRE CX

Running FIRE CX

Wirtual Routers and Connections

Serves DHCP to incoming requests. E_Udafolllgu_;ﬂ

g VRWL1.1.000

Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown

* B EE N

0

Mgt-eth

=% Drop over last 60s
——MNetwork Connection
—— Stopped FIRE
——Running FIRE
~——Peer ICE

(——Bridge Active
~——Bridge Configured
~—Parent/Child

eth2
|

<-0us, 1.544 Mbps ¥ 0 us, 1.544 Mbps =

tho
B9 TX over last 3s 152,168.100,106/24 b
|

[»

rddvR1
100.1.1.101/24

[4]

4] Il

WanLinks Show Legend [v] Fire IPvds

[¥] WanLink Names [¢] Port Names [ |Fire Names [ ] Zero-Pvds apply Progress:

Peer WanLinks Parents [] col. Domains [] IPvs
_ Netsmith Status:
[v] WanLink Config

Info Print Sync

100 pl

Apply

Cancel Apply




D. Right-click port eth2 and select Modify Port

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 v () (x
Virtual Routers and Connections =

(. |Right-click/idouble-click/drag supported
_" |M Router Port
"L |= B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port
Collision Domain
== Stopped WanLink
.— Running WanLink
Phantom/Unknown
19 TX mjer last 3s Mgt
192,168.100,106/24
E_9% Drop over last 60s ]
——MNetwork Connection
~—— Stopped FIRE

rddvR1
100.1.1.101/24

rddvRO
100.1.1.100/24 g VRWL1.1.000
<-0us, 1,544 Mbps ¥ 0 us, 1.544 Mbps =

" B EE N

0

eth2

——Running FIRE
——Peer ICE Display WanLink & WanPaths
—Br!dge Activ_e Connect
~——Bridge Cor_1f|gured Modify
~—Parent/Child
Toggle WanLink
Modify WanLink
Modify P
Create Polts ]
Sniff Port
Reset Port
a Delete Port
WanLinks Show Legend [¢] Fire IPvds g::::: Wanlinie Sync Apply
[v] wanLink Names [v] Port Names [ Fire Names [] Zero- Apply Progress:

Peer WanLinks Parents [] col. Domains [] IPvés

WanLink Config

Netsmlth et _

E. Assign port eth2 an IP address and Network Mask.

eth2 (If0350-10ac) Configure Settings =

Port Status Information h
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control PROMISC
Driver Info: Port Type: Ethernet Driver: igh(5.4.0-k) Bus: 0000:03:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1

Part Configurables

Enable General Interface Settings Port Rates — Advert Rates—
[]set IF Down 10bt-HD
[ ]Set MAC O Down [ Aux-Mgt 10bt-FD
[Iset X QLen [ DHCP-PvE  [#] DHCP DHCP Vendor ID: [¥] L00bt-HD
O%M  Cocriva [ seconsayies | ovce i fore |
[ set offload 1000-FD

DNS Servers:  |BLANK EEEE(B: NA
[] set Rate Info []10G-FD
IP Address: 172.2.2.1 Global IPvE: DELETED
[ ] Set PROMISC [ ] 40G-FD
IP Mask: 255.255.255.0 Link IPvG: DELETED
[] set Rx-All/FCS Flow-Contral
Gateway IP: 0.0.0.0 IPvE GW: DELETED
MTU: 1500 — Offload
[] set Bridge Info i
00:0c:b9:47:10:ae n 1000 [1T50 Ena
[]set CPU Mask ~
—Senices—
= woitmer o o v [
CIFTP CPU Mask: |:D WiFi Bridge: NONE [~]| Ceypass Pou e
[JRabius [ Bypass Disconnect
| Print || View Details | ‘ Probe | ‘ Sync | ‘ Apply | ‘ oK | | cancel |

A. NOTE: This example uses 172.2.2.1 and 255.255.255.0



F. If either physical port connects fo a larger routed network, right-click the port and select Modify and
enter values for Next Hop and Subnets as follows:

Create/Modify Connection

Subnets @b.cd/xx):

Port 1-A: | | | Interface-Cost 1 |

Port 1-B: [Skip | || RIP-Metric 1 |

WanLink: [ Skip | || OsPF Arex 0.0.0.0 |

Port 2-B: [ASkip | [ Next-Hop: p.0.0.0 |
| =

Port 2- A: Skip

DHCP Lease Time: | || |
DHCP DNS: | |
DHCP Range Min: | || |

| |

DHCP Range Max:
DHCP Domain:
DHCPd Config File:

[INAT [JDHCP []cCustom DHCP []Cand-RP

‘ Ok ‘ | Cancel

A. NOTE: Next Hop is the default gateway of your next network hop
B. Up to 8 different subnets can be configured or 0.0.0.0/0 for any subnet
C. Click OK when done, then click Apply in Netsmith to apply your changes

G. Drag port eth2 info Router R1(0)

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 v () (x

Virtual Routers and Connections =

(4
.

.";\ Right-click/double-click/drag supported
M Router Port

L |= B Ports

= Stopped FIRE CX

B Running FIRE CX

B Serves DHCP to incoming requests.

L]

.

R1(2)
ethz
172.2.2.1/24

]

reddvRO rddvR1
100.1.1.100/24 100.1.1.101/24
)

Applies NAT to outgoing packets., j VRWL-1.1.000
Router supports OSPF <-0us, 1,544 Mbps ¥ 0 us, 1.544 Mbps -=
Router supports Multicast
* Router supports BGP
Router supports IPv6
" PeerICE CX
M Edge Port
Collision Domain
== Stopped WanLink
=== Running WanLink
M pPhantom/Unknown it
T Ol [l £ 192.168.100.106/24 N
E_9% Drop over last 60s
——MNetwork Connection
~——Stopped FIRE
(—— Running FIRE
~—Peer ICE
——Bridge Active
~——Bridge Configured
— Parent/Child

[4]

< il [ [¥]

WanLinks Show Legend [¥] Fire IPvds Info Print Sync Apply Close
1¢ nplete

[¥]wantLink Names [¢] Port Names []Fire Names [ ZeroPv4s apply Progress: m Cancel Apply

Peer Wanlinks Parents [] Col. Domains []IPvés
Netsmith Status:
[v] WanLink Config




H. Click the Apply button at the bottom of the Netsmith window

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 v () (x

Virtual Routers and Connections

Right-click/double-click/drag supported
M Router Port

“L = BPorts

" Stopped FIRE CX

® Running FIRE CX HavRo

" Serves DHCP to incoming requests. 100.1.1.100/24
L] B
.

R1(2]

§——VRWL-1,1.000
=<-0us, 1.544 Mbps L 0 us, 1.544 Mbps ->

Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
* Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
== Stopped WanLink
=== Running WanLink
M pPhantom/Unknown
=% TX over last 3s Mgt'EthO
192,168.100,106/24
E_9% Drop over last 60s ]
——MNetwork Connection
~—— Stopped FIRE
——Running FIRE
~——Peer ICE
(——Bridge Active
~——Bridge Configured
~—Parent/Child

eth2
172.2.2.1/24
]

rddvR1
100.1.1.101/24

<] il I

Netsmith Status:
WanLink Config

WanLinks Show Legend [¢] Fire IPvads | Info || Print | ‘ Sync ‘ ‘ App\E | Close |

WanLink Names [v] Port Names Fire Names ZepoPu . [ £ Lot 1 -
o o u U Attempt to apply changes, but do not close the current window to allow more changes
Peer WanLinks Parents [] col. Domains [] IPvES

For more information see LANforge-GUI User Guide: Netsmith
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7. Run tfraffic a

A. Verify

nd verify results. (Refer to LANforge FIRE Cookbook to run traffic)
that the traffic on ethl is being sent to Default Gateway 172.1.1.1 and that fraffic on eth2 is

being sent to Default Gateway 172.2.2.1

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

Wirtual Routers and Connections

Right-click/double-click/drag supported|
¥ Router Port

5 B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF

Router supports Multicast
Router supports BGP

Router supports IPv6

Peer ICE CX

Edge Port

Collision Domain

=== stopped WanLink

=== Running WanLink

M Phantom/Unknown

1% TX over last 3s

=% Drop over last 60s
——MNetwork Connection
——Stopped FIRE

(——Running FIRE

~—Peer ICE

(—— Bridge Active

~——Bridge Configured

~— Parent/Child

R1(2)
ethz
172.2.2.1/24

]

redvRO rddvR1
100.1.1.100/24 100.1.1.101/24

=<-0us, 1.544 Mbps

ol VR, 1,000
B 0us 1.544 Mbps =

O ]

0

Mé;t-etho
1592,168.100.106/24
|

[¢]

[

il | [*]

[¥] WanLinks
[¥] WanLink Names Port Names
Peer WanLinks
[v] WanLink Config

Show Legend [] Fire IPvds Info Print Sync Apply Close
[LIFire Names  [] Zero-Pvés apply Progress: 10 nplete cancel Apply

[] col. Domains [] IPves
Netsmith Status:

Parents

A.

NOTE: In this example, traffic to eth1 is from a port configured with IP address 172.1.1.105
Network Mask 255.255.255.0 and Default Gateway 172.1.1.1

Traffic fo eth2 is from a port configured with IP address 172.2.2.106 Network Mask
255.255.255.0 and Default Gateway 172.2.2.1

To generate routed network traffic refer to the LANforge FIRE Cookbook Routed Network
Testing section.

If your physical configuration is complete, Netsmith should appear as shown here:



http://www.candelatech.com/cookbook.php?vol=fire&book=routed

B. Right-click one of the Virfual Routers and select Show Routing Table fo view the internal routing
table for the Virtual Router

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ) () (%
Virtual Routers and Connections

[»

A
. |Right-click/double-click/drag supported
i .%outer Port SAREE I ethl Rlétzgz
. |= BPoRts 172.1.1.1/24 172.2.2.1/24
= Stopped FIRE CX u ]
® Running FIRE CX
B Serves DHCP to incoming requests. rddvRg 5%%\"?11 101/24
= Applies NAT to outgoing packets. L SR Comafl— VRWL-1,1. 000 T
* Router supports OSPF Modify ops ¥ 0us 1.544 Mbps =
Router supports Multicast ﬁ:’w Routing Table
“ Router supports BGP tual Router Console
Router supportsiPve (|
" PeerICE CX Delete

M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown it
=T el [l £ 192.165.100.106/24
% Drop over last 60s [
——MNetwork Connection
——Stopped FIRE
——Running FIRE
~—Peer ICE
——Bridge Active
~——Bridge Configured
——Parent/Child

=
q il [ [*]

WanLinks Show Legend [] Fire IPvds Info Print sync Apply Close
Cancel Apply

[¥] WanLink Names [¢] Port Names [ Fire Names [] Zero-Pv4s apply Progress: nplete

Peer WanLinks Parents [] col. Domains [] IPvEs
. Netsmith Status:
[v] WanLink Config

C. LANforge Virtual Routers by default use simple subnet routing, but can also use OSPF or BGP routing
protocols. LANforge can also perform IPv4 multicast routing.

LANforge Dialog ) (a) (%

b 09/07 12:20:39.886
Routing table for Virtual Router: Router-0 (1)

unreachable default

100.1.1.0/24 dev rddVRO scope link

172.1.1.0/24 dev ethl scope link

172.2.2.0/24 via 100.1.1.101 dev rdd¥RO
unreachable default dev 1o metric 1024 error -113

For more information see LANforge-GUI User Guide: Netsmith

For more information see LANforge FIRE Cookbook


http://www.candelatech.com/lfgui_ug.php#vr
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Routed M Wanlinks with indl
Physical Port

Goal: Setup a Routed Mode Wanlink between two Virtual Routers that only use one physical
port.

In this test scenario, LANforge-ICE is used to simulate a routed network where a single physical port is used for
incoming and outgoing traffic. The traffic will enter the physical port and will then be sent through two Virtual
Routers connected by a Wanlink and then back out the same physical port.

1. Setup a Netsmith Connection.

A. Go to the Status tab and click Netsmith

N R

LANforge Manager Version(5.4.3) >) {a) (x

Control Reporting Windows Info Tests

Chamber View ‘ Stop All | | Restart Manager | Refresh HELP

status | Port Mgr | Layer-2 | L3 Endps [ Layer 4-7 | wanlinks | Resource Mgr | Alerts | Messages | Warnings | wifi-Messages [ +

License Info Current Users Saved Test Configurations
Licenses expire in: 656 days. Admin from:127.0.0.1 Conﬁguration: |FACTORY DFLT |v‘ | Load |
gruserver from:127.0.0.1 =
Support expires in: 656 days. | Download DB | Show Progress | | Delete |
Status View: |Ports by Resource |v| e ‘ | | P |
Realm 0
ManageriResaurce 1]
nE|
" ]
o

Metsmith

Logged in to: localhost: 4002 as: Admin 2 stations: 2t 01 09|




Right-click in the Netsmith window and select New Connection

ot w2 ‘ | e b Pberd~ | ‘ et Rl | | e _ IS LCUIL VIEW JTgilil  ISiiliinal  ncip
= Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ) (a) (X
Wirtual Routers and Connections

'\

I\

'\

Mgt-ethO
R 192.168.1.3/24
ethl
a 182.168.42,7/23
eth2
1 &
wiphy0  wiphyl
] = e
|
tH ‘wlanl
= wlang
3 New Router
New Connection
NeWw Bridge
WanLinks [[] Show Legend Fire IPvds Close

Info Print Sync Apply
0

m

[¥] WanLink Names Port Names
Peer Wanlinks Parents

Fire Names [ Zero-IPvds apply Progress:
Col. Domains [] IPvEs

1

Netsmith Status: NEERERN]

[¥] WanLink Config

Cancel Apply

Accept defaults, Auto Create everything and click OK
e 8= ‘ | _ rie  CuiL

IR Rt S| [ MICVE. DTallll Il

neip

[ Netsmith configuration for Resource: 1f0350-c8dc(1.1) Version: 5.4.3

Wirtual Routers and Connections

‘\
N
'\
Mgt-etho
E 192.168.1.3/24
u ethl
| 192.168.42,7/23
eth2
] .
wiphy0 wiphyl
q ] ]
L]
tH \wlanl
T [
] rddVR0 rddvR1
| & »———— =——@§
WanLinks [] Show Legend [¥]Fire IPvds Info Print Apply

Sync
[v] wanLink Names [v] Port Names 10 m|

Peer WanLinks Parents

Fire Names [ ] Zero-IPvds Apply Progress:
Col. Domains [] IPvGs

MNetsmith Status:

[¥] WanLink Config

Close
Cancel Apply




D. Click Apply in the Netsmith window to create the connection

o ¥ ‘ | i At | ‘ o S | | S _rn: LCUIL VIEW JTaikil ISiiLigl CICip "
Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ) (a) (X

Wirtual Routers and Connections

Iz |

Mgt-ethO
192.168.1.3/24

ethl
182.168.42,7/23

£

eth2

I =

wiphy0 wiphyl
] CH
L]
tH ‘wlanl
= wlang

rddVRO g VRWL-1.1.00 el

=-Dus 1.544 Mbps ¥ 0 us, 1,544 Mbps =

WanLinks [[] Show Legend Fire IPvds Info Print Sync Ap \u Close

WanLink Mames [¥] Port Names ire Names [ Zero-IPvds app
Peer Wanlinks Parents Col. Domains [] IPvEs

Iy changes, but do not close the current window to allow mo

Metsmith Status:

[¥] WanLink Config

For more information see LANforge-GUI User Guide: Netsmith
2. Setup two Virtual Routers.

A. Right-click in the Netsmith window and select New Router

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 AN
Virtual Routers and Connections -

Right-click/double-click/drag supported
¥ Router Port e
~ |® B Ports
N = Stopped FIRE CX %ew Connection
® Running FIRE CX New Bridge
® Serves DHCP to incoming requests.
= Applies NAT to outgoing packets. rddvRO - g VRWL-1.1.000 rddvR1
“ Router supports OSPF <-0us, 1.544 Mbps ¥ 0 us, 1.544 Mbps =
Router supports Multicast
“ Router supports BGP
Router supports IPv6
" PeerICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
B Phantom/Unknown
Mgt-ethO
==% TX over last 3s 182.166.100.106/24
=% Drop over last 60s ]
——MNetwork Connection
~—— Stopped FIRE .emlethz
——Running FIRE I~
~—Peer ICE
(——Bridge Active
~——Bridge Configured
~—Parent/Child

[4]

4] 1 [ 1

WanLinks Show Legend Fire IPvds Info Print Sync Apply Close
0 n

[¥] WanLink Names [¢] Port Names [ |Fire Names [ ] Zero-Pvds apply Progress: 1 cancel Apply

Peer WanlLinks Parents [] col. Domains [] IPves
_ Netsmith Status:
[v] WanLink Config
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B. Accept defaults, or change the name, graphical size and notes about the Virtual Router

Notes about this Virtual Router

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 vl () (%
Virtual Routers and Connections =
L+
A
(. |Right-click/idouble-click/drag supported
" |M Router Port
"L |m B Do
Create/Modify Virtual Router X
Name: [<Auto Create New Name=| | width: [100 | Height: [100
[JuUse 0SPF  []Multicast Routing []Use OLSR [ ]JRIPv2 [JRIP Dfit Route []Xorp SHA []IPvS Router []IPvS RADY
[[] Use Existing Cfg ] BGP Router []BGP 4B AS BGP Reflector BGP Confederation EGP Damping

BGP Configuration Information

Hold Time  De

QK Cancel
[

[+

(1L

L
WanlLinks Show Legend Fire IPvas Info Print Sync Apply Close
10 p

[¥] WanLink Names Port Names [ ]Fire Names []Zero-Pvds Apply Progress:

Cancel Apply

Peer WanLinks Parents [] col. Domains [] IPvés
Netsmith Status:
[v] WanLink Config

A. Click OK when done

C. Click the Apply button and repeat for the second Virtual Router

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 >

Virtual Routers and Connections

)
.

(. |Right-clickidouble-click/drag supported

" |M Router Port ROINA) New Router

“L |= B Ports NewMonnection
Stopped FIRE CX MNew Bridge

Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast rddvR0O g VRWL-1.1,00Q rddvR1
“ Router supports BGP <-0us, 1.544 Mbps B 0us, 1.544 Mbps =

Router supports IPv6
" PeerICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=—19% TX over last 3s 195 188100106

b o . /24

% Drop over last 60s
——MNetwork Connection

" = EEE

~—— Stopped FIRE .eml e
——Running FIRE .e
——Peer ICE

——Bridge Active
~——Bridge Configured
——Parent/Child

-

q Il

[v]

|
WanLinks Show Legend [v] Fire IPvds Info Print sync Apply Close
(4] nplete

[¥] WanLink Names [¢] Port Names [ Fire Names [] Zero-Pv4s apply Progress: 1

Cancel Apply

Peer WanLinks Parents [] col. Domains [] IPvs
. Netsmith Status:
[v] WanLink Config

A. NOTE: After making any changes to the Netsmith window, you must click Apply or your
changes will NOT be implemented and could be lost




D. Click the Apply button followed by the Sync button

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

Virtual Routers and Connections

Right-click/double-click/drag supported
M Router Port

“L = B Ports

" Stopped FIRE CX

® Running FIRE CX

® Serves DHCP to incoming requests.
L]

.

RO(1)

Applies NAT to outgoing packets.
Router supports OSPF

Router supports IPv6
" Peer ICE CX
M Edge Port

Collision Domain
== Stopped WanLink
=== Running WanLink
M pPhantom/Unknown
AT Gl [l £ 195 B 100105

b . . 24

E_9% Drop over last 60s ]
——MNetwork Connection
—— stopped FIRE .emleth2
——Running FIRE I~
~——Peer ICE
(——Bridge Active
~——Bridge Configured
~—Parent/Child

R1(2]

Router supports Multicast rddvRO g VRWL-1.1.00 rddvR1
Al
* Router supports BGP = <-0us, 1.544 Mbps ¥ 0 us, 1.544 M%ps = -

-

<] il

I v ]

WanLinks Show Legend Fire IPvds Info Print Sync

[¥] WanLink Names Port Names [ ]Fire Names []Zero-Pvds Apply Progress:

Close

Cancel Apply

Peer WanLinks Parents [] col. Domains [] IPvés
Netsmith Status:
[v] WanLink Config

A. NOTE: Clicking Sync makes sure any changes are synchronized with the current database

B. Also, note the Netsmith Apply Progress bar displayed at the bottom of the Netsmith

window

For more information see LANforge-GUI User Guide: Netsmith

3. Configure the ports on the ends of the WanlLink.
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A. Right-click port rddVRO and select Modify Port

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

Virtual Routers and Connections

(. |Right-click/idouble-click/drag supported
" | Router Port

"L |= B Ports

Stopped FIRE CX

Running FIRE CX

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF

RO(1)

" = EE N

Router supports IPv6
= peer ICE CX Conmedt
M Edge Port Modify
Collision Domain Toggle WanLink
=== Stopped WanLink Modify WanLink
=== Running WanLink Madify P
I Mgt-etho | Craate Ports
=% TX over last 3s 1 ohiTG -
=—1% Drop over last 60s ] nirr Fo
——MNetwork Connection il Reset Port
~— Stopped FIRE B ctho Delete Port
— Running FIRE ] Delete WanLink
~——Peer ICE Delete

(——Bridge Active
~——Bridge Configured
~—Parent/Child

[»

R1(2]

: Router supports Multicast .rddVRD » VRWL-1.1.00 rddvR1
Router supports EGP Display WanLink & WanPaths [0 us, 1,544 MEps = -

<] il

-

I v ]

WanLinks Show Legend Fire IPvéds Info Print Sync
10 p

[¥] WanLink Mames Port Names [ ]Fire Mames [ ] ZerolPvds Apply Progress:
Peer WanLinks Parents [] col. Domains [] IPvés

Apply

Close
Cancel Apply
Netsmith Status:
[v] WanLink Config

B. Assign an IP address and Network Mask

LANtorae Manaager Version(5.4.3)

b el 2 )

rddVRO (If0350-c8dc) Configure Settings

wlola

B

|ial

St

2l

=

Port Status Information
Current: LINE-UP PROBE-ERROR TS0 GS0 GRO

Driver Info: Port Type: Redirect-Device Peer: rddVROb rddVROb...

Port Configurables

Enable General Interface Settings
[[] SetMac
[ SetTQ Len [ Down [ Awne-Mgt DHCP Hostname:
[] setmTu [] DHCP-PvE DHCP Release  DHCP Vendor ID:

fload

I SEcoflon ] DHCP-IPv4 SecondaryPs | DHCP Client ID:
[] setPROMISC
[] Set ReaallCs DMS Servers: BLAME Peer IP:

[ Set Bridge Infa IP Address: 100.1.1.100 Global IPvE:
IP Mask: 255.255.255.0 Link IPvé:

- Gateway IP: 0.0.0.0 IPv6 GW!:
Services
[] wrTe Alias: MTU:
] Fme MAC Addr: fe:1d:d6:79:aa:@a  TX 0 Len
[]ons
[] raDIUS

[] IPSEC-Client

[[] 1Psec-upstream

Port Rates

Advert Ratas

mpLE

Mo

A. This example uses 10.1.1.100 and 255.255.255.0



C. Right-click port rddVR1 and select Modify Port

Netsmith configuration for Resource: f0350-10ac(1.1) Version: 5.3.6 v) () (%
Virtual Routers and Connections =
'y
~
.. |Right-click/double-click/drag supported
" | Router Port PRI RL(2)
. |m BPorts
= Stopped FIRE CX
® Running FIRE CX
® Serves DHCP to incoming requests.
= Applies NAT to outgoing packets. .
“ Router supports OSPF rddvRO
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* Router supports BGP <-0Us, 1,544 Mbps ¥ 0 us, 1.544 Mbps = Display WanLink & WanPaths
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= PeerICE CX onnec
M Edge Port Modify
Collision Domain Teggle WanLink
=== Stopped WanLink Maodify WanLink
=== Running WanLink Modify RQrt
M Phantom/Unknown ittt R
=% TX over last 35 155.168,100,106/24 o
=% Drop over last 60s [}
——Network Connection athl Reset Port
—— Stopped FIRE [ Delete Port
—Running FIRE ] Delete WanLink
~—Peer ICE
Delet
——Bridge Active cere
~—— Bridge Configured
~—— Parent/Child
E3
« i [ [¥]
WanLinks Show Legend [¥] Fire IPv4s Info Print syne Apply Close
[¥]wanLink Mames [v] Port Names []Fire Names [ ZeroPvds apply Progress: mpl Cancel Apply
Peer Wanlinks Parents []cal. Domains [ ] IPv6s
Netsmith Status
[v] WanLink Config

D. Assign an IP address and Network Mask

LANforae Manader Version(5.4.3) lalal
g rddvR1 (If0350-c8dc) Configure Settings >) (o) (x

Port Status Information

Current: LINE-UP PROBE-ERROR TS0 GS0O GRO

E
g D eniny Pher by Redliceee Devitel PreSlIuR 1D
& Port Configurables
Enabla General Interface Settings Part Rates Advert Ratas

5 ;

[[] setMaC [] 10bt-HD

[ et 0 Len [] Down [] Aux-Mgt DHCP Hostname: [ 106t
% [[] set MU [] DHCP-PvE DHCP Release  DHCP Vendor ID: [ 100ktHD
- Set Offload
E Chetiits [] DHCPIPv4 SecondaryPs | DHCP Client ID:

[] set PRo®

[ setk C
[[] Set Eridge Infa IP Address: 100.1.1.101 Global IPv&:

MA

Al

IP Mask: 255.255.255.0 Link IPv&: AUTO [ re

o Gateway IP: 0.0.0.0 IPvE GW: AUTO [] Restart Xewr
[] HTTe Alias: MTL: 1500 [] Promisc
[l ETE MA dr: 4e:24:c9:61:34:8b | TX Q Len 1000 [ Rax-aLL G

[[] uFo Enabled

RADIUS - Bypass NOW!
i . Rpt Timer: mediun (8 s) ﬂ WiFi Bridge: NONE = [ eyea
[] IPSEC-Client ) [] Bvpass Power-up c

DNS Servers:  [BLANK Peer|P:

gotiate

E IPS P 0 Enabled
’Sec Passy
98 [ Psec-Upstream T [[] Bypass Pawer [] LRO Enabled
e [[] Bvpass Disconnact GRO Enablad
| Print | | Display | | Probe | | Sync | | Apply | | 0K | | Cancel

A. This example uses 10.1.1.101 and 255.255.255.0

For more information see LANforge-GUI User Guide: Netsmith

4. Drag the ends of the WanLink info the Virtual Routers.

o
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A. Left-click and drag rddVRO into Router RO(1)

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

virtual Routers and Connections
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Netsmith Status:
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B. Left-click and drag rddVR1 info Router R1(2)

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

virtual Routers and Connections
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Netsmith Status:
[v] WanLink Config




C. Click the Apply button at the bottom of the Netsmith window

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6
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| Al |

| Close |

[[] zeroPv4s apply Progress: [

1% Complete

Peer WanLinks
[v] WanLink Config

Parents

[] col. Domains [] IPvés

‘ Cancel Apply

Netsmlth et _

For more information see LANforge-GUI User Guide: Netsmith
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5. Setup the Routed Mode Wanlink characteristics.

A. Right-click the WanlLink and select Modify Wanlink

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

Right-click/double-click/drag supported

¥ Router Port

= B Ports
Stopped FIRE CX
Running FIRE CX

L]

]

B Serves DHCP to incoming requests.
= Applies NAT to outgoing packets.

.

Router supports OSPF
Router supports Multicast
“ Router supports BGP
Router supports IPv6
" PeerICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 3s
% Drop over last 60s
——MNetwork Connection
—— Stopped FIRE
——Running FIRE
~—Peer ICE
——Bridge Active
~——Bridge Configured
——Parent/Child

RO(1)

Virtual Routers and Connections

redvRO
100.1.1.100/24

WRWL-1.1.000

[»

R1(2)

rddvR1
100.1.1.101/24

ethl
|

B ethz

=-0us, 1,544 Mbps

Mé;t-etho
192,168.100,106/24
|

Display WanLink & WanPaths

Connect
Madify
Toggle WanLink

Modify WalLink
Modify Pj%
Create Ports
Sniff Port
Reset Port
Delete Port
Delete WanLink
Delete

-

<

| [v] ]

[w] WanLinks
[¥] WanLink Names Port Names
Peer WanLinks
[v] WanLink Config

Parents

Show Legend [¥] Fire
[ Fire Names
[] Col. Domains []IPvés

IPvds

Info Print

[J Zero-IPv4s apply Progress:

Nersmlth et _

Sync
10 p

Apply

Close

Cancel Apply

T O R T

he B-side ports, rddVROb and rddVR1b, are filled in

PN LSO L AL LU U RS S

Lo ]

VRWL-1.1.000 - Create/Modify WanLink

WanlLink Information

Name: WRWL-1.1.000
Presets: |CUSTOM |v||
Endpoint A Endpoint B

Port: [12 (rdavRob) || [14 trdavr1b) |~
oo e |u (1.544 Mbps) |v||T1 (1. 544 Mbps) ‘-|
Delay: |zeru (0 us) |v||zeru (0 us) ‘v|
Drop-Freq;: |zero (G%) |v||zero (0%) ‘v|
Jitter: |zem (0 us) |v||zero (0 us) ‘v|
Jitter-Freq: [zere (@) [+ |[zero (0% [~]

i () (x
| Display WanLink & WanPaths | ‘ Sync ‘ | Apply | ‘ oK ‘ | Lancel
WanlLink Information
|| Pass-Through [_|HW Pass-Through
[] coupled-Mode []Kernel-Mode
Resource: |1 |v
Rpt Timer: |fa§t 1s) |v
Endpoint A Endpoint B
Reorder-Freg: |zero (C%) |v||zero (%) ‘v|
Dup-Freq; |zern (0%) |v||zern (%) ‘v|
Drop Burst: min (1 | max |l | min |1 ‘ max |1 ‘
Reorder Amt: min |1 | max |20 | min (1 ‘ max |2U ‘
| Script | | Script |

A. NOTE: Be sure to set the impairment, if any, and fransfer rate

B. Click OK when done



C. Right-click the Wanlink and select Toggle Wanlink to set its status fo Running (green)

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

Virtual Routers and Connections =
J’.'-‘
., :%:tu::;:k;g?tuhle click/drag supported RO Enibal
"L |= B Ports
" Stopped FIRE CX
® Running FIRE CX_ . HavRo
[ ] Serv_eﬁ DHCP to incoming requests. 1l00.1.1.100/24 VRWL-1.1.000 5%%\7?.11.1011‘24
= Applies NAT to outgoing packets. = 1.0
* Router supports OSPF =<-0us, 1.544 Mbps | pisplay WanLink & WanPaths
Router supports Multicast Connect
“ Router supports BGP Modify
Router supports IPvé ToggldWaniink
= peerICE CX ’ -
M Edge Port Modify WanLink
Collision Domain Modify Port P
== Stopped WanLink Create Ports T
.—Running WanLink Sniff Port
Phantom/Unknown
4 Reset Part
AT Gl [l £ 1e5 B 100 106724 .
E_9% Drop over last 60s ]
—— Network Connection Delete WanLink
—— stopped FIRE .emleth2 Delete
——Running FIRE I~
~——Peer ICE
(——Bridge Active
~——Bridge Configured
~—Parent/Child

<] il

[v]

WanlLinks Show Legend Fire IPvds Info Print Sync Apply

[¥] WanLink Names Port Names [ ]Fire Names []Zero-Pvds Apply Progress: pl

Cancel Apply

Peer WanLinks Parents [] col. Domains [] IPvés
Netsmith Status:
[v] WanLink Config

For more information see LANforge-GUI User Guide: Netsmith
6. Setup MAC VLAN:s.
A. Go to the Port Mgr tab, select eth1 and click Create

LANforge Manager Version(5.3.6) %
Control Reporting Tear-Off Info Plugins

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |

) (a) (%

| Stop All | | Restart Manager | -

Status | layer-3 | L3Endps | VolP/RTP | VolP/RTPEndps | Armageddon | Wanlinks | Attenuators | Filed0 |
Disp: |192‘168.100.239:0 | | sniff Packets ‘ |E| ‘ Clear Counters | | Reset Port | | Delete ‘
Rpt Timer: |medium (8 s) |V‘ | Apply ‘ View Details | | Create | | Modify ‘ | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
: Parent]

Port |Pha...|Down IP SEC| Alias Bov RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.3.0 [l | 192.168.100.106(0 eth0 269,824,726 690,830 9 8.408| 315,968,149 444,352 12
1.1.1 Ll | 0.0.0.0 4] ethl 528 & 4] 38 528 6 0
s ] [ |o.0.0.0 [f] ethz 528 [ 0 39 528 5 0
i e [l | 100.1.1.101 0 rddvR1 rddv... 1,448 18 0 0 2,436 28 0
1.1.4 L L 0.0.0.0 ] rddvRlb |rddv.. 2,438 28 4] 0 1.448 18 0
1.1.5 L L 100.1.1.100 ] rddvRO  |rddv... 1,358 17 4] 0 2,455 28 0
1.1.6 L] L 0.0.0.0 4] rddvROb |rddv... 2,386 27 [4] 0 1,358 17 0
[ Ii I [v]

Logged inte: 192,168.100.106:4002 as: Admin
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B. Select the MAC-VLAN button

Create VLANs on Port: 1.1.1 ) ha) (X
@ MACVLAN () 802.1QMLAN 2 Redirect ) Bridge ) Bond () GRE Tunnel h
O WiFi STA O WiFi VAP O WiFi Monitor ) WiFi Virtual Radio
Shelf: Resource: : Port: |1 (ethl) |v|
VLAN 1D [_] DHCP-IPv4
Parent MAC: DHCP Client ID: |:D
MAC Addr: pocwocoek e [w] 1P Address: 172.1.1.1/24 Global IPvé:; [AUTO
Quantity: 2 ] PMaskorBitss | | LinkIPv&: auTO
Gateway IP: [ ] irvscw auTo
#1 Redir Name: #2 Redir Name:
STA ID: SSID: | [~]
WiFi AP: Key/Phrase:
CIwra Cwpa2 [ wer
[ Down
I .

Set a MAC address that begins with 00 (Ex: 00:11:33:55:77:01)
Set the Quantfity to 2

Set the IP Address to 172.1.1.1 and IP Mask to 255.255.255.0
Leave the Gateway IP field blank

Click OK when done

m O 0O = >»

C. Select the MAC VLAN eth1#1 and click Modify

LANforge Manager Version(5.3.6) v} () (%)
Control Reporting Tear-Off Info Plugins
(oo | [romansomsger | [Losrosn |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | layer3 | L3Endps | VolP/RTP_ | VolP/RTPEndps | Armageddon | Wanlinks | Attenuators | Filed0 |
Disp: |192‘168.100.239:0 | | sniff Packets ‘ |E| ‘ Clear Counters | | Reset Port | | Delete ‘
Rpt Timer: |medium (8 s5) |V‘ | Apply ‘ |E| ‘ View Details | | Create | | Modify ‘ | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent|
Port |Pha...| Down IP SEC| Alias Fier RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.0 L L 192.168.100.106(0 etho 270,124,382| 693,526 9 8827 310,635,849 447,964 13
1.1.1 L] [ 0.0.0.0 4] ethl 528 5] [4] 0 5,155 75 0
1.1.2 Ll [ 0.0.0.0 (4] ethz 5,166 75 4] 36 528 6 0
i L] [ 100.1.3:101 (4] rddvRl  |rddV... 1,518 19 [4] 0 2,508 29 0
B AL || [l |[o.0.00 [s] rddvRlb |rddv... 2,506 29 0 0 1,518 19 0
1.1.5 L L 100.1.1.100 ] rddvRO  |rddv... 1.428 18 4] 0 2,455 28 0
1.1.6 L L 0.0.0.0 ] rddvROb |rddv... 2,456 28 [4] 0 1.428 18 0
L s L] [ 172.1.1.1 (4] ethl#0 |ethl 0 [4] [4] 0 1,038 13 0
118 [l [] 172115 (4] ethl#l |ethl 0 0 4] 0 w1128 14 0
2
[« Ii ] [»]
Logged in to: 192.168.100.106:4002 as: Admin




D. Seteth1#1 IP address to 172.2.2.1 and IP Mask to 255.255.255.0

ethl#1 (If0350-10ac) Configure Settings LAREIRE
Port Status Information I}
Current: LINK-UP PROBE-ERROR TSO UFQ
Driver Info: Port Type: MACVLAN Parent: ethl
Port Configurables
Enable General Interface Settings Port Rates — Advert Rates—
Set IF Down ) 10bt-HD 10bt-HD
- ) 10bt-FD =
[ set MAC mEo ] Aux-Mgt 8 iggg-;c[[)) 10bt-FD
[Jset X q Len e [v] 100bt-HD
[IDHCP-Pv6 [¥] DHCF Release  DHCP Wendor ID: £ L000-FD
[] Set MTU 8}133% bdl 1000t-FD
: . G-
[ Set offload LIDHCP4Pv | SecondaryPs | DHCP ClientiD: fone |~ & Aioreqoae 1000-FD
[ 5et PROMISC DNS Servers:  |[BLANK Peer IP: MA ] 10G-FD
2 : : [ Rrenegotiate
[ set Rx-AllIFCS IP Address: 172.2.2.1 Global IPvE: AUTO ] 40G-FD
[ set Bridge Info 1P Mask: 255.255.255.0 Link IPv: [aUTO [] Restart Xcur [ Flow-Control
GatewaylP: [0.0.0.0 IPVE GW: [AUTO LIPROMISC
e Alias: ] MW 1500 [ Rx-ALL offload
[=enices = e v] TS0 Enabled
MAC Addr: 00:0dib@:e3icdiad | TX O Len 1000 D7 e
LIHrTP [IBypass NOW! UFO Enabled
- [ Eypass Power-UP [ 650 Enabled
Ouous e e o [v]wemegs 0w [l oo | i o
[] Bypass Disconnect [J GRo Enabled
| Print || View Details | ‘ Probe H Sync | ‘ Apply H 0K | | Cancel |
E. Select eth2 and click Create
LANforge Manager \Version(5.3.6) x) la) (X
Control Reporting Tear-Off Info Plugins
Cown] [emsmemgr] o]
Layer4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VolP/RTPEndps | Armageddon | WanLinks | Attenuators | Filed0 |
Disp: [192.168.100.239:0 || sniff Packets | E\ Clear Counters || Reset Port || Delete |
Rpt Timer: |medium (8 s) |" | Apply |E| ‘ View Details | | Create | | Modify ‘ | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
s Parent|
Port |Pha... Down IP SEC| Alias S RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
i ) [l O 192.168.100.106(0 etho 270,385,983| 695,978 10 9,362| 322,640,242 451,017 3
1.1.1 L[] =] 0.0.0.0 Q ethl 528 5] 4] 0 5,954 85 0
1.1.2 L L 0.0.0.0 ] eth2 65,954 85 4] =) 528 5] 0
1.1.3 L] L 100.1.1.101 Q rddvRl  |rddVv... 1,518 19 4] 0 2,508 Flt, 0
1.1.4 L] [ 0.0.0.0 4] rddvRlb |rddv.. 2,506 29 [4] 0 1,518 19 0
1.1.5 Ll [ 100.1.1.100 (4] rddvRO  |rddV... 1,428 18 [4] 0 2,455 28 0
1.1.6 Ll [ 0.0.0.0 (4] rddvROb |rdd\v... 2,456 28 4] 0 1,428 18 0
AT Ll [ 1722.1:1 (4] ethl#0 |ethl 0 4] 4] 0 1,108 14 0
1.1.8 L] | 172.2.2.1 0 ethl#l |ethl 0 0 0 0 1.846 23 0
[« Ii ] [»]
Logged inte: 192,168.100.106:4002 as: Admin




F. Select the MAC-VLAN button

Create VLANs on Port: 1.1.2 b ) he) (X
@ MACVLAN () 802.1QMLAN 2 Redirect ) Bridge ) Bond () GRE Tunnel
O WiFi STA O WiFi VAP O WiFi Monitor ) WiFi Virtual Radio
shelf Resource:  [L (Lfoaso-Loac |w] Port: [2 (th2) +]
VLAN 1D [_] DHCP-IPv4
Parent MAC: DHCP Client ID: |:D
MAC Addr: pocwocoek s [w] 1P Address: 172.1.1.100 Global IPv6: [AUTO
Quantity: 2 IP Mask or Bits:  [255.255.255.0 Link IPv&: laUTO
Gateway IP: e IPVE GW: lauTO

#1 Redir Name:

#2 Redir Name:

STA ID: SSID: | [~]

WiFi AP: Key/Phrase:

Ol wea Clweaz CIwep

[ Down

T —m—

m O 0O = >»

Set a MAC address that begins with 00 (Ex: 00:22:44:66:88:01)
Set the Quantfity to 2

Set the IP Address to 172.1.1.100 and IP Mask to 255.255.255.0
Set the Gateway IP to 172.1.1.1

Click OK when done

G. Select the MAC VLAN eth2#1 and click Modify

Control

LANforge Manager Version(5.3.6) ) (&) (x

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |

Beporting Tear-Off Info Plugins

| Stop All | | Restart Manager |

Status | layer3 | L3Endps | VolP/RTP_ | VolP/RTPEndps | Armageddon | Wanlinks | Attenuators | Filed0 |
Disp: |192‘168.100.239:0 | | sniff Packets ‘ |E| ‘ Clear Counters | | Reset Port | | Delete ‘
Rpt Timer: |medium (8 s5) |V‘ | Apply ‘ |E| ‘ View Details | | Create | | Modify ‘ | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent|
Port |Pha...| Down IP SEC| Alias Fier RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.1.00 |[L] L 192.168.100.106(0 etho 270,635,535 698.242 9 8.893| 325,639,014 453,975 13
1.1.01 [[] [ 0.0.0.0 4] ethl 2,644 32 [4] 23 7,234 g9 0
1.1.02 [[] [ 0.0.0.0 (4] ethz 7,234 89 4] 4 2,644 32 0
1.1.03 [[] [ 100.1.3:101 (4] rddvRl  |rddV... 1,588 20 [4] 0 2,576 30 0
1.1.04 [[] | 0.0.0.0 0 rddvRlb |rddv... 2,576 30 0 4 1.588 20 0
1.1.05 |[LJ L 100.1.1.100 ] rddvRO  |rddv... 1.498 19 4] 4 2,526 Flt, 0
1.1.06 |[LJ L 0.0.0.0 ] rddvROb |rddv... 2,526 29 [4] 0 1.498 1.9 0
1.1.07 (L] [ 1723.3:1 (4] ethl#0 |ethl 0 4] 4] 0 1,178 15 0
1.1.08 [[] [ 172.2.2.1 4] ethl#l |ethl 0 4] 0 0 2,058 26 0
1.1.08 [[] | 172.1.1.100 0 eth2#0  |eth2 0 0 0 0 1.058 13 0
e ] REG e R e 0 eth2#1 |eth2 0 0 0| 0 . 1.058 1tz 0
[« Ii ] [»]
Logged in to: 192.168.100.106:4002 as: Admin




H. Set eth2#1 IP address to 172.2.2.100, IP Mask to 255.255.255.0 and Gateway IP to 172.2.2.1

eth2#1 (If0350-10ac) Configure Settings N vl (A (x

Port Status Information
Current: LINK-UP PROBE-ERROR TSO UFQ
Driver Info: Port Type: MACVLAN  Parent: eth2

Port Configurables

Enable General Interface Settings Port Rates — Advert Rates—

[]set IF Down 10bt-HD
[ set MAC Dl Sl 10bt-FD
[Iset X QLen [v] 100bt-HD
= [ ] DHCP-IPvE DHCP Release DHCP Vendor ID: -

el v =
e [IDHCPIPve | SecondaryiPs | DHCP Client D [None [~ #11000-FD

Set PROMIS( ervers: eer IF: 7

[ set PROMI DNS 5 BLANK Peer IP []106-FD
[ set Rx-AllIFCS IP Address: 172.2.2.100 Global IPvE: [] 40G-FD

[ Set Bridge Info [P Mask: 255.255.255.0 Link IPV6:
Gateway IP:  [172.2.2.1 IPVE GW:
. Alias: MTU:
—oenvices—
ClHTTe MAC Addr: 00:0d:b9:6b:a3:ae
[ RADIUS RptTimer:  [mediun (8 s) || wiFi Bridge:

[] Flow-Control

Offload

[] GRO Enabled

| Print || View Details | ‘ Probe H Sync | ‘ Apply H 0K | | Cancel |

For more information see LANforge-GUI User Guide: Virtual Interfaces
7. Configure Nefsmith.

A. After clicking on the sync bufton,move the ports on the Netsmith window to be more clearly
visible.Eth1 and eth2 are connected via a loopback cabel

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 h ) () (%
Virtual Routers and Connections ||

)
.

";_“;':'.%ht-clickjdouble-clickfdrag supported 5.%?]3.%100!24 TR
(=4 outer Port RO W = T e v—
=B Ports =<-0us, 1,544 Mbps ® 0 us, 1.544
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast ethl#0 sthl#1
“ Router supports BGP 172.1.1.1/24 172.2.2.1/24
Router supports IPv6 l-\_ |
" Peer ICE CX . ~
M Edge Port Se et

Collision Domain T et
=== Stopped WanLink i) b=
=== Running WanlLink “~._ ethi”
M Phantom/Unknown B
=% TX over last 3s
=% Drop over last 60s eth2
=——Network Connection ,-.--\_
~———Stopped FIRE - RNy
——Running FIRE it o
~—peer ICE e =
——Bridge Active = S
~——Bridge Configured e
~—Pparent/Child Tt?’hz%ﬁ?fluufzzl

| B

* mEEN

eth2#1
. 172,2,2.100/24
a

Mgt-ethﬂ
192,168.100.106/24
|

~|
l i [ Iv]
WanLinks Show Legend [v] Fire IPvds Info Print Sync Apply Close

[¥] WanLink Names [¢] Port Names [ Fire Names [] Zero-Pv4s apply Progress: Cancel Apply

Peer WanLinks Parents [] col. Domains [] IPvs
_ Netsmith Status:
[v] WanLink Config

A. NOTE: Be sure to click Apply after moving objects so that their new positions are saved to
the database
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B. Drag eth1#0 into Router RO(1)

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

sght-click/double-click/drag supported,
" Router Port

H'B Ports

= Stopped FIRE CX

B Running FIRE CX

® Serves DHCP to incoming requests.
L}

.

Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
“ Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Doemain
=== stopped WanLink
=== Running WanLink
M Phantom/Unknown
B % TX over last 3s
=% Drop over last 60s
——MNetwork Connection
~——Stopped FIRE
=——Running FIRE
~———PeerICE
——Bridge Active
~——Bridge Configured
—— Parent/Child

Mgt-etho
162 168.100.106/24
|

virtual Routers and Connections o =

rddvRO
100.1.1.100/24

PRI 8] <-0us, 1,544 Mbps
ethl#0
172.1.1.1/24

| |

ethl#l
172.2.2.1/24
-

- eth2#l
eth2#0" ‘___.172‘2.2.100,’24
1721.1.100/24

m

[4]

<]

il [ T

WanLinks Show Legend [¢] Fire

[¥] WanLink Names Port Names [ | Fire Names
Peer WanLinks Parents
[v] WanLink Config

[] col. Domains [] IPvés

[[] Zero-IPv4s apply Progress: pl

Netsmlth et _

IPvds Info Print Sync Apply
Cancel Apply

C. Drag eth1#1 info Router R1(2)

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ) () (%

A

‘.".';.ght-click..’double-click.fdrag supported
~'Router Port

H'B Ports

= Stopped FIRE CX

B Running FIRE CX

® Serves DHCP to incoming requests.
-

.

Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
“ Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
B % TX over last 3s
=% Drop over last 60s
——MNetwork Connection
~———Stopped FIRE
=——Running FIRE
~———PeerICE
——Bridge Active
——Bridge Configured
—— Parent/Child

Mgt-etho
192,168.100.106/24
|

virtual Routers and Connections h =

rddvRO
100.1.1.100/24
<-0us, 1,544 Mbps

RO(2)

ethlzl
172.2.2 1/21

ethl#0
172.1.1.1/24
| |

- eth2#l
eth2#0” .1 72.2.2.100/24
1721.1,100/24

=

[4]

<]

il [ T

WanLinks Show Legend [¥] Fire

[¥] WanLink Names Port Names [ | Fire Names
Peer WanLinks Parents
[v] WanLink Config

[] col. Domains [] IPvés

IPvds Info Print Sync APply
Cancel Apply

[[] Zero-IPv4s apply Progress: pl

NEtsmlth et _




D. Click Apply in the Netsmith window

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 v () (x
Virtual Routers and Connections =

sght-click/double-click/drag supported
" Router Port
H'B Ports
= Stopped FIRE CX
B Running FIRE CX
® Serves DHCP to incoming requests.
= Applies NAT to outgoing packets.
“ Router supports OSPF
Router supports Multicast
“ Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Doemain
=== stopped WanLink
=== Running WanLink
M Phantom/Unknown
B % TX over last 3s
=% Drop over last 60s
——MNetwork Connection
~——Stopped FIRE
=——Running FIRE
~———PeerICE
——Bridge Active
~——Bridge Configured
—— Parent/Child

Mgt-etho
162 168.100.106/24
|

rddvRO
100.1.1.100/24

RO(2) [}

ethl#0
172.1.1.1/24
| |

eth2#0”
172:1.1,.100/24
.

<-0us, 1.544 Mbps

. eth2xl
. 172.2.2.100/24
5

-

<]

[T+ ]

WanLinks Show Legend [¢] Fire
[¥] WanLink Names Port Names [ | Fire Names
Peer WanLinks Parents

IPvds

[[] ZeroPv4s apply Progress: |
[] col. Domains []IPv6s

| Info || Print |‘ Sync ‘

| Apely |

| Close |

te

‘ Cancel Apply

WanLink Config

Netsmlth et _

A.

LANforge is now ready to accept incoming fraffic on eth0, the single physical port that is

connected to a Routed Mode WanlLink

B. Ports ethO and eth1 are physically connected via a loopback cable in this example. MAC
VLANs on eth1 are configured to generate test traffic to the Routed Mode WanLink

For more information see LANforge-GUI User Guide: Netsmith

8. Setup a Layer-3 UDP connection between MAC VLANs eth2#0 and eth2#1.

A. Go to the Layer-3 tab and click Create
S O
LANforge Manager Version(5.4.3) >} ) (x
Control Reporting Windows Info Tests
Chamber View ‘ Stop All | | Restart Manager | Refresh HELP

Status rPort Mgr rLayer-S rLS Endps rLayer 4-7 rWanLinks rRescurce Magr rA\er‘ts rMessages rWarnings rWifi-Messages +

Rpt Timer: |fast (1 s) = Test Manager |all -

| Select All || Start + || Stop - || Quiesce || Clear |

View o500 |+ ]G0 | pisplay |[ cregte || modify | | pelete |
L7y
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B ‘RxDrop%A‘RxDrop% B| Drop Pkts A| Drop Pkts

[4] I [»]

2 stations: 21 01 02

Logged in to: localhost:4002 as: Admin
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B. Set Endpoint A to be eth2#0 and Endpoint B to be eth2#1

udp-cx - Create/Modify Cross Connect >) (a) (x
|:| ‘ Display ‘ | sSync | ‘ Batch-Create | ‘ Apply | | 0K ‘ ‘ Cancel |
Cross-Connect Cross-Connect
CX Mame: Judp-cd Report Timer: ‘fast 1 s) |'|
CX Types ‘LANforge 1 UDP ‘vl — =
Endpoint A Endpoint B Pld Pattern |mcreasmg |v||increasmg |v|
Resource: |1 (1fe350-10ac) |v||1 (1fe350-10ac) |v| e |AUTU |v||.ﬂUTU |v|
Port: [o teth2#0) [+|[1o (etha#1) [~] o P Pt = Bl ]
Min T Rate: |1ezaeee (1.024 Mbps) |v||1ezaeee (1.024 Mbps) |v| e |Forever |v||Forever |v|
Max Tx Rate: Sams [ ] [sere [~] Max Duration;  [5ane [+][sane [~
MinPDU Size:  [UP Pld (1,472 B) [w|[op Pld (1472 B)  [+] P = ClE @ —
Max PDU Size: |Same |' | |Same |'| e e |Same |v | |Same |'|
IP ToS: |Best Effort (@) |v||Best Effort (o) |v| . |Nor‘mal © |v||Nor‘mal o) |v|
Pkts To Send: |Inf1n1te |v | |Inf1n1te |v| | Seript | | Seript |
| Thresholds || Thresholds |
A. Enter the CX name then set the CX Type to LANforge UDP and the Report Timer to 1000
B. Sef the Min/Max Tx Ratfe to 1024000 and the Min/Max Pkt Size to 1472
C. Select the new connection and click Start
LANforge Manager Version(5.3.6) x) (o) (%

Contral Reporting Tear-Off |nfo Plugins

| Stop All | | Restart Manager |
Layer-4 rGeneric |/Test Mgr rTest Group rF\esource Magr r Event Log rA\erts r Port Mgr rvAP Stations r Messages |
Status layer-3 | L3Endps | VolP/RTP | VolP/RTPEndps | Armageddon | Wanlinks | Attenuators | Filed0 |
Rpt Timer: Test Manager ‘ Select All H@‘_H Stop H Quiesce H Clear ‘
View ‘0 - 500 |'|Gu| | Display || Create || Maodify | ‘ Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Eps Rx B Rx Drop % A Rx Drop % B| Drop Pkts A| Drop Pkt
udp-cx LF/UDP |Run 3,616 3,625 1,022,588 1,022,614 0 0 0
[«] i I»]

Logged inte: 192,168.100.106:4002 as: Admin




D. Netsmith now shows the new connection and fraffic flowing through the Routed Mode WanLink

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ) () (%
Virtual Routers and Connections =

A

sght-click/double-click/drag supported| rddvR0
" Router Port e Al ] -
£y RO(Z] [}
H'B Ports <-0us, 1.544 Mbps
= Stopped FIRE CX
B Running FIRE CX
® Serves DHCP to incoming requests. ethl#0
= Applies NAT to outgoing packets. 172.1.1.1/24
* Router supports OSPF L |
Router supports Multicast
* Router supports BGP N
Router supports IPv6 S
" Peer ICE CX e
M Edge Port &
Collision Domain ‘\\
=== stopped WanLink /
=== Running WanLink {1
M Phantom/Unknown \I}h
B % TX over last 3s

=% Drop over last 60s eth2
——Network Connection P
~——Stopped FIRE - ‘--\.\_
=——Running FIRE
~———PeerICE

——Bridge Active
~———Bridge Configured
—— Parent/Child

Mgt-etho
162 168.100.106/24
|

~]
<] Il [ T

WanlLinks Show Legend Fire IPvds Info Print Sync Apply Close

[¥] wantLink Names [¢] Port Names []Fire Names [ ZeroPv4s apply Progress: Cancel Apply

Peer WanLinks Parents [] col. Domains [] IPvés
Netsmith Status:
[v] WanLink Config

For more information see LANforge-GUI User Guide

Routed Mode Wanlink with WanPaths

Goal: Setup a Routed Mode Wanlink with WanPaths.

In this tfest scenario, LANforge-ICE is used to filter traffic by IP address on a WanLink with the use of WanPaths.

1. Setup a Netsmith connection.


http://www.candelatech.com/lfgui_ug.php

Go to the Status tab and click Netsmith

Ly = Lmo — e meimmme s wgy e eimig— —— - —— s — o
LANforge Manager Version(5.4.3) ) (a) (x
Control Reporting Windows Info Tests
Chamber View ‘ Stop All | | Restart Manager | Refresh HELP
Status rPort Mgr rLayer—S rLS Endps rLayer 4-7 rWanLinks rRescurce Mar rA\er‘ts fMessages rWarnings rWifi—Messages +
License Info Current Users Saved Test Configurations
Licenses expire in: 656 days * Admin from127.0.0.1 AT |FACTORY DFLT |v‘ | P |
gnuserver from:127.0.0.1 9 3 =
Support expires in: 656 days. | Download DB | | Show Pro | | Delete |
Status View: |Ports by Resource |v| Name: ‘ | | e |
Realm 0
.r-Wanager.-Resaurce“—!
m ]
" ]
" [
Netsmith
Logged in to: localhost:4002 as: Admin 2 stations: 2t 07 0@

Right-click in the Netsmith window and select New Connection

.a_,.-nu I i ot ) fortent N TUS CURL VIS STdiLil leiiialn nelp

e Netsmith configuration for Resource: 1f0350-c8dc(1.1) Version: 5.4.3 x) () (x
Virtual Routers and Connections

Mgt-etho
192.168.1.3/24

ethl
192.168.42.7/23

|
L] eth2

I =

wiphyo wiphyl
i - 5 phy.
(]| \
th ‘wianl
3 wlano | |

New Router

New Connection
NeWw Bridge

WanLinks []Show Legend [¥] Fire IPvds Info Print Sync Apply
10

wanLink Names [¥] Port Names ire Names  [] Zero4Pvas apply Progress:
Peer WanLinks Parents Col. Domains [] IPvGs

Cancel Apply

MNetsmith Status:

[¥] WanLink Config




C. Accepft defaults, Auto Create everything and click OK

el e [ LT T | o= . BN (IS CUiL VIEW  JTdilil Isiiinal ey

Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ) (a) (X
Wirtual Routers and Connections

Iz |

Mgt-ethO
192.168.1.3/24

ethl
182.168.42,7/23

£

eth2

1 &

wiphy0  wiphyl
] [ . phy
|
tH ‘wlanl
= wlang
] rddvRO rddwR1

| & L i

WanLinks [] Show Legend [v]Fire IPvds Info Print Sync Apply
10

Wanlink Names [¥] Port Names ire Names [ Zero-IPvds apply Progress:
Peer Wanlinks Parents Col. Domains [] IPvEs

Cancel Apply

Netsmith Status: ESEERERNS

[¥] WanLink Config

D. Click Apply in the Netsmith window to create the connection

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ) () (%
Virtual Routers and Connections

[»

~

o,

“[fight-click/double-click/drag supported
M Router Port
= B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
“ Router supports BGP

Router supports IPv6
= Ppeer ICE CX rddvRO rddvR1
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
B % TX over last 3s
= % Drop over last 60s Mgt—ethu
—— Network Connection .1 ZRGES TR
-~ Stopped FIRE
—— Running FIRE athl
—— Peer ICE n
—— Bridge Active
—— Bridge Configured .eth2
—— Parent/Child

" mEEN

[4]

[ Il [ 1]

‘WanLinks Show Legend Fire IPvds Info Print Sync

v| WanLink Names [v] Port Names Fire Names Zepa 4 = TR T 3
| U Attempt to apply changes, but do not close the current window to allow more change:

Peer WanLinks Parents [] col. Domains [] IPvES
[v] WanLink Config

Netsmith Status:




E. The Netsmith window after applying changes
el e [ LT T | ot ] forr=s B U CUIL VIEWE Jedibil JSiiiidl CISip .

rq Netsmith configuration for Resource: [f0350-c8dc(1.1) Version: 5.4.3 ) (a) (X

Wirtual Routers and Connections

=

Mgt-ethO
192.168.1.3/24

ethl
182.168.42,7/23

£

eth2

1 &

wiphy0  wiphyl
i ] . phy
|
th \wlan1 d
= wlang

rddvRO g VRWL-1.1.00 el

=-Dus 1.544 Mbps ¥ 0 us, 1,544 Mbps =

WanLinks [[] Show Legend Fire IPvds Info Print Sync Ap \u Close

[¥] WanLink Names Port Names Fire Names [ ] Zero-IPvds Appl
Peer Wanlinks Parents Col. Domains [] IPvEs

Metsmith Status:
[¥] WanLink Config

For more information see LANforge-GUI User Guide: Netsmith


http://www.candelatech.com/lfgui_ug.php#vr

2. Setup the WanlLink.

A. Right-click the Wanlink and select Modify WanLink
L "'u _ ric  CUuiL  vicew Jcailil

| ey | e g e TELLLLE I

neip

Netsmith configuration for Resource: 1f0350-c8dc(1.1) Version: 5.4.3

Iz |

Wirtual Routers and Connections

Mgt-eth0
192,168.1.3/24
|

ethl
192.168.42,7/23
ath2
|

wiphy0 wiphyl
" phy.

- ) 2

L5 |

wiano
|

rddVR0

_ VRWL-1.1.000 el
<- 0 us, 1.544 Mbps

Display WanLink & WanPaths
Connect

Modify

Toggle WanLink
Modify WanLink
Modifyki’ort
Create Ports
Sniff Port

Reset Port
Delete Port
Delete WanLink
Delete

[v] WanLinks || Show Legend [v] Fire

[v] WanLink Names [v] Port Names Fire Names
Peer WanLinks Parents Col. Domains [] IPvGs
[v] WanLink Config

IPvds
[l Zero-IPvas ppply Progress:

MNetsmith Status:

B. Setup the WanlLink with values larger than what each of theWanPaths will use

VRWL-1.1.000 - Create/Modify WanLink >) [a) (%
D h ‘ Apply ‘ | oK | ‘ Display WanLink & WanPaths | ‘ Cancel
‘WanLink Information | WanLink Information
Name: fVRWL-1.1.000 [] Pass-Through [[] HW Pass-Through
IR ‘CUSTOM |v ” [] Coupled-Mode Kernel-Mode
Endpoint A Endpoint B Resource: |1 (1fe350-10ac) |v|
Port: [# (rdavRoD) [+][s trddvrib) I~ Rpt Timer: fost s B
Transfer Rate: T1 (1.544 Mbps) - | |T1 (1.544 Mbps) -
Endpoint A Endpoint B
Delay: zero (0 us) | |zero (0 us) - Tl |zer‘0 (%) |'| |Zer0 (0%) |v‘
Drop-Freq: |zer0 (0%) |v‘ ‘zero (0%) "| Dup-Freq: |Zero (%) |v||zer0 (0%) |v‘
litter: zero (0 us) w ||zero (0 us) - Drop st R ‘ . |1 ‘ "B | - ‘l |
Jitter-Freq: zero (0%) w [[zero (0%) -
Reorder Amit Gl | e |20 | 1 | == 20 |
| Script || Script ‘
Endpoint A WAN Paths Endpoint B WAN Paths
Create-WP Modify-WP Delete-WP Create-WP Modify-WP Delete-WP
Name | Tx Rate D\sab\edl ! | Filter Pattern | Delay‘ Name | Tx Rate D\sab\edl ! | Filter Pattern | Delayl
- -

A. WanPaths are subordinate to WanLinks. WanLinks, therefore, should be configured with
sufficient bandwidth and buffering required by all of its WanPaths

B. Click Apply and leave the Create/Modify WanLink window open

For more information see LANforge-GUI User Guide: WanLinks


http://www.candelatech.com/lfgui_ug.php#wl

3. Setup the WanPaths.

A. Click Create-WP on Entry Point A to create a new WanPath on this WanLink

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] chain-to-Next

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

[] chain-to-Next

Corruption #0

Corruption #3

@) Same As WanLink Replay Dup
[] Inverse Match

[] Drop-Xth

e
Random Write :

0
0

[] Do checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

0|
Random Write :

0
0

[l Do checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

[] chain-to-Next

Corruption #1

[] chain-to-Next

Corruption #4

Replay Bandwidth [] Use Pcap Filter

[[] Duplicate-Xth

[]Reorderth

=
Random Write :

0
0

[] Do checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] chainto-Next

e
Random Write :

0
0

[] Do checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[ chainto-Next

Corruption #2

Corruption #5

Create/Modify WanPath for Endpoint: VRWL-1.1.000-A ») ()
Name: |ep-l | Backlog Buffer: |ALITU |v|
PCAP Filter:
Source IP/MAC: [172.1.1.100 | Source Mask: [32 |
Dest IP/MAC: [172.2.2.100 | Dest Mask: [32 |
Transfer Rate: 64 Kbps (64 Kbps) ¥ | Delay zero (0 us) b
Jitter zero (0 us) ¥ | Drop-Freq: zero (%) h
Min Drop Burst: 1 | Max Drop Burst: 1
Min Reorder Amount: |1 | Max Reorder Amount: |20
Reorder-Freq: zero (G%) v | Dup-Freq: zero (%) 3
litter-Freq: zero (0%) ¥ | Test Manager: A
[11CEcap Replay Replay File: | | ”E

) Disabled Loop Replay Replay Latency Replay Loss

0

Random Write |-

0
0

[] Do checksum

0

Random Write |-

0
0

[] Do Checksum

1]

[ [}

match the IP coming in on the Entry Point

. Click OK to create the WanPath

NOTE: In order to filter by specific IP address, use a Source and Dest Mask of 32 to exactly




B. Click Create-WP on Entry Point B to create a new WanPath on this WanLink

Create/Modify WanPath for Endpoint: VRWL-1.1.000-B ¥) () (x
Name: |ep-2 | Backlog Buffer: W |nUTO |v| =
PCAP Filter:
Source IP/MAC: [172.2.2.100 | source Mask: [32 |
Dest IP/MAC: [172.1.1.100 | Dest Mask: [z2 |
Transfer Rate: 64 Kbps (64 Kbps) ¥ | Delay zero (0 us) b
litter zero (@ us) w | Drop-Freg: zero (0%) A
Min Drop Burst: 1 | Max Drop Burst: 1
Min Reorder Amount: |1 | Max Reorder Amount: |20
Reorder-Fraq: |zero (%) |v| Dup-Freq: |zero (2%) 3
JitterFreq: |zero (%) |V| Test Manager: | b
[11CEcap Replay Replay File: | | ”E

) Disabled Loop Replay Replay Latency Replay Loss

® Same As WanLink Replay Dup
[ Inverse Match

Rate:
Corruption:
Eyte-to-Write:
Min Offset:

Max Offset:

[] chainto-Next

Rate:
Corruption:
Eyte-to-Write:
Min Offset:

Max Offset:

[] chainto-Next

Corruption #0

Corruption #3

[] Drop-¥th

gts =
Random Write :

0
0
[ Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chain-to-Next

o |
Random Write :

0
0
[l Do Checksum

Rate:
Corruption:
Eyte-to-Write:
Min Offset:
Max Offset:

Corruption #1

Corruption #4

Replay Bandwidth [] Use Pcap Filter

[] Duplicate-%th

[ Reorder-¥th

=
Random Write :

0
0
[] Do Checksum

Rate:
Corruption:
Eyte-to-Write:
Min Offset:

Max Offset:

[] chainto-Next

R
Random Write :

0
0

[] Chain-to-Next [] Do Checksum

Rate:
Corruption:
Eyte-to-Write:
Min Offset:
Max Offset:

[ chainto-Next

Corruption #2

Corruption #5

0

Random Write ||

0
0
[] Do Checksum

0

Random Write ||

0

0

[] Do Checksum

1]

[ 1]

. NOTE: The Source and Destination IPs for this WanPath are the reverse of those for Entry

Point A

. Click OK to create the WanPath




C. Create a second WanPath for this WanLink using the next set of IP addresses

Create/Modify WanPath for Endpoint: VRWL-I.I.OOO—A“

Name: |ep—3 | Backlog Buffer: |;5.UT0N |v|
PCAP Filter:
Source IP/MAC: |l?2.1.l.101 | Source Mask: |255.255.255.0 |
Dest IP/MAC: [172.2.2101 | Dest Mask: [255.255.255.0 |
Transfer Rate: |E4 Kbps |V| Delay |zero (0 us) 1
litter |ze ro (0 us) |v| Drop-Freg: |zero (%) 1
Min Drop Burst: |l | Max Drop Burst: |1
Min Reorder Amount: |1 | Max Reorder Amount: |20
Reorder-Freq: zero (0%) ¥ | Dup-Freq: zero (0%) 1
litterFreq: zero ((%) w | Test Manager: b
[]1CEcap Replay Replay File: | | | Dir
) Disabled Loop Replay Replay Latency Replay Loss
@ Same As WanLink Replay Dup Replay Bandwidth [] Use Pcap Filter
[]Inverse Match [] Drop-Xth [] Duplicate-Xth []Reorderth
Corruption #0 Corruption #1 Corruption #2
Rate: 0 Rate: 0 Rate: 0
Corruption: Random Write : Corruption: Random Write : Corruption: Random Write | w|
Byte-to-Write: Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 0
Max Offset: 0 Max Offset: 0 Max Offset: 0

[] Chainto-Next

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-MNext

Corruption #3

[[e]ix

[ Do Checksum

[ Chainto-MNext

o |
Random Write :

Q
0
[] Do Checksum

Corru
Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[ Chainto-MNext

[]1 Do Checksum

[] Chainto-Next

ption #4
b
Random Write :

]
0
[]1 Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[ chainto-Next

Corruption #5

[ Do Checksum

0

Random Write ||

0

0

[ Do Checksum [

1]

[D] |

-




D. Reverse the Source and Destination IPs for this corresponding WanPath

Create/Modify WanPath for Endpoint: VRWL-1.1.900-B ¥) () (x
Name: |ep-4 | Backlog Buffer: lT;!.UT[) |v| =
PCAP Filter:
Source IP/MAC: [172.2.2.101 | Source Mask: |255.255.255.255 |
Dest IP/MAC: [172.1.1101 | Dest Mask: [255.255.255.255 |
Transfer Rate: 54 Kbps ¥ | Delay zero (0 us) b
litter zero (@ us) w | Drop-Freg: zero (0%) A
Min Drop Burst: 1 | Max Drop Burst: 1
Min Reorder Amount: |1 | Max Reorder Amount: |20
Reorder-Fraq: |ze ro (%) |v| Dup-Freq: |zero (2%) 3
JitterFreq: |zero (%) |V| Test Manager: | b
[11CEcap Replay Replay File: | | ”E
) Disabled Loop Replay Replay Latency Replay Loss
® Same As WanLink Replay Dup Replay Bandwidth [] Use Pcap Filter
[ Inverse Match [] Drop-¥th [] Duplicate-%th [ Reorder-¥th T
Corruption #0 Corruption #1 Corruption #2
Rate: 0 Rate: 0 Rate: 0
Corruption: Random Write : Corruption: Random Write : Corruption: Random Write |+
Eyte-to-Write: Byte-to-Write: Eyte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 0
Max Offset: 0 Max Offset: 0 Max Offset: 0
[] chainto-Next [ Do Checksum [] chain-to-Next [] Do Checksum []chainto-Next [ Do Checksum
Corruption #3 Corruption #4 Corruption #5
Rate: 0 Rate: 0 Rate: 0
Corruption: Random Write : Corruption: Random Write : Corruption: Random Write |+
Eyte-to-Write: Eyte-to-Write: Eyte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 0 —
Max Offset: 0 Max Offset: 0 Max Offset: 0
[] chainto-Next [ Do Checksum [] Chain-to-Next [] Do Checksum [J Chain-to-Next [0 Do Checksum |+
4] Il [ 1]

E. Verify that the WanPaths on this WanLink are setup correctly, then click OK on the Create/Modify
WanlLink window shown here

VRWL—I.LO{S - Create/Modify WanLink x) (2) (x
D ‘ Apply ‘ | oK | ‘ Display WanLink & WanPaths | ‘ Cancel
‘WanLink Information WanLink Information
Name: IVRWL-1,1.000 [] Pass-Through [] HW Pass-Through
Eresets: ‘CUSTOM |'| [[] Coupled-Mode Kernel-Mode
Endpoint A Endpoint B Resource: |l (1f8350-10ac) |v
Port: [# tradvrop) [+[6 trdavrib) [~ T T st a9 E
Transfer Rate: |11 (1544 weps)  [w ][ (1544 Mbps) ||
Endpoint A Endpoint B
Delay: |zeru iGeus) |" ‘zeru (0 us) "' Reorder-Freq: |zer‘o (%) |v| |zero (%) |v‘
Drop-Freq: |zero (0%) |v‘ ‘zero (0%) "| Dup-Freq: |zero (%) |v||zero (0%) |v‘
N N R | RN [ S0 o oy o e ey Py
Jitter-Freq: |zero (o) |v‘ ‘zero (%) ‘v|
Reorder Amt: e [L | e |20 | 1 | = 20 |
| Script || Script ‘
Endpoint A WAN Paths Endpoint B WAN Paths
[ Create-WP [ Modify-WP I Delete-WP 10 Create-WP I Modify-WP I Delete-WP |
Name | TxRate |Disabled| ! Filter Pattern Delay Name | TxRate |Disabled| ! Filter Pattern Delay
ep-1 64 K []|Src: 172.1.1,100/32 Dest: 1.., Q|~| [ep-2 64 K [ L] |Src: 172,2,.2,100/32 Dest: 1... 0]~
ep-3 64 K [ [][Src: 172.1.1.101/24 Dest: 1... of_||ep-4 64 K [ [][Src: 172.2.2.101/32 Dest: 1... o] _
- -

For more information see LANforge-GUI User Guide: WanLinks


http://www.candelatech.com/lfgui_ug.php#wl

4. Setup the ports with IP addresses.
A. Right-click on the WanlLink and select Toggle Wanlink

-~ e [T X T R B TS CUNL VISW Scdilil Ieliniidn nely

Iz |

Netsmith configuration for Resource: 1f0350-c8dc(1.1) Version: 5.4.3

wirtual Routers and Connections

Mgt-eth0
192,168.1.3/24
|

ethl
192.168.42,7/23
ath2
|

|

| I )

wiphy0 wiphyl
- ik

|-

=

/ wlanl
wlan0 |

rddvRO VRWL-1,1.000 R
=-0 UE 1.544 Mbps | Display WanLink & WanPaths

Connect

Maodify

Togyle WanLink

Madify WanLink

Madify Port

Create Ports

sniff Port

Reset Port

Delete Port

Delete WanLink

Delete

WanLinks || Show Legend [v] Fire IPvas Info Print Sync Apply

[¥] wanLink Names [v] Port Names Fire Names [ Zero-IPvds apply Progress:
Peer WanLinks Parents Col. Domains [] IPvGs
[v] WanLink Config

MNetsmith Status:

Cancel Apply

B. Right-click port rddVR0O and select Modify Port

€3 Applications Places system "] = B @ Y @gezsmiz [l o) Fri mar 12, 11:54:39
@ Mate Terminal ] LANforge Manager Ve... (3 [LANforge-GUI User Gui... 4] Netsmith configuration ...
LANforge Manager  Version(s.4.3) ) (@) (x
control Reporting Windows Info Tests Mate Terminal
[ chamber view | [ stopal | [ Restart Manager Refresh HELP. EileuEditaionsearch Jeminalticln
Status [ Port Mgr | Layer-3 /L3 Endps [ Layer 4-7 ['waninks [ Resour Netsmith configuration for Resource: 1f0350-c8dc(1.1) Version: 5.4.3 -
License Info Current Users ual Routers and Connecti
Licenses expire n: 556 days = Aderin from127.0.0.1

gnuserver from127.0.01

Support expires in: 656 days

status View: [Ports by Resource =

Mgt <tho
192.168.1.3/24

Realm 0

ethl
r g | 192.168.42.7/23
Ll eth2
=]
Wiphy0  wiphyl
=] I by
Netsmith] wlanl
- wlano [
lLogged in to: localhost:4002 as: Admin rddvRO u VRWL1,009 rddvRL

Display Wanlink & WanPaths | Us, 1.544 Mbps >
¢ Connect
¥ it
Toggle WanLink
Modify Wanlink
Modify Porty,_
Create Ports
Sniff Port
Reset Port
Delete Port
Delete WanLink
Delete

Configure LANforge:

WanLinks [] Show Legend [v]Fire IPvas Info Print

WanLink Names ] Port Names re Names  [] ZeroIPvas apply Progress
Peer Wanlinks Parents Col. Domains [] IPv6s
WanlLink Config

Netsmith Status:




C. Setup an IP address that is on a different network than the WanPath entry points

rddVRO (If0350-10ac) Configure Settings v) (a) (x
Port Status Information
Current: LINK-UP PROBE-ERROR TS0 UFQ G50 GRO
Driver Info: Port Type: Redirect-Device Peer: rddvROb N
W
Port Configurables
Enable General Interface Settings — Advert Rates—
[]set IF Down [ 10bt-HD
[ set Mac [1Down [] Aux-Mgt
[lset TX Q Len
= [ ] DHCP-IPvE DHCP Release DHCP Vendor ID:
el
] set Offioad [IDHCPIPve | SecondaryiPs | DHCP ClientD: [None [~ CJ1000
[ 5et PROMISC DNS Servers:  |[BLANK Peer IP: MA []10G-FD
[ set Rx-AlIFCS IP Address: 10.1.1.10/24 Global IPvE: AUTO [ 20G-FD
[] set Bridge Info IP Mask: 0.0.0.0 Link IPvé: AUTO Ol ntrol
Gateway IP: 0.0.0.0 IPVG GW: AUTO
. Alias: MTU: 1500 Eiloes
—Services— v] TS0 Enabled
M da:bff9:94:a6:4F | TH O Len 1000 .
o [] Bypass NOW! UFO Enabled
[J eypass Power-UP
L1RaDIUS RptTmer:  [redius @ %) [w]wiribridge:  None xS oo
[[]1Bypass Disconnect
| Print || View Details | ‘ Probe | ‘ Sync | ‘ Apply | ‘ 0K | | Cancel |

D. Setup an IP address on port rddVR1 that is on the same network as rddVRO

-

Virtual Routers and Connections |~ |

Right- dick/ double- click/ drag supported.
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For more information see LANforge-GUI User Guide: WanLinks
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5. Add the Virtual Routers.

A. Right-click in the Netsmith window and select New Router

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6
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Close

Cancel Apply

B. Accepft the defaults or change the Virtual Router name and graphical size
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C. Click the Apply button and repeat for the second Virtual Router
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A.

NOTE: After making any changes to the Netsmith window, you must click Apply or your

changes will NOT be implemented and could be lost

B. NOTE: Clicking Sync makes sure any changes are synchronized with the current database

D. Left-click rddVRO and drag it inside Router RO(1)
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E. Left-click rddVR1 and drag if inside Router R1(2)

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 vl (X
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F. Apply your changes in Netsmith

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 vl (x
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For more information see LANforge-GUI User Guide: WanLinks
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6. Setup the external interfaces.

A. Right-click port ethl and select Modify Port

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 vl (X
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B. Setup ethl with a valid IP address and IP mask that is on the same network as the WanPath entry
points ep-1 and ep-3

ethl (If0350-10ac) Configure Settings w) (A (%
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C. Left-click port ethl and drag it inside Router RO(1)
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D. Setup eth2 with a valid IP address and IP mask that is on the same network as the WanPath entry

points

ep-2 and ep-4

eth2 (If0350-10ac) Configure Settings

Port Status Information

Current:

LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control PROMISC

N

Driver Info: Port Type: Ethernet Driver: igb(5.4.0-k) Bus: 0000:03:00.0 Cur: 2.5GT/s X1 Max: 2.5GT/s x1
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E. Drag eth2 inside Router R1(2) and Apply changesin Netsmith

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 vl (X
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For more information see LANforge-GUI User Guide: WanLinks

7. Run fraffic to LANforge-ICE ports ethl and eth2, then display results. Refer to the LANforge FIRE Cookbook to
run traffic.


http://www.candelatech.com/lfgui_ug.php#wl
http://www.candelatech.com/lfgui_fire_cookbook.php

A. Right-click the WanlLink and select Display Wanlink & WanPaths

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 v () (x
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B. The lower half of the WanlLink display shows traffic passing on WanPath entry points ep-3 and ep-4
and other IP address are excluded from passing on the WanLink
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| Display Selected Paths | Modify | | Refresh | | Clear | | Close |




C. Select a WanPath and click Display Selected Paths in the lower left corner of the WanlLink display
window

WanPath: ep-3 WanLink: VRWL-1.1.000-A - B8 X

Endpoint: ep-3

né WAN Speed: 64000 bps TX: 12170
bps RX: 12170 TX Pkis: 107
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For more information see LANforge-GUI User Guide: WanLinks

Virtual Router with DHCP Service

Goal: Setup a Virtual Router with one interface serving DHCP.

In this fest scenario, a LANforge Virfual Router is created with one inferface sefup to serve DHCP to two remote
redirect interfaces that are setup to be DHCP clients.

1. Setup a Virtual Router and two Netsmith Connections.


http://www.candelatech.com/lfgui_ug.php#wl

Go to the Status tab and click the Netsmith button
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Support expires in: 656 days. | Download DB | | | Delete |
Status View: |Ports by Resource |v| Name: ‘ | | P |
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ManageriResource 1|
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" ]
" [
Netsmith
Logged in to: localhost:4002 as: Admin 2 stations: 2t 07 0@

Right-click in the Netsmith window and select New Router
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A. Follow steps discussed above for configuring the router




C. Right-click in the Netsmith window and select New Connection
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E. Repeat and create a second connection.
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¥ B Ports

= Stopped FIRE CX

®= Running FIRE CX

® Serves DHCP to incoming requests. New Router

= Applies NAT to outgoing packets. Nem%onnectmn
* Router supports OSPF New Eridge
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M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M pPhantom/Unknown
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——Running FIRE
~—Peer ICE
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|
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|

-

<] Il

[v]

[¥] WanLink Names Port Names [ ]Fire Names []Zero-Pvds Apply Progress:

WanlLinks Show Legend Fire IPvds Info Print Sync Apply Close
10 pl Cancel Apply

Peer WanLinks Parents [] col. Domains [] IPvés
Netsmith Status:
[v] WanLink Config

F. Click the Apply bufton fo commit the changes in Netsmith to the LANforge Server.

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

Virtual Routers and Connections
A

=,

8, RO(NA] rddvVRO VRWLA 1 000 AdVRL
7 z z =-0us, 1.544 Mbps I Ous, 1.544 Mbps -=
Right-click/double-click/drag supported
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M Edge Port
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=== Running WanLink
M pPhantom/Unknown
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~—Parent/Child
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[v] WanLinks [¥] Show Legend [¥] Fire [¥] IPvas | Info || Print H sync ‘ ‘ Apprg| | Close |

Peer WanLinks Parents [] col. Domains [] IPvés
[v] WanLink Config

Netsmith Status:

[¥] WanLink Names Port Names [ ]Fire Names []Zero-Pvds Apply Progress: [ 1% Complete ‘ Cancel Apply

A. NOTE: Modifications in Netsmith are only sent to the LANforge-Server after Applying them

For more information see LANforge-GUI User Guide: Virtual Interfaces
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2. Setup the WanlLinks.

A. Right-click the first WanLink and select Modify WanLink

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ) () (%
Virtual Routers and Connections =
e, RO(MNA) cFrddVRD _ VRWLL1 000 _rdd\.-’Rl
<-0us, 1.544
Right-click/double-click/drag supported HI Ermp AN R
M Router Port Connect
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" Stopped FIRE CX e o J Toggle WanLink
® Running FIRE X < Bl Mbps Modify fganLink
® Serves DHCP to incoming requests. Modify Port
= Applies NAT to outgoing packets.
* Router supports OSPF Create Ports
Router supports Multicast Sniff Port
“ Router supports BGP Reset Part L
Router supports IPv6 Belete Enre I
..::;; IIEIE:X Delete WanLink
Collision Domain Delete
=== Stopped WanLink Mgt-EthU
=== Running WanLink .1 2.168.100.106/24
M pPhantom/Unknown
=% TX over last 3s
E_9% Drop over last 60s
(——MNetwork Connection ethl
~——Stopped FIRE L
(——Running FIRE
~—Peer ICE
——Bridge Active .Ethz
—— Bridge Configured
—— Parent/Child L
4] I [ 1]

WanLinks Show Legend [¥] Fire IPvds Info Print sync Apply Close
10 p

WanLink Names ort Names [|Fire Names [] Zero-IPvds Apply Progress: Cancel Apply

Peer WanLinks Parents [] col. Domains [] IPvEs
. Netsmith Status:
[v] WanLink Config

B. Enter values specific fo your test and click OK

VRWL-1.1.000 - Create/Modify WanLink >) () (%
E‘ - 2 | Apply | | oK | | Display WanLink & WanPaths | | Cancel
WanLink Information e WwanLink Information =]
Name: VRWL-1.1,000 [l Pass-Through [1HW Pass-Through
Eresetz: |CU5TOM "" [] Coupled-Mode Kernel-Mode
Endpoint & Endpoint B Resource: |1 |V‘
Port: |4 trdavRob) |=][s trddvrib) [=] IRt Timen ot o ~
Transfer Rate: New Modem (56 Kbps) w | [New Modem (56 Kbps) -
Endpoint A Endpoint B
Delay: zero (0 us) > | [zero (0 us) = Reorder-Freq: |zero (%) |v| |zero (6%) ‘v|
Drop-Freq: ‘zem (0%) |v‘ ‘zern (%) |v| Dup-Freg: |zeru (0%) |v| |zern (8%) ‘v|
Jitter: ‘zero (0 us) |v‘ ‘zero (0 us) |v| i s wh ‘ i |1 ‘ N ‘ - |1 |
Jitter-Freq; ‘zero (0%) |v‘ ‘zern (o) |v| =)
Reorder Amt: min |1 ‘ mx |20 ‘ min |1 ‘ max |20 |
| Script || Script |
Endpoint A WAN Paths Endpoint B WAN Paths
| Create WP il Modify-WP I Delete-WP 1 Create- WP I Modify-WP I Delete-WP ]
Name | Tx Rate |D|sab|ed‘ ! | Filter Pattern | De\ayl Name | Tx Rate |D|sab|ed‘ ! ‘ Filter Pattern |De|ay|
-

A. NOTE: Kernel-Mode allows for much higher emulation speeds and supports all features of
the normal WAN emulation mode

B. Kernel-Mode is available for the WAN emulation if you are using a pre-compiled Linux
kernel from the Candela downloads page



C. Right-click to toggle the WanlLink staftus to Running (green).

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

virtual Routers and Connections

A

8, RO(NA) rddVRO

VRWL-1.1,000 J9dVR1
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D. Repeat for the second WanlLink and set it to Running (green).

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

Virtual Routers and Connections
A
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.
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WanLinks Show Legend [¥] Fire IPvds Info Print sync Apply Close
[¥] wantLink Names [¢] Port Names []Fire Names [ ZeroPv4s apply Progress: nplete

Netsmlth et _

For more information see LANforge-GUI User Guide: WanLinks (ICE)
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3. Setup the ports.
A. Right-click port rddVRO and select Create Ports

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

Virtual Routers and Connections
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= Applies NAT to outgoing packets. Creatd}urts
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=== Running WanLink
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E% Drop over last 60s
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| Cancel Apply

Peer WanlLinks Parents [] col. bomains [] IPvs
. Netsmith Status:
[v] WanLink Config

B. Select the Bridge button from the available connection types, name it, and click OK

Create VLANS on Port: 1.1.3

) MACWVLAN ) B02.1QWLAN () Redirect ® Bridge _) Bond () GRE Tunnel
) WiFi STA ) WiFi VAP ) WiFi Monitor ) WiFi Virtual Radio

N

[[] DHCP-Pv4

Bridge Name: bro

MAC Ad l:lj IP Address: Global IPvS: AUTO
Quantity: E IP Mask or Bits: Link IPvE: AUTO
Gateway IP: IPvG GW!: AUTO

pro |

‘ Qﬂply H Cancel | ‘ Ready
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C. Right-click the bridge port and select Modify Port

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

\“ight-click/double-click/drag supported
¥ Router Port

RO(5)

Virtual Routers and Connections
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WanLinks Show Legend [¢] Fire IPvads Info Print Sync Apply Close
[¥] wantLink Names [¢] Port Names []Fire Names [ ZeroPv4s apply Progress: 10 p Cancel Apply

Netsmlth et _

A. NOTE: You will have to click the Sync button for your newly created bridge port to appear
in the Netsmith window.

D. Assign an IP address and IP mask, then click Apply

bro (If0350-10ac) Configure Settings

Current:

Port Status Information

LINK-UP PROBE-ERROR TS0 UFO G50 GRO

Driver Info: Port Type: Bridge Driver: bridge(2.3) BLB h/A

D

General Interface Settings

CP Release  DHCP Vender ID:
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Port Configurables
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Enable
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jal =i ] DHCP-Pv6
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[ set MTU
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E. Enterinterface names rddVRO and rddVR2 in the whitespace located below the Add Ports button
so that you can add them as bridge members

bro (f0350-10ac) Configure Settings ~) (%
Port Status Information et
Current: LINK-UP PROBE-ERROR TS0 UFQ G50 GRO
Driver Info: Port Type: Bridge Driver: bridge{2.3) Bus: N/fA e
123
Port Configurables
Enable General Interface Settings [ Spanning-Tree
Set IF Down W |
o Oz Tl Aging Time: 300 -
il []DHCP-IPv6 [¥] DHCP Release  DHCP Vendor ID: = Bridge Priority: 32768 -
[]set TXQ Len - E
[] DHCP-IPv4 Secondary -IPs CHCP Client ID: _ Max Age: 20 -
[] set MTU :
Hello Time: 2 A
[ set offload DNS Servers: BLANK Peer IP:
. ; e v: 115
[ set Bridge Info IP Address: 1.1.1.2 Global IPv&: AUTO Forwarding Delay hd
IP Mask: 255.255.2535.0 Link IPv6: AUTO
Gateway IP: 0.0.0.0 IPVE GW: WAUTO
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MAC Addr: de:09:d6:1c:fZ:1e | TX Q Len 1000 3
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Bridge Information P Y.
Services— Configured Ports | Current Ports |
1 HTTP Add Ports
CIFTP rddVRD
ddWR2]
[]RADIUS it
e Pootod el P =y ! -]
4] Il [ 14
F. Click Add Ports to add the interfaces as bridge members, then click OK
bro (If0350-10ac) Configure Settings ~) (%
T OTT SCETOSs TTOTEoTT T
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| Print || Wiew Details | | | Apply || oK | | Cancel
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G. The Netsmith window now shows a bridge port with fwo bridge members

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6

virtual Routers and Connections

A

.
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For more information see LANforge-GUI User Guide: Ports (Interfaces)
4. Setup DHCP Server and Clienfs.
A. Drag the bridge port into the virtual router.

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6
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B. Right-click the bridge port and select Modify

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ») () (X
Virtual Routers and Connections =
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19 TX over last 3s 162.168.100.1
E_19% Drop over last 60s L]
(——Network Connection
~———Stopped FIRE
—— Running FIRE ethl
——Peer ICE | ]
——Bridge Active
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C. Select the 'DHCP' checkbox at the bottom of the window and enter in your desired DHCP Server
configuration, then click OK

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 (%
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D. Right-click interface rddVR1 and select Modify Port

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 ~) () (x
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E. Select the 'DHCP' checkbox to make this interface a DHCP client, then click OK

rddVR1 (Ifo350-10ac) Configure Settings

Port Status Information
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[]set Bridge Info P Mask: 0.0.0.0 Link IPvé&:
Gateway IP: 0.0.0.0 IPvG GW:
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F. Repeat forinterface rddVR3, then click Netsmith Apply

Netsmith configuration for Resource: lanforge-62-7A
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G. After the Netsmith apply, DHCP clients will acquire IP addresses from the DHCP server

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 v
virtual Routers and Connections

[»r]ix

.

0 ddVR1
ight-click/double-click/drag supported = rddVRO _ g VRWL1.1.000 5.1.1.103124

..gmpl:,tr(:;Port ?HM 0 us, 56 kbps @ 0 us, 56 Kbps ->

Stopped FIRE CX L

Running FIRE CX rddvR3
Serves DHCP to incoming requests. rddVR2 g VRWL-1.1.001 1.1.1.102/24
Applies NAT to outgoing packets. u

 ous 5 Kbps @ 0 us, 56 Kbps =

* m B E N

Router supports OSPF
Router supports Multicast
* Router supports BGP
Router supports IPv6
" Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown Mat-etho
E—1% TX over last 3s 15?2.168.100‘105!24
=% Drop over last 60s L
——Network Connection
~———Stopped FIRE
——Running FIRE sthl
~peer ICE n
(——Bridge Active
~——Bridge Configured
~Parent/Child sth2

[4]

4] 1] [ T¢]

[v] WanLinks Show Legend [v] Fire IPvds Info Print Sync ‘ App\y | Close |
o

[¥] WanLink Mames Port Names [ ]Fire Names []Zerod ==
Peer Wanlinks Parents [] Col. Domains []IPv

45 A Pranrass: 1009 Com neal Ann
Attempt to apply changes, but do not close the current window to allow more change:
oS
Netsmith Status:
[¥] WanLink Config

A. Select the 'IPv4s' checkbox at the bottom of the Netsmith window to see the IP addresses
of the DHCP clients

ot o

For more information see LANforge-GUI User Guide: Ports (Inferfaces)

5. Create a Layer-3 Connection.


http://www.candelatech.com/lfgui_ug.php#port

A. Go to the Layer-3 tab and click Create

g = - — fm e e e —tm— —— s e e ae-

LANforge Manager Version(5.4.3) vl () (x

Control Reporting Windows Info Tests

Chamber View ‘ Stop All | | Restart Manager | Refresh HELP

Status rPort Mgr rLayer—S rLS Endps rLayer 4-7 rWanLinks rRescurce Mar rA\er‘ts fMessages rWarnings rWifi—Messages +

Rpt Timer: Test Manager |all - | Select All || Start + || Stop - || Quiesce || Clear |

Wiew ‘0 -500 ‘V|Go| | Display || Cregte || Modify ‘ | Delete |
A
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B ‘RxDrop%b‘RxDrop% B| Drop Pkts A| Drop Pkts
[4] i [»]
Logged in to: localhost:4002 as: Admin 2 stations: 2t 07 0@

B. The RDD-FIRE connection for this example will use interfaces rddVR1 and rddVR3.

RDD-FIRE - Create/Modify Cross Connect >) () (%
|:| b ‘ Display ‘ | sSync | ‘ Batch-Create | ‘ Apply | | 0K ‘ ‘ Cancel |
Cross-Connect Cross-Connect =]
CX Mame: |RDD-FIRE Report Timer: |‘Fast (1s) "n
e ‘LANforge [P "H Endpoint A Endpoint B
Endpoint A Endpoint B Pld Pattern ‘mcreasmg |v‘ ‘Increaslng |v‘
St [+ 11fesse-20ac) [+][r nresso-10s0) [~ T o [=] o I~
Port: [5 trddvrL) [+][s rdavra) &l o o [some [=][Foee =]
Min Tx Rate: |ZE Ko |'||ZE i |v| Min Duration: ‘F"”E"EF |" ‘F“re"er |v‘
e s |Same |v | |Same |v| Max Duration: ‘SEME |" ‘SENE |"
MinPDU Size:  [UDP Pld (1,472 B)  |w|[wop Pld (1L472B)  |+] e DN f e —
Max PDU Size: |Same |v | |Same |'| Max Reconn: ‘Same |v‘ ‘Same |v‘
P ToS: [pest Effort () [+|[pest Effart (@) [+ I Norest =] foreat @ =]
Pkts To Send;  [Infinite [ =] [rnfinize [~] | — I — | 3
‘ Thresholds ‘ ‘ Thresholds ‘
Cross-Connect Endpoint A Endpoint B
Test Manager ‘defau\tftm ‘v Snd Buff Size: ‘OS Default |v‘ ‘OS Default |v‘
Quiesce: [asen [+| |RovBuf Size: [os Default [+][os pefautt [~]
Endpoint A Endpoint B Send Bad FCS: ‘ | ‘ ‘ | ‘
P Addr: [auTo [~auro [~ lsrc mac: ‘ [-]] [~]
[JReplay File [JReplay File [] Use-Proxy [ Use-Proxy
[ Loop [JLoop
[] Dest Mac [] Dest Mac | 4
Flename: Socket Priority: ‘U | ‘U |
Dest MAC: | | || | | [ il i [~
C. Verify the Layer-3 connection was created
LANforge Manager Version(5.3.6) ) la) (%

Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager |
Layer4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status

Layer-3 r L3 Endps fVo\P}RTP |/ “olP/RTP Endps |/ Armageddon r WanLinks r Attenuators rFlle-ID ‘

Rpt Timer: Test Manager|a|l |v| ‘ Select All H Start || Stop H Quiesce H Clear ‘

View ‘D - 500 |v|Gc| | Display || [Create || Modify | ‘ Delete |
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B| Drop Pkts Al Drop Pkt
RDD-FIRE LF/UDP |Stopped 0 0 [4] 0 [4] [4] [4]
[ Il [»]

Logged into: 192.168.100.106:4002 as: Admin




For more information see LANforge-GUI User Guide: Layer-3 Cross Connects (FIRE)


http://www.candelatech.com/lfgui_ug.php#cx

6. Run LANforge-FIRE fo yourself through LANforge-ICE!

A. Select the Layer-3 Cross Connect and click Start

LANforge Manager Version(5.3.6) vl (A) (x
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager |

[ Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | wAP Stations | Messages |
Status

layer-3 | L3Endps | VolP/RTP | VolP/RTPEndps | Armageddon | Wanlinks | Attenuators | Filed0 |

Rpt Timer: Test Manager ‘ Select All H Start || Stop H Quiesce H Clear ‘

View ‘0 - 500 |'|Go| | Display || Create || Maodify | ‘ Delete |
Cross Connects for Selected Test Manager
MName Type State Pkt Rx A Pkt Rx B BEps Rx A Eps Rx B R Drop % & Rx Drop % B| Drop Pkts A Drop Pkt:
RDD-FIRE LF/UDP |Run 184 184 27. 750 27.822 0.541 4] 1
[4] i [»]

Logged in to: 192.168.100.106:4002 as: Admin

B. Go to the Status tab and click Netsmith to view the graphical representation of the setup

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.6 vl
Virtual Routers and Connections

[r]ix

v}

.

dght-click/double-click/drag supported RO(5) rdd\VRO :‘Lj,\f‘%oajza
¥ Router Port br
® B Ports 111 ‘ 5=
Stopped FIRE CX L
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
* Router supports BGP b

Router supports IPv6
" Peer ICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown Mat-etho
B—1% TX over last 3s 152.168.100‘105!24
=% Drop over last 60s L
(——Network Connection
~———Stopped FIRE
——Running FIRE sthl
~——Peer ICE [ ]
——Bridge Active
——Bridge Configured
~—— Parent/Child eth2

* mEE N

ps 0 us, 56 Kbps >

-

1] I [Ty ]

‘WanLinks Show Legend Fire IPyvds Info Print Sync Apply Close
4]

[¥] wantLink Names [¢] Port Names []Fire Names [ Zero-Pv4s apply Progress: ¥ Cancel Apply

Peer Wanlinks Parents [] Col. Domains []IPvEs
Netsmith Status:
[v] WanLink Config

For more information see LANforge-GU| User Guide


http://www.candelatech.com/lfgui_ug.php

Virtual Router with NAT

Goal: Setup a Virtual Router with one interface performing NAT on outgoing traffic.

In this test scenario, a pair of Virtual Routers are connected with a Redirected Interface connection with one
side of the connection performing NAT on outgoing fraffic. Two additional Redirected Interface connections

are configured to pass fraffic and demonstrate NAT.

1. Setup two Virtual Routers and three Netsmith Connections.

A. Right-click inside the Netsmith window and select New Router

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7
Wirtual Routers and Connections

[r]ix

NeyRouter
New Connection
New Bridge

Mgt-etho
]

ethl
|

eth2
|

-

[ 1] |

q] Il
WanLinks [[] Show Legend Fire []1Pvas Info Print Sync Apply

[v] WanLink Names [v| Port Names Fire Names [ ] Zero-Pv4s apply Progress: 100% C cancel Apply

Peer WanlLinks Parents Col. Domains []IPvGs
Netsmith Status:
[v] WanLink Config

Close




B. Repeat to create another virtual router

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7

Virtual Routers and Connections

RO(MA)

Sync
10 p

[¥] WanLink Names Port Names
Peer WanLinks Parents
[v] WanLink Config

Fire Names  [] Zero-Pv4s apply Progress:
Col. Domains []IPvBs

Mgt-etho
|
ethl Ew Router
| w Connection
eth2 New Bridge
|
<] Il [ [v] |
WanlLinks []Show Legend Fire []IPvas Info Print Apply Close

Netsmlth et _

Cancel Apply

C. Right-click inside the Netsmith window and select New Connection

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7 ) () (%
Virtual Routers and Connections =
L+
a,
=
Y
ROCMA)
New Router
New CWnection
New Bridge
Mgt-etho
|
ethl
W eina RIINA]
|
1] i [ 1] |
WanLinks [[]Show Legend [¥] Fire [11Pvas Info Print sync Apply Close
[v] WanLink Names [¢] Port Names Fire Names  [] Zero-Pv4s apply Progress: nplete Cancel Apply
Peer WanLinks Parents Col. Domains []IPvBs
_ Netsmith Status:
[v] WanLink Config




D. Select the 'Skip' option on Port 1-B, WanLink and Port 2-B, then click OK

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7 v () (%
Virtual Routers and Connections =
-}3‘
Y
ﬁ\
Create/Modify Connection X
Interface-Cost: 1 |
RIP-Metric: [1 |
Port 1-A: ‘(Autu Create New Port=> |v| Sl |UUU.UUU.UUU.UUU |
Porc18: [k | |- vere e:
WanLink: skip ‘ | | VRRP ID:
VRRP Priorit
Port 2-8: [ Skip =] Gy
Latat 2rval:
Port 24: []Skip |<Auto Create New Port> || oy piop, | | r
DHCP Lease Time: Subnets (a.b.c.dix):
Mgt-tff| DHCP DNS: [ Il |
u DHCP Range Min: | | |
e DHCP Range | | | |
L CP Range i i |
| DHCP Domain:
e Next-Hop-IPvé: [ |
JHC DNS:
IPv6 Subnets (aaa:0/):
DHC Range Min: | “ |
DHC
| I |
DHCPC
| | |
| | |
L] NAT []1DHCP [] DHCPvE [] custom DHCP []WRRP [] cand-RP
Co J
<] 1 [ [v] |
WanlLinks [[]Show Legend Fire [1IPvas Info Print Sync Apply
[v] WanLink Names [v] Port Names Fire Names  [] Zero-Pv4s apply Progress: 1t pl Cancel Apply
Peer WanLinks Parents Col. Domains []IPvBs
Netsmith Status:
[v] WanLink Config

E. Repeat and creatfe two more connections

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7 ) () (%
Virtual Routers and Connections =
-}3‘
: A
ﬁ\
ROCMA)
rddvRO rddvR1
rddvR2 rddvR3
New Router
.Mgt-ethn Connection
ethl New Bridge
W eina RITNA)
|
<] Il [ [v] |
WanLinks [[]Show Legend [¥] Fire [11Pvas Info Print Sync Apply
[v] WanLink Names [¢] Port Names Fire Names  [] Zero-Pv4s apply Progress: 11 mpl Cancel Apply
Peer WanLinks Parents Col. Domains []IPvBs
_ Netsmith Status:
WanLink Config




F. Click the Apply button followed by the Sync button

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7 ) () (%
Virtual Routers and Connections =
4+
A
.'..'n\
PN
Y
RO(2)
rddvRO rddvR1
==
rddvR2 rddvR3
——= =
rddvR4 rddvR5S
—an
Mgt-etho
|
ethl
W oth2 R
|
[l Il I IO
WanLinks [[]Show Legend [¢]Fire []1Pvas Info Print Sync Apply Close
[v] WanLink Names [¢] Port Names Fire Names  [] Zero-Pv4s apply Progress: g Cancel Apply
Peer WanLinks Parents Col. Domains []IPvBs
Netsmith Status:
[v] WanLink Config

A. NOTE: Modifications in Netsmith are only sent to the LANforge-Server after Applying them

B. Clicking Sync makes sure any changes are synchronized with the current database

For more information see LANforge-GUI User Guide: Virtual Interfaces

2. Setup the Ports.


http://www.candelatech.com/lfgui_ug.php#port_cr

A. Right-click the rdd ports and select Modify Port

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7 ) () (%
Virtual Routers and Connections =

RO(2)
rddvRO rddvR1
[

Display WanLink & WanPaths
Connect

Modify

Toggle WanLink
Modify WanLink
Mgt-etho Modify Port

| CreatltPorts
it Sniff Port

eth2 RL(1) Reset Port

L Delete Port
Delete WanLink
Delete

~]
<] Il [ T

WanlLinks []Show Legend Fire []IPvas Info Print Sync Apply Close

[v] WanLink Names [v] Port Names Fire Names  [] Zero-Pv4s apply Progress: mp Cancel Apply

Peer WanLinks Parents Col. Domains []IPvBs
Netsmith Status:
[v] WanLink Config

A. Assign each pair of rdd ports a unique subnet and IP address

B. Select the 'IPv4s' checkbox to view the IP addresses of the rdd ports

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7 ) () (%
Virtual Routers and Connections =
—\.n\
.:F.-‘
=
RO(2)
rddvRO rddvR1
10.10.10.10/24 10.10,10.11/24
B n
rddvR2 rddvR3
20.20.20.1/24 20.20.20.20/24
| EE— L
rddvR4 rddvRS
30.30.30.1/24 30.30.30.30/24
Mgt-etho [(———7———4]
192 168.100.106/24
|
ethl
U eth2 R1(1)
|
=
l i [ Iv]

WwanLinks [l show Legend [¥] Fire IPvas Info Print sync Apply Close

[v] WanLink Names [¥] Port Names Fire Names [ Zero-Pv4s apply Progress: Cancel Apply

Peer WanLinks Parents Col. Domains []IPvGs
_ Netsmith Status:
[v] WanLink Config




C. Configure rddVR3 and rddVRS5 with a Gateway IP that corresponds to their peer rdd interface

e Gateway IP: 20.20.20.1 IPvE GW: AUTO
[ wre Alias: MTU: 1500

[ ere MAC Addr: Se:67:8e:al 88 TXQLen 1000
=
[] rapmus
Pl Ret Timer: mediom (8 5) = WiFi Bridge: NONE =
[]psecupsivaam IPSec GW: IPSec Password:
IPSec Local ID IPSec Remnote ID:

[ restartxoer
[] prowmse

[ moace
[ meres
[ evpass

[ sypass Power-ur

oW

[] Flow-contra

Offload
TS0 Enabled
[ ure enabied
G50 Enabled
[ Lro Enabled

[] croEnabled

rddVRO (ct521b-11b4) Configure Settings ONORC)
Part Status Infarmatian
Current LINK-UP T30 G50
Driver Info: Port Type: Redirect-Device Peer: rddvR1
Port Configurables
l/Standard Configuration r Extended Config |
Enzale General Interface Settings AdvertRates
[ setmac D1 [ 10be-+o
Qoo Do oo e o] 9
[] settxqLen i [ wbtro
[ setmru L] DHCP-IPvG  [¥] DHCP Release DHCP Vendor 1D: 8 [ r00be-+o
[ serofiesd ] DHCP-IPvd Secondary-IPs | DHCP Client ID: 8 > [ 1o0eeo
[ set prOMISC @ 1060 [] woo-ro
[ e DNS Servers:  [BLANK Peer IP: NA 1 avero ) ees
[Jsetsridgernfo P Address:  [2020.20.20 Global IPvé: AUTO Do O
P Mask: 255.255.255.0 Link IPvé: AUTO Cliseen [ oc-ro
[ svs-ro

| Print H Display ‘ | Probe || Sync | | Apply || OK |

A. NOTE: In this example, rddVR3 has a Gateway IP of 20.20.20.1 and rddVR5 has a Gateway

IP of 30.30.30.1

For more information see LANforge-GUI User Guide: Porfs (Interfaces)


http://www.candelatech.com/lfgui_ug.php#port

3. Move the Redirected Interfaces into their desired positions.

A. Drag rddVRO into Router RO(2) and rddVR1 info Router R1(1)

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7

Virtual Routers and Connections

riddVRO
10.10.10.10/24 rddvR2
20.20.20.1/24

rddvR4
30.30.30.1/24
Mgt-etho
162.168.100.106/24
|
ethl

ddvR1
0,10.10.11/24

U eth2
]

rddvR3
20.20.20.20/24

rddvRS
30.30.30.30/24

[»

q Il

WanLinks [[] Show Legend Fire IPvds Info Print Sync

[¥] WanLink Names Port Names Fire Names [ Zero-IPvds Apply Progress: 100% Comp

Apply

Cancel Apply

Peer WanLinks Parents Col. Domains []IPvEs
. Netsmith Status:
[v] WanLink Config

Close

B. Drag rddVR2 into Router RO(2) and rddVR4 into Router R1(1)

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7

Virtual Routers and Connections

rddvR2 rddvR3
0.20.20,1/24 20.20.20.20/24
i

rddVRO
10.10.10.10/24

Mgt-etho
192 168.100.106/24
|

ethl

U eth2
|

ddvR1
0.10.10.11/24

dvR4 rddvR5
0.30.30.1/24 30.30,30.30/24
i

-

q Il

[v]

WanLinks [[]show Legend Fire IPvds Info Print Sync

[v] WanLink Names [¥] Port Names Fire Names [ Zero-Pv4s apply Progress:

Apply

Peer WanLinks Parents Col. Domains []IPvGs
_ Netsmith Status:
[v] WanLink Config

Close

Cancel Apply




C. Click Netsmith Apply to commit the changes

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7 ) () (%
Virtual Routers and Connections =
L+
A
PN
Y
rddvR2 rddvR3
0.20.20.1/24 20.20.20.20/24
i
radVRO
10.10.10.10/24
Mgt—ethu
192.168.100.106/24
|
ethl ddvR1
B 0,10.10.11/24
eth2
|
dvR4 rddVRS
0.30.30.1/24 30.30,30.30/24
i
<] Il D]
[¥] WanLinks [[]Show Legend [¢]Fire IPvads | Info || Print | ‘ Sync ‘ | Apply | | Close |
[v] WanLink Names [v] Port Names Fire Names  [] Zero-IPv4s apply Progress: | te \ Cancel Apply
Peer WanLinks Parents Col. Domains []IPvBs
Netsmith Status:
[v] WanLink Config

4. Create a TCP connection and sniff traffic without NAT.

A. Go to the Layer-3 tab and click Create

- - G W L —

R

- P

LANforge Manager Version(5.4.3)

Control Reporting Windows Info Tests

Chamber View ‘ Stop All | | Restart Manager | Refresh HELP

Status rPort Mgr rLayer-S rLS Endps rLayer 4-7 rWanLinks rResource Magr rA\er‘ts rMessages rWarmimgs rWifi-Messages +

Rpt Timer: : Test Manager |all - | Select All || Start + || Stop - || Quiesce || Clear |

| Display || Cregte || Maodify ‘ | Delete |
%

View ‘0-500 "lGO|
Cross Connects for Selected Test Manager
Name Type State Pt Rx A Pkt Rx B Bps Rx A Bps Rx B ‘RxDrup%A‘RxDrop% B| Drop Pkts A| Drop Pkts

[»]

[ il

2 stations: 21 01 02|

Logged in to: localhost:4002 as: Admin




B. Create a Layer-3 TCP connection between endpoints rddVR3 and rddVR5 then click OK

tcp-cx - Create/Modify Cross Connect b ¢
E All | Display | ‘ Sync | | Batch-Create ‘ ‘ Apply ‘ | OK ‘ | Cancel |
Cross-Connect Cross-Connect
E;IT\Iame: frep-cx Eeport Timer: |fast T ‘vu
o | M
s I = Endpoint A (Client) Endpoint B (Server)
Endpoint A {Client) Endpoint B (Server) Bld Pattern |increasing(n) |v||increasing{n) |v|
Resource: ‘1 (ct521b-1164) |v| |1 (ct521b-11h4) ‘v‘ ] |AUTO |' | |AUTL‘| |'|
e ‘14(rdd\fk3] |v| |15 (rddVRS) ‘v‘ Ve 1o Pt |Same |' | |Same |'|
Min Tx Rate: ‘old Modem (9.6 Kbps) |v| |01d Modem (9.5 Kbps) ‘v‘ S |meer |_||Fme“rer |-|
MoxTxkate:  [swme ™= 3 I [same || [same [~
MinPDUSize:  [Small (300 B) [=|[sma1l (200 B [~] i Reconm: B e Elf = =]
Max PDU Size: ‘Same |'| |Same ‘v‘ Max Reconn: |33"‘e |'||53'”e |'|
PTos: [pest effore  (8)  [w|[pest effort (o) |+] . Noreal @ Bl ]
Pkts To Send: [rfinite [ =] [nrinite [~] P —
| Seript Il Seript |
| Thresholds | | Thresholds |
Cross-Connect Endpoint & (Client) Endpoint B (Server)
Test Manager [tefautt tm [~ SndBuffSizer [0S Default [+ ]fos pefauit [~]
Quiesee: |3 (3ze0) |, Rev Buff Size: |05 Default |v||05 Default |v|
Endpoint A (Client) Endpoint B (Server) SR | | || | |
1P Addr: lauTo | =] fputo || |sremac | -] -]
] Replay File [] Replay File [ Use-Prony [ Use-Proxy
! [ Loop [ Loop Proxy Addr:
[] Dest Mac [] Dest Mac Proncy Port:
Filename: Socket Priority: |0 | |U |
Dest MAC ‘ [-]] ] | Payload Il Payload |

C. In Netsmith, right-click the TCP connection and click Start

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7 AN
Virtual Routers and Connections |=|
&
@‘
=
rddvR2 rddvR3
0.20.20.1/24 20.20.20.20/24
|
|
\
rddVRO |
10.10.10.10/24 |
II
|I =|
g
g
Mgt-ethﬂ :
192,168,100.106/24 Display
| | Toggle
- Y610.11/24 St
W ein2 e e IS
] fl[=:2
| Modify
| | Delete
dvR4 rddvRS
0.30.30.1/24 30,30,30.30/24
H
1 I [ 1] |
‘WanLinks [[] Show Legend Fire IPvds Info Print Sync Apply Close
[¥] WanLink Names [¥] Port Names Fire Names [ Zero-IPv4s ppply Progress: 1 np Cancel Apply
Peer WanlLinks Parents Col. Domains [] IPvGs
: Netsmith Status:
[v] WanLink Config




D. Right-click port rddVR1 and click Sniff Port

Netsmith configuration for Resource: If0350-10ac(1.1) Version: 5.3.7 ) () (%

Virtual Routers and Connections =
v'n‘
@,
-

rddvR2 rddvR3
0.20.20.1/24 20.20.20.20/24
RO(2)

radVRO
10.10.10.10/24

Mgt—ethu
192.168.100.106/24
|

ethl rddvR1
B I0.10.10.11."24

eth2 R1(1)

| Display WanLink & WanPaths
Connect

Modify . RS
Toggle WanLink 0,30,30.30/24
I Modify WanLink
Modify Port
Create Ports
sniff Port —
Reset Port
Delete Port
Delete WanLink I

1]
Delete
WanlLinks []Show Legend Fire e e Close

[v] WanLink Names [v] Port Names Fire Names  [] Zero-Pv4s apply Progress: Cancel Apply

Peer WanLinks Parents Col. Domains []IPvBs
Netsmith Status:
[v] WanLink Config

-

[v]

A. NOTE: You must have Wireshark properly installed as described here: Installing Wireshark

E. After Wireshark begins, notice that the source and destination IP addresses are from 20.20.20.20
(rddVR3) and 30.30.30.30 (rddVR5) as expected without NAT enabled

Capturing from rddVR1 [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (on If0350 w] () (x
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

ecAamNABNX Q¢ v vayEBy o -

Filter: [ - Expression... Clear Apply
No. Time Source Destination Protocol Length Info
FU CLUUUTOSLLT  SUL DU O Ov fu.eu. UL EU LA wye Suu ooy, 1zu
99 §.001000995 20.20.20.20 30.30.30.30 TCP 66 33885—-3388:\
100 8.249724778 20.20.20.20 38.38.38.38 LANforge 366 Seq: 121
101 8.249845941 30.36.30.30 20.20.20.20 LANforge 366 Seq: 121
182 8.249902666 20.208.20.20 38.38.30.30 TCP 66 33005-3300'—
103 8.499655313 20.206.20.20 36.36.30.30 LANforge 366 Seq: 122 |+
e ] »

» Frame 1: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface @

» Ethernet II, Src: 12:e2:26:fd:47:d7 (12:e2:26:fd:47:d7), Dst: da:bc:e5:ef:bd:e9 (da:bc:e5:ef
*» Internet Protocol Version 4, Src: 206.20.20.20, Dst: 30.30.30.30

» Transmission Centrol Protocol, Src Port: 33085, Dst Port: 330806, Seq: 1, Ack: 1, Len: 3880

» LANforge Traffic Generator
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5. Enable NAT and sniff traffic on the same port.

NOTE It is important that Endpoint-A of the connection is behind the NAT port because it is the side that

initiates the connection. Reversing the endpoint ports will cause the connection to fail.

A. Right-click on the TCP connection and select Stop
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B. Right-click rddVRO and select Modify
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C. Select the 'NAT checkbox and click OK, then click the Netsmith Apply buttfon
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D. Right-click on the TCP connection and select Start
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E. Right-click port rddVR1 and select Sniff Port
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F. Affer Wireshark begins, notice that any source or destination IP address from or to 20.20.20.20
(rddVR3) has been NAT'd to be 10.10.10.10 because rddVRO0 is now performing NAT on all outgoing
fraffic

[4]

Capturing from rddVR1 (as superuser) ZA AL AN

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

CRC NG QewEFIEE Qe »
] lipply a display filter ... <Ctrl-/> = -] +
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315 25.002481268 10.10.16.10 30.30.30.30 TCP 66 33083 - 3

1 3

Frame 1: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface rdd\J
Ethernet II, Src: be:B8:7c:47:16:ee (be:8B:7c:47:16:ee), Dst: T6:19:79:8a:39:8d (f6:19:1
Internet Protocol Version 4, Src: 10.10.10.10, Dst: 30.30.30.30

Transmission Control Protocol, Src Port: 33083, Dst Port: 33084, Seq: 1, Ack: 1, Len: 3(
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For more information see LANforge-GUI User Guide

Multiple Layer-2 Switches

Goal: Emulate the behavior of five Layer-2 Switches connected together for traffic fail-over
testing.

In this test scenario, the function of several layer-2 switches will be emulated using multiple LANforge Bridge
devices with Spanning Tree Protocol (STP) so that each bridge can be connected to at least two others and
fail-over tests can be demonstrated.

1. Setup seven Netsmith Connections.

A. Right-click inside the Netsmith window and select New Connection
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B. Accept defaults Auto Create everything then click OK.
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C. Repeat and create a total of seven (7) connections
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D. Click the Apply button to commit the changes in Netsmith to the LANforge-Server
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A. NOTE: Modifications in Netsmith are only sent to the LANforge-Server after Applying them

For more information see LANforge-GUI User Guide: Virtual Interfaces
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2. Setup five Bridge devices.

A. Right-click inside the Netsmith window and select New Bridge
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B. Select the Bridge button, enter a name and quantity 5

A. NOTE: The 5 bridges here are sw-0, sw-1, sw-2, sw-3, and sw-4
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C. In Netsmith, position the bridge devices into separate areas so they can be grouped with WanLink

entry points
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For more information see LANforge-GUI User Guide: Ports (Inferfaces)

3. Move the Wanlinks into their desired positions.
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A. Position the WanlLink enfry points in groups near the bridges as follows:
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A. 2 enftry points near sw-0, sw-1, and sw-2 (one to sw-3 and one o sw-4)
B. 3 entry points near sw-3 and sw-4 (one to sw-0, sw-1, and sw-2)

C. Bridges sw-3 and sw-4 should also have a WanLink between them

B. Click Netsmith Apply to commit the changes

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7
Virtual Routers and Connections

C

Lie e j VRWL11,000  rddvRl
L us, 1,544 Mbps ® 0 us, 1,544 -
rddvR4 G teess

sw-0
|

: rddvRE
[

&
«
o
«|2
oz
=N
il
33
EE]
£l

ethl g E
=
eth2 3
u |'_i
g
eth3 2!
n =
Mgt-etho u
gt-e
n stha ddvR9
| |
eths
u

sw-4

-

WanLinks []show Legend [¥]Fire L] 1Pvas Info Print Sync App\jk Close
Wanlink Names [v] Port Names Fire Names  [[] ZeroIPvds apply Progress: c n

Peer Wanlinks Parents Col. Domains []IPvés
Netsmith Status:
[v] WanLink Config

4. Modify each Bridge to enable Spanning Tree Protocol (STP) and add Bridge Members.



A. Right-click bridge sw-0 and select Modify Port
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B. Select the 'Set Bridge Info' and 'Spanning Tree' checkboxes, then add bridge members rddVR1 and
rddVR3

sw-0 (If0350-10ac) Configure Settings ) (A) (%
Port Status Information b
Current: LINK-UP PROBE-ERROR TSO UFO G5O GRO
Driver Info: Port Type: Bridge Driver: bridge{2.3) Bus: N/A

[T»

Port Configurables

Enable General Interface Settings Spanning-Tree

Set IF Down ) OWn g
o (B[ Iml(B e b Aging Time: 200 -
L] set MAC CIDHCPPvS [71DHCF Release  DHCPVendori: None [ ]| gridge priority. (32768 -

[]Set TXQ Len

[ 5et MTU [] DHCP-IPv4 Secondary -IPs DHCP Client ID: _ Max Age: 20 -
&

[ set Offload DMS Servers:  [BLAMK PeerIP: Hello Time: 2 =

Set Bridge Info IP Address:  [0.0.0.0 | Global IPv6: M Forwarding Delay: |15 -
IP Mask: 0000 Linkipve: [aUTO
GatewaylP: [0.0.0.0 | IPv6 GW: [AUTO
Alias: I 1500

MA 3a:2c:32:e3:43:85 | TX Q Len 1000

Rpt Timer: medium (8 s) = WiFi Bridge: NONE =

—————Bridge Information —— B s
Services— Configured Ports Current Ports
rddvRl Add Ports
e rddvR3
CIFTP
] RADIUS
‘ print || \iew netails | [ prohe [ qune | [ anone [ ok | [ cancer | — ‘L
4 il »

A. NOTE: Selecting the 'Spanning Tree' checkbox enables Spanning Tree Protocol (STP) for
that port

B. Click the Apply or OK button to commit the changes in bridge configuration to the
LANforge-Server



C. Right-click bridge sw-1 and select Modify Port
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A. Enable STP and add members rddVR5 and rddVR7

D. Right-click bridge sw-2 and select Modify Port
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E. Right-click bridge sw-3 and select Modify Port
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5. Create virtual interfaces for traffic generation and fail-over tests.

A. Right-click sw-0 and select Create Ports and choose Redirect
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A. This step will create two Redirect Devices, rddA and rddB

B. Add rddA to bridge sw-0
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A. Click the Apply or OK buttfon to commit the changes in bridge configuration to the

LANforge-Server




C. Right-click rddB and select Create Ports, then select the MAC-VLAN button
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A. Enter a starting MAC address, quantity 5, and starting IP address

D. Repeat for bridge sw-1
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E. Repeat for bridge sw-2
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6. Create Layer-3 connections.

A. On the Layer-3 tab, create a Layer-3 UDP connection between

rddB#0 and rddD#0
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B. Create 4 more connections between the remaining rddB and rddD ports
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C. Create 5 connections between the rddD and rddF ports
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A. Repeat this step for the rddF and rddB ports for a total of 15 connections



7. Test Fail-Over condition.
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Loggedinto: 192.168.100.103:4002 as: Admin

A. On the Layer-3 tab, select all 15 connections and click Start



8. In Netsmith, verify traffic is flowing through sw-3 or sw-4 via 3 separate WanLinks
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A. Inthis case, VRWL1.1.001, VRWL-1.1.003 and VRWL-1.1.006 all show traffic flowing

9. Right-click WanLink VRWL-1.1.001 and select Toggle Wanlink
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10. After approximately 1 minute, the traffic will find an alternate path
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11. Right-click WanLink VRWL-1.1.001 and select Toggle WanlLink
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12. After approximately 1 minute, traffic resumes on its original path

13. Traffic flow after simulating multiple path failures
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A. A sample LANforge HTML report of this fail-over test can be found here:

B. Fail-Over Test Sample HTML Report
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http://www.candelatech.com/oss/fail-over-test/index.html

Emulating a Multiple Hop Network

Goal: Use virtual routers to emulate a multi-hop network.

In this example, LANforge is used to emulate a live routed network by using multiple virtual routers to form a
working multi-hop network. Each virtual router has its own routing table and can be configured to use one of
many different routing protocols. OSPF will be used in this example and traceroute will be used to demonstrate
the fraversal of each hop.

1. Use Netsmith to create five OSPF virtual routers.

A. From the Status tab, select the Netsmith button.
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Logged into: 192.168.100.103:4002 as: Admin




B. Right-click in the Netsmith window and select New Roufer.
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C. Select the Use OSPF checkbox.
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D. Select OK, then create four more OSPF virtual routers.
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E. After creating five OSPF virtual routers, select Apply.
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For more information see LANforge-GUI User Guide: Netsmith


http://www.candelatech.com/lfgui_ug.php#vr

2. Create four Netsmith connections to link all of the OSPF virtual routers.

A. Right-click in the Netsmith window and select New Connection.
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B. Leave all the default settings and select OK.
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C. Create three more Netsmith connections.
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D. After creating four Netsmith connections, select Apply.
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3. Assign IP addresses to either end of each of the four Netsmith connections.

A. Right-click on rddVRO and select Modify Port.
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B. SetrddVRO to 10.0.0.1/30 and select OK.

rddVRO (jw2) Configure Settings

Port Status Information
Current: LINK-UP PROBE-ERROR TS0 UFO GS0 GRO

Driver Info: Port Type: Redirect-Device Peer: rddvROb
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C. Right-click on rddVR1 and select Modify Port.

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 v
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D. SetrddVR1 to 10.0.0.2/30 and select OK.

rddVR1 (jw2) Configure Settings v) (a) (x

Port Status Information
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[ 5et PROMISC DNS Servers:  |[BLANK Peer IP: MA ) []10G-FD
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E. Repeat the steps above to complete the following:

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7
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WanlLinks []Show Legend Fire IPvas Info Print Sync Apply

[¥] WanLink Names Port Names Fire Names [ ] Zero-IPvds Apply Progress: omplete

Peer WanLinks Parents Col. Domains []IPvBs
Netsmith Status:
[v] WanLink Config

Close

Cancel Apply

A. rddVR2is 11

.0.0.1/30 and rddVR3 is 11.0.0.2/30

B. rddVR4is 12.0.0.1/30 and rddVR5 is 12.0.0.2/30

C. rddVRéis 13.0.0.1/30 and rddVR7 is 13.0.0.2/30



4. Drag each end of a Netsmith connection into a virtual router to setup the network.

A. A:Setup the following by dragging the inferfaces into the specified virtual routers:

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ) () (%
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A
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: 1of
]
Y
Mgt-etho
192,168,100.103/24
W ethl
[JChE RATNA]
] ethdh b
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13.0.0.2/30 g VRWL-1.1,003 et .0.0.2/30
il
— st 544 Mbps 8 0 us, 1,544 Mbps -=! ||
Y
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l i [ Iv]
WanLinks [[]Show Legend [¥] Fire IPvds Info Print sync Apply Close
[v] WanLink Names [¥] Port Names Fire Names [ Zero-Pv4s apply Progress: 10 on Cancel Apply

Peer WanLinks Parents Col. Domains []IPvEs
. Netsmith Status:
[v] WanLink Config

. rddVRO in RO and rddVR1 in R1
rddVR2in R1 and rddVR3 in R2
rddVR4 in R2 and rddVRS in R3
rddVRé in R3 and rddVR7 in R4

O 0 w >



B. B:Rig

ht-click on each Wanlink (red bar) and select Toggle Wanlink (change to green bar).

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ) () (%
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[v] WanLink Names [v] Port Names Fire Names  [] Zero-Pv4s apply Progress: mp Cancel Apply
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Netsmith Status:

WanLink Config

A.

C. After

Note: If you wanted to emulate an /impaired/ multi-hop network, you could modify each
Wanlink to have any LANforge impairment such as latency, jitter, dropped packets, etc...

all intferfaces are moved and Wanlinks started, select Apply in the Netsmith window.
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5. Assign IP addresses and Default Gateways to each of four physical interfaces.

A. Right-click on each interface and select Modify Port.
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B. Setup the following IP addresses and Default Gateways:

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ) () (%
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WanLinks [[]Show Legend [¥] Fire IPvds Info Print Sync Apply Close
[¥] WanLink Names Port Names Fire Names [ ] Zero-IPvds Apply Progress: omplete Cancel Apply
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Netsmith Status:

[v] WanLink Config

ethl IP address is 172.16.0.101/24 and Default GW is 172.16.0.1
eth2 IP address is 172.16.0.1/24 and Default GW is 172.16.0.1
eth3 IP address is 192.168.0.1/24 and Default GW is 192.168.0.1
eth4 IP address is 192.168.0.104/24 and Default GW is 192.168.0.1

O 0 =w >



C. Drag eth2 info RO and eth3 into R4, then Apply changes.

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7
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A. Note: In this example, four physical interfaces are used. eth1 and eth2 are physically
connected with a cable, as are eth3 and eth4. This allows us to use eth1 and eth4 to

generate traffic to each other through the network interfaced by eth2 and eth3.




6. Apply all changes in Netsmith, allow OSPF time to converge, and observe routing tables.

A. After applying all Netsmith changes, right-click on a virfual router and select Show Routing Table.
(Before OSPF converges, only the directly connected networks are shown.)

LANforge Dialog ) (a) (%

09/13 14:08:41.470
Routing table for Virtual Router: Router-0 (5)
unreachable default proto xorp scope link metric 1 notify

10.0.0.0/30 dev rddVRO scope link
172.16.0.0/24 dev eth2 scope link

b

B. After OSPF converges, each virtual router has a complete routing table for the entire network.

LANforge Dialog vl () (x

09/13 14:09:29.286
Routing table for Virtual Router: Router-0 (5)

unreachable default proto xorp scope link metric 1 notify

10.0.0.0/30 dev rddVRO scope link

11.0.0.0/30 via 10.0.0.2 dev rddVRO proto xorp metric 2 notify
@ 172.16.0.0/24 dev eth2 scope link

[4] i ¥

A. Note: If you select Netsmith Apply again, this will restart all virfual routers and OSPF will
need time to converge again.



7. Alternative method to observe routing tables of each virtual router.

A. With OSPF virtual routers, you can right-click on a virtual router and select Virtual Router Console to
bring up the underlying xorp shell for the virtual router.
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B. Once at the xorp shell prompt, type the following to display the routing table information:

xorpsh for VR: 5 (on fwa710-blue)
Welcome to RORF on fwadli-blue

[static{220)/1]

Foto 0,0,0,0 via my_discard/my_discard
[connected(0)/0]

> wia eth2/eth2

[ozpF(110)/5]

> oto 10,0,0,2 via rddVROSrddVRO
[cormected(0)/0]

> wia rddVYROArddVED
[o=pF(110)/2]

> to 10,0,0,2 via rddVROArddVRO
[ozpf(110)/3]

P oto 10,0,0,2 via rddVROSrddVRO
[ospf(110)/4]

¥ to 10,0,0,2 via rddVROSrddYRO
root@fuarlo-bluer [l

A. show route table ipv4 unicast final

8. Use fraceroute to fraverse all five hops.



A. Open a terminal window in the LANforge system.

root@fwa7l10-blue:~
File Edit View Terminal Help
[root@fwa710-blue ~1# |}

1>]

B. Type the following command at the prompt:

root@fwa710-blue:~
File Edit View Terminal Help
[root@fwa710-blue ~]# traceroute -1 ethl 13.0.0.2.

)>]

A. traceroute -i ethl 13.0.0.2

B. Note: -i ethl forces the traceroute program to use eth1 as its outgoing interface.



C. Observe the results of each hop in the network.

root@fwa710-blue:~

File Edit View Terminal Help
[root@fwa710-blue ~]# traceroute -1 ethl 13.0.0.2 [¢

traceroute to 13.0.0.2 (13.0.0.2), 30 hops max, 60 byte packets
172.16.0.1 (172.16.0.1) 0.129 ms 0.098 ms 0.081 ms

10.0.0. 0.0.0.2) 0.332 ms 0.299 ms 0.243 ms
0.572 ms 0.549 ms 0.449 ms
2.917 ms 2.902 ms 2.813 ms

4.808 ms 4.712 ms 4.695 ms

b LY = TR I N )
=
=
G
G

2
.2
12 G 0.2
.2
0-

[ out@fwa?l

D. Traceroute from eth4

[ root@fwa710-blue:~
File Edit View Terminal Help
[root@fwa710-blue ~]# traceroute -1 ethl 13.0.0.2 [¢
traceroute to 13.0.0.2 (13.0.0.2), 30 hops max, 60 byte packets

1 172.16.0.1 (172.16.0.1) ©0.111 ms ©0.081 ms 0.105 ms

2 10.0.0.2 (10.0.0.2) 0.226 ms 0.338 ms 0.321 ms

3 11.0.0.2 (11.0.0.2) 0.640 ms 0.559 ms 0.539 ms

4 12.0.0.2 (12.0.0.2) 2.937 ms 2.924 ms 3.551 ms

5 13.0.0.2 (13.0.0.2) 4.778 ms 4.687 ms 6.603 ms

[root@fwa710-blue ~]
[root@fwa710-blue
[root@fwa710-blue

~]
~]# traceroute -1 ethd4 10.0.0.1
traceroute to 10.0.0.1 (10.0.0.1), 30 hops max, 60 byte packets
1 192.168. G 1 (192.168.0.1) 0.109 ms 0.081 ms 0.100 ms
2 13.0.0.1 (13.0.0.1) 243 ms 0.159 ms 0.489 ms
3 12.0.0.1 (12.0.0.1) 210 ms 2,177 ms  2.142 ms
4 11.0.0.1 (11.0.0.1) 166 ms 3.148B ms 3.177 ms
5 10.0.0.1 (10.0.0.1) 731 ms 6.719 ms 6.699 ms
[root@fwa710-blue ~1# |}

Th W kD

A. traceroute -i eth4 10.0.0.1

E. Generate LANforge traffic through the multi-hop network.



A. Go fo the Layer-3 tab and select Create.

LANforge Manager Version(5.3.7) LIRENEES
Control Reporting Tear-Off Info Plugins
[oeai ] [ Resatvansger
Generic rTest Mgr rTest Group rF\esuurce Mgr rEvent Log rAlerts rPort Mgr rvAP Stations rMessages |
Status || Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | Filed0 | Layer-4 |
Rpt Timer: = Go| Test Manager|aH |v| ‘ Select all || Start || Stop || Quiesce H Clear |
View ‘0—500 |v|Gu| ‘ Display H Crgat§| Modify | ‘ Delste ‘
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B ‘ Rx Drop % A‘ Rx Drop % B Drop Pkts Al
[« Il T»]
Logged into: 192.168.100.103:4002 as: Admin
B. Sef Endpoint-A to use eth1 and Endpoint-B to use eth4.
test-1 - Create/Modify Cross Connect ¥ (a) (%
D | All | | Display | | Sync | | Batch-Create | | Apply | | oK | | Cancel

C¥ Name:
CX Type:

Resource:
Port:

Min Tx Rate:
Max Tx Rate:

Min PDU Size:

IP ToS:

Max PDU Size:

Pkts To Send:

Cross-Connect

test-1

|LANforge / UDP

Endpoint A Endpoint B
o o 2
1 (eth1) | >[4 (etha) v
wid DSL (762 Kbps) |v| |Hid DSL (768 Kbps) |v|
Same |v| |Same |v|
1k (1.024 B)  |w][ik (1,024 8) ||
|Same |v| |Same |v|
[Best Effort  (0)  |w|[Best Effort (0)  |+|
|v| |Infinite |v|

|Infinite

N




C. Start the Layer-3 connection.

LANforge Manager Version(5.1.2)

Control Reporting Tear-Off Help

| Stop All ‘ | Restart Manager | HELP

[ File-10 | Layer-4 | Generic | Test Mar | Resource Mgr | Serial Spans | PPP-Links | Port Mar | Messages |
Status

Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon | WanLinks | Collision-Domains

RptTimu(mg:TmManaggr all = | Select All || Stant H stop || Quiesce H Clear |

View |u-zu|:| ‘V|Go| | pispray || create || modity | [ Detete |

ross Connects for Selected Test Manager:

Wame | Type | State  |PkiTx A->B|Pki Tx A<-B| Rate A->B | Rate A<-B | Rx Drop A| Rx Drop B| Rpt Timer | EID | Endpoints (A <-> B)

1est-1 |LF/uDP [Run | 1,554 1,573 767,583 767,710] o o 1000[1.6 [test-1-A <=> test-1-B |

Logged in to; 192.168.100.226:4002 as: Admin




D. Traffic flowing through the multi-hop network.

Netsmith configuration for Resource: fwa710-blue Version(5.1.2)
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Multiple Physical Port Testing - CT1970-48
Example

Goal: Use LANforge and a managed ethernet switch to create 48 unique WAN emulations.

In this example, LANforge is paired with a managed ethernet switch to create 48 unique WAN emulations.
Each of the 48 ports on the ethernet switch can be connected to an end-user device such as a PC or
networked gaming console to provide 48 independent emulated links each with their own set of network
impairments. Please see the CT970-48 product description for more details.

NOTE: If you are attempfting fo run this test scenario, you will need a LANforge license key that
enables the correct number of Wanlinks. Please contact us at support@candelatech.com for
assistance.

1. Download the CT970-48 configuration to your LANforge system. We have provided the LANforge database
and managed switch configuration for this example to simplify the setup. You can download all of the
CT970-48 configuration files to your /home/lanforge/DB/CT970-48 directory.

A. NOTE: This LANforge database uses ethO as the Management port and eth2 as the VLAN frunk port.
If you need to modify these, please contact us at support@candelatech.com for assistance.

B. NOTE: The managed switch referenced in this example is a Netgear FSM7352SNA ProSafe 48-port
10/100 L3 Managed Switch.


http://www.candelatech.com/lanforge_v3/ct970-48_product.php
mailto:support@candelatech.com
http://www.candelatech.com/oss/lanforge_configs/CT970-48/
mailto:support@candelatech.com
http://www.netgear.com/Products/Switches/FullyManaged10_100Switches/FSM7352S.aspx

2. Save your existing database, then load the new database intfo your LANforge system.

A. On the Status tab, under the Test Configuration Database Name field, type in a name for your
existing configuration, then select the Save button.

LANforge Manager Version(5.1.4)

Control Reporting Tear-Off Help

| Stop All ‘ ‘ Restart Manager | HELP

File-10 | Layer-4 | Generic | Test Mgr | Resource Mgr | Serial Spans | PPP-Links | Port Mgr | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps

License Info

|” Armageddon | wanLinks | collision-Domains |

Current Users

* Admin from:192.168.100.16!
Licenses expire in: 190 days. gnuserver from:127.0.0.1 List: |DFLT

Test Configuration Database

|v| MName: |existingDB ‘

Load Behavior: |Choose One |v|

Support expires in: 190 days.

| Load ‘ | Delete | | Save |
[« oI ] [»]

Virtual Shelf 1

Resource 1

0 (5] nm () wm [ (] (] [
0 (] nm [ mm [ me [
1 [ e (]

Logged in to: 192.168.100.213:4002 as: Admin

B. Select CT970-48 from the Test Configuration Database List box.

LANforge Manager Version(5.1.4)

Control Reporting Tear-Off Help

| Stop All ‘ ‘ Restart Manager | HELP

File-10 rLayer—4 rceneric |/Test Mar rResource Magr |/Serial Spans rPPP—Links rPort Mgr rMessages |
Status | Llayer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps

r Armageddon r WanLinks r Collision-Domains |
License Info Current Users Test Configuration Database

* Admin from:192.168.100.16!

Licenses expire in: 190 days. gnuserver from:127.0.0.1 List |CT97D—48 |v| Name: |EXISIIngDB ‘
Load Behavior: |Choose One |v|

Support expires in: 190 days. | linart ‘ | Delete | | rp |

[] Ii ] [»]

Virtual Shelf 1
Resource 1

o (] ] (][] ]
0 (] nm [ mm [ me [
1 e (]

Logged into: 192.168.100.213:4002 as: Admin




C. Select Load Behavior Overwrite.

LANforge Manager Version(5.1.4)

Control Reporting Tear- Off Help

| Stop All ‘ ‘ Restart Manager | HELP

File-10 [ Layer-4 | Generic | TestMar [ Resource Mor | serialspans | PPP-Links | Port Mgr | Messages |
staus | Layer-3 | L3Endps | VoIP/RTP |  VoIP/RTPEndps | Armageddon | WanLinks |  Collision-Domains |

License Info Current Users Test Configuration Database

* Admin from:192.168.100.16!

Licenses expire in: 190 days. gnuserver from:127.0.0.1 List |CT97D—48 |v| Name: |EXISIIngDB ‘
Load Benavior: [Overwrite [+

Support expires in: 190 days. | Load ‘ | Delete | | Save |

] I | [»]

Virtual Shelf 1
Resource 1

o (] (] (B B (] [
0 (] nm [ mm [ me [
1 [ e (]

Logged into: 192.168.100.213:4002 as: Admin

D. Select the Load button and acknowledge the confirmation pop-up message.

Load Database (and over-write the current settings): CT970-48

Load & Overwrite Database Cancel

3. After LANforge is finished loading the new database, open Netsmith to view the 48 WanlLinks and modify if
necessary.



A.

On the Status tab, under Resource 1, select the Netsmith button.

ANforge Manage

Control Reporting Tear- Off Help

| Stop All ‘ ‘ Restart Manager |

File-10 [ Layer-4 | Generic | TestMar [ Resource Mor | serialspans | PPP-Links | Port Mgr | Messages |
stais | Layer-3 | L3Endps | VoIP/RTP |  VoIP/RTPEndps | Armageddon | WanLinks

[” colision-Domains |

License Info Current Users

“ Admin from:192.168.100.16!

Test Configuration Database

gnuserver from:127.0.0.1 List |CT9?I]—48

Licenses expire in: 190 days.

|V| Name: |ExistingDB ‘

Load Behavior |0verwrim

|v|

Support expires in: 190 days.

[Cisas ]

| Delete |

| Save |

[«] Ii | [»]

Virtual Shelf 1

Resource 1

o [ nn (B mm (B e (B o () nn [
0 (] nm [ mm [ me [

Logged into: 192.168.100.213:4002 as: Admin

If any changes are made to Netsmith, then select the Apply button fo commit the changes o the

LANforge server.

th configuration for Resource

Routers and Connect

A Mat—

g1-eth0
o 195168 100 213724 RO
= eth7 .E”‘l eth3  eth4
m s [ o
e ctns GG 10.11.1/24
el o X
1]

3
2
25 S

56 d 16 145
4127
~m\rddd 128
rdd7.129
-rdd

g

rdds. 148

30
rdd7.13

§ VRWL-1.1.0

2

146
147
th2.148

Right- dick/ double-click/drag supported.
M Router Port
Ports
= Stopped FIRE CX
= Running FIRE CX
= Serves DHCP to incoming requests.
= Applies NAT to outgoing packets.
° Router supports OSPF

Router supports Multicast
" Router supports BGP

Router supports IPv6

Collision Domain
== Stopped WanLink
/== Running WanLink
M Phantom/ Unknown
1% TX over last 3s
=% Drop over last 605
|——Network Connection
| stopped FIRE

[~ Running FIRE

| Peer ICE

[~ Bridge Active

|~ Bridge Configured
|~ Parent/ chita

[VIshow Legend  []Zero-IPvas [1pvas [ieves Help Print Apply. Close
eer WanLinks antink Names [ WanLink Config Netsmith Apply Progress: 100% Complete

Parents Fire

Fire Names
Netsmith Status:



4. When the 48port-sw-config.txt is loaded into the Netgear FSM7352SNA switch, port 52 on the switch is
configured as the VLAN frunk which will connect to LANforge port eth2. Each switch port and VLAN
correspond to a WanlLink in LANforge. Here, incoming fraffic on switch port 1 is tagged for VLAN 101 and
sent out switch port 52 to LANforge eth2 then on to WanLink VRWL-1.1.0 via endpoints eth2.101 and
rdd1.101.

A. Connect LANforge port eth2 to the FSM7352SNA switch, port 52 which is frunking vians 101 - 148 to
the LANforge system.

Netsmith configuration for Resource: simech2 Version(5.1.4)
I Routers and Connect

Right- click/ double-click/drag supported.

= Mgt-etho
o, L e 2 oy | Router Port
= B Ports
A etn7 gt ems end = Stopped FIRE CX
W ehe L) = Running FIRE CX
m &9 il
&0 ctns et 10.1.1.1/24 = Serves DHCP to incoming requests.
W ethll L] - = Applies NAT to outgoing packets.
L] * Router supports OSPF

Router supports Multicast
* Router supports BGP
Router supports IPV6

rdds. 129

Peer ICE CX.
M Edge Port

Collision Domain
== Stopped WanLink
/= Running WanLink
M Phantom/ Unknown
=% TX over last 35
[==1% Drop over last 605
|— Network Connection
e |——Stopped FIRE
rdd5. 146 |——Running FIRE

rdds. 147 | Peer ICE
FEED |~ Bridge Active
|~ Bridge Configured
|~ Parent/ Child

rtdd 127
—m\rddd’128

rdd7.129
a7 1:

VRWL-1.1.28

§ VRWL-1.1.0
— 1 -

connects to switch port 52

[¥ishow Legend  [IZero-IPvds  [¥]IPvds [ClIPves Hep || Print Apply Close

RO Peer Waninks [ WanLink Names []WanLink Canfig Netsmith Apply Progress:
Port Names Parents Fire Fire Names

Col. Domains

Netsmith Status:



B. Here, each WanlLink can be modified to have its own unique impairment profile so that each end-
device has a different upstream connection.

Netsmith configuration for Resource imech2 Version(5.1.4)

Routers and Connect

Mgt-etho Ra Right- dick/ double-click/drag supported.
S e | Router Port
= B Ports

= etn7 B ems end = Stopped FIRE CX

W ehe L) = Running FIRE CX

m ethg n6 bra1
S ains ot 10.1.1.1/24 = Serves DHCP to incoming requests.
L] = Applies NAT to outgoing packets.

Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPV6
Peer ICECX.
M Edge Port

Collision Domain
== Stopped WanLink
/== Running WanLink
M Phantom/ Unknown

TX over last 35

[==% Drop over last 605
|— Network Connection
|——Stopped FIRE
|——Running FIRE
| Peer ICE
[~ Bridge Active
|~ Bridge Configured
|~ Parent/ Child

rdds. 129

VRWL-1.1.0

Toggle WanLink

Modify WanLink \(dé;sl‘ﬂ
Modify Port rdd7.148
Create Ports

Sniff Port.

Reset Port

Delete Port

show Legend  []Zero-IPvds

Pvds [l1pves Help Print Apply Close

WanLinks Peer WanLinks ] WanLink Names [] WanLink Config Netsmith Apply Progress: 100% Complete
Port Names Parents

Netsmith Status
Col. Domains

C. If any changes are made to Netsmith, then select the Apply buttfon fo commit the changes to the
LANforge server.

Netsmith configuration for Resource:
Routers and Connect

Mat-etho Right- click/ double-click/drag supported.
192.168.100.213/24 RO(T) M Router Port
[]

orts

" Stopped FIRE CX

e A brd1 = Running FIRE CX
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/= Running WanLink
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=% Drop over last 60s
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|— Running FIRE

——Peer ICE

[~ Bridge Active

|~ Bridge Configured
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WanLink Names [ ] WanLink Config Netsmith Apply Progress: | 27% Complete ] | cancerappiy
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Port Names Parents

Netsmith Status:
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D. Alternatively, a group of WanLinks can be modified together using the Batch Modify on the
WanlLinks fab in the main LANforge GUI. Highlight the group of WanlLinks that you want fo modify,
then select Batch Modify fo modify the highlighted set of WanLinks.

LANforge Manager Version(5.1.4)

Control Reporting Tear-Off Help
| Stop All ‘ ‘ Restart Manager | HELP
File-10 r Layer-4 rceneric |/Test Mar rResource Magr |/Serial Spans r PPP-Links r Port Mgr |/ Messages |
Status | Llayer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon | Wanlinks |  Collision-Domains |
Select All Start Switch Stop Clear
T kL - L ron | e | s o )
| Display || Create || Modify H Batch Modify | | Delete |
WanLinks for Selected Test Manager
Mame EID [K-M State Enclpoints (A <-> B)| Pkt Tx A->B Pkt Tx A<-B Rate A->B Rate A<-B Rpt Time
VRWL-1.1.11 6.6 | [v| |Run VRWL-1.1.11-A<... 1 0 2,000,000 2,000,000 5,0[ =]
VRWL-1.1.12 6.19 | [v] [Fun VERWL-1.1.12-A <... 1 0 2,000,000 2,000,000 A —
VRWL-1.1.13 6.18 | [v] [Run WVRWL-1.1.13-4 <... i 0 2,000,000 2,000,000 S —
VRWL-1.1.14 6.17 | Iv| |Run VEWL-1.1.14-A <... 1 0 2,000,000 2,000,000 5.0
VRWL-1.1.15 6.16 | [v] [Fun VEWL-1.1.15-A <... 0 0 2,000,000 2,000,000 5,0
VRWL-1.1.16 6.15 | [¥] [Run WRWL-1.1.16-4 <... 0 0 2,000,000 2,000,000, 5,0
VRWL-1.1.17 .14 | l¥| |Run WVEWL-1.1.17-A <... 1 0 2,000,000 2,000,000 5,0
VEWL-1.1.18 65.29 | [v] [Run VEWL-1.1.18-A <. 1 0 2,000,000 2,000,000 5.0
=1.1.19 5.2 lv] |Fun VEWL-1.1.13-4 1 Q 2,000,000 2,000,000 I ? Ol 2
1 ] 4
All WanLink E s
Name EID_ |Ru Script Tx Rate Tx Pkis Rx Pkts | TX Bytes | RX Bytes | Dropped | Tx-Failed |Failed-late| D
VRWL-1.1.10-A |1.1.45...| [¢| [Mone 2,000,000 0 1 0 90 0 0 0 -
VEWL-1.1.10-B |1112. v] [None 2,000,000 1 0] 90 0] 0 0 0 =
VRWL-1.1.11-A |1.1.44...| [v] |None 2,000,000 0 1 0 a0 4] 0 9] ]
VRWL-1.1.11-B Al v| |Mone 2,000,000 i 0 S0 0 8] 0 0
VRWL-1.1.12-A |1161 lv| [None 2,000,000 0 1 0 20 0 0 0
VEWL-1.1.12-B AL ALz v| |Mone 2,000,000 i 9] Q0 9] 4] 0 9]
VRWL-1.1.13-A |1.1.62 v| |Mone 2,000,000 0 1 0 30 8] 0 0
plEt Eealabatzisel abaltz] lv| [None 2,000,000 i 0 90 0 0 0 0
VEWL-1.1.14-A |11.63. v| |Mone 2,000,000 4] 1 0 90 Q 0 0
VRWL-1.1.14-B Ak At v| |Mone 2,000,000 & 0 S0 0 0 0 0 =
Uowl 11 1€ CRIr=y. I ann ann o nl a ol a a Al 17!
4] Il \ ]
I Logged into: 192.168.100.213:4002 as: Admin

E. The Batch Modifier will apply changes fo the group of highlighted WanLinks.
LANforge WanLink Batch Modifier

Transfer Rate: T (1.544 Mbps) || Delay: lhigh (100 ns) v
Jitter-Freg: A v | Jitter i v
Drop-Frea: 1% (1%) | v| Reorder-Freq: [ua ]
Dup-Freq: s | v| Backiog Buffer: [NA |
Max Allowed Lateness: [NA [~]

| Apply_ | | oK | | cancel |




5. In this example, any end-devices connected to switch ports 1 - 48 can communicate with each other. Here,
an end-device such as PC1 connected to switch port 1 can communicate to PC2 connected to switch port
2 through the network path:

PC1 - switch port 1 - vian 101 - switch port 52 - LANforge port eth2 - WanLink VRWL-1.1.0 - Virtual
Router RO - vlan 102 - WanLink VRWL-1.1.1 - LANforge port eth2 - switch port 52 - switch port 2 -
PC2.

The end-devices used here are LANforge-FIRE inferfaces on a separate system. Each interface has its own
MAC and IP address and will generate traffic to and receive traffic from the switch port it is connected to.

A. On the Port Mgr tab, assign an IP address on the 10.1.1.0/24 network and a default gateway 10.1.1.1

Shelf: 1 Resource: 1 Port: 2 (ice-si-dmz: eth2) (Configure Settings)

Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow- Control PROMISC TSO G50
Supported: 10bt-HD 10bt-FD 100bt-HD 100bi-FD 1000bt-FD AUTO-NEGOTIATE SEND-TO-SELF
Partner NOME-SET
Advertising: 10bt-HD 10bt-FD 100bt-HD 100bt-FD 1000bt-FD Flow- Control
Driver Info: Port Type: Ethernet Driver: e1000e(1.0.2-k2) Bus: 0000:08:00.0
Port Configurables
Set IP Info General Interface Settings Port Rates Advertise Rates
) 10b1-HD 7 10bt-HD
Set IPG Info 8 10b1-FD !
[]Set Alias 100bt-HD 10bt-FD
|| DHCP-IPv4 () 100bt-FD
[]Set MAC ) 1000-FD 100bt-HD
IP Address:  [10.1.1 12 Global IPv6: |ALTO 0 10G-FD
[]1Set TX O Len @ g 100bt-FD
IP Mask: 255.255.255.0 Link IPv6:  |AUTO Autonegotiate
[]Set MTU 1000-FD
Gateway IP: 10.1.1.1 IPVvG GW: AUTO B
[]Set Offload [] Renegotiate ] 10G-FD
[]Set Rate Inf Alias: 1500 [nlRE
et Rate Info estart Xovr L
MAC Addr: 00 15 17 90 56 60 1000 Flow-Control
[]Set PROMISC PROMISC
] set RX-All RIECHAE l:l:l TN l:l:l [ RX-ALL TSO Enabled
[]Set Bypass Rpt Timer: 1000 Watchdog: I:D [] Bypass NOWI [J UFO Enabled
Set Rpt Timer CPU Maske l:l] []Bypass Power-UP G50 Enabled
[]Set Bridge Info [] Bypass Power- DOWN [JLRO Enabled
[]Set CPU Mask [] Bypass Disconnect [] GRO Enabled
View Details | Probe ‘ sSync | Apply | OK | Cancel HI

B. On the Port Mgr tab, assign an IP address on the 10.1.1.0/24 network and a default gateway 10.1.1.1

Shelf: 1 Resource: 1 Port: 3 (ice-si-dmz: eth3) (Configure Settings)

Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow- Control PROMISC TSO G50
Supported: 10bt-HD 10bt-FD 100bt-HD 100bt-FD 1000bt-FD AUTO-NEGOTIATE SEND-TO-SELF
Partner: NOME-SET
Advertising: 10bt-HD 10bt-FD 100bt-HD 100bt-FD 1000bt-FD Flow- Control
Driver Info: Port Type: Ethernet Driver ¢1000e(1.0.2-Kk2) Bus: 0000:08:00.1
Port Configurables
set IP Info General Interface Settings Port Rates Advertise Rates
) 1001-HD
v v|10bt-HD
[v] Set IPG Info 8 b
[]Set Alias 100bt-HD 10bt-FD
[ ] DHCP-1Pv4 ) 100bt-FD
[_|Set MAC ) 1000-FD 100bt-HD
IP Address:  [10.1.1.13 Global IPv6: [AUTO & 10G-FD
[]Set TX G Len & ; 100bt-FD
IP Mask: 255.255.255.0 Link IPv6:  |AUTO Autonegotiate
[]set MTU 1000-FD
Gateway IP: 10.1.1.1 IPVvG GW: AUTO R
[]Set Offload z [ Renegotiate [ 10G-FD
[]Set Rate Info Alras: 1500 [] Restart Xovr
MAC Addr: 0015 17 90 56 61 1000 Flow-Control
[_|Set PROMISC PROMISC
Set RX-All LIHECHD fanoe  [-]erorite  fonore ] [ RX-ALL TSO Enabled
[]set Bypass Rpt Timer: 1000 Watchdog: l:D []Bypass NOW! [ UFo Enabled
Set Rpt Timer CPU Maske l:D [ Bypass Power-UP G50 Enabled
[]Set Bridge Info [] Bypass Power-DOWN [JLRO Enabled
[]Set CPU Mask [] Bypass Disconnect [] GRO Enabled
View Details Probe ‘ sSync Apply | OK | Cancel HI




6. The impairment settings on each WanLink will only apply to traffic that is sent or received from the switch
port that it is associated with via the VLAN used with that WanLink. For example, WanlLinks VRWL-1.1.0 and
VRWL-1.1.1 are both set to have a total of 100ms of delay, so PC1 would see a 200ms round-trip delay when
sending or receiving traffic to PC2.

A. The total latency of Wanlinks VRWL-1.1.0 and VRWL-1.1.1 is 100ms.

LANforge Manager Version(5.1.4)

Control Reporting Tear- Off Help

| Stop All ‘ ‘ Restart Manager | HELP

File-10 rLayer—4 rceneri( I’Tesl Magr rﬂesuurm Mar I’SEriaI Spans rPPP—Links rPan Magr I’Messages |
status | layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Ammageddon | Wanlinks |  Collision-Domains |

Select All Start Switch Stop Clear
e et arager il Lzan || swen [|_sp J| clow |
| Dispray || create || Modify || Batch Modify || Detete |
WanLinks for Selected Test Manager

MName EID K;M State Endpoints (& <-> B Plt Tx A->B Pkt Tx A<-B Rate A->B Rate A<-B Rpt Time
VRWL-1.1.0 6.2 | [v] |Run WVRWL-1.1.0-A <=... 853,158 853,157 44,736,000 44,736,000 5,0[=
VRWL-1.1.1 5.3 vl |Run VRWL-1.1. 853,653 853,155 44,736,000 44,736,000 5.0|=
VRWL-1.1.10 5.7 v] |Fun WVEWL-1.1. g 4] 44,736,000 44,736,000 5,008

VRWL-1.1.11 6.6 | [¥] [Run WVRWL-1. 1. g 0 44,736,000 44,736,000 5,0

VRWL-1.1.12 5.19 | [¥] [Run WVRWL-1.1 ] 0 44,736,000 44,736,000 5.0

VRWL-1.1.13 5.15 | [w] [Run WVEWL-1.1. g 4] 44,736,000 44,736,000 5,0

VRWL-1.1.14 5.17 | [#] [Fun VRWL-1.1. ] 0 44,726,000 44,726,000 5,0
VRWL-1.1.15 6.16 | [¥] [Run WVRWL-1.1 ] 0 44,736,000 44,736,000 5.0
5,15 | ] [Run WEWL-1.1.16-4 0 g Q 44,735,000 44,736,000 I 5‘ Oll

[

All WanLink Endp s
20 Pkis QDisc Corrupt-0 | Corrupt-1 | Corrupt-2 | Corrupt-3 | Corrupt-4 | Corrupt-5 Delay | SerDelay | Maxfitter | Reorder | DropFreg

50 (ShEal

M

blololololo|olalalala
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i f=1l=1r=3 = {=1F=10=] =] =]{=]
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-

[«] ]

I Logged in to: 192.168.100.213:4002 as: Admin




B. Each end of the connection experiences 100ms of delay which gives a total round-trip delay of

200m:s.

LANforge Manager

Version(5.1.4)

Control Reporting Tear-Off Help
| Stop All ‘ ‘ Restart Manager | HELP

File-10 [ Layer-4 | Generic | TestMar [ Resource Mor | serialspans | PPP-Links | Port Mgr | Messages |

staws | Layer-3 | L3Endps | VoIP/RTP |  VoIP/RTPEndps | Armageddon | WanLinks |  Collision-Domains |
MIN Pkt Size|lk (1,024 B) |w|Go| MAX PktSize|lk (1,024 B) |w|Go ‘ — || Stop || Quiesce || e |
MIN Tx Rate [<Customs w | Go| MAX Tx Rate |<Custom: | Go
i 5 ano = [Disniay| | create| [Modify| |Batch Modify| | Detete |

All Endpoints

Mame EID Fun|Mng|Script | Tx Rate | Tx Rate(l) | Ex Rate | Ex Rate(l) | Rx Drop % Tx Pkis Rx Pkts Delay Dropped
wo0l-A [1.1.10...| [#] | [¥] [Mone | 9,982,083 9,990,000| 9,982,083 9,990,000 o 215,787 215,787 100 [~
uoo1-8  [1.1.11..[ [¥] | [¥] [Mone | 9,990,739 9,989,996 9,990,693 9,989,996 0 215,729] 215,728 100 0
uboz-A 1.1.12 Ll | ¥l [Mone 0 Q 0 0 4] 4] Q 4] 0
uon2-8 [1.1.13 ] | [#] [Mone 0 0 0 0 0 0 0 0 0
uon3-A (1114 | [] | [¥] [Mone 0 0 0 0 0 0 0 0 0
uGo3-B 1.1.15 L | [¥] MNone 0 Q 0 0 4] 4] Q 4] 0
uon4-A  [1.1.16....[ O] | [#] [Mone 0 0 0 0 0 0 0 0 0
u004-E 1.1.17 L] | ¥ [Mone 0 Q 0 0 0 4] Q 4] 0
U005 -A 1.1.18 (]| [¥] [Mone 0 Q 0 0 4] 4] Q 4] 0
uwoos-8  [1.1.19...| O] | [#] [Mone 0 0 0 0 0 0 0 0 0
u0o6-A 1.1.20 Ll | ¥l [Mone 0 Q 0 4] 4] 4] Q 0 0l
uG0e6-8 1.1.21 (]| [¥] [Mone 0 Q 0 0 4] 4] Q 4] 0
uon7-A  [1.1.22 L] | [l Mone 0 0 0 0 0 0 0 0 of|=
uG07-8 1.1.23 L | [¥] MNone 0 Q 0 0 4] 4] Q 4] 0
uoos-A  [1.1.24...| O] | [#] [Mone 0 0 0 0 0 0 0 0 o[
uon&-8  [1.1.25 ] | [¥l [Mone 0 0 0 0 0 0 0 0 0
ub09-A 1.1.26 L | [¥] MNone 0 Q 0 0 4] 4] Q 4] 0
uwons-8  [1.1.27....| O] | [#] [Mone 0 0 0 0 0 0 0 0 0
ublo-A 1.1.28 Ll | ¥l [Mone 0 Q 0 4] 4] 4] Q 0 0
uGlo-g 1.1.29 (]| [¥] [Mone 0 Q 0 0 4] 4] Q 4] 0
uoll-A (1130 ] | [l [Mone 0 0 0 0 0 0 0 0 of[+]
[4] I [»]
Logged in to: 192.168.100.228:4002 as: Admin

Brid

ing Multi

le WAN-links

Goal: Create a star topology network similar to a central VPN server with remote offices.

Using LANforge Netsmith, we connect
three ethernet ports with WAN-links. Each
WAN-link has an ethernet port on one
side and a virtual redirect on the other.
The redirects are then bridged. We can
then model the WAN environment by
changing the latency (and other
parameters) of the WANIinks. In this
example, we are using ports eth2, eth3
and eth4 This emulates a bridged
network, but it is also possible to do a
similar configuration using a Virtual
Router instead of a bridge to emulate a
routed network.

1. Use Netsmith to create three WAN links

LANforge GUI

I
-

LANforge CT920




A. In the Status tab, click the Netsmith button

LANforge Manager \Version(5.3.7)
Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager |

Layer-4 rGeneric rTest Mgr rTest Group rF\escurce Mgr rEvent Log rA\erts rPont Mgr rvAP Stations rMessages |
Status | layer3 | L3Endps | VolP/RTP_ | VoIP/RTPEndps | Armageddon | WanLinks

| Attenuators | Filelo |
License Info current Users Test Configuration Database
* Admin from:192.168.100.239 e |BLAN|4 | ‘ | — |
: ist: - oa
Licenses expire in: 702 days. gAUSEVEEROM:127.0.0.1
Name: | | | Delete |
Load Behavior: |Choose One ‘v| | Save |
Support expires in: 702 days.
| Download DB | | Show Progress |
[4] i [ 1]
<] i [»
Mirtual Shelf 1
Resource 1

n (e ()
1 [l [

[Configure or view the Virtual Router and CX configuration for the selected res

Logged inte: 192,168.100.103:4002 as: Admin

B. Right click in the Netsmith window

C. Select New Connection

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 v (a) (x
Virtual Routers and Connections =
e,
Mgt-etho
|
eth2
|
New Router =
eth3 “New C. ion
L] New Bridg
eth4
|
ethl
|
eths
L |
q] I [T ]
WanLinks [l show Legend [¥] Fire []1Pvas Info Print Sync Apply
[v] WanLink Names [v] Port Names Fire Names [] Zero-IPv4s apply Progress: 10 Cancel Apply
eer WanLinks Parents Col. Domains [] IPv6s
Netsmith Status:
[¥] WanLink Config




D. Create new WAN link connection

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ) () (%
Virtual Routers and Connections =
4+
A
v.l.ﬂ\
PN
Y
Mgt-g*>-
Create/Modify Connection X
Interface-Cost: 1 |
ethz] Fort 1 |2 (eth2) [ i |
. OSPF Area: [000.000.000.000 |
Port18: [Skp | Elcasmis
WanLink: [] Skip ‘(Autu Create New WanLinlc |v| WRRP 1D:
Port 2-B: [] Skip ‘«Auto Create New Port= |v| AR 1
WRRP Inten 3
eth3| pPort 2-A: []skip ‘(Autu Create New Port=> |v| Next-Hop: | |
= :
DHCP Lease Time: Subnets (a.b.c.dpo):
DHCP DNS: | I |
etha DHCP Range Min: | ||
| | DHCP Range Max: | ” |
DHCP Domain: | || |
e Next-Hop-IPvé: [ |
5 DNS:
IPv6 Subnets (aaa:0/):
5 Range Min: | I |
DHCPVE Ra | I ]
DHCPd Config File: | ” | ||
ethl | | |
|
aths L] NAT []1DHCP [] DHCPvE [] custom DHCP []WRRP [] cand-RP
: Lo !
<] 0 [ [v] |
WanlLinks []Show Legend Fire [1lIPvas Info Print Sync Apply
[v] WanLink Names [v] Port Names Fire Names  [] Zero-Pv4s apply Progress: 10 pl Cancel Apply
Peer WanLinks Parents Col. Domains []IPvBs
Netsmith Status:
WanLink Config

A. Select Port 1-A: eth2
B. Select Port 1-B:Skip
C. Click OK

E. A tentative WAN link is displayed

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ) () (%
Virtual Routers and Connections =
e
A
-'u‘
;:'\
Mgt-etho
|
B rddvR1
| L —i— I
eth3
|
etha
|
ethl
|
eths
. —
]
l i [ Iv]
WanLinks [l show Legend [v] Fire [iPvas Info Print syne Apply Close
[¥] WanLink Names [¥] Port Names Fire Names [ Zero-Pv4s apply Progress: 10 pl cancel Apply
Peer WanLinks Parents Col. Domains []IPvGs
: Netsmith Status:
[v] WanLink Config




F. Click the Apply button at the bottom of the Netsmith window. This commits the WAN link to the

[4]

resource.
Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ) () (%
Virtual Routers and Connections =
vx.-nl
A
@,
'.:‘\
Mgt-ethd
|
I g VRWL1.1.000 rddvRl
<-0us, 1.544 Mbps ¥ 0 us, 1.544 Mbps = .
eth3
|
ethd
|
ethl
|
eths
|
« Il [»]
WanLinks [[] Show Legend Fire []IPvas Info Print sync Close
Ll DRI Freines [Tl changes, but do not close the current window to allow more changes
Peer WanLinks Parents Col. Domains []IPvES
: Netsmith Status:
[v] WanLink Config

G. Creating two more WAN links is a similar process



H. Repeat these steps:

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ) () (%
Virtual Routers and Connections =
v';.ﬂ\
;:'\
Mgt-etho
|
L g VRWL-1.1.000 rddvR1
=-0us, 1.544 Mbps ¥ 0 us, 1,544 Mbps = .
L g VRWL-1.1.001 R
= D us, 1.544 Mbps ¥ 0 us, 1.544 Mbps =
et g VRWL-1.1.002 /i
<-0us, 1,544 Mbps ® 0 us, 1,544 Mbps -=
ethl
|
eths
L |
<] Il [ [v] |
[¥] WanLinks [[]Show Legend [¢]Fire []1Pvas | Info || Print | ‘ Sync ‘ Ay Close
[ WanLink Names [¥] Port Names Fire Names  [] Ze[ftempt to a changes, but do not close the current window to allow more changes
Peer WanLinks Parents Col. Domains []IPvBs
Netsmith Status:
[v] WanLink Config

Right click, New Connection
Choose eth3 for port 1-A and Skip for port 1-B, then OK
Click Netsmith Apply fo commit connection.

Right click, New Connection

m O 0O = >

Choose eth4 for port 1-A and Skip for port 1-B, then OK

-

Click Netsmith Apply to commit connection.

2. Use Netsmith to create a bridge port



A. Right click, Select New Bridge

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7

New Router
New Connection

MNew Bridge t

-

Virtual Routers and Connections
L+
~
-'u\
;:'\
Mgt-etho
|
G g VRWL1.1.000 rddvR1
=-0us, 1.544 Mbps ¥ 0 us, 1,544 Mbps = .
e g VRWL-1.1.001 G
= D us, 1.544 Mbps ¥ 0 us, 1.544 Mbps =
et g VRWL-1.1.002 /i
<-0us, 1,544 Mbps ® 0 us, 1,544 Mbps -=
ethl
|
eths
|
[l 0

[T+ ]

WanLinks [[] Show Legend Fire [1IPvas Info Print Sync
10 p

[¥] WanLink Mames Port Names Fire Names [ ] Zero-IPv4s Apply Progress:

Apply Close

Cancel Apply

Peer WanLinks Parents Col. Domains []IPvBs
Netsmith Status:
[v] WanLink Config

B. Create the bridge with the following aftributes:

Create VLANs on Port:

) MACNVLAN ) B02.1QWVLAN 1 Redirect ® Bridge ) Bond () GRE Tunnel
O WiFi STA O WiFi VAP O WiFi Monitor ) WiFi Virtual Radio

eseurce: [ 3 [
[] DHCP-Pv4
Addr [ Te] 1P Address: Global IPyé: AUTO
Quantity: K IP Mask or Bits: Link IPvE: AUTO
Gateway IP: IPvE GW!: AUTO
Bridge Name: bro #2 Redir Name:
STA ID: SSID: | [~]
KeyiPhrase:
[ wpaz Ower
[] Down
Ap Cancel |
oy |

A. Select Bridge
B. Quantity: 1
C. Bridge Name: bro




C. Click Netsmith Sync to bring the br0 port onto the Netsmith screen

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 vl (x
Virtual Routers and Connections |=]
—\.n\
i,
~
Mgt-etho
n
ot g VRWLL1.000 _ rddvR1
=-0Dus, 1.544 Mbps ¥ 0 us, 1.544 Mbps > L
.9”13 g VRWL1.1,001 .rddVR3
=-0us, 1.544 Mbps ¥ 0 us, 1,544 Mbps -=
L g VRWL11.002 L
<-0us, 1.544 Mbps ® 0 us, 1.544 Mbps >
ethl
|
eths
L -
1 I [ 1] |
WanLinks ["] Show Legend [¥] Fire []IPvds Info Print S!Ec Applhy
[v] Wanlink Names [] Port Namss Fire Names  [] Zero-Pvds apply Progress: Synchronize with the current database as reportet
Peer WanLinks Parents Col. Domains [] IPvSs Un-applied changes will be lost.
Netsmith Status:
[¥] WanLink Config

D. Right click the br0O port and select Modify Port

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 vl (x
Virtual Routers and Connections =
—\.n\
.;.\
Mgt-etho
]
etz g VRWL11.000 _ rddvR1
=-0Dus, 1.544 Mbps ¥ 0 us, 1.544 Mbps > ]
1
bro L
.eth3 g VRWL-1.1.001 rddvR3 Display WanLink & WanPaths
<-Dus, 1.544 Mbps B 0 us, 1.544 Mbps -> Connect
Modify
Toggle WanLink
Modify WanLink
L g VRWL11.002 _ L PERTR
-0us, 1, L : 4 qﬁp
=-0us, 1.544 Mbps ® 0 us, 1.544 Mbps -= Gresiohas
Sniff Port
Reset Port
Delete Port
Delete WanLink
Delete
ethl
]
eths
L -
1 I [ 1] |
WanLinks [ Show Legend [¢] Fire [ 1Pvas Info Print Sync Apply Clase
[¥] WanLink Names [¥] Port Names Fire Names [] Zero-IPv4s ppply Progress: 10 . Cancel Apply
Peer Wanlinks Parents Col. Domains [] IPv6s
Netsmith Status:
[¥] WanLink Config




E. In the text area below the Add Ports button, add the three virtual WAN link endpoints:

bro (jw2) Configure Settings ) (=) (%

Current: LINK-UP PROBE-ERROR TS0 UFO G50 GRO
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A

Port Configurables

Enable General Interface Settings O] Spanning-Tree
[l set IF Down [ Down [ Aux-Mgt Aging Time: 300 =
CISEHne [[] DHCP-IPVE DHCP Release  DHCP Vendor ID: : Br-iclq-e Priority: 32768 =
Sz:t -I:'(I'S ten |:| DHCP-IPva DHCP Client ID: = Max Age: 20 -
[] Set offload DNS Servers: [BLANK | PeerlP: NA Hello Time: 2 -
Eseterdgeits Address:  [0.0.0.0 | Global IPvé: AUTO Forwarding Delay: 15 -

IP Mask: 0.0.0.0 Link IPvS: AUTO

Gateway P:  [0.0.0.0 | IPu6 GW: AUTO

Alias: [ ] M 1500

MAC Addr: 02:¢9:69:85:f4:5b | TX Q Len 1000

RptTmer:  [nediun (8 s) [+| wiFi Bridge: NONE [~

————Bridge Information——— Remove Parts
Services — Configured Ports | Current Ports \
[CIHTTP Add Ports
LI1FTP rddVRT
rddvR3
[] RADIUS rdduRS
| Print || View Details ‘ | Probe H Syne | | Apphy || oK | | cancel i
. I D
A. rddVR1
B. rddVR3
C. rddVR5

F. Click Add Ports to entfer the selection. You will see them show up in the Bridge Information table.

bro (jw2) Configure Settings >

Current: LINK-UP PROBE-ERROR TS0 UFO G50 GRO
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A

[ Tr]ix

Port Configurables

Enable
Set IF Down W |
u [l Clsmengs Aging Time: 300 -

Dl [] DHCP-IPVE DHCP Release  DHCP Vendor ID: Bridge Priority: 32768 =

[]set TXQ Len

" [IDHCPAPv4 | SecondarytPs | DHCP ClientiD: [None ||| Maxage: 20 =
&

[ set Offload DNS Servers:  |BLAMK Peer IP: NA Hella Time: 2 -

General Interface Settings [ spanning-Tree

L Set Bridge Info IP Address:  [0.0.0.0 | Global IPvé: AuTo || Forwerding Delay: |15 -
IP Mask: o000 LinkIPus: AUTO
Gateway IP:  [0.0.0.0 IPV6 GW: AUTO
Alias: M 1500
MAC Addr |02:¢9:69:85:f4:5b | TX Q Len 1000

Rpt Timer: nediun (8 s) = WiFi Bridge: NOME :

————Bridge Information—— Remave Ports
Services — Configured Ports | Current Ports
rddvR1
1AL rddvR3
L1FTP rddvRS
[[]rADIUS
| Print || View Details ‘ | Probe H Sync | | Apply || oK | | cancel ?

[ I D




G. Click Apply to commit the change.

H. Click Sync to read-in the ports to the screen. You will see them show up in the Bridge Information
table.

bro (jw2) Configure Settings v) () (%

Current: LINK-UP PROBE-ERROR TSSO UFO G50 GRO i
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A

Port Configurables

Enable
set IF Down .
o [slEn i At gt Aging Time: 300 -

Cigmione [] DHCP-IPVE DHCP Release  DHCP Vendor ID: Bridge Priority: 32768 =

[]set TXQ Len

= [IDHCP4Pva | SecondarytPs | DHCP ClientD: [None ||| Maxage: 20 =
e

[ set Offload DMS Servers: |BLANK Peer IP: MNA Hello Time: 2 -

General Interface Settings [ Spanning-Tree

[ set Bridge Info IP Address: 0.000 | Global IPv&: auTo || Forwarding Delay: (15 -
IP Mask: 0.0.0.0 Link IPv6: aUTO
Gateway P:  [0.0.0.0 | IPv6 GW: AUTO
Alias: [ 1500
MAC Addr:  [02:22:85:97:12:22 | TX Q Len 1000

et s @5 [<]weos e 5]

—————EBridge Information ———— Beiimcieana
Senices — Configured Ports | Current Ports

rddvR1 rddvR1 Add Ports
=i rddvR3 rddvR3
L1FTP rddvRS rddvR5
[ RADIUS

| Print || View Details ‘ | Probe ‘ @E | Apply || 0K | | Cancel | _—
1 chronize with the current database as reported by the server.
Il HUn-applied changes will be lost.

|. Click Cancel to close the window.

3. Enable the WAN links in Netsmith



A. In the Neftsmith window, click Sync fo bring the changes into view

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 INEE]
Virtual Routers and Connections =
“\
';-\
Mgt-etho
|
.eth2 WVRWL-1.1.000 rddvRl
=-0us, 1.544 Mbps ¥ pyeniay wanLink & WanPaths
Connect
Modify
Toggle WanLink =
eth3 Modify WanLink I rddVR3 bro
U =<-Qus, 1.544 Mbps B Modify Port
Create Ports
Sniff Port
eth4 Reset Port rd
B
=-0us, 1.544 Mbps Delete Port
Delete WanLink
Delete
ethl
|
eths
. —
1] Il ] |
WanLinks [[]Show Legend [¥] Fire []1Pvas Info Print Syne Apply Close
[¥] wanLink Names [v] Port Names Fire Names  [] Zero-Pv4s apply Progress: 10 pl Cancel Apply
Peer WanLinks Parents Col. Domains []IPvBs
Netsmith Status:
[v] WanLink Config

B. Right click on VRWL-1.1 and select Toggle WanLink

C. Repeat the toggle for the next two WanLinks

Netsmith configuration for Resource: jw2(1.1) Version: 5.3.7 ~) (x
Virtual Routers and Connections =
=\
=3
Mgt-etho
|
th2
4 o /RWL-1.1,000 rddvRl
<-Ous, 1.544Mbps B 0ys, 1,544 Mbps =
eth3 VRWL-1.1.001 .rdd\.-’RCi bro h-
L <- D us 1.544 Mbps I 0us, 1,544 Mbps ->
e VRWL-1,1,002
=-0us, 1.544 MBps ® O us, 1.544 Mbps ->
ethl
|
eths
L |
]
<] Il [ T
WanLinks [[]Show Legend [¢]Fire []1Pvas Info Print Sync Apply Close
[v] WanLink Names [v] Port Names Fire Names  [] Zero-Pv4s apply Progress: 10 p Cancel Apply
Peer Wanlinks Parents Col. Domains []IPvGs
Netsmith Status:
[v] WanLink Config




WanPath rrupti

Goal: Setup a Wanlink with WanPath Corruptions.

In this test scenario, LANforge-ICE is used to filter traffic by VLAN on a WanlLink with the use of WanPaths and

then use WanPath Corruptions to overwrite the DSCP field in the IP packet.

Note: VLAN filtering was recently fixed and should be used with LANforge version 5.3.7 and up.

1. Setup a WanLink connection.

A. Go fto the Wanlinks tfab and select Create.

LANforge Manager Version(5.3.7)

Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager |

~e ) (A3 (3¢

F Layer-4 I/Gener\c rTest Mgr rTeSt Group rResource Mgr r Event Log rA\erts r Port Mgr rvAP Stations r Messages |

Status | layer3 | L3Endps | VOIP/RTP_ | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | File-l0 |

Rpt Timer: |fast 15s) ‘V|G0|Test Manager (all v | Select All || Start || Switch H Stop H Clear |

[] Hide Stopped | Display || [create || Modify || Batch Modify | | Delete |
WanLinks for Selected Test Manager
Name | ED | kM|  state | Endpoints (AeB)| PktTxA—B | PkiTxAeB | BpsRxB | BpsRxA | Rpt Timer
(]
— All WanLink Endpoints—

WPs| Name |Run| Script Max Rate Tx Pkts Rx Pkts | Tx Rate |T}-< Drop % | Dropped | Tx-Failed Failed—Late| TX Bytes ‘

] Il

[v]

Logged in to: localhost: 4002 as: Admin




B. Entfer the WanLink name, physical ports, base transfer rate, delay, jitter etc...

These impairments will be applied to all fraffic on the WanlLink.

100Mbps-wan - Create/Modify WanLink

L

S

b .xa

Lo [ e

| Apply || QK || Display WanLink & WanPaths || Cancel

Name:
Presets:

Port:

Transfer Rate:
Delay:
Drop-Freg;
Jitter:

litter-Freq:

WanLink Information

[L00Mbps-wan

cUSTOM 4
Endpoint A Endpoint B

12 (eth2) |+ |13 (eth3) v
|1aan 1100 Mbps) |v||1aan 11080 Mbps) |v|
|tiny {108 ms) |v||tiny {108 ms) |V|
|zero (0%) |v||zero (0%) |v|
|zero (0 us) |v||zero (0 us) |v|
|zero (5%) |v||zero (5%) |v|

C. Select Apply fto create the base WanlLink.

For more information see LANforge-GUI User Guide: Creating & Modifying WanLinks



http://www.candelatech.com/lfgui_ug.php#wl_mod

2. Setup the WanPaths.

A. Select All to un-hide the other WanLink config panels.

B.

100Mbps-wan - Create/Modify WanLink ¥ (o) (%)
I:‘ | Apply | | oK | | Display WanLink & WanPaths | ‘ Cancel
‘WanLink Information WanLink Information =]
Name: JL0OMbps-wan [] Pass-Through [[]HW Pass-Through
Ergects ‘CUSTOM “I [ coupled-Mode [] kernel-Mode
Endpoint A Endpoint B Resource: |1 (jetway-f24) |v
Port: ‘2 (eth2) |v‘ ‘3 (eth3) |v‘ Rpt Timer: |fast 55 |v
Transfer Rate: ‘man (108 Mbps) |v‘ ‘man (108 Mbps) |v‘
- = Endpoint A Endpoint B
Delay: ‘tmy (10 ns) |th1ny LD e |" Reorder-Freq: ‘zero (0%) |v”zer‘o (C%) |v| 3
Drop-Freq: ‘zer‘o (o) |szero (0%) |" Dup-Freg: ‘zern (%) |v”zer‘n (0%) |v|
Jitter: ‘zero (0 us) |szero (0 us) |v‘ S =N ‘ = ‘1 ‘ m ‘ - |1 ‘
Jitter-Freq: ‘ZEFO (0%) |szer‘o (0%) |v‘
Reorder Amt; i |1 | o |20 | min 1 | o 20 ‘
‘ Seript || Seript |
Endpoint A WAN Paths Endpoint B WAN Paths —
[ Create-WP I Modify-WP I Delete-WP il Create-WP il Modify-WP I Delete-WP |
Name | Tx Rate ‘D\sabled‘ ! | Filter Pattern ‘ De\ay| Name | Tx Rate |Disab|ed‘ ! Filter Pattern | Delay|
WanLink Information WanLink Information
BRE-D: | I Test Manager: |defau\t_tm |,|
Endpoint A Endpoint B Endpoint A Endpoint B
[]IcEcap Replay []IcEcap Replay ] bump Packets [ bump Packets
Replay File: | ‘ || ‘ | Dump File:
| oir || oir | [] Force Packet Gap [] Force Packet Gap
| Drop-%th | Drop-%th
[v] L Repl ] L Repl —
£ty e [ Reorderxth [ Reorderxth Bt
In panel 3, for Endpoint-A WAN Paths, select Create-WP.
100Mbps-wan - Create/Modify WanLink ) () ()
I:‘ | Apply | | oK | | Display WanLink & WanPaths | ‘ CLancel
‘WanLink Information WanLink Information =]
Name: [100Mbps-wan [[] Pass-Through []HW Pass-Through
AR ‘CUSTOM "I [] coupled-Mode [ kernel-Mode
Endpoint A Endpoint B Resource: |1 (jetway-f24) |v
Port: 2 teth2) [+][z ethm [~] Bt T ot o B
Transfer Rate: ‘mon (106 Mbps) |v‘ ‘mon (108 Mbps) |v‘
- - Endpoint A Endpoint B
Delay: ‘tlny (10 ms) |th1ny (10 ms) |v‘ e ‘zero (0%) |szero (%) |v| L
Drop-Freq: ‘zeru (0%) |v‘ ‘zeru (0%) |" Dup-Freq: ‘zero (08) |v| ‘zero (%) |v|
Jitter: ‘zer‘o (0 us) |szer‘o (0 us) |v‘ S o ‘ n ‘1 ‘ . ‘ m |1 ‘
Jitter-Freq: ‘zer‘o (0%) |szer‘o (0%) |v‘
Reorder Amt; i |1 | mr |20 | min 1 | o [20 ‘
‘ Seript || Seript |
Endpoint A WAN Paths Endpoint B WAN Paths T
Create-WP | Modify-WF || Delete- WP | 1 Create-WP I Modify- WP I Delete- WP |
Name [ Tx Rate \D\sa:led‘ ! | Filter Pattern ‘ De\ay| Name | Tx Rate |D|sab|ed‘ ! ‘ Filter Pattern | Delay|

BRE-D:

Replay File:

WanLink Information

| I Test Managen:

Endpoint A Endpoint B
[]ICEcap Replay ["]ICEcap Replay

‘ | Dump File:

| Dir Il Dir

Loop Replay Loop Replay

WanLink Information

|defau\t_tm

Endpoint A
] Dump Packets

| Force Packet Gap
[] Drop-%th
[[] Reorderxth

Endpoint B
[ Dump Packets

| Force Packet Gap
[] Drop-%th
[ Reorderxth




C. Enter a Name and Transfer Rate for the WanPath.

Here we are matching the WanlLink's transfer ratfe.

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

Corruption #0

Corruption #3

(@) Same As WanLink Replay Dup
[]Inverse Match

[ ] Drop-th

o
Random Write :

0
0

[] Chainto-Mext []Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

R
Random Write :

0
0

[ chainto-Next []Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

Corruption #1

Corruption #4

Create/Modify WanPath for Endpoint: 100Mbps-wan-A )
| Display | | Clear Counters | | Apply || oK || Cancel

Name: |wp—a | Backlog Buffer: |AUTU |v|
PCAP Filter:
Source [P/MAC: 0.0.0.0 Source Mask: 0.0.0.0
Dest IP/MAC: 0.0.0.0 Dest Mask: 0.0.0.0
Transfer Rate: 106M (169 Mbps) Delay zero (O us) -
litter zero (0 us) Drop-Freq: zero (0%) -
Min Drop Burst: 1 Max Drop Burst: 1
Min Reorder Amount: |1 Max Reorder Amount:|20
Reorder-Freq; zero (0%) Dup-Fregq: zero (0%) -
litter-Freq: zero (0%) Test Manager: A
[]ICEcap Replay Replay File: | | || Dir |

) Disabled Loop Replay Replay Latency Replay Loss

Feplay Bandwidth [] Use Pcap Filter

[[] Duplicate-xth

[]Reorder-¥th

o
Random Write :

0
0

[]ChaintoMNext []Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

Corruption #2

o |
Random Write :

4]

0

[ Chainto-Mext []Do Checksum

A
Random Write :

0
0

[] Chainto-Next [ ]Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

Corruption #5

o |
Random Write :

0

0

[J chainto-Next [ Do Checksum




D. Select checkbox for Use Pcap Filter

Create/Modify WanPath for Endpoint: 100Mbps-wan-A

Display | | Clear Counters | | Apply || oK || cancel

Name: wp-a | Backlog Buffer: |AUTO |v|
PCAP Filter:
Source IP/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 106M (180 Mbps) | Delay zero (O us) hd
litter zero (0 us) ~ | Drop-Freg; zero (G%) -
Min Drop Burst: 1 Max Drop Burst: 1
Min Reorder Amount: {1 Max Reorder Amount:|20
Reorder-Freq; zero (0%) * | Dup-Freq: zero (0%) -
litter-Freq: zero (0%) w | Test Manager: -
[]ICEcap Replay Replay File: | | || Dir

) Disabled Loop Replay Replay Latency Replay Loss

@ Same As WanLink Replay Dup
[]Inverse Match

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chain-to-Next

Rate:

Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-Next

Corruption #0

[] Drop-Xth

o
Random Write :

0

0

Corruption #3

[] Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-Next

B
Random Write :

0

0

[] Do Checksum

Rate:

Corruption:
Byte-to-Write:

Min Offset:

Max Offset:

[] Chain-to-Next

Corruption #1

Replay Bandwidth| [¥]|Use Pcap Filter|

[[] Duplicate-Xth

[] Reorder-¥th

o
Random Write :

0

0

Corruption #4

[ Do Checksum

Rate:
Corruption:
Eyte-to-Write:
Min Offset:

Max Offset:

[] Chain-to-Next

g
Random Write :

0

0

[]Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[ Chain-to-Next

Corruption #2

o |
Random Write :

Q
0
[ Do Checksum

Corruption #5

o |
Random Write :

0
0
[ Do Checksum




with 802.1g vlan id 1010
Expression is based on the fcpdump expression field.

E. Enfer the PCAP Filter vlan 1010 to apply any WanPath impairment or corruptions only to packets

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chainto-Next

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

Corruption #0

@ Same As WanLink Replay Dup
[]Inverse Match

[ ] Drop-th

=
Random Write :

0

0

Corruption #3

[] Do Checksum

Rate:
Corruption:
Byte-to-Write:
Min Offset:

Max Offset:

[] Chain-to-Next

D
Random Write :

4]

0

Rate:
Corruption:
Byte-to-Write:
Min Offset:
Max Offset:

Corruption #1

Corruption #4

Create/Modify WanPath for Endpoint: 100Mbps-wan-A ) () (%)
| Display | | Clear Counters | | Apphy || QK || Cancel
Name: |WD-a | Backlog Buffer: |AUTU |v|
PCAP Filter: [vian 1010 |
Source [P/MAC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 100M (100 Mbps) v | Delay zero (0 us) A d
litter zero (0 us) ¥ | Drop-Freq: zero (0%) v
Min Drop Burst: 1 Max Drop Burst: 1
Min Reorder Amount: |1 Max Reorder Amount:|20
Reorder-Freq: zero (0%) v | Dup-Freg: zero (0%) -
litter-Freq: zero (0%) ¥ | Test Manager: -
[ ]ICEcap Replay Replay File: | | || Dir |
) Disabled Loop Replay Replay Latency Replay Loss

Replay Bandwidth [¥] Use Pcap Filter

[ Duplicate-xth

[]Reorder-¥th

8. ]
Random Write :

0
0

[]Do Checksum

Corruption #2

Rate: 0

Corruption: Random Write :
Byte-to-Write:

Min Offset: 0

Max Offset: 0

[] Chain-to-Next

CE—
Random Write :

0
0

[ Do Checksum

Corruption #5

Rate: 0

Corruption: Random Write :
Byte-to-Write:

Min Offset: 0

Max Offset: 0

[] chainto-Next []Do Checksum

[] chainto-Next [ Do Checksum

[J chainto-Next [ Do Checksum

F. Select Apply to create the WanPath.

For more information see Tcpdump man page , Pcap Filter Syntax



http://www.tcpdump.org/tcpdump_man.html
http://www.tcpdump.org/manpages/pcap-filter.7.html

3. Setup the Corruptions.
A. Enfer the following values info Corruption #0 fields

A. Rate 100000

(how often, per million packets, should the corruption be applied)
B. Corruption Write Byte
C. Byte-to-Write 40

(hex 0x00-Oxff or decimal 0-255)
If you enter 0x28 and select OK, the GUI will franslate it to decimal 40.

D. Min Offset 19

E. Max Offset 20

The Differentiated Services Field is in byte 20 of the ethernet frame which corresponds to
the 2nd byte of the IP header.

B. Select checkbox Do Checksum which will re-calculate the checksum after making the errors so that
the packet is still valid.

Create/Modify WanPath for Endpoint: 100Mbps-wan-A 2R RE
| Display | | Clear Counters | | Apply || oK || Cancel
Name: |Wp-a | Backlog Buffer: |AUTU |V|
PCAP Filter: [vlan 1010 |
Source IP/MAC: Source Mask:
Dest IF/MAC: Dest Mask:
Transfer Rate: 100M (100 Mbps) ¥ | Delay zero (0 us) A d
litter zero (0 us) ¥ | Drop-Freq: zero (0%) v
Min Drop Burst: il | Max Drop Burst: 1 |
Min Reorder Amount: |1 | Max Reorder Amount:|20 |
Reorder-Freq: zero (0%) ¥ | Dup-Freg: zero (%) -
litter-Freq; zero (0%) w | Test Manager: -
[ ]1CEcap Replay Replay File: | | || Dir |
) Disabled Loop Replay Replay Latency Replay Loss
® Same As WarlLink Replay Dup Replay Bandwidth [¥] Use Pcap Filter
[ Inverse Match [ ] Drap-%th [ Duplicate-xth [ ] Reorder-Xth
Corruption #0 Corruption #1 Corruption #2

Rate: 100000 Rate: 0 Rate: 0
Corruption: Write Byte | |Corruption: Random Write : Corruption: Random Write :

Byte-to-Write: 40 Byte-to-Write: Byte-to-Write:
Min Offset: 149 Min Offset: 0 Min Offset: 0
Max Offset: 20 Max Offset: 0 Max Offset: 0

[] Chainto-Next !Iﬁjafh?c-ksurrﬁ [] Chainto-Next []Do Checksum [] chainto-Next []Do Checksum

Corruption #3 Corruption #4 Corruption #5
Rate: a Rate: a Rate: 0
Corruption: Random Write : Corruption: Random Write : Corruption: Random Write :

Byte-to-Write: Byte-to-Write: Eyte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 0
Max Offset: 0 Max Offset: 0 Max Offset: 0

[] Chainto-Mext []Do Checksum [l Chainto-Next []Do Checksum [ chainto-Mext []Do Checksum




C. Select OK then create a second WanPath for this WanLink on Endpoint-B using the same values.

Create/Modify WanPath for Endpoint: 100Mbps-wan-B L LR ES
Display | | Clear Counters | | Apply || oK || Cancel

Name: wp-b | Backlog Buffer: |AUTO |v|
PCAP Filter: vlan 1010 |
Source [P/MALC: Source Mask:
Dest IP/MAC: Dest Mask:
Transfer Rate: 186M (180 Mbps) - | Delay zero (0@ us) -
litter zero (0 us) ~ | Drop-Freg; zero (G%) -
Min Drop Burst: 1 Max Drop Burst: 1
Min Reorder Amount: |1 Max Reorder Amount:|20
Reorder-Freq; zero (0%) w | Dup-Fregq: zero (O0%) -
litter-Freq: zero (0%) w | Test Manager: -
[ ]ICEcap Replay Replay File: | | || Dir

) Disabled Loop Replay Replay Latency Replay Loss

® Same As WanLink Replay Dup Replay Bandwidth [¥] Use Pcap Filter

[]Inverse Match [[] Drop-%th [[] Duplicate-Xth [] Reorder-¥th

Corruption #0 Corruption #1 Corruption #2

Rate: 100000 Rate: 0 Rate: 0
Corruption: Write Byte ¥ | |Corruption: Random Write : Corruption: Random Write :

Byte-to-Write: 40 Byte-to-Write: Byte-to-Write:
Min Offset: 19 Min Offset: 0 Min Offset: 0
Max Offset: 20 Max Offset: 0 Max Offset: 0

[] Chain-to-Next iﬁafh?c_ksurrﬁ []Chainto-Next []Do Checksum []Chainto-Mext []Do Checksum

Corruption #3 Corruption #4 Corruption #5
Rate: 0 Rate: 0 Rate: 0
Corruption: Random Write : Corruption: Random Write : Corruption: Random Write :

Byte-to-Write: Byte-to-Write: Byte-to-Write:
Min Offset: 0 Min Offset: 0 Min Offset: 0
Max Offset: 0 Max Offset: 0 Max Offset: 0

[] Chainto-Next []Do Checksum [] Chainto-Next []Do Checksum [J chainto-Next [ Do Checksum

D. Verify that the WanPaths on this WanLink are setup correctly, then select OK on the Create/Modify
WanlLink window shown here

100Mbps-wan - Create/Modify WanLink x) (o) (%
I:‘ | Apply | | ‘ng | | Display WanLink & WanPaths | | Cancel
WanLink Information WwanLink Information =
Name: [L00Mbps-wan ] Pass-Through [] HW Pass-Through
BiSEstss |CUST0M |'I [ Coupled-Maode []kernel-Mode
Endpoint A Endpoint B Resource: |1 (jetway-f24) |v
Port: [2 ethz) |+ [z terhm |~ e Fot o =
Transfer Rate: |1uu|"| (160 Mbps) |v‘ ‘mun (160 Mbps) ‘v|
Endpoint A Endpoint B
Delay: |tln}r (10 ms) |th1ﬂy (10 ms) ‘v| RRarEET |zero (%) |szero (0%) |_| 1
Drop-Freq: |zeru (%) |szeru (%) ‘v| Dup-Freq: |zero (%) |szer0 (&%) |'|
Jitter: |zero (0 us) |szero (0 us) ‘v| B B - N | or |1 ‘ N | o |1 |
Jitter-Freq: zere (@) [+ [zere (o0 I~
Reorder Amtz il | e |2n | i 1 |~ |2m |
| Script | ‘ Script |
Endpoint A WAN Paths Endpoint B WAN Paths —
| Create-WP il Madify-WP I Delete-WP 1] Create-WP [ Madify-WP [ Delete-WP |
Name | Tx Rate |Disab|ed| : ‘ Filter Pattern | Delay| Name ‘ Tx Rate |Disab|ed‘ ! ‘ Filter Pattern | Delay
wp-a [1oo ™ | [0 [LI]Pcap:vanioio 0|~ wpb [1oo ™ | [0 |LJ|Pcap:vaniolo | 0|~
WanLink Information wanLink Information
(eRLD: | || TestManager [defauft tm [~]
Endpoint A Endpoint B Endpoint A Endpoint B
[ ICEcap Replay []IcEcap Replay [[] bump Packets []Dump Packets
Replay File: | ‘ || | ‘ Dump File:
| Dir || Oir ‘ [] Force Packet Gap []Farce Packet Gap
Loop Replay Loop Replay PR albity |
e e [_] Rreorder-Xth [_|Reorderth -




For more information see LANforge-GUI User Guide: Creating & Modifying WanPaths


http://www.candelatech.com/lfgui_ug.php#wp_mod

4. Run traffic through LANforge-ICE ports eth2 and eth3, and capture fraffic on eth2.

A. Here we are using LANforge-FIRE on a secondary resource to send a 10Mbps bi-directional UDP flow
between 802.1g VLAN endpoints eth2.1010 and eth3.1010 with an IP ToS value of decimal 184 which

corresponds fo DSCP value decimal 46 or Expedited Forwarding

udp-1010 - Create/Modify Cross Connect x) () (x
Display Sync Batch-Create Apply ok Cancel
= | | | | | Log ]| |
Cross-Connect Cross-Connect
CX Name: Jude-1010 Report Timer: |‘Fast 1s) |'|
A ‘LANforge el ‘vl Endpoint A Endpoint B
Endpoint A Endpaint B Pld Pattern ‘mcreasmg |v| |mcreasmg |v|
T |2 tiw2) |v| ‘2 (iw2) |v| i ot ‘AUTO |v| |AUTO |'|
Earts |25 (eth2.1010) |v| ‘15 (eth3.1010) |v| L ‘Same |v| |Same |'|
Min Tx Rate: |1°M (10 Mbps) |'| ‘mH ti8ities) |v| Min Duration: ‘Forever |v| |Forever |v|
Max Tx Rate: |53"‘e |'| ‘Same |'| Max Duration: ‘Same |v| |Same |'|
RIEELLS e |AUT0 |'| ‘AUTO |'| Min Reconn: ‘0 (G ms) |'| |G (@ ms) |'|
Max POU Size: |Same |'| ‘Same |'| Max Reconn: ‘Same |'| |Same |'|
IP ToS: |V01ce (EF) (184) |v| ‘Vo:.ce (EF) (184) |'| TR ‘Nor‘mal e |v| |Nor‘mal o |v|
Pkts To Send: |Inf1n1te |vHInf1n1te |v| ‘ Script || Script |
‘ Thresholds || Thresholds |

up Wireshark.

B. Go to the Port Mgr fab and highlight WanLink port eth2, then select the Sniff Packets button to bring

LANforge Manager Version(5.3.7) ¥) (a) (x
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | HELP

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log [ Alerts | Port Mgr | vAP Stations | Messages |

Status r’ Layer-3 r L3 Endps r WoIP/RTP r’ VoIP/RTP Endps r Armageddon r’ WanLinks r Attenuators r File-10 |

Disp: ‘127.0.0.1:1 | | [Sniff Packets | EI | Clear Counters | | Reset Port | | Delete |
Rpt Timer: |med1um (8 s) |'| | Apply | IEI | View Details | | Create | | Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
: Parent

Port |Pha..|Down IP SEC Alias Do RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps
1.1.00 |[] ™ 192.168.100.198/0 eth0 5,529.827....|18.709.413 55| 143,334| 5,281,552....|9.617,541 [a]
1.1.01 |l v 0.0.0.0 a ethl 0 0 0 0 0 0
ETeZ ] Ll 0.0.0.0 0 eth2 3.482,049,...| 2,399,718 8] 4. 7. 757.660,...[ 4,297 .3...
1.1.03 |isl LI 0.0.0.0 o eth3 3.482,026....| 2,389,705 0 0| 7.757.666,...[ 4.297.3...
1.1.04 |[] =] 0.0.0.0 9] eth4 4] 0 0 0 12,506 147
1.1.05 |1 | [0.0.0.0 0 |eths 0 0 0 0 12,234 147
1.1.06 |[] L] 0.0.0.0 a wiphy0 0 0 0 4] 4] 0 P
1.1.07 |0 [O [o.0.0.0 0 |wiphyl 0 0 0 0 0 0 T
1.1.08 |1 | [0.0.0.0 0 |wlano wiphyo 0 0 0 0 0 0
1.1.09 |[] v 0.0.0.0 a wlanl wiphyl 0 0 0 4] 4] 0
12000 |l | 192.168.100.103|0 etho 653,572,601 5,346,946 13| 15,109 5,202,101,...| 4,863,373
1.2.01 |isl ¥ 0.0.0.0 a ethl 4] 0 4] 0 0 0
1.2.02 |[] =] 172.16.0.102 9] eth2 3,460,380,...|1 2,384,176 0 0] 3,482,059,...[ 2,259,880
1.2.03 |[] | 172.16.0.103 0 eth3 3.460,386,...| 2,384,178 4] 0| 3.482,036,...| 2,399,868
1.2.04 ||| LI 0.0.0.0 a ethd 2,394 7 0 0 9,852 138
1.2.05 |0 |0 [0.0.0.0 0 |eths 2,052 5 0 0 9,852 138
1.2.06 |[] | 192.168.9.29 0 eth3.1008 eth3 4] 8] 4] 4] 9,306 131
1.2.07 |[] L] 192,168,828 a eth3.1008  |eth3 0 0 0 4] 9,306 131
1.2.08 |[] i 192.168.1.11 0 eth2.1001 athz 84,760,294 68,374 0 0] 85,730,804 68,508
1.2.09 |[] ] 192,168,919 a eth2.1009  |eth2 0 0 0 4] 9,236 130
1.2.10 |l =] 192,168,515 9] eth2.1005  |eth2 4] 0 0 0 9,236 130 |
|l.|2.11 [] ™ 192.|168‘7‘17 o] leth2.1007  |sth2 4] 8] 4] 4] 9,306| 131 =]
[ Il | »]
Logged in to: localhost:4002 as: Admin




C. The capture will show that periodically the DSCP field gets overwritten per the WanPath corruption

logic of writing a decimal value 40 in the IP ToS field which corresponds to a DSCP value of decimal

10 or Assured Forwarding 11.

ice_ex12 wanpath_corruption.pcap [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (as superuser)

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

192. .168.

086121

0.20 LANforge 1518 Expedited Forwarding
0.20 LANforge 1518 Assured Forwarding 11

i
LANforge 1518 Expedited Forwarding

151 8.089134 192.
152 ©.089337 192. LANforge 1518 Expedited Forwarding
153 8.089607 192. LANforge 1518 Expedited Forwarding
154 8.089652 192. LANforge 1518 Expedited Forwarding
155 ©.090103 192. LANforge 1518 Expedited Forwarding
156 0.090684 192. LANforge 1518 Expedited Forwarding
157 8.091129 192. LANforge 1518 Expedited Forwarding
158 0.091657 192, LANforge 1518 Expedited Forwarding
159 0.092085 192. LANforge 1518 Expedited Forwarding
0.092601 192, LANforge 1518 Expedited Forwarding
0.093118 192. LANforge 1518 Expedited Forwarding

8 LANforge 1518 Assured Forwarding 11
168.0.208 192.168.

163 0.095637 192. LANforge 1518 Expedited Forwarding
164 ©.095843 192.168.0.20 192.168. LANforge 1518 Expedited Forwarding
165 8.096231 192.168.0.30 192.168. LANforge 1518 Exped@ted Fcrward@ng

L 1cc e An7131 100 160 @A 100 g0 @ 3 1 amfaroa 1510 Cunoditod foccocdioa
g ]
» Frame 147: 1518 bytes on wire (12144 bits), 1518 bytes captured (12144 bits)

» Ethernet II, Src: JetwayIn cc:5b:d3 (8@:30:18:cc:5b:d3), Dst: JetwayIn_cc:5b:d2 (88:30:18:cc:5b:d2)

» 802.1Q Virtual LAN, PRI: @, CFI: @, ID: 1lel@e

» Internet Protocol Version 4, Src: 192.168.0.30, Dst: 192.168.08.20

»

»

User Datagram Protocol, Src Port: 33018, Dst Port: 33017
LANforge Traffic Generator

0000 08 30 18 cc 5b d2 00 38 18 cc 5b d3 81 08 03 f2
0010 ©8 00 45 b8 05 dc 79 90 40 00 40 11 39 46 cO a8
0020 00 le c® a8 00 14 80 fa 80 f9 05 c8 49 fa 00 00
0030 008 00 la 2b 3c 4d 00 14 00 13 05 9c 00 00 00 00
6040 0@ 48 5a 7a 28 58 11 82 e7 78 00 @1 60 08 00 00
0050 00 01 @0 01 02 @3 04 85 06 07 08 09 Pa Ob Oc od
0060 Oe Of 1@ 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d

o

ce_ex12_wanpath_corruption.pcap” 3,038 kB 00:00:01 Packets: 1981 - Displayed: 1981 {100.0%) - Marked: 2 (0.1%) -...

= = 7 Ta] e
©©® 4 m =} X @ Q & v & ¥ © = w F e E ) o
Filter: I - Expression... Clear Apply Save

No. Time Source Destination Protocol Length Differentiated Services Codepoint Info

27

Seq: 75
Seq: 77
Se| 76
Seq: 78

Profile: Default

For more information see LANforge-GUI User Guide: Layer-3 Cross-Connects

Wanlink Queue Disci

Goal: Setup a Wanlink with an alternate queue discipline.

In this test scenario, the default WanLink queue discipline of FIFO (First In First Out) is replaced with WRR
(Weighted Round Robin) fo demonstrate how to setup queuing that will prioritize traffic flows based on IP ToS.

Note: WRR can only be used with User Mode WanLinks.

1. Setup a WanlLink connection.



http://www.candelatech.com/lfgui_ug.php#cx

A. Go to the Wanlinks tab and select Create.

LANforge Manager Version(5.3.7) vl (a) (%

| Stop All | | Restart Manager |

Layer-4 rGener\c rTest Mgr rTest Group rResource Mgr rEvent Log |/A\erts rPort Mgr rvAP Stations rMessages |
Status | layer3 | L3Endps | VoIP/RTP_ | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | Filel0 |

Control Reporting Tear-Off Info Plugins

Rpt Timer: |fast (1s) ‘V|G0|Test Manager |all v | Select Al || Start || Switch H Stop H Clear |
[] Hide Stopped | Display || i_C_Ei_e} || Modify || Batch Modify | | Delete |

WanLinks for Selected Test Manager
Name | ED | kM|  state | Endpoints (AeB) | PkiTxA—B | PktTxA<B | Bpsm«B | BpsRxA | Rpt Timer

Wantink Endpoint
WPs| Name |Run| Script Max Rate Tx Pkts Rx Pkts | Tx Rate |T}-< Drop % | Dropped | Tx-Failed Failed—Late| TX Bytes ‘

K Il T

Logged in to: localhost:4002 as: Admin

B. Enter the WanlLink name, physical ports, base transfer rate, delay, jitter etc...
These impairments will be applied to all traffic on the WanlLink.

100Mbps-wan - Create/Modify WanLink x) (s) (x
D | All | | Apply | | QK | | Display WanLink & WanPaths | | Cancel
WanLink Information
Name: [L00Mbps-wan
Presets: |CUSTOM |vl
Endpoint A Endpoint B
Port: 12 (eth2) |+ |13 (eth3) v
Transfer Rate: |1aan 1100 Mbps) |v||1aan 11080 Mbps) |v|
Delay: |tiny (10 ms) |v||tiny (10 ms) |v|
Drop-Freq: |zero (0%) |v||zero (0%) |v|
litter: |zero (0 us) |v||zero (0 us) |v|
litter-Freq: |zero (08%) |v||zero (%) |v|

C. Select Apply fo create the base WanlLink.

For more information see LANforge-GUI User Guide: Creating & Modifying WanLinks


http://www.candelatech.com/lfgui_ug.php#wl_mod

2. Setup Wanlink for User Mode.

A. Select All to un-hide the other WanLink config panels.

100Mbps-wan - Create/Modify WanLink =) (a) (%)
l:ll | éEP_M | | oK | | Display WanLink & WanPaths | | Cancel
WanLink Information wanLink Information =
Name: [100Mbps-wan []Pass-Through [] HW Pass-Through
Biesiz: |CUSTOM |'I [ | Coupled-Maode Kernel-Mode
Endpoint A Endpoint B Resource: |l {jetway-f24) |v
Port: [2 tethz) [« (3 (eth3) [~] Rpt Timer: Fot o =
Transfer Rate: |1aen (160 Mbps) |v‘ ‘mon (100 Mbps) ‘v|
= = Endpoint A Endpoint B
Delay: |11”!" (10 ns) |" ‘tmy (10 ns) "| ReorderFreq: |zero (%) |'| ‘zern (0%) |'| =
Drop-Freq: |zero (c) |" ‘zem (0) "| Dup-Freq: |zero (0%) |v| ‘zern (%) |v|
|itter: |zero (0 us) |szer‘o (0 us) ‘v| SR =M | o |l ‘ R | - |1 |
Jitter Freq; [zero (e%) [+ lzero (o%) [~
Reorder Amt:  min |1 | s [20 | min 1 | e 20 |
| Script | ‘ Script |
Endpoint A WAN Paths Endpoint B WAN Paths —
| Create-WP I Modify- WP I Delete- WP | Create-wP | Modify-WF | Delete- WP |
Name | Tx Rate |D|sab|ed| L ‘ Filter Pattern | Delay| Name ‘ Tx Rate |D|sab|ed‘ ! ‘ Filter Pattern | Delay‘
‘WanLink Information WanLink Information
cPU-ID: b [+] TestManager [default tm [~]
Endpoint A Endpoint B Endpoint A Endpoint B
[]1CEcap Replay []ICEcap Replay [] Dump Packets []Dump Packets
Replay File: | ‘ || | ‘ Dump File:
| Dir || Oir ‘ [] Force Packet Gap []Farce Packet Gap
[] Drop-%th [] Drop-xth
[¥] Loop Repl [¥] Loop Repl =
E ik E SR [] Reorder-th []Reorderxth -

B. In panel 2, un-check the

Kernel-Mode box.

100Mbps-wan - Create/Modify WanLink bATE e
|:| | Apply | | 0K | | Display WanLink & WanPaths | | Cancel
WanLink Information WanLink Information =
Name: [LO0OMbps-wan [[]Pass-Through [ ]HW Pass-Through
i |CU5TUM |'| [] coupled-Made
Endpoint A Endpoint B Resource: |l (jetway-f24) |v
Port: |2 (eth2) |v‘ ‘3 (eth3) ‘v| Rpt Timer: |‘Fast TS |v
Transfer Rate: |1aen (160 Mbps) |v‘ ‘mon (108 Mbps) ‘v| .
= = Endpoint A Endpoint B
Delay: |‘tlny {10 ns) |th1ny {0 ns) "| ReorderFreg: |zero (0%) |v”zer‘n (&%) |v| L
Drop-Freg: |zer‘o (c%) |v‘ ‘zer‘n (%) ‘v| Dup-Freg: |zem (0%) |v| ‘zern (%) |v|
Jitter: |zero (0 us) |szer‘n (0 us) ‘v| S N | o |l ‘ N | = |1 |
litter-Freq: |zero (%) |v‘ ‘zern (%) ‘v|
Reorder Amt: min (1 | ma |20 ‘ min |1 | mae |20 |
| Seript || Seript |
Endpoint A WAN Paths Endpoint B WAN Paths —
| Create-WP il Modify-WP I Delete-WP il Create-WP I Modify-WP I Delete-WP |
Name | Tx Rate |Disab|ed| ! ‘ Filter Pattern | Delay| Name ‘ Tx Rate |Disab|ed‘ ! ‘ Filter Pattern | Delay‘

‘WanLink Information

GRE-1D:

I Test Manager:

Endpaoint A
[[1ICEcap Replay

Endpoint B
["]ICEcap Replay

Replay File: |

| ‘ Dump File:

| Dir Dir

Loop Replay Loop Replay

— =

WanLink Information

|defau\t_tm

Endpoint A
[_] Dump Packets

[_] Force Packst Gap
| Drop-%th
[] ReorderXth

Endpoint B
[ Dump Packets

[_| Force Packet Gap
| Drop-xth
[ ] Reorder-th

C. Select Apply fo change the WanlLink.

For more information see LANforge-GUI User Guide: Creating & Modifying WanLinks



http://www.candelatech.com/lfgui_ug.php#wl_mod

3. Demonstrate the FIFO Queue Discipline.

A. Start the WanlLink, then run fraffic through LANforge-ICE portfs eth2 and eth3.
Here we are using LANforge-FIRE on a secondary resource to over-subscribe the 100Mbps WanLink
with five 30Mbps traffic flows each with a different IP ToS value set to show that the FIFO WanlLink
ignores the ToS bits by freating all packets equally and processing them in the order they enter the
queue.

LANforge Manager Version(5.3.7) v) () (x

| Stop All | | Restart Manager |
Layer-4 I’Generu: rTest Mgr rTest Group rResource Mgr r Event Log I’A\erts r FPort Mgr ruAP Stations r Messages |
Status

Layer-3 r L3 Endps rVOIPfRTP r/ VolP/RTP Endps r Armageddon r/ WanLinks r Attenuators rF\Ie-\O |

Control Reporting Tear-Off Info Plugins

RptTimer: [fast  (1s) | v|Gol Test Manager [zl [~ | select All || start || stop || quiesce || Clear
View |U-SUU |v|Go| | Display H Create || Modify | | Delete ‘
Cross Connects for Selected Test Manager
Name Type State Pl Roc A Plkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B| Drop Pkts A| Drop

udp-001-ToS-0 LF/UDP |Stopped 0 0 0 0 0 0 0
udp-002-ToS-64 LF/UDP |Stopped 0 0 0 0 0 8] 0
udp-003-ToS-96 LF/UDP |Stopped 0 1] 1] 0 1] 0 0
udp-004-ToS-128 |LF/UDP |Stopped 0 0 0 0 0 0 0
udp-005-ToS-192 |LF/UDP |Stopped 0 0 0 0 0 8] 0
[4] II Tv]

Logged in to: localhost:4002 as: Admin

B. The dropped packet percentages show that even with a high value ToS, no priority is observed.

LANforge Manager Version(5.3.7) v) () (x

| Stop All | | Restart Manager |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log [ Alerts [ Port Mgr | wAP Stations | Messages |
[ Status |

Layer-3 r L3 Endps rVOIPfRTP r’ VoIP/RTP Endps r Armageddon r’ WanLinks r Attenuators rF\Ie-\O |

Control Reporting Tear-Off Info Plugins

RptTimer: [fast  (1s) | v|Gol Test Manager [zl [~ | select All |[ Start] || stop || quiesce || clear |
View |0—500 |V|Go| | Display H Create || Modify | | Delete ‘
Cross Connects for Selected Test Manager
Name Type State Pl Roc A Plkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B| Drop Pkts A| Drop

udp-001-ToS-0 LF/UDP [Run 30,986 29,019 24,731,675 23,640,798 15453 15913 5,754
udp-002-ToS-64 LF/UDP [Run 31,203 32,229 25,341,139 26,170,783 4.697 12.647 LT3
udp-003-ToS-96 LF/UDP [Run 24,693 26,359 20,052,738 21,405,667 22.327 28.551 8.237 1
udp-004-TeS-128 |LF/UDP |Run 18,211 18,788 14,787,804 15,256,343 30.887 49.07 14714 1
udp-005-ToS-192  |LF/UDP |Run 16,050 14,245 12,948,194 11,490,452 48.169 51.644 18,261 d
[4] II [ ]

Logged in to: localhost:4002 as: Admin

For more information see LANforge-GUI User Guide: Layer-3 Cross-Connects


http://www.candelatech.com/lfgui_ug.php#cx

4. Change the Wanlink queue discipline to WRR.
A. Select the Stop All button to stop all connections, then Modify the WanlLink.

LANforge Manager Version(5.3.7) v) () (x

[stopan ]| [ Restert vanager ]

Layer-4 I/Gener\c rTest Mgr rTeSt Group rResource Mgr rEvent Log rA\erts rPort Mgr rvAP Stations rMessages |
Status | layer3 | L3Endps | VOIP/RTP_ | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | File-l0 |

Control Reporting Tear-Off Info Plugins

Rpt Timer: |fast (B:s) ‘V|Go|Test Manager (all - | Select All || Start || Switch H Stop H Clear |
[] Hide Stopped | Display || Create || Modify || Batch Modify | | Delete |
WanLinks for Selected Test Manager
Name | ED|KkM|  State | Endpoints (AeB) | PkiTxA—»B | PktTxA<B | BpshxB | BpshxA | Rpt Timer
100Mbps-wan _ |6.32 | [ | [Stopped |100Mbps-wan-A =... | 1,652,866 1,652,224/ 100,000,000  100,000,000] 1,00(
[« i D]
( All WanLink Endpoints
WPs Name Run|  Script Max Rate Tx Pkts Rx Pkts Tx Rate | Tx Drop % | Dropped | Tx-Failed |Failed-Late| TX Bytes
+ |100Mbps-w... | [] [None 100,000,000 1,652,224| 2,542,720|98,956,507 35.085] 889,687 0 0] 2,501,42...
+ |100Mbps-w... [] [None 100,000,000| 1,652,866| 2,539,975|98,953,254 35.062 887,592 0 0| 2,502,38...
[«] Ii [v]

Logged in to: localhost: 4002 as: Admin

B. In panel 4, change the QDisc field to the following string:
WRR,2000-0-255,4000-64-255,8000-96-255,16000-128-255,32000-192-255 for both Endpoint-A and
Endpoint-B.

The WRR string format is weight-ToS-mask where higher weights are given higher priority fo packets
matching the ToS and bit mask.
Note: Minimum weighting should be equal to or greater than your MTU.

100Mbps-wan - Create/Modify WanLink ¥) (2) (x
I:‘ | Apply | | oK | | Display WanLink & WanPaths | | Cancel |
Endpoint A WAN Paths Endpoint B WAN Paths =
| Create-WP I Maodify-WP I Delete-WP 1] Create-WP I Madify-WP ] Delete-WP |
Name | Tx Rate |Disab|ed| ! ‘ Filter Pattern | Delay| Name ‘ Tx Rate |Disab|ed‘ L ‘ Filter Pattern | Delay‘
‘WanLink Information WanLink Information
BRE-D: | ‘ I Test Manager: |defau\t_tm |v|
Endpoint A Endpoint B Endpoint A Endpoint 8
[]ICEcap Replay [JICEcap Replay [J bump Packets [ bump Packets
Replay File: | ‘ || | ‘ Dump File:
| i || Oir ‘ []Force Packet Gap ["]Farce Packet Gap
Drop-¥th Drop-¥th =
Loop Replay Loop Replay Liorop Ll orop
[ 1 Reorderxth [ 1ReorderXth
Replay Latency Replay Latency
|0Disc: |WRR,2000-0-255,4000-64-] WRR, 2000-0-255, 4000-54-] |
Replay Loss Replay Loss e e
Max Lateness: e =
Replay Dup Replay Dup | | | ‘ | ‘
Replay Bandwidth Replay Bandwidth Backlog Buffer: |ﬂUTO |v| ‘AUTO |"
Corruption: 1 Endpoint A Endpoint B Corruption: 4 Endpoint A Endpoint B
Rate: [o o | Rate: o o |
Corruption: |Random Write |v‘ |Random Write ‘v| Corruption: ‘Random write ‘v | |Rand0m Write |v|
Byte-to-Write: Byte-to-Write:
Range Offset  mn |0 | = [0 [ == |0 = | Rengeoffsst e 0 || =0 [ e 0 | = [0 |
[] chain-to-Next [] chain-to-Next [] chain-to-Next [] chain-to-Next
[]1Do checksum [] Do checksum []1 Do checksum [] Do Checksum
Corruntion: Endnoint A Endnaint B Cornuntion: 5 Endnoint A Endnaint B =

C. Select OK to apply changes to the WanLink and close the modify window.

For more information see LANforge-GUI User Guide: Creating & Modifying WanLinks



http://www.candelatech.com/lfgui_ug.php#wl_mod

5. Demonstrate the WRR Queue Discipline.

A. Run the WanlLink and the same five UDP fraffic flows through LANforge-ICE ports eth2 and eth3.

LANforge Manager Version(5.3.7) ) (a) (x

| Stop All | | Restart Manager |

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log [ Alerts | Port Mgr | vAP Stations | Messages |
Status | layer3 | L3Endps | VOIP/RTP_ | VoIP/RTP Endps | Armageddon | Wanlinks |  Attenuators | File-o |

Control Reporting Tear-Off Info Plugins

Rpt Timer: |fast (1 s) ‘V|Gu|Test Manager (all v | Select Al || Start || switch H stop H ;'C,lea'f:|
[] Hide Stopped | Display || Create || Modify || Batch Modify | | Delete |
WanLinks for Selected Test Manager
Name | ED|kM|  State | Endpoints(AeB)| PktTxA—B | PkiTxA<B | BpsRxB | BpsRxA | Rpt Timer
100Mbpswan 6.3 | [] [Run |100Mbps-wan-A <. . | ol ol 100,000,000 100,000,000 1,00(

WPs Name Run|  Script Max Rate T Pkts T Rate | TxDrop % | Dropped | Tx-Failed |Failed-Late| TX Bytes
+ |100Mbps-w... None 100,000,000 0 8] 0 0 0 0 8] 0
+ |100Mbps-w... None 100,000,000 0 0 0 0 0 0 0 0
[a] i [¥]

Logged in to: localhost:4002 as: Admin

B. This fime, the higher valued ToS UDP flows are experiencing less drops due to the WRR priorities setup
in the Wanlink.

LANforge Manager Version(5.3.7) v) (») (x

| Stop All | | Restart Manager | -
Layer-4 rGener\c rTest Mgr rTest Group rResource Mgr r Event Log |/A\erts r Port Mgr rvAP Stations |/ Messages |
Status

layer2 | L3Endps | VoIP/RTP_ | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | Filel0 |

Control Reporting Tear-Off Info Plugins

Rpt Timer: |fast 1s) |v|Go| Test Manager ‘ select All || Start || Stop || Quiesce || Clear ‘
View |0-500 |V|Go| | Display H Create || Modify | | Delete ‘
Cross Connects for Selected Test Manager
Name Type State Pkt Rt A Pkt Rx B Bps R A Bps Rx B Rx Drop % A Rx Drop % B| Drop Pkts A| Drop
udp-001-ToS-0 LF/UDP [Run 5,785 3.7035 6,763,717 4,331,818 66,944/ 84.413 17.036 4
udp-002-To5-64 LF/UDP [Run 38,161 41,833 13,897,326 15,332,256 52.24 43.04 41,741 E
udp-003-ToS-96 LF/UDP |Run 43,067 34,538 15,736,044 12,619,674 44,292 53.408 36,458 £
udp-004-ToS-128 |LF/UDP |Run 80,270 62,238 25.151.521 19,501,747 10.9 28.267 10.152 d
udp-005-Te5-192 |LF/UDP |Run 104,400 77,234 32,448,505 24,003,895 0 15729 0 1
[ Il [ o]

Logged in to: localhost:4002 as: Admin

For more information see LANforge-GUI User Guide: Layer-3 Cross-Connects


http://www.candelatech.com/lfgui_ug.php#cx

WiFi: Gaming Test: video demonsiration

Goal: Learn about how to combine the WAN emulation and programmable attenuation to
emulate different network environments for game consoles.

Watch a demonstration of how fo modify the gaming experience using WAN links fo LLD
drop packets and combining that with attenuating the wifi signal in an isolation /\/\
chamber. This scenario requires LANforge version 5.3.9, two isolation chambers, one or | — |

more programmable attenuators a DUT and three mesh AP nodes. LANforge GUI

l

LANforge WiFIRE
N
A\

WiFi Client

WiFi Gaming Test demonstration

Using Custom DNS on LANforge with
DNSmasqg

Goal: Create a nameserver for your test network when no Internet access is available.

Isolated testbeds still regularly require their DUTs to resolve hostnames. The dnsmasq package on Linux provides
this feature. Requires release 5.4.6 or later.

Role of dnsmasq and how to combine it with Virtual Routers

The dnsmasq service provides BOTH DHCP and DNS services.

If the dhcp-range directive is present in the /etc/dnsmasq. conf file, then it will
respond to DHCP requests.



This sefting is NOT governed by the Netsmith -> Virtual Router -> Modify -> DCHP setting. You can
accidentally leave DNSmasq running in DHCP serving mode and use Chamber View fest scenarios that also
create a new DHCP service in a virtual router. LANforge does not track the status of DNSmasq like it does the
dhcpd process it starts in a virtual router. You can end up running two DHCP services if you are not careful

The two modes you would configure are:

e DNS mode and use virtual routers for DHCP. Configure the DNS entry of the virtual router to let clients
see the nameserver entry.

e DNS and DHCP mode and never use the DHCP option of the virtual router.

We suggest configuring DNSmasq in a DNS-only mode most of the time.

Typical Port Setup

If you are crafting a test scenario where you are providing DHCP as an upstream port, create a Virtual
Router and drag your upstream port into it. You will probably want a static IP on the port. For this example,
we will use ethl with address 10.45.0.1.

e Right-click the port and select Modify
¢ In the Create/Modify Connection window:
o Select DHCP
o Configure DHCP DNS to be the IP of the port (10.45.0.1)

Enable the DNS service on the port

e Open the Port modify window by either double-clicking on the row in the Port Mgr tab or selecting
the Modify Port option from the Netsmith right-click menu.

o At the lower left of the window, in the Services box, select DNS.
e Click OK.

You have now enabled DHCP in the virtual router.

Configure DNSmasq

The /etc/dnsmasq.conf file controls the behavior of the DNSmasq service. The configuration below will
serve enfries out of /etc/hosts. This example is configured to run on interface eth1.

/etc/dnsmasq.conf
Hosts file /etc/hosts

Running DNSmasq:

e Check for configuration errors using dnsmasq --test.

e Restart DNSmasq to apply changes: sudo systemctl restart dnsmasq.service.
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