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Generating Traffic to a Web Server

Goal: Set up and run traffic to a web server.

In this test scenario, LANforge-FIRE is used to generate traffic in the form of URL
requests in order to determine the maximum number of URLs/second the web
server can process.

Please note that the web server used in this example is an isolated Linux system LANforge GUI
running Apache.
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1. Connect one LANforge-FIRE port to the web server's network.
2. Set up the LANforge port so that it has a valid IP address.
A. Go fo the Port Manager
LANforge Manager Version(5.3.6) v (a) (x

Control Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager ‘

Layer4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Pert Mgr | vAP Stations [ft&essages |
Status | Layer-3 | L3Endps | VolP/RTP | VolP/RTPEndps | Armageddon | Wanlinks | Attenuators | Filedo |

Disp: [1¢2.168.100.23%:0 | | Sniff Packets | E | Clear Counters | | Reset Port | ‘ Delete ‘
Rpt Timer: |med1um (8 s) "‘ | Apply | E | View Details | | Create | ‘ Madify ‘ | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port [Pha... Down IP SEC| Alias Do RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX

1.1.0 1582,168.100.103|0 etho 49,388 41 2] 4 4,192 184,397 233 2
1.1.1 L] L] 0.0.0.0 ] ethl 4] [4] 4] 4] 0 0 0
1.1.% [ [l 0.0.0.0 4] ethz [4] 0 8] 0 70 1 0
1.1.3 || il 0.0.0.0 4] eth3 70 i 0 5 0 0 0
1.1.4 [ [l 0.0.0.0 4] ethd 70 1 8] 5 0 0 0
1.1.5 || il 0.0.0.0 ] eths ] 4] 0 ] 70 1 0
4] Il ] [»]

Logged into: 192.168.100.102:4002 as: Admin
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B. Modify the port connected to the web server. Set a valid network IP address and Gateway IP.

eth2 (brent-6port) Configure Settings =iEf x:
Port Status Information
Current: LINK-DOWN AUTO-NEGOTIATE Flow-Control TSO GSO GRO
Driver Info: Port Type: Ethernet Driver: e1000e(2.3.2-k) Bus: 0000:04:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates —

[] set IF Down ) 10bt-HD 10bt-HD

Ob [ Aux-Mgt ) 10bt-FD
[]set MAC own ux-Mg £ 100bt-HD 10bt-FD
[Iset™@QqlLen [ DHCP-IPv6 [¢] DHCP Release  DHCP Vendor ID: 8 igggfl;gb 100bt-HD
Oset MTu LIDHCP-pua | Secondaryaps | DHCP Client : Q1060 100bt-£D
[ set offload @& Aut tiat 1000-FD

DNS Servers: [BLANK Peer IP: NA encugtale
[] 5et Rate Info []110G-FD

IP Address: 10.1.1.10/24 Global IPv6: AUTO =
[ ] Set PROMISC [JRenegotiate [] 40G-FD

IP Mask: 0.0.0.0 Link IPv6: AUTO
[] Set Rx-All/FCS [J Restart Xcur Flow-Control

Gateway IP:  |0.0.0.0 IPv6 GW: AUTO
[ set Bypass : [0 PROMISC

Alias: MTU: 1500 Offload
[] set Bridge Info [J RX-ALL

MAC Addr: 00:90:0b:38:82:72 TXQlen 1000 TS50 Enabled

[ ] 5et CPU Mask [J RX-FCS
—Services — L

. . GSO Enabled
| = o [ Bypass Power-Up CILRO Enabled

e chuMask:  [L05TT -] wirisridge: [18ypass PowerDOWN | 1 oo nabled

[IRrADIUS [] Bypass Disconnect

‘ Print || View Details | ‘ Probe ‘ | Sync | | Apply ‘ | (o] 4 | | Cancel |
C. Verify the port configuration
LANforge Manager Version(5.1.1) el
Control Reporting Tear-Off Help
| Stop All | | Restart Manager ‘ | Refresh | | HELP
File-10 r Layer-4 rGeneric rTest Mgr rResource Mgr rSeriaI Spans r PPP-Links r Port Mgr r/ Messages |
status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | Armageddon | WanLinks |  Collision-Domains
Disp}192.168.100.245:00 || Sniff Packets | | clearcounters || ResetPort | Detete |
Rpt Timer.|3uuuu |v| | Apply | | View Details | | Create ‘ ‘ Modify | | Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.

Port  |Phan... IP Alias RX Bytes RX Pkts Pps RX bps RX TX Bytes TX Pkts Pps TX bps TX Collisions
1.1.0 Ll [192.168.100.245 |ethQ 2,003 19 0 728 0 0 0 0 0
1.1.5 Ll |0.0.0.0 ethl 0 0 0 0 0 0 0 0 0
bkt [ | |10.1.1.10 eth2 4] 0 0 4] 4] 0 0 0 4]
1.1.2 Ll |0.0.0.0 eth3 0 0 0 0 74 1 0 23 0
1.1.3 [] |c.0.0.0 eth4 0 0 0 0 0 0 0 0 0
1.1:4 [] |c.0.0.0 eths 0 0 0 0 0 0 0 0 0

[4] i I

Logged in to: localhost4002 as: Admin

For more information see LANforge User's Guide: Ports (Interfaces)

3. Set up the URL requests.
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A. Goto

Control

the Layer 4-7 tab

LANforge Manager Version(5.3.3) = | =] |
| Reporting Tear-Off Info Plugins

| Stop All | | Restart Manager | | Refresh | | HELP |

Files10 [ Layer-4 [ Generic  Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status r Layer-3 r L3 Endps rVoIP!RTP r VolP/RTP Endps rArmageddon r WanlLinks rAttenuators r Collision-Domains |

Rpt Timer: |defau1t (5 s) ‘V|Go|Test Manager | Select All || Start H Stop || Quiesce H Clear |

View |0-200 ‘v|Go| | Display || Create || Modify H Batch Modify | | Delete |
Layer-4 Endpoints for Selected Test Manager
Name ‘ EID ‘ Type ‘ Status Tota\-URLs‘ URLs/s ‘ Bytes-RD ‘ Bytes-WR ‘ Tx Rate H ﬁ:‘? ‘ Rx Rate ?{‘;ﬁ:f ‘

[«

Il | T»]

Logged in to: brent-6port:4002 as: Admin

B. Create a Layer 4-7 Endpoint:

HTTP

Name: http-00 Report Timer (ms): |5lJl-'l |v| Test Manager: |defaull_tm |v|
Shelf: Resource: |1 (demo2) |v| Port |1 (eth2) |v|

Endp Name: 0 URLs per 10m: |12000000 |
Proxy Port: Proxy Server
Proxy Auth:

Proxy Auth Types: [ |Basic [ | Digest [ |NTLM

HTTP Auth Types: [ |Basic [ | Digest [ | GSS-Negotiate [ | NTLM

SSL Cert: [ca-bundle.crt |
User Agent: | |
UL/DL: Quiesce: 3 |v|

URL: [nttp://10.1. 1. 100/index. html |
File: [/dev/null |

[ ] Get-URLs-From-File [ ] Authenticate Server [ ] Use-Proxy Allow-Reuse [ | Allow-Cache [ |Enable 4XX

Create/Modify L4Endpoint

Compression: [ | Gzip [] Deflate

Apply | oK | | Batch-Create | | Cancel

m U 0O w >

. Enter a name and select the port configured in the previous step

. URLs per 10m should be set to around 1,200,000 which is 2,000 URLs/second
. Leave the SSL Cert alone as we are not using it in this example

. UL/DL should be set to Download

. URL should be set to the web server's IP address and file that you wish fo download. In this example, index.htmlis a

small test file.

. File is the designated location that the downloaded file will be stored. In this example, we use /dev/null which will

essentially throw the file away so that it does not slow down the LANforge system with writing files.

. Select the 'Allow-Reuse' checkbox to maximize the number of URL requests LANforge can make per connection

. Click Apply or OK to create the Layer 4-7 endpoint



C. Create 9 more Layer 4-7 endpoints by opening the previously created endpoint and clicking Batch-Create

Layer-4 Batch Creator: http-00 ==X

http-01, http-02 ... http-09
Resources: 1,1...1

Ports: eth2, eth2... eth2
IPs: AUTO, AUTO ... AUTO

Quantity: 9 Number of Digits: 2 Zero Pad
Starting Name Suffix: looi Name Increment: lli

Resource Increment A: lﬂi

Port Increment A: lﬂi

IP Addr Increment A: ,[17

File Increment: I [ ] Get-URLs-From-File

A. Set the Quantity to 9, Number of Digits fo 2, and Port Increment A to 0. Then click Apply.

B. Each of the 10 Layer 4-7 Endpoints will attempt to generate 2000 URLs/second, effectively generating 20,000
URLs/second

For more information see LANforge User's Guide: Layer 4-7 Endpoints


http://www.candelatech.com/cookbook/fire/lfgui_ug.php#l4

4. Run traffic and determine web server performance.
A. On the Layer 4-7 tab, select one Layer 4-7 endpoint, click Start, then repeat for all 10 Layer 4-7 endpoints:

LANforge Manager Version(5.3.3) - o [x
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP ‘
File-10 r Layer-4 fGeneric I’Test Mgr rTest Group r’ Resource Mgr r Event Log rAIerts r’ Port Mgr I’Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |
Rpt Timer: |default (5 s) ‘V|Go|Te5t Manager | Select All || Start || Stop || Quiesce || Clear |
View |0-200 |v|Go‘ | Display || Create || Modify || Batch Modify | | Delete |
Layer-4 Endpoints for Selected Test Manager
Tx Rate Rx Rate
MName EID Type Status Total-URLs URLs/s Bytes-RD Bytes-WR Tx Rate (1 min) Rx Rate (1 min)
http-00 1.1.5.13 |L4/Gen |Run 24,390| 1,470.871| 4,992,000 0 0 0 2,396,112 2,408,475
http-01 1.1.514 [L4/Gen  [Run 20,975 1,420,907 4,285,216 0 4] 0 2,307.601) 2,322,348
http-02 1.1.5.15 |L4/Gen Run 17,103] 1,283.603) 3,455,712 0 0 0| 2,063,265 2,074,849
http-03 1.1.5.16 |L4/Gen |Run 11,477| 1,099,272 2,301,312 0 0 0 1,762,444 1,763,414
http-04 1.1.517 |L4/Gen |Stopped 0 0 0 0 4] a 0 0
http-05 1.1.5.18 |L4/Gen Stopped 0 0 0 0 0 0 0 Q
http-06 1.1.5.19 |L4/Gen |[Stopped 0 0 0 0 0 a 0 0
http-07 1.1.5.20 |[L4/Gen  [Stopped 0 0 0 4] 0 a 0 0
http-08 1.1.5.21 |L4/Gen |Stopped Y] 0 0 0 4] a 0 0
http-09 1.1.5.22 |L4/Gen Stopped 0 0 8] 0 0 0 0 0
[« I | D]
Logged in to: [f1005c-is14120020:4002 as: Admin

A. As each endpoint is started, the rate of URLs/second will start to converge on a rate that the web server is capable
of providing. Finding the final web server performance rate is a matter of adding up the rates of all running Layer 4-
7 endpoints.

B. Several Layer 4-7 endpoints (10 in this case) are used so each endpoint can make an independently large number
of URL requests without having to wait for foo many replies. Each URL request is waiting for a reply from the web
server, so if only one Layer 4-7 endpoint was making requests, it would spend foo much fime waiting for replies
instead of generating more requests. Spreading the URL requests over several endpoints allows each LANforge
connection to the web server to maximize its rate of URL requests.

B. Layer 4-7 Endpoint Results:

£ LANforge Manager Version(5.3.3) | [=1]] £
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh | | HELP ‘
File-10 r Layer-4 rGeneric rTest Mgr rTest Group r Resource Mgr r Event Log rAIerts r Port Mgr rMessages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |
Rpt Timer: |default (5 s) ‘leo| Test Manager | Select All || Start || Stop || Quiesce || [Clear |
View |0-2(]0 |V|Gn‘ | Display || Create || Modify || Batch Modify | | Delete |
Layer-4 Endpoints for Selected Test Manager
Tx Rate Rx Rate
MName EID Type Status | Total-URLs URLs/s Bytes-RD Bytes-WR Tx Rate i Rx Rate i)
http-00 1.1.5.13 |L4/Gen Run 5677 1,711.204| 1,180,816 0 0 0| 2,829,996 2,847,674
http-01 1.1.5.14 |L4/Gen |Run 5,4099| 1,712,079 1,143,792 0 4] 0] 2,826,795 2,848,215
http-02 1.1.5.15 |L4/Gen |Run 5,657| 1,706,023 1,176,656 0 0 0 2,820,871 2,838,845
http-03 1.1.5.16 |L4/Gen |Run 56894| 1,716,812 1,184,352 0 4] 0] 2,839,321 2.857.011
http-04 1.1.5.17 |L4/Gen Run 5,508 1,715.168) 1,145,664 0 0 0 2,831,421 2,854,398
http-05 1.1.5.18 |L4/Gen Run 5,647 1,703.027] 1,174,576 0 0 0| 2,815,884 2,833,027
http-06 1.1.5.19 |L4/Gen |Run 5,520| 1,718,567 1,148,160 0 0 0] 2,837,590 2,860,050
http-07 1.1.5.20 |L4/Gen |Run 5,702| 1,719.208) 1,186,016 0 0 0 2,843,310 2,861,027
http-08 1.1.5.21 [L4/Gen [Run 5,484| 1,707.445 1,140,880 0 0 0 2,819,598 2,841,958
http-08 1.1.5.22 |L4/Gen Run 5,477| 1,705.582| 1,135,216 0 0 0| 2,815,485 2,837,768
[« I | D]
Logged in to: [f1005c-is14120020:4002 as: Admin

A. After starting all 10 endpoints, and letting them run for at least 1 minute, the overall URLs/second rate converges to
around 17,000 URLs/second.



For more information see LANforge User's Guide: Layer 4-7 Endpoints
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